








YK 004.56-027.336€C(075.8)
H15

Peuensenru:
["anna SposenHko, mokTop Hayk, mpodecop kadeapu KOMIT FOTEPHUX HAYK
Ta 1rKeHepli, Manpuncekuii yaisepcutet Kapnoca I11, Icmanis
Jhonmuna Koneukina, mokTop (pi3MKO-MaTeMaTHYHHX HAyK, Tpodecop
kadenpa anroputmiB 1 0a3 maHuUX (aKyIbTETy MAaTEMaTHKH Ta
1H(popMaTHky, Jlon3pkuii yHiBepcuTeT, [lompmia.
Anapiit Pockmaaka, JOKTOpP €KOHOMIYHHMX HayK, 3aBiayBau Kadeapu
(poBOi EKOHOMIKH Ta CHCTEMHOTO aHaJT3y Jlep:kaBHOTO, TOPTOBEIHHO-
€KOHOMIYHOTO YHIBEPCHUTETY, Y KpaiHa.

Vxkmagaui:
Onumenko C.B.., m.e.H., mpodecop
Bepran K .1O., k.e.H., moueHT
I'mymko A L., K.€.H., TOLUEHT
Suko A.C., K.T.H., TOIICHT

PexomennoBano 1o BumanHa Buenoto Hamionamenoro yHiBepcutety «llonaraBchka
nomiTexnika imeHl FOpis Korapatioka», mporokon Ne 13 Bix 30 Bepechs 2025 p.

Funded by the European Union. Views and opinions expressed are however those of the
author(s) only and do not necessarily reflect those of the European Union or European Education
and Culture Executive Agency (EACEA). Neither the European Union nor the granting authority
can be held responsible for them.

H15 Hasuameauii nociOamk «KibepOesneka ta 3axuct iHdopmarii: goceix €C mms
Vkpainw» mia cryaeHTiB crnemiaabHocTi 122/F3 Komm’rorepni Haykm, 123/F7 Komm’rotepHa
1mkenepid, 125/F5 KidepOesmeka ta 3axucT iHpopmarii, 172 TenexkoMmyHikamii Ta pagioTexHika /
G5 EnexTtponika, eMeKTPOHHI KOMYHIKaLli, MPUiIago0yQyBaHHA Ta paaioTexHika; 072 diHaHcH,
OaHKIBChKa cmpaBa Ta crTpaxyBaHHi / D2 @inaHch, OaHKIBChKAa CIpaBa, CTPaXyBaHHSI Ta
(GOHIOBHI PHHOK TEPIIOro piBHA BUIIOi ocBiTH. — [lonmraBa: HamioHampHUI yHIBEPCHTET
«ITonraBceka momitexHika imesi FO. Konapatiokay», 2025. — 185 c.

ISBN 978-617-8797-03-4

[Tocibruk po3pobneHo y paMkax peanisanii npoekty Erasmus+ XXan Mone « €Bporelicbkuii JOCBI g
iH(popMariitHOT Ge3neKH Ta CHCTEM 3aXUCTY 1H(pOpMaIil B CydaCHUX yMOBaxX MacTaOHUX kideparaky (Ne
101127542 — EEISIPS). TlociOHMK OXOIUTFOE KIIFOYOBI acmekTd iH(popmauiiiHoi Ta kiOepOesmeku B
KOHTEKCTI riobamizanii, uudposoi TpaHcopmalii Ta eBpomneicpkoi iHTerpamii Ykpainu. 3mict
NOCIOHMKA CTPYKTYPOBAaHO BIANOBIAHO IO KOHILEMLIi CTaJoOro PO3BUTKY HHPPOBOI €KOHOMIKH Ta
Op1EHTOBAHO Ha (POPMyBaHHS MUKAMCLUUIUTIHAPHUX KOMITETEHTHOCTEH y cdepi iHpopMmariitHoi Oe3neky,
pPO3BUTKY HHU(PPOBOI rPaMOTHOCTI Ta KIOEPTiri€eHH, a TAKOXK 3aCTOCYBaHHS €BPOMEHCHKUX CTAHOAPTIB
kibepbe3nexu B nep kaBHOMY yIIpaBjIiHHI Ta Oi3HeC-cepenopuini. HaByanbHMI MOCIOHUK MPU3HAYECHO JISI
CTYACHTIB 3aKJaJiB BHUINOi OCBITH, aCIIPAHTIB 1 BUKJIAAa4iB, a TAKOX JJIs1 (axiBIIB OPTraHiB ep:KaBHOI
BJIQIA, MICLIEBOTO CAMOBPSIIyBaHHs Ta Oi3HECY.

© Onumenko C.B., Bepran K 1O., 'mymko A.JI., SIako A.C.
3



3MICT

TIEPEJIMOBA ... e 6

TEMA 1. HOOPMALIIMHA BE3IIEKA B CUCTEMI HALIIOHAJILHOI BE3ITEKU:
€BPOITEUCHKA TTAPAJIUT'MA BE3IEYHIIIOTO ITUGPOBOI'O CBITY ........ooovoovoioee. 10

TEMA 2. 3ABE3IIEYEHHS IHOOPMALIIHOI BE3IEKU: JOCBI/] €EBPOIEMCLKUX KPATH 40

TEMA 3. 3AT'PO3H TA BUKJIUKH IHOOPMAILIMHIN BE3IELI YKPATHU TA €C ................... 57
TEMA 4. IHCTUTYLIIMHE 3ABE3IEUEHHS IHOOPMALIIMHOI BESIEKM ...........cocooovvve.. 81
TEMA 5. TEPOPU3M IHOOPMALIIMHOI EPU: IHCTPYMEHTHU KIBEPBE3IIEKH ..................... 101
TEMA 6. TAPMOHI3ALIIA CUCTEM, TIOCJIYI I HABUYOK 3AXHCTY IHOOPMAIII ........... 137
TEMA 7. LIU®POBA €BPOIHTEIPALIISI YKPATHU: BUKJIMKU TA MOXJIUBOCTI .............. 161



CONTENT

FOREWORD ... 6
TOPIC 1. INFORMATION SECURITY IN THE NATIONAL SECURITY SYSTEM:

THE EUROPEAN PARADIGM FOR A SAFER DIGITAL WORLD...................... 10
TOPIC 2. ENSURING INFORMATION SECURITY: EXPERIENCE OF EUROPEAN
COUNT RIES .. 40
TOPIC 3. THREATS AND CHALLENGES TO INFORMATION SECURITY IN
UKRAINEAND THE EU. ... o 57
TOPIC 4. INSTITUTIONAL PROVISION OF INFORMATION SECURITY ............. 81
TOPIC 5. INFORMATION AGE TERRORISM: CYBERSECURITY TOOLS........... 101

TOPIC 6. HARMONIZATION OF INFORMATION PROTECTION SYSTEMS,
SERVICES, AND SKILLS. ... e, 137
TOPIC 7. DIGITAL EUROINTEGRATION OF UKRAINE: CHALLENGES AND



HEPEJIMOBA

Y cydacHux yMmoBax miodamzamii Ta 1udpoBoi TpaHcopmariii
iH(popmarriiina Oe3neka BHUCTYNAE KIOYOBUM YMHHUKOM  CTaOLIBHOCTI
CYCIIJIBHOTO PO3BUTKY Ta (PYHKIIOHYBAHHS HALIOHAJILHUX €KOHOMIK. [Iponecu
riodanizaiii Ta nu¢posizaili MOPOJUIM HOBI PU3UKH 1 3arpO3H, IO HETAaTUBHO
BILJIMBAOTH HA €KOHOMIYHI1, MOJIITUYHI Ta COL1aJIbHI CUCTEMMU JIEP>KaBH, 1 BUSIBUJIH
KPUTHYHI npobnemu B iHpopMmauiiHiid cdepi. Taki ASCTPYKTHBHI SBHINA, SK
iHpopMmaliiiHl BiiiHM, 1H(OpPMaUIHHUA TEpopu3M Ta MacmTadHI KibepaTaku,
CTaJId HEBIJI €EMHOK YACTHHOK) CY4YaCHOrO CBITY, WIO POOUTH KiOepOe3neky
0Aa30BHM €JIEMEHTOM 3arajbHOEBPONEHCHKOI CHCTEMU OE3MEKH TA IHTErPAIbHUM
YMHHUKOM €KOHOMIYHOI 1 TOJIITUYHOI CTIHKOCTI. 3a0€3MeUCHHS HAJIEKHOTO P1BHS
1H(GOPMALIHHOrO 3aXUCTy BH3HAYAETHCS CTPATETIYHUM IMPIOPUTETOM CITIBIpALl
VYkpainn ta €C, OCKUIBKM KiOep3arpo3u CTaHOBIATh KPUTUYHWNA BHKIIHAK IS
JEpKaBHUX 1HCTHTYLI#H, Oi3HECY Ta TPOMAASHCBKOTO CYCHIUJIbCTBA, a
iHpopMmaliiiHa Oe3neka Cayrye OCHOBOK BCIX BHAIB O€3MEKH, BKIIOYHO 3
HAILIOHAJILHOIO, 1 BU3HAYAJILHUM YHHHHKOM CTaOIJIbHOCT1 €KOHOMIKH.

HapuanbHuii NOCIOHUK MiATOTOBICHO KOMAHJOK MI)KHAPOAHOIO MPOEKTY
3a mporpamoro €pponeicbkoro Corody Erasmus+ YKana Mone 101127542 —
EEISIPS — ERASMUS-JMO-2023-HEI-TCH-RSCH Ha ocCHOBiI MarepiaiiB
MYJIETUJUCLMIIIHAPHOTO ~ OCBITHBOTO — KYpCy — «ECBPONEHCHKMH  JOCBIX
1H(popManiiHOi OE3NEKN Ta CHCTEM 3axXUCTy 1H(pOpManii B Cy4yaCHHX yMOBax
macmitTadHux — kibeparak». [lociOHMK mnepen0ayae KOMIIEKCHE BHBYCHHS
KJTFOUOBMX ACTIEKTIB 1H(POpPMaLiitHOi O€3MEeKN HA OCHOBI €BPONEHCHKHAX MPAKTUK
PO3KPHBAKOYM TaKi NUTAHHS. KOHLENTyaJlbHI MAXOAW A0 1H(GOpMaLIAHO
Oe3neKkn B CUCTEM1 HALIOHAJIBHOT OE3MEKM Ta €BPONEHChbKA Mapagurma
0e3neyHoro M@(POBOro CEPEIAOBHINA;, MPAKTUYHHMNA AOCBIA KpaiH €C vy
3a0e3neueHHl  iHQOpMAILIfHOrOo  3axucTy, aHajmi3 3arpo3 1  BUKJIMKIB
iH(popmaniiiHii Oe3neni Ykpainm Ta €C; 1HCTUTYyUIHHE Ta 3aKOHOJABYE

3a0e3neueHHsl  KI0ep3axucTy, I1HCTPYMEHTH TMPOTHIlI KIOEpTEpOpU3MY Ta
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HUA(PPOBOT 3JTIOYMHHOCTI, TAapMOHI3AIlS CUCTEM, MOCIYT 1 HABUYOK 3aXHUCTy
1H(popManii; nudpoBa €BPOIHTErpaLlis Ta CTPATErIUHI MEPCIEKTUBH PO3BHTKY
ki0epOe3neku B YKpaiHi.

3micT nociOHMKa NoOy IOBAHO BIAMOBIIHO JO KOHIIEMIIIi CTAJIOrO PO3BUTKY
nu(ppoBOi E€KOHOMIKM, a TaKOX 11€i 1HTerpamii 3HaHb Ui OPHAHSITTS
ONTUMAIBHUX YIPABIIHCBKUX PIIEHb Y chepl KiOep3axucTy, IO JO03BOJHTH
CTYJICHTaM 3aCTOCOBYBATH €BPOMENCHKI CTAaHIAPTH Ta TEXHOJIOTIi HA MPAKTHIII,
OCBOIOBAaTH NPUHLMIM KIOEpriricHu Tta OU(POBOi TI'PaMOTHOCTI, a TaKOXK
O3HalloMJIIOBaTUCS 3 BUMOTaMu KiOepOe3nekn [uisi BEACHHS Oi3HECY Ha
€BPONEHCHKMX PHUHKAX 1 3allydycHHs iHBecTMUid. Takwii miaxin 3abe3nedye
(opMyBaHHS y CTYJEHTIB MDKIUCHMIUIIHAPDHUX KOMIIETEHTHOCTER y cepi
1H(popManiifHOi Oe3MeKn Ta MIArOTOBKY 10 BUPILICHHS AKTYAJIbHUX BHKIIMKIB

U(PPOBOro CEPeIOBULIA.



FOREWORD

In the current conditions of globalization and digital transformation,
information security is a key factor in the stability of social development and the
functioning of national economies. The processes of globalization and
digitalization have created new risks and threats that negatively affect the
economic, political, and social systems of the state and have revealed critical
problems in the information sphere. Destructive phenomena such as information
wars, information terrorism, and large-scale cyberattacks have become an integral
part of the modern world, making cybersecurity a fundamental element of the pan-
European security system and an essential factor of economic and political
resilience. Ensuring an adequate level of information protection is defined as a
strategic priority of cooperation between Ukraine and the EU, as cyber threats
pose a serious challenge to public institutions, businesses, and civil society, while
information security serves as the basis of all types of security, including national
security, and a key factor of economic stability.

The textbook was prepared by the team of an international project under the
European Union Erasmus+ Jean Monnet Programme (No. 101127542 — EEISIPS
— ERASMUS-JMO-2023-HEI-TCH-RSCH) based on the materials of the
multidisciplinary educational course “European Experience in Information
Security and Information Protection Systems in the Context of Large-Scale
Cyberattacks.” The textbook provides a comprehensive study of the key aspects
of information security based on European practices and covers the following
1ssues: conceptual approaches to information security within the national security
system and the European paradigm of a safe digital environment; practical
experience of EU countries in ensuring information protection; analysis of threats
and challenges to the information security of Ukraine and the EU; institutional
and legal frameworks for cybersecurity; tools to counter cyberterrorism and
digital crime; harmonization of systems, services, and skills in information

protection; digital European integration and strategic prospects for the
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development of cybersecurity in Ukraine.

The content of the textbook is structured in accordance with the concept of
sustainable development of the digital economy and the idea of knowledge
integration for making effective management decisions in the field of
cybersecurity. This approach enables students to apply European standards and
technologies in practice, develop principles of cyber hygiene and digital literacy,
and become familiar with cybersecurity requirements for doing business in
European markets and attracting investment. As a result, the textbook supports
the development of interdisciplinary competencies in information security and

prepares students to address current challenges of the digital environment.



