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Introduction. The deepening of digital integration, cross-border data exchange, and the digitalization of
financial and governance processes have made cyber risks, corruption, and the shadow economy increasingly
interconnected. Cyberattacks are used to steal financial resources and data, digital technologies facilitate the
concealment of illicit financial flows, while corrupt practices adapt to new digital environments. Under
these conditions, treating cybersecurity, anti-corruption policy, and countering the shadow economy as
separate areas of public policy no longer provides an adequate response to contemporary digital threats.
Economic security increasingly depends on an integrated digital resilience system capable of addressing
their interconnected nature.

The European Union is progressively developing such a system by combining regulatory, institutional,
and technological mechanisms aimed at strengthening cyber resilience, enhancing trust in the digital
environment, increasing economic transparency, improving financial monitoring, and limiting illicit
economic activity. This approach is shaping a model of economic security focused not only on responding
to individual threats but also on strengthening the resilience of public institutions, the financial system, and
the digital economy.

The European approach to digital resilience is particularly relevant for Ukraine, which, amid the full-
scale war and accelerated European integration, faces large-scale cyber threats, persistent corruption risks,
and the challenge of reducing the shadow economy. Approximation to EU standards creates opportunities
for incorporating digital resilience principles into Ukraine’s economic security framework. However, the
combined impact of European regulatory and institutional instruments on cyber risks, corruption, and the
shadow economy, as well as their systematic adaptation to the Ukrainian context, remains insufficiently
explored. This necessitates systematizing the key components of the European digital resilience system and
substantiating their application to strengthen Ukraine’s economic security.

Analysis of recent research and publications. The issues of cyber resilience, the use of digital technologies
in combating corruption, the impact of digitalization on the shadow economy, and the relationship between
institutional quality and informal economic activity have attracted considerable attention from researchers
and practitioners. Their relevance has increased with the expansion of digital financial instruments, electronic
public services, digital platforms, and cross-border data exchange. However, despite the interconnectedness
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of these processes, the respective research areas have largely developed in parallel, without forming a unified
analytical framework.

Cyber resilience is among the most extensively developed areas in the literature. Its evolution
reflects a shift from traditional cybersecurity, focused primarily on prevention and protection, towards a
resilience-based approach emphasizing the ability of systems to maintain critical functions, recover from
disruptions, and adapt to changing threats. Segovia-Ferreira et al. identify protection, detection, response,
and recovery as key components of cyber resilience [1]. Kott et al. conceptualize it as a combination of
design-time solutions and run-time mechanisms that enable adaptive responses to emerging threats [2].
Skierka extends this perspective to public administration, demonstrating through the Estonian electronic
identification crisis that the continuity of digital public services depends on both technical security and
effective institutional coordination [3].

Another strand of research focuses on the role of digital technologies in combating corruption. Andersen
established a relationship between e-government development and lower levels of corruption [4], while
Adam and Fazekas examined the potential of big data, artificial intelligence, blockchain, and other
emerging technologies for detecting and preventing corrupt practices [5]. However, their effectiveness
depends on institutional quality, data availability, and control systems. The OECD similarly emphasizes
the importance of digital data and risk-based tools for strengthening public integrity [6].

Considerable attention has also been devoted to digitalization, the shadow economy, and illicit
financial flows. The OECD highlights the dual role of digital technologies: they can increase transaction
transparency and facilitate the detection of undeclared activities while also creating new forms of
economic activity that complicate government oversight [7]. Tropina argues that digital technologies
can both strengthen the detection of illicit financial flows and create new channels for their transfer and
concealment [8].

The relationship between the shadow economy and institutional quality is well established. Johnson et
al. identified links between the unofficial economy, government regulation, and the discretionary powers
of public authorities [9]. Dreher and Schneider demonstrated that the relationship between corruption
and the shadow economy varies depending on countries’ institutional and economic conditions [10].
However, much of this research predates the current scale of digitalization of financial transactions,
public procurement, tax administration, and interactions between economic agents and the state.

Recent studies have increasingly attempted to integrate these research areas. Dobrovolska and Rozhkova
analyze the impact of digital transformation on anti-corruption and cyber-fraud systems, identifying both
new opportunities and associated risks [11]. Yarovenko et al. examine the digital readiness of European
countries to combat corruption and cyber threats and confirm the relationship between digital development
and states’ capacity to respond to these risks [12]. These studies indicate a gradual transition towards
examining the interconnections between digitalization, cyber risks, and corruption.

Nevertheless, the literature remains fragmented. Cyber resilience is predominantly examined in
terms of protecting digital systems and ensuring their continuity; digital technologies are considered as
instruments for combating corruption; and the digitalization of financial and tax processes is viewed as a
means of increasing transparency and countering shadow economic activity. The integrated application
of these dimensions to simultaneously address cyber risks, corruption, and the shadow economy remains
insufficiently explored.

This gap substantiates the need for a comprehensive digital resilience framework integrating the
cyber resilience of critical sectors, reliable digital identification, financial transparency, digital tax
administration, and regulation of digital platforms. Such integration provides the conceptual basis for
developing the European digital resilience framework and examining its role in countering cyber risks,
corruption, and the shadow economy.

The purpose of this study is to develop a conceptual model of digital resilience based on the
systematization and integration of key EU digital policy instruments aimed at strengthening cyber
resilience, combating corruption, and reducing the scale of the shadow economy, as well as to substantiate
the possibilities for its application to strengthen Ukraine’s economic security.

The main material of the study. Contemporary digital policy in the European Union is characterized
by a gradual transition from regulating individual digital processes towards an interconnected system
aimed at ensuring their security, transparency, and accountability. Although EU regulatory acts in
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cybersecurity, digital identification, financial monitoring, tax administration, digital platforms, and data
governance pursue different objectives, together they create a regulatory environment capable of limiting
opportunities for cyber threats, corrupt practices, and shadow economic activity.

This provides grounds for interpreting digital resilience more broadly than the traditional ability
of information systems to withstand cyberattacks and recover from them. Within this study, digital
resilience is defined as the capacity of the digital environment to maintain the security, transparency, and
accountability of economic and governance processes in the face of cyber, financial, and institutional
threats. This interpretation integrates the technological, institutional, and economic dimensions of digital
resilience.

Based on the systematization of EU regulatory instruments, the European digital resilience framework
is proposed, integrating five key dimensions: cyber resilience of critical sectors, reliable digital
identification, transparency of financial flows, digitalization of tax administration, and data governance
and interoperability. Their functional interaction enables different channels through which cyber risks,
corrupt practices, and shadow economic activities emerge and spread to be addressed within a unified
framework.

Cyber resilience of critical sectors provides the foundation for the stable functioning of the
digital economy and public digital systems. Its key regulatory instruments include Directive (EU)
2022/2555 (NIS2), the Digital Operational Resilience Act (DORA), and the Cyber Resilience Act
(CRA) [13-15]. NIS2 establishes requirements for cyber risk management and incident response in
critical sectors, DORA regulates the digital operational resilience of the financial sector, while the CRA
establishes cybersecurity requirements for products with digital elements throughout their life cycle
[13—15]. Together, these instruments strengthen the resilience of digital infrastructure supporting financial
transactions, public services, tax administration, and data exchange.

Reliable digital identification enables the accurate identification of participants in digital interactions.
It is primarily based on eIDAS 2.0 and the European Digital Identity Wallet, aimed at developing a
coordinated system of electronic identification and digital attributes across the EU [16]. Combined with
financial monitoring and tax control, reliable identification enhances transaction traceability and limits
opportunities to use false or stolen identities for illicit activities.

Transparency of financial flows encompasses instruments for detecting suspicious transactions and
preventing the laundering of illicit proceeds. Its regulatory and institutional basis is formed by the EU
Anti-Money Laundering Package and the Anti-Money Laundering Authority (AMLA) [17-19]. These
instruments strengthen the consistency of anti-money laundering rules, coordination among supervisory
authorities, and oversight of the digital financial environment, thereby improving the detection of
transactions associated with corruption and shadow economic activity.

The digitalization of tax administration increases the transparency of economic transactions and
reduces opportunities for income concealment. Key instruments include DAC7, the Central Electronic
System of Payment Information (CESOP), and VAT in the Digital Age (ViDA) [20-23]. DAC7 expands tax
authorities’ access to information on income generated through digital platforms; CESOP facilitates the
collection and exchange of cross-border payment information; and ViDA advances digital reporting and
electronic invoicing. Their combined application expands the information available to tax administrations
and strengthens their capacity to detect undeclared economic activity and tax evasion.

Data governance and interoperability complement these dimensions by establishing rules for digital
platforms and the use and exchange of data. The Digital Services Act (DSA) and Digital Markets Act
(DMA) establish requirements for digital platforms, while the Data Governance Act and Data Act regulate
access to, exchange, and use of data [24-27]. The Artificial Intelligence Act complements this regulatory
environment by establishing risk-based requirements for Al systems [28]. Together, these instruments
enhance the accountability of digital intermediaries, improve data transparency, and strengthen the
information basis for financial, tax, and institutional oversight.

These instruments can therefore be viewed as mutually reinforcing components of a unified European
digital resilience framework rather than separate elements of EU digital policy. Cyber resilience ensures
reliable digital infrastructure; digital identification supports the traceability of participants; financial
monitoring enhances the transparency of financial flows; digital tax administration improves the
traceability of economic transactions; and data governance and interoperability provide the information
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basis for oversight and analytics. Weaknesses in one component may reduce the effectiveness of the
others, while their coordinated functioning generates a synergistic effect. Digital resilience can therefore
be considered not merely as the capacity to withstand cyber threats but as a comprehensive component
of economic security (Figure 1).

European digital resilience framework
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Figure 1. Conceptual structure of the European digital resilience framework
Source: developed by the authors

The effectiveness of the proposed framework is determined not so much by individual regulatory
instruments as by their functional interaction. Cyber resilience ensures the continuity of electronic
services, digital identification systems, and public registers, while reliable identification enhances the
traceability of economic transactions and supports financial and tax control. The integration of data on
economic agents, financial transactions, cross-border payments, and digital platform activities further
expands the capacity to detect suspicious transactions, undeclared income, tax evasion, and other forms
of illicit economic activity.

The interaction among the components of the European digital resilience framework also makes
it possible to address the interconnections between cyber risks, corruption, and the shadow economy.
Cyberattacks and compromised digital infrastructure may facilitate unauthorized access to data,
information manipulation, and non-transparent transactions, thereby creating opportunities for corrupt
practices, concealment of financial flows, and shadow economic activity. The proposed framework
addresses these channels through resilient digital infrastructure, reliable identification, greater financial
and tax transparency, and integrated data governance. The mechanism through which these effects are
achieved is presented in Figure 2.

As shown in Figure 2, the interaction among these components generates a comprehensive effect by
reducing cyber risks, limiting opportunities for corruption, and decreasing shadow economic activity.
Digital resilience therefore becomes not only a characteristic of secure digital infrastructure but also an
important component of economic security.

The proposed European digital resilience framework demonstrates that EU regulatory instru-
ments affect cyber risks, corruption, and the shadow economy through different but complementary
channels.

The components of the European digital resilience framework address different aspects of digital
resilience, including infrastructure security, reliable identification, financial and tax transparency,
and effective data use. However, their effects extend beyond individual risk areas, as greater security,
transparency, and traceability generate interconnected effects across the digital economy.

Cyber resilience reduces disruptions to critical systems and digital services; reliable identification and
financial transparency limit opportunities for anonymous and non-transparent transactions; while digital
tax administration and data integration strengthen the detection of undeclared economic activity and tax
evasion. The main directions through which the Framework components affect cyber risks, corruption,
and the shadow economy are systematized in Table 1.
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Figure 2. Mechanism of the European digital resilience framework’s impact
on interconnected cyber risks, corruption, and the shadow economy

Source: developed by the authors

For Ukraine, the practical value of the proposed European digital resilience framework lies in its potential
to guide the systematic adaptation of European approaches to digital regulation. Amid deepening digitalization,
growing cyber threats, and the approximation of national legislation to the EU acquis, priority should be given
not to the fragmented implementation of individual instruments but to ensuring their functional coherence
across cyber resilience, digital identification, financial monitoring, tax administration, and data governance.

The adaptation of the framework requires gradual alignment of Ukraine’s digital regulatory system
with European principles and requirements. Priorities include strengthening the security of critical digital
infrastructure and the continuity of public and financial digital services, integrating reliable digital identification
with financial monitoring and tax control, and improving digital tax administration and data exchange. Together,
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Table 1
Impact of the European digital resilience framework components on countering cyber risks,
corruption, and the shadow economy

Countering the Shadow

Component Countering Cyber Risks Countering Corruption
Economy
Protection of critical digital Protection of public information | Ensuring the reliability of
Cyber resilience |infrastructure and ensuring the |systems and registers against digital systems for financial and
continuity of digital services unauthorized interference tax control
Digital identity | Secure user identification and Reducing opportunities for Enhancing t.h'e 1dent1ﬁqa§10n
o the use of false or stolen and traceability of participants
& trust authentication . . . ; X .
identification data in economic transactions
Financial Detection of suspicious and Detection and tracing of Combating money laundering
fraudulent financial transactions | financial flows associated with |and the concealment of illicit
transparency . - . o ;
in the digital environment corrupt activities income

Reducing opportunities

Enhancing the reliability Detecting undeclared income

Digital tax . : . for manipulation of tax . -

of digital tax information . ' and reducing opportunities for
governance information and non-transparent .

exchange . tax evasion

transactions

Data Secure data exchange and Integration and analytical cross- | Data integration to detect
governance & enhanced capacity to detect checking of data to identify undeclared and non-transparent
interoperability | digital risks corruption risks economic activity

Source: compiled by the authors

these measures can enhance transaction traceability and strengthen the detection of undeclared activities,
suspicious financial transactions, and corruption risks.

Particular attention should be paid to the interoperability of public information systems, as the existence
of individual digital instruments does not generate a comprehensive effect when data remain fragmented
and interagency exchange is limited. Harmonized data exchange procedures and risk-based analytics would
enable information from different digital sources to be integrated for the timely detection of cyber threats, non-
transparent financial transactions, tax violations, and other illicit economic activities.

Therefore, the application of the European digital resilience framework in Ukraine should involve not the
mechanical transfer of individual EU instruments but their coordinated adaptation to national institutional
conditions. This approach would combine alignment with the EU digital acquis with stronger cyber resilience,
greater financial and tax transparency, reduced opportunities for corrupt and shadow practices, and enhanced
economic security.

Conclusions. The study demonstrates that digital transformation strengthens the interconnections between
cyber risks, corruption, and the shadow economy, limiting the effectiveness of their isolated regulation and
increasing the importance of integrated approaches to digital resilience and economic security.

Based on the systematization of the European Union’s regulatory and institutional instruments, the European
digital resilience framework is proposed, integrating five interconnected components: cyber resilience of critical
sectors, reliable digital identification, transparency of financial flows, digitalization of tax administration, and
data governance and interoperability. Their coordinated functioning links the security of digital infrastructure
with the transparency and traceability of economic transactions, creating a comprehensive approach to
countering cyber risks, corruption, and the shadow economy.

The proposed framework can serve as a conceptual basis for improving digital governance and economic
security policy. For Ukraine, its adaptation in the context of European integration can contribute to strengthening
digital resilience, increasing financial and tax transparency, and improving the effectiveness of efforts to counter
corrupt and shadow practices.

Future research should focus on developing a methodology for the integrated assessment of countries’
digital resilience and empirically evaluating the effects of individual components of the European digital
resilience framework on cyber risks, corruption, and the shadow economy.
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governance and interoperability. The mechanisms through which these components affect cyber risks, corruption,
and the shadow economy are identified, demonstrating that their integrated application can simultaneously address
different channels through which digital and economic threats emerge and spread, thereby generating a synergistic
effect in strengthening economic security. The directions for applying the proposed approach in Ukraine in the
context of national legislation alignment with the EU acquis are substantiated. The practical significance of the
results lies in their potential use to improve public policy on digital governance, countering corruption and the
shadow economy, and strengthening Ukraine’s economic security.

Key words: digital resilience, cyber risks, corruption, shadow economy, economic security, digitalization, digital
governance, European Union.
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ToTionnk Inna BoaogmmupiBHAa, TOKTOp €KOHOMIUYHMX HayK, JOLCHT, 3aBigyBad Kadeapu (iHaHCOBHX
TeXHOJNOTi 1 mignpuemaunTBa, Cymcpkuii aepxaBHuil yHiBepcuteT. Ban CiHbcinb, acmipant, CymchKuii
nepxaBHuid yHiBepcuteT. [IpoTuais kibeppusnkam, kopynuii Ta TiHbOBii eKoHOMIili HA 0CHOBI eBpomelicbKoi
KoHuenuii uu¢poBoi pe3uILEHTHOCTI.

VY crarTi HOCTimKEHO B3a€MO3B’SI30K KiOEPPHU3HKIB, KOPYIIIi Ta TIHHOBOI CKOHOMIKH B YMOBaX MOTIHOTCHHS
poBoi TpancdopMaltii Ta 00TPyHTOBaHO HEOOXIAHICTH MIEPEXOAY Bifl pparMeHTApHOTO PETYIIOBAHHS LIHX 3arPo3
10 IHTETPOBAHOTO ITiIX0/Y, 3aCHOBAHOT0 Ha MPUHIHUIAX HU(PPOBOT pe3rnbeHTHOCTI. OOIPYHTOBAaHO, 110 MOMIHPEHHS
UPpoBUX (HIHAHCOBUX IHCTPYMEHTIB, CIICKTPOHHUX ACPKaBHUX CEPBICIB, IT(PPOBUX TIATGHOPM i TPAHCKOPIOHHO-
ro 0OMiHy JaHHMH, 3 OTHOTO OOKY, MiIBHILYE e()eKTHBHICTh EKOHOMIYHHX Ta YNMpPaBIiHCHKUX MPOLECIB, a 3 iHIIO-
ro — ¢opMye HOBI KaHANW peanizamii Kibep3arpos3, KOpyniiiHAX MPAaKTHK, HE3aKOHHUX (hiHAHCOBHX OMEpaIlii Ta
TIHBOBOT €KOHOMIYHOI AisTbHOCTI. Ha OCHOBI crcTemMarn3alii cydacHHX HOPMaTHBHO-NIPABOBUX Ta IHCTHTYIIHHUX
iHCTpyMeHTiB €Bporneiicbkoro Coro3y 3amponoHOBaHO KOHLENTyaIbHY MOJEb U(PPOBOI pE3UIBEHTHOCTI, OPi€HTO-
BaHy Ha KOMILUICKCHY TPOTHIIIO B3a€MOTIOB’ I3aHUM ITH(DPOBUM Ta EKOHOMITHUM 3arpo3aM. Mozens 00’ eIHye I’ SITh
(YHKIIOHATBHO B3a€MOIIOB’I3aHMX KOMIIOHEHTIB: KiOEpCTIHKICT KpUTHYHOT HU(POBOi iHpacTpyKTypH, HATIHHY
mudpoBy ineHTHdiKaLi0, TPO30PicTh PiHAHCOBUX MOTOKIB, U(POBI3allit0 TOJATKOBOTO aIMiHICTPYBAaHHS, a TAKOXK
VIpaBIIiHHS JaHAMH Ta iHTEporepadenbHicTh. Bu3HaueHO (yHKIIOHATBHI B3a€EMO3B’I3KH MK 3a3HAYECHIMH KOM-
MOHEHTaMH Ta 00IPYHTOBAHO, IO iX y3ro[pKeHa Jis 3abe3reuye 3axXuIleHicTs HUPPOBOT iHPPaCTPyKTypH, HaTIHHY
imeHTUdiKalio y9acHUKIB IU(POBUX BiJHOCHH, TIPOCTEKYBAHICTh (iHAHCOBUX MOTOKIB, MPO30PICTh MOAATKOBUX
omepalrliif Ta IHTerpoBaHe BUKOPHCTAHHA JaHWX. BH3HaueHO MeXaHi3M BIUTHBY CKJIaJIOBUX MOJETI Ha KiOEPPU3UKH,
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KOPYIILIO Ta TIHFOBY €KOHOMIKY Ta BCTAHOBJICHO, II0 X KOMIUICKCHE 3aCTOCYBaHHS JIO3BOJISIE OHOYACHO BILTUBATH
Ha pi3HI KaHAIU MOMUPEHHS MU(PPOBUX Ta EKOHOMIYHHX 3arpo3, GOpMYIOUr CHHEPreTHYHHH eeKT y 3MillHEeHH]
exoHoMiuHOT Oe3nexn. OOIPYHTOBAHO HAIMPSMHU 3aCTOCYBAHHS 3alPOTIOHOBAHOTO MiJXOMY B YKpaiHi B KOHTEKCTI
HaOJIMKCHHS HAI[IOHAIBHOTO 3aKOHOIABCTBA 10 3aKOHOIaBcTBa €C, 30KpeMa MOCUIICHHS KiOepCTIKOCTI KpUTHYHOT
1 poBoi iHPpaACTPYKTYpH, iHTErpalito udpoBoi ineHTudikamii i3 cucreMamu (HiHAHCOBOTO MOHITOPUHTY Ta II0-
JIaTKOBOTO KOHTPOJIIO, PO3BUTOK iHTEpOTepabebHOCTI JepKaBHUX iHQOPMAIIfHUX CUCTEM Ta PU3HK-OPI€EHTOBAHOT
aHamTuky. [IpakTH4He 3HAUSHHST OTPUMAHUX PE3YNBTATIB MOJSTAE Y MOKIIMBOCTI IX BUKOPUCTAHHS JUTS BIOCKOHA-
JIeHHS JIep>KaBHOI MOMITHKH Y cepi IU(PoBOro BpsLyBaHHS, IPOTU T KOPYIIIIi Ta TIHROBIH €KOHOMIIII i 3MillHEH-
HSl €KOHOMIYHOT Oe3meku YKpaiHu.

Kuouosi cioBa: mndposa pe3mnbeHTHICTD, KIOEPPU3UKH, KOPYIILis, TIHbOBA EKOHOMIiKa, EKOHOMIUHA Oe3IieKa,
ugpoBizaris, mudpose BpsayBanus, €Bponeiicskuii Coro3.
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