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PREFACE    

 

 

 

 

 

 

Ukraine’s European integration is taking place under conditions unprecedented 

in the history of European Union enlargement. A state resisting full-scale armed 

aggression is simultaneously conducting accession negotiations, implementing far-

reaching reforms and approximating its national legislation to EU law. At the same 

time, the European Union itself is rethinking its security policy: it is moving from crisis 

management towards strategic resilience and comprehensive preparedness, while 

economic, climate, cyber and digital security issues are increasingly governed by 

common legal instruments. Under these circumstances, Ukraine’s integration into the 

European security space is no longer a distant prospect but is acquiring a practical 

dimension. This calls for scholarly reflection both on the logic of the transformation of 

EU security policy and on the mechanisms through which Ukraine can gradually 

become a full participant in it. 

This monograph examines the European security space and the strategic 

guidelines for Ukraine’s integration into it. The first chapter analyses the evolution of 

EU security policy in the context of global challenges; explores the substance of the 

Strategic Compass, the EU Economic Security Strategy and the legal architecture of 

economic, climate, cyber and digital security; systematises the stages and instruments 

of the EU-Ukraine security partnership; and proposes a roadmap for Ukraine’s 

integration into the European security space based on adaptive implementation. The 

subsequent chapters address the digital dimension of Ukraine’s European integration. 

The monograph is intended for researchers, experts and practitioners in public 

administration and international relations, as well as for university teachers, doctoral 

students and students engaged in the study of economic security and European 

integration. 

The second chapter provides a comprehensive analysis of the theoretical and 

practical foundations for ensuring Ukraine’s environmental security in the context of 

European integration, the implementation of the European Green Deal and the 

country’s post-war recovery. It highlights the role of the green transformation of the 

economy, the harmonisation of environmental policy and legislation with European 

Union law, the development of environmental monitoring systems, and the 

introduction of innovative technologies and mechanisms for managing environmental 
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resources to achieve sustainable development goals. The study analyses the 

environmental threats caused by full-scale war, their impact on natural ecosystems, 

economic, food and national security, as well as approaches to assessing and 

documenting environmental damage. The importance of implementing the principles 

of green recovery, low-carbon development and adaptation to climate change, based 

on European environmental standards, is demonstrated as key prerequisites for 

strengthening environmental and energy security, enhancing economic resilience and 

ensuring Ukraine’s long-term sustainable development. 

Chapter three examines the economic security of Ukraine within the framework 

of European economic stability. It analyses the strategic guidelines underpinning the 

European Union’s economic security policy, including the triad of promoting 

competitiveness, protecting against risks and building partnerships, together with the 

corresponding institutional and regulatory architecture developed at the supranational 

level. It identifies and systematises the principal threats to Ukraine’s economic security 

arising from the war and from the deepening of European integration processes, 

including disruptions to production and trade, energy and resource dependencies, and 

the erosion of critical infrastructure and human capital. It substantiates an ecosystem-

based approach to building economic resilience to hybrid threats, drawing on European 

experience in risk assessment, critical-infrastructure protection and information-space 

resilience, and outlines the preconditions and mechanisms for adapting this experience 

to Ukrainian practice. 

Chapter four presents a comprehensive analysis of the institutional, legal, and 

organizational frameworks for ensuring Ukraine’s information and cybersecurity 

within the context of European integration and the development of digital resilience. 

It examines the specific features of the institutional-legal and institutional-

organizational arrangements for information security within the European Union. 

The chapter analyzes the evolving nature of information threats facing Ukraine and 

the EU amidst hybrid and full-scale warfare – specifically the evolution of 

disinformation campaigns, FIMI operations, networked forms of information 

influence, and the use of cutting-edge digital technologies to manipulate public 

opinion and undermine trust in democratic institutions. It explores the development 

of the strategic partnership between Ukraine and the EU in the cybersecurity sphere, 

encompassing political dialogue, regulatory alignment, institutional interaction, 

operational-technical cooperation, cyber-capacity building, and cyber-solidarity 

mechanisms. The study argues that deepening Ukraine’s digital integration with the 

EU requires not only adaptation to the digital acquis but also the assurance of 

regulatory, institutional, technological, and infrastructural interoperability. Finally, 

it identifies key security imperatives, risks, and strategic prospects associated with 

Ukraine’s digital integration into the European Union. It has been established that 
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strengthening information and cybersecurity must be viewed as an essential 

prerequisite for Ukraine’s further integration into the European digital space, and 

that the combination of regulatory alignment, institutional cooperation, 

technological interoperability, and joint response mechanisms forms the foundation 

for enhancing digital resilience, protecting national interests, and deepening 

Ukraine’s European integration. 

The monograph “Environmental, Economic and Information Security of 

Ukraine in Cooperation with EU: Challenges and Perspectives” was prepared within 

the framework of the Jean Monnet Module “Ensuring environmental, economic and 

information security: EU experience for Ukraine” (101127395 – EEEISEUEU – 

ERASMUS-JMO-2023-HEI-TCH-RSCH, 2023–2026), implemented by the 

Educational and Research Institute of Finance, Economics, Management and Law of 

National University “Yuri Kondratyuk Poltava Polytechnic”. 

Funded by the European Union. Views and opinions expressed are, however, 

those of the author(s) only and do not necessarily reflect those of the European Union 

or the European Education and Culture Executive Agency (EACEA). Neither the 

European Union nor EACEA can be held responsible for them.  



 
 

 
7 

 

ENVIRONMENTAL, ECONOMIC AND INFORMATION SECURITY OF UKRAINE  

IN COOPERATION WITH EU: CHALLENGES AND PERSPECTIVES 

 

 

 

 

 

  

 

 

 

CHAPTER 1 

 

 

THE EUROPEAN SECURITY SPACE AND STRATEGIC 

ORIENTATIONS FOR UKRAINE’S INTEGRATION 
 

 

 

 

 

 

 

 

 

 

 

  













 

 
13 

 

ENVIRONMENTAL, ECONOMIC AND INFORMATION SECURITY OF UKRAINE  

IN COOPERATION WITH EU: CHALLENGES AND PERSPECTIVES 

characterises Russia’s war of aggression as “a tectonic shift in European history” and 

argues that the more hostile security environment requires the EU to make a “quantum 

leap forward” by increasing its capacity and willingness to act, strengthening its 

resilience and investing more and better in defence capabilities. 

The Compass is structured around four interrelated pillars: Act, Secure, Invest 

and Partner. In our view, this structure reflects a comprehensive understanding of 

security, ranging from the operational capacity to respond to crises to the long-term 

strengthening of the technological and industrial base and the development of 

partnerships (Fig. 1.1). 

 

 

Fig. 1.1. Key instruments of the EU Strategic Compass by pillar 

Source: compiled by the authors based on [16]. 

 

The “Act” strand aims to bridge the gap between the European Union’s strategic 

ambitions and its actual operational capacity. The Strategic Compass itself 

acknowledges the EU’s insufficient collective readiness to counter the full spectrum of 

modern threats and highlights the need to narrow the gap between stated aspirations 

and practical actions. Establishing an EU Rapid Deployment Capacity of up to 5,000 

troops, ensuring the readiness to deploy up to 200 fully equipped CSDP civilian 

mission experts within 30 days, conducting regular exercises, and enhancing military 
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Fig. 1.2. Main strategic pillars and initiatives of the EU Economic Security Strategy 

Source: compiled by the authors based on [17]. 

 

The 2019 European Green Deal [30] set the goal of transforming the EU into the 

world’s first climate-neutral economy. This objective was enshrined in the European 

Climate Law, which commits the Union to achieving climate neutrality by 2050 at the 

latest [31, Art. 2] and reducing net greenhouse gas emissions by at least 55% by 2030 

compared to 1990 levels [31, Art. 4(1)]. Regulation (EU) 2026/667, which entered into 

force on April 7, 2026, added a mandatory interim Union target to the Climate Law: a 

90% reduction in net emissions by 2040 compared to 1990 levels [33]. Following 2022, 

environmental policy acquired a security dimension: the REPowerEU plan set the 

objective of rapidly phasing out Russian fossil fuels through energy conservation, 

supply diversification, and the accelerated development of renewable energy [32]. This 

logic is embedded in the revised Renewable Energy Directive, which established a 

mandatory target for the share of renewable sources in the EU’s final energy 

consumption of at least 42.5% by 2030, with an ambition to reach 45% [34]. 







 

 
20 

 

ENVIRONMENTAL, ECONOMIC AND INFORMATION SECURITY OF UKRAINE  

IN COOPERATION WITH EU: CHALLENGES AND PERSPECTIVES 

 
Fig. 1.3. Key EU legal acts in the fields of economic, climate, cyber, digital and 

infrastructure security and their implications for Ukraine 

Source: compiled by the authors based on [17-19; 25-28; 30-36; 38-46; 48-51]. 
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The synthesis of the analysis conducted above makes it possible to propose a 

conceptual model of the transformation of EU security policy in the context of global 

challenges (Fig. 1.4). The model follows the logic of “challenges – paradigm shift – 

strategic framework – integrated model – governance mechanism – strategic outcome” 

and captures the causal relationship between the nature of threats and the Union’s 

institutional response to them. Its starting level comprises a set of military and 

geopolitical, hybrid and information, cyber, economic and technological, energy, 

climate and societal threats. What these threats have in common is their transnational 

and cascading nature: a shock originating in one domain rapidly spreads to others, and 

its consequences cannot be neutralised by the efforts of a single state. It is precisely 

this property, substantiated in the concept of the «risk society» [2], that necessitates a 

supranational level of security governance. 

The EU’s response to such threats has been a shift in the security paradigm, 

which the model depicts as a sequential transition from crisis response to prevention 

and deterrence, then to preparedness and resilience and, ultimately, to the capacity to 

adapt and recover. This transition is consistent with the understanding of resilience as 

a dynamic process rather than a static state [9], as well as with the concept of 

comprehensive preparedness set out in the report by S. Niinistö [14]. The paradigm 

shift has found its institutional expression in a system of strategic documents, each of 

which constitutes a distinct element of the strategic framework. The 2016 Global 

Strategy established resilience as a priority of external action [6]; the Strategic 

Compass transformed security policy into a programme of action structured around the 

pillars “Act – Secure – Invest – Partner” [16]; and the Economic Security Strategy 

introduced the de-risking approach [17]. The 2024 European Defence Industrial 

Strategy set the objective of achieving EU defence industrial readiness based on the 

principle of investing “more, better, together and European” [48], while the White 

Paper for European Defence – Readiness 2030 focused on the development of defence 

capabilities and defence readiness [18]. The ProtectEU strategy updated approaches to 

internal security, including countering hybrid threats [49], and the Preparedness Union 

Strategy extended the logic of preparedness to all hazards [15]. On the basis of this 

framework, an integrated model of European security is taking shape that combines 

five interrelated dimensions: defence (military capabilities, interoperability, 

deterrence), economic and technological (supply chain stability, critical technologies, 

strategic autonomy), cyber and information (cyber defence, countering 

disinformation), internal security (countering terrorism and crime, protection of critical 

infrastructure) and civilian (crisis management, whole-of-society engagement, 

institutional resilience). At the core of this model lies the European security space as a 

system within which these dimensions do not merely coexist but mutually reinforce 

one another. 
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Fig. 1.4. Conceptual model of the transformation of European Union security 

policy in the context of global challenges 
Source: developed by the authors 
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Fig. 1.4. Decomposition of the roadmap for Ukraine’s integration into the European 

security space 

Source: developed by the authors based on [3; 77]. 
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negotiating clusters and chapters and comprises three stages – institutional foundations, 

technological modernisation and full integration with priorities defined for the 

economic, environmental and information domains. The proposed monitoring system 

combines static indicators of compliance with EU legal benchmarks with dynamic 

indicators of macroeconomic resilience, which makes it possible to assess not only the 

formal approximation of legislation but also the actual capacity of Ukraine’s security 

systems to withstand and recover from shocks. 
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a supranational level, established a holistic vision of economic security as a tripartite 

system of objectives (Fig. 3.1), which entails: firstly, strengthening the competitiveness 

and industrial potential of the European Union; secondly, protection against risks 

threatening this competitiveness; and thirdly, the development of partnerships with a 

wide range of countries interested in preserving an open, rules-based international 

economic order. 

 

 
Fig. 3.1. Strategic guidelines for the EU’s economic security 

Source: compiled on the basis of [1–8] 

 

The first priority involves strengthening the EU’s internal economic capacity by 

developing competitiveness, the single market, and its scientific, technological and 

industrial base. This involves developing a competitive industrial sector, supporting 

research and innovation, strengthening the technological base, deepening the single 

market and creating the conditions for investment in strategic sectors [8]. This 

approach means that economic security is becoming increasingly linked to economic 

competitiveness: insufficient manufacturing, technological or innovative capacity 

creates the conditions for external dependencies to arise, which may subsequently turn 

into security risks. To this end, instruments are used to support investment in critical 

and  breakthrough  technologies  [9],  to  stimulate research and innovation whilst  
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Fig. 3.5. Conceptual chart illustrating the implementation of the EU’s strategic economic security objectives 

Source: compiled from [4–13, 19–22] 
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Fig. 3.6. Sources of threats to economic security 

 

To ensure the timely identification of and appropriate response to destabilising 

factors that may pose a threat to economic security, an annual assessment and 

categorisation of key global risks is carried out at a global level as part of the Global 

Risks Perception Survey (GRPS) [33] is carried out annually across three time 

horizons: one, two and ten years, enabling the identification of potential threats and the 

formulation of appropriate measures to neutralise or minimise them. 

The Global Risks Report 2026 identifies 33 global risks across five categories 

(Economic, Environmental, Geopolitical, Societal and Technological). Their ranking 

by level of risk in the short term (2 years) and long term (10 years) is shown in 

Fig. 3.7. 

 

 

Fig. 3.7. Global risks ranked by severity 

Source: World Economic Forum Global Risks Perception Survey 2025-2026 [33] 
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environmental factors has a significant impact on the resilience of states and societies 

(Fig. 3.8). 

 

 

 

Fig. 3.8. Interactions between the most dangerous global risks  

according to the GRPS 2026 

Source: World Economic Forum Global Risks Perception Survey 2025-2026 [33] 

 
However, for Ukraine, which is directly affected by a large-scale war, the 

priorities regarding existing challenges are somewhat different; therefore, in the short 

term, the most serious threats to Ukraine’s economic security are directly linked to 

large-scale military operations and attacks on critical infrastructure [33] (Fig. 3.9). 
 



 

 
82 

 

ENVIRONMENTAL, ECONOMIC AND INFORMATION SECURITY OF UKRAINE  

IN COOPERATION WITH EU: CHALLENGES AND PERSPECTIVES 

 

 
Fig. 3.9. The most serious risks to Ukraine according to the GRPS 2026 and their 

impact on the country’s economic security 

Source: compiled using data from the World Economic Forum’s Global Risks Perception Survey 

2025–2026 [33] 

 

In the context of war, the main catalyst for risks in Ukraine is military attacks, 

which pose threats to the physical functioning of industrial, energy and transport 

infrastructure, human capital, foreign economic relations and the state’s ability to 

provide critical public services [43] (Fig. 3.10). 

The scale of the materialised military threats is confirmed by the findings of a joint 

assessment carried out by the Cabinet of Ministers of Ukraine, the World Bank, the 

European Commission and the UN [44–46]. According to RDNA5 data, as at 31 December 

2025, direct losses from the war exceeded US$195 billion, whilst the total need for recovery 

and reconstruction over the next decade is estimated at nearly US$588 billion [46]. The 

housing, transport and energy sectors were the hardest hit. At the same time, the need for 

transport infrastructure recovery increased by approximately 24 per cent during 2025, whilst 

the number of damaged or destroyed energy assets rose by approximately 21 per cent [46]. 

A systemic threat to Ukraine’s economic security in the context of military 

operations is the destruction of critical economic infrastructure (Fig. C.2 in Appendix C). 

This involves not only the loss of physical assets, but also the disruption of production, 

logistical and inter-sectoral links, an increase in transaction costs, a reduction in the supply 

of energy and transport services, and a greater dependence of the economy on external 

resources [47]. The cumulative nature of this threat is particularly dangerous (Fig. C.3 in 

Appendix C), as damage to energy infrastructure reduces industrial production capacity, 

disruption to transport links restricts exports and imports, and a decline in production 

activity, in turn, narrows the tax base and complicates the financing of reconstruction. 
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Fig. 3.10. A conceptual model of the process by which challenges are transformed into risks and threats to Ukraine’s economic 

security, taking into account their interrelationships and interdependencies 

Source: compiled from [1–8]
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Thus, in the current context, taking into account the multifaceted impact of 

global risks, the most dangerous threats to Ukraine’s economic security are linked to 

the simultaneous impact of war and the processes of European integration. The 

cumulative impact of these threats is illustrated in Fig. 3.11. 

 

 

Fig. 3.11. The cumulative impact of threats on Ukraine’s economic security in the 

context of war and European integration 

 

Ukraine’s deepening integration into the European economic and legal area 

gives rise to institutional and regulatory risks linked to the need to carry out large-scale 

structural reforms whilst the economy continues to function in a wartime environment. 

European integration requires the strengthening of public administration, the rule of 

law, competition policy, corporate governance, the public finance system, anti-corruption 
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Fig. 3.12. The EU’s economic sustainability ecosystem for Ukraine
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Therefore, European integration reforms must be viewed not as a process external to 

economic security, but as one of the mechanisms for its long-term strengthening. 

Ukraine’s recovery and its European integration should be viewed as interlinked 

processes. The scale of reconstruction needs means that rebuilding is not merely a 

matter of compensating for war-related losses, but a structural project to transform the 

economy. 

Meeting the criteria and requirements for EU accession creates an institutional 

environment capable of mitigating some of the systemic internal threats to economic 

security. The European Commission explicitly links the Ukraine Plan to the recovery 

and modernisation of the economy and to bringing Ukraine closer to EU law. At the 

same time, insufficient institutional capacity, delays in reforms or weak mechanisms 

for monitoring the use of public resources may become a factor in economic 

vulnerability. EU documents explicitly emphasise the need to strengthen Ukraine’s 

institutional and administrative capacity as part of the process of aligning with EU 

legislation. 

Thus, in the long term, Ukraine’s economic security must be shaped at the 

intersection of three interrelated components: military resilience, macroeconomic and 

financial stability, and the institutional and structural reorganisation of the economy. It 

is the synchronisation of these components that will determine Ukraine’s ability not 

only to withstand current threats, but also to transition from a regime of economic 

survival under wartime conditions to a model of sustainable development within the 

European economic area. 
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Fig. 4.1. Structural and logical diagram of the institutional support of information security of the European Union 
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Information warfare is a comprehensive strategy of influence aimed at achieving 

information superiority through information manipulation, its systematic 

disinformation and control over information channels. It includes both offensive and 

defensive operations aimed at creating and maintaining panic, destabilizing or conflict-

generating narratives in the enemy’s society, while simultaneously strengthening one’s 

own information positions [40]. 

Information warfare uses all available means of the digital environment – from 

social media and messengers to traditional mass communication channels – to shape 

the perception of events and influence the decisions of key audiences. It is not only the 

propaganda of a certain political line, but also the systematic coordination of resources 

to create asymmetric information advantages in the conditions of hybrid conflicts. Such 

operations involve both technical network attacks and cyber campaigns to create and 

spread “fake” messages, manipulative messages and negative narratives, which 

significantly complicates their detection and neutralization in the international space. 

Information warfare is based on 4D technology (Fig. 4.3). 

 

 
Fig. 4.3. Functional model of information influence 4D 

 

Information warfare is one of the key components of modern hybrid conflicts. 

Aggressor countries, in particular the Russian Federation, actively use information and 

psychological operations to influence public opinion, undermine trust in democratic 
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Fig. 4.5. Stages of transformation of information threats to Ukraine and the European 

Union 









 

 
120 

ENVIRONMENTAL, ECONOMIC AND INFORMATION SECURITY OF UKRAINE  

IN COOPERATION WITH EU: CHALLENGES AND PERSPECTIVES 

 
Fig. 4.6. Institutional mechanisms of strategic partnership between Ukraine and the EU in the field of cybersecurity 

Source: developed based on [55–65] 
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Fig. 4.7. Model of digital integration of Ukraine into the European Union: security imperatives, risks and strategic prospects 

Source: developed based on [61, 68–82]. 
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Thus, the study suggests that, in the current landscape, information and 

cybersecurity are increasingly transcending the boundaries of specific functional areas 

of state policy and assuming systemic importance for ensuring digital resilience. The 

European Union has established an extensive institutional-legal and institutional-

organizational architecture that integrates strategic planning, legal regulation, 

coordination, monitoring, information sharing, crisis response, and capacity building. 

It is precisely the comprehensive nature of this model that enables it to adapt to the 

evolving nature of information and cyber threats while maintaining an adequate level 

of security for the digital environment. 

For Ukraine, it is particularly significant that the transformation of information 

threats is occurring alongside the deepening of European integration. Russian 

information operations, FIMI, cyber threats, and other forms of hybrid influence are 

increasingly transnational in nature; they target not only individual states but also 

public trust in democratic institutions, societal resilience, support for Ukraine’s 

European integration path, and the functioning of critical digital systems. 

Under these circumstances, countering such threats requires not isolated national 

solutions, but rather deeper cooperation between Ukraine and European Union 

institutions, mechanisms, and platforms. The strategic partnership between Ukraine 

and the EU in the realm of cybersecurity is taking shape as a multi-level system 

encompassing political dialogue, regulatory alignment, institutional interaction, 

operational-technical cooperation, cyber capacity building, and cyber solidarity 

mechanisms. At the same time, the further development of this partnership should be 

linked not only to adapting to specific requirements of the European “acquis” but also 

to the gradual integration of Ukraine into joint mechanisms for prevention, detection, 

response, and recovery in the cybersecurity domain. 

Simultaneously, Ukraine’s digital integration into the European Union expands 

the scope of security cooperation. While it entails achieving regulatory, institutional, 

technological, and market compatibility, it also brings to the fore new risks associated 

with technological dependencies, an expanded cyber-attack surface, uneven digital 

adoption, skills shortages, and external information influence. Therefore, the security 

dimension must accompany every stage of integration into the European digital space. 

Ultimately, Ukraine’s place within the architecture of European digital resilience 

will be determined not merely by the degree of formal alignment with EU norms and 

standards, but primarily by its actual capacity to ensure their practical implementation, 

the compatibility of institutions and infrastructures, operational interoperability, and 

resilience against complex information and cyber threats. It is the combination of 

institutional alignment, joint response, technological interoperability, and security 

resilience that forms the strategic foundation for Ukraine’s further integration into the 

European digital space. 
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Fig. A.1. EU Strategic Engagement Index 

Source: EIB Economics Department
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Fig. В.1. Short-term (2 years) outlook, by global risk category 

Source: World Economic Forum Global Risks Perception Survey 2025-2026 

 

 

 

Fig. В.2. Long-term (10 years) outlook, by global risk category 

Source: World Economic Forum Global Risks Perception Survey 2025-2026 
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Fig. С.1. Global risks landscape: Geoeconomic confrontation 

Source: World Economic Forum Global Risks Perception Survey 2025-2026 
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Fig. С.2. Executive perceptions of Disruptions to critical infrastructure, 2026-2028 

Source: World Economic Forum Executive Opinion Survey 2025 

Executive Opinion Survey rank of 

national risks from the question 

“In your country, what are the top 

five risks that are most likely to 

pose the biggest threat to your 

country in the next two years?”. 



 

 
143 

 

ENVIRONMENTAL, ECONOMIC AND INFORMATION SECURITY OF UKRAINE  

IN COOPERATION WITH EU: CHALLENGES AND PERSPECTIVES 

 

 
 

Fig. С.3. Global risks landscape: Disruptions to critical infrastructure 

Source: World Economic Forum Global Risks Perception Survey 2025-2026 
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Fig. D.1. The comprehensive resilience ecosystem (CORE) model 

Source: Joint Research Centre, European Commission, and the European Centre of Excellence for 

Countering Hybrid Threats 
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