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�I�?�J�?�E�1�D���M�F�H�<�G�B�O���I�H�A�G�:�Q�?�G�V 

DOS (Denial of Service) - �:�l�Z�d�Z���g�Z���\�•�^�f�h�\�m���\���h�[�k�e�m�]�h�\�m�\�Z�g�g�• 
U2R(User to root) �±�G�_�a�Z�d�h�g�_���h�l�j�b�f�Z�g�g�y���^�h�k�l�m�i�m���Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z�� �d�h�j�b�k�l�m�\�Z�q�_�f 
R2L(Remote to local) �± �<�•�^�^�Z�e�_�g�•���Z�l�Z�d�b���q�_�j�_�a���f�_�j�_�`�m 
IDS(Intrusion Detection System) �± �K�b�k�l�_�f�Z���\�b�y�\�e�_�g�g�y���Z�l�Z�d 
IPS(ntrusion Prevention System) �± �K�b�k�l�_�f�Z���a�Z�i�h�[�•�]�Z�g�g�y���\�l�h�j�]�g�_�g�v 
AI (Artificial Intelligence) �± �R�l�m�q�g�b�c���•�g�l�_�e�_�d�l 
DL(Deep Learning) �± �=�e�b�[�h�d�_���g�Z�\�q�Z�g�g�y 
AE(Autoencoders) �± �:�\�l�h�d�h�^�_�j 
STL(Seasonal and Trend decomposition using Loess) �± �J�h�a�d�e�Z�^�Z�g�g�y���q�Z�k�h�\�b�o���j�y�^�•�\ 
DBM(Deep Boltzmann machine) �± �=�e�b�[�h�d�Z���f�Z�r�b�g�Z���;�h�e�v�p�f�Z�g�Z 
DBN(Deep Belief Networks) �± �F�_�j�_�`�•���]�e�b�[�h�d�h�€���\�•�j�b 
RBM(Restricted Boltzmann Machines) �± �H�[�f�_�`�_�g�•���f�Z�r�b�g�b���;�h�e�v�p�f�Z�g�Z 
GAN(Generative Adversarial Network) �± �=�_�g�_�j�Z�l�b�\�g�Z���a�f�Z�]�Z�e�v�g�Z���f�_�j�_�`�Z 
URL(Uniform Resource Locator) �± �M�g�•�n�•�d�h�\�Z�g�b�c�� �i�h�d�Z�`�q�b�d�� �•�g�n�h�j�f�Z�p�•�c�g�h�]�h��
�j�_�k�m�j�k�m 
DNN(Deep Neural Networks) �± �=�e�b�[�h�d�•���g�_�c�j�h�g�g�•���f�_�j�_�`�• 
CNN(Convolutional Neural Network) �± �K�\�_�j�l�Z�e�v�g�Z���g�_�c�j�h�g�g�Z���f�_�j�_�`�Z 
LDOS(Low Rate Denial of Service) �± �<�•�^�f�h�\�Z���\���h�[�k�e�m�]�h�\�m�\�Z�g�g�• 
DQN(Deep Q Learning) �± �=�e�b�[�h�d�_��Q�±�g�Z�\�q�Z�g�g�y 
LSTM(Long short�±term memory) �± �>�h�\�]�Z���d�h�j�h�l�d�h�q�Z�k�g�Z���i�Z�f�¶�y�l�v 
GRU(Gated Recurrent Units) �± �A�Z�d�j�b�l�•���j�_�d�m�j�_�g�l�g�•���h�^�b�g�b�p�• 
SVM(Support Vector Machines) �± �I�•�^�l�j�b�f�d�Z���\�_�d�l�h�j�g�b�o���f�Z�r�b�g 
RL(Reinforcement learning) �± �I�•�^�d�j�•�i�e�_�g�g�y���g�Z�\�q�Z�g�g�y 
OSI(The Open Systems Interconnection model)- �Z�[�k�l�j�Z�d�l�g�Z���f�_�j�_�`�_�\�Z�� �f�h�^�_�e�v �^�e�y��
�d�h�f�m�g�•�d�Z�p�•�c�� �•�� �j�h�a�j�h�[�d�b �f�_�j�_�`�_�\�b�o�� �i�j�h�l�h�d�h�e�•�\. NDAE(non-symmetric deep auto-
encoder) �± �G�_�k�b�f�_�l�j�b�q�g�b�c���]�e�b�[�h�d�b�c���Z�\�l�h�d�h�^�_�j 
NSL-KDD(data set) �± �G�Z�[�•�j���^�Z�g�b�o�� 
DQ-RL((Deep Q with Reinforcement learning) - �=�e�b�[�h�d�_��Q �g�Z�\�q�Z�g�g�y�� �a��

�i�•�^�d�j�•�i�e�_�g�g�y�f 
 

 

 

 

 

 

https://www.techrepublic.com/resource-library/whitepapers/low-rate-denial-of-service-ldos-attack-a-survey/
https://www.techrepublic.com/resource-library/whitepapers/low-rate-denial-of-service-ldos-attack-a-survey/
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B0_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
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�<�K�L�M�I 

 
�J�h�a�\�b�l�h�d �h�[�q�b�k�e�x�\�Z�e�v�g�b�o�� �a�Z�k�h�[�•�\�� �l�Z�� �•�g�n�h�j�f�Z�p�•�c�g�b�o�� �l�_�o�g�h�e�h�]�•�c��

�i�j�b�a�\�h�^�b�l�v�� �^�h�� �Z�\�l�h�f�Z�l�b�a�Z�p�•�€ �j�•�a�g�h�f�Z�g�•�l�g�b�o �i�j�h�p�_�k�•�\�� �i�j�Z�d�l�b�q�g�h�� �m�� �\�k�•�o�� �k�n�_�j�Z�o��

�`�b�l�l�y�� �k�m�k�i�•�e�v�k�l�\�Z�� �a�j�h�k�l�Z�}�� �h�[�q�b�k�e�x�\�Z�e�v�g�Z�� �i�h�l�m�`�g�•�k�l�v��

�h�[�q�b�k�e�x�\�Z�e�v�g�b�o �a�Z�k�h�[�•�\�� �a�j�h�k�l�Z�}�� �l�_�o�g�h�e�h�]�•�y���� �\�k�_�� �[�•�e�v�r�_�� �\�^�h�k�d�h�g�Z�e�x�}�l�v�k�y��

�l�_�o�g�h�e�h�]�•�y �f�_�j�_�`�_�\�h�€���\�a�Z�}�f�h�^�•�€�����n�h�j�f�Z�l�b �l�Z �\�b�f�h�]�b���^�h���i�h�[�m�^�h�\�b���•�g�n�h�j�f�Z�p�•�c�g�b�o��

�k�b�k�l�_�f�� �\�k�_�� �[�•�e�v�r�_�� �j�h�a�\�b�\�Z�}�l�v�k�y���� �J�Z�a�h�f�� �a �j�h�a�\�b�l�d�h�f�� �•�g�n�h�j�f�Z�p�•�c�g�b�o��

�l�_�o�g�h�e�h�]�•�c �i�h�k�l�•�c�g�b�f�b���l�_�f�i�Z�f�b���a�
�y�\�e�y�x�l�v�k�y �g�h�\�•���a�Z�]�j�h�a�b���•�g�n�h�j�f�Z�p�•�c�g�•�c �[�_�a�i�_�p�•����

�L�h�f�m�� �i�b�l�Z�g�g�y �a�Z�o�b�k�l�m �•�g�n�h�j�f�Z�p�•�€ �a�Z�e�b�r�Z�}�l�v�k�y�� �d�e�x�q�h�\�b�f�� �g�Z�i�j�y�f�d�h�f�� �g�Z�m�d�h�\�b�o��

�^�h�k�e�•�^�`�_�g�v�� 

�H�^�g�b�f �•�a�� �h�k�g�h�\�g�b�o �a�Z�k�h�[�•�\�� �a�Z�o�b�k�l�m �d�h�f�i�
�x�l�_�j�g�b�o �k�b�k�l�_�f��

�} �k�b�k�l�_�f�b �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� ���,�'�6���� �K�b�k�l�_�f�b �\�b�y�\�e�_�g�g�y��

�\�l�h�j�]�g�_�g�v �\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y �^�e�y�� �\�b�y�\�e�_�g�g�y�� �j�•�a�g�b�o �l�b�i�•�\�� �a�e�h�\�f�b�k�g�h�€��

�^�•�y�e�v�g�h�k�l�• �\�•� ̂�d�•�[�_�j�Z�l�Z�d�� �g�Z�� �j�•�a�g�h�f�Z�g�•�l�g�•�� �k�e�m�`�[�b. �R�l�m�q�g�b�c�� �•�g�l�_�e�_�d�l�� �^�h�a�\�h�e�y�}��

�r�\�b�^�r�_ �\�b�y�\�e�y�l�b�� �d�•�[�_�j�Z�l�Z�d�b���� �Z�^�Z�i�l�m�\�Z�l�b�k�y�� �^�h�� �g�b�o���• �i�j�b�c�f�Z�l�b�� �j�•�r�_�g�g�y��

�s�h�^�h �g�b�o�� 

�F�_�l�h�x �^�h�k�e�•�^�`�_�g�g�y�� �}�� �\�^�h�k�d�h�g�Z�e�_�g�g�y �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y�� �f�_�j�_�`�_�\�b�o��

�Z�l�Z�d �a�Z���^�h�i�h�f�h�]�h�x���g�_�c�j�h�f�_�j�_�`�_�\�b�o���l�_�o�g�h�e�h�]�•�c�� 

�H�[�¶�}�d�l�h�f �^�h�k�e�•�^�`�_�g�g�y �}���i�j�h�p�_�k �\�b�y�\�e�_�g�g�y �d�•�[�_�j�Z�l�Z�d�� 

�L�_�f�Z �^�h�k�e�•�^�`�_�g�g�y���± �f�h�^�_�e�x�\�Z�g�g�y�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•�� �^�e�y��

�\�b�y�\�e�_�g�g�y �d�•�[�_�j�Z�l�Z�d�� 

 

 

 

 

 

 

 

 



7 
 

�J�H�A�>�1�E���� 

�:�G�:�E�1�A���K�L�:�G�M���L�:���G�:�I�J�Y�F�D�B���J�H�A�<�B�L�D�M���K�B�K�L�?�F�B���<�B�Y�<�E�?�G�G�Y��

�F�?�J�?�@�?�<�B�O���:�L�:�D 

 
1.1 �:�g�Z�e�•�a���f�_�j�_�`�_�\�b�o���Z�l�Z�d 

�F�_�j�_�`�_�\�Z�� �Z�l�Z�d�Z - �k�i�j�h�[�Z�� �h�[�•�c�l�b�� �i�h�e�•�l�b�d�m�� �[�_�a�i�_�d�b�� �k�b�k�l�_�f�b���� �s�h�� �g�Z�^�Z�}��

�a�e�h�\�f�b�k�g�b�d�Z�f�� �^�h�k�l�m�i�� �^�e�y�� �h�l�j�b�f�Z�g�g�y�� �Z�[�h�� �f�h�^�b�n�•�d�Z�p�•�€�� �•�g�n�h�j�f�Z�p�•�€���� �g�Z�\�•�l�v��

�j�m�c�g�m�x�q�b�� �k�b�k�l�_�f�m���� �M�� �a�\�
�y�a�d�m�� �a�� �l�_�o�g�h�e�h�]�•�y�f�b���� �s�h�� �j�h�a�j�h�[�e�y�x�l�v�k�y�� �\�� �k�b�k�l�_�f�Z�o��

�e�h�d�Z�e�v�g�h�€�� �f�_�j�_�`�•�� �l�Z�� �[�_�a�^�j�h�l�h�\�h�€�� �f�_�j�_�`�•���� �•�k�g�m�x�l�v�� �k�_�j�c�h�a�g�•�� �a�Z�]�j�h�a�b�� �[�_�a�i�_�p�•��

�f�_�j�_�`�•���� �h�k�h�[�e�b�\�h�� �[�_�a�i�_�p�•�� �k�b�k�l�_�f���� �H�k�d�•�e�v�d�b�� �f�b�� �a�Z�j�Z�a�� �i�_�j�_�[�m�\�Z�}�f�h�� �\�� �_�i�h�o�•��

�f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y���l�Z���\�_�e�b�d�b�o���^�Z�g�b�o�>���@�����d�•�[�_�j�[�_�a�i�_�d�Z���\���k�b�k�l�_�f�Z�o���[�_�a�^�j�h�l�h�\�h�€��

�l�Z���e�h�d�Z�e�v�g�h�€���f�_�j�_�`�•���}���\�Z�`�e�b�\�h�x���^�e�y���d�h�j�b�k�l�m�\�Z�q�•�\�� 

�O�Z�j�Z�d�l�_�j���\�i�e�b�\�m�>���@�� 

�� �Z�d�l�b�\�g�b�c���� 

�� �i�Z�k�b�\�g�b�c���� 

          �:�d�l�b�\�g�Z���Z�l�Z�d�Z���j�h�a�m�f�•�}�l�v�k�y���\�i�e�b�\�����y�d�b�c���q�b�g�b�l�v���g�Z���j�h�[�h�l�m���k�b�k�l�_�f�b�����Z���k�Z�f�_��

�i�h�j�m�r�_�g�g�y�� �i�j�Z�p�_�a�^�Z�l�g�h�k�l�•�� �k�b�k�l�_�f�b���� �a�f�•�g�Z�� �d�h�g�n�•�]�m�j�Z�p�•�€���� �l�h�s�h���� �I�j�Z�d�l�b�q�g�h�� �\�k�•��

�l�b�i�b�� �f�_�j�_�`�_�\�b�o�� �Z�l�Z�d�� �}�� �Z�l�Z�d�Z�f�b�� �a�� �Z�d�l�b�\�g�b�f�b�� �^�•�y�f�b���� �H�k�h�[�e�b�\�•�k�l�x�� �l�Z�d�b�o�� �Z�l�Z�d�� �}��

�f�h�`�e�b�\�•�k�l�v���€�o���\�b�y�\�e�_�g�g�y�����\���j�•�a�g�b�o���\�b�i�Z�^�d�Z�o���a���[�•�e�v�r�b�f���q�b���f�_�g�r�b�f���k�l�m�i�_�g�_�f�����l�Z�d��

�y�d���\���j�_�a�m�e�v�l�Z�l�•���l�Z�d�b�o���Z�l�Z�d���\�•�^�[�m�\�Z�x�l�v�k�y���^�_�y�d�•���a�f�•�g�b���\���k�b�k�l�_�f�•���� 

�I�Z�k�b�\�g�Z�� �Z�l�Z�d�Z���g�Z�� �h�[�q�b�k�e�x�\�Z�e�v�g�m�� �k�b�k�l�_�f�m���� �y�d�Z �g�_�� �f�Z�}�� �[�_�a�i�h�k�_�j�_�^�g�v�h�]�h��

�\�i�e�b�\�m���g�Z���n�m�g�d�p�•�h�g�m�\�Z�g�g�y���k�b�k�l�_�f�b�����Z�e�_���f�h�`�_���i�j�b�\�_�k�l�b���^�h���i�h�j�m�r�_�g�g�y���i�h�e�•�l�b�d�b��

�[�_�a�i�_�d�b���� �G�Z�� �\�•�^�f�•�g�m�� �\�•�^�� �Z�d�l�b�\�g�h�]�h�� �i�j�b�� �i�Z�k�b�\�g�•�c�� �Z�l�Z�p�• �g�_�� �a�Z�e�b�r�Z�}�l�v�k�y�� �g�•�y�d�b�o��

�k�e�•�^�•�\���� �K�Z�f�_�� �\�•�^�k�m�l�g�•�k�l�v�� �[�_�a�i�h�k�_�j�_�^�g�v�h�]�h�� �\�i�e�b�\�m�� �g�Z�� �j�h�[�h�l�m�� �f�_�j�_�`�• �i�j�b�a�\�h�^�b�l�v��

�^�h�� �l�h�]�h���� �s�h�� �i�Z�k�b�\�g�m�� �Z�l�Z�d�m �i�j�Z�d�l�b�q�g�h�� �g�_�f�h�`�e�b�\�h�� �\�b�y�\�b�l�b���� �I�j�b�d�e�Z�^�h�f�� �Z�l�Z�d�� �a��

�i�Z�k�b�\�g�b�f���\�i�e�b�\�h�f���}���i�j�h�k�e�m�o�h�\�m�\�Z�g�g�y���d�Z�g�Z�e�m���a�\�
�y�a�d�m���\���f�_�j�_�`�•���� 

�F�_�l�Z �Z�l�Z�d�b[2]:  

�� �i�h�j�m�r�_�g�g�y���i�j�Z�p�_�a�^�Z�l�g�h�k�l�•���k�b�k�l�_�f�b�����^�h�k�l�m�i�m���^�h���k�b�k�l�_�f�b���� 

�� �k�i�h�l�\�h�j�_�g�g�y���p�•�e�•�k�g�h�k�l�•���•�g�n�h�j�f�Z�p�•�€�� 

�� �i�h�j�m�r�_�g�g�y���d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•���•�g�n�h�j�f�Z�p�•�€�� 



8 
 

          �F�_�l�Z �[�m�^�v-�y�d�h�€�� �Z�l�Z�d�b��- �^�•�k�l�Z�l�b�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�b�c�� �^�h�k�l�m�i�� �^�h�� �•�g�n�h�j�f�Z�p�•�€����

�1�k�g�m�x�l�v�� �^�\�•�� �i�j�b�g�p�b�i�h�\�•�� �f�h�`�e�b�\�h�k�l�•�� �^�h�k�l�m�i�m�� �^�h�� �•�g�n�h�j�f�Z�p�•�€���� �i�_�j�_�o�h�i�e�_�g�g�y�� �•��

�k�i�h�l�\�h�j�_�g�g�y���� 

�I�_�j�_�o�h�i�e�_�g�g�y���•�g�n�h�j�f�Z�p�•�€���h�a�g�Z�q�Z�}���h�l�j�b�f�Z�g�g�y���^�h���g�_�€���^�h�k�l�m�i�m�����Z�e�_���g�_�f�h�`�e�b�\�•�k�l�v���€�€��

�f�h�^�b�n�•�d�Z�p�•�€���� 

�I�_�j�_�o�h�i�e�_�g�g�y�� �•�g�n�h�j�f�Z�p�•�€�� �\�_�^�_�� �^�h�� �i�h�j�m�r�_�g�g�y�� �€�€�� �d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•����

�I�j�b�d�e�Z�^�h�f�� �i�_�j�_�o�h�i�e�_�g�g�y���•�g�n�h�j�f�Z�p�•�€�� �f�h�`�_�� �k�e�m�`�b�l�b�� �i�j�h�k�e�m�o�h�\�m�\�Z�g�g�y�� �d�Z�g�Z�e�m�� �\��

�f�_�j�_�`�•���� �<�� �p�v�h�f�m�� �\�b�i�Z�^�d�m�� �}�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�b�c�� �^�h�k�l�m�i�� �^�h�� �•�g�n�h�j�f�Z�p�•�€�� �[�_�a��

�f�h�`�e�b�\�h�k�l�•���€�€���k�i�h�l�\�h�j�_�g�g�y�����I�h�j�m�r�_�g�g�y���d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•���•�g�n�h�j�f�Z�p�•�€���}���i�Z�k�b�\�g�b�f��

�\�i�e�b�\�h�f���� 

�K�i�h�l�\�h�j�_�g�g�y���•�g�n�h�j�f�Z�p�•�€���h�a�g�Z�q�Z�}���Z�[�h���i�h�\�g�b�c���d�h�g�l�j�h�e�v���g�Z�^���•�g�n�h�j�f�Z�p�•�c�g�b�f��

�i�h�l�h�d�h�f���f�•�`���h�[�
�}�d�l�Z�f�b���k�b�k�l�_�f�b�����Z�[�h���f�h�`�e�b�\�•�k�l�v���i�_�j�_�^�Z�q�•���i�h�\�•�^�h�f�e�_�g�v���\�•�^���•�f�_�g�•��

�•�g�r�h�]�h�� �h�[�
�}�d�l�Z���� �L�Z�d�b�f�� �q�b�g�h�f���� �k�i�h�l�\�h�j�_�g�g�y�� �•�g�n�h�j�f�Z�p�•�€�� �\�_�^�_�� �^�h�� �i�h�j�m�r�_�g�g�y���€�€��

�p�•�e�•�k�g�h�k�l�•�����F�Z�} �j�m�c�g�•�\�g�b�c���\�i�e�b�\�� �y�d�b�c���y�\�e�y�}���k�h�[�h�x���i�j�b�d�e�Z�^���Z�d�l�b�\�g�h�]�h���\�i�e�b�\�m������ 

�I �h�j�m�r�_�g�g�y�� �i�j�Z�p�_�a�^�Z�l�g�h�k�l�•�� �k�b�k�l�_�f�b�� �\���p�v�h�f�m�� �j�Z�a�•�� �g�_�� �i�_�j�_�^�[�Z�q�Z�}�l�v�k�y��

�h�l�j�b�f�Z�g�g�y���Z�l�Z�d�m�x�q�b�f���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m���^�h���•�g�n�h�j�f�Z�p�•�€�����H�k�g�h�\�g�Z���f�_�l�Z��

- �^�h�f�h�]�l�b�k�y���� �s�h�[�� �k�b�k�l�_�f�Z�� �� �y�d�Z�� �Z�l�Z�d�m�}�l�v�k�y�� �\�b�c�r�e�Z�� �a�� �e�Z�^�m���� �Z�� �^�e�y�� �\�k�•�o�� �k�b�k�l�_�f�Z��

�^�h�k�l�m�i�� �^�h�� �j�_�k�m�j�k�•�\�� �Z�l�Z�d�h�\�Z�g�h�]�h�� �h�[�
�}�d�l�Z�� �[�m�\�� �[�b�� �g�_�f�h�`�e�b�\�b�c���� �I�j�b�d�e�Z�^�h�f��

�f�_�j�_�`�_�\�h�€�� �Z�l�Z�d�b���� �f�_�l�h�x�� �y�d�h�€�� �}�� �i�h�j�m�r�_�g�g�y�� �i�j�Z�p�_�a�^�Z�l�g�h�k�l�•�� �k�b�k�l�_�f�b���� �f�h�`�_��

�k�e�m�`�b�l�b���Z�l�Z�d�Z���\�•�^�f�h�\�b���\���h�[�k�e�m�]�h�\�m�\�Z�g�g�•��- �'�2�6���Z�l�Z�d�Z���� 

�M�f�h�\�Z���i�h�q�Z�l�d�m���a�^�•�c�k�g�_�g�g�y���\�i�e�b�\�m�����>���@ 

�<�•�^�^�Z�e�_�g�b�c�� �\�i�e�b�\���� �l�Z�d�h�`���� �y�d�� �•�� �[�m�^�v-�y�d�b�c�� �•�g�r�b�c�� �\�i�e�b�\���� �f�h�`�_�� �i�h�q�Z�l�b��

�a�^�•�c�k�g�x�\�Z�l�b�k�y���l�•�e�v�d�b���a�Z���i�_�\�g�b�o���m�f�h�\�����<���h�[�q�b�k�e�x�\�Z�e�v�g�b�o���f�_�j�_�`�Z�o���•�k�g�m�x�l�v���l�j�b��

�\�b�^�b���m�f�h�\���i�h�q�Z�l�d�m���a�^�•�c�k�g�_�g�g�y���f�_�j�_�`�_�\�h�€���Z�l�Z�d�b�� 

�� �Z�l�Z�d�Z���a�Z���a�Z�i�b�l�h�f���\�•�^���Z�l�Z�d�m�x�q�h�]�h���h�[�
�}�d�l�Z�� 

�� �Z�l�Z�d�Z���i�h���g�Z�k�l�Z�g�g�x���h�q�•�d�m�\�Z�g�h�€���i�h�^�•�€���g�Z���Z�l�Z�p�•���k�b�k�l�_�f�b�� 

�� �[�_�a�m�f�h�\�g�Z���Z�l�Z�d�Z���� 

�<�i�e�b�\�� �a�� �[�h�d�m�� �Z�l�Z�d�m�}�f�h�]�h�� �j�h�a�i�h�q�g�_�l�v�k�y�� �a�Z�� �m�f�h�\�b���� �s�h�� �i�h�l�_�g�p�•�c�g�Z�� �f�_�l�Z�� �Z�l�Z�d�b��

�i�_�j�_�^�Z�l�b���a�Z�i�b�l���i�_�\�g�h�]�h���l�b�i�m�����L�Z�d�m���Z�l�Z�d�m���f�h�`�g�Z���g�Z�a�\�Z�l�b���Z�l�Z�d�h�x���a�Z���a�Z�i�b�l�h�f���\�•�^��

�Z�l�Z�d�m�x�q�h�]�h�� �h�[�
�}�d�l�Z���� �>�Z�g�b�c�� �l�b�i�� �i�h�q�Z�l�d�m�� �a�^�•�c�k�g�_�g�g�y�� �g�Z�c�[�•�e�v�r�� �o�Z�j�Z�d�l�_�j�g�b�c�� �^�e�y��
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�j�_�`�b�f�m���\�b�y�\�e�_�g�g�y���k�b�k�l�_�f�����I�j�b�d�e�Z�^�h�f���i�h�^�•�[�g�b�o���a�Z�i�b�l�•�\���\���f�_�j�_�`�•���1�g�l�_�j�g�_�l���f�h�`�_��

�k�e�m�`�b�l�b��DNS- �•��ARP-�a�Z�i�b�l�b�����Z���\��Novell NetWare �²  SAP-�a�Z�i�b�l�� 

�:�l�Z�d�Z�� �a�Z�� �g�Z�k�l�Z�g�g�y�� �h�q�•�d�m�\�Z�g�h�€�� �i�h�^�•�€�� �g�Z�� �Z�l�Z�d�m�}�f�h�f�m�� �h�[�
�}�d�l�•���� �:�l�Z�d�m�x�q�b�c��

�[�_�a�i�_�j�_�j�\�g�h���k�i�h�k�l�_�j�•�]�Z�}���a�Z���k�l�Z�g�h�f���h�i�_�j�Z�p�•�c�g�h�€���k�b�k�l�_�f�b���\�•�^�^�Z�e�_�g�h�€���f�_�l�b���Z�l�Z�d�b���•��

�i�h�q�b�g�Z�}���\�i�e�b�\���i�j�b���\�b�g�b�d�g�_�g�g�•���i�_�\�g�h�€���i�h�^�•�€���\���p�•�c���k�b�k�l�_�f�•�����:�l�Z�d�m�x�q�b�c���h�[�
�}�d�l���k�Z�f��

�}�� �•�g�•�p�•�Z�l�h�j�h�f�� �i�h�q�Z�l�d�m�� �Z�l�Z�d�b���� �I�j�b�d�e�Z�^�h�f�� �l�Z�d�h�€�� �i�h�^�•�€�� �f�h�`�_�� �[�m�l�b�� �i�_�j�_�j�b�\�Z�g�g�y��

�k�_�Z�g�k�m�� �j�h�[�h�l�b�� �d�h�j�b�k�l�m�\�Z�q�Z�� �•�a�� �k�_�j�\�_�j�h�f�� �[�_�a�� �\�b�^�Z�q�•�� �d�h�f�Z�g�^�b��LOGOUT �\��Novell 

NetWare. 

�;�_�a�m�f�h�\�g�Z�� �Z�l�Z�d�Z�� �a�^�•�c�k�g�x�}�l�v�k�y�� �g�_�]�Z�c�g�h�� �•�� �[�_�a�\�•�^�g�h�k�g�h�� �^�h�� �k�l�Z�g�m�� �h�i�_�j�Z�p�•�c�g�h�€��

�k�b�k�l�_�f�b�� �Z�l�Z�d�m�x�q�b�f�� �h�[�
�}�d�l�Z���� �H�l�`�_���� �Z�l�Z�d�m�x�q�b�c�� �}�� �•�g�•�p�•�Z�l�h�j�h�f�� �i�h�q�Z�l�d�m�� �Z�l�Z�d�b�� �\��

�^�Z�g�h�f�m���\�b�i�Z�^�d�m�� 

�I�j�b���i�h�j�m�r�_�g�g�•���g�h�j�f�Z�e�v�g�h�€���i�j�Z�p�_�a�^�Z�l�g�h�k�l�•���k�b�k�l�_�f�b���i�_�j�_�k�e�•�^�m�x�l�v�k�y���•�g�r�•��

�p�•�e�•�� �•�� �h�l�j�b�f�Z�g�g�y�� �Z�l�Z�d�m�x�q�b�f�� �g�_�a�Z�d�h�g�g�h�]�h�� �^�h�k�l�m�i�m�� �^�h�� �^�Z�g�b�o�� �g�_�� �i�_�j�_�^�[�Z�q�Z�}�l�v�k�y����

�C�h�]�h�� �f�_�l�h�x�� �}�� �\�b�\�_�^�_�g�g�y�� �a�� �e�Z�^�m�� �h�i�_�j�Z�p�•�c�g�h�€�� �k�b�k�l�_�f�b�� �g�Z�� �Z�l�Z�d�m�x�q�h�f�m�� �h�[�
�}�d�l�•�� �l�Z��

�g�_�f�h�`�e�b�\�•�k�l�v�� �^�h�k�l�m�i�m�� �^�e�y�� �•�g�r�b�o�� �h�[�
�}�d�l�•�\�� �k�b�k�l�_�f�b�� �^�h�� �j�_�k�m�j�k�•�\�� �p�v�h�]�h�� �h�[�
�}�d�l�Z����

�I�j�b�d�e�Z�^�h�f���Z�l�Z�d�b���l�Z�d�h�]�h���\�b�^�m���f�h�`�_���k�e�m�`�b�l�b��DOS-�Z�l�Z�d�Z. 

�G�Z�y�\�g�•�k�l�v���a�\�h�j�h�l�g�v�h�]�h���a�\�¶�y�a�d�m�����>���@ 

�� �a�•���a�\�h�j�h�l�g�b�f���a�\�
�y�a�d�h�f���� 

�� �[�_�a���a�\�h�j�h�l�g�h�]�h���a�\�
�y�a�d�m���� 

�F�_�j�_�`�_�\�Z�� �Z�l�Z�d�Z���� �a�^�•�c�k�g�x�}�l�v�k�y�� �i�j�b�� �g�Z�y�\�g�h�k�l�•�� �a�\�h�j�h�l�g�h�]�h�� �a�\�
�y�a�d�m�� �y�d�Z��

�Z�l�Z�d�m�}�l�v�k�y�� �h�[�
�}�d�l�h�f���� �o�Z�j�Z�d�l�_�j�b�a�m�}�l�v�k�y�� �l�b�f���� �s�h�� �g�Z�� �^�_�y�d�•�� �a�Z�i�b�l�b���� �i�_�j�_�^�Z�g�•�� �g�Z��

�Z�l�Z�d�m�}�f�b�c�� �h�[�
�}�d�l���� �Z�l�Z�d�m�x�q�h�f�m�� �i�h�l�j�•�[�g�h�� �h�l�j�b�f�Z�l�b�� �\�•�^�i�h�\�•�^�v���� �Z���� �h�l�`�_���� �f�•�`��

�Z�l�Z�d�m�x�q�b�f�� �•�� �f�_�l�h�x�� �Z�l�Z�d�b�� �•�k�g�m�}�� �a�\�h�j�h�l�g�b�c�� �a�\�
�y�a�h�d���� �y�d�Z�� �^�h�a�\�h�e�y�}�� �Z�l�Z�d�m�x�q�h�f�m��

�Z�^�_�d�\�Z�l�g�h���j�_�Z�]�m�\�Z�l�b���g�Z���\�k�•���a�f�•�g�b�����s�h���\�•�^�[�m�\�Z�x�l�v�k�y���g�Z���h�[�
�}�d�l�•�����I�h�^�•�[�g�•���f�_�j�_�`�_�\�•��

�Z�l�Z�d�b���g�Z�c�[�•�e�v�r���o�Z�j�Z�d�l�_�j�g�•���^�e�y���j�h�a�i�h�^�•�e�_�g�b�o���h�[�q�b�k�e�x�\�Z�e�v�g�b�o���f�_�j�_�`���� 

�F�_�j�_�`�_�\�b�f�� �Z�l�Z�d�Z�f�� �[�_�a�� �a�\�h�j�h�l�g�h�]�h�� �a�\�
�y�a�d�m�� �g�_�� �i�h�l�j�•�[�g�h�� �j�_�Z�]�m�\�Z�l�b�� �g�Z�� �[�m�^�v-�y�d�•��

�a�f�•�g�b���� �s�h�� �\�•�^�[�m�\�Z�x�l�v�k�y�� �g�Z�� �Z�l�Z�d�m�}�f�h�f�m�� �h�[�
�}�d�l�•���� �:�l�Z�d�b�� �^�Z�g�h�]�h�� �\�b�^�m�� �a�Z�a�\�b�q�Z�c��

�a�^�•�c�k�g�x�x�l�v�k�y�� �i�_�j�_�^�Z�q�_�x�� �g�Z�� �h�[�
�}�d�l���� �s�h�� �Z�l�Z�d�m�}�l�v�k�y�� �h�^�b�g�h�q�g�b�f�b�� �a�Z�i�b�l�Z�f�b����

�\�•�^�i�h�\�•�^�•�� �g�Z�� �y�d�•�� �Z�l�Z�d�m�x�q�h�f�m�� �g�_�� �i�h�l�j�•�[�g�•���� �I�j�b�d�e�Z�^�h�f�� �h�^�g�h�k�i�j�y�f�h�\�Z�g�b�o�� �Z�l�Z�d�� �}��

�l�b�i�h�\�Z��DOS-�Z�l�Z�d�Z. 

https://uk.wikipedia.org/wiki/%D0%94%D0%BE%D0%BC%D0%B5%D0%BD%D0%BD%D0%B0_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%96%D0%BC%D0%B5%D0%BD
https://uk.wikipedia.org/wiki/ARP
https://uk.wikipedia.org/wiki/Novell_NetWare
https://uk.wikipedia.org/wiki/DoS-%D0%B0%D1%82%D0%B0%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/DoS-%D0%B0%D1%82%D0%B0%D0%BA%D0%B0
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�J�h�a�l�Z�r�m�\�Z�g�g�y���Z�l�Z�d�m�x�q�h�]�h�� 

�� �\�g�m�l�j�•�r�g�v�h�����k�_�]�f�_�g�l�g�_���� 

�� �f�•�`���k�_�]�f�_�g�l�g�_���� 

�I�j�b�� �j�h�a�]�e�y�^�•�� �f�_�j�_�`�_�\�h�€�� �Z�l�Z�d�b�� �\�Z�`�e�b�\�h���� �y�d�� �i�h�� �\�•�^�g�h�r�_�g�g�x�� �h�^�b�g�� �^�h�� �h�^�g�h�]�h��

�j�h�a�l�Z�r�h�\�m�x�l�v�k�y �k�m�[�
�}�d�l�� �•�� �h�[�
�}�d�l�� �Z�l�Z�d�b���� �l�h�[�l�h�� �\�� �h�^�g�h�f�m�� �Z�[�h�� �\�� �j�•�a�g�b�o�� �k�_�]�f�_�g�l�Z�o��

�\�h�g�b���a�g�Z�o�h�^�y�l�v�k�y�����G�Z���i�j�Z�d�l�b�p�•���f�•�`���k�_�]�f�_�g�l�g�m���Z�l�Z�d�m���a�^�•�c�k�g�b�l�b���a�g�Z�q�g�h���\�Z�`�q�_�����g�•�`��

�\�g�m�l�j�•�r�g�v�h�� �k�_�]�f�_�g�l�g�m���� �F�•�`�� �k�_�]�f�_�g�l�g�Z�� �f�_�j�_�`�_�\�Z�� �Z�l�Z�d�Z�� �i�j�_�^�k�l�Z�\�e�y�}�� �g�Z�[�Z�]�Z�l�h��

�[�•�e�v�r�m���g�_�[�_�a�i�_�d�m�����g�•�`���\�g�m�l�j�•�r�g�v�h���k�_�]�f�_�g�l�g�Z�� �P�_���i�h�\�
�y�a�Z�g�h���a���l�b�f�����s�h���\���j�Z�a�•���f�•�`��

�k�_�]�f�_�g�l�g�h�€�� �Z�l�Z�d�b�� �h�[�
�}�d�l���•�� �[�_�a�i�h�k�_�j�_�^�g�v�h�� �Z�l�Z�d�m�x�q�b�c�� �f�h�`�m�l�v�� �i�_�j�_�[�m�\�Z�l�b�� �g�Z��

�\�•�^�k�l�Z�g�•�� �[�Z�]�Z�l�v�h�o�� �l�b�k�y�q�� �d�•�e�h�f�_�l�j�•�\�� �h�^�b�g�� �\�•�^�� �h�^�g�h�]�h���� �s�h�� �f�h�`�_�� �•�k�l�h�l�g�h��

�i�_�j�_�r�d�h�^�b�l�b���a�Z�o�h�^�Z�f���s�h�^�h���\�•�^�[�b�l�l�y���Z�l�Z�d�b���� 

�A�Z���j�•�\�g�y�f�b���f�h�^�_�e�•���2�6�,�����g�Z���y�d�h�f�m���a�^�•�c�k�g�x�}�l�v�k�y���\�i�e�b�\�>���@:  

�N�•�a�b�q�g�b�c���j�•�\�_�g�v - �f�h�^�_�e�• OSI�����i�j�b�a�g�Z�q�_�g�b�c���[�_�a�i�h�k�_�j�_�^�g�v�h���^�e�y���i�_�j�_�^�Z�q�•���i�h�l�h�d�m��

�^�Z�g�b�o���� �A�^�•�c�k�g�x�}�� �i�_�j�_�^�Z�q�m�� �_�e�_�d�l�j�b�q�g�b�o�� �Z�[�h�� �h�i�l�b�q�g�b�o�� �k�b�]�g�Z�e�•�\�� �m�� �d�Z�[�_�e�v�� �•��

�\�•�^�i�h�\�•�^�g�h�� �€�o�g�•�c�� �i�j�b�c�h�f�� �•�� �i�_�j�_�l�\�h�j�_�g�g�y�� �\�� �[�•�l�b�� �^�Z�g�b�o�� �\�•�^�i�h�\�•�^�g�h�� �^�h���f�_�l�h�^�•�\��

�d�h�^�m�\�Z�g�g�y�� �p�b�n�j�h�\�b�o�� �k�b�]�g�Z�e�•�\���>���@�� �G�Z�� �p�v�h�f�m�� �j�•�\�g�•�� �i�j�Z�p�x�x�l�v �d�h�g�p�_�g�l�j�Z�l�h�j�b �c��

�i�h�\�l�h�j�x�\�Z�q�•�� ���j�_�l�j�Z�g�k�e�y�l�h�j�b���� �k�b�]�g�Z�e�m���� �N�•�a�b�q�g�b�c�� �j�•�\�_�g�v�� �\�b�a�g�Z�q�Z�}�� �_�e�_�d�l�j�b�q�g�•����

�i�j�h�p�_�^�m�j�g�•���•���n�m�g�d�p�•�h�g�Z�e�v�g�•���k�i�_�p�b�n�•�d�Z�p�•�€���^�e�y���k�_�j�_�^�h�\�b�s�Z���i�_�j�_�^�Z�q�•���^�Z�g�b�o�����\���l�h�f�m��

�q�b�k�e�•�� �j�h�a�
�}�f�b���� �j�h�a�i�Z�x�\�Z�g�g�y�� �•�� �i�j�b�a�g�Z�q�_�g�g�y�� �d�h�g�l�Z�d�l�•�\���� �j�•�\�g�•�� �g�Z�i�j�m�]�b����

�k�b�g�o�j�h�g�•�a�Z�p�•�x���a�f�•�g�b���g�Z�i�j�m�]�b�����d�h�^�m�\�Z�g�g�y���k�b�]�g�Z�e�m��  

�D�Z�g�Z�e�v�g�b�c���j�•�\�_�g�v - �f�h�^�_�e�•���2�6�,���i�j�b�a�g�Z�q�_�g�b�c���^�e�y���a�Z�[�_�a�i�_�q�_�g�g�y���\�a�Z�}�f�h�^�•�€���f�_�j�_�`��

�g�Z�� �n�•�a�b�q�g�h�f�m�� �j�•�\�g�•�� �c�� �d�h�g�l�j�h�e�x�� �a�Z�� �i�h�f�b�e�d�Z�f�b���� �y�d�•�� �f�h�`�m�l�v�� �\�b�g�b�d�g�m�l�b�>���@����

�H�l�j�b�f�Z�g�•�� �a�� �n�•�a�b�q�g�h�]�h�� �j�•�\�g�y�� �^�Z�g�•�� �\�•�g�� �m�i�Z�d�h�\�m�}�� �\�� �d�Z�^�j�b�� �^�Z�g�b�o���� �i�_�j�_�\�•�j�y�}�� �g�Z��

�p�•�e�•�k�g�•�k�l�v���� �y�d�s�h�� �i�h�l�j�•�[�g�h���²  �\�b�i�j�Z�\�e�y�}�� �i�h�f�b�e�d�b�� �c�� �\�•�^�i�j�Z�\�e�y�}�� �g�Z�� �f�_�j�_�`�g�b�c��

�j�•�\�_�g�v�����D�Z�g�Z�e�v�g�b�c���j�•�\�_�g�v���f�h�`�_���\�a�Z�}�f�h�^�•�y�l�b���a���h�^�g�b�f���Z�[�h���^�_�d�•�e�v�d�h�f�Z���n�•�a�b�q�g�b�f�b��

�j�•�\�g�y�f�b�����d�h�g�l�j�h�e�x�x�q�b���p�x���\�a�Z�}�f�h�^�•�}�x���c���d�_�j�m�x�q�b���g�_�x�����K�i�_�p�b�n�•�d�Z�p�•�y��IEEE 802 

�i�h�^�•�e�y�}���p�_�c���j�•�\�_�g�v���g�Z�������i�•�^�j�•�\�g�y���²  MAC (Media Access Control�����j�_�]�m�e�x�}���^�h�k�l�m�i��

�^�h�� �i�h�^�•�e�x�\�Z�g�h�]�h�� �n�•�a�b�q�g�h�]�h�� �k�_�j�_�^�h�\�b�s�Z����LLC (Logical Link Control���� �a�Z�[�_�a�i�_�q�m�}��

�h�[�k�e�m�]�h�\�m�\�Z�g�g�y���f�_�j�_�`�g�h�]�h���j�•�\�g�y�����G�Z���p�v�h�f�m���j�•�\�g�•���i�j�Z�p�x�x�l�v���d�h�f�m�l�Z�l�h�j�b, �f�h�k�l�b 

�c���f�_�j�_�`�_�\�•���Z�^�Z�i�l�_�j�b.  

https://uk.wikipedia.org/wiki/%D0%92%D0%B8%D1%8F%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D1%96_%D0%B2%D0%B8%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D0%BF%D0%BE%D0%BC%D0%B8%D0%BB%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%92%D0%B8%D1%8F%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D1%96_%D0%B2%D0%B8%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D0%BF%D0%BE%D0%BC%D0%B8%D0%BB%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%BA%D0%BE%D0%BC%D1%83%D1%82%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%9C%D1%96%D1%81%D1%82_(%D1%82%D0%B5%D0%BB%D0%B5%D0%BA%D0%BE%D0%BC%D1%83%D0%BD%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%97)
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B0_%D0%BF%D0%BB%D0%B0%D1%82%D0%B0
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�F�_�j�_�`�_�\�b�c�� �j�•�\�_�g�v - �f�h�^�_�e�•�� �2�6�,���� �i�j�b�a�g�Z�q�_�g�b�c���^�e�y�� �\�b�a�g�Z�q�_�g�g�y�� �r�e�y�o�m���i�_�j�_�^�Z�q�•��

�^�Z�g�b�o���� �<�•�^�i�h�\�•�^�Z�}�� �a�Z�� �l�j�Z�g�k�e�y�p�•�x�� �e�h�]�•�q�g�b�o�� �Z�^�j�_�k�� �c�� �•�f�_�g�� �m�� �n�•�a�b�q�g�•���� �\�b�a�g�Z�q�_�g�g�y��

�g�Z�c�d�h�j�h�l�r�b�o�� �f�Z�j�r�j�m�l�•�\�>���@���� �d�h�f�m�l�Z�p�•�x�� �c�� �f�Z�j�r�j�m�l�b�a�Z�p�•�x�� �i�Z�d�_�l�•�\���� �\�•�^�k�l�_�`�_�g�g�y��

�g�_�i�h�e�Z�^�h�d���•���a�Z�l�h�j�•�\���m���f�_�j�_�`�•�����G�Z���p�v�h�f�m���j�•�\�g�•���i�j�Z�p�x�}���l�Z�d�b�c���f�_�j�_�`�g�b�c���i�j�b�k�l�j�•�c����

�y�d���f�Z�j�r�j�m�l�b�a�Z�l�h�j. 

�L�j�Z�g�k�i�h�j�l�g�b�c�� �j�•�\�_�g�v - �f�h�^�_�e�•�� �2�6�,���� �i�j�b�a�g�Z�q�_�g�b�c�� �^�e�y�� �^�h�k�l�Z�\�e�_�g�g�y�� �^�Z�g�b�o�� �[�_�a��

�i�h�f�b�e�h�d�����\�l�j�Z�l���•���^�m�[�e�x�\�Z�g�g�y���\���l�•�c���i�h�k�e�•�^�h�\�g�h�k�l�•�����m���y�d�•�c���\�h�g�b���[�m�e�b���i�_�j�_�^�Z�g�•�>���@����

�I�j�b�� �p�v�h�f�m�� �g�_�f�Z�}�� �a�g�Z�q�_�g�g�y���� �y�d�•�� �^�Z�g�•�� �i�_�j�_�^�Z�x�l�v�k�y���� �a�\�•�^�d�b�� �c�� �d�m�^�b���� �l�h�[�l�h�� �\�•�g��

�\�b�a�g�Z�q�Z�}���k�Z�f���f�_�o�Z�g�•�a�f���i�_�j�_�^�Z�q�•�����;�e�h�d�b���^�Z�g�b�o���\�•�g���j�h�a�^�•�e�y�}���g�Z���n�j�Z�]�f�_�g�l�b�����j�h�a�f�•�j��

�y�d�b�o���a�Z�e�_�`�b�l�v���\�•�^���i�j�h�l�h�d�h�e�m�����d�h�j�h�l�d�•���h�[�
�}�^�g�m�}���\���h�^�b�g�����^�h�\�]�•���j�h�a�[�b�\�Z�}�����I�j�h�l�h�d�h�e�b��

�p�v�h�]�h���j�•�\�g�y���i�j�b�a�g�Z�q�_�g�•���^�e�y���\�a�Z�}�f�h�^�•�€���l�b�i�m���l�h�q�d�Z-�l�h�q�d�Z��  

�K�_�Z�g�k�h�\�b�c�� �j�•�\�_�g�v - �f�h�^�_�e�•��OSI���� �\�•�^�i�h�\�•�^�Z�}�� �a�Z�� �i�•�^�l�j�b�f�Z�g�g�y�� �k�_�Z�g�k�m�� �a�\�
�y�a�d�m����

�^�h�a�\�h�e�y�x�q�b�� �i�j�h�]�j�Z�f�Z�f�� �\�a�Z�}�f�h�^�•�y�l�b�� �f�•�`�� �k�h�[�h�x�� �l�j�b�\�Z�e�b�c�� �q�Z�k���� �J�•�\�_�g�v�� �m�i�j�Z�\�e�y�}��

�k�l�\�h�j�_�g�g�y�f�� �•�� �a�Z�\�_�j�r�_�g�g�y�f�� �k�_�Z�g�k�m���� �h�[�f�•�g�h�f�� �•�g�n�h�j�f�Z�p�•�}�x���� �k�b�g�o�j�h�g�•�a�Z�p�•�}�x��

�a�Z�\�^�Z�g�v���� �\�b�a�g�Z�q�_�g�g�y�f�� �i�j�Z�\�Z�� �g�Z�� �i�_�j�_�^�Z�q�m�� �^�Z�g�b�o�� �•�� �i�•�^�l�j�b�f�d�h�x�� �k�_�Z�g�k�m�� �\�� �i�_�j�•�h�^�b��

�g�_�Z�d�l�b�\�g�h�k�l�•���i�j�h�]�j�Z�f�>���@�����K�b�g�o�j�h�g�•�a�Z�p�•�y���i�_�j�_�^�Z�q�•���a�Z�[�_�a�i�_�q�m�}�l�v�k�y���\�d�e�x�q�_�g�g�y�f���m��

�i�h�l�•�d�� �^�Z�g�b�o�� �d�h�g�l�j�h�e�v�g�b�o�� �l�h�q�h�d���� �i�h�q�b�g�Z�x�q�b�� �a�� �y�d�b�o�� �i�h�g�h�\�e�x�}�l�v�k�y�� �i�j�h�p�_�k�� �i�j�b��

�i�h�j�m�r�_�g�g�•���\�a�Z�}�f�h�^�•�€��  

�J�•�\�_�g�v�� �i�j�_�^�k�l�Z�\�e�_�g�v - �f�h�^�_�e�•�� �2�6�,���� �\�•�^�i�h�\�•�^�Z�}�� �a�Z�� �i�_�j�_�l�\�h�j�_�g�g�y�� �i�j�h�l�h�d�h�e�•�\��

�d�h�^�m�\�Z�g�g�y���•���^�_�d�h�^�m�\�Z�g�g�y���^�Z�g�b�o�����A�Z�i�b�l�b���^�h�^�Z�l�d�•�\�����h�l�j�b�f�Z�g�•���a���j�•�\�g�y���^�h�^�Z�l�d�•�\�����\�•�g��

�i�_�j�_�l�\�h�j�b�l�v�� �m�� �n�h�j�f�Z�l�� �^�e�y�� �i�_�j�_�^�Z�q�•�� �i�h�� �f�_�j�_�`�•���� �Z�� �h�l�j�b�f�Z�g�•�� �a�� �f�_�j�_�`�•�� �^�Z�g�•��

�i�_�j�_�l�\�h�j�b�l�v�� �m�� �n�h�j�f�Z�l���� �a�j�h�a�m�f�•�e�b�c�� �^�h�^�Z�l�d�Z�f�>���@���� �G�Z�� �p�v�h�f�m�� �j�•�\�g�•�� �f�h�`�_��

�a�^�•�c�k�g�x�\�Z�l�b�k�y���k�l�b�k�g�_�g�g�y�������j�h�a�i�Z�d�m�\�Z�g�g�y���Z�[�h���d�h�^�m�\�Z�g�g�y���•���^�_�d�h�^�m�\�Z�g�g�y���^�Z�g�b�o�����Z��

�l�Z�d�h�`�� �i�_�j�_�g�Z�i�j�Z�\�e�_�g�g�y�� �a�Z�i�b�l�•�\�� �•�g�r�h�f�m�� �f�_�j�_�`�g�h�f�m�� �j�_�k�m�j�k�m���� �y�d�s�h�� �\�h�g�b�� �g�_��

�f�h�`�m�l�v���[�m�l�b���h�[�j�h�[�e�_�g�•���e�h�d�Z�e�v�g�h��  

�I�j�b�d�e�Z�^�g�b�c���j�•�\�_�g�v - �f�h�^�_�e�•���2�6�,�����a�Z�[�_�a�i�_�q�m�}���\�a�Z�}�f�h�^�•�x���f�_�j�_�`�•���c���d�h�j�b�k�l�m�\�Z�q�Z����

�K�Z�f�_�� �g�Z�� �p�v�h�f�m�� �j�•�\�g�•�� �i�j�Z�p�x�x�l�v�� �\�k�•���i�j�b�d�e�Z�^�g�•�� �i�j�h�]�j�Z�f�b���� �y�d�•�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v��

�^�h�k�l�m�i�� �^�h�� �f�_�j�_�`�•���� �l�Z�d�•�� �y�d���h�]�e�y�^�Z�q�� �\�_�[-�k�l�h�j�•�g�h�d, �_�e�_�d�l�j�h�g�g�Z�� �i�h�r�l�Z���� �\�•�^�^�Z�e�_�g�b�c��

�^�h�k�l�m�i�� �^�h�� �n�Z�c�e�•�\�� �l�Z�� �•�g�r�•�>���@���� �<�k�•�� �i�j�h�l�h�d�h�e�b�� �j�•�\�g�•�\�� �g�b�`�q�b�o�� �a�Z�� �i�j�b�d�e�Z�^�g�b�c��

https://uk.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/OSI
https://uk.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://uk.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%B8%D0%BA%D0%BB%D0%B0%D0%B4%D0%BD%D0%B0_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%B0
https://uk.wikipedia.org/wiki/%D0%9E%D0%B3%D0%BB%D1%8F%D0%B4%D0%B0%D1%87_%D0%B2%D0%B5%D0%B1-%D1%81%D1%82%D0%BE%D1%80%D1%96%D0%BD%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%95%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0_%D0%BF%D0%BE%D1%88%D1%82%D0%B0
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�a�Z�c�f�Z�x�l�v�k�y���^�h�k�l�Z�\�d�h�x���^�Z�g�b�o�����Z�e�_���d�h�j�b�k�g�b�o���^�e�y���d�•�g�p�_�\�h�]�h���d�h�j�b�k�l�m�\�Z�q�Z���n�m�g�d�p�•�c��

�g�_���g�Z�^�Z�x�l�v�� 

 

1.2 �K�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d�����a�Z�k�l�h�k�m�\�Z�g�g�y���l�Z���g�Z�i�j�y�f�d�b��

�j�h�a�\�b�l�d�m 

�K�m�q�Z�k�g�Z���f�_�j�_�`�_�\�Z���•�g�n�j�Z�k�l�j�m�d�l�m�j�Z���}���^�h�k�b�l�v���j�h�a�\�b�g�m�l�h�x���•���g�Z�j�Z�o�h�\�m�}���\�_�e�b�d�m��

�d�•�e�v�d�•�k�l�v�� �h�[�e�Z�^�g�Z�g�g�y�� �•�� �i�j�h�]�j�Z�f�g�h�]�h �a�Z�[�_�a�i�_�q�_�g�g�y���� �y�d�_�� �i�•�^�l�j�b�f�m�}�� �j�h�[�h�l�m��

�^�h�^�Z�l�d�•�\���� �k�_�j�\�•�k�•�\���� �f�_�j�_�`�•�� �l�Z�� �f�_�j�_�`�_�\�h�]�h�� �h�[�e�Z�^�g�Z�g�g�y���� �>�e�y�� �m�k�i�•�r�g�h�]�h��

�n�m�g�d�p�•�h�g�m�\�Z�g�g�y�����\�b�y�\�e�_�g�g�y���i�j�h�]�Z�e�b�g���m���[�_�a�i�_�p�•�����j�h�[�h�l�• �k�_�j�\�•�k�•�\���g�_�h�[�o�•�^�g�h���f�Z�l�b��

�•�g�k�l�j�m�f�_�g�l���� �y�d�b�c�� �^�h�a�\�h�e�b�l�v�� �\�b�y�\�b�l�b�� �g�_�a�Z�d�h�g�g�•�� �^�•�€�����K�_�j�_�^�� �j�•�r�_�g�v�� �}�� �k�b�k�l�_�f�Z��

�\�b�y�\�e�_�g�g�y���Z�l�Z�d�����\�h�g�Z���h�^�g�Z���•�a���g�Z�c�_�n�_�d�l�b�\�g�•�r�b�o���k�i�h�k�h�[�•�\�����y�d�Z���i�j�h�i�h�g�m�}���i�h�\�g�b�c���l�Z��

�^�b�g�Z�f�•�q�g�b�c���f�_�o�Z�g�•�a�f���[�_�a�i�_�d�b���^�e�y���f�h�g�•�l�h�j�b�g�]�m�����a�Z�i�h�[�•�]�Z�g�g�y���l�Z���i�j�h�l�b�^�•�€���Z�l�Z�d�Z�f����

�A�h�d�j�_�f�Z�����k�b�k�l�_�f�Z���\�b�y�\�e�_�g�g�y���Z�l�Z�d���[�m�^�_���a�[�b�j�Z�l�b���•�g�n�h�j�f�Z�p�•�x���r�e�y�o�h�f���f�h�g�•�l�h�j�b�g�]�m��

�f�_�j�_�`�•���� �k�l�Z�g�m�� �k�b�k�l�_�f�b���� �i�h�\�_�^�•�g�d�b�� �l�Z�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �k�b�k�l�_�f�b���� �s�h�� �f�h�`�_��

�Z�\�l�h�f�Z�l�b�q�g�h�� �\�b�y�\�e�y�l�b�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�•�� �^�•�€�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �k�b�k�l�_�f�b�� �l�Z�� �Z�l�Z�d�b��

�a�h�\�g�•�r�g�•�o���a�e�h�\�f�b�k�g�b�d�•�\���g�Z���k�b�k�l�_�f�m�� 

�L�Z�d�� �y�d�� �Z�l�Z�d�Z��- �k�i�j�h�[�Z�� �h�[�•�c�l�b�� �i�h�e�•�l�b�d�m�� �[�_�a�i�_�d�b�� �k�b�k�l�_�f�b���� �s�h�� �g�Z�^�Z�}��

�a�e�h�\�f�b�k�g�b�d�Z�f���e�_�]�r�b�c���^�h�k�l�m�i���^�e�y���h�l�j�b�f�Z�g�g�y���Z�[�h���f�h�^�b�n�•�d�Z�p�•�€���•�g�n�h�j�f�Z�p�•�€�����g�Z�\�•�l�v��

�j�m�c�g�m�x�q�b�� �k�b�k�l�_�f�m���� �M�� �a�\�
�y�a�d�m�� �a�� �l�_�o�g�h�e�h�]�•�y�f�b���� �s�h�� �j�h�a�j�h�[�e�y�x�l�v�k�y�� �\�� �k�b�k�l�_�f�Z�o��

�e�h�d�Z�e�v�g�h�€�� �f�_�j�_�`�•�� �l�Z�� �[�_�a�^�j�h�l�h�\�h�€�� �f�_�j�_�`�•���� �•�k�g�m�x�l�v�� �k�_�j�c�h�a�g�•�� �a�Z�]�j�h�a�b�� �[�_�a�i�_�p�•��

�f�_�j�_�`�•���� �h�k�h�[�e�b�\�h�� �[�_�a�i�_�p�•�� �k�b�k�l�_�f���� �H�k�d�•�e�v�d�b�� �f�b�� �a�Z�j�Z�a�� �i�_�j�_�[�m�\�Z�}�f�h�� �\�� �_�i�h�o�•��

�f�Z�r�b�g�g�h�]�h���g�Z�\�q�Z�g�g�y���l�Z���\�_�e�b�d�b�o���^�Z�g�b�o�>���@�����d�•�[�_�j�[�_�a�i�_�d�Z���\���k�b�k�l�_�f�Z�o���[�_�a�^�j�h�l�h�\�h�€��

�l�Z���e�h�d�Z�e�v�g�h�€���f�_�j�_�`�•���}���\�Z�`�e�b�\�h�x���i�_�j�k�i�_�d�l�b�\�h�x���^�e�y���d�h�j�b�k�l�m�\�Z�q�•�\���� 

�<�l�h�j�]�g�_�g�g�y�f���f�h�`�g�Z���\�b�a�g�Z�q�b�l�b���[�m�^�v-�y�d�b�c���g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�b�c���\�b�^���^�•�y�e�v�g�h�k�l�•�����s�h��

�k�i�j�b�q�b�g�y�}���i�h�r�d�h�^�`�_�g�g�y���•�g�n�h�j�f�Z�p�•�c�g�h�€���k�b�k�l�_�f�b�����P�_���h�a�g�Z�q�Z�}�����s�h���[�m�^�v-�y�d�Z���Z�l�Z�d�Z����

�y�d�Z�� �f�h�`�_�� �k�l�Z�g�h�\�b�l�b�� �f�h�`�e�b�\�m�� �a�Z�]�j�h�a�m�� �d�h�g�n�•�^�_�g�p�•�c�g�h�k�l�•���� �p�•�e�•�k�g�h�k�l�•�� �q�b��

�^�h�k�l�m�i�g�h�k�l�•���•�g�n�h�j�f�Z�p�•�€�����[�m�^�_���j�h�a�]�e�y�^�Z�l�b�k�y���y�d���\�l�h�j�]�g�_�g�g�y�����G�Z�i�j�b�d�e�Z�^�����^�•�y�e�v�g�•�k�l�v����

�y�d�Z���f�h�`�_�� �i�j�b�a�\�_�k�l�b�� �^�h�� �l�h�]�h���� �s�h�� �d�h�f�i�¶�x�l�_�j�g�•�� �k�e�m�`�[�b���g�_���j�_�Z�]�m�x�l�v�� �g�Z���a�Z�d�h�g�g�b�o��

�d�h�j�b�k�l�m�\�Z�q�•�\�����\�\�Z�`�Z�}�l�v�k�y���\�l�h�j�]�g�_�g�g�y�f�� 
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IDS - �i�h�}�^�g�Z�g�g�y�� �^�\�h�o�� �k�e�•�\�� �\�l�h�j�]�g�_�g�g�y�� �l�Z�� �k�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y���� �<�l�h�j�]�g�_�g�g�y��

�\�•�^�g�h�k�b�l�v�k�y�� �^�h�� �g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h�� �^�h�k�l�m�i�m�� �^�h�� �•�g�n�h�j�f�Z�p�•�€�� �\�� �d�h�f�i�
�x�l�_�j�•�� �Z�[�h��

�f�_�j�_�`�_�\�b�o�� �k�b�k�l�_�f�Z�o���� �s�h�[�� �i�h�j�m�r�b�l�b�� �€�€�� �p�•�e�•�k�g�•�k�l�v���� �d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�v�� �Z�[�h��

�^�h�k�l�m�i�g�•�k�l�v���� �K�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y�� �}�� �f�_�o�Z�g�•�a�f�h�f�� �[�_�a�i�_�d�b�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �l�Z�d�h�€��

�g�_�a�Z�d�h�g�g�h�€���^�•�y�e�v�g�h�k�l�•���i�j�b�d�e�Z�^���g�Z���f�Z�e�x�g�d�m������������ 

 

                           �K�o�_�f�Z�����k�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d 

 

�K�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� �\�b�y�\�e�y�}�� �r�d�•�^�e�b�\�•�� �^�•�€���� �a�[�b�j�Z�x�q�b�� �l�Z�� �Z�g�Z�e�•�a�m�x�q�b��

�i�h�\�_�^�•�g�d�m���f�_�j�_�`�•�����`�m�j�g�Z�e���[�_�a�i�_�d�b���l�Z���•�g�r�m���•�g�n�h�j�f�Z�p�•�x�����^�h�k�l�m�i�g�m���\���f�_�j�_�`�•���k�_�j�_�^��

�i�•�^�d�e�x�q�_�g�b�o�� �d�h�f�i�¶�x�l�_�j�•�\�� �>���@���� �I�h�� �k�m�l�•���� �k�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v���i�_�j�_�\�•�j�y�}��

�g�Z�y�\�g�•�k�l�v�� �g�_�g�h�j�f�Z�e�v�g�h�€�� �i�h�\�_�^�•�g�d�b�� �s�h�^�h�� �i�h�e�•�l�b�d�b�� �[�_�a�i�_�d�b�� �k�b�k�l�_�f�b�� �l�Z�� �h�a�g�Z�d��

�g�Z�i�Z�^�m���\���k�b�k�l�_�f�•�����y�d�Z���a�^�Z�l�g�Z���a�Z�o�b�k�l�b�l�b���k�b�k�l�_�f�m���a�Z���^�h�i�h�f�h�]�h�x���\�q�Z�k�g�h�€���j�_�Z�d�p�•�c���•��

�i�j�h�l�b�^�•�c�g�b�o�� �^�•�c�� �m�� �j�_�`�b�f�•�� �j�_�Z�e�v�g�h�]�h�� �q�Z�k�m���� �A�Z�� �l�j�Z�^�b�p�•�c�g�b�f�b�� �g�Z�e�Z�r�l�m�\�Z�g�g�y�f�b��

�k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� �i�j�Z�p�x�}�� �y�d�� �j�h�a�m�f�g�_���� �Z�d�l�b�\�g�_�� �l�Z�� �_�n�_�d�l�b�\�g�_��

�^�h�i�h�\�g�_�g�g�y���^�h���[�j�Z�g�^�f�Z�m�_�j�Z�����y�d�b�c���g�Z�k�i�j�Z�\�^�•���^�•�}���y�d���i�Z�k�b�\�g�b�c���a�Z�o�b�k�l���^�e�y���Z�l�Z�d�� 

�L�j�Z�^�b�p�•�c�g�Z�� �k�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� �k�i�h�q�Z�l�d�m�� �i�h�[�m�^�h�\�Z�g�Z�� �g�Z�� �l�_�o�g�h�e�h�]�•�€��

�a�e�h�\�`�b�\�Z�g�v���� �y�d�Z�� �\�� �h�k�g�h�\�g�h�f�m�� �\�b�l�y�]�m�}�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �Z�[�h�� �i�j�Z�\�b�e�Z�� �i�h�\�_�^�•�g�d�b��

�\�l�h�j�]�g�_�g�g�y���� �I�•�k�e�y�� �i�h�y�\�b�� �l�_�o�g�h�e�h�]�•�€�� �\�b�y�\�e�_�g�g�y�� �Z�g�h�f�Z�e�v�g�h�€�� �i�h�\�_�^�•�g�d�b�� �a�Z��

�^�h�i�h�f�h�]�h�x�� �l�j�Z�^�b�p�•�c�g�b�o�� �f�h�^�_�e�_�c�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �k�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y��

�\�l�h�j�]�g�_�g�v�� �j�h�a�j�h�[�e�y�}�� �k�l�Z�l�b�k�l�b�q�g�_�� �f�h�^�_�e�x�\�Z�g�g�y�� �c�f�h�\�•�j�g�h�k�l�_�c�� �^�e�y�� �g�h�j�f�Z�e�v�g�h�€��

�i�h�\�_�^�•�g�d�b�����y�d�_���f�h�`�_���Z�g�Z�e�•�a�m�\�Z�l�b���Z�g�h�f�Z�e�v�g�m���i�h�\�_�^�•�g�d�m���a���\�_�e�b�d�b�f�b���\�•�^�o�b�e�_�g�g�y�f�b����
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�H�^�g�Z�d���l�Z�d�Z���k�b�k�l�_�f�Z���f�h�`�_���f�Z�l�b���g�_�a�Z�^�h�\�•�e�v�g�•���j�_�a�m�e�v�l�Z�l�b���q�_�j�_�a���g�b�a�v�d�•���f�h�`�e�b�\�h�k�l�•��

�m���\�b�a�g�Z�q�_�g�g�•���i�j�h�[�e�_�f�g�h�]�h���i�j�h�k�l�h�j�m���l�Z���k�d�e�Z�^�g�•�k�l�v���m���f�h�^�_�e�x�\�Z�g�g�•���r�d�•�^�e�b�\�b�o���^�•�c�� 

�1�k�g�m�}���\���•�g�n�h�j�f�Z�p�•�c�g�h�f�m���k�\�•�l�•���k�b�k�l�_�f�Z���a�Z�i�h�[�•�]�Z�g�g�y���\�l�h�j�]�g�_�g�v���,�3�6�� �l�h�[�l�h���k�b�k�l�_�f�Z��

�Z�d�l�b�\�g�h�]�h�� �a�Z�o�b�k�l�m���� �Y�d�� �•�� �,�'�6���� �\�•�g�� �g�Z�f�Z�]�Z�}�l�v�k�y�� �\�b�a�g�Z�q�b�l�b�� �i�h�l�_�g�p�•�c�g�•�� �a�Z�]�j�h�a�b�� �g�Z��

�h�k�g�h�\�•�� �n�m�g�d�p�•�c�� �f�h�g�•�l�h�j�b�g�]�m�� �a�Z�o�b�s�_�g�h�]�h�� �o�h�k�l�Z�� �Z�[�h�� �f�_�j�_�`�•�� �•�� �f�h�`�_��

�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �k�b�]�g�Z�l�m�j�m���� �Z�g�h�f�Z�e�•�x�� �Z�[�h�� �f�_�l�h�^�b�� �]�•�[�j�b�^�g�h�]�h�� �\�b�y�\�e�_�g�g�y���� �G�Z��

�\�•�^�f�•�g�m�� �\�•�^�� �,�'�6���� �,�3�6�� �\�`�b�\�Z�}�� �a�Z�o�h�^�•�\�� �^�e�y�� �[�e�h�d�m�\�Z�g�g�y�� �Z�[�h�� �m�k�m�g�_�g�g�y�� �\�b�y�\�e�_�g�h�€��

�a�Z�]�j�h�a�b���� �O�h�q�Z�� �,�3�6�� �f�h�`�_�� �\�b�d�e�b�d�Z�l�b�� �l�j�b�\�h�]�m���� �p�_�� �l�Z�d�h�`�� �^�h�i�h�f�Z�]�Z�}�� �a�Z�i�h�[�•�]�l�b��

�\�l�h�j�]�g�_�g�g�x�� 

�,�3�6���^�•�e�y�l�v�k�y���g�Z���q�h�l�b�j�b���d�Z�l�_�]�h�j�•�€���� 

�I�_�j�r�b�c���± �p�_���k�b�k�l�_�f�Z�� �a�Z�i�h�[�•�]�Z�g�g�y�� �f�_�j�_�`�_�\�b�o�� �\�l�h�j�]�g�_�g�v�� ���� �y�d�Z�� �\�•�^�k�l�_�`�m�}�� �\�k�x��

�f�_�j�_�`�m���a�Z���i�•�^�h�a�j�•�e�h�x���Z�d�l�b�\�g�•�k�l�x���� 

�>�j�m�]�b�c���l�b�i��- �k�b�k�l�_�f�b���Z�g�Z�e�•�a�m���f�_�j�_�`�_�\�h�€���i�h�\�_�^�•�g�d�b�������y�d�•���\�b�\�q�Z�x�l�v���i�h�l�•�d���l�j�Z�n�•�d�m��

�^�e�y���\�b�y�\�e�_�g�g�y���g�_�a�\�b�q�Z�c�g�b�o���l�j�Z�g�k�i�h�j�l�g�b�o���i�h�l�h�d�•�\�����y�d�•���f�h�`�m�l�v���[�m�l�b���j�_�a�m�e�v�l�Z�l�Z�f�b��

�Z�l�Z�d�b�����l�Z�d�b�o���y�d���j�h�a�i�h�^�•�e�_�g�Z���\�•�^�f�h�\�Z���\���g�Z�^�Z�g�g�•���i�h�k�e�m�]������ 

�L�j�_�l�•�c���\�b�^��- �[�_�a�^�j�h�l�h�\�•���k�b�k�l�_�f�b���a�Z�i�h�[�•�]�Z�g�g�y���\�l�h�j�]�g�_�g�v�����y�d�Z���Z�g�Z�e�•�a�m�}���[�_�a�^�j�h�l�h�\�•��

�f�_�j�_�`�•���g�Z���i�j�_�^�f�_�l���i�•�^�h�a�j�•�e�h�]�h���l�j�Z�n�•�d�m���� 

�Q�_�l�\�_�j�l�b�c�� �l�b�i��- �p�_�� �o�h�k�l-�k�b�k�l�_�f�b�� �a�Z�i�h�[�•�]�Z�g�g�y�� �\�l�h�j�]�g�_�g�v���� �^�_�� �\�k�l�Z�g�h�\�e�x�}�l�v�k�y��

�i�j�h�]�j�Z�f�g�b�c���i�Z�d�_�l���^�e�y���f�h�g�•�l�h�j�b�g�]�m���^�•�y�e�v�g�h�k�l�•���h�^�g�h�]�h���o�h�k�l�Z���� 

�Y�d���a�]�Z�^�m�\�Z�e�h�k�y���j�Z�g�•�r�_�����,�3�6���j�h�[�b�l�v���Z�d�l�b�\�g�•���d�j�h�d�b�����l�Z�d�•���y�d���k�d�b�^�Z�g�g�y���i�Z�d�_�l�•�\�����y�d�•��

�f�•�k�l�y�l�v�� �r�d�•�^�e�b�\�•�� �^�Z�g�•���� �k�d�b�^�Z�g�g�y�� �Z�[�h�� �[�e�h�d�m�\�Z�g�g�y�� �l�j�Z�n�•�d�m���� �s�h�� �g�Z�^�o�h�^�b�l�v�� �a��

�h�[�j�Z�a�e�b�\�h�€��IP-�Z�^�j�_�k�b�� 

�A�j�_�r�l�h�x���� �k�b�k�l�_�f�Z���a�Z�i�h�[�•�]�Z�g�g�y�� �\�l�h�j�]�g�_�g�v�� �i�j�h�l�b���i�h�j�•�\�g�y�g�g�y�� �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y��

�\�l�h�j�]�g�_�g�v�� �a�\�h�^�b�l�v�k�y�� �^�h�� �l�h�]�h���� �y�d�•�� �^�•�€�� �\�h�g�b�� �\�`�b�\�Z�x�l�v�k�y���� �y�d�s�h�� �\�b�y�\�e�_�g�h�� �l�Z�d�_��

�\�l�h�j�]�g�_�g�g�y�����,�'�6���i�j�b�a�g�Z�q�_�g�b�c���e�b�r�_���^�e�y���h�i�h�\�•�s�_�g�g�y���i�j�h���i�h�l�_�g�p�•�c�g�b�c���•�g�p�b�^�_�g�l����

�s�h���^�h�a�\�h�e�y�}���Z�g�Z�e�•�l�b�d�m���P�_�g�l�j�m���h�i�_�j�Z�p�•�c���[�_�a�i�_�d�b���j�h�a�k�e�•�^�m�\�Z�l�b���i�h�^�•�x���•���\�b�a�g�Z�q�b�l�b����

�q�b�� �\�b�f�Z�]�Z�}�� �\�h�g�Z�� �i�h�^�Z�e�v�r�b�o�� �^�•�c���� �,�3�6���� �a�� �•�g�r�h�]�h�� �[�h�d�m���� �\�`�b�\�Z�}�� �a�Z�o�h�^�•�\���� �s�h�[��

�a�Z�[�e�h�d�m�\�Z�l�b���k�i�j�h�[�m���\�l�h�j�]�g�_�g�g�y���Z�[�h���•�g�r�b�f���q�b�g�h�f���\�b�i�j�Z�\�b�l�b���•�g�p�b�^�_�g�l�� 

https://www.checkpoint.com/cyber-hub/network-security/what-is-ips/
https://www.checkpoint.com/cyber-hub/threat-prevention/what-is-soc/
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�O�h�q�Z�� �€�o�g�•�� �\�•�^�i�h�\�•�^�•�� �f�h�`�m�l�v�� �\�•�^�j�•�a�g�y�l�b�k�y���� �\�h�g�b�� �k�e�m�`�Z�l�v�� �i�h�^�•�[�g�b�f�� �p�•�e�y�f����

�i�h�l�_�g�p�•�c�g�h���j�h�[�e�y�q�b���€�o���a�Z�c�\�b�f�b�����G�_�a�\�Z�`�Z�x�q�b���g�Z���p�_�����h�[�b�^�\�Z���\�h�g�b���f�Z�x�l�v���i�_�j�_�\�Z�]�b��

�l�Z���k�p�_�g�Z�j�•�€���j�h�a�]�h�j�l�Z�g�g�y�����^�h���y�d�b�o���h�^�b�g���d�j�Z�s�_���i�•�^�o�h�^�b�l�v�����g�•�`���•�g�r�b�c�� 

�K�b�k�l�_�f�Z�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v �i�j�b�a�g�Z�q�_�g�Z�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �i�h�l�_�g�p�•�c�g�h�]�h��

�•�g�p�b�^�_�g�l�m���� �k�l�\�h�j�x�x�q�b�� �h�i�h�\�•�s�_�g�g�y���� �s�h�[�� �a�Z�i�h�[�•�]�l�b�� �•�g�p�b�^�_�g�l�m���� �O�h�q�Z�� �p�_�� �f�h�`�_��

�a�^�Z�l�b�k�y�� �o�h�j�h�r�b�f�� �j�•�r�_�g�g�y�f�� �^�e�y�� �k�b�k�l�_�f�� �a�� �\�b�k�h�d�b�f�b�� �\�b�f�h�]�Z�f�b�� �^�h�� �^�h�k�l�m�i�g�h�k�l�•����

�l�Z�d�b�o���y�d���i�j�h�f�b�k�e�h�\�•���k�b�k�l�_�f�b���m�i�j�Z�\�e�•�g�g�y���l�Z���•�g�r�Z���d�j�b�l�b�q�g�Z���•�g�n�j�Z�k�l�j�m�d�l�m�j�Z�����>�e�y  

�p�b�o�� �k�b�k�l�_�f�� �g�Z�c�\�Z�`�e�b�\�•�r�b�f�� �}�� �l�_���� �s�h�� �k�b�k�l�_�f�b�� �i�j�h�^�h�\�`�m�x�l�v�� �i�j�Z�p�x�\�Z�l�b���� �Z��

�[�e�h�d�m�\�Z�g�g�y�� �i�•�^�h�a�j�•�e�h�]�h�� �•�� �i�h�l�_�g�p�•�c�g�h�� �r�d�•�^�e�b�\�h�]�h�� �l�j�Z�n�•�d�m�� �f�h�`�_�� �\�i�e�b�g�m�l�b�� �g�Z�� �€�o��

�j�h�[�h�l�m�����H�l�j�b�f�m�x�q�b���i�h�\�•�^�h�f�e�_�g�g�y���i�j�h���i�j�h�[�e�_�f�m���e�x�^�b�g�Z��- �h�i�_�j�Z�l�h�j���^�h�a�\�h�e�y�}���€�f��

�h�p�•�g�b�l�b���k�b�l�m�Z�p�•�x���•���i�j�b�c�g�y�l�b���h�[�‰�j�m�g�l�h�\�Z�g�_���j�•�r�_�g�g�y���i�j�h���l�_�����y�d���j�_�Z�]�m�\�Z�l�b�� 

�K�b�k�l�_�f�Z�� �a�Z�i�h�[�•�]�Z�g�g�y�� �\�l�h�j�]�g�_�g�v���� �,�3�6���� �a�� �•�g�r�h�]�h�� �[�h�d�m���� �i�j�b�a�g�Z�q�_�g�Z�� �^�e�y��

�\�`�b�l�d�m�� �a�Z�o�h�^�•�\�� �^�e�y�� �[�e�h�d�m�\�Z�g�g�y�� �\�k�v�h�]�h���� �s�h�� �\�•�g�� �\�\�Z�`�Z�}�� �a�Z�]�j�h�a�h�x�� �^�e�y�� �a�Z�o�b�s�_�g�h�€��

�k�b�k�l�_�f�b���� �H�k�d�•�e�v�d�b�� �Z�l�Z�d�b�� �l�Z�� �r�d�•�^�e�b�\�•�� �i�j�h�]�j�Z�f�b�� �k�l�Z�x�l�v�� �r�\�b�^�r�b�f�b�� �l�Z��

�\�b�l�h�g�q�_�g�•�r�b�f�b�����p�_���d�h�j�b�k�g�Z���f�h�`�e�b�\�•�k�l�v�����h�k�d�•�e�v�d�b���•�k�g�m�}���h�[�f�_�`�_�g�b�c���i�h�l�_�g�p�•�c�g�b�c��

�a�[�b�l�h�d�����g�•�`���f�h�`�_���a�Z�\�^�Z�l�b���Z�l�Z�d�Z�����,�3�6���•�^�_�Z�e�v�g�h���i�•�^�o�h�^�b�l�v���^�e�y���k�_�j�_�^�h�\�b�s�����^�_���[�m�^�v-

�y�d�_���\�l�h�j�]�g�_�g�g�y���f�h�`�_���a�Z�\�^�Z�l�b���a�g�Z�q�g�h�€���r�d�h�^�b�����g�Z�i�j�b�d�e�Z�^�����[�Z�a�b���^�Z�g�b�o�����s�h���f�•�k�l�y�l�v��

�d�h�g�n�•�^�_�g�p�•�c�g�•���^�Z�g�•�� 

�,�'�6�� �l�Z�� �,�3�6�� �f�Z�x�l�v�� �k�\�h�€�� �i�_�j�_�\�Z�]�b�� �l�Z�� �g�_�^�h�e�•�d�b���� �I�j�b�� �\�b�[�h�j�•�� �k�b�k�l�_�f�b�� �^�e�y��

�i�h�l�_�g�p�•�c�g�h�]�h�� �\�b�i�Z�^�d�m�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �\�Z�`�e�b�\�h�� �\�j�Z�o�h�\�m�\�Z�l�b�� �d�h�f�i�j�h�f�•�k�b�� �f�•�`��

�^�h�k�l�m�i�g�•�k�l�x�� �k�b�k�l�_�f�b�� �•�� �a�j�m�q�g�•�k�l�x�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �•�� �g�_�h�[�o�•�^�g�•�k�l�x�� �a�Z�o�b�k�l�m���� �,�'�6��

�a�Z�e�b�r�Z�}���\�•�d�g�h���^�e�y���a�e�h�\�f�b�k�g�b�d�Z�����s�h�[���a�Z�\�^�Z�l�b���r�d�h�^�b���p�•�e�v�h�\�•�c���k�b�k�l�_�f�•�����\���l�h�c���q�Z�k��

�y�d���i�h�f�b�e�d�h�\�_���i�h�a�b�l�b�\�g�_���\�b�y�\�e�_�g�g�y���,�3�6���f�h�`�_���g�_�]�Z�l�b�\�g�h���\�i�e�b�g�m�l�b���g�Z���a�j�m�q�g�•�k�l�v��

�\�b�d�h�j�b�k�l�Z�g�g�y���k�b�k�l�_�f�b�� 

�D�j�•�f���l�h�]�h�����g�b�`�q�_���\���l�Z�[�e�b�p�•�����������i�_�j�_�j�Z�o�h�\�Z�g�•���j�•�a�g�b�p�y���f�•�`��IDS �i�j�h�l�b IPS �\ �^�_�l�Z�e�y�o�� 
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�L�Z�[�e�b�p�y�������� 

 �O�Z�j�Z�d�l�_�j�b�k�l�b�d�Z��IDS �l�Z��IPS  

�I�Z�j�Z�f�_�l�j IPS IDS 

�:�[�j�_�\�•�Z�l�m�j�Z 
�k�b�k�l�_�f�Z���a�Z�i�h�[�•�]�Z�g�g�y��

�\�l�h�j�]�g�_�g�v 
�k�b�k�l�_�f�Z���\�b�y�\�e�_�g�g�y��

�\�l�h�j�]�g�_�g�v 

�N�•�e�h�k�h�n�•�y 

IPS - �p�_���i�j�b�k�l�j�•�c�����y�d�b�c��
�i�_�j�_�\�•�j�y�}���l�j�Z�n�•�d�����\�b�y�\�e�y�}��
�c�h�]�h�����d�e�Z�k�b�n�•�d�m�}�����Z���i�h�l�•�f��

�Z�d�l�b�\�g�h���a�m�i�b�g�y�}���r�d�•�^�e�b�\�b�c��
�l�j�Z�n�•�d���\�•�^���Z�l�Z�d�b�� 

IDS - �p�_���i�j�b�k�l�j�•�c���Z�[�h��
�i�j�h�]�j�Z�f�g�b�c���^�h�^�Z�l�h�d�����y�d�b�c��

�\�•�^�k�l�_�`�m�}���l�j�Z�n�•�d���g�Z��
�i�h�j�m�r�_�g�g�y���r�d�•�^�e�b�\�h�€��

�Z�d�l�b�\�g�h�k�l�•���Z�[�h���i�h�e�•�l�b�d�b���•��
�g�Z�^�k�b�e�Z�}���h�i�h�\�•�s�_�g�g�y���i�j�h��

�\�b�y�\�e�_�g�g�y�� 

�I�j�b�g�p�b�i���j�h�[�h�l�b 

�i�_�j�_�\�•�j�y�}���l�j�Z�n�•�d���m��
�j�_�Z�e�v�g�h�f�m���q�Z�k�•���l�Z���r�m�d�Z�}��
�k�o�_�f�b���j�m�o�m���Z�[�h���i�•�^�i�b�k�b��
�Z�l�Z�d�b�����Z���i�h�l�•�f���a�Z�i�h�[�•�]�Z�}��
�g�Z�i�Z�^�Z�f���g�Z���\�b�y�\�e�_�g�g�y 

�\�b�y�\�e�y�}���l�j�Z�n�•�d���m���j�_�Z�e�v�g�h�f�m��
�q�Z�k�•���l�Z���r�m�d�Z�}���k�o�_�f�b���l�j�Z�n�•�d�m��

�Z�[�h���i�•�^�i�b�k�b���Z�l�Z�d�b�����•���\�h�g�b��
�]�_�g�_�j�m�x�l�v���k�i�h�\�•�s�_�g�g�y 

�J�_�`�b�f���d�h�g�n�•�]�m�j�Z�p�•�€ 
�\�[�m�^�h�\�Z�g�b�c���j�_�`�b�f�������y�d��

�i�j�Z�\�b�e�h�����m���r�Z�j�•���� 

�d�•�g�p�_�\�b�c���o�h�k�l�����q�_�j�_�a��
�i�j�h�e�•�l�����^�e�y���f�h�g�•�l�h�j�b�g�]�m���l�Z��

�\�b�y�\�e�_�g�g�y 

�J�h�a�f�•�s�_�g�g�y �\�[�m�^�h�\�Z�g�b�c���a�Z�a�\�b�q�Z�c���i�•�k�e�y��
�[�j�Z�g�^�f�Z�m�_�j�Z 

�G�_���\�[�m�^�h�\�Z�g�b�c���q�_�j�_�a���i�j�h�e�•�l��
�i�h�j�l�m�����Z�[�h���^�h�l�b�d�h�f�� 

�>�•�€���s�h�^�h���\�b�y�\�e�_�g�g�y��
�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���l�j�Z�n�•�d�m 

�A�Z�i�h�[�•�]�Z�g�g�y���j�m�o�m���i�h��
�\�b�y�\�e�_�g�g�x���Z�g�h�f�Z�e�•�€ 

�H�i�h�\�•�s�_�g�g�y���l�j�b�\�h�]�b���i�j�h��
�\�b�y�\�e�_�g�g�y���Z�g�h�f�Z�e�•�€ 

�I�h�\�
�y�a�Z�g�•���l�_�j�f�•�g�h�e�h�]�•�€ 
�� �n�•�e�v�l�j�Z�p�•�y��
�i�Z�d�_�l�•�\���a�•���k�l�Z�g�h�f 

�� �\�b�y�\�e�_�g�g�y���g�Z��
�h�k�g�h�\�•���Z�g�h�f�Z�e�•�€��
�\�b�y�\�e�_�g�g�y���i�•�^�i�b�k�m 
 

 

�<�b�k�g�h�\�d�b���^�h���i�_�j�r�h�]�h���j�h�a�^�•�e�m: 

�M���^�Z�g�h�f�m���j�h�a�^�•�e���[�m�e�h���\�b�a�g�Z�q�_�g�h���f�•�k�p�_���k�b�k�l�_�f���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d��

�l�Z���i�h�l�j�•�[�g�•�k�l�v���g�h�\�•�l�g�•�o���f�_�l�h�^�•�\���\�b�y�\�e�_�g�g�y���Z�l�Z�d�����i�j�h�Z�g�Z�e�•�a�h�\�Z�g�h���,�'�6���l�Z���,�3�6�� 

�D�•�[�_�j�a�e�h�q�b�g�p�•�� �h�j�•�}�g�l�m�x�l�v�k�y�� �g�Z�� �d�h�j�b�k�l�m�\�Z�q�•�\�� �d�h�f�i�¶�x�l�_�j�•�\���� �\�b�d�h�j�b�k�l�h�\�m�x�q�b��

�k�d�e�Z�^�g�•�� �f�_�l�h�^�b���� �Z�� �l�Z�d�h�`�� �k�l�j�Z�l�_�]�•�€�� �k�h�p�•�Z�e�v�g�h�€�� �•�g�`�_�g�_�j�•�€���� �>�_�y�d�•�� �d�•�[�_�j�a�e�h�q�b�g�p�•��

�k�l�Z�x�l�v���^�_�^�Z�e�•���\�b�l�h�g�q�_�g�•�r�b�f�b���l�Z���f�h�l�b�\�h�\�Z�g�b�f�b�����<�h�g�b���i�j�h�^�_�f�h�g�k�l�j�m�\�Z�e�b���k�\�h�x��

�a�^�Z�l�g�•�k�l�v�� �i�j�b�o�h�\�m�\�Z�l�b�� �k�\�h�x�� �h�k�h�[�b�k�l�•�k�l�v���� �i�j�b�o�h�\�m�\�Z�l�b�� �k�\�h�}�� �k�i�•�e�d�m�\�Z�g�g�y����

�\�•�^�^�Z�e�y�l�b�� �k�\�h�x�� �h�k�h�[�m�� �\�•�^�� �g�_�e�_�]�Z�e�v�g�h�€�� �\�b�]�h�^�b�� �l�Z�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b��

�•�g�n�j�Z�k�l�j�m�d�l�m�j�m�����k�l�•�c�d�m���^�h���d�h�f�i�j�h�f�•�k�•�\�����L�h�f�m���^�e�y���d�h�f�i�
�x�l�_�j�g�b�o���k�b�k�l�_�f���k�l�Z�}���\�k�_��

�[�•�e�v�r�� �\�Z�`�e�b�\�b�f�� �a�Z�o�b�k�l�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �\�^�h�k�d�h�g�Z�e�_�g�b�o�� �k�b�k�l�_�f�� �\�b�y�\�e�_�g�g�y��
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�\�l�h�j�]�g�_�g�v���� �a�^�Z�l�g�b�o�� �\�b�y�\�e�y�l�b�� �k�m�q�Z�k�g�•�� �r�d�•�^�e�b�\�•�� �i�j�h�]�j�Z�f�b���� �>�e�y�� �i�j�h�_�d�l�m�\�Z�g�g�y�� �l�Z��

�i�h�[�m�^�h�\�b���l�Z�d�b�o���k�b�k�l�_�f���,�'�6���g�_�h�[�o�•�^�g�h���f�Z�l�b���i�h�\�g�b�c���h�]�e�y�^���i�_�j�_�\�Z�]���l�Z���h�[�f�_�`�_�g�v��

�k�m�q�Z�k�g�b�o���^�h�k�e�•�^�`�_�g�v���y�d�h�f�m���j�h�a�]�e�y�g�m�l�h���\���^�Z�g�h�f�m���j�h�a�^�•�e�•�� 
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�J�H�A�>�1�E���� 

�:�G�:�E�1�A���F�?�L�H�>�1�<���>�E�Y���K�B�K�L�?�F�B���<�B�Y�<�E�?�G�G�Y �F�?�J�?�@�?�<�B�O���:�L�:�D��

�G�:���H�K�G�H�<�1���G�?�C�J�H�F�?�J�?�@�?�<�B�O���L�?�O�G�H�E�H�=�1�C 

2.1 �:�g�Z�e�•�a���g�_�c�j�h�f�_�j�_�`�_�\�b�o���l�_�o�g�h�e�h�]�•�c 

�R�l�m�q�g�b�c�� �•�g�l�_�e�_�d�l�� ��Artificial Intelligence, AI)  - �p�_�� �h�[�e�Z�k�l�v�� �^�h�k�e�•�^�`�_�g�v����

�f�_�l�h�x�� �y�d�h�€�� �}�� �^�Z�l�b�� �d�h�]�g�•�l�b�\�g�•�� �a�^�•�[�g�h�k�l�•�� �d�h�f�i�
�x�l�_�j�•�\���� �s�h�[�� �i�j�h�]�j�Z�f�m�\�Z�l�b�� �€�o�� �^�e�y��

�\�b�\�q�_�g�g�y���•���\�b�j�•�r�_�g�g�y���i�j�h�[�e�_�f�����C�h�]�h���f�_�l�Z���a�Z�k�g�h�\�Z�g�Z���g�Z���•�f�•�l�m�\�Z�g�g�•���d�h�f�i�
�x�l�_�j�Z���a��

�e�x�^�k�v�d�b�f�� �•�g�l�_�e�_�d�l�h�f�>���@���� �R�l�m�q�g�b�c�� �•�g�l�_�e�_�d�l�� �g�_�� �f�h�`�_�� �i�h�\�g�•�k�l�x�� �•�f�•�l�m�\�Z�l�b��

�e�x�^�k�v�d�b�c�� �•�g�l�_�e�_�d�l���� �d�h�f�i�
�x�l�_�j�b�� �f�h�`�m�l�v�� �[�m�l�b�� �a�Z�i�j�h�]�j�Z�f�h�\�Z�g�•�� �l�•�e�v�d�b�� �g�Z�� �^�_�y�d�•��

�Z�k�i�_�d�l�b���e�x�^�k�v�d�h�]�h���f�h�a�d�m�� 

�R�l�m�q�g�b�c���•�g�l�_�e�_�d�l���f�h�`�_���k�l�Z�\�b�l�b�k�y���^�h���[�m�^�v-�q�h�]�h�����Z���k�Z�f�_���\�•�^���d�h�f�i�
�x�l�_�j�g�b�o��

�i�j�h�]�j�Z�f�� �^�e�y�� �]�j�b�� �\�� �r�Z�o�b�� �^�h�� �k�b�k�l�_�f�� �j�h�a�i�•�a�g�Z�\�Z�g�g�y�� �f�h�\�b���� �<�� �p�•�e�h�f�m�� �k�b�k�l�_�f�b��

�r�l�m�q�g�h�]�h���•�g�l�_�e�_�d�l�m���f�h�`�g�Z���j�h�a�^�•�e�b�l�b���g�Z���l�j�b���]�j�m�i�b�>�����@�� 

�� �h�[�f�_�`�_�g�b�c���r�l�m�q�g�b�c���•�g�l�_�e�_�d�l�� 

�� �a�Z�]�Z�e�v�g�b�c���r�l�m�q�g�b�c���•�g�l�_�e�_�d�l�� 

�� �g�Z�^�j�h�a�m�f�g�b�c���r�l�m�q�g�b�c���•�g�l�_�e�_�d�l�� 

�R�l�m�q�g�•�� �g�_�c�j�h�g�g�•�� �f�_�j�_�`�•�� ��Artificial Neural Networks, ANNs) - �p�_�� �h�^�b�g�� �a��

�g�Z�i�j�y�f�d�•�\�� �^�h�k�e�•�^�`�_�g�v�� �\�� �h�[�e�Z�k�l�•�� �r�l�m�q�g�h�]�h�� �•�g�l�_�e�_�d�l�m���� �a�Z�k�g�h�\�Z�g�_�� �g�Z�� �k�i�j�h�[�Z�o��

�\�•�^�l�\�h�j�b�l�b�� �g�_�j�\�h�\�m�� �k�b�k�l�_�f�m�� �e�x�^�b�g�b�>���@���� �:�� �k�Z�f�_���� �a�^�Z�l�g�•�k�l�v�� �g�_�j�\�h�\�h�€�� �k�b�k�l�_�f�b��

�g�Z�\�q�Z�l�b�k�y���•���\�b�i�j�Z�\�e�y�l�b���i�h�f�b�e�d�b�����s�h���f�Z�}���^�h�a�\�h�e�b�l�b���a�f�h�^�_�e�x�\�Z�l�b�����o�h�q�Z���•���^�h�k�b�l�v��

�]�j�m�[�h�����j�h�[�h�l�m���e�x�^�k�v�d�h�]�h���f�h�a�d�m�� 

�F�Z�r�b�g�g�_�� �g�Z�\�q�Z�g�g�y�� ��Machine Learning, ML) �}�� �h�^�g�b�f�� �a�� �g�Z�i�j�y�f�d�•�\��

�r�l�m�q�g�h�]�h���•�g�l�_�e�_�d�l�m�����H�k�g�h�\�g�b�c���i�j�b�g�p�b�i���i�h�e�y�]�Z�}���\���l�h�f�m�����s�h���f�Z�r�b�g�b���h�l�j�b�f�m�x�l�v��

�^�Z�g�•���•���g�Z�\�q�Z�x�l�v�k�y���g�Z���g�b�o�>���@�����<���^�Z�g�b�c���q�Z�k���p�_���g�Z�c�[�•�e�v�r���i�_�j�k�i�_�d�l�b�\�g�b�c �•�g�k�l�j�m�f�_�g�l��

�^�e�y�� �[�•�a�g�_�k�m���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z�� �r�l�m�q�g�h�f�m�� �•�g�l�_�e�_�d�l�•���� �K�b�k�l�_�f�b�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y��

�^�h�a�\�h�e�y�x�l�v���r�\�b�^�d�h���a�Z�k�l�h�k�h�\�m�\�Z�l�b���a�g�Z�g�g�y�����h�l�j�b�f�Z�g�•���i�•�^���q�Z�k���g�Z�\�q�Z�g�g�y���g�Z���\�_�e�b�d�b�o��

�g�Z�[�h�j�Z�o���^�Z�g�b�o�����s�h���^�h�a�\�h�e�y�}���€�f���i�j�h�p�\�•�l�Z�l�b���\���l�Z�d�b�o���a�Z�\�^�Z�g�g�y�o�����y�d���j�h�a�i�•�a�g�Z�\�Z�g�g�y��

�h�k�•�[�����j�h�a�i�•�a�g�Z�\�Z�g�g�y���f�h�\�b�����j�h�a�i�•�a�g�Z�\�Z�g�g�y���h�[�
�}�d�l�•�\�����i�_�j�_�d�e�Z�^�����•���[�Z�]�Z�l�v�h�o���•�g�r�b�o�����G�Z��

�\�•�^�f�•�g�m�� �\�•�^�� �i�j�h�]�j�Z�f�� �a�� �a�Z�d�h�^�h�\�Z�g�b�f�b�� �\�j�m�q�g�m�� �•�g�k�l�j�m�d�p�•�y�f�b�� �^�e�y�� �\�b�d�h�g�Z�g�g�y��
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�d�h�g�d�j�_�l�g�b�o���a�Z�\�^�Z�g�v�����f�Z�r�b�g�g�_���g�Z�\�q�Z�g�g�y���^�h�a�\�h�e�y�}���k�b�k�l�_�f�•���g�Z�\�q�b�l�b�k�y���k�Z�f�h�k�l�•�c�g�h��

�j�h�a�i�•�a�g�Z�\�Z�l�b���r�Z�[�e�h�g�b���•���j�h�[�b�l�b���i�j�h�]�g�h�a�b�� 

�=�e�b�[�h�d�_ �g�Z�\�q�Z�g�g�y�� ��Deep Learning, DL)  �}�� �i�•�^�f�g�h�`�b�g�h�x�� �f�Z�r�b�g�g�h�]�h��

�g�Z�\�q�Z�g�g�y�� �•�� �y�\�e�y�}�� �k�h�[�h�x�� �k�d�e�Z�^�g�b�c�� �g�Z�[�•�j�� �g�_�c�j�h�g�g�b�o�� �f�_�j�_�`�� �a�� �\�_�e�b�d�h�x�� �d�•�e�v�d�•�k�l�x��

�j�•�\�g�•�\�� �h�[�j�h�[�d�b���� �y�d�•�� �j�h�a�\�b�\�Z�x�l�v�� �\�b�k�h�d�•�� �j�•�\�g�•�� �Z�[�k�l�j�Z�d�p�•�€�>���@���� �<�h�g�b�� �a�Z�a�\�b�q�Z�c��

�\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y�� �^�e�y�� �k�d�e�Z�^�g�b�o�� �a�Z�\�^�Z�g�v���� �l�Z�d�b�o�� �y�d���j�h�a�i�•�a�g�Z�\�Z�g�g�y�� �a�h�[�j�Z�`�_�g�v����

�d�e�Z�k�b�n�•�d�Z�p�•�y�� �a�h�[�j�Z�`�_�g�v�� �•�� �•�^�_�g�l�b�n�•�d�Z�p�•�y�� �j�m�q�g�h�€�� �i�b�k�Z�g�b�g�b���� �=�e�b�[�h�d�_�� �g�Z�\�q�Z�g�g�y��

�f�h�`�_�� �[�m�l�b�� �^�h�j�h�]�b�f�� �•�� �\�b�f�Z�]�Z�}�� �\�_�e�b�q�_�a�g�b�o�� �f�Z�k�b�\�•�\�� �^�Z�g�b�o�� �^�e�y�� �g�Z�\�q�Z�g�g�y���� �P�_��

�i�h�y�k�g�x�}�l�v�k�y�� �l�b�f���� �s�h�� �•�k�g�m�}�� �\�_�e�b�q�_�a�g�Z�� �d�•�e�v�d�•�k�l�v�� �i�Z�j�Z�f�_�l�j�•�\���� �y�d�•�� �g�_�h�[�o�•�^�g�h��

�g�Z�e�Z�r�l�m�\�Z�l�b�� �^�e�y���Z�e�]�h�j�b�l�f�•�\�� �g�Z�\�q�Z�g�g�y���� �s�h�[�� �m�g�b�d�g�m�l�b�� �i�h�f�b�e�d�h�\�b�o��

�k�i�j�Z�p�v�h�\�m�\�Z�g�v���� �G�Z�i�j�b�d�e�Z�^���� �Z�e�]�h�j�b�l�f�m�� �]�e�b�[�h�d�h�]�h�� �g�Z�\�q�Z�g�g�y�� �f�h�`�_�� �[�m�l�b�� �^�Z�g�h��

�\�d�Z�a�•�\�d�m�� �^�•�a�g�Z�l�b�k�y���� �y�d�� �\�b�]�e�y�^�Z�}�� �d�•�r�d�Z���� �S�h�[�� �a�j�h�[�b�l�b�� �g�Z�\�q�Z�g�g�y���� �i�h�l�j�•�[�g�h��

�\�_�e�b�q�_�a�g�Z���d�•�e�v�d�•�k�l�v���a�h�[�j�Z�`�_�g�v���^�e�y���l�h�]�h�����s�h�[���g�Z�\�q�b�l�b�k�y���j�h�a�j�•�a�g�y�l�b���^�j�•�[�g�• �^�_�l�Z�e�•����

�y�d�•���^�h�a�\�h�e�y�x�l�v���\�•�^�j�•�a�g�b�l�b���d�•�r�d�m���\�•�^�����k�d�Z�`�•�f�h�����k�h�[�Z�d�b���Z�[�h���d�j�h�d�h�^�b�e�Z�����q�b���e�b�k�b�p�•�� 

 

2.2 �F�_�l�h�^�b���\�b�y�\�e�_�g�g�y���Z�l�Z�d���a�Z���^�h�i�h�f�h�]�h�x���'�/ 

�F�_�l�h�^�b���\�b�y�\�e�_�g�g�y���Z�l�Z�d���g�Z���h�k�g�h�\�•���Z�\�l�h�d�h�^�_�j�Z 

Autoencoders (AE) - �p�_���g�_�c�j�h�g�g�•���f�_�j�_�`�•�����y�d�•���f�Z�x�l�v���g�Z���f�_�l�•���d�h�i�•�x�\�Z�l�b���k�\�h�€��

�\�o�h�^�b�� �m�� �k�\�h�€�� �\�b�o�h�^�b���� �<�h�g�b�� �i�j�Z�p�x�x�l�v���� �k�l�b�k�d�Z�x�q�b�� �\�o�•�^�g�•�� �^�Z�g�•�� �m�� �i�h�^�Z�g�g�y�� �a��

�i�j�b�o�h�\�Z�g�b�f �i�j�h�k�l�h�j�h�f���� �Z�� �i�h�l�•�f�� �j�_�d�h�g�k�l�j�m�x�x�q�b�� �\�b�o�•�^�g�•�� �^�Z�g�•�� �a�� �p�v�h�]�h�� �i�h�^�Z�g�g�y����

�P�_�c���l�b�i���f�_�j�_�`�•���k�d�e�Z�^�Z�}�l�v�k�y���a���^�\�h�o���q�Z�k�l�b�g�� 

�� �D�h�^�_�j 

�Q�Z�k�l�b�g�Z���f�_�j�_�`�•�����y�d�Z���k�l�b�k�d�Z�}���\�o�•�^�g�•���^�Z�g�•���m���i�h�^�Z�g�g�y���m���i�j�b�o�h�\�Z�g�h�f�m���i�j�h�k�l�h�j�•����

�<�•�g���f�h�`�_���[�m�l�b���i�j�_�^�k�l�Z�\�e�_�g�b�c���n�m�g�d�p�•�}�x���d�h�^�m�\�Z�g�g�y��h = f (x). 

�� �>�_�d�h�^�_�j 

�Q�Z�k�l�b�g�Z�� �k�i�j�y�f�h�\�Z�g�Z�� �g�Z�� �j�_�d�h�g�k�l�j�m�d�p�•�x�� �\�o�•�^�g�b�o�� �^�Z�g�b�o�� �•�a�� �i�j�_�^�k�l�Z�\�e�_�g�g�y��

�i�j�b�o�h�\�Z�g�h�]�h���i�j�h�k�l�h�j�m�����<�•�g���f�h�`�_���[�m�l�b���i�j�_�^�k�l�Z�\�e�_�g�b�c���n�m�g�d�p�•�}�x���^�_�d�h�^�m�\�Z�g�g�y��r = 

g (h). 
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 ���������I�j�b�d�e�Z�^���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���Z�\�l�h�_�g�d�h�^�_�j�Z 

 

�$�(���a�^�Z�l�g�b�c���k�i�h�q�Z�l�d�m���k�l�b�k�g�m�l�b���\�o�•�^�g�•���^�Z�g�•���\���^�_�y�d�b�c���i�j�h�k�l�•�j���h�[�¶�}�d�l�Z�����Z���i�h�l�•�f��

�j�_�d�h�g�k�l�j�m�x�\�Z�l�b���p�_�c���`�_���i�j�h�k�l�•�j���m���\�b�o�•�^�g�•���^�Z�g�•�����H�k�d�•�e�v�d�b���$�(���f�h�`�g�Z���j�h�a�]�e�y�^�Z�l�b��

�y�d�� �l�b�i�h�\�b�c�� �Z�e�]�h�j�b�l�f�����f�Z�e�x�g�h�d ������������ �s�h�� �i�j�_�^�k�l�Z�\�e�y�}�� �g�Z�\�q�Z�g�g�y���� �\�•�g�� �r�b�j�h�d�h��

�\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �a�f�_�g�r�_�g�g�y�� �j�h�a�f�•�j�•�\���� �>�h�k�e�•�^�g�b�d�b�� �\�� �]�Z�e�m�a�•�� �d�•�[�_�j�[�_�a�i�_�d�b��

�l�Z�d�h�`���a�Z�k�l�h�k�h�\�m�x�l�v���$�(���^�e�y���i�j�_�^�k�l�Z�\�e�_�g�g�y���g�_�g�h�j�f�Z�e�v�g�h�€���i�h�\�_�^�•�g�d�b���\���k�l�b�k�e�h�f�m��

�i�j�h�k�l�h�j�•�� �n�m�g�d�p�•�c���� �s�h�� �i�j�b�g�h�k�b�l�v�� �i�_�j�_�\�Z�]�m�� �^�b�g�Z�f�•�q�g�h�]�h�� �i�j�_�^�k�l�Z�\�e�_�g�g�y�� �^�e�y��

�g�_�\�•�^�h�f�h�€���d�Z�l�_�]�h�j�•�€���Z�l�Z�d�� 

 
���������:�j�o�•�l�_�d�l�m�j�m���$�(�����y�d���Z�e�]�h�j�b�l�f���k�l�b�k�g�_�g�g�y���^�Z�g�b�o���a�•���k�l�j�m�d�l�m�j�h�x��

�g�_�c�j�h�g�g�h�€���f�_�j�_�`�•�� 
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�:�\�l�h�d�h�^�_�j�b���\�b�\�q�Z�x�l�v�k�y���Z�\�l�h�f�Z�l�b�q�g�h���g�Z���i�j�b�d�e�Z�^�Z�o���^�Z�g�b�o�����P�_���h�a�g�Z�q�Z�}�����s�h��

�e�_�]�d�h���g�Z�\�q�b�l�b���k�i�_�p�•�Z�e�•�a�h�\�Z�g�•���_�d�a�_�f�i�e�y�j�b���Z�e�]�h�j�b�l�f�m�����y�d�•���[�m�^�m�l�v���^�h�[�j�_���i�j�Z�p�x�\�Z�l�b��

�g�Z���i�_�\�g�h�f�m���l�b�i�•���\�\�_�^�_�g�g�y�����•���s�h���^�e�y���p�v�h�]�h���g�_���i�h�l�j�•�[�g�•���g�h�\�•���l�_�o�g�•�q�g�•���a�Z�k�h�[�b�����e�b�r�_��

�\�•�^�i�h�\�•�^�g�•���g�Z�\�q�Z�e�v�g�•���^�Z�g�•�� 

�H�^�g�Z�d���� �Z�\�l�h�d�h�^�_�j�b�� �i�h�]�Z�g�h �k�i�j�Z�\�e�y�x�l�v�k�y�� �a�•�� �k�l�b�k�g�_�g�g�y�f�� �a�h�[�j�Z�`�_�g�v����

�H�k�d�•�e�v�d�b���Z�\�l�h�d�h�^�_�j���g�Z�\�q�Z�}�l�v�k�y���g�Z���i�_�\�g�h�f�m���g�Z�[�h�j�•���^�Z�g�b�o�����\�•�g���^�h�k�y�]�g�_���j�h�a�m�f�g�b�o��

�j�_�a�m�e�v�l�Z�l�•�\�� �k�l�b�k�g�_�g�g�y�� �^�Z�g�b�o���� �i�h�^�•�[�g�b�o�� �^�h�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�g�h�]�h�� �g�Z�\�q�Z�e�v�g�h�]�h��

�g�Z�[�h�j�m���� �Z�e�_�� �[�m�^�_�� �i�h�]�Z�g�b�f�� �a�Z�]�Z�e�v�g�b�f�� �d�h�f�i�j�_�k�h�j�h�f�� �a�h�[�j�Z�`�_�g�v���� �L�Z�d�•�� �l�_�o�g�•�d�b 

�k�l�b�k�g�_�g�g�y�����y�d��JPEG�����k�i�j�Z�\�e�y�x�l�v�k�y���a�g�Z�q�g�h���d�j�Z�s�_�� 

�:�\�l�h�d�h�^�_�j�b���\�b�\�q�Z�x�l�v�k�y���Z�\�l�h�f�Z�l�b�q�g�h���g�Z���i�j�b�d�e�Z�^�Z�o���^�Z�g�b�o�����P�_���h�a�g�Z�q�Z�}�����s�h��

�e�_�]�d�h���g�Z�\�q�b�l�b���k�i�_�p�•�Z�e�•�a�h�\�Z�g�•���_�d�a�_�f�i�e�y�j�b���Z�e�]�h�j�b�l�f�m�����y�d�•���[�m�^�m�l�v���^�h�[�j�_���i�j�Z�p�x�\�Z�l�b��

�g�Z���i�_�\�g�h�f�m���l�b�i�•���\�\�_�^�_�g�g�y�����•���s�h���^�e�y���p�v�h�]�h���g�_���i�h�l�j�•�[�g�•���g�h�\�•���l�_�o�g�•�q�g�•���a�Z�k�h�[�b�����e�b�r�_��

�\�•�^�i�h�\�•�^�g�•���g�Z�\�q�Z�e�v�g�•���^�Z�g�•�� 

�1�k�g�m�}���q�h�l�b�j�b���l�b�i�b���Z�\�l�h�d�h�^�_�j�•�\�� 

�� �<�Z�g�•�e�v�g�b�c���Z�\�l�h�d�h�^�_�j���� 

�M���g�Z�c�i�j�h�k�l�•�r�•�c���n�h�j�f�•���Z�\�l�h�d�h�^�_�j��- �p�_���l�j�b�r�Z�j�h�\�Z���f�_�j�_�`�Z�����l�h�[�l�h���g�_�c�j�h�g�g�Z��

�f�_�j�_�`�Z���a���h�^�g�b�f���i�j�b�o�h�\�Z�g�b�f���r�Z�j�h�f���� 

�� �;�Z�]�Z�l�h�r�Z�j�h�\�b�c���Z�\�l�h�d�h�^�_�j�� 

�Y�d�s�h���h�^�g�h�]�h���i�j�b�o�h�\�Z�g�h�]�h���r�Z�j�m���g�_�^�h�k�l�Z�l�g�v�h�����l�h���\�b�d�h�g�m�}�l�v�k�y���j�h�a�r�b�j�_�g�g�y��

�Z�\�l�h�d�h�^�_�j�Z���^�h���[�•�e�v�r���i�j�b�o�h�\�Z�g�b�o���r�Z�j�•�\�� 

�� �K�\�_�j�l�h�\�b�c���Z�\�l�h�d�h�^�_�j�� 

�<�o�•�^�g�_���a�h�[�j�Z�`�_�g�g�y���a�f�_�g�r�m�}�l�v�k�y�����s�h�[���h�l�j�b�f�Z�l�b���i�j�b�o�h�\�Z�g�_���i�j�_�^�k�l�Z�\�e�_�g�g�y��

�f�_�g�r�b�o���j�h�a�f�•�j�•�\���•���a�f�m�k�b�l�b���Z�\�l�h�d�h�^�_�j���\�b�\�q�b�l�b���k�l�b�k�g�m�l�m���\�_�j�k�•�x���a�h�[�j�Z�`�_�g�v�� 

�� �J�_�]�m�e�y�j�b�a�h�\�Z�g�b�c���Z�\�l�h�d�h�^�_�j�� 

�1�k�g�m�x�l�v�� �•�g�r�•�� �k�i�h�k�h�[�b���� �y�d�b�f�b�� �h�[�f�_�`�m�x�l�v�� �j�_�d�h�g�k�l�j�m�d�p�•�x�� �Z�\�l�h�d�h�^�_�j�Z���� �g�•�`��

�g�Z�d�e�Z�k�l�b�� �i�j�b�o�h�\�Z�g�b�c�� �r�Z�j�� �f�_�g�r�h�€�� �j�h�a�f�•�j�g�h�k�l�•���� �A�Z�f�•�k�l�v�� �l�h�]�h�� ���� �s�h�[�� �h�[�f�_�`�m�\�Z�l�b��

�i�h�l�m�`�g�•�k�l�v�� �f�h�^�_�e�•���� �a�[�_�j�•�]�Z�x�q�b�� �d�h�^�_�j�� �•�� �^�_�d�h�^�_�j�� �g�_�]�e�b�[�h�d�h�� �•�� �j�h�a�f�•�j�� �d�h�^�m��

�\�b�d�h�j�b�k�l�h�\�m�x�l�v���n�m�g�d�p�•�x���\�l�j�Z�l�����s�h���f�Z�x�l�v���•�g�r�•���\�e�Z�k�l�b�\�h�k�l�•�����d�j�•�f���f�h�`�e�b�\�h�k�l�_�c��

�k�d�h�i�•�x�\�Z�l�b�� �c�h�]�h�� �\�o�•�^�� �^�h�� �\�b�o�h�^�m���� �G�Z�� �i�j�Z�d�l�b�p�•�� �a�Z�a�\�b�q�Z�c�� �a�m�k�l�j�•�q�Z�}�l�v�k�y�� �^�\�Z�� �l�b�i�b��

�j�_�]�m�e�y�j�b�a�h�\�Z�g�h�]�h���Z�\�l�h�d�h�^�_�j�Z���� 
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�� �j�h�a�j�•�^�`�_�g�b�c���Z�\�l�h�_�g�d�h�^�_�j�� 

�� �^�_�g�h�Z�a�m�x�q�b�c���Z�\�l�h�_�g�d�h�^�_�j. 

�J�h�a�j�•�^�`�_�g�•���Z�\�l�h�d�h�^�_�j�b���a�Z�a�\�b�q�Z�c���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���^�e�y���\�b�\�q�_�g�g�y���n�m�g�d�p�•�c��

�^�e�y�� �•�g�r�h�]�h�� �a�Z�\�^�Z�g�g�y���� �l�Z�d�h�]�h�� �y�d�� �d�e�Z�k�b�n�•�d�Z�p�•�y���� �:�\�l�h�d�h�^�_�j���� �y�d�b�c�� �j�_�]�m�e�x�}�l�v�k�y�� �y�d��

�j�h�a�j�•�^�`�_�g�b�c���� �i�h�\�b�g�_�g�� �j�_�Z�]�m�\�Z�l�b�� �g�Z�� �m�g�•�d�Z�e�v�g�•�� �k�l�Z�l�b�k�l�b�q�g�•�� �h�k�h�[�e�b�\�h�k�l�•�� �g�Z�[�h�j�m��

�^�Z�g�b�o���� �g�Z�� �y�d�h�f�m�� �\�•�g�� �g�Z�\�q�Z�\�k�y���� �Z�� �g�_�� �i�j�h�k�l�h�� �\�b�d�h�g�m�\�Z�l�b�� �n�m�g�d�p�•�x�� �•�^�_�g�l�b�q�g�h�k�l�•����

�L�Z�d�b�f�� �q�b�g�h�f���� �g�Z�\�q�Z�g�g�y�� �\�b�d�h�g�Z�g�g�x�� �a�Z�\�^�Z�g�g�y�� �d�h�i�•�x�\�Z�g�g�y�� �a�� �h�[�f�_�`�_�g�b�f��

�i�h�d�Z�a�g�b�d�h�f���f�h�`�_���^�Z�l�b���f�h�^�_�e�v�����y�d�Z���\�b�\�q�b�e�Z���d�h�j�b�k�g�•���n�m�g�d�p�•�€���y�d���i�h�[�•�q�g�b�c���i�j�h�^�m�d�l�� 

�1�g�r�b�c���k�i�h�k�•�[�����f�h�`�_���h�[�f�_�`�b�l�b���j�_�d�h�g�k�l�j�m�d�p�•�x���Z�\�l�h�d�h�^�_�j�Z�����l�h�[�l�h���g�Z�d�e�Z�k�l�b��

�h�[�f�_�`�_�g�g�y�� �g�Z�� �c�h�]�h�� �\�l�j�Z�l�m���� �G�Z�i�j�b�d�e�Z�^���� �^�h�^�Z�l�b�� �l�_�j�f�•�g�� �j�_�]�m�e�y�p�•�€�� �^�h�� �n�m�g�d�p�•�€��

�a�[�b�l�d�•�\�����A�Z�\�^�y�d�b���p�v�h�f�m���Z�\�l�h�d�h�^�_�j���g�Z�\�q�Z�}�l�v�k�y�� 

�<�b�^�Z�e�_�g�g�y���r�m�f�m���Z�\�l�h�d�h�^�_�j�Z�����A�Z�f�•�k�l�v���l�h�]�h�����s�h�[���^�h�^�Z�\�Z�l�b���r�l�j�Z�n���^�h���n�m�g�d�p�•�€��

�\�l�j�Z�l���� �i�h�l�j�•�[�g�h�� �h�l�j�b�f�Z�l�b�� �Z�\�l�h�d�h�^�_�j���� �y�d�b�c�� �^�•�a�g�Z�}�l�v�k�y�� �s�h�k�v�� �d�h�j�b�k�g�_���� �a�f�•�g�b�\�r�b��

�l�_�j�f�•�g���i�h�f�b�e�d�b���\�•�^�g�h�\�e�_�g�g�y���n�m�g�d�p�•�€���\�l�j�Z�l�b�����P�_���f�h�`�g�Z���a�j�h�[�b�l�b�����^�h�^�Z�\�r�b���l�j�h�o�b��

�r�m�f�m���\�o�•�^�g�h�]�h���a�h�[�j�Z�`�_�g�g�y���•���a�f�m�k�b�l�b���Z�\�l�h�d�h�^�_�j���g�Z�\�q�b�l�b�k�y���c�h�]�h���\�b�^�Z�e�y�l�b�����L�Z�d�b�f��

�q�b�g�h�f���� �d�h�^�_�j�� �\�b�l�y�]�g�_�� �g�Z�c�\�Z�`�e�b�\�•�r�•�� �n�m�g�d�p�•�€�� �l�Z�� �\�b�\�q�b�l�v�� �h�[�‰�j�m�g�l�h�\�Z�g�_��

�i�j�_�^�k�l�Z�\�e�_�g�g�y���^�Z�g�b�o�� 

�>�e�y�� �h�l�j�b�f�Z�g�g�y�� �•�g�n�h�j�f�Z�l�b�\�g�b�o�� �^�_�k�d�j�b�i�l�h�j�•�\�� �n�m�g�d�p�•�c�� �a�� �\�b�o�•�^�g�b�o�� �^�Z�g�b�o��

�f�_�j�_�`�_�\�h�]�h �l�j�Z�n�•�d�m���� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� �h�^�b�g�� �a�� �f�_�l�h�^�•�\�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�g�y�� �\��

�f�_�j�_�`�m�� �r�e�y�o�h�f�� �k�d�e�Z�^�Z�g�g�y�� �j�h�a�r�b�j�_�g�b�o�� �a�]�h�j�l�d�h�\�b�o�� �$�(�� ���'�&�$�(������ �s�h�� �}�� �\�^�Z�e�h�x��

�d�h�f�[�•�g�Z�p�•�}�x�� �g�Z�\�q�Z�g�g�y�� �k�Z�f�h�m�q�d�Z�f�� �l�Z�� �i�j�_�^�k�l�Z�\�g�b�p�l�\�m�>�����@���� �A�h�d�j�_�f�Z���� �h�j�b�]�•�g�Z�e�v�g�•��

�^�Z�g�•�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m�� �k�i�h�q�Z�l�d�m�� �l�j�Z�g�k�n�h�j�f�m�x�l�v�k�y���m�� �\�_�d�l�h�j�� �a�Z�� �^�h�i�h�f�h�]�h�x��

�_�l�Z�i�m�� �i�h�i�_�j�_�^�g�v�h�€�� �h�[�j�h�[�d�b���� �I�•�^�� �q�Z�k�� �l�j�_�g�•�g�]�m�� �[�_�a�� �g�Z�]�e�y�^�m�� �'�&�$�(�� �\�b�\�q�Z�x�l�v��

�•�}�j�Z�j�o�•�q�g�m�� �k�l�j�m�d�l�m�j�m�� �i�j�_�^�k�l�Z�\�e�_�g�g�y�� �h�a�g�Z�d�� �•�a�� �\�_�e�b�d�h�€�� �d�•�e�v�d�h�k�l�•�� �g�_�f�Z�j�d�h�\�Z�g�b�o��

�a�j�Z�a�d�•�\���� �A�]�h�^�h�f�� �d�h�j�b�k�l�m�x�l�v�k�y�� �Z�e�]�h�j�b�l�f�h�f�� �a�\�h�j�h�l�g�h�]�h�� �j�h�a�i�h�\�k�x�^�`�_�g�g�y�� �l�Z��

�^�_�d�•�e�v�d�h�f�Z�� �i�h�a�g�Z�q�_�g�b�f�b�� �_�d�a�_�f�i�e�y�j�Z�f�b���� �s�h�[�� �\�•�^�j�_�^�Z�]�m�\�Z�l�b�� �l�Z�� �i�h�d�j�Z�s�b�l�b��

�a�^�Z�l�g�•�k�l�v�� �h�i�b�k�m�� �n�m�g�d�p�•�c���� �N�Z�d�l�b�q�g�h���� �\�b�d�h�j�b�k�l�Z�g�g�y�� �h�j�b�]�•�g�Z�e�v�g�h�]�h�� �f�_�j�_�`�_�\�h�]�h��

�l�j�Z�n�•�d�m�� �l�Z�� �i�h�i�_�j�_�^�g�v�h�€�� �i�•�^�]�h�l�h�\�d�b�� �[�_�a�� �g�Z�]�e�y�^�m�� �j�h�[�b�l�v�� �€�o�� �f�h�^�_�e�v�� �[�•�e�v�r��

�Z�^�Z�i�l�b�\�g�h�x���l�Z���]�g�m�q�d�h�x���^�e�y���j�h�[�h�l�b���a�•���k�d�e�Z�^�g�b�f�b���\�b�o�•�^�g�b�f�b���^�Z�g�b�f�b�� 
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�K�i�j�h�k�l�b�l�b�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �f�h�^�_�e�_�c�� �$�(���� �>�����@��

�a�Z�k�l�h�k�m�\�Z�\�r�b�� �g�_�k�b�f�_�l�j�b�q�g�b�c�� �]�e�b�[�h�d�b�c�� �$�(�� ���1�'�$�(���� �^�e�y�� �[�_�a�d�h�g�l�j�h�e�v�g�h�]�h��

�a�f�•�r�m�\�Z�g�g�y�� �n�m�g�d�p�•�c���� �s�h�� �m�k�i�•�r�g�h�� �a�g�b�`�m�}�� �\�b�l�j�Z�l�b�� �g�Z�� �h�[�q�b�k�e�_�g�g�y�� �Z�g�Z�e�•�a�m����

�i�h�}�^�g�m�x�q�b�� �$�(�� �a�� �g�_�]�e�b�[�h�d�b�f�� �g�Z�\�q�Z�g�g�y�f���� �A�h�d�j�_�f�Z���� �1�'�$�(�� �f�Z�}�� �^�h�^�Z�l�d�h�\�b�c�� �_�l�Z�i��

�d�h�^�m�\�Z�g�g�y���i�h�j�•�\�g�y�g�h���•�a���l�b�i�h�\�b�f���$�(�����s�h���f�h�`�_���a�f�_�g�r�b�l�b���k�d�e�Z�^�g�•�k�l�v���l�Z���i�•�^�\�b�s�b�l�b��

�l�h�q�g�•�k�l�v�� �f�h�^�_�e�•���� �K�l�j�m�d�l�m�j�Z�� �\�b�k�\�•�l�e�_�g�Z�� �g�Z�����f�Z�e�x�g�d�m��2.3)���� �^�_�� �k�i�h�k�l�_�j�•�]�Z�}�l�v�k�y��

�_�d�k�l�j�Z�d�l�h�j�g�•�� �•�}�j�Z�j�o�•�q�g�•�� �h�k�h�[�e�b�\�h�k�l�•���� �G�Z�i�j�b�d�•�g�p�•�� �1�'�$�(�� �a�Z�k�l�h�k�h�\�m�}�l�v�k�y�� �\��

�k�l�j�m�d�l�m�j�•�� �\�b�i�Z�^�d�h�\�b�o�� �e�•�k�•�\���^�e�y�� �j�h�a�i�•�a�g�Z�\�Z�g�g�y�� �g�_�g�h�j�f�Z�e�v�g�b�o�� �k�b�l�m�Z�p�•�c�� �a�Z��

�^�h�i�h�f�h�]�h�x���i�j�_�^�k�l�Z�\�e�_�g�g�y���h�a�g�Z�d�����h�l�j�b�f�Z�g�b�o���\�•�^��NDAE.  

�$�(�� �a�^�Z�l�g�b�c�� �\�b�\�q�b�l�b�� �i�h�l�_�g�p�•�c�g�m�� �i�h�\�_�^�•�g�d�m�� �f�h�^�_�e�v�� �g�_�\�•�^�h�f�b�o�� �Z�l�Z�d�>�����@����

�N�m�g�d�p�•�€�� �a�•�� �k�l�j�m�d�l�m�j�h�x�� �$�(�� �^�e�y�� �j�•�a�g�b�o�� �i�j�h�]�j�Z�f�� �d�•�[�_�j�[�_�a�i�_�d�b���� �s�h�� �k�d�e�Z�^�Z�}�l�v�k�y�� �a��

�^�\�h�o�� �_�l�Z�i�•�\�� �g�Z�\�q�Z�g�g�y���� �l�h�[�l�h�� �i�h�i�_�j�_�^�g�v�h�€�� �i�•�^�]�h�l�h�\�d�b�� �l�Z�� �l�h�g�d�h�€�� �g�Z�k�l�j�h�c�d�b����

�I�_�j�r�b�c�� �_�l�Z�i�� �i�j�b�a�g�Z�q�_�g�b�c�� �^�e�y�� �i�h�r�m�d�m�� �\�•�^�i�h�\�•�^�g�h�€�� �\�•�^�i�j�Z�\�g�h�€�� �l�h�q�d�b�� �^�e�y�� �_�l�Z�i�m��

�l�h�g�d�h�€���g�Z�k�l�j�h�c�d�b�����I�•�k�e�y���\�b�a�g�Z�q�_�g�g�y���i�Z�j�Z�f�_�l�j�•�\���g�Z���_�l�Z�i�•���i�h�i�_�j�_�^�g�v�h�€���i�•�^�]�h�l�h�\�d�b����

�_�l�Z�i�� �l�h�q�g�h�€���g�Z�k�l�j�h�c�d�b���h�o�h�i�e�x�\�Z�l�b�f�_�� �i�j�h�i�h�g�h�\�Z�g�b�c�� �h�i�b�k���n�m�g�d�p�•�c�� �^�e�y�� �\�o�•�^�g�b�o��

�^�Z�g�b�o�����A�Z�i�j�h�i�h�g�h�\�Z�g�Z���k�o�_�f�Z���g�Z�\�q�Z�g�g�y���n�m�g�d�p�•�c���f�h�`�_���a�g�Z�q�g�h���a�f�_�g�r�b�l�b���j�h�a�f�•�j�b��

�n�m�g�d�p�•�c���� �l�b�f�� �k�Z�f�b�f�� �f�•�g�•�f�•�a�m�x�q�b�� �\�b�f�h�]�b�� �a�[�_�j�•�]�Z�g�g�y����

 
2.3 �K�l�j�m�d�l�m�j�D���$�(�����j�h�a�j�h�[�e�_�g�Z���a���g�_�k�b�f�_�l�j�b�q�g�b�f�b���f�g�h�`�b�g�g�b�f�b��

�i�j�b�o�h�\�Z�g�b�f�b���r�Z�j�Z�f�b�� 

 

�>�e�y�� �i�h�[�m�^�m�\�b�� �]�g�m�q�d�h�€�� �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �\�l�h�j�]�g�_�g�v����

�\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�����j�•�^�d�•�k�g�Z���$�(���l�Z���r�Z�j���j�_�]�j�_�k�•�€��softmax �^�e�y���i�h�[�m�^�h�\�b���l�Z���g�Z�\�q�Z�g�g�y��
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�f�_�l�h�^�h�f�� �6�7�/�� �^�e�y�� �g�Z�\�q�Z�e�v�g�h�]�h�� �i�j�h�p�_�k�m�>�����@���� �A�h�d�j�_�f�Z�� �6�7�/�� �j�h�a�^�•�e�y�}�l�v�k�y�� �g�Z�� �^�\�Z��

�_�l�Z�i�b���� �^�_�� �j�h�a�j�•�^�`�_�g�b�c�� �$�(�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �k�i�h�q�Z�l�d�m�� �^�e�y�� �g�_�d�_�j�h�\�Z�g�h�]�h��

�\�b�\�q�_�g�g�y�� �h�a�g�Z�d���� �Z��softmax-�j�_�]�j�_�k�•�y�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �i�•�k�e�y��

�\�b�e�m�q�_�g�g�y���h�a�g�Z�d�����G�Z�k�i�j�Z�\�^�•�����\�b�d�h�j�b�k�l�Z�g�g�y���6�7�/���f�h�`�_���a�g�Z�q�g�h�x���f�•�j�h�x���i�h�d�j�Z�s�b�l�b��

�a�^�Z�l�g�•�k�l�v���^�h���g�Z�\�q�Z�g�g�y���i�h�[�m�^�h�\�Z�g�h�€���f�_�j�_�`�•�����y�d�Z���k�l�b�d�Z�}�l�v�k�y���a���g�_�\�•�^�h�f�b�f�b���Z�l�Z�d�Z�f�b����

�^�_�� �g�h�\�•�� �d�Z�l�_�]�h�j�•�€�� �Z�l�Z�d�� �f�h�`�g�Z�� �i�h�k�l�m�i�h�\�h�� �Z�g�Z�e�•�a�m�\�Z�l�b�� �i�•�^�� �q�Z�k�� �\�b�d�h�g�Z�g�g�y�� �[�_�a��

�i�j�h�[�e�_�f���a���i�•�^�]�h�l�h�\�d�h�x���a���g�m�e�y�� 

�G�Z�� �h�k�g�h�\�•�� �]�g�m�q�d�h�€�� �k�b�k�l�_�f�b���� �k�l�\�h�j�_�g�b�c�>�����@�� �[�•�e�v�r�� �i�h�l�m�`�g�b�c�� �i�•�^�o�•�^�� �•�a��

�k�l�j�m�d�l�m�j�h�x��MAPE-K ���f�Z�e�x�g�h�d 2.4), �y�d�Z�� �f�h�`�_�� �k�l�\�h�j�b�l�b�� �k�b�k�l�_�f�m�� �\�b�y�\�e�_�g�g�y��

�a�e�h�\�`�b�\�Z�g�g�y�� �a�� �f�Z�k�r�l�Z�[�h�\�Z�g�b�f�b���� �k�Z�f�h�� �Z�^�Z�i�l�b�\�g�b�f�b�� �l�Z�� �Z�\�l�h�g�h�f�g�b�f�b��

�o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�b�����<�•�g�� �f�h�`�_�� �\�b�l�y�]�m�\�Z�l�b�� �m�a�Z�]�Z�e�v�g�_�g�•�� �n�m�g�d�p�•�€���^�e�y���j�_�d�h�g�k�l�j�m�d�p�•�€��

�i�j�h�[�e�_�f���� �g�Z�\�•�l�v�� �k�l�b�d�Z�x�q�b�k�v�� �•�a�� �g�_�\�•�^�h�f�b�f�� �k�_�j�_�^�h�\�b�s�_�f�� �l�Z�� �\�b�d�h�j�b�k�l�h�\�m�x�q�b��

�g�_�f�Z�j�d�h�\�Z�g�•���^�Z�g�•���� 

 
 ���������K�l�j�m�l�d�m�j�Z���]�g�m�q�d�h�t���k�b�k�l�_�f�b��MAPE-K  

 

 �H�^�g�Z�� �a�� �h�k�g�h�\�g�b�o�� �i�j�h�[�e�_�f�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d���± �\�b�e�m�q�_�g�g�y�� �n�m�g�d�p�•�c����

�J�h�a�]�e�y�^�Z�x�q�b���$�(���y�d���k�l�j�m�d�l�m�j�m���^�e�y���k�l�b�k�g�_�g�g�y���•�g�n�h�j�f�Z�p�•�€���l�Z���n�h�j�f�m�\�Z�g�g�y���h�[�¶�}�d�l�•�\����

�\�b�d�h�j�b�k�l�Z�g�g�y�� �$�(�� �i�j�b�g�h�k�b�l�v�� �i�_�j�_�\�Z�]�b�� �Z�\�l�h�f�Z�l�b�q�g�h�€�� �l�Z�� �^�b�g�Z�f�•�q�g�h�€�� �i�h�[�m�^�h�\�b��

�h�[�¶�}�d�l�•�\�����s�h���i�j�b�a�\�h�^�b�l�v���^�h���\�b�k�h�d�h�€���l�h�q�g�h�k�l�•���\�b�y�\�e�_�g�g�y���a�Z�a�^�Z�e�_�]�•�^�v���\�b�a�g�Z�q�_�g�b�o��

�Z�l�Z�d�����s�h���•�k�g�m�x�l�v���m���g�Z�[�h�j�Z�o���^�Z�g�b�o�����>�h�k�e�•�^�`�m�x�q�b���\�Z�j�•�Z�g�l�b���l�Z���g�_�\�•�^�h�f�•���Z�l�Z�d�b�����y�d�•��
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�}�� �h�k�g�h�\�g�b�f�b�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f�b�� �d�•�[�_�j�[�_�a�i�_�d�b���� �^�h�k�e�•�^�g�b�d�b�� �g�Z�]�h�e�h�r�m�\�Z�e�b�� �g�Z��

�k�l�j�Z�l�_�]�•�y�o���k�Z�f�h�g�Z�\�q�Z�g�g�y�����s�h�[���a�j�h�[�b�l�b���$�(���[�•�e�v�r���i�h�l�m�`�g�b�f�� 

�F�_�l�h�^�b���\�b�y�\�e�_�g�g�y���g�Z�i�Z�^�•�\�����a�Z�k�g�h�\�Z�g�•���g�Z���]�e�b�[�h�d�•�c���\�•�j�• 

�=�e�b�[�b�g�g�Z�� �f�_�j�_�`�Z�� �i�_�j�_�d�h�g�Z�g�v��(deep belief net, DBN) �j�h�a�^�•�e�y�x�l�v�� �g�Z�� �^�\�•��

�d�Z�l�_�]�h�j�•�€ 

�� �H�[�f�_�“�`�_�g�Z���f�Z�r�b�“�g�Z���;�h�“�e�v�p�f�Z�g�Z�����H�F�;����restricted Boltzmann machine, RBM); 

�� �G�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z�� �a�\�h�j�h�l�g�h�]�h�� �j�h�a�i�h�\�k�x�^�`�_�g�g�y�� ���E�D�F�N�� �S�U�R�S�D�J�D�W�L�R�Q�� �Q�H�X�U�D�O��

network, BPNN ).  

�H�[�f�_�`�_�g�Z�� �f�Z�r�b�g�Z�� �;�h�e�v�p�f�Z�g�Z��- �p�_�� �f�_�j�_�`�Z�� �k�b�f�_�l�j�b�q�g�h�� �a�\�
�y�a�Z�g�b�o��

�k�l�h�o�Z�k�l�b�q�g�b�o���^�\�•�c�d�h�\�b�o���h�^�b�g�b�p�v�����Z���l�Z�d�h�`���\�h�g�Z���k�d�e�Z�^�Z�}�l�v�k�y���a���5�%�0�����<�h�g�Z���f�•�k�l�b�l�v��

�g�Z�[�•�j���\�b�^�b�f�b�o���l�Z���i�j�b�o�h�\�Z�g�b�o���h�^�b�g�b�p�v�����G�Z���\�•�^�f�•�g�m���\�•�^���f�h�^�_�e�•���'�%�1�����m�k�•���a�\�¶�y�a�d�b��

�f�•�`���r�Z�j�Z�f�b���\���f�h�^�_�e�•���'�%�0���g�_�k�i�j�y�f�h�\�Z�g�•�����'�%�0���f�Z�}���[�Z�]�Z�l�h���i�_�j�_�\�Z�]�����\�•�g���a�[�_�j�•�]�Z�}��

�l�Z�� �\�b�y�\�e�y�}�� �i�j�_�^�k�l�Z�\�e�_�g�g�y�� �r�Z�j�•�\�� �\�o�•�^�g�b�o�� �^�Z�g�b�o�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �_�n�_�d�l�b�\�g�h�€��

�\�•�^�i�h�\�•�^�g�h�€���i�j�h�p�_�^�m�j�b�����c�h�]�h���f�h�`�g�Z���g�Z�\�q�b�l�b���g�_�f�Z�j�d�h�\�Z�g�b�f���^�Z�g�b�f�����Z���i�Z�j�Z�f�_�l�j�b��

�\�k�•�o���r�Z�j�•�\���f�h�`�g�Z���k�i�•�e�v�g�h���h�i�l�b�f�•�a�m�\�Z�l�b���m���n�m�g�d�p�•�€���i�j�Z�\�^�h�i�h�^�•�[�g�h�k�l�•�����H�^�g�Z�d���'�%�0��

�f�Z�}�� �g�_�^�h�e�•�d���� �s�h�� �q�Z�k�� �g�Z�\�q�Z�g�g�y�� �a�j�h�k�l�Z�}�� �\�� �]�_�h�f�_�l�j�b�q�g�•�c�� �i�j�h�]�j�_�k�•�€�� �•�a���a�[�•�e�v�r�_�g�g�y�f��

�j�h�a�f�•�j�m�� �f�Z�r�b�g�b�� �l�Z�� �d�•�e�v�d�h�k�l�•�� �j�•�\�g�•�\�� �a�
�}�^�g�Z�g�g�y���� �s�h�� �j�h�[�b�l�v�� �f�Z�k�r�l�Z�[�g�_�� �\�b�\�q�_�g�g�y��

�f�h�^�_�e�•�� �'�%�0�� �g�_�i�j�h�k�l�b�f���� �H�l�`�_���� �f�b�� �i�j�h�k�l�h�� �a�f�_�g�r�m�}�f�h�� �j�h�a�f�•�j�� �^�h�d�m�f�_�g�l�Z�� �•��

�m�k�m�\�Z�}�f�h���r�m�f���a�Z���^�h�i�h�f�h�]�h�x���f�h�^�_�e�•���'�%�0���\���g�b�`�g�•�o���r�Z�j�Z�o�����Z���i�h�l�•�f���i�j�h�^�h�\�`�m�}�f�h��

�g�Z�\�q�Z�g�g�y���a���f�h�^�_�e�e�x���'�%�1. 

�I�h���k�m�l�•�����5�%�0��- �p�_���\�b�i�Z�^�d�h�\�Z���k�l�j�m�d�l�m�j�Z���]�_�g�_�j�m�x�q�h�€���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•�����y�d�Z��

�}�� �g�_�k�i�j�y�f�h�\�Z�g�h�x�� �]�j�Z�n�•�q�g�h�x�� �f�h�^�_�e�e�x���� �s�h�� �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �j�•�a�g�b�o�� �r�Z�j�•�\����

�i�h�[�m�^�h�\�Z�g�b�o�� �\�b�^�b�f�b�f�b�� �g�_�c�j�h�g�Z�f�b�� �l�Z�� �i�j�b�o�h�\�Z�g�b�f�b�� �g�_�c�j�h�g�Z�f�b���� �Q�_�j�_�a��

�o�Z�j�Z�d�l�_�j�b�k�l�b�d�b���5�%�0���_�n�_�d�l�b�\�g�h���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b���^�e�y��DBN, �s�h�[���l�j�_�g�m�\�Z�l�b���r�Z�j��

�a�Z���r�Z�j�h�f��  

�I�j�h�]�j�Z�f�g�_���a�Z�[�_�a�i�_�q�_�g�g�y���\�d�e�x�q�Z�}���i�h�k�e�•�^�h�\�g�h�k�l�•���h�i�_�j�Z�p�•�c�g�b�o���d�h�^�•�\���•���'�%�1��

�^�e�y�� �\�b�y�\�e�_�g�g�y�� �a�e�h�\�f�b�k�g�h�]�h�� �i�j�h�]�j�Z�f�g�h�]�h���a�Z�[�_�a�i�_�q�_�g�g�y���� �\�b�d�h�j�b�k�l�h�\�m�x�q�b��

�g�_�d�h�g�l�j�h�e�v�h�\�Z�g�_�� �g�Z�\�q�Z�g�g�y�� �^�e�y�� �i�h�i�_�j�_�^�g�v�h�€�� �i�•�^�]�h�l�h�\�d�b�� �[�Z�]�Z�l�h�r�Z�j�h�\�h�€��

�]�_�g�_�j�Z�l�b�\�g�h�€�� �f�h�^�_�e�•���� �s�h�[�� �^�h�i�h�f�h�]�l�b�� �'�%�1�� �\�b�j�•�r�b�l�b�� �i�j�h�[�e�_�f�m��

�i�_�j�_�h�[�e�Z�^�g�Z�g�g�y�>�����@�����K�l�j�m�d�l�m�j�m���g�Z�����f�Z�e�x�g�h�d 2.5)�����^�_���\�b�k�\�•�l�e�_�g�h���j�h�[�h�l�Z���'�%�1���y�d��
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�d�e�Z�k�b�n�•�d�Z�l�h�j�� �m�� �\�k�v�h�f�m�� �j�h�[�h�q�h�f�m�� �i�j�h�p�_�k�•�� �a�� �_�l�Z�i�Z�f�b�� �g�Z�\�q�Z�g�g�y�� �5�%�0���� �A�Z��

�^�h�i�h�f�h�]�h�x���^�h�^�Z�l�d�h�\�b�o���g�_�f�Z�j�d�h�\�Z�g�b�o���^�Z�g�b�o���'�%�1���f�h�`�_���^�h�k�y�]�l�b���l�h�q�g�h�k�l�•���^�h������������

�s�h���i�_�j�_�\�_�j�r�m�}���l�j�b���•�g�r�•���l�j�Z�^�b�p�•�c�g�•���f�h�^�_�e�•���r�l�m�q�g�h�]�h���•�g�l�_�e�_�d�l�m�����l�h�[�l�h��SVM, kNN 

�l�Z���^�_�j�_�\�h���j�•�r�_�g�v�����H�^�g�Z�d���€�o���f�_�l�h�^�b���g�_���\�b�i�j�Z�\�^�Z�g�•���•�g�r�b�f�b���i�h�d�Z�a�g�b�d�Z�f�b�� 

�J�h�[�h�q�b�c�� �i�j�h�p�_�k�� �i�•�^�o�h�^�m�� �^�h�� �\�b�y�\�e�_�g�g�y�� �r�d�•�^�e�b�\�h�]�h�� �i�j�h�]�j�Z�f�g�h�]�h��

�a�Z�[�_�a�i�_�q�_�g�g�y���k�d�e�Z�^�Z�}�l�v�k�y���a���l�j�v�h�o���h�k�g�h�\�g�b�o���d�h�f�i�h�g�_�g�l�•�\�>�����@���� 

�� �Z�g�Z�e�•�a�Z�l�h�j��PE (Portable Executable);  

�� �_�d�k�l�j�Z�d�l�h�j���n�m�g�d�p�•�c�� 

�� �f�h�^�m�e�v���\�b�y�\�e�_�g�g�y���r�d�•�^�e�b�\�h�]�h���i�j�h�]�j�Z�f�g�h�]�h���a�Z�[�_�a�i�_�q�_�g�g�y. 

 

 ���������K�l�j�m�d�l�m�j�Z���j�h�[�h�l�b���'�%�1�� 

 

�A�Z�a�g�Z�q�Z�}�l�v�k�y���� �s�h�� �'�%�1�� �}�� �h�k�g�h�\�g�b�f�� �d�e�Z�k�b�n�•�d�Z�l�h�j�h�f�� �f�h�^�m�e�y�� �\�b�y�\�e�_�g�g�y��

�r�d�•�^�e�b�\�b�o���i�j�h�]�j�Z�f�� 

�H�k�d�•�e�v�d�b�� �i�h�\�_�^�•�g�d�h�\�•�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �k�i�_�p�•�Z�e�v�g�b�o�� �f�_�j�_�`�� �k�i�j�b�q�b�g�b�e�b��

�\�_�e�b�d�•���\�b�d�e�b�d�b���[�_�a�i�_�p�•���f�_�j�_�`�����>�����@���]�e�b�[�b�g�g�Z���f�_�j�_�`�Z���i�_�j�_�d�h�g�Z�g�v�����a�Z�k�g�h�\�Z�g�Z���g�Z��

�k�i�_�p�•�Z�e�v�g�•�c���k�l�j�m�d�l�m�j�•���\�b�y�\�e�_�g�g�y���\�l�h�j�]�g�_�g�v���f�_�j�_�`�•�����F�h�^�_�e�v��DBN �f�•�k�l�b�l�v���r�•�k�l�v 

�f�h�^�m�e�•�\���� 

�� �\�m�a�h�e���[�_�a�^�j�h�l�h�\�h�]�h���f�h�g�•�l�h�j�b�g�]�m���^�e�y���h�l�j�b�f�Z�g�g�y���^�Z�g�b�o���� 
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�� �f�h�^�m�e�v���a�e�b�l�l�y���^�Z�g�b�o���^�e�y���a�e�b�l�l�y���d�h�j�b�k�g�b�o���^�Z�g�b�o���l�Z���\�b�^�Z�e�_�g�g�y���g�Z�^�f�•�j�g�h�k�l�•�� 

�� �g�Z�\�q�Z�e�v�g�b�c���f�h�^�m�e�v���'�%�1�� 

�� �f�h�^�m�e�v���\�l�h�j�]�g�_�g�g�y���'�%�1���^�e�y���g�Z�\�q�Z�g�g�y���l�Z���\�b�a�g�Z�q�_�g�g�y�� 

�� �f�h�^�m�e�v�� �\�•�^�i�h�\�•�^�•���� �y�d�b�c�� �\�b�j�Z�`�Z�}�� �j�_�a�m�e�v�l�Z�l�b�� �a�Z�i�j�h�i�h�g�h�\�Z�g�h�€�� �f�h�^�_�e�•�� �^�e�y��

�d�h�j�b�k�l�m�\�Z�q�•�\�� 

�'�%�1�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �\�l�h�j�]�g�_�g�g�y�>�����@���� �i�j�h�i�h�g�m�}�l�v�k�y�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b��

�_�n�_�d�l�b�\�g�m�� �i�e�Z�l�n�h�j�f�m�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �k�i�j�h�[�� �\�l�h�j�]�g�_�g�g�y�� �\�� �f�_�j�_�`�_�\�•�� �l�j�Z�n�•�d�b����

�I�h�[�m�^�h�\�Z�g�Z���k�b�k�l�_�f�Z�� �k�i�h�q�Z�l�d�m�� �\�b�d�h�j�b�k�l�h�\�m�}�� �p�b�n�j�h�\�_�� �d�h�^�m�\�Z�g�g�y�� �l�Z��

�k�l�Z�g�^�Z�j�l�b�a�h�\�Z�g�b�c�� �f�_�l�h�^�� �^�e�y�� �\�b�[�h�j�m�� �n�m�g�d�p�•�c���� �Z�� �i�h�l�•�f�� �\�b�d�h�j�b�k�l�h�\�m�}�� �'�%�1�� �^�e�y��

�d�e�Z�k�b�n�•�d�Z�p�•�€�� �\�l�h�j�]�g�_�g�g�y�� �\�� �f�_�j�_�`�m���� �i�j�b�k�\�h�x�x�q�b�� �f�•�l�d�m�� �d�e�Z�k�m�� �d�h�`�g�h�f�m�� �\�_�d�l�h�j�m��

�h�a�g�Z�d���� �A�]�•�^�g�h�� �a�� �j�_�a�m�e�v�l�Z�l�Z�f�b�� �_�d�k�i�_�j�b�f�_�g�l�•�\�� �l�Z�� �Z�g�Z�e�•�a�h�f���� �i�h�[�m�^�h�\�Z�g�Z�� �k�b�k�l�_�f�Z��

�f�h�`�_�� �g�_�� �l�•�e�v�d�b�� �\�b�y�\�e�y�l�b�� �Z�l�Z�d�b���� �Z�e�_�� �•�� �l�h�q�g�h�� �•�^�_�g�l�b�n�•�d�m�\�Z�l�b�� �l�Z�� �d�e�Z�k�b�n�•�d�m�\�Z�l�b��

�f�_�j�_�`�_�\�•���^�•�€���a�Z���h�[�f�_�`�_�g�b�f�b�����g�_�i�h�\�g�b�f�b���l�Z���g�_�e�•�g�•�c�g�b�f�b���^�`�_�j�_�e�Z�f�b���^�Z�g�b�o�� 

�1�k�g�m�}�� �s�_�� �[�Z�]�Z�l�h�� �g�_�\�b�j�•�r�_�g�b�o���i�j�h�[�e�_�f�����l�Z�d�b�o���y�d���g�Z�^�e�b�r�d�h�\�Z�� �•�g�n�h�j�f�Z�p�•�y����

�y�d�m���e�_�]�d�h���a�Z�n�•�d�k�m�\�Z�l�b���\���e�h�d�Z�e�v�g�h�f�m���f�Z�d�k�b�f�m�f�•�����>�e�y���\�b�j�•�r�_�g�g�y���p�b�o���i�j�h�[�e�_�f���>�����@��

�\�b�y�\�e�y�x�l�v���Z�l�Z�d�b���\�l�h�j�]�g�_�g�g�y�����a�Z�e�m�q�Z�x�q�b���'�%�1���l�Z���c�f�h�\�•�j�g�•�k�g�m���g�_�c�j�h�g�g�m���f�_�j�_�`�m��

(PNN�������I�h-�i�_�j�r�_�����f�Z�k�r�l�Z�[�m�\�Z�l�b���\�b�o�•�^�g�•���l�Z���\�o�•�^�g�•���^�Z�g�•���^�h���g�b�a�v�d�h���\�b�f�•�j�x�\�Z�e�v�g�b�o, 

�\�b�d�h�j�b�k�l�h�\�m�x�q�b�� �f�h�`�e�b�\�h�k�l�•�� �g�_�e�•�g�•�c�g�h�]�h�� �h�i�b�k�m�� �'�%�1���� �L�b�f�� �q�Z�k�h�f�� �'�%�1�� �f�h�`�_��

�i�•�^�l�j�b�f�m�\�Z�l�b�� �h�k�g�h�\�g�•�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �\�b�o�•�^�g�b�o�� �^�Z�g�b�o�� �m�� �i�h�^�Z�g�g�•���� �I�h-�^�j�m�]�_����

�Z�e�]�h�j�b�l�f�� �h�i�l�b�f�•�a�Z�p�•�€�� �q�Z�k�l�b�g�h�d�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�� �^�e�y�� �a�f�_�g�r�_�g�g�y�� �j�h�a�f�•�j�m��

�i�j�b�o�h�\�Z�g�b�o�� �\�m�a�e�•�\�� �d�h�`�g�h�]�h�� �r�Z�j�m���� �I�h-�l�j�_�l�}����PNN �\�\�h�^�b�l�b�� �^�e�y�� �d�e�Z�k�b�n�•�d�Z�p�•�€��

�g�b�a�v�d�h���\�b�f�•�j�g�h�€ �•�g�n�h�j�f�Z�p�•�€���� 

�<�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �m���j�_�`�b�f�•�� �j�_�Z�e�v�g�h�]�h�� �q�Z�k�m���}�� �g�Z�c�[�•�e�v�r�Z���i�j�h�[�e�_�f�Z���� �>�����@���^�e�y��

�m�k�m�g�_�g�g�y�� �i�j�h�[�e�_�f�b�� �•�k�g�m�}�� �f�_�l�h�^�� �\�b�y�\�e�_�g�g�y�� �Z�g�h�f�Z�e�•�€���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z�� �'�%�1���� �y�d�b�c��

�k�d�e�Z�^�Z�}�l�v�k�y�� �e�b�r�_�� �a���h�^�g�h�]�h�� �i�j�b�o�h�\�Z�g�h�]�h�� �j�•�\�g�y�� �5�%�0���l�Z�� �r�Z�j�m���l�h�g�d�h�€���g�Z�k�l�j�h�c�d�b����

�i�h�[�m�^�h�\�Z�g�h�]�h���a�Z���^�h�i�h�f�h�]�h�x���d�e�Z�k�b�n�•�d�Z�l�h�j�Z���e�h�]�•�k�l�b�q�g�h�€���j�_�]�j�_�k�•�€�����F�_�l�h�^���i�j�h�i�h�g�m�}��

�f�h�`�e�b�\�•�k�l�v�� �\�i�j�h�\�Z�^�`�_�g�g�y�� �]�e�b�[�h�d�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �g�Z��

�i�e�Z�l�n�h�j�f�Z�o�� �a�� �g�b�a�v�d�b�f�b�� �h�[�q�b�k�e�x�\�Z�e�v�g�b�f�b�� �j�_�k�m�j�k�Z�f�b���� �l�Z�d�b�o�� �y�d�� �[�_�a�i�•�e�h�l�g�b�d�b����

�k�l�•�e�v�g�b�d�h�\�•���l�_�e�_�n�h�g�b���l�Z���i�_�j�k�h�g�Z�e�v�g�•���d�h�f�i�
�x�l�_�j�b�����s�h���a�g�Z�q�g�h���j�h�a�r�b�j�x�}���k�p�_�g�Z�j�•�€��

�\�b�d�h�j�b�k�l�Z�g�g�y���l�Z�d�b�o���f�_�l�h�^�•�\�� 
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�H�k�d�•�e�v�d�b�� �l�j�Z�^�b�p�•�c�g�•�� �i�•�^�o�h�^�b�� �^�h�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� �k�l�b�d�Z�x�l�v�k�y�� �a��
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�H�k�g�h�\�g�Z�� �•�^�_�y�� �*�$�1�� �i�h�o�h�^�b�l�v�� �\�•�^�� �•�^�_�€�� �]�j�b�� �a�� �g�m�e�v�h�\�h�x�� �k�m�f�h�x���� �D�h�e�b�� �*�$�1��

�a�Z�k�l�h�k�h�\�m�}�l�v�k�y�� �^�h�� �]�e�b�[�h�d�h�€�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•���� �\�•�g�� �i�j�h�^�h�\�`�m�}�� �]�j�Z�l�b�� �\�� �•�]�j�b�� �f�•�`��

�]�_�g�_�j�Z�l�h�j�h�f�� �•�� �^�b�k�d�j�b�f�•�g�Z�l�h�j�h�f, �l�Z�� �a�^�Z�l�g�•�k�l�x�� �\�b�\�q�b�l�b�� �m�y�\�e�_�g�g�y�� �j�h�a�i�h�^�•�e�m��

�n�Z�d�l�b�q�g�b�o�� �^�Z�g�b�o���� �H�k�g�h�\�g�Z�� �a�Z�^�Z�q�Z�� �*�$�1�� �i�h�e�y�]�Z�}�� �\�� �•�f�•�l�Z�p�•�€���� �f�h�^�_�e�x�\�Z�g�g�•�� �l�Z��

�\�b�\�q�_�g�g�•���o�Z�j�Z�d�l�_�j�b�k�l�b�d���j�h�a�i�h�^�•�e�m���j�_�Z�e�v�g�b�o���^�Z�g�b�o�����g�Z�k�d�•�e�v�d�b���p�_���f�h�`�e�b�\�h�����l�h�^�•��

�y�d���a�Z�\�^�Z�g�g�y���i�h�e�y�]�Z�}���\���l�h�f�m�����s�h�[���j�h�a�j�•�a�g�b�l�b�����q�b���\�o�•�^�g�•���^�Z�g�•���i�h�o�h�^�y�l�v���\�•�^���j�_�Z�e�v�g�b�o��

�^�Z�g�b�o�� �q�b�� �\�b�\�h�^�m. �A�Z�\�^�y�d�b�� �[�_�a�i�_�j�_�j�\�g�h�€�� �d�h�g�d�m�j�_�g�p�•�€�� �f�•�`�� �p�b�f�b�� �\�g�m�l�j�•�r�g�•�f�b��

�f�h�^�_�e�y�f�b�����f�h�`�e�b�\�•�k�l�v���]�_�g�_�j�Z�p�•�€�� 

�G�_�a�\�Z�`�Z�x�q�b���g�Z���l�_�����s�h���*�$�1���}���g�h�\�b�f���m���d�h�g�p�_�i�p�•�€���l�Z���\�Z�`�d�b�f���m���g�Z�\�q�Z�e�v�g�h�f�m��

�i�j�h�p�_�k�•���>�����@�� �I�•�^�o�h�^�b���� �a�Z�k�g�h�\�m�x�l�v�k�y�� �g�Z�� �*�$�1���� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �g�Z��

�[�_�a�^�j�h�l�h�\�h�f�m�� �a�\�
�y�a�d�m�� �l�Z�� �a�Z�o�b�k�l�m�� �€�o�� �g�Z�� �h�k�g�h�\�•�� �a�•�[�j�Z�g�h�€ �•�g�n�h�j�f�Z�p�•�€�� �i�j�h�� �Z�l�Z�d�b����

�f �h�^�_�e�v�� �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �i�_�j�_�^�Z�\�Z�q�Z���� �i�j�b�c�f�Z�q�Z�� �l�Z�� �i�_�j�_�r�d�h�^���� �I�•�^�]�h�l�h�\�e�_�g�b�c��

�d�e�Z�k�b�n�•�d�Z�l�h�j�� �i�j�b�c�f�Z�}�l�v�k�y�� �i�_�j�_�^�Z�\�Z�q�_�f�� �^�e�y�� �i�j�h�]�g�h�a�m�\�Z�g�g�y�� �i�h�l�h�q�g�h�]�h�� �k�l�Z�g�m��

�d�Z�g�Z�e�m�� �l�Z�� �\�b�j�•�r�_�g�g�y�� �i�b�l�Z�g�g�y�� �g�Z�^�k�b�e�Z�g�g�y�� �g�Z�� �h�k�g�h�\�•�� �h�k�l�Z�g�g�•�o�� �j�_�a�m�e�v�l�Z�l�•�\��

�a�h�g�^�m�\�Z�g�g�y�����l�h�^�•���y�d���•�g�r�b�c���f�_�l�h�^���a�[�b�j�Z�}���k�l�Z�g���d�Z�g�Z�e�m���^�e�y���i�h�[�m�^�h�\�b���d�e�Z�k�b�n�•�d�Z�l�h�j�Z����

�y�d�b�c���f�h�`�_���i�_�j�_�^�[�Z�q�b�l�b���g�Z�k�l�m�i�g�m���i�_�j�_�^�Z�q�m���l�Z���m�k�i�•�r�g�h���€�€���a�Z�[�e�h�d�m�\�Z�l�b���� 

�<�b�d�h�j�b�k�l�Z�g�g�y�� �l�_�o�g�h�e�h�]�•�€�� �f�Z�r�b�g�g�h�]�h�� �g�Z�\�q�Z�g�g�y�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �n�•�r�b�g�]�m����

�l�h�[�l�h�� �8�5�/-�Z�^�j�_�k�b�� �n�Z�e�v�r�b�\�h�€�� �\�_�[-�Z�^�j�_�k�b���� �d�h�j�b�k�l�m�}�l�v�k�y�� �i�h�i�m�e�y�j�g�•�k�l�x�� �a�Z�\�^�y�d�b��

�k�\�h�€�c�� �\�b�k�h�d�•�c�� �_�n�_�d�l�b�\�g�h�k�l�•�� �l�Z�� �j�_�Z�]�m�\�Z�g�g�x�� �\�� �j�_�`�b�f�•�� �j�_�Z�e�v�g�h�]�h�� �q�Z�k�m���� �H�^�g�Z�d��

�k�m�i�_�j�g�b�d�� �f�h�`�_�� �h�[�•�c�l�b�� �Z�e�]�h�j�b�l�f�� �d�e�Z�k�b�n�•�d�Z�p�•�€��URL-�Z�^�j�_�k���� �f�h�^�b�n�•�d�m�x�q�b��

�d�h�f�i�h�g�_�g�l�b���� �S�h�[�� �\�b�j�•�r�b�l�b�� �p�x�� �i�j�h�[�e�_�f�m���� �>�����@�� �i�j�h�i�h�g�m�}�l�v�k�y�� �a�]�_�g�_�j�m�\�Z�l�b��

�i�j�b�d�e�Z�^�b�� �n�•�r�b�g�]�m�� �g�Z�� �h�k�g�h�\�•�� �8�5�/-�Z�^�j�_�k�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �]�_�g�_�j�Z�l�h�j�Z�� �*�$�1���� �y�d�b�c��

�i�h�l�•�f���i�_�j�_�^�Z�}�l�v�k�y���g�Z���^�b�k�d�j�b�f�•�g�Z�l�h�j�����l�h�[�l�h���^�_�l�_�d�l�h�j���n�•�r�b�g�]�m���q�h�j�g�h�€���k�d�j�b�g�v�d�b����
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�F�h�^�_�e�•�� �*�$�1���� �^�_�� �€�€�� �k�l�j�m�d�l�m�j�Z�� �i�h�d�Z�a�Z�g�Z�� �g�Z�����f�Z�e�x�g�h�d 2.6)���� �]�_�g�_�j�m�}�� �f�h�`�e�b�\�•��

�i�h�j�m�r�_�g�•�� �\�_�j�k�•�€�� �j�_�Z�e�v�g�b�o�� �i�j�b�d�e�Z�^�•�\ �n�•�r�b�g�]�m�� �l�Z�� �i�_�j�_�l�\�h�j�x�}�� �€�o�� �g�Z�� �i�j�b�d�e�Z�^�b��

�k�m�i�_�j�g�b�d�•�\���� �F�_�j�_�`�Z�� �^�b�k�d�j�b�f�•�g�Z�l�h�j�•�\�� �\�q�b�l�v�k�y�� �d�e�Z�k�b�n�•�d�m�\�Z�l�b�� �y�d�� �a�]�_�g�_�j�h�\�Z�g�•��

�i�j�b�d�e�Z�^�b�����l�Z�d���•���j�_�Z�e�v�g�•�����s�h���i�j�Z�p�x�x�l�v���y�d���n�•�r�b�g�]-�^�_�l�_�d�l�h�j�����^�_���i�Z�j�Z�f�_�l�j�b���l�Z���\�Z�]�b��

�]�_�g�_�j�Z�l�h�j�Z���h�g�h�\�e�x�x�l�v�k�y���•�g�n�h�j�f�Z�p�•�}�x�����s�h���g�Z�^�o�h�^�b�l�v���\�•�^���^�b�k�d�j�b�f�•�g�Z�l�h�j�Z�� �I�•�k�e�y��

�l�_�k�l�m�\�Z�g�g�y�� �•�a�� �a�Z�]�Z�e�v�g�h�^�h�k�l�m�i�g�b�f�� �g�Z�[�h�j�h�f�� �^�Z�g�b�o�� �n�•�r�b�g�]�m�� �€�o�� �_�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�•��

�j�_�a�m�e�v�l�Z�l�b�� �i�h�d�Z�a�m�x�l�v���� �s�h�� �a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �g�b�f�b�� �*�$�1�� �}�� �m�k�i�•�r�g�b�f���� �m�g�b�d�Z�x�q�b��

�\�_�e�b�d�h�€���d�•�e�v�d�h�k�l�•���g�_�\�•�^�h�f�b�o���i�j�b�d�e�Z�^�•�\���n�•�r�b�g�]�m�� 

�*�$�1�� �g�_�� �q�Z�k�l�h�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �i�h�e�y�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d���� �G�Z�k�i�j�Z�\�^�•����

�*�$�1���r�\�b�^�d�h���j�h�a�\�b�\�Z�}�l�v�k�y���a���l�h�q�d�b���a�h�j�m���k�l�j�m�d�l�m�j�����Z�e�]�h�j�b�l�f�•�\�����<���^�Z�g�b�c���q�Z�k���*�$�1��

�i�h�d�Z�a�Z�\�� �[�Z�]�Z�l�h�h�[�•�p�y�x�q�•�� �j�_�a�m�e�v�l�Z�l�b�� �m�� �[�Z�]�Z�l�v�h�o�� �k�n�_�j�Z�o���� �s�h�� �a�f�m�r�m�}�� �\�\�Z�`�Z�l�b��

�i�j�h�i�h�g�m�\�Z�g�g�y�� �g�h�\�h�€�� �l�_�o�g�•�d�b�� �k�b�g�l�_�a�m�� �k�i�j�h�[�� �}�� �^�h�k�b�l�v�� �\�Z�`�e�b�\�b�f�� �^�e�y�� �k�l�\�h�j�_�g�g�y��

�a�Z�o�b�k�g�h�]�h�� �f�_�o�Z�g�•�a�f�m���� �L�Z�d�b�c�� �g�h�\�b�c�� �a�Z�o�b�k�g�b�c�� �f�_�o�Z�g�•�a�f�� �f�h�`�_�� �^�h�^�Z�l�d�h�\�h��

�\�b�d�h�g�m�\�Z�l�b���[�_�a�e�•�q���a�Z�\�^�Z�g�v�����l�Z�d�b�o���y�d���a�Z�i�h�[�•�]�Z�g�g�y���k�i�j�h�[�Z�f���n�•�r�b�g�]�m���g�m�e�v�h�\�b�o���^�g�•�\����

�\�b�d�h�g�Z�g�g�y�� �k�i�Z�f�m�� �^�m�f�h�d�� �l�Z�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �\�l�h�j�]�g�_�g�v���� �L�h�f�m�� �•�k�g�m�}�� �r�b�j�h�d�b�c��

�^�h�k�e�•�^�g�b�p�v�d�b�c���i�j�h�k�l�•�j���^�e�y���a�\�¶�y�a�d�m���k�l�j�m�d�l�m�j�b���*�$�1���•�a���k�b�k�l�_�f�h�x���\�b�y�\�e�_�g�g�y���Z�l�Z�d�� 

�F�_�l�h�^�b���\�b�y�\�e�_�g�g�y���Z�l�Z�d���g�Z���h�k�g�h�\�•���]�e�b�[�h�d�b�o���g�_�c�j�h�g�g�b�o���f�_�j�_�` 

�'�1�1���a�Z�k�l�h�k�h�\�m�x�l�v�k�y���\���d�•�e�v�d�h�o���h�[�e�Z�k�l�y�o���i�j�h�l�y�]�h�f���h�k�l�Z�g�g�•�o���j�h�d�•�\�����k�_�j�_�^��

�y�d�b�o�� �j�h�a�i�•�a�g�Z�\�Z�g�g�y�� �f�h�\�b�� �[�m�e�h�� �a�g�Z�q�g�h�� �i�h�d�j�Z�s�_�g�h���� �D�j�•�f�� �l�h�]�h���� �d�e�Z�k�b�n�•�d�Z�p�•�y��

�a�h�[�j�Z�`�_�g�v���l�Z���j�h�a�m�f�•�g�g�y���i�j�b�j�h�^�g�h�€���f�h�\�b���l�Z�d�h�`���h�l�j�b�f�m�x�l�v �\�b�]�h�^�m���\�•�^���'�1�1�� 
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���������K�l�j�m�d�l�m�j�Z���f�h�^�_�e�•���'�1�1 

�F�h�^�_�e�v�� �'�1�1��- �p�_�� �i�j�y�f�Z�� �g�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z�� �a�� �^�_�d�•�e�v�d�h�f�Z�� �r�Z�j�Z�f�b���� �y�d�•�� �}��

�g�_�e�•�g�•�c�g�b�f�b�� �l�j�Z�g�k�n�h�j�f�Z�l�h�j�Z�f�b���� �<�•�g�� �i�_�j�_�l�\�h�j�x�}�� �\�o�•�^�g�•�� �\�_�d�l�h�j�b�� �m�� �\�•�^�i�h�\�•�^�g�•��

�\�b�o�•�^�g�•�� �\�_�d�l�h�j�b�� �l�Z�� �k�i�j�b�y�}�� �i�h�^�Z�e�v�r�h�f�m�� �j�h�a�i�•�a�g�Z�\�Z�g�g�x���� �>�e�y�� �k�b�k�l�_�f�b��

�Z�\�l�h�f�Z�l�b�q�g�h�]�h�� �j�h�a�i�•�a�g�Z�\�Z�g�g�y�� �f�h�\�b�� ��ASR���� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �f�h�^�_�e�v�� �'�1�1�� �^�e�y��

�i�_�j�_�l�\�h�j�_�g�g�y�� �h�k�h�[�e�b�\�h�k�l�_�c�� �i�j�h�f�h�\�� �m�� �f�•�l�d�b���� �s�h�� �\�•�^�i�h�\�•�^�Z�x�l�v�� �k�l�Z�g�Z�f�� �m��

�i�j�b�o�h�\�Z�g�b�o���f�Z�j�d�h�\�k�v�d�b�o���f�h�^�_�e�y�o����HMM). 

�K�l�j�m�d�l�m�j�Z�� �f�h�^�_�e�•�� �'�1�1 (�f�Z�e�x�g�h�d���������������� �y�d�� �i�j�Z�\�b�e�h���� �k�d�e�Z�^�Z�}�l�v�k�y�� �a��

�g�Z�k�l�m�i�g�b�o���q�Z�k�l�b�g��: 

�� �\�o�•�^�g�b�c���j�•�\�_�g�v�����y�d�b�c���\�•�^�g�h�\�e�x�}���\�o�•�^�g�•���^�Z�g�•���\�•�^���n�m�g�d�p�•�c�� 

�� �i�j�b�o�h�\�Z�g�•���[�e�h�d�b�����y�d�•���\�•�^�g�h�\�e�x�x�l�v���i�j�h�f�•�`�g�•���j�_�a�m�e�v�l�Z�l�b���i�_�j�_�l�\�h�j�_�g�g�y�� 

�� �\�b�o�•�^�g�b�c�� �j�•�\�_�g�v���� �y�d�b�c�� �\�•�^�g�h�\�e�x�}�� �j�_�a�m�e�v�l�Z�l�b���� �s�h�� �i�j�_�^�k�l�Z�\�e�y�x�l�v�� �d�•�g�p�_�\�•��

�j�_�a�m�e�v�l�Z�l�b���i�_�j�_�l�\�h�j�_�g�g�y�� 

�� �Z�d�l�b�\�Z�p�•�c�g�•���n�m�g�d�p�•�€�����s�h���•�f�•�l�m�x�l�v���\�e�Z�k�l�b�\�h�k�l�•���[�•�h�e�h�]�•�q�g�b�o���g�_�c�j�h�g�•�\�� 

�� �\�Z�]�b���� �y�d�•�� �i�j�_�^�k�l�Z�\�e�y�x�l�v�� �\�Z�`�e�b�\�•�k�l�v�� �d�h�`�g�h�€�� �h�^�b�g�b�p�•�� �m�� �\�o�•�^�g�h�f�m�� �r�Z�j�•�� �Z�[�h��

�i�j�b�o�h�\�Z�g�b�o���r�Z�j�Z�o�� 

�� �a�f�•�s�_�g�g�y�����y�d�_���a�Z�[�_�a�i�_�q�m�}���h�k�g�h�\�g�•���f�h�f�_�g�l�b���^�e�y���n�m�g�d�p�•�c���Z�d�l�b�\�Z�p�•�€�� 
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�M�� �'�1�1�� �k�b�k�l�_�f��ASR �a�\�b�q�Z�c�g�Z�� �e�h�]�•�k�l�b�q�g�Z�� �n�m�g�d�p�•�y�� �}�� �h�^�g�•�}�x�� �a�� �g�Z�c�[�•�e�v�r��

�r�b�j�h�d�h�� �\�b�d�h�j�b�k�l�h�\�m�\�Z�g�b�o�� �n�m�g�d�p�•�c�� �Z�d�l�b�\�Z�p�•�€���� �s�h�� �g�Z�a�b�\�Z�}�l�v�k�y�� �©�k�b�]�f�h�\�b�^�g�h�x��

�n�m�g�d�p�•�}�x�ª�� �a�Z�\�^�y�d�b�� �k�\�h�€�c�� �n�h�j�f�•���� �1�g�r�b�f�b�� �k�e�h�\�Z�f�b���� �e�h�]�•�k�l�b�q�g�Z�� �n�m�g�d�p�•�y�� �n�h�j�f�m�}��

�\�e�Z�k�l�b�\�•�k�l�v���� �i�h�^�•�[�g�m�� �^�h�� �[�•�h�e�h�]�•�q�g�h�]�h�� �g�_�c�j�h�g�Z���� �\�b�d�h�g�m�x�q�b�� �k�l�Z�g�� �k�i�h�d�h�x�� �Z�[�h��

�Z�d�l�b�\�h�\�Z�g�b�c�� �k�l�Z�g���� �A�� �p�•�}�x�� �e�h�]�•�k�l�b�q�g�h�x�� �n�m�g�d�p�•�}�x�� �l�Z�d�h�`�� �•�k�g�m�}�� �i�h�j�h�]�h�\�Z�� �l�h�q�d�Z����

�i�h�^�•�[�g�Z�� �^�h�� �i�h�j�h�]�h�\�h�]�h�� �i�h�l�_�g�p�•�Z�e�m�� �[�•�h�e�h�]�•�q�g�h�]�h�� �g�_�c�j�h�g�Z���� �P�y�� �\�e�Z�k�l�b�\�•�k�l�v��

�i�j�b�a�\�h�^�b�l�v�� �^�h�� �l�h�]�h���� �s�h�� �[�•�e�v�r�•�k�l�v�� �[�e�h�d�•�\�� �\�� �'�1�1�� �f�Z�x�l�v�� �e�b�r�_�� �^�\�Z�� �k�l�Z�g�b�� �i�j�b��

�j�h�[�h�l�•���� �H�k�d�•�e�v�d�b�� �^�\�Z�� �k�l�Z�g�b�� �a�^�Z�l�g�•�� �i�j�_�^�k�l�Z�\�e�y�l�b�� �^�\�•�� �j�•�a�g�•�� �f�h�^�_�e�•���� �p�y�� �n�m�g�d�p�•�y��

�r�b�j�h�d�h���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y���\�b�j�•�r�_�g�g�y���i�j�h�[�e�_�f���d�e�Z�k�b�n�•�d�Z�p�•�€�� 

�F�Z�l�_�f�Z�l�b�q�g�h���� �e�h�]�•�k�l�b�q�g�Z�� �n�m�g�d�p�•�y�� ������������ �f�h�g�h�l�h�g�g�h�� �a�j�h�k�l�Z�}�� �•�� �g�_�e�•�g�•�c�g�Z�� �a��

�\�b�a�g�Z�q�_�g�g�y�f���h�[�e�Z�k�l�•���l�Z���^�•�Z�i�Z�a�h�g�m�� �C�h�]�h���\�b�j�Z�`�_�g�g�y�f���}���:
F�»�á
E�»�;�:�r�á�s�; 

�U
L
�5

�:�5�>�Ø�7�ã�;
      2.2 

�D�j�b�\�Z�� �e�h�]�•�k�l�b�q�g�h�€�� �n�m�g�d�p�•�€���� �G�_�\�Z�`�d�h�� �\�•�^�a�g�Z�q�b�l�b���� �s�h�� �[�•�e�v�r�•�k�l�v�� �a�f�•�g��

�\�•�^�[�m�\�Z�}�l�v�k�y�� �\�� �k�_�j�_�^�g�•�c�� �q�Z�k�l�b�g�•���� �M�� �f�•�j�m�� �a�[�•�e�v�r�_�g�g�y���� �a�[�•�e�v�r�_�g�g�y���� �A�j�h�k�l�Z�g�g�y�� �}��

�a�g�Z�q�g�b�f�����d�h�e�b���[�e�b�a�v�d�b�c���^�h���������G�Z�\�i�Z�d�b�����f�Z�c�`�_���k�l�Z�[�•�e�v�g�b�c���i�j�b���������d�h�e�b���g�Z�[�Z�]�Z�l�h��

�f�_�g�r�_���������•���k�l�Z�[�•�e�v�g�b�c���i�j�b���������d�h�e�b �g�Z�[�Z�]�Z�l�h���[�•�e�v�r�_���������>�e�y���d�e�Z�k�b�n�•�d�Z�p�•�€���r�Z�[�e�h�g�•�\��

�f�h�`�g�Z�� �\�k�l�Z�g�h�\�b�l�b�� �h�k�h�[�e�b�\�h�k�l�•�� �r�Z�[�e�h�g�•�\�� �•�� �j�_�a�m�e�v�l�Z�l�b�� �d�e�Z�k�b�n�•�d�Z�p�•�€��- ���� �Z�[�h�� ������

�D�j�b�\�m���f�h�`�g�Z���l�Z�d�h�`���i�_�j�_�d�e�Z�k�l�b�����^�h�^�Z�\�r�b���d�h�g�k�l�Z�g�l�b���^�h�����������������Z���k�Z�f�_ 

    �U
L��
�5

�:�5�>�Ø�7�ã�6�ã�, �;

E�U�4      2.3 

�>�_���•���}���d�h�g�k�l�Z�g�l�b�����T�4�U�4 

�'�1�1�� �j�h�a�i�•�a�g�Z�}�l�v�k�y�� �y�d�� �[�Z�]�Z�l�h�r�Z�j�h�\�b�c�� �a�Z�\�^�y�d�b�� �o�Z�j�Z�d�l�_�j�b�k�l�b�p�•�� �^�_�d�•�e�v�d�h�o��

�i�j�b�o�h�\�Z�g�b�o�� �r�Z�j�•�\���� �L�Z�d�Z�� �[�Z�]�Z�l�h�r�Z�j�h�\�Z�� �n�m�g�d�p�•�y�� �^�Z�}�� �i�_�j�_�\�Z�]�m�� �^�e�y�� �\�b�j�Z�`�_�g�g�y��

�k�d�e�Z�^�g�b�o�� �n�m�g�d�p�•�c�� �a�� �f�_�g�r�h�x�� �d�•�e�v�d�•�k�l�x�� �i�Z�j�Z�f�_�l�j�•�\���� �s�h�� �j�h�[�b�l�v�� �'�1�1�� �a�^�Z�l�g�b�f��

�i�h�e�_�]�r�b�l�b���a�Z�\�^�Z�g�g�y���a���\�b�e�m�q�_�g�g�y���l�Z���g�Z�\�q�Z�g�g�y���a�h�[�j�Z�`�_�g�v�����I�h���k�m�l�•�����m���'�1�1���•�k�g�m�x�l�v��

�l�j�b���d�Z�l�_�]�h�j�•�€���r�Z�j�•�\���� 

�J�•�r�_�g�g�y�� �i�j�h�[�e�_�f�b�� �[�_�a�i�_�d�b�� �f�_�j�_�`�•�� �}�� �>�����@�� �f�h�^�_�e�v�� �'�1�1�� �^�e�y�� �\�b�y�\�e�_�g�g�y��

�Z�g�h�f�Z�e�•�€�� �g�Z�� �h�k�g�h�\�•�� �i�h�l�h�d�m���� �I�_�j�r�Z�� �k�i�j�h�[�Z�� �a�Z�k�l�h�k�m�\�Z�l�b�� �'�1�1�� �^�e�y�� �f�_�j�_�`�_�\�h�€��

�[�_�a�i�_�d�b�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �\�•�^�g�h�k�g�h�� �i�j�h�k�l�h�]�h��DNN���� �y�d�b�c�� �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� �h�^�g�h�]�h 

�\�o�•�^�g�h�]�h���j�•�\�g�y�����l�j�v�h�o���i�j�b�o�h�\�Z�g�b�o���r�Z�j�•�\���l�Z���h�^�g�h�]�h���\�b�o�•�^�g�h�]�h���j�•�\�g�y���� 
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�>�e�y�� �i�h�k�b�e�_�g�g�y�� �a�^�Z�l�g�h�k�l�•�� �'�1�1���� �� �>�����@�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �g�h�\�Z�� �f�_�j�_�`�_�\�Z��

�k�l�j�m�d�l�m�j�Z�� �i�•�^�� �g�Z�a�\�h�x��HashTran-�'�1�1�� �^�e�y�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �r�d�•�^�e�b�\�b�o�� �i�j�h�]�j�Z�f��

Android���� �:�j�o�•�l�_�d�l�m�j�g�b�c�� �^�b�a�Z�c�g�� �i�h�d�Z�a�m�}�� �•�g�g�h�\�Z�p�•�c�g�b�c�� �f�h�f�_�g�l, �i�h�e�y�]�Z�}�� �m��

�i�_�j�_�l�\�h�j�_�g�g�•�� �\�o�•�^�g�b�o�� �a�j�Z�a�d�•�\�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �o�_�r-�n�m�g�d�p�•�c�� �^�e�y�� �a�[�_�j�_�`�_�g�g�y��

�o�Z�j�Z�d�l�_�j�b�k�l�b�d�����I�•�k�e�y���i�_�j�_�l�\�h�j�_�g�g�y���\�o�•�^�g�b�o���^�Z�g�b�o��HashTran-�'�1�1���\�b�d�h�j�b�k�l�h�\�m�}��

�$�(�� �^�e�y�� �\�b�d�h�g�Z�g�g�y�� �a�Z�\�^�Z�g�g�y�� �\�•�^�f�h�\�d�b���� �l�Z�d�� �s�h�� �d�e�Z�k�b�n�•�d�Z�l�h�j�� �'�1�1�� �f�h�`�_��

�h�l�j�b�f�m�\�Z�l�b�� �•�g�n�h�j�f�Z�p�•�x�� �i�j�h�� �f�•�k�p�_�\�•�k�l�v�� �m�� �i�h�l�_�g�p�•�c�g�h�f�m�� �i�j�h�k�l�h�j�•�� �^�e�y�� �d�j�Z�s�h�€��

�i�j�h�^�m�d�l�b�\�g�h�k�l�•�����_�n�_�d�l�b�\�g�h���a�Z�o�b�s�Z�l�b�k�y���\�•�^���q�h�l�b�j�v�h�o���k�i�_�p�•�Z�e�v�g�b�o���l�_�k�l�h�\�b�o���Z�l�Z�d����

�^�_���k�l�Z�g�^�Z�j�l�g�•���'�1�1���g�_���f�h�`�m�l�v���\�b�y�\�b�l�b���\�k�•���p�•���Z�l�Z�d�b�� 

�R�d�•�^�e�b�\�•�� �Z�l�Z�d�b�� �i�h�k�l�•�c�g�h�� �a�f�•�g�x�x�l�v�k�y�� �•�� �\�•�^�[�m�\�Z�x�l�v�k�y�� �g�Z�� �^�m�`�_�� �\�_�e�b�d�b�o��

�h�[�k�y�]�Z�o���� �s�h�� �\�b�f�Z�]�Z�x�l�v�� �f�Z�k�r�l�Z�[�h�\�Z�g�b�o�� �j�•�r�_�g�v���� �>�e�y�� �\�b�j�•�r�_�g�g�y�� �p�•�}�€�� �i�j�h�[�e�_�f�b��

�\�b�d�h�j�b�k�l�h�\�m�x�l�v���k�l�j�m�d�l�m�j�m���'�1�1���•�a���f�Z�k�r�l�Z�[�h�\�Z�g�h�x���l�Z���]�•�[�j�b�^�g�h�x���d�h�g�k�l�j�m�d�p�•�}�x����

�>�����@���<���j�_�`�b�f�•���j�_�Z�e�v�g�h�]�h���q�Z�k�m���\�h�g�Z���k�i�h�k�l�_�j�•�]�Z�}���a�Z���f�_�j�_�`�_�\�b�f���l�j�Z�n�•�d�h�f���l�Z���i�h�^�•�y�f�b��

�j�•�\�g�y���o�h�k�l�m�����Z�d�l�b�\�g�h���i�h�i�_�j�_�^�`�Z�x�q�b���f�h�`�e�b�\�•���f�_�j�_�`�_�\�•���Z�l�Z�d�b�����A�h�d�j�_�f�Z�����k�l�j�m�d�l�m�j�Z��

�\�b�d�h�j�b�k�l�h�\�m�}���f�Z�k�r�l�Z�[�h�\�Z�g�m���h�[�q�b�k�e�x�\�Z�e�v�g�m���Z�j�o�•�l�_�d�l�m�j�m�����f�_�l�h�^���i�h�^�Z�g�g�y���l�_�d�k�l�m��

�l�Z�� �'�1�1���� �s�h�[�� �a�Z�^�h�\�h�e�v�g�b�l�b�� �\�b�f�h�]�m�� �h�[�j�h�[�e�y�l�b�� �\�_�e�b�d�•�� �^�Z�g�•���� �^�_�� �'�1�1�� �f�h�`�_��

�^�h�i�h�f�h�]�l�b�� �i�h�d�j�Z�s�b�l�b�� �i�j�h�^�m�d�l�b�\�g�•�k�l�v�� �k�\�h�}�€�� �f�h�^�_�e�•�� �a�� �n�m�g�d�p�•�y�f�b�� �g�_�e�•�g�•�c�g�h�€��

�Z�d�l�b�\�Z�p�•�€�� 

�>�e�y�� �Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z�� �f�_�j�_�`�•�� �g�Z�^�a�\�b�q�Z�c�g�b�f�� �a�Z�\�^�Z�g�g�y�f�� �}�� �a�Z�i�h�[�•�]�Z�g�g�y��

�\�l�h�j�]�g�_�g�g�x���a�e�h�\�f�b�k�g�b�o���f�_�j�_�`�_�\�b�o���o�Z�d�_�j�•�\���l�Z���i�•�^�l�j�b�f�d�Z���f�_�j�_�`�_�\�h�€���k�b�k�l�_�f�b���l�Z��

�d�h�f�i�¶�x�l�_�j�Z���\���[�_�a�i�_�q�g�h�f�m���l�Z���g�h�j�f�Z�e�v�g�h�f�m���j�h�[�h�q�h�f�m���k�l�Z�g�•�����>�����@���F�_�l�h�^���\�b�y�\�e�_�g�g�y��

�\�l�h�j�]�g�_�g�v�� �m�� �f�_�j�_�`�m���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z�� �]�e�b�[�h�d�h�f�m �g�Z�\�q�Z�g�g�•���� �y�d�b�c�� �\�b�d�h�j�b�k�l�h�\�m�}��

�]�e�b�[�h�d�m�� �g�_�c�j�h�g�g�m�� �f�_�j�_�`�m�� �^�e�y�� �\�b�e�m�q�_�g�g�y�� �h�k�h�[�e�b�\�h�k�l�_�c�� �^�Z�g�b�o�� �f�h�g�•�l�h�j�b�g�]�m��

�f�_�j�_�`�•�����Z���g�_�c�j�h�g�g�•���f�_�j�_�`�•���\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���^�e�y���d�e�Z�k�b�n�•�d�Z�p�•�€���l�b�i�•�\���\�l�h�j�]�g�_�g�v���� 

�F�_�l�h�^�b���\�b�y�\�e�_�g�g�y���Z�l�Z�d���g�Z���h�k�g�h�\�•���a�]�h�j�l�d�h�\�b�o���g�_�c�j�h�g�g�b�o���f�_�j�_�` 

�A�]�h�j�l�d�h�\�Z �g�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z��- �p�_�� �]�e�b�[�h�d�Z�� �i�j�y�f�Z�� �g�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z���� �y�d�Z��

�\�b�l�y�]�m�}�� �h�k�h�[�e�b�\�h�k�l�•���� �\�b�\�q�Z�x�q�b�� �\�o�•�^�g�m�� �d�Z�j�l�b�g�d�m�� �r�Z�j�� �a�Z�� �r�Z�j�h�f���� �&�1�1��

�\�b�d�h�j�b�k�l�h�\�m�}�� �y�^�j�h�� �a�]�h�j�l�d�b�� �^�e�y�� �\�b�e�m�q�_�g�g�y�� �n�m�g�d�p�•�c���� �•�� �\�h�g�h�� �f�•�k�l�b�l�v�� �l�j�b�r�Z�j�h�\�m��

�k�l�j�m�d�l�m�j�m���� �a�]�h�j�l�d�h�\�•�� �r�Z�j�b���� �h�[�
�}�^�g�Z�g�g�y�� �r�Z�j�•�\�� �l�Z�� �i�h�\�g�•�k�l�x�� �i�h�\�
�y�a�Z�g�•�� �r�Z�j�b���� �J�•�a�g�•��

�r�Z�j�b�� �f�Z�x�l�v�� �j�•�a�g�•�� �n�m�g�d�p�•�€���� �P�•�� �n�m�g�d�p�•�h�g�Z�e�v�g�•�� �r�Z�j�b�� �k�d�e�Z�^�Z�x�l�v�k�y�� �a�� �[�Z�]�Z�l�v�h�o��
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�g�_�c�j�h�g�•�\�����•���d�h�`�_�g���g�_�c�j�h�g���a�
�}�^�g�m�}���e�b�r�_���q�Z�k�l�b�g�m���g�_�c�j�h�g�•�\���m���k�m�k�•�^�g�v�h�f�m���r�Z�j�•�����P�_��

�a�f�_�g�r�m�}���k�d�e�Z�^�g�•�k�l�v���f�_�j�_�`�•���l�Z���i�h�d�j�Z�s�m�}���_�n�_�d�l�b�\�g�•�k�l�v���j�h�a�j�Z�o�m�g�d�m�� 

�A�]�h�j�l�d�h�\�b�c���r�Z�j���k�d�e�Z�^�Z�}�l�v�k�y���a �^�_�y�d�b�o���a�]�h�j�l�d�h�\�b�o���g�_�c�j�h�g�•�\���•���j�h�a�]�e�y�^�Z�}�l�v�k�y��

�y�d���r�Z�j���\�b�e�m�q�_�g�g�y���h�a�g�Z�d�����J�h�a�f�•�j���y�^�j�Z���a�]�h�j�l�d�b���\�b�a�g�Z�q�Z�l�b�f�_���j�h�a�f�•�j���\�b�o�•�^�g�h�€���d�Z�j�l�b��

�n�m�g�d�p�•�c���� �I�•�k�e�y�� �l�h�]�h���� �y�d�� �n�m�g�d�p�•�y�� �y�^�j�Z�� �i�_�j�_�\�_�^�_�g�Z�� �l�Z�� �l�j�Z�g�k�i�h�j�l�m�}�l�v�k�y���� �j�h�a�f�•�j��

�d�Z�j�l�b���h�[�¶�}�d�l�•�\���������������h�[�q�b�k�e�x�}�l�v�k�y���a�Z���l�Z�d�b�f���j�•�\�g�y�g�g�y�f�� 
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        2.4 

�>�_���O��- �i�h�l�h�q�g�Z���d�•�e�v�d�•�k�l�v���r�Z�j�•�\�����.��- �j�h�a�f�•�j���y�^�j�Z���a�]�h�j�l�d�b�����a�g�Z�q�_�g�g�y���i�•�d�k�_�e�y��

�a�Z�e�b�\�d�b�� �l�Z�� �6��- �j�h�a�f�•�j�� �d�j�h�d�m���� �I�•�k�e�y���h�i�_�j�Z�p�•�€�� �a�]�h�j�l�d�b���p�_�� �g�_�e�•�g�•�c�g�_�� �i�_�j�_�l�\�h�j�_�g�g�y��

�n�m�g�d�p�•�€�� �Z�d�l�b�\�Z�p�•�€���� �:�e�]�h�j�b�l�f �a�\�h�j�h�l�g�h�]�h�� �j�h�a�i�h�\�k�x�^�`�_�g�g�y�� �h�l�j�b�f�m�}�� �\�Z�]�b�� �l�Z��

�i�Z�j�Z�f�_�l�j�b���d�h�`�g�h�]�h���g�_�c�j�h�g�Z�����•���\�b�j�Z�a���g�_�c�j�h�g�m���a�]�h�j�l�d�h�\�h�]�h���r�Z�j�m���������������l�Z�d�b�c�� 
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�ß
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�>�_���F��- �j�h�a�f�•�j���n�•�e�v�l�j�Z�����Z���•���E��- �\�Z�]�Z���a�
�}�^�g�Z�g�g�y���l�Z���a�f�•�s�_�g�g�y���\�•�^�i�h�\�•�^�g�h�� 

�R�Z�j�� �h�[�¶�}�^�g�Z�g�g�y�� �\�b�d�h�g�m�}�� �\�•�^�h�[�j�Z�`�_�g�g�y�� �h�[�¶�}�d�l�•�\���� �y�d�� �i�j�Z�\�b�e�h���� �f�•�`�� �^�\�h�f�Z��

�a�]�h�j�l�d�h�\�b�f�b���r�Z�j�Z�f�b�����H�i�_�j�Z�p�•�€���h�[�¶�}�^�g�Z�g�g�y���\�d�e�x�q�Z�x�l�v���f�Z�d�k�b�f�Z�e�v�g�_���h�[�¶�}�^�g�Z�g�g�y��

�l�Z�� �k�_�j�_�^�g�}�� �h�[�¶�}�^�g�Z�g�g�y���� �L�Z�d�h�`�� �i�j�h�i�h�g�m�x�l�v�k�y�� �i�_�j�_�d�j�b�\�Z�x�l�v�k�y�� �i�m�e�b�� �i�j�h�]�j�Z�f����

�R�e�y�o�h�f�� �a�f�_�g�r�_�g�g�y�� �^�b�k�i�_�j�k�•�€�� �i�_�j�_�l�\�h�j�_�g�b�o�� �^�Z�g�b�o�� �q�_�j�_�a�� �r�Z�j�� �k�m�[�^�b�k�d�j�_�l�b�a�Z�p�•�€��

�f�h�`�g�Z���j�h�a�j�Z�o�m�\�Z�l�b�� �l�Z�� �h�[�
�}�^�g�Z�l�b�� �a�g�Z�q�_�g�g�y�� �k�i�_�p�b�n�•�q�g�b�o�� �h�a�g�Z�d�� �m�� �\�o�•�^�g�h�f�m�� �r�Z�j�•����

�s�h���f�h�`�_���a�f�_�g�r�b�l�b���d�•�e�v�d�•�k�l�v���g�_�c�j�h�g�•�\�����a�[�_�j�•�]�Z�x�q�b���h�a�g�Z�d�b���g�_�a�f�•�g�g�b�f�b�� �J�•�\�g�y�g�g�y��

�r�Z�j�m���h�[�
�}�^�g�Z�g�g�y���������������}���l�Z�d�b�f�� 

�U
L �•�ƒ�š�:�T�Ü�;�á�T�Ü�Ð�T      2.6 

�>�_���[��- �h�[�e�Z�k�l�v���d�Z�j�l�b���h�k�h�[�e�b�\�h�k�l�_�c���•���}���\�b�o�h�^�h�f���g�_�c�j�h�g�Z���\���p�•�c���h�[�e�Z�k�l�•�� 

�I�h�\�g�•�k�l�x�� �a�\�¶�y�a�Z�g�b�c�� �r�Z�j�� �a�¶�}�^�g�m�}�� �\�k�•�� �g�_�c�j�h�g�b�� �i�h�i�_�j�_�^�g�v�h�]�h�� �a�]�h�j�l�d�h�\�h�]�h��

�r�Z�j�m���a���i�h�l�h�q�g�b�f���r�Z�j�h�f���•���i�_�j�_�l�\�h�j�x�}���\�k�•���e�h�d�Z�e�v�g�•���h�a�g�Z�d�b���g�Z���]�e�h�[�Z�e�v�g�•�����F�_�j�_�`�Z��

�f�•�k�l�b�l�v�� �l�j�b�� �i�h�\�g�•�k�l�x�� �a�
�}�^�g�Z�g�b�o�� �r�Z�j�b�� �\�� �d�•�g�p�•�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•���� �I�h�\�g�•�k�l�x��

�a�
�}�^�g�Z�g�•�� �r�Z�j�b�� �k�o�b�e�v�g�•�� �^�h�� �i�j�h�[�e�_�f�� �•�a�� �i�_�j�_�h�[�e�Z�^�g�Z�g�g�y�f���� �S�h�[�� �i�h�^�h�e�Z�l�b�� �p�x��

�i�j�h�[�e�_�f�m�����f�b���\�b�d�h�j�b�k�l�h�\�m�}�f�h���n�m�g�d�p�•�x���\�•�^�k�•�\�m�����s�h�[���a�f�_�g�r�b�l�b���i�_�j�_�h�[�e�Z�^�g�Z�g�g�y��

�i�_�j�r�b�o���^�\�h�o���r�Z�j�•�\���� �H�k�l�Z�g�g�•�f���i�h�\�g�•�k�l�x�� �a�\�¶�y�a�Z�g�b�f�� �r�Z�j�h�f�� �}�� �\�b�o�•�^�g�b�c�� �r�Z�j���� �•���f�b��
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�a�Z�f�•�g�x�}�f�h�� �c�h�]�h�� �\�b�o�•�^�g�b�f�� �r�Z�j�h�f���� �s�h �f�•�k�l�b�l�v�� �^�\�Z�� �g�_�c�j�h�g�b���� �s�h�� �\�d�Z�a�m�}�� �g�Z��

�c�f�h�\�•�j�g�•�k�l�v�� �l�h�]�h���� �s�h�� �\�b�o�•�^�g�b�f�� �j�_�a�m�e�v�l�Z�l�h�f�� �}�� �^�b�f�� �Z�[�h�� �g�_�d�m�j�•�g�g�y���� �1�f�h�\�•�j�g�•�k�l�v��

�\�b�a�g�Z�q�Z�}�l�v�k�y���n�m�g�d�p�•�}�x���V�R�I�W�P�D�[���������������g�Z�k�l�m�i�g�b�f���q�b�g�h�f�� 

�U�Ý
L
�c�v�n���:�Ù�Õ�;

�Ã �c�v�n���:�Ù�Ô�;
�.
�Ô�8�-

�á�F
L �s�á�t�á      2.7 

�>�_��- �\�b�o�•�^�g�Z���c�f�h�\�•�j�g�•�k�l�v�]�h���g�_�c�j�h�g�Z�����U�Ýj 

�&�1�1�� �i�_�j�_�^�[�Z�q�Z�}�� �h�[�q�b�k�e�_�g�g�y�� �a�]�h�j�l�d�b�� �l�Z�� �k�l�j�m�d�l�m�j�m�� �]�e�b�[�b�g�b���� �y�d�Z�� �}��

�j�_�i�j�_�a�_�g�l�Z�l�b�\�g�h�x���l�Z���a�Z�]�Z�e�v�g�h�\�`�b�\�Z�g�h�x���l�_�o�g�•�d�h�x���\���h�[�e�Z�k�l�•���]�e�b�[�h�d�h�]�h���g�Z�\�q�Z�g�g�y����

�A�h�d�j�_�f�Z���� �&�1�1�� �\�b�d�h�j�b�k�l�h�\�m�}�� �^�b�a�Z�c�g�� �[�Z�]�Z�l�h�r�Z�j�h�\�h�]�h�� �k�i�j�b�c�g�y�l�l�y���� �s�h�� �\�b�f�Z�]�Z�}��

�f�•�g�•�f�Z�e�v�g�h�€���i�h�i�_�j�_�^�g�v�h�€���h�[�j�h�[�d�b�����H�k�g�h�\�g�Z���k�l�j�m�d�l�m�j�Z���&�1�1���k�d�e�Z�^�Z�}�l�v�k�y���a���\�o�•�^�g�b�o��

�•���\�b�o�•�^�g�b�o���r�Z�j�•�\���l�Z���[�_�a�e�•�q�•���i�j�b�o�h�\�Z�g�b�o���r�Z�j�•�\�����y�d�•���\�d�e�x�q�Z�x�l�v���a�]�h�j�l�d�m�����h�[�
�}�^�g�Z�g�g�y��

�l�Z���i�h�\�g�b�c���r�Z�j���a�
�}�^�g�Z�g�g�y�����I�h�j�•�\�g�y�g�h���a���•�g�r�b�f�b���Z�e�]�h�j�b�l�f�Z�f�b���d�e�Z�k�b�n�•�d�Z�p�•�€�����&�1�1��

�\�b�d�h�j�b�k�l�h�\�m�}�� �\�•�^�g�h�k�g�h�� �f�_�g�r�_�� �i�h�i�_�j�_�^�g�v�h�€�� �h�[�j�h�[�d�b�� �•�� �g�_�� �a�Z�e�_�`�b�l�v�� �\�•�^�� �^�b�a�Z�c�g�m��

�h�[�¶�}�d�l�•�\�����s�h���f�•�k�l�b�l�v���i�h�i�_�j�_�^�g�•���a�g�Z�g�g�y�����s�h���}���c�h�]�h���]�h�e�h�\�g�b�f�b���i�_�j�_�\�Z�]�Z�f�b�� 

�<�b�f�h�\�g�Z�� �g�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z�� �a�Z�k�l�h�k�h�\�m�x�l�v�k�y�� �^�h�� �k�n�_�j�b�� �[�_�a�i�_�d�b�� �f�_�j�_�`�•�� �a��

�[�Z�]�Z�l�h�h�[�•�p�y�x�q�b�f�� �i�j�h�]�j�_�k�h�f���>�����@�� �G�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z�� �•�a�� �a�]�h�j�l�d�h�\�b�f�b�� �l�Z��

�j�_�d�m�j�k�b�\�g�b�f�b�� �f�_�j�_�`�_�\�b�f�b�� �j�•�\�g�y�f�b���� �h�l�j�b�f�m�}�� �d�e�Z�k�b�n�•�d�Z�p�•�c�g�•�� �h�a�g�Z�d�b�� �^�e�y��

�f�h�^�_�e�x�\�Z�g�g�y�� �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y�� �r�d�•�^�e�b�\�b�o�� �i�j�h�]�j�Z�f���� �A�Z�� �^�h�i�h�f�h�]�h�x�� �f�_�l�h�^�m��

�h�l�j�b�f�m�x�l�v�� �•�}�j�Z�j�o�•�q�g�m�� �Z�j�o�•�l�_�d�l�m�j�m�� �\�b�e�m�q�_�g�g�y�� �h�a�g�Z�d���� �y�d�Z�� �i�h�}�^�g�m�}�� �i�_�j�_�\�Z�]�b��

�h�i�_�j�Z�p�•�€�� �a�]�h�j�l�d�b�� �•�a�� �a�]�h�j�l�d�h�\�h�]�h�� �r�Z�j�m�� �l�Z�� �f�h�^�_�e�x�\�Z�g�g�y�� �i�h�k�e�•�^�h�\�g�h�k�l�_�c�� �•�a��

�j�_�d�m�j�k�b�\�g�h�]�h���f�_�j�_�`�_�\�h�]�h���j�•�\�g�y�����G�Z�^�Z�e�•���j�h�a�j�h�[�e�y�l�b�f�m�l�v�>�����@���^�e�y���\�b�d�h�j�b�k�l�Z�g�g�y���a��

�n�m�g�d�p�•�}�x���� �h�l�j�b�f�Z�g�h�x�� �•�a�� �a�Z�]�h�e�h�\�d�•�\�� �i�h�j�l�Z�l�b�\�g�b�o�� �\�b�d�h�g�m�\�Z�g�b�o�� �n�Z�c�e�•�\���� �y�d�Z��

�^�h�k�y�]�Z�}���g�Z�^�a�\�b�q�Z�c�g�h���l�h�q�g�h�€���l�Z���r�\�b�^�d�h�k�l�•���\�•�^�d�e�b�d�Z�g�g�y���m���\�b�i�Z�^�d�Z�o���a�e�b�l�l�y���^�Z�g�b�o�� 

�S�h�[���a�Z�a�^�Z�e�_�]�•�^�v���\�b�y�\�b�l�b���•�g�^�b�d�Z�l�h�j�b���Z�l�Z�d�����>�����@���\�b�d�h�j�b�k�l�h�\�m�x�l�v���g�_�c�j�h�g�g�m��

�f�_�j�_�`�m��eXpose�����^�_���f�_�j�_�`�Z���[�_�j�_���\�b�o�•�^�g�•���d�h�j�h�l�d�•���j�y�^�d�b���y�d���\�o�•�^�g�•���^�Z�g�•���l�Z���\�b�l�y�]�m�}��

�n�m�g�d�p�•�€�� �^�e�y�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �\�[�m�^�h�\�m�\�Z�g�v�� �g�Z�� �j�•�\�g�•�� �k�b�f�\�h�e�•�\����

�A�Z�a�g�Z�q�Z�}�l�v�k�y���� �s�h�� �\�b�o�•�^�g�•�� �•�� �\�o�•�^�g�•�� �^�Z�g�•�� �}�� �r�b�j�h�d�b�f�� �•�� �k�d�e�Z�^�g�b�f�� �^�•�Z�i�Z�a�h�g�h�f�� �^�e�y��

�j�h�[�h�l�b�� �a�� �Z�e�]�h�j�b�l�f�Z�f�b���� �A�Z�\�^�y�d�b �k�Z�f�h�\�b�^�h�[�m�l�h�f�m�� �^�b�a�Z�c�g�m�� �h�[�¶�}�d�l�•�\����eXpose 

�i�_�j�_�\�_�j�r�m�}�� �[�Z�a�h�\�•�� �f�_�l�h�^�b���� �a�Z�k�g�h�\�Z�g�•�� �g�Z�� �j�m�q�g�h�f�m�� �\�b�e�m�q�_�g�g�•�� �h�[�¶�}�d�l�•�\���� �H�^�g�Z�d��

�^�h�k�y�]�Z�}�l�v�k�y�� �a�g�b�`�_�g�g�y�� �q�Z�k�l�h�l�b�� �i�h�f�b�e�d�h�\�b�o�� �l�j�b�\�h�]�� �i�h�j�•�\�g�y�g�h�� �a�� �p�b�f�b�� �[�Z�a�h�\�b�f�b��
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�e�•�g�•�y�f�b���� �s�h�� �^�h�\�h�^�b�l�v���� �s�h�� �i�j�h�p�_�k�� �Z�\�l�h�f�Z�l�b�q�g�h�]�h�� �\�b�e�m�q�_�g�g�y�� �n�m�g�d�p�•�c�� �m�� �&�1�1 �}��

�g�_�^�h�k�l�Z�l�g�v�h�� �g�Z�^�•�c�g�b�f�� �l�Z�� �h�[�]�j�m�g�l�h�\�Z�g�b�f�� �•�a�� �\�\�_�^�_�g�g�y�f�� �^�h�^�Z�l�d�h�\�h�€�� �Z�[�h�� �g�Z�\�•�l�v��

�r�m�f�h�\�h�€���•�g�n�h�j�f�Z�p�•�€���a���\�b�o�•�^�g�b�o���\�o�h�^�•�\�� 

�<�b�y�\�e�_�g�g�y���r�d�•�^�e�b�\�h�€���\�_�[-�h�[�h�e�h�g�d�b���}���\�Z�`�e�b�\�b�f���a�Z�k�h�[�h�f���a�Z�o�b�k�l�m���f�_�j�_�`�_�\�h�€��

�[�_�a�i�_�d�b���� �A�� �f�_�l�h�x�� �Z�g�Z�e�•�a�m�� �a�Z�i�b�l�•�\��HTTP���>�����@�� �\�b�d�h�j�b�k�l�h�\�m�x�l�v�� ��word2vec���� �s�h��

�i�j�_�^�k�l�Z�\�e�y�}�� �i�•�^�o�•�^�� �\�b�y�\�e�_�g�g�y�� �a�e�h�\�f�b�k�g�b�o�� �i�j�h�]�j�Z�f�� �g�Z�� �h�k�g�h�\�•�� �&�1�1���� �y�d�b�c�� �}��

�i�_�j�r�h�x���k�i�j�h�[�h�x���i�h�}�^�g�Z�l�b���³word2vec�´���l�Z���&�1�1���m���^�h�f�_�g�•���\�b�y�\�e�_�g�g�y���a�e�h�\�f�b�k�g�b�o��

�i�j�h�]�j�Z�f�� �A�h�d�j�_�f�Z���� �\�h�g�b�� �k�i�h�q�Z�l�d�m�� �i�j�_�^�k�l�Z�\�e�y�x�l�v�� �•�g�k�l�j�m�f�_�g�l�� �³word2vec�´�� �^�e�y��

�i�j�_�^�k�l�Z�\�e�_�g�g�y�� �d�h�`�g�h�]�h�� �k�e�h�\�Z���� �h�l�j�b�f�Z�g�h�]�h�� �a��HTTP���� �a�Z�� �h�a�g�Z�d�Z�f�b���� �I�h�l�•�f��

�i�j�_�^�k�l�Z�\�e�y�x�l�v�� �\�_�[-�a�Z�i�b�l�� �y�d�� �f�Z�l�j�b�p�x�� �n�•�d�k�h�\�Z�g�h�]�h�� �j�h�a�f�•�j�m�� �r�e�y�o�h�f�� �h�[�¶�}�^�g�Z�g�g�y��

�h�[�¶�}�d�l�•�\���� �G�Z�j�_�r�l�•���� �[�m�^�m�x�l�v�� �f�h�^�_�e�v�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �h�[�h�e�h�g�d�b���g�Z���h�k�g�h�\�•�� �k�l�j�m�d�l�m�j�b��

�&�1�1�����I�j�h�\�h�^�b�l�v�k�y���d�•�e�v�d�Z���]�j�m�i���_�d�k�i�_�j�b�f�_�g�l�•�\�����•���a�Z�i�j�h�i�h�g�h�\�Z�g�b�c���f�_�l�h�^���g�Z�c�d�j�Z�s�_��

�i�j�Z�p�x�} �i�j�b���i�h�j�•�\�g�y�g�g�•���a���\�•�^�i�h�\�•�^�g�b�f�b���d�e�Z�k�b�q�g�b�f�b���d�e�Z�k�b�n�•�d�Z�l�h�j�Z�f�b�� 

�>�e�y���^�h�k�y�]�g�_�g�g�y���g�Z�^�•�c�g�h�€���i�j�h�^�m�d�l�b�\�g�h�k�l�•���i�j�b���\�b�y�\�e�_�g�g�•���Z�l�Z�d���a�•���k�l�j�m�d�l�m�j�h�x��

�&�1�1���� �A�Z�k�l�h�k�h�\�m�x�l�v�� �g�Z�k�d�j�•�a�g�b�c�� �f�_�l�h�^�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �l�j�Z�n�•�d�m���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z��

�h�^�g�h�\�b�f�•�j�g�h�f�m�� �&�1�1���� �>�����@���� �\�� �y�d�h�f�m�� �\�b�e�m�q�_�g�g�y���� �\�•�^�[�•�j�� �l�Z���d�e�Z�k�b�n�•�d�Z�l�h�j�� �h�a�g�Z�d��

�•�g�l�_�]�j�h�\�Z�g�•���m���g�Z�k�d�j�•�a�g�m���k�l�j�m�d�l�m�j�m�����>�_�l�Z�e�v�g�b�c���^�b�a�Z�c�g���f�_�j�_�`�•���g�Z�����f�Z�e�x�g�h�d����������, 

�^�_�� �a�Z�i�j�h�i�h�g�h�\�Z�g�b�c��ID-�&�1�1�� �y�d�� �Z�e�]�h�j�b�l�f�� �g�Z�\�q�Z�g�g�y���� �y�d�b�c�� �[�_�a�i�h�k�_�j�_�^�g�v�h�� �\�b�\�q�Z�}��

�\�a�Z�}�f�h�a�\�
�y�a�h�d���f�•�`���Z�\�l�h�f�Z�l�b�q�g�h���\�b�l�y�]�g�m�l�b�f�b���n�m�g�d�p�•�y�f�b���l�Z���\�b�o�•�^�g�b�f�b���^�Z�g�b�f�b���•�a��

�i�_�j�_�^�[�Z�q�m�\�Z�g�b�f�b���f�•�l�d�Z�f�b���g�Z���_�l�Z�i�•���g�Z�\�q�Z�g�g�y�����S�h���k�l�h�k�m�}�l�v�k�y���^�Z�g�b�o���f�_�j�_�`�_�\�h�]�h��

�l�j�Z�n�•�d�m�� �y�d�� �^�\�h�\�b�f�•�j�g�h�]�h�� �a�h�[�j�Z�`�_�g�g�y���� �l�h�� �g�h�\�b�c�� �i�•�^�o�•�^�� �^�h�� �Z�g�Z�e�•�a�m�� �l�j�Z�n�•�d�m����

�a�Z�k�g�h�\�Z�g�b�c���g�Z���&�1�1�� 
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 2.9 �J�h�[�h�q�b�c���i�j�h�p�_�k���i�•�^�o�h�^�m���^�h���Z�g�Z�e�•�a�m���l�j�Z�n�•�d�m�����y�d�b�c���k�d�e�Z�^�Z�}�l�v�k�y���a��

�l�j�v�h�o���q�Z�k�l�b�g�����i�h�i�_�j�_�^�g�v�h�€���h�[�j�h�[�d�b�� �l�j�_�g�•�g�]�m���l�Z���n�Z�a�b���l�_�k�l�m�\�Z�g�g�y�� 

 

�>�e�y�� �\�b�j�•�r�_�g�g�y�� �Z�l�Z�d�b�� �j�•�a�g�h�f�Z�g�•�l�g�h�k�l�•�� �l�j�Z�n�•�d�m�� �[�_�a�^�j�h�l�h�\�h�€�� �f�_�j�_�`�•�� �l�Z��

�i�h�e�•�i�r�_�g�g�y���a�^�Z�l�g�h�k�l�•���\�b�y�\�e�_�g�g�y���a�e�h�\�f�b�k�g�h�]�h���\�l�h�j�]�g�_�g�g�y���\���[�_�a�^�j�h�l�h�\�m���f�_�j�_�`�m��

�a�Z�k�l�h�k�h�\�m�x�l�v�� �f�_�l�h�^�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z�� �\�^�h�k�d�h�g�Z�e�_�g�•�c��

�a�]�h�j�l�d�h�\�•�c�� �g�_�c�j�h�g�g�•�c�� �f�_�j�_�`�•�� �>�����@���� �Z�� �k�Z�f�_��- �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v�� �[�_�a�^�j�h�l�h�\�h�€��

�f�_�j�_�`�•���g�Z���h�k�g�h�\�•��ICNN�����F�h�^�_�e�v���y�d�Z���h�[�j�h�[�e�y�}���^�Z�g�•���f�_�j�_�`�_�\�h�]�h���l�j�Z�n�•�d�m�����Z���i�h�l�•�f��

�a�f�h�^�_�e�x�c�l�_�� �^�Z�g�•�� �a�Z�� �^�h�i�h�f�h�]�h�x�� �&�1�1�� �s�h �Z�[�k�l�j�Z�]�m�}�� �^�Z�g�•�� �i�j�h�� �g�b�a�v�d�h�j�•�\�g�_�\�b�c��

�l�j�Z�n�•�d�� �g�Z�� �\�b�k�h�d�h�j�•�\�g�_�\�•�� �n�m�g�d�p�•�€���� �Z�\�l�h�f�Z�l�b�q�g�h�� �\�b�l�y�]�m�}�� �a�j�Z�a�d�h�\�•�� �n�m�g�d�p�•�€�� �l�Z��

�h�i�l�b�f�•�a�m�}���i�Z�j�Z�f�_�l�j�b���f�_�j�_�`�•���a�Z���^�h�i�h�f�h�]�h�x���Z�e�]�h�j�b�l�f�m���\�b�i�Z�^�d�h�\�h�]�h���]�j�Z�^�•�}�g�l�g�h�]�h�� 

�:�l�Z�d�b�� �\�•�^�f�h�\�b�� �\�� �h�[�k�e�m�]�h�\�m�\�Z�g�g�•�� ���/�'�2�6���� �a�g�b�`�m�x�l�v�� �i�j�h�^�m�d�l�b�\�g�•�k�l�v��

�f�_�j�_�`�_�\�b�o�� �k�e�m�`�[���� �•�� �\�Z�`�d�h�� �\�•�^�j�•�a�g�b�l�b�� �i�h�\�_�^�•�g�d�m�� �Z�l�Z�d�b�� �\�•�^�� �a�\�b�q�Z�c�g�h�]�h�� �l�j�Z�n�•�d�m����

�L�Z�d�b�f�� �q�b�g�h�f���� �g�h�\�b�c�� �f�_�l�h�^�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�b��LDOS���� �a�Z�k�g�h�\�Z�g�b�c�� �g�Z��
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�[�Z�]�Z�l�h�n�m�g�d�p�•�h�g�Z�e�v�g�h�f�m�� �a�e�b�l�l�•�� �l�Z�� �a�]�h�j�l�d�h�\�•�c�� �g�_�c�j�h�g�g�•�c�� �f�_�j�_�`�•�� ���&�1�1������ �>�����@����

�H�k�h�[�e�b�\�h�k�l�•���h�[�¶�}�^�g�m�x�l�v���€�o���m���d�Z�j�l�m���h�[�¶�}�d�l�•�\�����s�h�[���h�i�b�k�Z�l�b���k�l�Z�g���f�_�j�_�`�•�����F�h�^�_�e�v��

�&�1�1���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���^�e�y���j�h�a�j�•�a�g�_�g�g�y���l�Z���\�b�y�\�e�_�g�g�y���d�Z�j�l���n�m�g�d�p�•�c�����\�d�e�x�q�Z�x�q�b��

�Z�l�Z�d�b�� �/�'�2�6���� �?�d�k�i�_�j�b�f�_�g�l�b�� �i�j�h�\�h�^�y�l�v�k�y�� �g�Z�� �•�f�•�l�Z�p�•�c�g�•�c�� �i�e�Z�l�n�h�j�f�•��NS2 �l�Z��

�\�b�i�j�h�[�m�\�Z�e�v�g�h�f�m�� �k�l�_�g�^�•���� �•�� �j�_�a�m�e�v�l�Z�l�b�� �i�h�d�Z�a�m�x�l�v���� �s�h�� �a�Z�i�j�h�i�h�g�h�\�Z�g�b�c�� �f�_�l�h�^��

�f�h�`�_���_�n�_�d�l�b�\�g�h���\�b�y�\�e�y�l�b���Z�l�Z�d�b���/�'�2�6�� 

�=�e�b�[�h�d�Z���4-�f�_�j�_�`�Z 

DQN - �p�_���f�_�l�h�^�����s�h���i�h�}�^�g�m�}���]�e�b�[�h�d�_���g�Z�\�q�Z�g�g�y���l�Z���4-�g�Z�\�q�Z�g�g�y�����y�d�b�c���^�h�k�y�]��

�m�k�i�•�o�m�� �\�� �h�[�j�h�[�p�•�� �k�_�j�_�^�h�\�b�s�� �•�a�� �\�\�_�^�_�g�g�y�f�� �\�b�k�h�d�b�o�� �j�h�a�f�•�j�•�\���f�Z�e�x�g�h�d�� �������������� �P�_��

�[�Z�]�Z�l�h�r�Z�j�h�\�Z�� �g�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z���� �y�d�Z�� �^�Z�}�� �i�j�h�]�g�h�a�h�\�Z�g�m�� �f�Z�c�[�m�l�g�x�� �\�b�g�Z�]�h�j�h�^�m��

�U�3�:�O�á�=���à�; �^�e�y���d�h�`�g�h�€���f�h�`�e�b�\�h�€���^�•�€�����^�_���à �a�g�Z�o�h�^�y�l�v�k�y���i�Z�j�Z�f�_�l�j�b���f�_�j�_�`�•�����1�g�r�b�f�b��

�k�e�h�\�Z�f�b�����'�4�1���\�b�d�h�j�b�k�l�h�\�m�}���g�_�c�j�h�g�g�m���f�_�j�_�`�m���y�d���g�Z�[�e�b�`�_�g�g�y���a�g�Z�q�_�g�g�y���^�•�€�� 

 
2.10 �K�l�j�m�d�l�m�j�Z���j�h�[�h�l�b���f�_�l�h�^�m���4-�f�_�j�_�`�• 

 

�M�� �'�4�1�� �h�k�l�Z�g�g�•�� �q�h�l�b�j�b�� �d�Z�^�j�b�� �k�i�h�k�l�_�j�_�`�_�g�v�� �[�_�a�i�h�k�_�j�_�^�g�v�h�� �g�Z�^�o�h�^�y�l�v�� �g�Z��

�&�1�1�� �y�d�� �i�_�j�r�b�c�� �j�•�\�_�g�v�� �'�4�1�� �^�e�y�� �h�[�q�b�k�e�_�g�g�y�� �•�g�n�h�j�f�Z�p�•�€�� �i�j�h�� �i�h�l�h�q�g�b�c�� �k�l�Z�g����

�I�h�l�•�f�� �•�g�n�h�j�f�Z�p�•�y�� �i�j�h�� �k�l�Z�g�� �\�•�^�h�[�j�Z�`�Z�}�l�v�k�y�� �m�� �\�_�d�l�h�j�� �a�g�Z�q�_�g�v�� �^�•�€�� �^�e�y�� �i�h�l�h�q�g�h�]�h��

�k�l�Z�g�m���q�_�j�_�a���i�h�\�g�b�c���j�•�\�_�g�v���a�\�¶�y�a�d�m�����'�4�1���h�i�l�b�f�•�a�m�}���n�m�g�d�p�•�x���a�g�Z�q�_�g�g�y���^�•�€���r�e�y�o�h�f��

�h�g�h�\�e�_�g�g�y���\�Z�]���f�_�j�_�`�•�����à �s�h�[���f�•�g�•�f�•�a�m�\�Z�l�b���^�b�n�_�j�_�g�p�•�c�h�\�Z�g�m���n�m�g�d�p�•�x���\�l�j�Z�l�� 

�.�:�à�; 
L �:�N
E�U�I�=�T�3�Ô�Ô�6�-
�:�O�ç�>�5�=�ç�>�5���à�; 
F �3�:�O�ç�=�ç���à�;�;�6    2.8 

�F�_�l�h�^�b���\�b�y�\�e�_�g�g�y���Z�l�Z�d�����s�h���[�Z�a�m�x�l�v�k�y���g�Z���g�_�c�j�h�g�g�•�c���f�_�j�_�`�• 
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�^�m�f�d�h�x�����s�h���e�x�^�k�v�d�_���i�•�a�g�Z�g�g�y���[�Z�a�m�}�l�v�k�y���g�Z���f�b�g�m�e�h�f�m���^�h�k�\�•�^�•���l�Z���i�Z�f�¶�y�l�•�����L�Z�d�b�f��

�q�b�g�h�f���� �5�1�1���^�h�[�j�_���k�i�j�Z�\�e�y�}�l�v�k�y�� �a���•�g�n�h�j�f�Z�p�•�}�x�� �i�j�h�� �q�Z�k�h�\�•���j�y�^�b���� �H�^�g�Z�d�� �\�k�_�� �s�_��

�•�k�g�m�x�l�v���^�_�y�d�•���i�j�h�[�e�_�f�b���\���k�l�j�m�d�l�m�j�•���d�h�g�k�l�j�m�d�p�•�€��RNN�����l�Z�d�•���y�d���a�g�b�d�g�_�g�g�y���]�j�Z�^�•�}�g�l�Z��

�Z�[�h���\�b�[�m�o���]�j�Z�^�•�}�g�l�Z�����s�h���i�j�b�a�\�h�^�b�l�v���^�h���\�•�^�f�h�\�b���a�Z�i�Z�f�
�y�l�h�\�m�\�Z�l�b���Z�[�h���f�h�^�_�e�x�\�Z�l�b��

�l�j�b�\�Z�e�m���a�Z�e�_�`�g�•�k�l�v�� 

�H�^�b�g�� �a�� �\�Z�j�•�Z�g�l�•�\�� �j�h�a�]�e�y�g�m�l�b�� �o�Z�j�Z�d�l�_�j�b�k�l�b�d�b�� �q�Z�k�h�\�b�o�� �j�y�^�•�\�� �g�Z�� �\�•�^�h�f�•�c��

�i�h�\�_�^�•�g�p�•�� �l�Z�� �f�_�j�_�`�_�\�h�]�h�� �l�j�Z�n�•�d�m���� �s�h�� �f�h�`�_�� �i�•�^�\�b�s�b�l�b�� �l�h�q�g�•�k�l�v�>�����@�� �� �j�h�[�h�l�b��

�Z�e�]�h�j�b�l�f�•�\�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d���� �I�j�h�_�d�l�m�x�l�v�� �f�_�j�_�`�m�� �i�Z�f�¶�y�l�•���� �y�d�Z�� �k�d�e�Z�^�Z�}�l�v�k�y�� �a�� ����

�[�e�h�d�•�\�����d�h�`�g�Z���a���y�d�b�o���f�•�k�l�b�l�v���^�\�•���d�h�f�•�j�d�b�����F�_�j�_�`�Z���a�^�Z�l�g�Z���i�•�^�l�j�b�f�m�\�Z�l�b���[�Z�e�Z�g�k���y�d��

�\���h�[�q�b�k�e�x�\�Z�e�v�g�b�o���\�b�l�j�Z�l�Z�o�����l�Z�d���•���\���_�n�_�d�l�b�\�g�h�k�l�•���\�b�y�\�e�_�g�g�y�����?�d�k�i�_�j�b�f�_�g�l�Z�e�v�g�•��

�j�_�a�m�e�v�l�Z�l�b�� �\�d�Z�a�m�x�l�v�� �g�Z�� �l�_���� �s�h�� �a�Z�i�j�h�i�h�g�h�\�Z�g�Z�� �f�h�^�_�e�v�� �/�6�7�0�� �}�� �d�j�Z�s�h�x���� �g�•�`��

�j�Z�g�•�r�_���h�i�m�[�e�•�d�h�\�Z�g�•���f�_�l�h�^�b�����h�k�d�•�e�v�d�b���/�6�7�0���f�h�`�_���g�Z�\�q�b�l�b�k�y���\�•�^�k�e�•�^�d�h�\�m�\�Z�l�b���l�Z��

�k�i�•�\�\�•�^�g�h�k�b�l�b���a�Z�i�b�k�b���[�_�a�i�_�j�_�j�\�g�h�]�h���a�
�}�^�g�Z�g�g�y���\���j�•�a�g�b�c���q�Z�k�� 

�>�����@�� �a�Z�k�l�h�k�h�\�m�\�Z�g�g�y��RNN �^�e�y�� �\�b�d�h�g�Z�g�g�y�� �a�Z�\�^�Z�g�g�y�� �d�e�Z�k�b�n�•�d�Z�p�•�€�� �Z�l�Z�d���� �^�_��

�f�h�^�_�e�v���i�h�[�m�^�h�\�Z�g�Z���k�b�k�l�_�f�Z���\�b�y�\�e�_�g�g�y���\�l�h�j�]�g�_�g�v�����a�Z�k�g�h�\�Z�g�Z���g�Z���k�l�j�m�d�l�m�j�•���5�1�1����

�g�Z�� �h�k�g�h�\�•�� �k�Z�f�h�_�j�m�^�b�p�•�€���� �I�•�^�� �q�Z�k�� �_�d�k�i�_�j�b�f�_�g�l�•�\�� �a�Z�i�j�h�i�h�g�h�\�Z�g�Z�� �g�b�f�b�� �k�b�k�l�_�f�Z��

�\�b�y�\�e�_�g�g�y���\�l�h�j�]�g�_�g�v���f�h�`�_���n�•�e�v�l�j�m�\�Z�l�b���Z�l�Z�d�b�����Z�e�_���g�_���\�^�Z�}�l�v�k�y���\�b�y�\�b�l�b���i�h�f�b�e�d�h�\�•��

�k�i�j�Z�p�v�h�\�m�\�Z�g�g�y�����I�h�j�•�\�g�y�g�h���a���[�Z�a�h�\�b�f�b���f�_�l�h�^�Z�f�b�����a�Z�i�j�h�i�h�g�h�\�Z�g�b�c���g�b�f�b���f�_�l�h�^��
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�i�h�[�m�^�m�\�Z�g�g�y�� �d�e�Z�k�b�n�•�d�Z�l�h�j�Z�� �/�6�7�0�� �^�e�y�� �\�b�y�\�e�_�g�g�y�� �\�l�h�j�]�g�_�g�v���� �<�h�g�b�� �a�g�Z�o�h�^�y�l�v��

�g�Z�c�[�•�e�v�r�� �i�•�^�o�h�^�y�s�b�c�� �h�i�l�b�f�•�a�Z�l�h�j�� �^�e�y�� �h�i�l�b�f�•�a�Z�p�•�€�� �]�j�Z�^�•�}�g�l�g�h�]�h�� �k�i�m�k�d�m�� �/�6�7�0����

�^�_���\�h�g�b���i�h�j�•�\�g�x�x�l�v���r�•�k�l�v���r�b�j�h�d�h���\�b�d�h�j�b�k�l�h�\�m�\�Z�g�b�o���f�_�l�h�^�•�\���h�i�l�b�f�•�a�Z�p�•�€�����l�h�[�l�h��
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�•�g�n�h�j�f�Z�p�•�€�����s�h���i�_�j�_�^�Z�}�l�v�k�y���\�•�^���•�g�l�_�j�n�_�c�k�g�h�]�h���f�h�^�m�e�y���g�Z�[�h�j�h�f���Z�g�k�Z�f�[�e�_�\�b�o���l�Z��

�i�h�j�h�]�h�\�b�o���d�e�Z�k�b�n�•�d�Z�l�h�j�•�\�� 

 

�J�b�k�������������K�l�j�m�d�l�m�j�g�Z���d�h�g�k�l�j�m�d�p�•�y���^�e�y���k�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���\�l�h�j�]�g�_�g�v 
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GRU - �p�_���\�Z�j�•�Z�g�l�� �����\���y�d�h�f�m���n�m�g�d�p�•�y��softmax �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���y�d���d�•�g�p�_�\�b�c��

�\�b�o�•�^�g�b�c���j�•�\�_�g�v�����;�•�e�v�r�_���l�h�]�h�����*�5�8���\�b�d�h�j�b�k�l�h�\�m�}���n�m�g�d�p�•�x���i�_�j�_�o�j�_�k�g�h�€���_�g�l�j�h�i�•�€��

�^�e�y�� �h�[�q�b�k�e�_�g�g�y�� �k�\�h�€�o�� �\�l�j�Z�l���� �G�Z�� �h�k�g�h�\�•�� �k�l�j�m�d�l�m�j�b�� �*�5�8����Agarap [41�@�� �i�j�h�i�h�g�m�}��

�g�h�\�m���f�_�j�_�`�m���^�e�y���^�\�•�c�d�h�\�h�€���d�e�Z�k�b�n�•�d�Z�p�•�€���\���i�h�e�•���\�b�y�\�e�_�g�g�y���Z�l�Z�d�����y�d�Z���j�h�a�]�e�y�^�Z�}��������

�n�m�g�d�p�•�x�� �y�d�� �\�o�•�^�g�•�� �^�Z�g�•�� �f�h�^�_�e�•���� �A�h�d�j�_�f�Z���� �e�•�g�•�c�g�Z�� �f�Z�r�b�g�Z�� �i�•�^�l�j�b�f�d�b�� �\�_�d�l�h�j�g�b�o��

�e�•�g�•�c�� ��SVM���� �i�j�_�^�k�l�Z�\�e�_�g�Z�� �^�e�y�� �a�Z�f�•�g�b�� �n�m�g�d�p�•�€��softmax �a�Z�i�j�h�i�h�g�h�\�Z�g�h�€�� �f�h�^�_�e�•��

�*�5�8�����y�d�Z���f�h�`�_���^�h�k�y�]�l�b���i�h�j�•�\�g�y�g�h���d�j�Z�s�b�o���_�n�_�d�l�•�\�����g�•�`���l�j�Z�^�b�p�•�c�g�Z���f�_�j�_�`�Z���*�5�8-

softmax���� �g�Z�� �a�Z�]�Z�e�v�g�h�^�h�k�l�m�i�g�b�o�� �g�Z�[�h�j�Z�o�� �^�Z�g�b�o�� �a�Z�\�^�y�d�b�� �r�\�b�^�d�•�c�� �d�h�g�\�_�j�]�_�g�p�•�€�� �l�Z��

�d�j�Z�s�•�c���f�h�`�e�b�\�h�k�l�•���d�e�Z�k�b�n�•�d�Z�p�•�€�� 

 

2.3 �H�i�b�k���^�Z�g�b�o���f�_�j�_�`�_�\�b�o���Z�l�Z�d�� 

�>�e�y�� �g�Z�\�q�Z�g�g�y�� �k�b�k�l�_�f�b�� �\�b�y�\�e�_�g�g�y�� �f�_�j�_�`�_�\�b�o�� �Z�l�Z�d�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y��

�g�Z�c�i�h�r�b�j�_�g�•�r�b�c�� �g�Z�[�•�j�� �^�Z�g�b�o��NSL-�.�'�'���� �I�h�d�j�Z�s�_�g�b�c�� �g�Z�[�•�j�� �^�Z�g�b�o���� �y�d�b�c��

�k�l�\�h�j�_�g�b�c���^�e�y���a�f�_�g�r�_�g�g�y���g�_�^�h�e�•�d�•�\���g�Z�[�h�j�m���^�Z�g�b�o��KDDCup ���������A�h�d�j�_�f�Z�����\�•�g���g�_��

�l�•�e�v�d�b���\�b�^�Z�e�y�}���a�Z�c�\�•���^�Z�g�•���a���g�Z�\�q�Z�e�v�g�b�o���l�Z���l�_�k�l�h�\�b�o���^�Z�g�b�o���^�e�y���^�h�k�y�]�g�_�g�g�y���[�•�e�v�r��

�l�h�q�g�h�€���r�\�b�^�d�h�k�l�•���\�b�y�\�e�_�g�g�y�����Z�e�_���l�Z�d�h�`���h�n�•�p�•�c�g�h���\�k�l�Z�g�h�\�e�x�}���d�•�e�v�d�•�k�l�v���a�Z�i�b�k�•�\���y�d��

�m���g�Z�\�q�Z�e�v�g�b�o�����l�Z�d���•���\���l�_�k�l�h�\�b�o���^�Z�g�b�o�����;�•�e�v�r�_���l�h�]�h�����]�j�m�i�Z���j�•�a�g�b�o���j�•�\�g�•�\���k�d�e�Z�^�g�h�k�l�•��

�f�Z�}�� �j�•�a�g�m�� �d�•�e�v�d�•�k�l�v�� �a�Z�i�b�k�•�\���� �y�d�Z�� �h�[�_�j�g�_�g�Z�� �i�j�h�i�h�j�p�•�c�g�Z�� �\�•�^�k�h�l�d�m�� �\�•�^�� �d�•�e�v�d�h�k�l�•�� �m��

�i�_�j�\�b�g�g�h�f�m���g�Z�[�h�j�•���^�Z�g�b�o���.�'�'�����L�h�f�m���^�h�a�\�h�e�y�}���f�h�^�_�e�x�\�Z�l�b���[�m�^�v-�y�d�_���\�l�h�j�]�g�_�g�g�y��

�m���j�_�Z�e�v�g�h�f�m���q�Z�k�•�����G�Z�[�•�j���^�Z�g�b�o���k�d�e�Z�^�Z�}�l�v�k�y���•�a���k�i�b�k�d�m���n�Z�c�e�•�\�����s�h���h�i�b�k�Z�g�h���\���l�Z�[�e�b�p�•��

3.1.  

�L�Z�[�e�b�p�y��.1 

�G�Z�[�•�j���^�Z�g�b�o���1�6�/-KDD 

�‹  �1�f�¶�y���n�Z�c�e�m �H�i�b�k 
1 KDDTrain+.csv �I�h�\�g�b�c���1�6�/-�.�'�'���g�Z�[�•�j��

�^�Z�g�b�o���^�e�y���g�Z�\�q�Z�g�g�y���m��
�n�h�j�f�Z�l�•���F�V�Y 

2 KDDTrain+.txt �I�h�\�g�b�c���1�6�/-�.�'�'���g�Z�[�•�j��
�^�Z�g�b�o���^�e�y���g�Z�\�q�Z�g�g�y���m��

�n�h�j�f�Z�l�•���W�[�W 
3 KDDTrain+_20Percent.csv �<�b�[�•�j�d�Z�����������^�Z�g�b�o���•�a��

KDDTrain+.csv 
4 KDDTrain+_20Percent.TXT �<�b�[�•�j�d�Z�����������^�Z�g�b�o���•�a��

KDDTrain+.txt 
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5 KDDTest+.csv �I�h�\�g�b�c��NSL-�.�'�'���g�Z�[�•�j��
�^�Z�g�b�o���^�e�y���l�_�k�l�m�\�Z�g�g�y���m��

�n�h�j�f�Z�l�•���F�V�Y 
6 KDDTest+.txt �I�h�\�g�b�c���1�6�/-�.�'�'���g�Z�[�•�j��

�^�Z�g�b�o���^�e�y���l�_�k�l�m�\�Z�g�g�y���m��
�n�h�j�f�Z�l�•���W�[�W 

7 KDDTest-21.txt �<�b�[�•�j�d�Z���•�a���.�'�'�7�H�V�W�����W�[�W����
�y�d�Z���f�•�k�l�b�l�v���g�_�\�•�j�g�h��

�d�e�Z�k�b�n�•�d�h�\�Z�g�•���i�•�^���q�Z�k��
�^�h�k�e�•�^�`�_�g�g�y���^�Z�g�• 

8 Small Training Set.csv �F�Z�e�b�c���g�Z�[�•�j���^�Z�g�b�o��
�1�6�/�.�'�'���^�e�y���g�Z�\�q�Z�g�g�y��

�m���n�h�j�f�Z�l�•���F�V�Y 
�G�Z�[�•�j�� �^�Z�g�b�o�� �f�•�k�l�b�l�v�� ������ �i�Z�j�Z�f�_�l�j���� �a�� �y�d�b�o�� �h�i�b�k�Z�g�h�� �\�� �l�Z�[�e�b�p�•�� �������� �•�� �[�m�^�m�l�v��

�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y���^�e�y���l�j�_�g�m�\�Z�g�g�y���g�_�c�j�h�g�g�h�€���f�_�j�_�`�• 

�L�Z�[�e�b�p�y����.2 

�I�Z�j�Z�f�_�l�j�b��NSL_KDD 

�‹  �1�f�¶�y���i�Z�j�Z�f�_�l�j�m �H�i�b�k �L�b�i 
1 duration �Q�Z�k���l�j�b�\�Z�e�h�k�l�•���i�•�^�d�e�x�q�_�g�g�y �;�_�a�i�_�j�_�j�\�g�b�c 
2 protocol_type �I�j�h�l�h�d�h�e���l�j�Z�g�k�i�h�j�l�g�h�]�h��

�j�•�\�g�y 
�>�b�k�d�j�_�l�g�b�c 

3 service �K�_�j�\�•�k���i�j�b�d�e�Z�^�g�h�]�h���j�•�\�g�y �>�b�k�d�j�_�l�g�b�c 
4 flag �K�l�Z�l�m�k���i�•�^�d�e�x�q�_�g�g�y �>�b�k�d�j�_�l�g�b�c 
5 src_bytes �<�a�•�^�g�b�c���i�h�l�•�d�����[�Z�c�l �;�_�a�i�_�j�_�j�\�g�b�c 
6 dst_bytes �<�b�o�•�^�g�b�c���i�h�l�h�d�����[�Z�c�l �;�_�a�i�_�j�_�j�\�g�b�c 
7 land �����y�d�s�h���Z�^�j�_�k�Z���^�`�_�j�_�e�Z���•��

�h�l�j�b�f�m�\�Z�q�Z���k�i�•�\�i�Z�^�Z�x�l�v��
�•�g�Z�d�r�_���� 

�>�b�k�d�j�_�l�g�b�c 

8 wrong_fragment �Q�b�k�e�h���g�_�i�j�Z�\�b�e�v�g�b�o��
�n�j�Z�]�f�_�g�l�•�\ 

�;�_�a�i�_�j�_�j�\�g�b�c 

9 urgent �Q�b�k�e�h���l�_�j�f�•�g�h�\�b�o���i�Z�d�_�l�•�\ �;�_�a�i�_�j�_�j�\�g�b�c 
10 hot �Q�b�k�e�h���©�]�Z�j�y�q�b�o�ª���•�g�^�b�d�Z�l�h�j�•�\ �;�_�a�i�_�j�_�j�\�g�b�c 
11 num_failed_login

s 
�Q�b�k�e�h���g�_�\�^�Z�e�b�o���k�i�j�h�[���\�o�h�^�m �;�_�a�i�_�j�_�j�\�g�b�c 

12 logged_in �M�k�i�•�r�g�b�c���\�o�•�^ �>�b�k�d�j�_�l�g�b�c 
13 num_compromise

d 
�Q�b�k�e�h���k�d�h�f�i�j�h�f�_�l�h�\�Z�g�b�o��

�k�l�Z�g�•�\ 
�;�_�a�i�_�j�_�j�\�g�b�c 

14 root_shell �>�h�k�l�m�i���a���Z�^�f�•�g�•�k�l�j�Z�l�b�\�g�b�f�b��
�i�h�\�g�h�\�Z�`�_�g�g�y�f�b 

�>�b�k�d�j�_�l�g�b�c 

15 su_attemped �����y�d�s�h�����V�X���U�R�R�W�������•�g�Z�d�r�_���� �>�b�k�d�j�_�l�g�b�c 
16 num_root �Q�b�k�e�h���k�i�j�h�[���^�h�k�l�m�i�m���a��

�i�j�Z�\�Z�f�b���Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z 
�;�_�a�i�_�j�_�j�\�g�b�c 

17 num_file_creatio
ns 

�Q�b�k�e�h���h�i�_�j�Z�p�•�c���k�l�\�h�j�_�g�g�y��
�n�Z�c�e�m 

�;�_�a�i�_�j�_�j�\�g�b�c 

18 num_shells �Q�b�k�e�h���k�i�j�h�[���\�b�d�h�j�b�k�l�Z�g�g�y��
�d�h�f�Z�g�^�g�h�]�h���j�y�^�d�Z 

�;�_�a�i�_�j�_�j�\�g�b�c 
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19 num_access_files �Q�b�k�e�h���h�i�_�j�Z�p�•�c���a���n�Z�c�e�Z�f�b��
�d�h�g�l�j�h�e�x���^�h�k�l�m�i�m 

�;�_�a�i�_�j�_�j�\�g�b�c 

20 num_outbond_cm
ds 

�Q�b�k�e�h���\�b�o�•�^�g�b�o���d�h�f�Z�g�^���\���I�W�S��
�k�_�Z�g�k�• 

�;�_�a�i�_�j�_�j�\�g�b�c 

21 is_host_login �����y�d�s�h���a�
�}�^�g�Z�g�g�y���a�•���k�i�b�k�d�m��
�k�_�j�\�_�j�•�\�����•�g�Z�d�r�_���� 

�>�b�k�d�j�_�l�g�b�c 

22 is_guest_login �����y�d�s�h���a�
�}�^�g�Z�g�g�y���a��
�]�h�k�l�v�h�\�h�]�h���k�i�b�k�d�m�����•�g�Z�d�r�_���� 

�>�b�k�d�j�_�l�g�b�c 

23 count �Q�b�k�e�h���a�
�}�^�g�Z�g�v���g�Z���l�h�c���`�_��
�k�_�j�\�_�j���a�Z�������k�_�d�m�g�^�b 

�;�_�a�i�_�j�_�j�\�g�b�c 

24 srv_count �Q�b�k�e�h���a�
�}�^�g�Z�g�v���g�Z���l�h�c���`�_��
�k�_�j�\�•�k���a�Z�������k�_�d�m�g�^�b 

�;�_�a�i�_�j�_�j�\�g�b�c 

25 serror_rate �<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�h�f�b�e�d�Z���a���i�j�Z�i�h�j�h�f���6�<�1 

�;�_�a�i�_�j�_�j�\�g�b�c 

26 srv_serror_rate �<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�h�f�b�e�d�Z���a���i�j�Z�i�h�j�h�f���6�<�1 

�;�_�a�i�_�j�_�j�\�g�b�c 

27 rerror_rate �<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�j�Z�i�h�j���5�(�- 

�;�_�a�i�_�j�_�j�\�g�b�c 

28 srv_rerror_rate �<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�j�Z�i�h�j���5�(�- 

�;�_�a�i�_�j�_�j�\�g�b�c 

29 same_srv_rate �<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v���^�h���l�•�}�€���`��
�k�e�m�`�[�• 

�;�_�a�i�_�j�_�j�\�g�b�c 

30 diff_srv_rate �<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v���^�h���j�•�a�g�b�o��
�k�e�m�`�[ 

�;�_�a�i�_�j�_�j�\�g�b�c 

31 srv_diff_host_rat
e 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v���^�h���j�•�a�g�b�o��
�o�h�k�l�Z�f 

�;�_�a�i�_�j�_�j�\�g�b�c 

32 dst_host_count �Q�b�k�e�h���a�
�}�^�g�Z�g�v���g�Z���l�h�c���`�_��
�k�_�j�\�_�j���a�Z�������k�_�d�m�g�^�b 

�;�_�a�i�_�j�_�j�\�g�b�c 

33 dst_host_srv_cou
nt 

�Q�b�k�e�h���a�
�}�^�g�Z�g�v���g�Z���l�h�c���`�_��
�k�_�j�\�•�k���a�Z�������k�_�d�m�g�^�b 

�;�_�a�i�_�j�_�j�\�g�b�c 

34 dst_host_same_sr
v_rate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v���^�h���l�•�}�€���`��
�k�e�m�`�[�• 

�;�_�a�i�_�j�_�j�\�g�b�c 

35 dst_host_diff_srv
_rate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v���^�h���j�•�a�g�b�o��
�k�e�m�`�[ 

�;�_�a�i�_�j�_�j�\�g�b�c 

36 dst_host_same_sr
c_port_rate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v���a��
�h�^�g�Z�d�h�\�b�f���i�h�j�l�h�f���^�`�_�j�_�e�Z 

�;�_�a�i�_�j�_�j�\�g�b�c 

37 dst_host_srv_diff
_host_rate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v���^�h���j�•�a�g�b�o��
�o�h�k�l�Z�f 

�;�_�a�i�_�j�_�j�\�g�b�c 

38 dst_host_serror_r
ate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�h�f�b�e�d�Z���a���i�j�Z�i�h�j�h�f���6�<�1 

�;�_�a�i�_�j�_�j�\�g�b�c 

39 dst_host_srv_serr
or_rate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�h�f�b�e�d�Z���a���i�j�Z�i�h�j�h�f���6�<�1 

�;�_�a�i�_�j�_�j�\�g�b�c 

40 dst_host_rerror_r
ate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�j�Z�i�h�j���5�(�- 

�;�_�a�i�_�j�_�j�\�g�b�c 

41 dst_host_srv_rerr
or_rate 

�<�•�^�k�h�l�h�d���a�
�}�^�g�Z�g�v�����m���y�d�b�o��
�i�j�Z�i�h�j���5�(�- 

�;�_�a�i�_�j�_�j�\�g�b�c 

 

�D�h�`�_�g���i�Z�j�Z�f�_�l�j���g�Z�e�_�`�b�l�v���^�h���i�_�\�g�h�]�h���l�b�i�m���^�Z�g�b�o���l�Z�[�e�b�p�y�������������L�b�i�b��Binary 

�\�b�d�h�j�b�k�l�h�\�m�x�l�v�k�y���\���h�[�j�h�[�p�•���n�j�_�c�f�•�\���^�Z�g�b�o�� 
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�L�Z�[�e�b�p�y����.3 

�L�b�i�b���^�Z�g�b�o���i�Z�j�Z�f�_�l�j�•�\���1�6�/-KDD 

�L�b�i���^�Z�g�b�o �:�l�j�b�[�m�l�b 
Binary protocol_type, service, flag 
Numeric land, logged_in, root_shell, su_attempted, is_host_login, is_guest_login 
Nominal duration, src_bytes, dst_bytes, wrong_fragment, urgent, hot, 

num_failed_logins, num_compromised, num_root, num_file_creations, 
num_shells, num_access_files, num_outbound_cmds, count, srv_count, 
serror_rate, srv_serror_rate, rerror_rate, srv_rerror_rate, same_srv_rate, 
diff_srv_rate, srv_diff_host_rate, dst_host_count, dst_host_srv_count, 
dst_host_same_srv_rate, dst_host_diff_srv_rate, 
dst_host_same_src_port_rate, dst_host_srv_diff_host_rate, 
dst_host_serror_rate, dst_host_srv_serror_rate, dst_host_rerror_rate, 
dst_host_srv_rerror_rate 

 

�<���g�Z�[�h�j�•���^�Z�g�b�o���•�k�g�m�}���l�Z�d���a�\�Z�g�b�c���������i�Z�j�Z�f�_�l�j�����y�d�b�c���f�•�k�l�b�l�v���•�g�n�h�j�f�Z�p�•�x���i�j�h��

�l�b�i�b���Z�l�Z�d�� 

�� DOS 

�� Probing 

�� U2R 

�� R2L 

DoS - �f�_�j�_�`�_�\�•���Z�l�Z�d�b�����k�i�j�y�f�h�\�Z�g�•���g�Z���k�l�\�h�j�_�g�g�y���k�b�l�m�Z�p�•�€�����d�h�e�b���\���Z�l�Z�d�h�\�Z�g�•�c��

�k�b�k�l�_�f�•�� �\�•�^�[�m�\�Z�}�l�v�k�y�� �\�•�^�f�h�\�Z�� �\�� �h�[�k�e�m�]�h�\�m�\�Z�g�g�•���� �L�Z�d�•�� �Z�l�Z�d�b�� �o�Z�j�Z�d�l�_�j�b�a�m�x�l�v�k�y��

�]�_�g�_�j�Z�p�•�}�x�� �\�_�e�b�d�h�]�h�� �h�[�k�y�]�m�� �l�j�Z�n�•�d�m���� �s�h�� �i�j�b�a�\�h�^�b�l�v�� �^�h�� �i�_�j�_�\�Z�g�l�Z�`�_�g�g�y�� �l�Z��

�[�e�h�d�m�\�Z�g�g�y���k�_�j�\�_�j�Z�����1�k�g�m�}���r�•�k�l�v���l�b�i�•�\�� 

DoS - �Z�l�Z�d�����k�i�b�g�Z�����a�_�f�e�y�����g�_�i�l�m�g�����k�l�j�m�q�h�d�����k�f�m�j�n�����k�e�v�h�a�Z�� 

�A�h�g�^�h�\�•�� �Z�l�Z�d�b�� �k�l�h�k�m�x�l�v�k�y�� �k�d�Z�g�m�\�Z�g�g�y�� �f�_�j�_�`�_�\�b�o�� �i�h�j�l�•�\�� �g�Z�� �g�Z�y�\�g�•�k�l�v��

�d�h�g�n�•�^�_�g�p�•�c�g�h�€�� �•�g�n�h�j�f�Z�p�•�€�� �1�k�g�m�}�� �q�h�l�b�j�b�� �l�b�i�b�� �Z�l�Z�d�� �3�U�R�E�H���� �L�S�V�Z�H�H�S���� �Q�P�D�S����

portsweep, satan. 

�:�l�Z�d�b�� �8���5�� �i�_�j�_�^�[�Z�q�Z�x�l�v�� �h�l�j�b�f�Z�g�g�y�� �i�j�b�\�•�e�_�x���e�h�d�Z�e�v�g�h�]�h��

�k�m�i�_�j�d�h�j�b�k�l�m�\�Z�q�Z�����Z�^�f�•�g�•�k�l�j�Z�l�h�j�Z���f�_�j�_�`�•�����a�Z�j�_�}�k�l�j�h�\�Z�g�b�f���d�h�j�b�k�l�m�\�Z�q�_�f�����1�k�g�m�}��

�q�h�l�b�j�b���l�b�i�b���Z�l�Z�d��U2R: buffer_overflow, loadmodule, perl, rootkit. 

�:�l�Z�d�b�� �5���/�� �o�Z�j�Z�d�l�_�j�b�a�m�x�l�v�k�y�� �^�h�k�l�m�i�h�f�� �g�_�a�Z�j�_�}�k�l�j�h�\�Z�g�h�]�h�� �d�h�j�b�k�l�m�\�Z�q�Z�� �a��

�\�•�^�^�Z�e�_�g�h�]�h�� �d�h�f�i�
�x�l�_�j�Z���� �1�k�g�m�}�� �\�•�k�•�f�� �l�b�i�•�\�� �Z�l�Z�d�� �5���/����ftp_write, guess_passwd, 

�L�P�D�S�����P�X�O�W�L�K�R�S�����S�K�I�����r�i�b�]�m�g�����Z�D�U�H�]�F�O�L�H�Q�W�����Z�D�U�H�]�P�D�V�W�H�U�� 



45 
 

�:�l�Z�d�Z�� �}�� �d�e�Z�k�h�f���� �d�h�`�_�g�� �a�� �y�d�b�o�� �\�d�e�x�q�Z�}�� �� �\�� �k�_�[�_�� �^�h�k�l�Z�l�g�v�h�� �d�h�g�d�j�_�l�g�b�o��

�i�j�b�d�e�Z�^�•�\���� �L�b�i�b�� �Z�l�Z�d�� �l�Z�� �d�e�Z�k�b�� �i�j�b�\�_�^�_�g�•�� �\�� �l�Z�[�e�b�p�•�� ���������� �L�Z�d�h�`�� �p�•�� �i�Z�j�Z�f�_�l�j�b��

�k�l�\�h�j�x�x�l�v���j�y�^�h�d�����i�j�b�d�e�Z�^���y�d�h�]�h���a�h�[�j�Z�`�_�g�h���m���^�h�^�Z�l�d�m���:�� 

�L�Z�[�e�b�p�y����.4 

�D�e�Z�k�b���l�Z���i�j�b�d�e�Z�^�b���l�b�i�•�\���Z�l�Z�d���\���1�6�/-KDD 

�L�b�i���^�Z�g�b�o �:�l�j�b�[�m�l�b 

DoS Back, Land, Neptune, Pod, Smurf, Teardrop, Apache2, Udpstorm, 

Processtable, Worm 

Probe Satan, Ipsweep, Nmap, Portsweep, Mscan, Saint 

R2L Guess_Password, Ftp_write, Imap, Phf, Multihop, Warezmaster, 

Warezclient, Spy, Xlock, Xsnoop, Snmpguess, Snmpgetattack, 

Httptunnel, Sendmail, Named 

U2R Buffer_overflow, Loadmodule, Rootkit, Perl, Sqlattack, Xterm, Ps 

 

�<�b�k�g�h�\�h�d���^�h���^�j�m�]�h�]�h���j�h�a�^�•�e�m 

�L�Z�d�b�f�� �q�b�g�h�f���� �g�Z�� �k�v�h�]�h�^�g�•�r�g�•�c�� �^�_�g�v�� �\�b�y�\�e�_�g�g�y�� �f�_�j�_�`�_�\�b�o�� �Z�l�Z�d��

�i�_�j�_�l�\�h�j�x�}�l�v�k�y���g�Z���k�_�j�c�h�a�g�m���i�j�h�[�e�_�f�m�����y�d�Z���g�_���\�b�j�•�r�m�}�l�v�k�y���e�b�r�_���l�j�Z�^�b�p�•�c�g�b�f�b��

�f�_�l�h�^�Z�f�b���� �M�� �g�Z�c�[�e�b�`�q�h�f�m�� �f�Z�c�[�m�l�g�v�h�f�m�� �^�h�� �\�b�j�•�r�_�g�g�y�� �p�•�}�€�� �a�Z�^�Z�q�•�� �[�m�^�m�l�v��

�a�Z�e�m�q�Z�l�b�k�y�� �l�•�e�v�d�b�� �r�l�m�q�g�b�c�� �•�g�l�_�e�_�d�l���� �y�d�b�c�� �f�Z�}�� �[�Z�]�Z�l�h�� �i�_�j�_�\�Z�]�� �s�h�^�h�� �i�j�b�c�g�y�l�l�y��

�j�•�r�_�g�g�y�� �•�� �\�b�y�\�e�_�g�g�y�� �Z�g�h�f�Z�e�v�g�h�]�h�� �l�j�Z�n�•�d�Z���� �I�j�b�� �l�Z�d�h�f�m�� �i�•�^�o�h�^�•�� �\�Z�`�e�b�\�m�� �j�h�e�v��

�[�m�^�_�� �\�•�^�•�]�j�Z�\�Z�l�b�� �g�Z�y�\�g�•�k�l�v�� �d�_�j�m�x�q�b�o�� �]�j�m�i�� �s�h�^�h�� �d�h�g�l�j�h�e�x�� �j�•�r�_�g�g�y�� �a�� �[�h�d�m��

�•�g�l�_�e�_�d�l�m���� 

�A�Z�k�l�h�k�m�\�Z�g�g�y�� �f�_�l�h�^�•�\�� �g�_�c�j�h�f�_�j�_�`�_�\�b�o�� �l�_�o�g�h�e�h�]�•�c�� �^�h�a�\�h�e�y�}�� �k�b�k�l�_�f�•��

�g�Z�\�q�Z�l�b�k�y�� �l�Z�� �i�j�b�k�l�h�k�h�\�m�\�Z�l�b�k�y�� �^�h�� �Z�g�h�f�Z�e�•�€�� �m�� �f�_�j�_�`�•���� �l�Z�d�b�f�� �q�b�g�h�f���� �i�•�^�\�b�s�b�l�b��

�c�f�h�\�•�j�g�•�k�l�v���\�b�y�\�e�y�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d�� 

�>�h�k�e�•�^�`�_�g�h�� �k�i�h�k�h�[�b�� �\�b�y�\�e�_�g�g�y�� �f�_�j�_�`�_�\�b�o�� �Z�l�Z�d�� �a�Z�� �^�h�i�h�f�h�]�h�x��

�g�_�c�j�h�f�_�j�_�`�_�\�b�o���l�_�o�g�h�e�h�]�•�c�� 

�I�j�h�Z�g�Z�e�•�a�h�\�Z�g�h�� �f�_�l�h�^�b�� �'�/���� �l�Z�� �\�b�[�j�Z�g�b�c�� �h�^�b�g�� �a�� �g�b�o�� �^�e�y�� �g�Z�\�q�Z�g�g�y��

�g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���s�h�^�h���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d���� 

�I�j�h�Z�g�Z�e�•�a�h�\�Z�g�h���g�Z�[�•�j���^�Z�g�b�o���f�_�j�_�`�_�\�b�o���Z�l�Z�d���1�6�/-KDD. 
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�J�H�A�>�1�E���� 

�J�H�A�J�H�;�D�:���F�H�>�?�E�1���G�?�C�J�H�G�G�H�2���F�?�J�?�@�1���>�E�Y���K�B�K�L�?�F�B��

�<�B�Y�<�E�?�G�G�Y���F�?�J�?�@�?�<�B�O���:�L�:�D 

 
3.1 �J�_�Z�e�•�a�Z�p�•�y���i�j�h�]�j�Z�f�g�h�]�h���d�h�^�m���^�e�y���a�[�_�j�•�]�Z�g�g�y�����n�h�j�f�Z�l�m�\�Z�g�g�y��

�g�Z�[�h�j�m���^�Z�g�b�o�� 

�:�e�]�h�j�b�l�f�� �[�m�\�� �g�Z�i�b�k�Z�g�b�c�� �g�Z��python �l�Z�� �i�j�h�l�_�k�l�h�\�Z�g�b�c�� �\�� �[�e�h�d�g�h�l�•��

Colaboratory. �H�k�d�•�e�v�d�b���g�Z�\�q�Z�g�g�y �g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���a�Z�e�_�`�g�_���\�•�^���h�[�q�b�k�e�x�\�Z�e�v�g�h�€��

�i�h�l�m�`�g�h�k�l�•�� �f�Z�r�b�g�� �[�m�e�h�� �j�h�a�]�e�y�g�m�l�Z�� �i�j�h�i�h�a�b�p�•�€�� �s�h�^�h�� �d�h�j�b�k�l�m�\�Z�g�g�y�� �[�e�h�d�g�h�l�h�f��

Jupiter, �y�d�b�c���j�h�a�f�•�s�_�g�b�c���\���k�_�j�\�•�k�•��Colab.  

�>�e�y�� �f�Z�g�•�i�m�e�x�\�Z�g�g�y���^�Z�g�b�f�b�� �l�Z�� �€�o�g�v�h�]�h�� �Z�g�Z�e�•�a�m �[�m�e�h�� �•�g�k�l�Z�e�v�h�\�Z�g�h��

�[�•�[�e�•�h�l�_�d�b�� 

�� Tensorflow; 

�� Pandas; 

�� Numpe; 

�� Keras; 

�� Scikit-learn; 

�� Matplotlib. 

�>�e�y�� �j�h�[�h�l�b�� �a�� �g�Z�[�h�j�h�f�� �^�Z�g�b�o�� �f�_�j�_�`�_�\�•�� �Z�l�Z�d�b�� �[�m�e�h�� �g�Z�i�b�k�Z�g�h�� �d�h�^�� �y�d�b�c��

�•�f�i�h�j�l�m�\�Z�\���p�•���^�Z�g�•�����i�j�b�d�e�Z�^���d�h�^�m�� 

self.train_path=kwargs.get('train_path','datasets/NSL/KDDTrain+.txt') 

self.test_path=kwargs.get('test_path', datasets/NSL/KDDTest%2B.txt') 

 �I�•�k�e�y���•�f�i�h�j�l�m�\�Z�g�g�y���^�Z�g�b�o���[�m�e�h���i�j�h�\�_�^�_�g�h���n�h�j�f�Z�l�m�\�Z�g�g�y���^�Z�g�g�b�o���l�Z��

�a�[�_�j�_�`�_�g�g�y���€�o�� 

self.df = pd.concat([self.df.drop('protocol_type', axis=1), 

pd.get_dummies(self.df[ 'protocol_type'])],  axis=1) 

self.df = pd.concat([self.df.drop('service', axis=1), 

pd.get_dummies(self.df[ 'service'])],  axis=1) 

self.df = pd.concat([self.df.drop('flag', axis=1), 

pd.get_dummies(self.df[ 'flag'])],  axis=1) 
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test_df = self.df.iloc[ train_indx:self.df.shape[0]]  

test_df = shuffle(test_df,random_state=np.random.randint(0,100)) 

self.df = self.df[: train_indx]  

self.df = shuffle(self.df,random_state=np.random.randint(0,100)) 

test_df.to_csv(self.formated_test_path,sep=',',index=False) 

�L�Z���h�d�j�_�f�h���k�l�\�h�j�b�e�b���k�i�b�k�h�d���a���•�k�g�m�x�q�b�f�b���Z�l�Z�d�Z�f�b���s�h���k�l�\�h�j�b�e�h���l�h�q�g�•�r�_��

�g�Z�\�q�Z�l�b���g�_�c�j�h�g�g�m���f�_�j�_�`�m���� 

 

3.2 �F�h�^�_�e�v���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���g�Z���h�k�g�h�\�•���Z�e�]�h�j�b�l�f�m���]�e�b�[�h�d�]�h���4-

�g�Z�\�q�Z�g�g�y 

�K�i�b�j�Z�x�q�b�k�v�� �g�Z�� �Z�g�Z�e�•�a�� �f�_�l�h�^�•�\�� �\�b�y�\�e�_�g�g�y�� �f�_�j�_�`�_�\�b�o�� �Z�l�Z�d�� �^�e�y�� �k�b�k�l�_�f��

�\�b�y�\�e�_�g�g�y�� �f�_�j�_�`�_�\�b�o�� �Z�l�Z�d�� �g�Z�� �h�k�g�h�\�•�� �g�_�c�j�h�f�_�j�_�`�_�\�b�o�� �l�_�o�g�h�e�h�]�•�c�� �[�m�e�h��

�a�Z�i�j�h�i�h�g�h�\�Z�g�h���f�h�^�_�e�v���g�Z�a�\�h�x���'�4-�5�/�����y�d�Z���j�_�Z�e�•�a�m�}���d�e�Z�k�b�n�•�d�Z�l�h�j�����a�Z�k�g�h�\�Z�g�b�c���g�Z��

�l�_�h�j�•�€�� �5�/���� �M�� �j�Z�f�d�Z�o��RL���� �k�_�j�_�^�h�\�b�s�_�� �•�g�n�h�j�f�m�}�� �Z�]�_�g�l�Z�� �i�j�h�� �k�l�Z�g�� �f�_�j�_�`�•���� �Z�� �Z�]�_�g�l��

�j�_�Z�]�m�}�����\�k�_�j�_�^�b�g�•���f�_�j�_�`�•�����P�_���^�•�y���\�j�_�r�l�•-�j�_�r�l���k�i�j�b�q�b�g�y�}���a�f�•�g�m���k�l�Z�g�m���k�_�e�_�d�l�h�j�Z����

�<�j�Z�o�h�\�m�x�q�b�� �p�x�� �k�l�j�m�d�l�m�j�m�� �Z�]�_�g�l�Z���� �y�d�b�c�� �\�a�Z�}�f�h�^�•�x�q�b�� �a�� �k�_�e�_�d�l�h�j�h�f����

�a�Z�i�j�h�i�h�g�h�\�Z�g�Z���f�h�^�_�e�v���a�Z�[�_�a�i�_�q�m�}���l�Z�d�•���f�h�^�b�n�•�d�Z�p�•�€�� 

�� �a�f�h�^�_�e�v�h�\�Z�g�_�� �k�_�j�_�^�h�\�b�s�_���� �k�l�Z�g�� �y�d�h�]�h�� �\�•�^�i�h�\�•�^�Z�}�� �\�b�i�Z�^�d�h�\�b�f�� �\�b�[�•�j�d�Z�f����

�\�a�y�l�b�f���•�a���g�Z�[�h�j�m���\�l�h�j�]�g�_�g�g�y���\���f�_�j�_�`�m�� 

�� �Z�]�_�g�l�� �j�_�Z�e�•�a�m�}�� �d�e�Z�k�b�n�•�d�Z�l�h�j���� �y�d�b�c�� �g�Z�f�Z�]�Z�}�l�v�k�y�� �i�_�j�_�^�[�Z�q�b�l�b�� �f�•�l�d�m��

�\�l�h�j�]�g�_�g�g�y�� �•�a�� �k�l�Z�g�•�\���� �i�_�j�_�^�[�Z�q�_�g�b�o�� �a�f�h�^�_�e�v�h�\�Z�g�b�f�� �g�Z�\�d�h�e�b�r�g�}��

�k�_�j�_�^�h�\�b�s�_�� 

�� �•�f�•�l�h�\�Z�g�_�� �k�_�j�_�^�h�\�b�s�_�� �i�j�b�g�h�k�b�l�v�� �j�_�a�m�e�v�l�Z�l�b�� �\�•�^�i�h�\�•�^�g�h �^�h�� �i�j�Z�\�b�e�v�g�b�o�� �•��

�g�_�i�j�Z�\�b�e�v�g�b�o���i�j�h�]�g�h�a�•�\���Z�]�_�g�l�Z�� 

�G�h�\�Z�� �k�l�j�m�d�l�m�j�Z���� �^�h�a�\�h�e�y�}�� �a�Z�k�l�h�k�h�\�m�\�Z�l�b�� �^�h�[�j�_�� �\�•�^�h�f�b�c�� �Z�e�]�h�j�b�l�f��RL 

���Z�e�]�h�j�b�l�f��Q-�g�Z�\�q�Z�g�g�y�����^�e�y���d�e�Z�k�b�n�•�d�Z�p�•�€���\�l�h�j�]�g�_�g�v���a�Z���^�h�i�h�f�h�]�h�x���g�Z�[�h�j�m���^�Z�g�b�o��

�i�h�i�_�j�_�^�g�v�h���a�Z�i�b�k�Z�g�b�o���^�Z�g�b�o���i�j�h���\�l�h�j�]�g�_�g�g�y�� 

�:�e�]�h�j�b�l�f��  �[�Z�a�m�}�l�v�k�y�� �g�Z�� �i�h�r�m�d�m�� �g�Z�c�d�j�Z�s�h�€��Q-�n�m�g�d�p�•�€�� �^�e�y�� �Z�]�_�g�l�Z���� �Z�� �\��

�g�Z�r�h�f�m�� �\�b�i�Z�^�d�m�� �^�e�y�� �d�e�Z�k�b�n�•�d�Z�l�h�j�Z���� �H�p�•�g�d�Z��Q-�n�m�g�d�p�•�€�� �a�g�Z�q�_�g�g�y�� �^�e�y�� �d�h�`�g�h�€��

�i�Z�j�b�^�•�€���k�l�Z�g�m�����p�_���a�g�Z�q�_ �g�g�y�� �\�•�^�i�h�\�•�^�Z�}�� �k�m�f�•�� �\�b�g�Z�]�h�j�h�^�� �^�e�y�� �^�Z�g�h�]�h�� �k�l�Z�g�m����
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�\�j�Z�o�h�\�m�x�q�b���� �s�h�� �f�b�� �[�_�j�_�f�h�� �i�_�\�g�•�� �^�•�€���� �Z�� �i�h�l�•�f�� �j�m�o�Z�l�b�k�v�� �\�i�_�j�_�^�� �a�Z�� �i�h�l�h�q�g�h�x 

�i�h�e�•�l�b�d�h�x���� �<�Z�`�e�b�\�b�f�� �j�_�a�m�e�v�l�Z�l�h�f�� �}�� �l�_���� �s�h��Q-�n�m�g�d�p�•�x�� �f�h�`�g�Z�� �h�[�q�b�k�e�x�\�Z�l�b��

�•�l�_�j�Z�l�b�\�g�h���a�Z���l�Z�d�b�f���\�b�j�Z�a�h�f�� 

�3�:�5�ç�#�ç�; �Z �3�:�5�ç�#�ç�; 
E�Ù�>�4�ç�>�5 
E�U�I�=�T�3�:�5�ç�>�5�#�ç�>�5�; 
F �3�:�5�ç�#�ç�;�? 3.1 

�>�_���5�P - �i�h�l�h�q�g�b�c���k�l�Z�g�����#�P - �i�h�l�h�q�g�Z���^�•�y�����#�P��
E���s - �p�_���g�Z�k�l�m�i�g�Z���^�•�y�����4�P��
E���s 

- �g�Z�k�l�m�i�g�_�� �a�g�Z�q�_�g�g�y�� �\�b�g�Z�]�h�j�h�^�b�����Ù �± �g�Z�\�q�Z�g�g�y�� �k�l�Z�\�d�Z�� �•���Û - �d�h�_�n�•�p�•�}�g�l��

�^�b�k�d�h�g�l�m�\�Z�g�g�y���� �y�d�b�c�� �m�� �p�v�h�f�m�� �\�b�i�Z�^�d�m�� �\�k�l�Z�g�h�\�e�x�}�l�v�k�y�� �[�e�b�a�v�d�b�f�� �^�h�� �g�m�e�y����

�h�k�d�•�e�v�d�b�� �k�l�Z�g�b�� �g�_�� �d�h�j�_�e�x�x�l�v�� �f�•�`�� �k�h�[�h�x�� ���\�h�g�b�� �h�l�j�b�f�m�x�l�v�k�y�� �r�e�y�o�h�f�� �\�b�[�•�j�d�b��

�g�Z�[�h�j�m�� �^�Z�g�b�o���� �Z�� �g�_�� �\�� �i�h�k�e�•�^�h�\�g�h�f�m�� �i�h�j�y�^�d�m�������•�� �l�h�f�m�� �g�_�f�Z�}�� �g�_�h�[�o�•�^�g�h�k�l�•��

�a�Z�i�Z�f�
�y�l�h�\�m�\�Z�l�b�� �Z�e�]�h�j�b�l�f���� �<�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�� �a�g�Z�q�_�g�g�y�� �������� �l�Z�� ������������ �^�e�y���Ù �l�Z���Û 

�\�•�^�i�h�\�•�^�g�h�� 

�>�e�y�� �Z�i�j�h�d�k�b�f�Z�p�•�€��Q-�n�m�g�d�p�•�€�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �i�h�\�g�•�k�l�x�� �i�•�^�d�e�x�q�_�g�Z��

�g�_�c�j�h�g�g�Z���f�_�j�_�`�Z����NN�������<�o�•�^�g�•���^�Z�g�•���^�e�y���p�•�}�€��NN �}���i�h�l�h�q�g�b�c���k�l�Z�g�����y�d�b�c���\�•�^�i�h�\�•�^�Z�}��

�o�Z�j�Z�d�l�_�j�b�k�l�b�d�Z�f���� �\�b�^�•�e�_�g�b�f�� �•�a�� �f�•�q�_�g�h�]�h�� �g�Z�[�h�j�m�� �^�Z�g�b�o���� �<�b�o�•�^��NN �i�j�_�^�k�l�Z�\�e�y�}��

�n�m�g�d�p�•�x��Q���� �^�e�y�� �g�Z�[�h�j�m�� �^�h�k�l�m�i�g�b�o�� �^�•�c. Q-�n�m�g�d�p�•�y�� �\�•�^�i�h�\�•�^�Z�}�� �l�h�f�m���� �g�Z�k�d�•�e�v�d�b��

�^�h�[�j�_�� �a�^�•�c�k�g�x�}�l�v�k�y�� �i�_�\�g�Z�� �^�•�y�� �k�m�q�Z�k�g�h�]�h�� �k�l�Z�g�m���� �H�i�b�k�Z�g�b�c�� �Z�e�]�h�j�b�l�f�� �]�e�b�[�h�d�h�€��

�f�_�j�_�`�•��QQ (DQN�������a�Z���y�d�b�f���k�e�•�^�m�}���Z�e�]�h�j�b�l�f��DQN�����F�h�^�_�e�v���g�_���a�Z�k�l�h�k�h�\�m�}���\�b�j�Z�a���m��

���������^�e�y���h�g�h�\�e�_�g�g�y���n�m�g�d�p�•�€��Q�����Z���\�b�d�h�j�b�k�l�h�\�m�}���h�k�g�h�\�•���n�m�g�d�p�•�€���d�\�Z�^�j�Z�l�b�q�g�b�o���\�l�j�Z�l�� 

�:�4�ç�>�5 
E�U�I�=�T�3�:�5�ç�>�5�#�ç�>�5�; 
F �3�:�5�ç�#�ç�;�;�6    3.2 

�K�l�j�m�d�l�m�j�Z���� �y�d�Z�� �\�b�i�e�b�\�Z�}�� �a�� �\�b�s�_�a�Z�a�g�Z�q�_�g�b�o�� �i�j�b�f�•�s�_�g�v���� �a�Z�k�g�h�\�Z�g�Z�� �g�Z��

�Z�e�]�h�j�b�l�f�•��Deep Q-Network���� �a�Z�[�_�a�i�_�q�m�}�� �o�h�j�h�r�•�� �j�_�a�m�e�v�l�Z�l�b�� �\�b�y�\�e�_�g�g�y���� �H�^�g�Z�d����

�\�j�Z�o�h�\�m�x�q�b���g�_�a�[�Z�e�Z�g�k�h�\�Z�g�b�c���o�Z�j�Z�d�l�_�j���g�Z�[�h�j�m���^�Z�g�b�o���[�m�e�Z���a�f�•�g�_�g�Z�����h�j�b�]�•�g�Z�e�v�g�Z��

�k�l�j�m�d�l�m�j�Z�����s�h�[���a�Z�[�_�a�i�_�q�b�l�b���g�Z�\�d�h�e�b�r�g�}���k�_�j�_�^�h�\�b�s�_���j�h�a�m�f�g�h�x���i�h�\�_�^�•�g�d�h�x���d�j�•�f��

�\�b�i�Z�^�d�h�\�h�€�� �\�b�[�•�j�d�b�� �g�Z�[�h�j�m�� �^�Z�g�b�o���� �P�y�� �a�f�•�g�Z�� �^�h�a�\�h�e�y�}���\�b�j�•�r�b�l�b�� �i�j�h�[�e�_�f�m��

�g�_�a�[�Z�e�Z�g�k�h�\�Z�g�h�]�h���g�Z�[�h�j�m���^�Z�g�b�o���a�Z���^�h�i�h�f�h�]�h�x�����f�h�^�_�e�•�����y�d�Z���\�b�d�h�g�m�}���^�b�g�Z�f�•�q�g�m���l�Z��

�•�g�l�_�e�_�d�l�m�Z�e�v�g�m���i�_�j�_�^�b�k�d�j�_�l�b�a�Z�p�•�x���g�Z�[�h�j�m���^�Z�g�b�o���i�•�^���q�Z�k���g�Z�\�q�Z�g�g�y�� 

�M���f�h�^�_�e�•��DQ-�5�/���^�h�^�Z�l�d�h�\�h���\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y���i�•�^�d�j�•�i�e�_�g�g�y���^�h���k�_�j�_�^�h�\�b�s�_����

�H�[�b�^�\�Z���Z�]�_�g�l�b�����k�_�e�_�d�l�h�j���l�Z���d�e�Z�k�b�n�•�d�Z�l�h�j���Z�]�_�g�l�����g�Z�\�q�Z�x�l�v�k�y���i�Z�j�Z�e�_�e�v�g�h���h�[�b�^�\�Z���a��

�\�b�d�h�j�b�k�l�Z�g�g�y�f��DQN�����>�•�y�����\�b�o�•�^�����Z�]�_�g�l�Z���d�e�Z�k�b�n�•�d�Z�l�h�j�Z���[�m�^�_���i�_�j�_�^�[�Z�q�_�g�g�y���l�b�i�m��

�\�l�h�j�]�g�_�g�g�y���^�e�y���\�b�[�•�j�d�b���g�Z�[�h�j�m���^�Z�g�b�o�����\�o�•�^�������Z���^�•�y���Z�]�_�g�l�Z���k�_�j�_�^�h�\�b�s�Z���[�m�^�_���d�e�Z�k�h�f��
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�Z�l�Z�d�b�����y�d�•���[�m�^�m�l�v���\�b�d�h�j�b�k�l�Z�g�•���^�e�y���k�l�\�h�j�_�g�g�y���g�h�\�b�o���a�j�Z�a�d�•�\���m���i�j�h�p�_�k�•���g�Z�\�q�Z�g�g�y����

�H�l�`�_���� �g�Z�\�•�l�v�� �d�h�e�b�� �h�[�b�^�\�Z�� �Z�]�_�g�l�b�� �f�Z�x�l�v�� �k�o�h�`�m�� �k�l�j�m�d�l�m�j�m���� �h�k�g�h�\�g�b�c�� �Z�]�_�g�l��

�\�b�k�l�m�i�Z�}���\���j�h�e�•���d�e�Z�k�b�n�•�d�Z�l�h�j�Z�����Z���Z�]�_�g�l���g�Z�\�d�h�e�b�r�g�v�h�]�h���k�_�j�_�^�h�\�b�s�Z��- �y�d���k�_�e�_�d�l�h�j��

�Z�l�Z�d���� �y�d�•�� �[�m�^�m�l�v�� �\�b�d�h�j�b�k�l�Z�g�•�� �\�� �g�Z�k�l�m�i�g�h�f�m�� �j�Z�m�g�^�•�� �g�Z�\�q�Z�g�g�y���� �>�\�Z�� �Z�]�_�g�l�b��

�i�j�Z�p�x�x�l�v���m �a�f�Z�]�Z�e�v�g�•�c���f�h�^�_�e�•���g�Z���h�k�g�h�\�•���h�l�j�b�f�Z�g�b�o���j�_�a�m�e�v�l�Z�l�����a�Z�i�j�h�i�h�g�h�\�Z�g�b�o��

���h�k�g�h�\�g�h�f�m���� �Z�]�_�g�l�m���� �y�d�•�� �h�[�_�j�g�_�g�•�� �^�e�y�� �Z�]�_�g�l�� �g�Z�\�d�h�e�b�r�g�v�h�]�h�� �k�_�j�_�^�h�\�b�s�Z���� �L�Z�d�b�f��

�q�b�g�h�f�����Z�]�_�g�l���k�_�j�_�^�h�\�b�s�Z���k�i�j�h�[�m�}���k�i�j�y�f�m�\�Z�l�b���]�_�g�_�j�Z�p�•�x���a�j�Z�a�d�•�\���g�Z���a�[�•�e�v�r�_�g�g�y��

�i�h�f�b�e�h�d�� �Z�]�_�g�l�h�f�� �d�e�Z�k�b�n�•�d�Z�l�h�j�Z���� �a�f�m�r�m�x�q�b�� �d�e�Z�k�b�n�•�d�Z�l�h�j�� �a�h�k�_�j�_�^�b�l�b�k�y�� �g�Z��

�g�Z�c�k�d�e�Z�^�g�•�r�b�o���a�j�Z�a�d�Z�o�� 

�A�Z���^�h�i�h�f�h�]�h�x���p�•�}�€���h�k�g�h�\�b���g�h�\�Z���f�h�^�_�e�v���]�_�g�_�j�m�}���[�•�e�v�r���a�[�Z�e�Z�g�k�h�\�Z�g�m���\�b�[�•�j�d�m��

�^�Z�g�b�o���� �\�b�j�h�[�e�y�x�q�b�� �\�b�[�•�j�d�b���� �\�� �y�d�b�o�� �d�e�Z�k�b�n�•�d�Z�l�h�j�� �g�_�� �i�j�Z�p�x�}�� �q�Z�k�l�•�r�_���� �P�_�� �f�h�`�_��

�[�m�l�b���i�h�\�¶�y�a�Z�g�h���a���g�b�a�v�d�h�x���q�Z�k�l�h�l�h�x���i�h�y�\�b���m���g�Z�\�q�Z�e�v�g�h�f�m���g�Z�[�h�j�•���Z�[�h���l�j�m�^�g�h�s�Z�f�b��

�i�_�j�_�^�[�Z�q�_�g�g�y���^�e�y���^�_�y�d�b�o���_�i�h�o�����M�k�•���i�h�a�b�l�b�\�g�•���j�_�a�m�e�v�l�Z�l�b���^�e�y���d�e�Z�k�b�n�•�d�Z�l�h�j�Z���[�m�^�_��

�i�j�h�i�h�j�p�•�h�g�Z�e�v�g�Z�� �g�_�]�Z�l�b�\�g�b�f�b�� �^�e�y�� �k�_�e�_�d�l�h�j�Z���� �L�Z�d�b�f�� �q�b�g�h�f�� �g�_�c�j�h�g�Z�� �f�_�j�_�`�Z��

�^�•�a�g�Z�}�l�v�k�y�����\���y�d�b�o���d�e�Z�k�b�n�•�d�Z�l�h�j���g�Z�c�q�Z�k�l�•�r�_���a�Z�a�g�Z�}���g�_�\�^�Z�q���•���a���i�_�\�g�h�x���c�f�h�\�•�j�g�•�k�l�x��

�a�[�•�e�v�r�m�}�� �q�Z�k�l�h�l�m�� �p�b�o�� �a�j�Z�a�d�•�\���� �>�e�y�� �p�v�h�]�h�� �\�b�d�h�j�b�k�l�Z�g�h�� �^�\�•�� �j�•�a�g�•��Q-�n�m�g�d�p�•�€����

�n�m�g�d�p�•�x���:�3�Ø�:�æ�á�Ô�;)�����\�•�^�i�h�\�•�^�Z�e�v�g�m���a�Z���h�i�l�b�f�•�a�Z�p�•�x���d�e�Z�k�b�n�•�d�Z�l�h�j�Z�����l�Z���•�g�r�m���N�m�g�d�p�•�y��

�:�3�Ø�:�æ�á�Ô�;) �^�e�y���h�i�l�b�f�•�a�Z�p�•�€���k�_�e�_�d�l�h�j�Z�����H�[�b�^�\�•���n�m�g�d�p�•�€���i�h�k�b�e�Z�x�l�v�k�y���g�Z���h�^�b�g���•���l�h�c���`�_��

�i�j�b�g�p�b�i���l�h�]�h�����g�Z�k�d�•�e�v�d�b���^�h�[�j�_���^�•�y�l�b���i�_�\�g�b�c���k�l�Z�g�����Z�e�_���d�•�e�v�d�•�k�l�v���j�h�a�]�e�y�g�m�l�b�o���^�•�c��

�f�h�`�_���[�m�l�b���j�•�a�g�h�x�����M���p�v�h�f�m���\�b�i�Z�^�d�m���^�e�y���g�Z�[�h�j�m���^�Z�g�b�o���1�6�/-KDD Q-�n�m�g�d�p�•�y���^�e�y��

�h�i�l�b�f�•�a�Z�p�•�y���d�e�Z�k�b�n�•�d�Z�l�h�j�Z���f�Z�}���g�Z�[�•�j���^�•�c���:�#�Ö�Ð�>�r 
F�v�?�;, �s�h���\�•�^�i�h�\�•�^�Z�}���d�•�e�v�d�h�k�l�•��

�d�e�Z�k�•�\�� �d�e�Z�k�b�n�•�d�Z�l�h�j�Z���� �A�� �•�g�r�h�]�h�� �[�h�d�m����Q-�n�m�g�d�p�•�y���� �\�•�^�i�h�\�•�^�Z�e�v�g�Z�� �a�Z�� �h�i�l�b�f�•�a�Z�p�•�x��

�k�_�j�_�^�h�\�b�s�Z���� �f�Z�}�� �i�_�\�g�b�c�� �g�Z�[�•�j�� �^�•�c �s�h�� �\�•�^�i�h�\�•�^�Z�}�� �d�h�`�g�h�f�m�� �a�� �f�h�`�e�b�\�b�o�� �Z�l�Z�d�� �m��

�g�Z�[�h�j�•���^�Z�g�b�o���g�Z�\�q�Z�g�g�y���•���l�_�k�l�m 

�I�h�e�•�l�b�d�Z���� �y�d�Z�� �^�h�l�j�b�f�m�}�l�v�k�y�� �i�j�h�l�y�]�h�f�� �g�Z�\�q�Z�g�g�y���� �\�•�^�i�h�\�•�^�Z�}�� �a�f�_�g�r�_�g�g�x��

�i�h�l�j�•�[�g�h�k�l�•�� �^�h�� �_�i�k�b�e�h�g�m���� �l�Z�d�� �s�h�� �Z�l�Z�d�Z�� �k�i�h�q�Z�l�d�m�� �}�� �\�b�k�h�d�h�x�� �l�Z�� �a�f�_�g�r�_�g�h�x�� �i�h��

�a�g�Z�q�_�g�g�x���_�i�•�a�h�^�m�����F�b���j�h�a�]�e�y�^�Z�}�f�h���_�i�•�a�h�^���y�d���g�Z�\�q�Z�e�v�g�b�c���p�b�d�e���i�h���\�k�v�h�f�m���g�Z�[�h�j�m��

�^�Z�g�b�o���� �\�� �^�Z�g�h�f�m�� �\�b�i�Z�^�d�m�� �a�\�b�q�Z�c�g�b�f�� �g�h�f�•�g�Z�e�h�f�� �_�i�•�a�h�^�m�� �}�� �_�i�h�o�Z���� �1�� �Z�]�_�g�l���� �•��

�h�l�h�q�_�g�g�y�� �h�[�b�j�Z�x�l�v�� �k�\�h�€�� �^�•�€���� �\�j�Z�o�h�\�m�x�q�b�� �k�\�h�x�� �i�h�e�•�l�b�d�m���� �>�e�y�� �f�Z�d�k�b�f�Z�e�v�g�h�]�h��
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�\�b�y�\�e�_�g�g�y���Z�l�Z�d���g�b�`�g�y���f�_�`�Z���_�i�k�b�e�h�g�m���^�e�y���d�e�Z�k�b�n�•�d�Z�l�h�j�Z���i�h�e�•�l�b�d�Z���[�m�^�_���g�b�a�v�d�h�x����

�l�h�^�•���y�d���g�b�`�g�y���f�_�`�Z���k�_�e�_�d�l�h�j�Z���i�h�e�•�l�b�d�b���[�m�^�_���\�k�l�Z�g�h�\�e�_�g�Z���y�d���]�•�i�_�j�i�Z�j�Z�f�_�l�j�� 

�F�_�l�h�^�����y�d�b�c���^�h�l�j�b�f�m�}�l�v�k�y���i�j�h�l�y�]�h�f���m�k�v�h�]�h���l�j�_�g�•�g�]�m�����\�•�^�i�h�\�•�^�Z�}���g�Z�k�l�m�i�g�•�c��

�i�h�k�e�•�^�h�\�g�h�k�l�•���� 

�� �n�m�g�d�p�•�€�� �4�� �g�Z�� �k�_�j�_�^�h�\�b�s�Z�� �l�Z�� �Z�]�_�g�l�b�� �d�e�Z�k�b�n�•�d�Z�l�h�j�Z�� �•�g�•�p�•�Z�e�•�a�m�x�l�v�k�y�� �^�h��

�\�b�i�Z�^�d�h�\�h�]�h�� �a�g�Z�q�_�g�g�y���� �D�j�•�f�� �l�h�]�h���� �i�h�q�Z�l�d�h�\�b�c���O�4 �h�[�j�Z�g�b�c�� �\�b�i�Z�^�d�h�\�b�f��

�q�b�g�h�f�� �^�e�y�� �\�k�•�o�� �k�l�Z�g�•�\�� �\�� �g�Z�[�h�j�•�� �^�Z�g�b�o�� �s�h�[�� �i�h�^�Z�l�b�� �n�m�g�d�p�•�x�� �� �•�� �h�l�j�b�f�Z�l�b��

�a�g�Z�q�_�g�g�y�� �^�•�€�� �^�e�y�� �p�v�h�]�h�� �k�l�Z�g�m���� �<�Z�`�e�b�\�h�� �i�Z�f�¶�y�l�Z�l�b�� �s�h�� �k�l�Z�g�� �}�� �\�b�[�•�j�d�h�x�� �a��

�g�Z�[�h�j�m���^�Z�g�b�o���� 

�� �k�_�j�_�^�h�\�b�s�_�� �\�b�[�b�j�Z�}�� �^�•�x���=�A�P ���y�j�e�b�d�� �i�j�h�� �\�l�h�j�]�g�_�g�g�y������ �\�b�o�h�^�y�q�b�� �a�� �c�h�]�h��

�i�h�e�•�l�b�d�b���l�Z���k�m�q�Z�k�g�b�c���k�l�Z�g���� 

�� �k�_�j�_�^�h�\�b�s�_���\�b�[�b�j�Z�}���i�h�l�h�q�g�b�c���k�l�Z�g���\�b�i�Z�^�d�h�\�b�f���q�b�g�h�f���•�a���g�Z�[�h�j�m���^�Z�g�b�o���O�P, 

�^�•�y�� �y�d�h�]�h�� �\�•�^�i�h�\�•�^�Z�}�� �l�•�c�� �\�b�[�j�Z�g�b�c�� �k�_�j�_�^�h�\�b�s�_�f���� �i�h�a�g�Z�q�_�g�b�c�� �y�d���5 (�=�At) �m��

�l�Z�[�e�b�p�•���,�����^�_���g�Z�\�_�^�_�g�Z���i�Z�j�Z���f�•�l�h�d���h�a�g�Z�d�����O�P�á�=�A�P)   

�� �\�j�Z�o�h�\�m�x�q�b���\�b�[�j�Z�g�b�c�� �k�l�Z�g���k�_�e�_�d�l�h�j�� �Z�l�Z�d�� �g�Z�f�Z�]�Z�}�l�v�k�y�� �d�e�Z�k�b�n�•�d�m�\�Z�l�b�� �p�_�c��

�k�l�Z�g���g�Z���h�k�g�h�\�•���\�e�Z�k�g�h�€���i�h�e�•�l�b�d�b���l�Z���i�j�b�a�g�Z�q�Z�}���c�h�]�h���^�h���^�•�€���:�=�?�P�;�ä 

�� �^�•�y�����=�?�P ���y�j�e�b�d�� �\�l�h�j�]�g�_�g�g�y���� �g�Z�^�k�b�e�Z�}�l�v�k�y�� �\�� �g�Z�\�d�h�e�b�r�g�}�� �k�_�j�_�^�h�\�b�s�_�� �•��

�i�h�j�•�\�g�x�}�l�v�k�y�� �a�� �y�j�e�b�d�h�f�� �g�Z�a�_�f�g�h�€�� �•�k�l�b�g�b���� �y�d�s�h�� �h�[�b�^�\�Z�� �h�^�g�Z�d�h�\�•���� �l�h��

�i�j�Z�\�b�e�v�g�Z�� �d�e�Z�k�b�n�•�d�Z�p�•�y�� �^�Z�}�� �i�h�a�b�l�b�\�g�b�c�� �j�_�a�m�e�v�l�Z�l�� �Z�]�_�g�l�m���� �Z�� �y�d�s�h�� �\�h�g�b��

�j�•�a�g�•���i�h�a�b�l�b�\�g�Z���\�b�g�Z�]�h�j�h�^�Z���[�m�^�_���^�e�y���d�e�Z�k�b�n�•�d�Z�l�h�j�Z�� 

�G�h�\�b�c�� �k�l�Z�g�� �a�Z�^�Z�}�l�v�k�y�� �k�_�e�_�d�l�h�j�h�f���� �y�d�� �m�� �l�b�i�h�\�h�f�m�� �Z�e�]�h�j�b�l�f�•�� �'�4�1���� �s�h��

�[�Z�a�m�}�l�v�k�y���g�Z���n�m�g�d�p�•�€���a�g�Z�q�_�g�g�y���^�•�€�����l�h�[�l�h���g�Z�^�Z�x�q�b���g�Z�k�l�m�i�g�m���i�Z�j�m���f�•�l�h�d���h�[�¶�}�d�l�•�\��

�:�O�P��
E���s�á�=�A�P��
E���s�;�ä�� 

�A���j�_�a�m�e�v�l�Z�l�•�\���h�l�j�b�f�Z�g�b�o���a�g�Z�q�_�g�v�����n�m�g�d�p�•�y���i�h�e�•�l�b�d�b �y�d���d�e�Z�k�b�n�•�d�Z�l�h�j�����l�Z�d���•��

�k�_�e�_�d�l�h�j���h�g�h�\�e�x�x�l�v�k�y���\�•�^�i�h�\�•�^�g�h���^�h���i�j�Z�\�b�e���h�g�h�\�e�_�g�g�y���'�4�1���� 

�A�Z�k�l�h�k�h�\�Z�g�Z�� �n�m�g�d�p�•�y�� �a�� �j�_�a�m�e�v�l�Z�l�•�\���� �d�e�Z�k�b�n�•�d�m�}�l�v�k�y�� �y�d�� �g�h�j�f�Z�e�v�g�b�c��

�j�_�a�m�e�v�l�Z�l�� �������� �a�•�� �a�g�Z�q�_�g�g�y�f�� ������ �a�Z�� �i�h�a�b�l�b�\�g�b�c�� �j�_�a�m�e�v�l�Z�l�� �l�Z�� ���� �a�Z�� �g�_�]�Z�l�b�\�g�b�c��

�j�_�a�m�e�v�l�Z�l�����G�Z���^�h�^�Z�l�h�d���^�h���j�_�a�m�e�v�l�Z�l�m�����������[�m�e�b���i�_�j�_�\�•�j�_�g�•���•�g�r�•���n�m�g�d�p�•�€���j�_�a�m�e�v�l�Z�l�m����

�a�h�d�j�_�f�Z���� �n�m�g�d�p�•�€�� �i�_�j�_�o�j�_�k�g�h�€�� �_�g�l�j�h�i�•�€�� �l�Z�� �d�Z�l�_�]�h�j�b�q�g�b�c�� �r�Z�j�g�•�j��

�\�b�d�h�j�b�k�l�h�\�m�\�Z�e�b�k�v���^�e�y���h�p�•�g�d�b���\�•�^�k�l�Z�g�•���f�•�`���i�_�j�_�^�[�Z�q�m�\�Z�g�b�f�b���^�•�y�f�b���l�Z���f�•�l�d�Z�f�b����



51 
 

�i�h�\�¶�y�a�m�x�q�b�� �p�x�� �\�•�^�k�l�Z�g�v�� �•�a�� �j�_�a�m�e�v�l�Z�l�Z�f�b�� ���d�h�j�h�l�r�Z�� �\�•�^�k�l�Z�g�v�� �^�h�j�•�\�g�x�}�� �[�•�e�v�r�•�c��

�\�b�g�Z�]�h�j�h�^�•������ �S�_�� �h�^�g�Z�� �n�m�g�d�p�•�y��- �g�Z�^�Z�g�g�y�� �j�•�a�g�h�€�� �\�b�g�Z�]�h�j�h�^�b�� �\�•�^�i�h�\�•�^�g�h�� �^�h�� �l�b�i�m��

�Z�l�Z�d�b���� �G�Z�j�_�r�l�•�� �[�m�e�h�� �h�[�j�Z�g�h�� �g�Z�c�i�j�h�k�l�•�r�b�c�� �j�_�a�m�e�v�l�Z�l�� �������� �a�Z�\�^�y�d�b�� �d�j�Z�s�•�c��

�_�n�_�d�l�b�\�g�h�k�l�•���� 

�D�j�h�d�b�� �Z�e�]�h�j�b�l�f�m���� �s�h�� �\�•�^�o�b�e�y�x�l�v�k�y�� �\�•�^�� �a�\�b�q�Z�c�g�h�]�h�� �Z�e�]�h�j�b�l�f�m�� �'�4�1���� �P�•��

�^�h�^�Z�l�d�h�\�•���d�j�h�d�b���^�Z�x�l�v���f�h�`�e�b�\�•�k�l�v���g�Z�\�q�b�l�b���k�_�e�_�d�l�h�j�Z���•�a���a�f�Z�]�Z�e�v�g�h�x���k�l�j�Z�l�_�]�•�}�x�� 

�:�e�]�h�j�b�l�f���^�e�y���'�4-RL: 

�� �1�g�•�p�•�Z�e�•�a�m�\�Z�l�b���3�¼�:�O�á�=�?�P�; �^�h�\�•�e�v�g�h�� 

�� �1�g�•�p�•�Z�e�•�a�m�\�Z�l�b���3�¼�:�O�á�=�?�P�; �^�h�\�•�e�v�g�h�� 

�� �I�h�\�l�h�j�b�l�b�� �^�e�y�� �d�h�`�g�h�]�h�� �_�i�•�a�h�^�m���� �1�g�•�p�•�Z�e�•�a�m�\�Z�l�b�� �a�g�Z�q�_�g�g�y�� �k�l�Z�g�m��

�O�4 
L�\�b�i�Z�^�d�h�\�Z���\�b�[�•�j�d�Z�����g�Z�[�•�j���^�Z�g�b�o�� 

�� �<�b�[�j�Z�l�b�� �i�h�q�Z�l�d�h�\�m�� �^�•�x�� �k�_�j�_�^�h�\�b�s�Z���=�A�P �\�b�d�h�j�b�k�l�h�\�m�x�q�b�� �i�h�e�•�l�b�d�m����

�i�h�o�•�^�g�m���\�•�^�����3�Ø�:�O�á�=�?�P�; 

�� �A�Z�f�•�g�b�l�b���O�P�����g�Z���\�b�i�Z�^�d�h�\�Z���\�b�[�•�j�d�m���:�5�:�=�A�P�;�;�����^�_���5 - �p�_���\�k�•���a�j�Z�a�d�b�����f�Z�j�d�m�\�Z�g�g�y��

�y�d�b�o���=�A�P. 

�I�h�\�l�h�j�b�l�b�����^�e�y���d�h�`�g�h�]�h���q�Z�k�h�\�h�]�h���d�j�h�d�m�����P���\ ���r �^�h���0): 

�<�b�[�j�Z�l�b���^�•�x���Z�]�_�g�l�Z���=�?�P �\�b�d�h�j�b�k�l�h�\�m�x�q�b���i�h�e�•�l�b�d�m�����i�h�o�•�^�g�m���\�•�^���3�?���:�O�P�á�=�?�P�; 

�A�j�h�[�b�l�b���d�j�h�d��RL �^�e�y���h�l�j�b�f�Z�g�g�y���:�N�?�P�á�N�A�P�á�O�P��
E���s�;�ã 

�H�l�j�b�f�Z�l�b���\�b�g�Z�]�h�j�h�^�m���^�e�y�����h�k�g�h�\�g�h�]�h���Z�]�_�g�l�Z���l�Z���k�_�e�_�d�l�h�j�Z�����N�?�P�á�N�A�P 

�<�b�[�j�Z�l�b���^�•�x���g�Z�k�l�m�i�g�h�]�h���k�_�j�_�^�h�\�b�s�Z���=�A�P��
E���s �\�b�d�h�j�b�k�l�h�\�m�x�q�b���i�h�e�•�l�b�d�m����

�i�h�o�•�^�g�m���\�•�^���3�A���:�O�P�á�=�A�P�; �a�Z�f�•�g�b�l�b���O�P��
E���s�����\�b�d�h�j�b�k�l�h�\�m�x�q�b�����O�P��
E���s��
L �\�b�i�Z�^�d�h�\�Z��

�\�b�[�•�j�d�Z���:�5���:�=�A�P��
E���s�;�;�á�Ç�È���5���:�=�A�P��
E���s�;�;���p�_���\�k�•���a�j�Z�a�d�b�����f�•�l�d�Z���y�d�b�o���=�A�P��
E���s. 

�H�g�h�\�e�_�g�g�y���n�m�g�d�p�•�€���3: 

�<�b�d�h�j�b�k�l�Z�l�b���]�j�Z�^�•�}�g�l�g�b�c���k�i�m�k�d���g�Z���n�m�g�d�p�•�x���\�l�j�Z�l�����������������a�Z�^�Z�g�m���� 

�:�N�A�P��
E���Û���Ï�Ã�Í�Ô���=�A�P��
E���s���3�A���:�O�P��
E���s�á�=�A�P��
E���s�;��
F ���3�A���:�O�P�á�=�A�P�;�;�0�t       3.3 

�<�b�d�h�j�b�k�l�Z�l�b���]�j�Z�^�•�}�g�l�g�b�c���k�i�m�k�d���g�Z���n�m�g�d�p�•�x���\�l�j�Z�l�����������������a�Z�^�Z�g�m���� 

�:�N�?�P��
E���Û���Ï�Ã�Í�Ô���=�?�P��
E���s���3�?���:�O�P��
E���s�á�=�A�P��
E���s�;��
F ���3�?���:�O�P�á�=�?�P�;�;�0�t       3.4 

�<�� �h�k�l�Z�l�h�q�g�h�f�m�� �Z�e�]�h�j�b�l�f�•���� �j�_�Z�e�•�a�h�\�Z�g�h�f�m��AE-RL���� �^�h�^�Z�g�h�� �l�j�b�� �^�h�^�Z�l�d�h�\�•��

�m�l�h�q�g�_�g�g�y���^�h���i�j�_�^�k�l�Z�\�e�_�g�h�]�h���^�e�y���i�j�h�k�l�h�l�b���� 
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�� �H�k�l�Z�l�h�q�g�b�c�� �Z�e�]�h�j�b�l�f���� �j�_�Z�e�•�a�h�\�Z�g�b�c��DQ-�5�/���� �[�Z�a�m�}�l�v�k�y�� �g�Z�� �'�'�4�1���� �y�d�b�c�� �}��

�\�Z�j�•�Z�g�l�h�f�� �'�4�1�� �•�a�� �\�b�d�h�j�b�k�l�Z�g�g�y�f�� �^�\�h�o�� �h�d�j�_�f�b�o�� �f�_�j�_�`�•�� �^�e�y�� �\�b�[�h�j�m�� �l�Z��

�h�p�•�g�d�b���^�•�€���� 

�� �N�Z�d�l�b�q�g�Z�� �n�m�g�d�p�•�y�� �\�l�j�Z�l���� �y�d�Z�� �\�b�d�h�j�b�k�l�h�\�m�}�l�v�k�y�� �^�e�y�� �i�•�^�]�h�l�h�\�d�b�� �Z�]�_�g�l�•�\����

�[�Z�a�m�}�l�v�k�y���g�Z���\�l�j�Z�l�•���=�m�[�_�j�Z�����y�d�Z���}���i�h�^�•�[�g�h���^�h���d�\�Z�^�j�Z�l�b�q�g�b�o���\�l�j�Z�l���^�h���i�h�j�h�]�m��

�l�Z�� �e�•�g�•�c�g�b�o�� �a�Z�� �p�b�f�� �a�g�Z�q�_�g�g�y�f���� �A�Z�\�^�Z�g�g�y�f�� �\�l�j�Z�l�b�� �=�m�[�_�j�Z�� �}�� �a�f�_�g�r�_�g�g�y��

�a�g�Z�q�_�g�v���]�j�Z�^�•�}�g�l�b�����y�d�•���f�h�`�m�l�v���a�Z�a�g�Z�l�b���o�Z�h�l�b�q�g�h�€���i�h�\�_�^�•�g�d�b���� 

�� �H�k�d�•�e�v�d�b�� �•�k�g�m�}�� �^�\�Z�� �Z�]�_�g�l�b���� �j�_�Z�e�•�a�h�\�Z�g�•�� �^�\�h�f�Z�� �j�•�a�g�b�f�b�� �g�_�c�j�h�g�g�b�f�b��

�f�_�j�_�`�Z�f�b���� �a�Z�k�l�h�k�h�\�m�x�l�v�k�y�� �^�\�•�� �k�l�j�Z�l�_�]�•�€���� �H�[�b�^�\�•�� �f�_�j�_�`�•�� �a�� �\�b�k�h�d�b�f�� �a�g�Z��

�q�_�g�g�y�f���_�i�k�b�e�h�g�m�����y�d�_���i�•�^���q�Z�k���l�j�_�g�m�\�Z�g�v���a�\�h�^�b�l�v�k�y���^�h���n�•�g�Z�e�m �a�g�Z�q�_�g�g�y����������

�^�e�y���f�_�j�_�`�•���k�_�j�_�^�h�\�b�s�Z���l�Z�������������^�e�y���f�_�j�_�`�•���d�e�Z�k�b�n�•�d�Z�l�h�j�Z�����F�Z�x�q�b���\�b�k�h�d�m��

�p�•�g�g�•�k�l�v�� �_�i�k�b�e�h�g�m�� �^�e�y�� �g�Z�\�d�h�e�b�r�g�v�h�]�h�� �k�_�j�_�^�h�\�b�s�Z�� ���Z�d�l�b�\�g�Z�� �j�h�a�\�•�^�d�Z���� �}��

�\�Z�`�e�b�\�h�x���^�e�y���^�h�k�y�]�g�_�g�g�y���o�h�j�h�r�b�o���j�_�a�m�e�v�l�Z�l�•�\�� 

�G�Z�� �f�Z�e�x�g�d�m �������� �i�h�d�Z�a�m�x�l�v�k�y�� �_�e�_�f�_�g�l�b���� �s�h�� �•�g�l�_�]�j�m�x�l�v�� �Z�e�]�h�j�b�l�f�� �•�� �l�_���� �y�d��

�k�_�j�_�^�h�\�b�s�_�� �^�•�}�� �g�Z�� �i�k�_�\�^�h�� �Z�]�_�g�l���� �y�d�b�c�� �i�j�Z�p�x�}�� �\�� �a�f�Z�]�Z�e�v�g�h�f�m�� �j�_�`�b�f�•�� �s�h�^�h��

�h�k�g�h�\�g�h�]�h���Z�]�_�g�l�Z�����g�b�`�g�y���q�Z�k�l�b�g�Z���^�•�Z�]�j�Z�f�b�������s�h���•���}���d�e�Z�k�b�n�•�d�Z�l�h�j�� 

 
 ���������I�•�^�k�b�e�_�g�g�y���g�Z�\�q�Z�e�v�g�h�€���\�a�Z�}�f�h�^�•�€���f�•�`���Z�]�_�g�l�h�f���l�Z���c�h�]�h���i�h�k�b�e�_�g�b�f��

�g�Z�\�q�Z�g�g�y�f�� 
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�G�Z�� �f�Z�e�x�g�d�m �������� �i�j�_�^�k�l�Z�\�e�_�g�b�c�� �\�b�^�� �g�Z�� �\�b�k�h�d�h�f�m�� �j�•�\�g�•�� �Z�e�]�h�j�b�l�f�m�� �'�4RL, 

�^�_�l�Z�e�v�g�•�r�_���i�h�^�Z�g�h���g�Z���f�Z�e�x�g�d�m �����������y�d�b�c���]�j�Z�n�•�q�g�h���a�h�[�j�Z�`�m�}���n�m�g�d�p�•�h�g�Z�e���[�e�h�d�b���•��

�_�l�Z�i�b���� �L�Z�d�h�`�� �\�•�^�h�d�j�_�f�e�_�g�Z�� �j�h�[�h�l�Z�� �Z�e�]�h�j�b�l�f�m�� �g�Z�� �_�l�Z�i�Z�o�� �g�Z�\�q�Z�g�g�y�� �l�Z��

�i�j�h�]�g�h�a�m�\�Z�g�g�y���� �<�_�j�o�g�y�� �q�Z�k�l�b�g�Z�� �i�j�_�^�k�l�Z�\�e�y�}�� �_�l�Z�i�� �g�Z�\�q�Z�g�g�y���� �^�_�� �[�e�h�d�b�� �a�•�� �a�e�_�]�d�Z��

�`�h�\�l�b�f�� �n�h�g�h�f�� �i�h�\�
�y�a�Z�g�•�� �a�� �n�m�g�d�p�•�h�g�m�\�Z�g�g�y�� �g�Z�\�d�h�e�b�r�g�v�h�]�h�� �k�_�j�_�^�h�\�b�s�Z���� �G�Z��

�^�•�Z�]�j�Z�f�•�� �i�h�d�Z�a�Z�g�h�� �i�h�l�h�q�g�m�� �h�i�_�j�Z�p�•�x�� �l�Z���O�4 �y�\�e�y�}�� �k�h�[�h�x�� �i�h�q�Z�l�d�h�\�•�� �m�f�h�\�b���� �^�_��

�i�h�q�Z�l�d�h�\�b�c�� �k�l�Z�g�� �[�_�j�_�l�v�k�y�� �\�b�i�Z�^�d�h�\�b�f�� �q�b�g�h�f�� �•�a�� �g�Z�[�h�j�m�� �^�Z�g�b�o���� �?�l�Z�i��

�i�j�h�]�g�h�a�m�\�Z�g�g�y�� ���g�b�`�g�y�� �q�Z�k�l�b�g�Z���� �[�Z�a�m�}�l�v�k�y�� �\�b�d�e�x�q�g�h�� �g�Z�� �\�`�_�� �g�Z�\�q�_�g�h�f�m��

�d�e�Z�k�b�n�•�d�Z�l�h�j�•�� �Z�]�_�g�l�����¶ �k�_�e�_�d�l�h�j���� �•�� �Z�]�_�g�l�b�� �d�e�Z�k�b�n�•�d�Z�l�h�j�Z�� �[�Z�a�m�x�l�v�k�y�� �g�Z�� �^�m�`�_��

�i�j�h�k�l�b�o���g�_�c�j�h�g�g�b�o���f�_�j�_�`�Z�o�����y�d���i�h�d�Z�a�Z�g�h���g�Z���f�Z�e�x�g�d�m 3.3. 

 

 ���������>�_�l�Z�e�•���Z�e�]�h�j�b�l�f�m���'�5�/���^�e�y���_�l�Z�i�•�\���g�Z�\�q�Z�g�g�y���l�Z���i�j�h�]�g�h�a�m�\�Z�g�g�y 

 

�G�Z�� �f�Z�e�x�g�d�m �������� �^�_�f�h�g�k�l�j�m�}���]�j�Z�n�•�q�g�m�� �Z�j�o�•�l�_�d�l�m�j�m���� �g�Z�� �y�d�•�c�� �\�•�^�h�[�j�Z�`�_�g�h��

�Z�l�Z�d�m�x�q�b�c�� �Z�]�_�g�l�� ���k�_�e�_�d�l�h�j���� �•�� �a�Z�o�b�k�g�b�c�� �Z�]�_�g�l�� ���d�e�Z�k�b�n�•�d�Z�l�h�j������ �<�� �h�[�h�o�� �\�b�i�Z�^�d�Z�o��

�Z�j�o�•�l�_�d�l�m�j�Z���k�d�e�Z�^�Z�}�l�v�k�y���a���i�j�h�k�l�h�€���g�_�]�e�b�[�h�d�h�€���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���a�������Z�[�h�������r�Z�j�•�\��

�l�Z�����������h�^�b�g�b�p�y�f�b���g�Z���r�Z�j�����I�j�h�k�l�h�l�Z���p�•�}�€���Z�j�o�•�l�_�d�l�m�j�b���a�Z�[�_�a�i�_�q�m�}���d�h�g�d�m�j�m�x�q�b�c���q�Z�k��

�\�•�^�]�m�d�m���� �l�h�^�•�� �y�d�� �g�Z�\�q�Z�e�v�g�_�� �g�Z�\�q�Z�g�g�y�� �a�� �i�•�^�d�j�•�i�e�_�g�g�y�f�� �h�i�l�b�f�Z�e�v�g�h��

�i�j�b�k�l�h�k�h�\�m�}�l�v�k�y���\�Z�]�b���l�Z���m�i�_�j�_�^�`�_�g�g�y�����G�Z���p�v�h�f�m���j�b�k�m�g�d�m���f�h�`�g�Z���a�j�h�a�m�f�•�l�b�����s�h���•��
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�g�Z�i�Z�^�g�b�d���� �•�� �a�Z�o�b�k�g�b�d�� �f�Z�x�l�v�� �\�b�[�•�j�d�m�� �g�Z�� �\�o�•�^���� �Z�e�_�� �\�b�j�h�[�e�y�}�� �j�•�a�g�•�� �j�_�a�m�e�v�l�Z�l�b��

�a�Z�e�_�`�g�h���\�•�^���f�_�j�_�`�•�����>�e�y���a�Z�o�b�k�g�b�d�Z���\�b�o�•�^���}���i�j�h�]�g�h�a�h�f���d�e�Z�k�Z���\�l�h�j�]�g�_�g�g�y�����h�^�b�g���•�a��

�������� �>�e�y�� �a�e�h�\�f�b�k�g�b�d�Z�� �j�_�a�m�e�v�l�Z�l��- �p�_�� �h�^�g�Z�� �a�� ������ �f�h�`�e�b�\�b�o�� �Z�l�Z�d���� �y�d�Z�� �[�m�^�_��

�\�b�d�h�j�b�k�l�Z�g�Z�� �^�e�y�� �\�b�[�h�j�m�� �\�b�i�Z�^�d�h�\�h�€�� �\�b�[�•�j�d�b�� �s�h�� �\�•�^�i�h�\�•�^�Z�}�� �p�•�c�� �\�b�o�•�^�g�•�c�� �Z�l�Z�p�•��

���h�^�g�Z���a�������������H�l�`�_�����g�_�c�j�h�g�g�Z���f�_�j�_�`�Z���^�e�y���a�Z�o�b�k�g�h�]�h���Z�]�_�g�l�Z���j�_�Z�e�•�a�m�}���d�e�Z�k�b�n�•�d�Z�l�h�j����

�Z�e�_�� �g�_�c�j�h�g�g�Z�� �f�_�j�_�`�Z�� �^�e�y�� �Z�l�Z�d�m�x�q�h�]�h�� �Z�]�_�g�l�Z�� �g�_�� �f�h�`�_�� �j�h�a�]�e�y�^�Z�l�b�k�y�� �y�d��

�d�e�Z�k�b�n�•�d�Z�l�h�j�����Z���y�d���]�_�g�_�j�Z�l�h�j���d�e�Z�k�•�\���Z�l�Z�d�� 

 

 ���������:�j�o�•�l�_�d�l�m�j�Z���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���^�e�y���Z�l�Z�d�m�x�q�h�]�h���Z�]�_�g�l�Z��

���k�_�j�_�^�h�\�b�s�Z�����a�e�•�\�Z���l�Z���a�Z�o�b�k�g�b�d�Z�����d�e�Z�k�b�n�•�d�Z�l�h�j�Z�����i�j�Z�\�h�j�m�q�� 

 

�F�Z�e�x�g�d�m 3.4 �i�h�d�Z�a�m�}�� �_�\�h�e�x�p�•�x�� �j�h�a�i�h�^�•�e�m�� ���]�•�k�l�h�]�j�Z�f�b���� �Z�l�Z�d���� �s�h��

�]�_�g�_�j�m�x�l�v�k�y�� �Z�l�Z�d�m�x�q�b�f�� �Z�]�_�g�l�h�f�� �i�•�^�� �q�Z�k�� �l�j�_�g�m�\�Z�g�v�� �m�� �j�•�a�g�b�o�� �_�i�h�o�Z�o�� ���g�Z�\�q�Z�e�v�g�•��

�•�l�_�j�Z�p�•�€���� �^�e�y�� �g�Z�[�h�j�m�� �^�Z�g�b�o�� �1�6�/-�.�'�'���� �=�•�k�l�h�]�j�Z�f�b�� �i�h�d�Z�a�m�x�l�v�� �e�b�r�_�� ������ �f�h�`�e�b�\�•��

�Z�l�Z�d�b���^�e�y���g�Z�[�h�j�m���^�Z�g�b�o���l�j�_�g�m�\�Z�g�v�����K�i�h�q�Z�l�d�m���������_�i�h�o�����k�_�j�_�^�h�\�b�s�_���a�^�•�c�k�g�x�}���Z�l�Z�d�b��

�\�b�i�Z�^�d�h�\�b�f�� �q�b�g�h�f���� �I�j�h�^�h�\�`�m�x�q�b�� �g�Z�\�q�Z�g�g�y���� �k�_�e�_�d�l�h�j�� �g�Z�\�q�Z�}�l�v�k�y�� �•�� �g�Z�^�k�b�e�Z�}��

�Z�l�Z�d�b�����s�h���f�Z�d�k�b�f�•�a�m�x�l�v���c�h�]�h���j�_�a�m�e�v�l�Z�l�b�����s�h���a�f�•�g�x�}�l�v�k�y���a���q�Z�k�h�f�����Q�Z�k�l�h�l�Z���j�•�a�g�b�o��

�d�e�Z�k�•�\�� �Z�l�Z�d�m�}�� �a�f�•�g�b�� �k�l�h�o�Z�k�l�b�q�g�b�f�� �k�i�h�k�h�[�h�f���� �Z�e�_�� �\�•�g�� �^�_�f�h�g�k�l�j�m�}�� �l�_�g�^�_�g�p�•�x�� �^�h��

�a�[�•�e�v�r�_�g�g�y���\�Z�`�e�b�\�h�k�l�•���d�•�e�v�d�h�o���Z�l�Z�d�����k�Z�l�Z�g�Z����ipsweep �l�Z��warezclient�����a�f�_�g�r�m�x�q�b��

�i�j�b�� �p�v�h�f�m�� �\�Z�`�e�b�\�•�k�l�v�� �g�h�j�f�Z�e�v�g�h�]�h�� �j�m�o�m���� �K�Z�f�_�� �l�Z�d�m�� �i�h�\�_�^�•�g�d�m�� �f�b�� �o�h�q�_�f�h��

�k�i�h�k�l�_�j�•�]�Z�l�b�� �\�� �^�b�g�Z�f�•�q�g�b�c�� ���•�g�l�_�e�_�d�l�m�Z�e�v�g�b�c���� �Z�e�]�h�j�b�l�f���� �y�d�b�c�� �g�Z�f�Z�]�Z�}�l�v�k�y��
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�d�h�f�i�_�g�k�m�\�Z�l�b�� �g�Z�\�q�Z�g�g�y�� �m�i�_�j�_�^�`�_�g�h�k�l�•���� �k�i�j�b�q�b�g�_�g�_�� �g�_�a�[�Z�e�Z�g�k�h�\�Z�g�b�f�� �g�Z�[�h�j�h�f��

�^�Z�g�b�o�� 

 

���������?�\�h�e�x�p�•�y���j�h�a�i�h�^�•�e�m���Z�l�Z�d�����s�h���]�_�g�_�j�m�x�l�v�k�y���Z�l�Z�d�m�x�q�b�f���Z�]�_�g�l�h�f��

���k�_�j�_�^�h�\�b�s�_�f�����i�•�^���q�Z�k���g�Z�\�q�Z�g�g�y�����g�Z�[�•�j���^�Z�g�b�o��NSL-KDD). 

 

�I�h�j�•�\�g�y�g�g�y�� �q�Z�k�l�h�l�� �l�b�i�•�\�� �Z�l�Z�d���� �y�d�•�� �i�j�b�k�m�l�g�•�� �m�� �g�Z�[�h�j�•�� �^�Z�g�b�o�� �g�Z�\�q�Z�e�v�g�h�€��

�i�j�h�]�j�Z�f�b�����a���j�h�a�i�h�^�•�e���Z�l�Z�d�����i�h�j�h�^�`�_�g�b�o���Z�]�_�g�l�h�f���k�_�j�_�^�h�\�b�s�Z���'�4-RL �g�Z���f�Z�e�x�g�d�m 

���������P�_���i�h�j�•�\�g�y�g�g�y���^�Z�}���q�•�l�d�_���m�y�\�e�_�g�g�y���i�h�]�e�y�^���g�Z���l�_�����y�d���•�g�l�_�e�_�d�l�m�Z�e�v�g�_���k�_�j�_�^�h�\�b�s�_��

�Z�d�l�b�\�g�h�� �a�f�•�g�x�}�� �g�_�a�[�Z�e�Z�g�k�h�\�Z�g�_�� �j�h�a�i�h�^�•�e�� �a�j�Z�a�d�•�\�� �^�e�y�� �i�h�e�•�i�r�_�g�g�y�� �d�e�Z�k�b�n�•�d�Z�p�•�€��

�j�_�a�m�e�v�l�Z�l�b�� 
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3.3 �J�_�a�m�e�v�l�Z�l�b���_�n�_�d�l�b�\�g�h�k�l�•���f�h�^�_�e�•���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o��

�Z�l�Z�d 

�A�Z�]�Z�e�v�g�b�c���j�_�a�m�e�v�l�Z�l���\�b�y�\�e�_�g�g�y���Z�l�Z�d�����\�•�^�h�[�j�Z�`�_�g�h���g�Z���j�b�k�������������<�•�g���i�h�d�Z�a�m�}��

�l�h�q�g�•�k�l�v�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•���� �a�Z�]�Z�e�v�g�Z�� �d�•�e�v�d�•�k�l�v�� �Z�l�Z�d�� �y�d�Z�� �[�m�e�Z��

�i�j�h�\�_�^�_�g�Z�� �g�Z�� �f�_�j�_�`�m���� �L�Z�d�h�`�� �i�h�l�j�•�[�g�h�� �j�h�a�m�f�•�l�b���� �s�h�� �j�_�a�m�e�v�l�Z�l�b�� �a�Z�e�_�`�Z�l�v�� �\�•�^��

�d�•�e�v�d�h�k�l�•���_�i�h�o���g�Z�\�q�Z�g�v�����y�d�•���[�m�e�b���i�j�h�\�_�^�_�g�•���a���g�_�x�� 

 
���������A�Z�]�Z�e�v�g�b�c���j�_�a�m�e�v�l�Z�l���\�b�y�\�e�_�g�g�y���Z�l�Z�d 

�G�Z���f�Z�e�x�g�d�m ���������\�•�^�h�[�j�Z�`�_�g�h���i�h�d�Z�a�g�b�d�b���_�n�_�d�l�b�\�g�h�k�l�•���^�Z�g�b�o���l�_�k�l�m�� 

 
 ���������?�n�_�d�l�b�\�g�h�k�l�•���^�Z�g�b�o���l�_�k�l�m 

�D�j�•�f���l�h�]�h�����i�j�h�]�g�h�a�m�\�Z�g�g�y���l�Z���q�Z�k���l�j�_�g�m�\�Z�g�v���}���\�Z�`�e�b�\�b�f�b���^�e�y���,�'�6�����h�k�d�•�e�v�d�b��

�l�j�Z�n�•�d�� �i�h�k�l�•�c�g�h�� �a�f�•�g�x�}�l�v�k�y���� �f�_�l�j�b�d�Z�� �i�j�h�]�g�h�a�m�\�Z�g�g�y�� �i�h�d�Z�a�Z�g�Z�� �g�Z�� �f�Z�e�x�g�h�d 3.7. 
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�F�h�^�_�e�v�� �a�Z�[�_�a�i�_�q�m�}�� �\�•�^�f�•�g�g�•�� �j�_�a�m�e�v�l�Z�l�b���� �g�_�a�g�Z�q�g�h�� �a�[�•�e�v�r�m�x�q�b�� �d�•�e�v�d�•�k�l�v��

�i�h�f�b�e�d�h�\�b�o�� �k�i�j�Z�p�v�h�\�m�\�Z�g�v�� �l�Z�� �h�^�g�h�q�Z�k�g�h�� �a�g�Z�q�g�h�� �a�f�_�g�r�m�x�q�b�� �i�h�f�b�e�d�h�\�•��

�g�_�]�Z�l�b�\�g�•���g�Z�k�e�•�^�d�b���}���d�j�Z�s�b�f���m���k�p�_�g�Z�j�•�€���,�'�6�����I�h�d�Z�a�Z�g�h���\�b�k�h�d�•���a�g�Z�q�_�g�g�y���f�_�l�j�b�d���)����

���!���������������l�Z���l�h�q�g�h�k�l�•�����!���������������^�e�y���f�•�l�h�d�����y�d�•���g�_���}���g�Z�^�a�\�b�q�Z�c�g�h���g�_�a�[�Z�e�Z�g�k�h�\�Z�g�b�f�b���� 

 
���������A�g�Z�q�_�g�g�y���f�_�l�j�b�d���l�h�q�g�h�k�l�•���\�b�y�\�e�_�g�g�y���d�Z�l�_�]�h�j�•�c���Z�l�Z�d 

�G�Z�� �f�Z�e�x�g�h�d �������� �\�•�^�h�[�j�Z�`�Z�x�l�v�k�y�� �j�_�a�m�e�v�l�b�l�b�� �i�j�Z�\�b�e�v�g�h�k�l�•�� �\�b�y�\�e�_�g�g�y��

�f�_�j�_�`�_�\�b�o�� �Z�l�Z�d�� �m�� �]�j�Z�n�•�q�g�h�f�m�� �^�•�Z�i�Z�a�h�g�•���� �A�_�e�_�g�b�f�� �\�•�^�h�[�j�Z�`�_�g�h�� �i�j�Z�\�b�e�v�g�•�k�l�v��

�h�p�•�g�d�b���\�b�y�\�e�_�g�g�y���Z�l�Z�d�����q�_�j�\�g�h�b�f���± �i�h�f�b�e�d�h�\�•���k�i�j�Z�p�x�\�Z�g�g�y�����Z���k�b�g�•�f���± �i�h�a�b�l�b�\�g�•��

�k�i�j�Z�p�x�\�Z�g�g�y�� 

 
���������J�_�a�m�e�v�l�Z�l�b���i�j�Z�\�b�e�v�g�h�k�l�•���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o��

�Z�l�Z�d���� 

�<�•�^�f�•�g�g�•�� �j�_�a�m�e�v�l�Z�l�b�� �s�h�^�h�� �h�p�•�g�d�b�� �i�j�Z�\�b�e�v�g�h�k�l�•�� �l�Z�� �i�h�f�b�e�d�h�\�b�o�� �\�b�y�\�e�_�g�v��

�Z�l�Z�d�� �g�Z�� �h�k�g�h�\�•�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•���� �>�e�y�� �i�h�d�j�Z�s�_�g�g�y�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �g�_�c�j�h�g�g�h�x��

�f�_�j�_�`�_�x�� �i�h�l�j�•�[�g�h�� �a�f�•�g�b�l�b�� �d�•�e�v�d�•�k�l�v�� �_�i�h�o�� �g�Z�\�q�Z�g�g�y���� �Z�^�`�_�� �g�Z�\�q�Z�g�g�y�� �l�j�b�\�Z�e�h�� �a�•��



58 
 

���������_�i�h�o�����L�h�f�m���\�b�i�e�b�\�Z�}�����s�h���a���a�[�•�e�v�r�_�g�g�y�f���d�•�e�v�d�h�k�l�•���_�i�h�o���g�Z�\�q�Z�g�g�y���g�_�c�j�h�g�g�h�€��

�f�_�j�_�`�•���a�Z��Q-�Z�e�]�h�j�b�l�f�h�f�����l�h���y�d�•�k�l�v���•���l�h�q�g�•�k�l�v���[�m�^�_���a�[�•�e�v�r�m�\�Z�l�b�k�y�� 

 

�<�b�k�g�h�\�h�d���^�h���l�j�_�l�v�h�]�h���j�h�a�^�•�e�m 
�<���^�Z�g�h�f�m���j�h�a�^�•�e�•���[�m�e�h���a�Z�i�j�h�i�h�g�h�\�Z�g�h���f�h�^�_�e�v���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���g�Z���h�k�g�h�\�•��

�f�_�l�h�^�m���'�4�1���a���i�•�^�d�j�•�i�e�_�g�g�y�f���� 

�H�i�b�k�Z�g�h�� �h�k�g�h�\�g�•�� �^�•�€�� �s�h�^�h�� �g�Z�\�q�Z�g�g�y�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•���� �<�o�•�^�g�•�� �^�Z�g�•�� �[�m�e�b��

�h�l�j�b�f�Z�g�•���a���g�Z�[�h�j�m���.�'�'�����y�d�b�c���f�•�k�l�b�l�v���h�[�j�h�[�e�_�g�•���\�•�^�h�f�h�k�l�•���m���\�b�]�e�y�^�•���f�Z�k�b�\�•�\���a��������

�d�e�x�q�h�\�b�o���a�g�Z�q�_�g�v�� 

�>�e�y���l�_�k�l�m�\�Z�g�g�y���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���[�m�e�h���k�l�\�h�j�_�g�h���f�Z�l�j�b�p�x���g�_�l�h�q�g�h�k�l�•�����y�d�Z��

�i�h�j�•�\�g�x�\�Z�e�Z���i�h�q�Z�l�d�h�\�•���^�Z�g�•���l�Z���g�Z���\�b�o�h�^�•���•���\�•�^�h�[�j�Z�`�Z�}�l�v�k�y���m���]�j�Z�n�•�d�Z�o�� 

�>�Z�g�b�c�� �f�_�l�h�^�� �'�/�� �i�h�d�Z�a�Z�\�� �\�b�k�h�d�•�� �j�_�a�m�e�v�l�Z�l�b�� �s�h�^�h�� �l�h�q�g�h�k�l�•�� �a�Z�� �������� �_�i�h�o��

�g�Z�\�q�Z�g�g�y���l�Z���y�d�Z�����m���i�h�^�Z�e�v�r�h�f�m�����f�h�`�_���\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y���m���k�b�k�l�_�f�Z�o���\�b�y�\�e�_�g�g�y��

�f�_�j�_�`�_�\�b�o���Z�l�Z�d�����>�e�y���i�h�d�j�Z�s�_�g�g�y���\�b�y�\�e�_�g�g�y���Z�l�Z�d���g�_�c�j�h�g�g�h�x���f�_�j�_�`�_�x���i�h�l�j�•�[�g�h��

�a�f�•�g�b�l�b�� �•�l�_�j�Z�p�•�x�� �_�i�h�o�� �g�Z�\�q�Z�g�g�y���� �Z�^�`�_�� �g�Z�\�q�Z�g�g�y�� �l�j�b�\�Z�e�h�� �a�•�� �������� �_�i�h�o�� �•�� �a�•���� �L�h�f�m��

�\�b�i�e�b�\�Z�}���� �s�h�� �•�a�� �a�[�•�e�v�r�_�g�g�y�f�� �d�•�e�v�d�h�k�l�•�� �_�i�h�o�� �g�Z�\�q�Z�g�g�y�� �g�_�c�j�h�g�g�h�€�� �f�_�j�_�`�•�� �a�Z��-

�Z�e�]�h�j�b�l�f�h�f�����l�h���y�d�•�k�l�v���•���l�h�q�g�•�k�l�v���[�m�^�_���a�[�•�e�v�r�m�\�Z�l�b�k�y�����'�4 
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�<�B�K�G�H�<�D�B 

 

�M�� �^�Z�g�•�c�� �d�\�Z�e�•�n�•�d�Z�p�•�c�g�•�c�� �j�h�[�h�l�•�� �[�m�e�h�� �j�h�a�]�e�y�g�m�l�h�� �f�_�l�h�^�b�� �\�b�y�\�e�_�g�g�y��

�Z�g�h�f�Z�e�•�c�� �g�Z�� �h�k�g�h�\�•�� �g�_�c�j�h�f�_�j�_�`�_�\�b�o�� �l�_�o�g�h�e�h�]�•�c�� �^�e�y�� �\�b�d�h�j�b�k�l�Z�g�g�y�� �m�� �k�b�k�l�_�f�Z�o��

�\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d�� 

�M�� �j�_�a�m�e�v�l�Z�l�•���\�b�d�h�g�Z�g�g�y�� �d�\�Z�e�•�n�•�d�Z�p�•�c�g�h�€�� �j�h�[�h�l�b�� �\�b�i�e�b�\�Z�x�l�v�� �g�Z�k�l�m�i�g�•��

�\�b�k�g�h�\�d�b�� 

�i�h-�i�_�j�r�_�� �i�j�h�Z�g�Z�e�•�a�h�\�Z�g�h���� �y�d�•�� �•�k�g�m�x�l�v�� �f�_�j�_�`�_�\�•�� �Z�l�Z�d�b�� �a�Z�� �o�Z�j�Z�d�l�_�j�h�f��

�\�i�e�b�\�m���� �f�_�l�h�x�� �\�i�e�b�\�m���� �i�h�q�Z�l�d�m�� �a�^�•�c�k�g�_�g�g�y���� �g�Z�y�\�g�•�k�l�x�� �a�\�h�j�h�l�g�h�]�h�� �a�\�¶�y�a�d�m����

�j�h�a�l�Z�r�m�\�Z�g�g�y���Z�l�Z�d�m�x�q�h�]�h���l�Z���a�Z���j�•�\�g�_�f���f�h�^�_�e�•���2�6�,�����g�Z���y�d�h�f�m���a�^�•�c�k�g�x�}�l�v�k�y���\�i�e�b�\�� 

�i�h-�^�j�m�]�_�����\���j�h�[�h�l�•���\�b�a�g�Z�q�_�g�h���h�k�g�h�\�g�•���g�_�c�j�h�f�_�j�_�`�_�\�•���l�_�o�g�h�e�h�]�•�€�����a�j�h�[�e�_�g�h�� 

�Z�g�Z�e�•�a���•�k�g�m�x�q�b�o���f�_�l�h�^�•�\���]�e�b�[�h�d�h�]�h���g�Z�\�q�Z�g�g�y���l�Z���^�_�l�Z�e�v�g�h���h�i�b�k�Z�g�b�c���g�Z�[�•�j���^�Z�g�b�o��
NSL-KDD. 

�i�h-�l�j�_�l�}�����j�_�Z�e�•�a�h�\�Z�g�h���f�h�^�_�e�v���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���y�d�Z���\�b�y�\�e�y�}���f�_�j�_�`�_�\�•���Z�l�Z�d�b��

�l�Z �y�d�Z���f�h�`�_���[�m�l�b���\�i�j�h�\�Z�^�`�_�g�Z���\���k�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d�� 

�M�� �p�•�e�h�f�m���� �f�_�l�Z�� �d�\�Z�e�•�n�•�d�Z�p�•�c�g�h�€�� �j�h�[�h�l�b�� �^�h�k�y�]�g�m�l�Z���� �Z�� �h�l�j�b�f�Z�g�•�� �j�_�a�m�e�v�l�Z�l�b��

�f�h�`�m�l�v�� �[�m�l�b�� �\�b�d�h�j�b�k�l�Z�g�g�•�� �^�e�y�� �\�i�j�h�\�Z�^�`�_�g�g�y�� �k�b�k�l�_�f�� �\�b�y�\�e�_�g�g�y�� �Z�l�Z�d�� �y�d�� �m��

�f�_�j�_�`�Z�o���k�i�_�p�•�Z�e�v�g�h�]�h���i�j�b�a�g�Z�q�_�g�g�y�����l�Z�d���•���\���p�b�\�•�e�v�g�b�o���f�_�j�_�`�Z�o�� 
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@relation 'KDDTrain-20Percent' 
@attribute 'protocol_type' {'tcp','udp', 'icmp'}  
@attribute 'service' {'aol', 'auth', 'bgp', 'courier', 'csnet_ns', 'ctf', 'daytime', 'discard', 'domain', 

'domain_u', 'echo', 'eco_i', 'ecr_i', 'efs', 'exec', 'finger', 'ftp', 'ftp_data', 'gopher', 'harvest', 'hostnames', 
'http', 'http_2784', 'http_443', 'http_8001', 'imap4', 'IRC', 'iso_tsap', 'klogin', 'kshell', 'ldap', 'link', 
'login', 'mtp', 'name', 'netbios_dgm', 'netbios_ns', 'netbios_ssn', 'netstat', 'nnsp', 'nntp', 'ntp_u', 'other', 
'pm_dump', 'pop_2', 'pop_3', 'printer', 'private', 'red_i', 'remote_job', 'rje', 'shell', 'smtp', 'sql_net', 'ssh', 
'sunrpc', 'supdup', 'systat', 'telnet', 'tftp_u', 'tim_i', 'time', 'urh_i', 'urp_i', 'uucp', 'uucp_path', 'vmnet', 
'whois', 'X11', 'Z39_50'}  
@attribute 'flag' { 'OTH', 'REJ', 'RSTO', 'RSTOS0', 'RSTR', 'S0', 'S1', 'S2', 'S3', 'SF', 'SH'} 

@attribute 'src_bytes' real 
@attribute 'dst_bytes' real 
@attribute 'land' {'0', '1'} 
@attribute 'wrong_fragment' real 
@attribute 'urgent' real 
@attribute 'hot' real 
@attribute 'num_failed_logins' real 
@attribute 'logged_in' {'0', '1'} 
@attribute 'num_compromised' real 
@attribute 'root_shell' real 
@attribute 'su_attempted' real 
@attribute 'num_root' real 
@attribute 'num_file_creations' real 
@attribute 'num_shells' real 
@attribute 'num_access_files' real 
@attribute 'num_outbound_cmds' real 
@attribute 'is_host_login' {'0', '1'} 
@attribute 'is_guest_login' {'0', '1'} 
@attribute 'count' real 
@attribute 'srv_count' real 
@attribute 'serror_rate' real 
@attribute 'srv_serror_rate' real 
@attribute 'rerror_rate' real 
@attribute 'srv_rerror_rate' real 
@attribute 'same_srv_rate' real 
@attribute 'diff_srv_rate' real 
@attribute 'srv_diff_host_rate' real 
@attribute 'dst_host_count' real 
@attribute 'dst_host_srv_count' real 
@attribute 'dst_host_same_srv_rate' real 
@attribute 'dst_host_diff_srv_rate' real 
@attribute 'dst_host_same_src_port_rate' real 
@attribute 'dst_host_srv_diff_host_rate' real 
@attribute 'dst_host_serror_rate' real 
@attribute 'dst_host_srv_serror_rate' real 
@attribute 'dst_host_rerror_rate' real 
@attribute 'dst_host_srv_rerror_rate' real 
@attribute 'class' {'normal', 'anomaly'} 
@data 
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0,tcp,ftp_data,SF,491,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,
150,25,0.17,0.03,0.17,0.00,0.00,0.00,0.05,0.00,normal 

0,udp,other,SF,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,13,1,0.00,0.00,0.00,0.00,0.08,0.15,0.00,2
55,1,0.00,0.60,0.88,0.00,0.00,0.00,0.00,0.00,normal 

0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,123,6,1.00,1.00,0.00,0.00,0.05,0.07,0.00,2
55,26,0.10,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,http,SF,232,8153,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,5,5,0.20,0.20,0.00,0.00,1.00,0.00,0.00,
30,255,1.00,0.00,0.03,0.04,0.03,0.01,0.00,0.01,normal 

0,tcp,http,SF,199,420,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,30,32,0.00,0.00,0.00,0.00,1.00,0.00,0.09
,255,255,1.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,normal 

0,tcp,private,REJ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,121,19,0.00,0.00,1.00,1.00,0.16,0.06,0.0
0,255,19,0.07,0.07,0.00,0.00,0.00,0.00,1.00,1.00,anomaly 

0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,166,9,1.00,1.00,0.00,0.00,0.05,0.06,0.00,2
55,9,0.04,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,117,16,1.00,1.00,0.00,0.00,0.14,0.06,0.00,
255,15,0.06,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,remote_job,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,270,23,1.00,1.00,0.00,0.00,0.09,0.05,
0.00,255,23,0.09,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,133,8,1.00,1.00,0.00,0.00,0.06,0.06,0.00,2
55,13,0.05,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,private,REJ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,205,12,0.00,0.00,1.00,1.00,0.06,0.06,0.0
0,255,12,0.05,0.07,0.00,0.00,0.00,0.00,1.00,1.00,anomaly 

0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,199,3,1.00,1.00,0.00,0.00,0.02,0.06,0.00,2
55,13,0.05,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,http,SF,287,2251,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,3,7,0.00,0.00,0.00,0.00,1.00,0.00,0.43,
8,219,1.00,0.00,0.12,0.03,0.00,0.00,0.00,0.00,normal 

0,tcp,ftp_data,SF,334,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,
2,20,1.00,0.00,1.00,0.20,0.00,0.00,0.00,0.00,anomaly 

0,tcp,name,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,233,1,1.00,1.00,0.00,0.00,0.00,0.06,0.00,25
5,1,0.00,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,netbios_ns,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,96,16,1.00,1.00,0.00,0.00,0.17,0.05,0.
00,255,2,0.01,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,http,SF,300,13788,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,9,0.00,0.11,0.00,0.00,1.00,0.00,0.22
,91,255,1.00,0.00,0.01,0.02,0.00,0.00,0.00,0.00,normal 

0,icmp,eco_i,SF,18,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,
16,1.00,0.00,1.00,1.00,0.00,0.00,0.00,0.00,anomaly 

0,tcp,http,SF,233,616,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,3,3,0.00,0.00,0.00,0.00,1.00,0.00,0.00,6
6,255,1.00,0.00,0.02,0.03,0.00,0.00,0.02,0.00,normal 

0,tcp,http,SF,343,1178,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,9,10,0.00,0.00,0.00,0.00,1.00,0.00,0.20
,157,255,1.00,0.00,0.01,0.04,0.00,0.00,0.00,0.00,normal 

0,tcp,mtp,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,223,23,1.00,1.00,0.00,0.00,0.10,0.05,0.00,25
5,23,0.09,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 

0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,280,17,1.00,1.00,0.00,0.00,0.06,0.05,0.00,
238,17,0.07,0.06,0.00,0.00,0.99,1.00,0.00,0.00,anomaly 

0,tcp,http,SF,253,11905,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,10,0.00,0.00,0.00,0.00,1.00,0.00,0.2
0,87,255,1.00,0.00,0.01,0.02,0.00,0.00,0.00,0.00,normal 

5607,udp,other,SF,147,105,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0
.00,255,1,0.00,0.85,1.00,0.00,0.00,0.00,0.00,0.00,normal 

0,tcp,mtp,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,248,2,1.00,1.00,0.00,0.00,0.01,0.06,0.00,255,
2,0.01,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly 
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if  __name__ == "__main__": 
    kdd_train = "datasets/NSL/KDDTrain%2B.txt" 
    kdd_test = "datasets/NSL/KDDTest%2B.txt" 
    formated_train_path = "formated_train_adv.data" 
    formated_test_path = "formated_test_adv.data" 
    # Train batch 
    batch_size = 1 
    # batch of memory ExpRep 
    minibatch_size = 100 
    ExpRep = True 
    iterations_episode = 100 
    # Initialization of the enviroment 
    env = RLenv('train',train_path=kdd_train,test_path=kdd_test, 
                formated_train_path = formated_train_path, 
                formated_test_path = formated_test_path,batch_size=batch_size, 
                iterations_episode=iterations_episode)     
    # obs_size = size of the state 
    obs_size = env.data_shape[1]-len(env.all_attack_names) 
    #num_episodes = int(env.data_shape[0]/(iterations_episode)/10) 
    num_episodes = 100 
    ''' Definition for the defensor agent.''' 
    defender_valid_actions = list(range(len(env.attack_types))) # only detect type of attack 
    defender_num_actions = len(defender_valid_actions)     
    def_epsilon = 1 # exploration 
    min_epsilon = 0.01 # min value for exploration 
    def_gamma = 0.001 
    def_decay_rate = 0.99 
    def_hidden_size = 100 
    def_hidden_layers = 3 
    def_learning_rate = .2 
    defender_agent = DefenderAgent(defender_valid_actions,obs_size,"EpsilonGreedy", 
                          epoch_length = iterations_episode, 
                          epsilon = def_epsilon, 
                          min_epsilon = min_epsilon, 
                          decay_rate = def_decay_rate, 
                          gamma = def_gamma, 
                          hidden_size=def_hidden_size, 
                          hidden_layers=def_hidden_layers, 
                          minibatch_size = minibatch_size, 
                          mem_size = 1000, 
                          learning_rate=def_learning_rate, 
                          ExpRep=ExpRep) 
    #Pretrained defender 
    #defender_agent.model_network.model.load_weights("models/type_model.h5")     
     
    '''Definition for the attacker agent. 
    In this case the exploration is better to be greater 
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    The correlation sould be greater too so gamma bigger''' 
    attack_valid_actions = list(range(len(env.attack_names))) 
    attack_num_actions = len(attack_valid_actions) 
    att_epsilon = 1 
    min_epsilon = 0.82 # min value for exploration 
    att_gamma = 0.001 
    att_decay_rate = 0.99 
     
    att_hidden_layers = 1 
    att_hidden_size = 100 
    att_learning_rate = 0.2 
    attacker_agent = AttackAgent(attack_valid_actions,obs_size,"EpsilonGreedy", 
                          epoch_length = iterations_episode, 
                          epsilon = att_epsilon, 
                          min_epsilon = min_epsilon, 
                          decay_rate = att_decay_rate, 
                          gamma = att_gamma, 
                          hidden_size=att_hidden_size, 
                          hidden_layers=att_hidden_layers, 
                          minibatch_size = minibatch_size, 
                          mem_size = 1000, 
                          learning_rate=att_learning_rate, 
                          ExpRep=ExpRep) 
    # Statistics 
    att_reward_chain = []  
    def_reward_chain = []  
    att_loss_chain = []  
    def_loss_chain = []  
    def_total_reward_chain = []  
    att_total_reward_chain = []  
  # Print parameters 
    print("-------------------------------------------------------------------------------") 
    print("Total epoch: {}  | Iterations in epoch: {}"  
          "| Minibatch from mem size: {}  | Total Samples: {}|".format(num_episodes, 
                         iterations_episode,minibatch_size, 
                         num_episodes*iterations_episode)) 
    print("-------------------------------------------------------------------------------") 
    print("Dataset shape: {}".format(env.data_shape)) 
    print("-------------------------------------------------------------------------------") 
    print("Attacker parameters: Num_actions={} | gamma={} |"  
          " epsilon={} | ANN hidden size={} | " 
          "ANN hidden layers={}|".format(attack_num_actions, 
                             att_gamma,att_epsilon, att_hidden_size, 
                             att_hidden_layers)) 
    print("-------------------------------------------------------------------------------") 
    print("Defense parameters: Num_actions={} | gamma={} | " 
          "epsilon={} | ANN hidden size={} |" 
          " ANN hidden layers={}|".format(defender_num_actions, 
                              def_gamma,def_epsilon,def_hidden_size, 
                              def_hidden_layers)) 
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    print("-------------------------------------------------------------------------------") 
 
    # Main loop 
    attacks_by_epoch = []  
    attack_labels_list = []  
    for epoch in range(num_episodes): 
        start_time = time.time() 
        att_loss = 0. 
        def_loss = 0. 
        def_total_reward_by_episode = 0 
        att_total_reward_by_episode = 0 
        # Reset enviromet, actualize the data batch with random state/attacks 
        states = env.reset() 
         
        # Get actions for actual states following the policy 
        attack_actions = attacker_agent.act(states) 
        states = env.get_states(attack_actions)     
        done = False 
        attacks_list = []  
        # Iteration in one episode 
        for i_iteration in range(iterations_episode): 
            attacks_list.append(attack_actions[0]) 
            # apply actions, get rewards and new state 
            act_time = time.time()   
            defender_actions = defender_agent.act(states) 
            #Enviroment actuation for this actions 
            next_states,def_reward, att_reward,next_attack_actions, done = env.act(defender_actions,attack_actions) 
            # If  the epoch*batch_size*iterations_episode is largest than the df 
            attacker_agent.learn(states,attack_actions,next_states,att_reward,done) 
            defender_agent.learn(states,defender_actions,next_states,def_reward,done) 
            act_end_time = time.time() 
            # Train network, update loss after at least minibatch_learns 
            if  ExpRep and epoch*iterations_episode + i_iteration >= minibatch_size: 
                def_loss += defender_agent.update_model() 
                att_loss += attacker_agent.update_model() 
            elif not ExpRep: 
                def_loss += defender_agent.update_model() 
                att_loss += attacker_agent.update_model() 
            update_end_time = time.time() 
            # Update the state 
            states = next_states 
            attack_actions = next_attack_actions 
            # Update statistics 
            def_total_reward_by_episode += np.sum(def_reward,dtype=np.int32) 
            att_total_reward_by_episode += np.sum(att_reward,dtype=np.int32)    
        attacks_by_epoch.append(attacks_list) 
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APTER 1 

ANALYSIS OF THE STATE AND DIRECTIONS OF THE DEVELOPMENT 

OF THE NETWORK ATTACK DETECTION SYSTEM 

 

1.1 Analysis of network attacks 

A network attack is an attempt to bypass the system's security policy, giving 

attackers access to obtain or modify information, even destroying the system. Due to 

the technologies being developed in local area network and wireless network systems, 

there are serious threats to network security, especially system security. As we are now 

in the era of machine learning and big data[1], cybersecurity in wireless and LAN 

systems is important for users. 

Nature of influence[1]: 

 active; 

 passive. 

           An active attack is defined as an influence on the operation of the system, 

namely, system malfunction, configuration change, etc. Virtually all types of network 

attacks are proactive attacks. A feature of such attacks is the possibility of their 

detection, in different cases with a greater or lesser degree, as some changes in the 

system occur as a result of such attacks. 

A passive attack on a computer system that does not have a direct impact on the 

functioning of the system, but can lead to a violation of security policy. Unlike an 

active attack, a passive attack does not leave any traces. It is the lack of direct impact 

on the network that makes it almost impossible to detect a passive attack. An example 

of attacks with passive influence is eavesdropping on a communication channel in the 

network. 

The purpose of the attack[2]: 

 system malfunction (access to the system); 

 distortion of information integrity; 

violation of confidentiality of information. 
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           The goal of any attack is to gain unauthorized access to information. 

There are two basic possibilities of access to information: interception and distortion. 

Interception of information means gaining access to it, but not being able to 

modify it. 

Interception of information leads to violation of its confidentiality. An example 

of interception of information can be listening to a channel on the network. In this case, 

there is unauthorized access to information without the possibility of its distortion. 

Breach of information privacy is a passive influence. 

Distortion of information means either complete control over the information 

flow between system objects, or the ability to transmit messages on behalf of another 

object. Thus, distortion of information leads to violation of its integrity. It has a 

destructive effect, which is an example of an active effect. 

Violation of system performance in this case does not involve the attacker 

gaining unauthorized access to information. The main goal is to ensure that the attacked 

system fails, and access to the resources of the attacked object would be impossible for 

everyone in the system. An example of a network attack, the purpose of which is to 

disrupt the system's performance, can be a denial-of-service attack - a DOS attack. 

Condition for starting influence: [2] 

Distant influence, like any other influence, can begin to be realized only under 

certain conditions. In computer networks, there are three types of conditions for starting 

a network attack: 

attack on request from the attacking object; 

attack upon the occurrence of an expected event on the system attack; 

unconditional attack. 

Influence from the attacked party will begin provided that the potential target of 

the attack is to transmit a request of a certain type. Such an attack can be called an 

attack on request from the attacking object. This type of start of implementation is most 

typical for the system detection mode. An example of such requests on the Internet can 

be DNS and ARP requests, and in Novell NetWare - a SAP request. 
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An attack upon the occurrence of an expected event on the attacked object. The 

attacker continuously monitors the state of the operating system of the remote target of 

the attack and begins to influence when a certain event occurs in this system. The 

attacking object itself is the initiator of the attack. An example of such an event would 

be the termination of a user's session with the server without issuing the LOGOUT 

command in Novell NetWare. 

An unconditional attack is carried out immediately and regardless of the state of 

the operating system of the attacking object. Therefore, the attacker is the initiator of 

the attack in this case. 

In case of violation of the normal functioning of the system, other goals are 

pursued and the attacker is not expected to gain illegal access to the data. Its purpose 

is to disable the operating system on the attacking object and make it impossible for 

other objects of the system to access the resources of this object. An example of this 

type of attack is a DOS attack. 

Availability of feedback. [2] 

with feedback; 

without feedback. 

A network attack carried out in the presence of feedback, which is attacked by 

the object, is characterized by the fact that the attacker needs to receive a response to 

some requests sent to the attacked object, and, therefore, there is feedback between the 

attacker and the target of the attack , which allows the attacker to respond adequately 

to all changes occurring on the object. Such network attacks are most characteristic of 

distributed computer networks. 

Network attacks without feedback do not need to react to any changes, etc 

An intrusion detection system detects malicious activity by collecting and 

analyzing network behavior, security logs, and other information available on the 

network among connected computers [5]. Essentially, an intrusion detection system 

checks for abnormal behavior against the system's security policy and signs of an attack 

in the system, which is able to protect the system with timely responses and 

countermeasures in real time. In traditional system settings, intrusion detection works 
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as a smart, active and effective complement to a firewall that actually acts as a passive 

defense against attacks. 

The traditional intrusion detection system is originally built on exploit 

technology, which mainly extracts the characteristics or behavior rules of the intrusion. 

After the advent of abnormal behavior detection technology using traditional machine 

learning models, the intrusion detection system develops statistical probability 

modeling for normal behavior that can analyze abnormal behavior with large 

deviations. However, such a system may have unsatisfactory results due to low 

capabilities in defining the problem space and complexity in modeling malicious 

actions. 

There is an IPS intrusion prevention system in the information world, that is, an 

active protection system. Like IDS, it attempts to identify potential threats based on the 

monitoring functions of the protected host or network and may use signature, anomaly, 

or hybrid detection techniques. Unlike IDS, IPS takes action to block or eliminate a 

detected threat. While IPS can be alarming, it also helps prevent intrusion. 

IPS are divided into four categories. 

The first is a network intrusion prevention system that monitors the entire 

network for suspicious activity. 

The second type is network behavior analysis systems, which study traffic flow 

to detect unusual traffic flows that may be the result of an attack, such as a distributed 

denial of service. 

The third type is wireless intrusion prevention systems, which analyzes wireless 

networks for suspicious traffic. 

The fourth type is host-based intrusion prevention systems, where a software 

package is installed to monitor the activity of a single host. 

As mentioned earlier, IPS takes proactive steps such as dropping packets that 

contain malicious data, dropping or blocking traffic coming from the offending IP 

address. 

At the end of the day, an intrusion prevention vs. intrusion detection comparison 

comes down to what actions they take when an intrusion is detected. IDS is only 
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intended to alert you to a potential incident, allowing Security Operations Center 

analysts to investigate the event and determine whether it requires further action. IPS, 

on the other hand, takes steps to block the intrusion attempt or otherwise correct the 

incident. 

While their answers may differ, they serve similar purposes, potentially making 

them redundant. Even so, they both have advantages and deployment scenarios that 

one is better suited to than the other: 

An intrusion detection system is designed to detect a potential incident, 

generating an alert to prevent an incident. Although this may seem like a good solution 

for systems with high availability requirements, such as industrial control systems and 

other critical infrastructure. For 

of these systems, the most important thing is that the systems continue to work, 

and blocking suspicious and potentially malicious traffic can affect their performance. 

When a human operator is notified of a problem, it allows them to assess the situation 

and make an informed decision about how to respond. 

Intrusion Prevention System: An IPS, on the other hand, is designed to take steps 

to block anything it deems to be a threat to a protected system. As attacks and malware 

become faster and more sophisticated, this is a useful feature because there is a limited 

potential damage that an attack can cause. IPS is ideal for environments where any 

intrusion can cause significant damage, such as databases containing sensitive data. 

IDS and IPS have their advantages and disadvantages. When choosing a system 

for a potential use case, it is important to consider the trade-offs between system 

availability and usability and the need for security. An IDS leaves a window for an 

attacker to harm the target system, while a false positive detection by an IPS can 

negatively impact the usability of the system. 

 

 

 

 

 
 



76 
 

�<�k�v�h�]�h�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�Z�j�d�m�r�•�\ 
 
�H�i�b�k���k�d�e�Z�\�������B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B 
                                                      ���i�•�^�i�b�k�� 

�H�i�b�k���i�_�j�_�\�•�j�b�\�������B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B�B______ 
                                                           ���i�•�^�i�b�k�� 

 
�©�B�B�B�B�ª�����B�B�B�B�B�B�B�B�B�B�B�B�B���������B�B���j�h�d�m 
 



�D�_�j�•�\�g�b�d�����R�L�H�F�I�?�E�V���F���:��

�<�b�d�h�g�Z�\�����k�l�m�^�_�g�l�������d�m�j�k�m���]�j�m�i�b���������^�L�L���k�i�_�p�•�Z�e�v�g�h�k�l�•��
172 �©�L�_�e�_�d�h�f�m�g�•�d�Z�p�•�€�l�Z���j�Z�^�•�h�l�_�o�g�•�d�Z�ª
�F�b�d�h�e�Z���I�J�B�O�H�>�V�D�H

�©�F�?�L�H�>�B���L�:���K�B�K�L�?�F�B���<�B�Y�<�E�?�G�G�Y���F�?�J�?�@�?�<�B�O���:�L�:�D��
�G�:���H�K�G�H�<�1���G�?�C�J�H�F�?�J�?�@�?�<�B�O���L�?�O�G�H�E�H�=�1�C�ª



�:�d�l�m�Z�e�v�g�•�k�l�v���l�_�f�b��

�J�h�a�\�b�l�h�d�h�[�q�b�k�e�x�\�Z�e�v�g�b�o�a�Z�k�h�[�•�\�l�Z�•�g�n�h�j�f�Z�p�•�c�g�b�o�l�_�o�g�h�e�h�]�•�c�i�j�b�a�\�h�^�b�l�v�^�h�Z�\�l�h�f�Z�l�b�a�Z�p�•�€�j�•�a�g�b�o

�i�j�h�p�_�k�•�\�i�j�Z�d�l�b�q�g�h�m �\�k�•�o�k�n�_�j�Z�o�`�b�l�l�y �k�m�k�i�•�e�v�k�l�\�Z: �a�[�•�e�v�r�m�x�l�v�k�y�h�[�q�b�k�e�x�\�Z�e�v�g�•�i�h�l�m�`�g�h�k�l�•

�d�h�f�i�¶�x�l�_�j�g�b�o�a�Z�k�h�[�•�\���m�^�h�k�d�h�g�Z�e�x�x�l�v�k�y�l�_�o�g�h�e�h�]�•�€�f�_�j�_�`�_�\�h�€�\�a�Z�}�f�h�^�•�€���a�f�•�g�x�x�l�v�k�y�n�h�j�f�Z�l�b�•�\�b�f�h�]�b�^�h

�i�h�[�m�^�h�\�b�•�g�n�h�j�f�Z�p�•�c�g�b�o�k�b�k�l�_�f. �K�e�•�^�h�f�a�Z�j�h�a�\�b�l�d�h�f�•�g�n�h�j�f�Z�p�•�c�g�b�o�l�_�o�g�h�e�h�]�•�c�a�g�_�f�_�g�r�h�x�r�\�b�^�d�•�k�l�x

�a�¶�y�\�e�y�x�l�v�k�y�g�h�\�•�a�Z�]�j�h�a�b�•�g�n�h�j�f�Z�p�•�c�g�•�c�[�_�a�i�_�p�•���l�h�f�m�i�j�h�[�e�_�f�Z�a�Z�o�b�k�l�m�•�g�n�h�j�f�Z�p�•�c�a�Z�e�b�r�Z�}�l�v�k�y�d�e�x�q�h�\�b�f

�g�Z�i�j�y�f�d�h�f�g�Z�m�d�h�\�b�o�^�h�k�e�•�^�`�_�g�v.

�F�_�j�_�`�_�\�•�Z�l�Z�d�b�} �h�^�g�b�f�a�h�k�g�h�\�g�b�o�\�b�^�•�\�i�h�j�m�r�_�g�g�y�•�g�n�h�j�f�Z�p�•�c�g�h�€�[�_�a�i�_�d�b�\

�j�h�a�i�h�^�•�e�_�g�b�o�h�[�q�b�k�e�x�\�Z�e�v�g�b�o�f�_�j�_�`�Z�o���h�k�h�[�e�b�\�h�\ �A�K�M.



�F�_�l�h�x���^�h�k�e�•�^�`�_�g�g�y���^�Z�g�h�€���j�h�[�h�l�b���}���i�h�d�j�Z�s�_�g�g�y���k�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d���a�Z�k�l�h�k�h�\�m�x�q�b��
�g�_�c�j�h�f�_�j�_�`�_�\�•���l�_�o�g�h�e�h�]�•�€

�A�Z�\�^�Z�g�g�y���^�h�k�e�•�^�`�_�g�g�y��

�‡ �I�j�h�\�_�k�l�b���Z�g�Z�e�•�a���k�b�k�l�_�f���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d.

�‡ �I�j�h�Z�g�Z�e�•�a�m�\�Z�l�b���f�_�l�h�^�b���i�h�[�m�^�h�\�b���k�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d���g�Z���h�k�g�h�\�•��
�g�_�c�j�h�f�_�j�_�`�_�\�b�o���l�_�o�g�h�e�h�]�•�c��

�‡ �J�h�a�j�h�[�b�l�b���f�h�^�_�e�v���g�_�c�j�h�g�g�h�€���f�_�j�_�`�•���^�e�y���k�b�k�l�_�f�b�\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d��

�F�_�l�Z���•���a�Z�\�^�Z�g�g�y���^�h�k�e�•�^�`�_�g�g�y
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�:�g�Z�e�•�a���f�_�j�_�`�_�\�b�o���Z�l�Z�d��
�F�_�j�_�`�_�\�Z���Z�l�Z�d�Z- �k�i�j�h�[�Z���h�[�•�c�l�b���i�h�e�•�l�b�d�m���[�_�a�i�_�d�b���k�b�k�l�_�f�b�����s�h���g�Z�^�Z�}���a�e�h�\�f�b�k�g�b�d�Z�f���^�h�k�l�m�i���^�e�y��
�h�l�j�b�f�Z�g�g�y���Z�[�h���f�h�^�b�n�•�d�Z�p�•�€���•�g�n�h�j�f�Z�p�•�€�����g�Z�\�•�l�v���j�m�c�g�m�x�q�b���k�b�k�l�_�f�m����

�³�&�/���,�&���/

�¯�(���&���9�&�A�������,�(����

�F�_�l�Z�[�m�^�v-�y�d�h�€�Z�l�Z�d�b- �^�•�k�l�Z�l�b�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�b�c�^�h�k�l�m�i�^�h�•�g�n�h�j�f�Z�p�•�€. �1�k�g�m�x�l�v�^�\�•�i�j�b�g�p�b�i�h�\�•

�f�h�`�e�b�\�h�k�l�•�^�h�k�l�m�i�m�^�h�•�g�n�h�j�f�Z�p�•�€: �i�_�j�_�o�h�i�e�_�g�g�y�•�k�i�h�l�\�h�j�_�g�g�y.



�K�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d�����a�Z�k�l�h�k�m�\�Z�g�g�y��
�l�Z���g�Z�i�j�y�f�d�b���j�h�a�\�b�l�d�m

IDS - �i�h�}�^�g�Z�g�g�y���^�\�h�o���k�e�•�\���\�l�h�j�]�g�_�g�g�y���l�Z���k�b�k�l�_�f�Z���\�b�y�\�e�_�g�g�y�����<�l�h�j�]�g�_�g�g�y���\�•�^�g�h�k�b�l�v�k�y���^�h��
�g�_�k�Z�g�d�p�•�h�g�h�\�Z�g�h�]�h���^�h�k�l�m�i�m���^�h���•�g�n�h�j�f�Z�p�•�€���\���d�h�f�i�
�x�l�_�j�•���Z�[�h���f�_�j�_�`�_�\�b�o���k�b�k�l�_�f�Z�o�����s�h�[���i�h�j�m�r�b�l�b���€�€��
�p�•�e�•�k�g�•�k�l�v�����d�h�g�n�•�^�_�g�p�•�c�g�•�k�l�v���Z�[�h���^�h�k�l�m�i�g�•�k�l�v�����K�b�k�l�_�f�Z���\�b�y�\�e�_�g�g�y���}���f�_�o�Z�g�•�a�f�h�f���[�_�a�i�_�d�b���^�e�y���\�b�y�\�e�_�g�g�y��
�l�Z�d�h�€���g�_�a�Z�d�h�g�g�h�€���^�•�y�e�v�g�h�k�l�•��

IPS - �k�b�k�l�_�f�Z�Z�d�l�b�\�g�h�]�h�a�Z�o�b�k�l�m. �Y�d�• IDS, �\�•�g�g�Z�f�Z�]�Z�}�l�v�k�y�\�b�a�g�Z�q�b�l�b�i�h�l�_�g�p�•�c�g�•�a�Z�]�j�h�a�b�g�Z�h�k�g�h�\�•
�n�m�g�d�p�•�c�f�h�g�•�l�h�j�b�g�]�m�a�Z�o�b�s�_�g�h�]�h�o�h�k�l�Z�Z�[�h�f�_�j�_�`�•�• �f�h�`�_�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�b�]�g�Z�l�m�j�m���Z�g�h�f�Z�e�•�x�Z�[�h
�f�_�l�h�^�b�]�•�[�j�b�^�g�h�]�h�\�b�y�\�e�_�g�g�y.



�K�b�k�l�_�f�b���\�b�y�\�e�_�g�g�y���f�_�j�_�`�_�\�b�o���Z�l�Z�d�����a�Z�k�l�h�k�m�\�Z�g�g�y���l�Z��
�g�Z�i�j�y�f�d�b���j�h�a�\�b�l�d�m

IDS �l�Z IPS �f�Z�x�l�v�k�\�h�€�i�_�j�_�\�Z�]�b�l�Z �g�_�^�h�e�•�d�b. �I�j�b �\�b�[�h�j�•�k�b�k�l�_�f�b�^�e�y�i�h�l�_�g�p�•�c�g�h�]�h�\�b�i�Z�^�d�m
�\�b�d�h�j�b�k�l�Z�g�g�y�\�Z�`�e�b�\�h�\�j�Z�o�h�\�m�\�Z�l�b�d�h�f�i�j�h�f�•�k�b�f�•�` �^�h�k�l�m�i�g�•�k�l�x�k�b�k�l�_�f�b�•�a�j�m�q�g�•�k�l�x�\�b�d�h�j�b�k�l�Z�g�g�y�•
�g�_�h�[�o�•�^�g�•�k�l�x�a�Z�o�b�k�l�m. IDS �a�Z�e�b�r�Z�}�\�•�d�g�h�^�e�y�a�e�h�\�f�b�k�g�b�d�Z���s�h�[�a�Z�\�^�Z�l�b�r�d�h�^�b�p�•�e�v�h�\�•�c�k�b�k�l�_�f�•���\ �l�h�c
�q�Z�k�y�d�i�h�f�b�e�d�h�\�_�i�h�a�b�l�b�\�g�_�\�b�y�\�e�_�g�g�yIPS �f�h�`�_�g�_�]�Z�l�b�\�g�h�\�i�e�b�g�m�l�b�g�Z�a�j�m�q�g�•�k�l�v�\�b�d�h�j�b�k�l�Z�g�g�y
�k�b�k�l�_�f�b.
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�‡�H�[�f�_�`�_�g�Z���f�h�`�e�b�\�•�k�l�v���h�g�h�\�e�_�g�g�y���f�_�l�h�^�•�\��
�\�b�y�\�e�_�g�g�y

�‡�<�•�^�k�m�l�g�•�k�l�v���l�_�k�l�•�\���i�j�h�^�m�d�l�b�\�g�h�k�l�•���•���i�h�d�j�b�l�l�y��
�f�_�j�_�`�•

�G�_�^�h�e�•�d���_�n�_�d�l�b�\�g�h�k�l�•



�<�b�k�g�h�\�h�d���^�h���i�_�j�r�h�]�h���j�h�a�^�•�e�m

�M �^�Z�g�h�f�m�j�h�a�^�•�e�[�m�e�h�\�b�a�g�Z�q�_�g�h�f�•�k�p�_�k�b�k�l�_�f�\�b�y�\�e�_�g�g�y�f�_�j�_�`�_�\�b�o�Z�l�Z�d�l�Z�i�h�l�j�•�[�g�•�k�l�v

�g�h�\�•�l�g�•�o�f�_�l�h�^�•�\�\�b�y�\�e�_�g�g�y�Z�l�Z�d���i�j�h�Z�g�Z�e�•�a�h�\�Z�g�hIDS �l�ZIPS.

�D�•�[�_�j�a�e�h�q�b�g�p�•�h�j�•�}�g�l�m�x�l�v�k�y�g�Z�d�h�j�b�k�l�m�\�Z�q�•�\�d�h�f�i�¶�x�l�_�j�•�\���\�b�d�h�j�b�k�l�h�\�m�x�q�b�k�d�e�Z�^�g�•�f�_�l�h�^�b���Z�l�Z�d�h�`

�k�l�j�Z�l�_�]�•�€�k�h�p�•�Z�e�v�g�h�€�•�g�`�_�g�_�j�•�€. �>�_�y�d�•�d�•�[�_�j�a�e�h�q�b�g�p�•�k�l�Z�x�l�v�^�_�^�Z�e�•�\�b�l�h�g�q�_�g�•�r�b�f�b�l�Z

�f�h�l�b�\�h�\�Z�g�•�r�b�f�b. �<�h�g�b�i�j�h�^�_�f�h�g�k�l�j�m�\�Z�e�b�k�\�h�x �a�^�Z�l�g�•�k�l�v�i�j�b�o�h�\�m�\�Z�l�b�k�\�h�x �h�k�h�[�b�k�l�•�k�l�v��

�i�j�b�o�h�\�m�\�Z�l�b�k�\�h�}�k�i�•�e�d�m�\�Z�g�g�y���\�•�^�^�Z�e�y�l�b�k�\�h�x�h�k�h�[�m�\�•� �̂g�_�e�_�]�Z�e�v�g�h�€�\�b�]�h�^�b�l�Z�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b

�•�g�n�j�Z�k�l�j�m�d�l�m�j�m���k�l�•�c�d�m�^�h�d�h�f�i�j�h�f�•�k�•�\. �L�h�f�m�^�e�y�d�h�f�i�
�x�l�_�j�g�b�o�k�b�k�l�_�f�k�l�Z�}�\�k�_�[�•�e�v�r�\�Z�`�e�b�\�b�f

�a�Z�o�b�k�l�a�Z�^�h�i�h�f�h�]�h�x�\�^�h�k�d�h�g�Z�e�_�g�b�o�k�b�k�l�_�f�\�b�y�\�e�_�g�g�y�\�l�h�j�]�g�_�g�v���a�^�Z�l�g�b�o�\�b�y�\�e�y�l�b�k�m�q�Z�k�g�•

�r�d�•�^�e�b�\�•�i�j�h�]�j�Z�f�b. �>�e�y�i�j�h�_�d�l�m�\�Z�g�g�y�l�Z�i�h�[�m�^�h�\�b�l�Z�d�b�o�k�b�k�l�_�fIDS �g�_�h�[�o�•�^�g�h�f�Z�l�b�i�h�\�g�b�c�h�]�e�y�^

�i�_�j�_�\�Z�]�l�Z�h�[�f�_�`�_�g�v�k�m�q�Z�k�g�b�o�^�h�k�e�•�^�`�_�g�v�y�d�h�f�m�j�h�a�]�e�y�g�m�l�h�\ �^�Z�g�h�f�m�j�h�a�^�•�e�•.



�J�H�A�>�1�E����

�:�G�:�E�1�A���F�?�L�H�>�1�<���>�E�Y���K�B�K�L�?�F�B���<�B�Y�<�E�?�G�G�Y��

�F�?�J�?�@�?�<�B�O���:�L�:�D���G�:���H�K�G�H�<�1���G�?�C�J�H�F�?�J�?�@�?�<�B�O��

�L�?�O�G�H�E�H�=�1�C



�R�l�m�q�g�b�c���•�g�l�_�e�_�d�l

Autoencoders(AE) - �p�_�g�_�c�j�h�g�g�•�f�_�j�_�`�•���y�d�•�f�Z�x�l�v�g�Z�f�_�l�•�d�h�i�•�x�\�Z�l�b�k�\�h�€�\�o�h�^�b�m�k�\�h�€�\�b�o�h�^�b. �<�h�g�b�i�j�Z�p�x�x�l�v��
�k�l�b�k�d�Z�x�q�b�\�o�•�^�g�•�^�Z�g�•�m�i�h�^�Z�g�g�y�a�i�j�b�o�h�\�Z�g�b�f�i�j�h�k�l�h�j�h�f���Z�i�h�l�•�f�j�_�d�h�g�k�l�j�m�x�x�q�b�\�b�o�•�^�g�•�^�Z�g�•�a�p�v�h�]�h�i�h�^�Z�g�g�y. �P�_�c
�l�b�i�f�_�j�_�`�•�k�d�e�Z�^�Z�}�l�v�k�y�a�^�\�h�o�q�Z�k�l�b�g:
�R�l�m�q�g�•�g�_�c�j�h�g�g�•�f�_�j�_�`�•(Artificial Neural Networks, ANNs) - �p�_�h�^�b�g�a�g�Z�i�j�y�f�d�•�\�^�h�k�e�•�^�`�_�g�v�\ �h�[�e�Z�k�l�•�r�l�m�q�g�h�]�h
�•�g�l�_�e�_�d�l�m���a�Z�k�g�h�\�Z�g�_�g�Z�k�i�j�h�[�Z�o�\�•�^�l�\�h�j�b�l�b�g�_�j�\�h�\�m�k�b�k�l�_�f�m�e�x�^�b�g�b�>7]. �: �k�Z�f�_: �a�^�Z�l�g�•�k�l�v�g�_�j�\�h�\�h�€�k�b�k�l�_�f�b�g�Z�\�q�Z�l�b�k�y�•
�\�b�i�j�Z�\�e�y�l�b�i�h�f�b�e�d�b���s�h�f�Z�}�^�h�a�\�h�e�b�l�b�a�f�h�^�_�e�x�\�Z�l�b���o�h�q�Z�•�^�h�k�b�l�v�]�j�m�[�h���j�h�[�h�l�m�e�x�^�k�v�d�h�]�h�f�h�a�d�m.
�F�Z�r�b�g�g�_�g�Z�\�q�Z�g�g�y(Machine Learning, ML) �} �h�^�g�b�f�a�g�Z�i�j�y�f�d�•�\�r�l�m�q�g�h�]�h�•�g�l�_�e�_�d�l�m. �H�k�g�h�\�g�b�c�i�j�b�g�p�b�i�i�h�e�y�]�Z�}�\
�l�h�f�m���s�h�f�Z�r�b�g�b�h�l�j�b�f�m�x�l�v�^�Z�g�•�•�g�Z�\�q�Z�x�l�v�k�y�g�Z�g�b�o.
�=�e�b�[�h�d�_�g�Z�\�q�Z�g�g�y(DeepLearning, DL) �} �i�•�^�f�g�h�`�b�g�h�x�f�Z�r�b�g�g�h�]�h�g�Z�\�q�Z�g�g�y�•�y�\�e�y�}�k�h�[�h�x�k�d�e�Z�^�g�b�c�g�Z�[�•�j�g�_�c�j�h�g�g�b�o
�f�_�j�_� �̀a�\�_�e�b�d�h�x�d�•�e�v�d�•�k�l�x�j�•�\�g�•�\�h�[�j�h�[�d�b���y�d�•�j�h�a�\�b�\�Z�x�l�v�\�b�k�h�d�•�j�•�\�g�•�Z�[�k�l�j�Z�d�p�•�€
�=�e�b�[�h�d�ZQ-�f�_�j�_�`�ZDQN - �p�_�f�_�l�h�^���s�h �i�h�}�^�g�m�}�]�e�b�[�h�d�_�g�Z�\�q�Z�g�g�y�l�ZQ-�g�Z�\�q�Z�g�g�y���y�d�b�c�^�h�k�y�]�m�k�i�•�o�m�\ �h�[�j�h�[�p�•
�k�_�j�_�^�h�\�b�s�•�a�\�\�_�^�_�g�g�y�f�\�b�k�h�d�b�o�j�h�a�f�•�j�•�\. �P�_�[�Z�]�Z�l�h�r�Z�j�h�\�Z�g�_�c�j�h�g�g�Z�f�_�j�_�`�Z���y�d�Z�^�Z�}�i�j�h�]�g�h�a�h�\�Z�g�m�f�Z�c�[�m�l�g�x
�\�b�g�Z�]�h�j�h�^�m�U�3�:�O�á ���=�à�; �^�e�y�d�h�`�g�h�€�f�h�`�e�b�\�h�€�^�•�€���^�_ �à �a�g�Z�o�h�^�y�l�v�k�y�i�Z�j�Z�f�_�l�j�b�f�_�j�_�`�•. �1�g�r�b�f�b�k�e�h�\�Z�f�b��DQN
�\�b�d�h�j�b�k�l�h�\�m�}�g�_�c�j�h�g�g�m�f�_�j�_�`�m�y�d�g�Z�[�e�b�`�_�g�g�y�a�g�Z�q�_�g�g�y�^�•�€.
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�;�Z�a�Z���^�Z�g�b�o��NSL-KDD

DoS

U2R

R2L

Probing



�H�i�b�k���^�Z�g�b�o���f�_�j�_�`�_�\�b�o���Z�l�Z�d��

�<�b�k�g�h�\�h�d���^�h���^�j�m�]�h�]�h���j�h�a�^�•�e�m
�L�Z�d�b�f�q�b�g�h�f���g�Z�k�v�h�]�h�^�g�•�r�g�•�c�^�_�g�v�\�b�y�\�e�_�g�g�y�f�_�j�_�`�_�\�b�o�Z�l�Z�d�i�_�j�_�l�\�h�j�x�}�l�v�k�y�g�Z�k�_�j�c�h�a�g�m�i�j�h�[�e�_�f�m���y�d�Z�g�_

�\�b�j�•�r�m�}�l�v�k�y�e�b�r�_�l�j�Z�^�b�p�•�c�g�b�f�b�f�_�l�h�^�Z�f�b. �M�g�Z�c�[�e�b�`�q�h�f�m�f�Z�c�[�m�l�g�v�h�f�m�^�h�\�b�j�•�r�_�g�g�y�p�•�}�€�a�Z�^�Z�q�•�[�m�^�m�l�v�a�Z�e�m�q�Z�l�b�k�y�l�•�e�v�d�b
�r�l�m�q�g�b�c�•�g�l�_�e�_�d�l���y�d�b�c�f�Z�}�[�Z�]�Z�l�h�i�_�j�_�\�Z�]�s�h�^�h�i�j�b�c�g�y�l�l�y�j�•�r�_�g�g�y�•�\�b�y�\�e�_�g�g�y�Z�g�h�f�Z�e�v�g�h�]�h�l�j�Z�n�•�d�Z. �I�j�b �l�Z�d�h�f�m�i�•�^�o�h�^�•
�\�Z�`�e�b�\�m�j�h�e�v�[�m�^�_�\�•�^�•�]�j�Z�\�Z�l�b�g�Z�y�\�g�•�k�l�v�d�_�j�m�x�q�b�o�]�j�m�i�s�h�^�h�d�h�g�l�j�h�e�x�j�•�r�_�g�g�y�a�[�h�d�m�•�g�l�_�e�_�d�l�m.

�A�Z�k�l�h�k�m�\�Z�g�g�y�f�_�l�h�^�•�\�g�_�c�j�h�f�_�j�_�`�_�\�b�o�l�_�o�g�h�e�h�]�•�c�^�h�a�\�h�e�y�}�k�b�k�l�_�f�•�g�Z�\�q�Z�l�b�k�y�l�Z�i�j�b�k�l�h�k�h�\�m�\�Z�l�b�k�y�^�h�Z�g�h�f�Z�e�•�€�m
�f�_�j�_�`�•���l�Z�d�b�f�q�b�g�h�f���i�•�^�\�b�s�b�l�b�c�f�h�\�•�j�g�•�k�l�v�\�b�y�\�e�y�g�g�y�f�_�j�_�`�_�\�b�o�Z�l�Z�d.

�>�h�k�e�•�^�`�_�g�h�k�i�h�k�h�[�b�\�b�y�\�e�_�g�g�y�f�_�j�_�`�_�\�b�o�Z�l�Z�d�a�Z�^�h�i�h�f�h�]�h�x�g�_�c�j�h�f�_�j�_�`�_�\�b�o�l�_�o�g�h�e�h�]�•�c.
�I�j�h�Z�g�Z�e�•�a�h�\�Z�g�h�f�_�l�h�^�bDL, �l�Z�\�b�[�j�Z�g�b�c�h�^�b�g�a�g�b�o�^�e�y�g�Z�\�q�Z�g�g�y�g�_�c�j�h�g�g�h�€�f�_�j�_�`�•�s�h�^�h�\�b�y�\�e�_�g�g�y�f�_�j�_�`�_�\�b�o�Z�l�Z�d.
�I�j�h�Z�g�Z�e�•�a�h�\�Z�g�h�g�Z�[�•�j�^�Z�g�b�o�f�_�j�_�`�_�\�b�o�Z�l�Z�dNSL-KDD.
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�J�_�Z�e�•�a�Z�p�•�y���i�j�h�]�j�Z�f�g�h�]�h���d�h�^�m���^�e�y���a�[�_�j�•�]�Z�g�g�y����
�n�h�j�f�Z�l�m�\�Z�g�g�y���g�Z�[�h�j�m���^�Z�g�b�o��

�:�e�]�h�j�b�l�f�[�m�\�g�Z�i�b�k�Z�g�b�c�g�Zpython�l�Z�i�j�h�l�_�k�l�h�\�Z�g�b�c�\ �[�e�h�d�g�h�l�•Colaboratory. �H�k�d�•�e�v�d�b�g�Z�\�q�Z�g�g�y�g�_�c�j�h�g�g�h�€
�f�_�j�_�`�•�a�Z�e�_�`�g�_�\�•� �̂h�[�q�b�k�e�x�\�Z�e�v�g�h�€�i�h�l�m�`�g�h�k�l�•�f�Z�r�b�g�[�m�e�h�j�h�a�]�e�y�g�m�l�Z�i�j�h�i�h�a�b�p�•�€�s�h�^�h�d�h�j�b�k�l�m�\�Z�g�g�y�[�e�h�d�g�h�l�h�f
Jupiter, �y�d�b�c�j�h�a�f�•�s�_�g�b�c�\ �k�_�j�\�•�k�•Colab.

Jupiter, �y�d�b�c�j�h�a�f�•�s�_�g�b�c�\ �k�_�j�\�•�k�•Colab.
�>�e�y�f�Z�g�•�i�m�e�x�\�Z�g�g�y�^�Z�g�b�f�b�l�Z�€�o�g�v�h�]�h�Z�g�Z�e�•�a�m�[�m�e�h�•�g�k�l�Z�e�v�h�\�Z�g�h�[�•�[�e�•�h�l�_�d�b:

�� Tensorflow;
�� Pandas;
�� Numpe;
�� Keras;
�� Scikit-learn;
�� Matplotlib.

�>�e�y���j�h�[�h�l�b���a���g�Z�[�h�j�h�f���^�Z�g�b�o���f�_�j�_�`�_�\�•���Z�l�Z�d�b���[�m�e�h���g�Z�i�b�k�Z�g�h���d�h�^���y�d�b�c���•�f�i�h�j�l�m�\�Z�\���p�•���^�Z�g�•�����i�j�b�d�e�Z�^���d�h�^�m��
self.train_path=kwargs.get('train_path','datasets/NSL/KDDTrain+.txt')
self.test_path=kwargs.get('test_path', datasets/NSL/KDDTest%2B.txt')

�I�•�k�e�y�•�f�i�h�j�l�m�\�Z�g�g�y�^�Z�g�b�o�[�m�e�h�i�j�h�\�_�^�_�g�h�n�h�j�f�Z�l�m�\�Z�g�g�y�^�Z�g�g�b�o�l�Z�a�[�_�j�_�`�_�g�g�y�€�o:
self.df = pd.concat([ self.df.drop('protocol_type', axis=1), pd.get_dummies(self.df[ 'protocol_type'])], axis=1)self.df =

pd.concat([ self.df.drop('service', axis=1), pd.get_dummies(self.df[ 'service'])], axis=1)self.df = pd.concat([ self.df.drop('flag',
axis=1), pd.get_dummies(self.df[ 'flag'])], axis=1)

test_df= self.df.iloc[ train_indx:self.df.shape[0]] test_df=
shuffle(test_df,random_state=np.random.randint(0,100))self.df = self.df[: train_indx]self.df =
shuffle(self.df,random_state=np.random.randint(0,100))test_df.to_csv(self.formated_test_path,sep=',',index=False)
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�J�_�a�m�e�v�l�Z�l�b���h�p�•�g�d�b���_�n�_�d�l�b�\�g�h�k�l�•



�<�b�k�g�h�\�h�d�^�h�l�j�_�l�v�h�]�h�j�h�a�^�•�e�m

�<�^�Z�g�h�f�m�j�h�a�^�•�e�•�[�m�e�h�a�Z�i�j�h�i�h�g�h�\�Z�g�h�f�h�^�_�e�v�g�_�c�j�h�g�g�h�€�f�_�j�_�`�•�g�Z�h�k�g�h�\�•�f�_�l�h�^�mDQN �a�i�•�^�d�j�•�i�e�_�g�g�y�f.

�H�i�b�k�Z�g�h�h�k�g�h�\�g�•�^�•�€�s�h�^�h�g�Z�\�q�Z�g�g�y�g�_�c�j�h�g�g�h�€�f�_�j�_�`�•. �<�o�•�^�g�•�^�Z�g�•�[�m�e�b�h�l�j�b�f�Z�g�•�a�g�Z�[�h�j�mKDD, �y�d�b�c

�f�•�k�l�b�l�v�h�[�j�h�[�e�_�g�•�\�•�^�h�f�h�k�l�•�m�\�b�]�e�y�^�•�f�Z�k�b�\�•�\�a42 �d�e�x�q�h�\�b�o�a�g�Z�q�_�g�v.

�>�e�y�l�_�k�l�m�\�Z�g�g�y�g�_�c�j�h�g�g�h�€�f�_�j�_�`�•�[�m�e�h�k�l�\�h�j�_�g�h�f�Z�l�j�b�p�x�g�_�l�h�q�g�h�k�l�•���y�d�Z�i�h�j�•�\�g�x�\�Z�e�Z�i�h�q�Z�l�d�h�\�•�^�Z�g�•�l�Z

�g�Z�\�b�o�h�^�•�•�\�•�^�h�[�j�Z�`�Z�}�l�v�k�y�m�]�j�Z�n�•�d�Z�o.

�>�Z�g�b�c�f�_�l�h�D̂L �i�h�d�Z�a�Z�\�\�b�k�h�d�•�j�_�a�m�e�v�l�Z�l�b�s�h�^�h�l�h�q�g�h�k�l�•�a�Z100 �_�i�h�o�g�Z�\�q�Z�g�g�y�l�Z�y�d�Z���m�i�h�^�Z�e�v�r�h�f�m��

�f�h�`�_�\�b�d�h�j�b�k�l�h�\�m�\�Z�l�b�k�y�m�k�b�k�l�_�f�Z�o�\�b�y�\�e�_�g�g�y�f�_�j�_�`�_�\�b�o�Z�l�Z�d. �>�e�y�i�h�d�j�Z�s�_�g�g�y�\�b�y�\�e�_�g�g�y�Z�l�Z�d�g�_�c�j�h�g�g�h�x

�f�_�j�_�`�_�x�i�h�l�j�•�[�g�h�a�f�•�g�b�l�b�•�l�_�j�Z�p�•�x�_�i�h�o�g�Z�\�q�Z�g�g�y���Z�^�`�_�g�Z�\�q�Z�g�g�y�l�j�b�\�Z�e�h�a�•100�_�i�h�o�•�a�•. �L�h�f�m�\�b�i�e�b�\�Z�}���s�h
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