Hamonaneuuit yaisepcuret «llonraBceka nmomirexnika iMmeni FOpig Konaparrokay

(moBHE HaliMEHYBaHHS 3aKJaly BHIOI OCBITH)

HaBuajipHO-HAYKOBUHM 1HCTUTYT 1HGOOPMAIIHHUX TEXHOJIOTIN 1 POOOTOTEXHIKH

(moBHE HaiiMEeHYBaHHs IHCTUTYTY, Ha3Ba (aKyibTeTy (BiAIIICHHS))

Kadenpa aBromaTku, eJIEKTPOHIKH Ta TEJIEKOMYHIKAIIT

(moBHa Ha3Ba kadeapu (peaMeTHOI, HIUKIOBOI KOMICi))

ITosicHIOBAJILHA 3alIUCKA
10 kBanmidikaiiHoi podboTu
_Maricrp.

(cTyrtiHb BHIIOI OCBITH)

Ha TCMY MeTo0aM TAa CHCTEMHU BUSIBJICHHSI MepeKeBHX aTaK HA OCHOBI

HeHpoOMepeKeBUX TeXHOJIOTIH

Buxonas: ctynent 6 xypcey, rpynu 601TT
cnerianbHocTi 172 «TenexkomyHikaltii ta

(tudp i Ha3Ba HANPSIMY MiATOTOBKH, CIELIAIbHOCTI)

pamaloTEXHIKA

Ipuxoasko M.C.

(npi3BuILe Ta iHiiaMM)

kepiBHuK [lITomnens M.A.
(npi3BuILe Ta iHiiaMM)

Penensenr

Kyuenko O.A.

(mpi3BumIe Ta iHiIamm)

[Tonraga - 2023 pix



Hamionansuuii yHiBepcuret «llonraBchka momirexnika imeH1 FOpis KonnpaTioka
HaBuanbHO-HAYKOBUN 1HCTUTYT 1HQOPMAIINHUX TEXHOJIOTHN 1 POOOTOTEXHIKH
Kadenpa ABTOMATHKH, EJEKTPOHIKH Ta TEJIEKOMYHIKALIN

Crynigb BUIIOI OCBITH Marictp

CroewanpHicte 172 «TemexomyHIKali Ta pagloTEXHIKA»

3ATBEP/DKYIO

3aBimyBau Kadeapu aBTOMATHUKH,
CNIEKTPOHIKH Ta TENCKOMYHIKalii

‘u\\ O.B. lledep
07 07 2023 p.

3

3ABJAAHHH
HA MATICTEPCBKY POBOTY CTYJIEHTY

Ipuxoasky Muxoui CepriiioBuuay

1. Tema mpoekTty (pobotn) «MeToaH Ta CHCTEMHU BHSAABJIEHHSI MEPEKEeBHX aTAK_HA
OCHOBI HelipoMepe:KeBUX TeXHOJIOr1ii»
KepiBHUK npoekTy (podotu) lllITomnenr Mukoja AHaToiiioBuy,

3aTBEp/KEHA HAKa30M BHUIIIOTO HaBUYAJIBHOTO 3akmany Big “04” BepecHs 2023 poky
Ne 986-da

2. CTpok mogaHHs CTyJIeHTOM TIpoeKTy (pobotr) 13.12.2023 p.

3. BuxigHi nani 10 nmpoekTy (pobotu) HeiipomepeskeBi metoau. ba3a maHnux curHatyp
NSL - KDD.

4. 3MICT po3paxyHKOBO — TOSICHIOBAJIHO1 3aMUCKH (TIEPEIIK MUTaHb, K1 MOTPIOHO
po3poOuTn) AHajll3 CTaHy Ta HAMPSMKH PO3BUTKY CHCTEMH BUSBJICHHS MEPEKEBUX
aTak. AmHami3 MeToaiB mHoOYyIOBU CHCTEMHU BHSBICHHS MEPEKEBIM)K Ha OCHOBI
HEeMpOMEpeKeBHX TeXHOJOTIH. Po3poOka Momenl HEMPOHHOI Mepexl JJIs CUCTEMH
BHSBIICHHSI MEPE)KeBUX aTak. BUCHOBKM 10 pOOOTI.

5. Tlepemnik rpadiunoro MaTepiany (3 TOUHUM 3a3HaYEHHSIM 000B'SI3KOBHUX IJIAKATIB):
1) TosicHtoBanbHa 3anucka (77 cT.)
2) Ilpesentauis B PowerPoint (15 — 20 cnaiizais)

6. Jlara Bumaui 3aBganus  02.10.2023 p.



KAJIEHJIAPHUN IIJIAH

ITop. : : . Tepwmin Bukonanns |[IpumiTka
Ha3sa etamiB Marictepchbkoi poooTH :
No etamB poboTn  |(TutakaTH)
1 |OmnpartroBanHs HEOOXI1THOT JIITEPATYPH. 11.10.23 15%
Harmcanns ta moganss Ha nepeBipky 1 —ro  |18.10.23
2 : I| 30%
po3auTy poOOTH.
3 |OmpartroBanHst HEOOX1THOT JIITEpaTypH 25.10.23 40%
5 HangcaHHﬁ Ta MO/IaHHS Ha MEePEBIPKY 2 — T'o 211123 11| 50%
po3auTy poOOTH.
6 HangcaHHﬁ Ta MO/TaHHS Ha MEePEBIPKY 3— 1o 281123 70%
po3auTy poOOTH.
7 Peam3au%;1 MPaKTHIHOT HACTHHA Ta MOMAHHA |\ 15 53 90%
Ha TIEPEBIPKY.
8 |OdopmIeHHs MaricTepchkoi poGoTH 13.12.23/111| 100%
1A
ia 7 A

MaricTpanrt

Ipuxoarko M.C.

((mmz nmk

(TIpi3BHIIE Ta 1HII[IAIIN)

KepiBHuk podoTn 1@0 tomnens M.A.

(rianmc )

(TIIpi3BUIIE Ta 1HIIAIH)




MNEPEJIK YMOBHUX ITOZHAUEHD ........cccooiiiiiiiieieeeeeee sttt s 5
BOTYIL ... et b e r e st b e bbbt sae e b s bt b e sreeaeene s 6
PO31J1 1 AHAJII3 CTAHY TA HAIIPAAMKHU PO3BUTKY CUCTEMUA BUABJIEHHSA
MEPEZKEBHIX ATAK ...ttt sttt sttt st sb et se e st neneeemeene 7
1.1 AHATIS MEPEIKEBHX ATAK ... .eeevererureeriueeerreerteeesseesiueesnseeessseesssssesssesssseesssessssesssssessssesesssessns 7
1.2  Cucremu BUSIBJIEHHS] MepesKeBHX aTaK, 3ACTOCYBAHHS Ta HANPSIMKH PO3BHUTKY ......... 11
BHCHOBKY /10 MEPIIOTO POBIIIILY ....eveeurieurieutieteenieesieeniteeteeteesteesteesseesusesasesseeseesseesseesseesnsesnsesnseens 15
PO31JI 2 AHAJII3 METOIIB JJIs1 CUCTEMU BUSIBJIEHHSA MEPEXKEBUX ATAK HA
OCHOBI HEUPOMEPEKEBUX TEXHOJIOI'TH..........cccoocviniiiiiniiiiicececre e 18
2.1 AHATI3 HEAPOMEPEKEBUX TEXHOIOTIH .....cccveiiiiierieeiiieenieesiieeenieessieeesaeeseeeenaeeesreeensneas 18
2.2  MeTtoau BUSIBJEHHS aTaK 32 J0NOMOTOI0 DL ..., 19
2.3 ONHC JAHIX MEPEKEBHX ATAK .....eeuvererreerenteeseertesseensensesssessessesssessesseessesseessessessessesesssenses 41
BHCHOBOK /10 IPYTOT0 POBIIILY ....c.eviurienrierieiienieenite st eteete et esreesieesaeesnesaree st e st e sreesmeesmnesmneenneens 45
PO3/JILI 3 PO3POBKA MOJIEJII HEHPOHHOI MEPEXI JIJISI CHACTEMM BUSIBJIEHH S
MEPEZKEBHIX ATAK ..ottt sttt ettt et b e sae et bt et e st et enbesbee e e 46
3.1 Peaunizanis nporpamuoro xoay ajs 30epiranas, gopmMaTyBaHHA HA0OpPY JaHUX ......... 46
3.2 Mopesb HelipOHHOI Mepeski HA OCHOBI aJIropuTMy rIMO0KIo Q-HABYAHHSL.................. 47
3.3 Pe3sysabTaT e)eKTUBHOCTI MO /Il BUABJICHHS MEPEKEBUX ATAK ...coovvveernreerreeennreennnnen 56
BHCHOBOK 10 TPETBOTO PO3IIILY ...eeouveeiiiiiiirieiieeeiieesieeessteesreeesmreesreeesneeesreessneeesnneesanesesneessseeenas 58
BHICHOBK ........c..ooiiiiiieietee ettt st st et st b et e bt sbe et sbeemeenbesbe e e e 59
CIHHUCOK BUKOPUCTAHUMX JKEPEJL........cooiiiiiiiiiiiiiieeseesee ettt 60
JOJATOK A. IIPUKJIAZL JAHMX NSL KDD ... 66
JOIATOK B. JIICTHUHI KOIA.........cooiiiiiiiiiieeieeeert ettt 68
JOAATOK C. IIEPEKJIIL 1 PO3BIIJILY .....oocoiiiiiiiiiiieeeeene et 71



HEPEJIIK YMOBHUX ITO3HAYEHb

DOS (Denial of Service) - Araka Ha BiTMOBY B 00CITyrOBYBaHHi1

U2R(User to root) —-He3akoHe oTpuMaHHs AOCTYITy aJMiHICTPaTOpa KOPUCTYBaYEeM

R2L(Remote to local) — Bignaneni araku 4epe3 Mepexy

IDS(Intrusion Detection System) — Cructema BUSIBICHHS aTak

IPS(ntrusion Prevention System) — Cuctema 3ano0iraHHsi BTOPTHEHb

Al(Artificial Intelligence) — IlITyunuii iHTEICKT

DL (Deep Learning) — I'muboke HaBYaHHS

AE(Autoencoders) — ABTokojiep

STL(Seasonal and Trend decomposition using Loess) — Po3kiaianHs 4acoBUX psIiB

DBM(Deep Boltzmann machine) — I'nu6oka mammHa bosbiiMana

DBN(Deep Belief Networks) — Mepesxi rimbokoi Bipu

RBM(Restricted Boltzmann Machines) — O6mesxeni Mamian bosbiivana

GAN(Generative Adversarial Network) — I'enepaTrBHa 3MaraabHa Mepexa

URL(Uniform Resource Locator) — VYHidikoBaHUH MOKKYKMK iH(GOPMAIIHHOTO

pecypey

DNN(Deep Neural Networks) — I'muGoki HeipoHHI MepexKi

CNN(Convolutional Neural Network) — CeepranbHa HelipoHHa Meperka

LDOS(Low Rate Denial of Service) — BinmoBa B 00cityroByBaHHi

DQN(Deep Q Learning) — I'nnbokxe Q—HaBuaHHs

LSTM(Long short—term memory) — JloBra kopoTko4acHa mam’siTh

GRU(Gated Recurrent Units) — 3akpuTi peKypeHTHI OTUHHMIII

SVM(Support Vector Machines) — ITiaTpumMka BEeKTOPHHX MaIllMH

RL(Reinforcement learning) — ITigkpirnsieHHs HaBYaHHS

OSI(The Open Systems Interconnection model)- abctpakTHa MepexeBa MOACTD IS

KOMYHiKaIliii 1 po3poOku MepexeBux npotokoiiB. NDAE(non-symmetric deep auto-

encoder) — HecumeTpuuHuii TIMOOKHI aBTOKOIED

NSL-KDD(data set) — Habip nanux

DQ-RL((Deep Q with Reinforcement learning) - I'nuboxke Q HaBuaHHS 3
MIIKPIMJIEHHAM


https://www.techrepublic.com/resource-library/whitepapers/low-rate-denial-of-service-ldos-attack-a-survey/
https://www.techrepublic.com/resource-library/whitepapers/low-rate-denial-of-service-ldos-attack-a-survey/
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B0_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB

BCTYII

Po3Butok o0uucaoBaibHUX ~ 3aco0iB  Ta  1H(QOpMAIIMHUX  TEXHOJIOTIH
MPU3BOJUTH 70 aBTOMATH3allli pI3HOMAHITHHUX MPOIIECIB MPAKTUYHO Yy BCiX cdepax
KUTTSI CYCITIJTLCTBA: 3POCTAE o0YHCITIOBATIbHA MOTY>KHICTb
OOYHMCITIOBATLHUX 3aC001B, 3pOCTa€  TEXHOJOTISA, BCE OUIBIIE BIOCKOHATIOETHCS
TEXHOJIOT1sl MepexeBoi B3aeMo/1ii, (hopMaTh Ta BAMOTH /10 TOOY10BHU 1H(HOpMaIIIHHUX
CHUCTEM. Bc€  OUIbIllle  PO3BUBAEThCA. Pa3zom 3 po3BUTKOM  iH(GOpPMaIIHHUX
TEXHOJIOT1H MOCTIHHUMH TEMIIaMU 3'SIBIITIOTHCS] HOBI 3arpo3u iH(popMaIiiHii Oe3merr.

ToMmy nuTaHHA 3aXUCTy 1H(MOPMAIlT 3ATMIIAETHCS KIIOYOBUM HANPSIMKOM HAyKOBHUX

TOCII1JIKEHb.

Onnum 13 OCHOBHHX 3aCc001B 3aXHCTy KOMII'FOTEPHUX CUCTEM
€ CHCTEMHU BUSBIICHHS BTOPTHEHb (IDS). Cuctemu BUSBICHHS
BTOPTHEHb BUKOPHUCTOBYIOTHCS JIJIsi BUSIBIICHHS PI3HMX THIIIB 3JI0BMUCHOI1

JISATIBHOCTI BIJ Ki0epaTak Ha PI3HOMaHITHI CiykOu. IIITydyHuid 1HTENEKT 103BOJISIE
IIBUIIIC BUSBISATH KiOepaTaku, ajanTyBaTUCS [0 HUX 1NpUAMATH PIIICHHS
10J10 HUX.

MeToro TOCIIPKEHHS. € BJIOCKOHAQJIEHHS CUCTEMHM BUSBJICHHS MEPEKEBUX
aTak 3a JOTIOMOTOI0 HEUPOMEPEIKEBUX TEXHOJIOTIM.

O6’exTOM JOCHTIIKEHHS € TIPOIIEC BUSIBICHHS KiOepaTak.

Tema gocnipkeHHsT  — ~ MOJCIIOBaHHSA HEHPOHHOI  MeEpexi JUISt

BUSIBJICHHS KiOepaTak.



PO3JLI 1
AHAJII3 CTAHY TA HATIPSIMKH PO3BUTKY CUCTEMH BUSIBJEHHS
MEPE)KEBUX ATAK

1.1  Ananiz mepesrxcesux amax

Mepe:xkeBa aTaka - crpoba o0O0IMTH MOMTHKY O€3MEeKH CHUCTEMH, IO HajJae
3JIOBMHUCHUKAM JIOCTYIl IS OTpuMaHHsS abo wmojaudikaiii iHdopmarlii, HaBITh
PYWHYIOUH CHUCTEMY. Y 3B'S3KYy 3 TEXHOJIOTISIMH, IO PO3POOISIIOTECS B CHUCTEMAax
JIOKaJIbHOI MEpeXi Ta Oe3IpOTOBOI MeEpeki, ICHYIOTb CEpHO3H1 3arpo3u Oesmerrl
Mepexi, ocobnuBo Oesmeni cucreM. OCKUIBKM MU 3apa3 mHepeOyBaeMo B €MoXi
MalIMHHOTO HABYAHHS Ta BENMKUX JaHuX|1], kibepOe3neka B cucremax 0e3ApOTOBOI
Ta JIOKAJIBHOI MEpeXki € BAXKIIMBOIO JIJIs KOPUCTYBAYiB.

Xapakrep BIuuBy|[1]:

- aKTUBHMH;

— ITACUBHUM.

AKTHBHA aTaka pO3yMI€TbCS BIUIUB, SIKMM YUHUTH Ha POOOTY CUCTEMH, a cCaMe
NOPYIIEHHS Mpane3JaTHOCTI CUCTEMH, 3MiHa KoH@iryparii, Tomo. [IpaktnyHo Bci
TUI MEPEKEBUX aTaK € aTakaMH 3 aKTUBHUMH AissMH. OCOONMBICTIO TaKWX aTaK €
MOXJIMBICTH 1X BUSIBJICHHSI, B PI3HUX BUIAJIKaX 3 OUIBIIMM Y1 MEHIIIUM CTYIIEHEM, TaK
K B pe3yJIbTaTl TAKUX aTaK BiAOYBalOTHCS AESIKI 3MIHU B CUCTEMI.

[TacuBHa aTaka Ha OOYHMCITIOBAJILHY CHUCTEMY, sika HE Mae Oe3MocepeaHbOTO
BITUBY Ha (PYHKITIOHYBaHHS CHCTEMH, aJie MOYKE IMMPUBECTH JI0 TMTOPYIIICHHS MOTITHKA
oesrmekn. Ha BigMiHY BiJ aKTHBHOTO IPH TMACHBHINA aTail HE 3aJIUIIAETHCS HISKUX
ciiaiB. CaMe BiICYTHICTh O€3MOCepeIHhOr0 BIUIMBY Ha pOOOTY MEpPEKi MPU3BOIAUTH
70 TOTO, IO TACHBHY aTaKy MPAaKTUYHO HEMOXJIMBO BHSBUTH. [Ipukmamom aTtak 3
MACMBHUM BIUTMBOM € TIPOCITYXOBYBAaHHS KaHATY 3B'SI3Ky B MEPEKI.

Mera aTaku[2]:

— MOPYIICHHS MPAaIe3qaTHOCTI CUCTEMH (JOCTYITY JI0 CUCTEMHU);

— CIIOTBOPEHHS IUTICHOCTI 1H(hOpMaIIii;

— nopyIIeHHs! KOHD1IeHIIIHHOCTI 1H(OopMaIrii.
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Meta Oynp-siKOi aTaky - AICTaTH HECAHKI[IOHOBAHUN NOCTYI A0 iH(opMaIli.
[cHyIOTH ABI IPUHLMIIOBI MOXJIMBOCTI JOCTYMy A0 1H(OpMmalii: mepexoruieHHs 1
CIIOTBOPEHHS.

[Tepexomnenns iHPpopMaIlii 03Ha4ae OTPUMAHHS JI0 HET TOCTYITY, ajie HEMOXKJIUBICTD ii
MouiKaltii.

[Tepexomenns iHdopmalii Beae a0 TOPYIIEHHS 1i  KOH(IIESHIIHHOCTI.
[Tpuxnagom nepexoruieHHs iH(pOpMaLlli MOXKe CITY)KHTH MPOCIYXOBYBaHHS KaHATy B
Mepexi. B 1boMy BHMIaAKy € HECaHKIIOHOBaHUW mocTynm a0 iHdopmalii 0e3
MOKJIMBOCTI ii crioTBOpeHHs. [lopymieHHs koHpineHinHOCTI 1H(pOpMAaLii € TaCHBHUM
BILTHUBOM.

CnotBopenHs iHdopmallii o3Hayae ab0 MOBHUN KOHTPOJIb HAJl iHPOpMaLIHHUM
MOTOKOM M1k 00'€KTaMM CUCTEMH, a00 MOKJIMBICTb Mepe/iadl MOBIOMIIEHb BiJl IMEH1
iHmoro 06'exkta. TakuM YUHOM, CIIOTBOpPEHHS 1H(OpMaIi Bede M0 MOpPYIICHHS i
UTicHOCTI. Mae pyiHIBHUM BIUTUB SIKHI SIBJIsIE COOOIO MPUKIIA/l AKTUBHOTO BILIUBY.

[TopymenHsi mpane3gaTHOCTI CHUCTEMHU B LbOMY pa3l He nependayaeThes
OTPUMaHHS aTaKyIOUYUM HECAHKIIIOHOBAHOTO JIOCTyIy 10 iH(opmarlili. OCHOBHa MeTa
- JIOMOTTHCSA, 00 cHUCTEMa sKa aTaKyeThCs BHMILIA 3 Jaay, a JJIs BCIX cHCTeMa
JOCTYIl 70 PpecypciB arakoBaHoro o0'ekta OyB Ou HeMoxnuBuid. I[Ipukiamom
MEpEeXKEeBOI aTakh, METOI SKOI € TOPYIICHHS Mpane3aTHOCTI CHUCTEMH, MOXKE
CILy’KMTH aTaka BIJIMOBH B 00ciyroByBaHHi - DOS ataxa.

YMoBa nmoyatky 311MCHEHHS BIUTUBY: [2]
Bignanenuii BIuB, TakoX, SK 1 OyAb-SKUM I1HIIMH BIUIMB, MOXE IOYaTH
3MIICHIOBATUCA TIJIBKU 3a MEBHUX YMOB. B o0uMcCIIOBaNbHUX Mepexkax ICHYIOTh TpH
BUJIM YMOB IOYATKY 3/[1HCHEHHS] MEPEXKEBO1 aTaKU:

- aTaka 3a 3alIUTOM BiJl aTaKyr04Oro 00'€KTa;

- aTaka 1Mo HaCTaHHIO OYIKYBaHO1 MOJI1 Ha aTalll CUCTEMU;

— 0e3yMOBHa aTaka.

BB 3 60Ky arakyemMoro po3mOYHEThCS 3a YMOBH, IO TMOTEHIIHHA METa aTaku
nepesaTH 3auT NEeBHOTO TUMy. Taky aTaKky MOJKHA Ha3BaTH aTakolO 3a 3allUTOM Bij

aTakyo4doro o6'exrta. JlaHuil THI MOYATKy 3M1MCHEHHS HAWOIIBIN XapaKTEpHUM IS
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pexxuMy BUSIBJICHHs cucteM. [Ipukiiagom moaiOHUX 3amuTiB B Mepexi [HTepHeT Moxke
cirykutit DNS- 1 ARP-3anut, a B Novell NetWare — SAP-3amur.

ATaka 3a HacTaHHS OYIKYBaHOI IOJIi Ha aTaKyeMOMYy 00'€KTi. ATaKyro4ui
Oe3mepepBHO CIOCTEPIrae 3a CTAHOM OMEPAIlifHOT CHCTEMHU BiJAICHOI METH aTaKH i
MOYMHA€E BIUIUB IIPY BUHUKHEHHI MIEBHOI MO/I1T B IiK cucTeMi. ATaKyro4uit 00'€eKT cam
€ IHIIIIaTOpOM TMoYaTKy aTakd. IIpukiagoMm Takoi Mmojli Moxke OyTH MepepUBaHHS
ceaHcy poOoTH KopucTyBada i3 cepBepoM 0Oe3 Bumaui komanaun LOGOUT B Novell
NetWare.
be3syMoBHa araka 3IIHCHIOETHCS HETraHO 1 OE3BIAHOCHO 1O CTaHy OIEpaiifHol
CUCTEMHU aTaKyrouuMm o0'ekta. OTKe, aTaKylOUuMd € 1HIIIATOPOM MOYATKYy aTaKu B
JTAHOMY BUIIAJIKY.

[Ipu nmopy1ieHH1 HOpMaJIbHOI MPAIE3JaTHOCTI CUCTEMHU TIEPECTIAYIOThCS THIIT
LTl 1 OTPUMAHHS aTaKylOUMM HE3aKOHHOTO JIOCTYIy JIO JIaHUX HE mepeadadyaeThes.
Iloro MeToro € BUBEJIEHHS 3 Jajy ONEpAliiHOI CHCTEMH Ha aTaKykudoMy o0'€KTi Ta
HEMOXJIUBICTh JOCTYMY JJIsi 1HIIMX OO0'€KTIB CHUCTEMHU JI0 PECYpPCIB IIbOro OO0'€KTa.
[Ipuknagom ataku Takoro BUIy Moxe ciyxutu DOS-araka.

HasBHICTh 3BOPOTHBOTO 3B SI3KY. [2]
— 31 3BOPOTHUM 3B'SI3KOM;
- 0€3 3BOPOTHOTO 3B'SI3KY.

MepekeBa aTaka, 311HCHIOETCS NPU HASBHOCTI 3BOPOTHOTO 3B'A3KY sKa
aTaKy€eTbCsl 00'€KTOM, XapaKTepU3YEThCS THUM, IO Ha JEsAKl 3aluTH, MepellaHi Ha
aTakyeMUN O00'€KT, aTaKyl4oMy IMOTpPIOHO OTpUMATH BIANOBiAb, a, OTXKE, MIK
aTaKylOuUdM 1 METOI0 aTaKu ICHY€ 3BOPOTHMIA 3B'A30K, SIKa O3BOJIAE aTaKylOUOMY
aJIeKBaTHO pearyBaTH Ha BCl 3MiHM, 1110 Bi1OyBatThcs Ha 00'exTi. [Toai0H1 MepexeBi
aTaky HaWOIBII XapaKTEepH1 I PO3MOIICHUX O0UYHCIIIOBATLHUX MEPEK.
MepexxeBuM aTakam 0€3 3BOPOTHOTO 3B'SI3KY HE MOTPIOHO pearyBath Ha OyIb-siKi
3MIHM, 110 BiIOYBAarOThCS HAa aTaKyeMoMy OO'€kTi. ATaku JAHOTO BUIY 3a3BUYAN
3IIACHIOIOTBCST TepeJadyero Ha OO0'€KT, LI0 aTaKyeTbCs OJMHOYHUMHU 3alUTaMH,
BIJINOBIJII HA SIKI aTakylouoMy He MOTpiOHi. [TpukiagoM OoAHOCHPSMOBAHUX aTaK €

tunosa DOS-araka.


https://uk.wikipedia.org/wiki/%D0%94%D0%BE%D0%BC%D0%B5%D0%BD%D0%BD%D0%B0_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%96%D0%BC%D0%B5%D0%BD
https://uk.wikipedia.org/wiki/ARP
https://uk.wikipedia.org/wiki/Novell_NetWare
https://uk.wikipedia.org/wiki/DoS-%D0%B0%D1%82%D0%B0%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/DoS-%D0%B0%D1%82%D0%B0%D0%BA%D0%B0

Po3ramyBanHs aTakyr4oro:

— BHYTPILIHBO CETMEHTHE;

— MIK CErMEHTHE.
[Ipu po3risiai MepekeBOi aTaku BaXKJIMBO, SIK IO BIJHOIICHHIO OJUH JO OJHOIO
PO3TAIIOBYIOThCS Cy0'eKT 1 00'€KT aTaku, TOOTO B OJHOMY a00 B Pi3HHX CErMEHTaX
BOHU 3HaxoaThcsl. Ha mpakTuill Mi>k CETMEHTHY aTaky 3J1MCHUTH 3HaYHO BaXKue, HIXK
BHYTPIIIHBO CETMEHTHY. MiXX CerMeHTHa MepexeBa aTaka MpecTaBlisie HabaraTo
OUTBITy HEOE3IeKy, Hi’k BHYTPIITHBO cerMeHTHa. 1{e moB's13aHo0 3 THM, 110 B pa3i Mix
CEIrMEHTHOI aTaku 00'eKT 1 Oe3mocepeHhO aTaKyIUMil MOXYThb IepedyBaTh Ha
BiJICTaH1 0araTbOX THUCAY KIJOMETPIB OJWH BiJ OJHOrO, IO MOXE I1CTOTHO
MEPENIKOIUTH 3aX0/laM 100 BIAOUTTS aTakH.

3a piBasamu moaeni OSI, Ha skoMy 3/1IMCHIOETHCS BIUTUB[2]:

@izuuyHnii piBeHsb - mojeni OSI, mpu3HaueHU 6e3MocepeHBO IS TIepeaadi MOTOKY
JTaHUX. 3IIACHIOE Tepenadyy eIeKTpUYHUX ab0 ONTHUYHUX CHUTHAIIB y KaOenb 1
BIIMOBIHO iXHIM NMPUHOM 1 MEpPEeTBOPEHHsS B OITH JaHUX BIAMOBITHO 10 METOMIIB
KoAayBaHHs 1M(poBux curHamiB.[3] Ha mpomy piBHI Mpaior0Th KOHIEHTPATOPH i
MOBTOPIOBaYl (peTpaHciiaTopu) curHaidy. Di3uyHUN piBEHb BHU3HAYA€E EJIEKTPUYHI,
IpoLEeaypHI 1 QyHKIIOHANBHI crienudikanli 1 cepeoBHILA epeayl JaHUX, B TOMY
YUCIl pO3'€MH, PO3MAIOBAaHHS 1 TNPU3HAYEHHS KOHTAKTIB, pPIBHI HANpyTH,
CUHXPOHI3aIl110 3MIHH HAMPYTH, KOJyBaHHS CUTHAIY.
KananbHuii piBennb - Mojeni OS] npusHaueHuit 17151 3a0€31MeUeHHs B3a€MOJI1T MEpeK
Ha (i3UyHOMY pIBHI ¥ KOHTPOJIIO 3a TOMIJIKAMH, SKI MOXYTh BUHUKHYTH[3].
Otpumani 3 (i3WYHOro piBHA JaHI BIH YMAKOBYE B KaJpH JIaHUX, MEpeBIpse€ Ha
LUTICHICTh, SIKIIO MOTPIOHO — BUIIPABJISE MOMUIKH M BIAIPABISIE Ha MEPEKHHM
piBeHb. KaHanbHUI piBEHb MOXE B3aEMOJISATH 3 OJHUM a00 JeKiIbKoMa (PI3MIHHUMHU
PIBHSIMHU, KOHTPOJIIOIOYH 1110 B3aeMozi€ro i kepyroun Hero. Crnernudikamis |IEEE 802
nojinse 1eit pisens Ha 2 miapiBas — MAC (Media Access Control) perysmroe moctym
10 noaitoBanoro ¢iznyroro cepenosuina, LLC (Logical Link Control) 3a0e3mneuye
00CITyroByBaHHsI MEPEKHOTO piBHA. Ha 1iboMy piBHI Ipalfol0Th KOMYTAaTOPH, MOCTH

1 MepeKeBl aanTepu.
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https://uk.wikipedia.org/wiki/%D0%92%D0%B8%D1%8F%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D1%96_%D0%B2%D0%B8%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D0%BF%D0%BE%D0%BC%D0%B8%D0%BB%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%92%D0%B8%D1%8F%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D1%96_%D0%B2%D0%B8%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D0%BF%D0%BE%D0%BC%D0%B8%D0%BB%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%BA%D0%BE%D0%BC%D1%83%D1%82%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%9C%D1%96%D1%81%D1%82_(%D1%82%D0%B5%D0%BB%D0%B5%D0%BA%D0%BE%D0%BC%D1%83%D0%BD%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%97)
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B0_%D0%BF%D0%BB%D0%B0%D1%82%D0%B0

Mepe:xkeBuii piBenb - moneni OSI, npuszHadeHuii 1uis BUSHAUCHHS IUISAXY Mepeadl
naHux. BiamoBimae 3a TpaHCHALIIO JIOTIYHUX ajpec ¥ iMeH y (i3uuHi, BU3HAUYCHHS
HaWKOPOTIIUX MapuIpyTiB[3], KOMyTallil0 ¥ MapHIIpyTH3aIiI0 MaKETiB, BIJICTEKECHHS
HEMOJA/I0K 1 3aTopiB y Mepeski. Ha nboMy piBHI Mpalltoe TaKuil MEPEKHUN TPUCTPIH,
K MapIIpyTU3aTOpP.

TpauncnopTHuii piBenb - Moneni OSI, mpusHaueHU# IS TOCTABJICHHS JaHUX 0e3
MMOMUJIOK, BTpaT 1 AyOJFOBaHHS B Tiil MOCTIAOBHOCTI, Y sIKiii BOHU Oyim nepemani[3].
[Ipy 1boMy HeMae 3HA4YeHHS, K1 JaHl MepelaroThCs, 3BIAKK M Kyau, TOOTO BiH
BH3HAUYA€ caM MeXaHi3M nepezadi. bioku gaHux BiH po3fiise Ha PparMeHTH, PO3MIp
AKUX 3aJIEKUTH Bl TPOTOKOIY, KOPOTKI 00'€JHY€ B OAMH, JOBI1 po3ouBae. ITporokonu
[[HOTO PIBHS MTPU3HAYEHI1 IS B3a€EMOJIIT TUITY TOUKa-TOYKA.

CeancoBuii piBenb - mozemi OSI|, BiamoBizae 3a MIATPUMAHHS CEAHCY 3B'S3KY,
JTO3BOJISIIOYM TPOTpaMaM B3a€EMOJIISATH MK c0000 TpuBaiuii yac. PiBeHb ympaisie
CTBOPEHHSIM 1 3aBEpIICHHSM CeaHCy, OOMIHOM 1H(OpPMAIIi€0, CHUHXPOHI3AIIEI0
3aB/IaHb, BUBHAUCHHAM MpaBa Ha Nepenavy JaHHuX 1 MiATPUMKOIO CEaHCy B Neploju
HeakTUBHOCTI niporpam[3]. CunxpoHizailis nepenadi 3a06e3rnedyerbesi BKIIOYCHHSIM Y
MOTIK JAaHUX KOHTPOJBHUX TOYOK, MOYMHAIOUN 3 SKUX MOHOBIIOETHCS TPOIEC TPH
MOPYIICHH] B3a€EMO/IIi.

PiBen» mnpencraBiaens - moxeni OSI, BianmoBiae 3a mepeTBOPEHHS MPOTOKOJIB
KOJIyBaHHS 1 JIEKOJyBaHHS JJAaHUX. 3alUTH JOAATKIB, OTPUMAaH1 3 piBHA J0JIaTKiB, BiH
MepeTBOPUTh y dopMmar I Tepedadl Mo Mepeki, a OTpMMaHl 3 Mepexi JaHi
nepeTBopuTh y (dopmar, 3poyminui gomatkam[3]. Ha unpomy piBHI MOXKe
3MIICHIOBATUCSA CTUCHEHHS / PO3MaKyBaHHA a00 KOJyBaHHS 1 AEKOAYBAHHS JIaHUX, A
TaKOX TEepPEHAIPaBICHHS 3aMUTIB 1HIIOMY MEpPEXKHOMY PECypcy, SIKIIO BOHU HE
MOXKYTb OyTH 00pOOJICHI JIOKAJIBHO.

Ipukaaguuii piBens - mojaeni OSI, 3a0e3neuye B3aeMo1iI0 MEpexi i KopucTyBaya.
Came Ha 1IbOMY pIBHI TPAIIOIOTh BCl MPUKIIAHI MPOTPAMH, SKi BHKOPUCTOBYIOTH
JIOCTYT 10 MEPEXi, TaKl K OIJisiiad BeO-CTOPIHOK, €JIEKTPOHHA TOIITa, BiIaICHUN

noctyn no ¢ainiB ta iHmi[3]. Bci mpoTokonmM piBHIB HMKYUX 33 TPHUKIIATHHMA
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https://uk.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/OSI
https://uk.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://uk.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%B8%D0%BA%D0%BB%D0%B0%D0%B4%D0%BD%D0%B0_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%B0
https://uk.wikipedia.org/wiki/%D0%9E%D0%B3%D0%BB%D1%8F%D0%B4%D0%B0%D1%87_%D0%B2%D0%B5%D0%B1-%D1%81%D1%82%D0%BE%D1%80%D1%96%D0%BD%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%95%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0_%D0%BF%D0%BE%D1%88%D1%82%D0%B0

3aliMalOThCs IOCTABKOIO JAHUX, ajle KOPUCHUX JJIsl KIHIIEBOIO KOPUCTYBaya (QyHKIIN

HC HaJarOThb.

1.2  Cucmemu eusngnennsa mepesxrcesux amak, 3acCMOCY8aHHA Ma HANPAMKU

PO36UMKY

CyuacHa MepexeBa iHQpacTpyKTypa € JOCUTh PO3BUHYTOIO 1 HAPAXOBYE BEIUKY
KUIBKICTh OOJaJHAHHS 1 TPOTrPaMHOrO 3a0e3MedeHHs, SK€ MATPUMYE pPOOOTY
JOMaTKIB, CEpBICIB, Mepexki Ta MepekeBoro obnamHaHHsa. JJIs  yCHIIIHOTO
(GyHKI[IOHYBaHHS, BUSBJICHHS MpOrajiviH y Oe3nelli, poOOoTi cepBiciB HEOOXIAHO MaTh
IHCTPYMEHT, SKUH JO3BOJIMTh BUSBUTH He3akoHHI ii. Cepex pilleHb € cucTeMa
BUSIBJICHHS aTaK, BOHA OJIHA 13 Halle()eKTUBHIMIMX CIIOCO0IB, SIKa MPOTIOHYE MOBHU Ta
JUHAMIYHUN MeXaHi3M O€3MeKU JJI1 MOHITOPUHTY, 3a00IraHHs Ta MPOTUIl aTakam.
30kpema, cucTeMa BUSBJICHHS aTtak Oyze 30upatu iH(GopMaIlito HUIsIXOM MOHITOPUHTY
MEpeXki, CTaHy CHUCTEMH, IIOBEIIHKM Ta BHUKOPUCTAaHHA CHCTEMH, IO MOXKE
aBTOMAaTUYHO BHSABIISITU HECAHKIIOHOBAHI Jii KOPUCTYBayiB CHUCTEMU Ta aTaku
30BHIIIHIX 3TOBMUCHHUKIB Ha CUCTEMY.

Tak sk araka - crnpoba OOINTH TOMITUKY O€3MEKH CUCTEMHU, IO HaJae
3JIOBMHUCHUKAM JIETIITUH AOCTYI I OTpUMaHHs abo Moaudikaiii iHdopmarlii, HaBITh
pyHHYIOUM CUCTEMY. Y 3B'A3KY 3 TEXHOJIOTISIMM, IO PO3POOJSAIOTHCA B CHCTEMax
JIOKaIbHOI Mepexl Ta Oe3IpOTOBOI MEpEeki, ICHYIOTh CEepilo3H1 3arpo3u Oesmeri
Mepexi, ocobmuBo Oesmemni cucreM. OCKUIBKM MU 3apa3 TepeOyBaeMo B €moXi
MalIMHHOTO HABYAHHS Ta BEJIMKUX JaHUX[4], kibepOe3neka B cucteMax 0e3ApOoTOBOI
Ta JIOKAJHHOI MEPEXi € BAXKIIMBOIO TIEPCIIEKTUBOIO /IS KOPUCTYBAYiB.

Broprauennsm MoxHa BUSHAYUTH OY/b-KHIl HECAHKI[IOHOBAHHUM BU/ ISITBHOCTI, 110
CIPUYMHSAE MOIIKOKEHHS 1H(popMmaliiiHoi cuctemu. Lle o3Hauae, o Oyab-ska aTtaka,
gKa MOXE CTaHOBUTH MOKJIUBY 3arpo3y KOH(IACHIIIHOCTI, IUTICHOCTI YH
JOCTYITHOCTI 1H(OopMartii, Oyne po3risinatucs ik BToprueHHs. Hanpukias, 1isuibHICTS,
sIKa MOK€ MPHU3BECTHU JI0 TOTO, 1[0 KOMIT IOTEPHI CIYOM HE pearyloTh Ha 3aKOHHHUX

KOpI/ICTYBa‘—IiB, BBAXa€TbCA BTOPIrHCHHAM.
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IDS - moemHaHHS 1BOX CJIB BTOPTHEHHS Ta CHUCTEMa BWSIBICHHS. BTOprHeHHS
BIIHOCUTHCS JI0 HECAHKI[IOHOBAHOTO JOCTYymy 10 iH(opmarii B komm'torepi abo
MEpPEKEBUX CHCTEeMax, I00 TMOPYMUTH Ii IMUICHICTh, KOH(MIACHIIIHHICTE abo
nocTymHicTh. CUCTEMa BUSIBICHHS € MEXaHI3MOM O€3MEKH ISl BUSBICHHS TaKOi

HE3aKOHHOI JTISJIBHOCTI MPUKJIa] Ha MaItoHKY 1.1.

-eoenee T
Jeprantne
sizoGpamennsn
noprin
X0CT 1l gececcccccccccccccccccccccccccensccccccccscscacsscsccccccccererererssseereeeseaaaane"

Cxema cucTeMHM BUSIBJICHHS MEPEKREBUX aTakK

Cucrema BUSBIICHHS BTOPTHEHb BUSIBIISE€ LIKIAJIUBI /i, 30Mparoyu Ta aHali3ylouu
MOBEJIIHKY MEPEXKI, )KypHa Oe3MeKH Ta 1HIy iH(OopMallito, J0CTYIIHY B MEPEXK1 cepe
MiIKIF0YeHnX KoM ' roTepiB [5]. ITo cyTi, cucTeMa BUSBICHHS BTOPTHEHb TIEPEBIpsE
HAsBHICTh HEHOPMAJbHOI MOBEIHKM IIOAO MOJITUKU O€3MEKH CHUCTEMHU Ta O3HaK
Harajy B CHCTEMI, sKa 3/1aTHA 3aXUCTUTH CUCTEMY 3a JOTIOMOIOI0 BUYACHOI peaKIliil 1
OPOTUIIAHUX AIM Yy pekUMI pealbHOro 4acy. 3a TpaJuliMHUMH HaJlalllTyBaHHSIMU
CUCTEMHU BHUSBJICHHS BTOPTHEHb IMPAIIO€ SK PO3YMHE, aKTUBHE Ta e()EKTHUBHE
JIOTIOBHEHHS 10 OpaHaMayepa, SKUil HaCIpaB/Ii i€ SIK MAaCUBHUMN 3aXUCT /I aTak.

TpanuuiiiHa cucTeMa BHSBJIEHHS BTOPTHEHb CIOYATKy MOOY/IOBaHAa HAa TEXHOJOTIi
37I0BKMBaHb, KA B OCHOBHOMY BHUTATYE XapaKTEPUCTUKH a0O0 MpaBujia MOBEIIHKH
BTOpPrHeHHsA. Ilicas mosBM TEXHOJOTii BHSABICHHS aHOMAJIbHOI TIOBEIIHKH 3a
JIOTIOMOTOI0  TPAJAMIIMHAX MOJENed MAaIIMHHOTO HAaBUYaHHS CHCTEMa BUSBJICHHS
BTOPTHEHb PO3pO0JIsi€ CTATUCTUYHE MOJICTIOBAHHS WMOBIPHOCTEH MJii HOPMAaIbHOI

MOBEIIHKH, K€ MOXE aHaT13yBaTH aHOMAJIbHY TIOBE/IIHKY 3 BEIMKUMHU BIIXUJICHHIMH.
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OpHak Taka cucTeMa MOK€ MaTH He3aI0BUIbHI pe3yIbTaTh Yepe3 HU3bKi MOKIMBOCTI
y BU3HA4Y€HHI IPOOJIEMHOT0 MPOCTOPY Ta CKIAIHICTh Y MOJEIIOBAHH1 IIKIATUBUX iil.
Icnye B iH(opMmariiHOMY CBITI cUcTeMa 3ano0iranHs BTopraeHs [PS, To6To cucrema
akTuBHOTO 3axucTy. Sk 1 IDS, BiH HaMaraeTbcs BU3HAYUTH MOTEHINIIHI 3arpo3u Ha
OCHOBI (PYHKIIIf MOHITOPHHTY 3aXMIIEHOTO XOCTa abo Mepexi 1 MOXKe
BUKOPUCTOBYBAaTH CHUTHATYpPY, aHOMallil0 ad0 MeToau riopuaHoro BusiBieHHs. Ha
BinMiay Bix IDS, IPS BxuBae 3axomiB s OJIOKyBaHHS a00 YCYHEHHS BUSBIICHOI
3arpo3u. Xoda IPS Mo’ke BUKIMKATH TPHUBOTY, 1€ TAKOX JONOMAarae 3amo0irTu
BTOPTHEHHIO.

IPS ninsThCcs HA HOTUPH KaTEropii.
[lepmmit — e cuctema 3amoOiraHHs MEpPEKEBUX BTOPTHEHBb , SKa BIIICTEKYE BCIO
MEpPEXY 32 IM1JI03P1I0K0 AKTUBHICTIO.
Jpyruit TUm - CUCTEMHU aHalli3y MEPEKEBOI MOBEIIHKY , SIK1 BUBYAIOTh MOTIK Tpadiky
JUTSI BUSIBJICHHS HE3BUYAHUX TPAHCIIOPTHUX MOTOKIB, SIK1 MOXKYTh OyTH pPe3yJIbTaTaMU
aTakW, TAKUX SIK pO3MO/IUICHA BIIMOBA B HaIaHH1 MTOCIIYT .
Tperiit BUI - 6€3ApOTOBI CUCTEMH 3aMO0ITaHHsI BTOPIHEHb, sIKa aHali3ye 0e31poToBi
MepeX1 Ha MPEMET Mi103puIoro Tpadiky.
UeTBepTHii TUM - 1€ XOCT-CUCTEMHU 3amoOiraHHS BTOPTHEHb, 1€ BCTAHOBIIOETHCS
MPOrpaMHUI MaKeT JUIsi MOHITOPUHTY AiSUTBHOCTI OJHOTO XOCTA.
Sk 3ragyBanocs paiuie, [PS poOUTh aKTUBHI KPOKH, TaKl SIK CKUAAHHS MaKETIB, SKi
MICTATh IIKIJIMBI JlaHi, CKHJaHHS a0o OJoKyBaHHA TpadikKy, IO HAIXOJIUTH 3
obpaznuBoi IP-anpecu.
3pemToro, cuctema 3ano0iraHHsd BTOPTHEHb MPOTH MOPIBHSIHHS CUCTEMU BUSBIICHHS
BTOPTHEHb 3BOJUTHCS JI0 TOTO, SIKI Jii BOHM BXKHMBAIOTHCS, SIKIIO BUSBJICHO TakKe
BTOprueHHs. IDS npu3zHaueHuit nuiie A1 ONOBIIICHHS MPO MOTCHIIIWHUNA 1HIIUACHT,
110 103BOJIsA€ aHAMTHKY L{eHTpy omnepartiit 6e3mexu po3ciigyBaTH MOAI0 1 BA3HAYUTH,
yu BUMarae BoHa mnopanbmux mid. IPS, 3 iHmoro OGoky, BkWBa€ 3axoiiB, 1100

3a0JI0KyBaTH cripoOy BTOPTHEHHS a00 1HIITUM YHHOM BUIPABUTHU IHIUACHT.
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https://www.checkpoint.com/cyber-hub/network-security/what-is-ips/
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Xoua iXHI BIAMOBIAI MOXYTh BIAPI3HATHUCS, BOHM CIYKaTh MOAIOHUM MM,
MOTEHI[IITHO poOsiuM X 3aiiBuMu. He3Baxkaroun Ha 11e, 00MBa BOHU MAIOTh NIEPEBaru
Ta CIIEHapil pO3TOPTaHHs, 10 AKUX OJUH Kpallle MiIX0AUTh, HI’K 1HIINN:
Cucrema BUSBJICHHS BTOPTHEHb TMPU3HAYECHA JUISI BUSABJICHHS TOTCHIIMHOTO
IHIIUJICHTY, CTBOPIOIOYM OIIOBIIICHHS, 00 3amo0irTH 1HIUAEHTY. Xoya IIe MOXKE
3IaTHCSl XOPOIIMM PIIICHHSIM JJISI CUCTEM 3 BUCOKMMH BUMOTAaMH JI0 JIOCTYITHOCTI,
TaKHUX K MPOMHUCIIOBI CUCTEMH YIIPABIIiHHSA Ta 1HIIA KpUTHIHA iHPpAcTpyKTypa. s
[UX CHUCTEM HaWBAXKIMBIIIUM € T€, IO CHUCTEMH IMPOJAOBXKYIOTh IpaIfOBaTH, a
OJIOKYBaHHSI MiI03PLIOTO 1 MOTEHIIHHO MIKIIIUBOTO Tpadiky MoKe BIUIMHYTH Ha iX
po6oTy. OTpUMYIOYH TTOBIJOMJICHHSI TIPO TIPOOJIEMY JIFOJIMHA - OIepaTop J03BOJISIE TM
OILIIHUTH CUTYAIIIO 1 MPUUHATH OOTPYHTOBAHE PIIICHHS MPO Te€, IK pearyBaTH.
Cucrtema 3anoOiraHHs BToprHeHb: IPS, 3 iHmoro OoKy, mpu3HaueHa s
BXXUTKY 3aXOiB /i1 OJOKYBaHHS BChOTO, IO BiH BBaXKa€ 3arpo3010 JJIS 3aXHUIIEHOT
cucremd. OCKIIBKM aTakd Ta IIKIJIMBI TPOrpaMH CTalOTh IIBUIAIIAMHU Ta
BUTOHYCHIIINMHU, 11€¢ KOPUCHA MOKJIUBICTh, OCKUJIBKU 1ICHY€ OOMEXXEHUN MOTEHIIMHUI
30MTOK, HI’K MOKe 3aBaaTH aTaka. IPS imeansHo miaXoauTh A CepeIOBHIIL, 1 OYyIb-
SIK€ BTOPTHEHHS MOXE 3aBJIaTH 3HAYHOI IITKOM, HANIPUKIIAA, 0a3u TaHWX, 1110 MICTATH
KOH(D1IEeHIIIIHI JTaHi.
IDS Tta IPS wmarore cBoi mepeBarm Ta Hemoniku. [lpu BuOOpPI cuctemu s
MOTCHIIHHOTO BHUITAJIKy BHKOPHCTAHHS BaXXJIMBO BPaxXOBYBAaTH KOMIIPOMICH MiX
JIOCTYITHICTIO CHCTEMHM 1 3PYUYHICTIO BUKOPHUCTaHHS 1 HEOOXimHiCcTIO 3axucty. IDS
3aJIMIIA€E BIKHO JIS1 3JTOBMHCHHKA, IIOO 3aBIATH IIKOIM IIJILOBIA CHCTEMI, B TOM Yac
SIK TIOMHJIKOBE TTO3UTHUBHE BUsBIICHHS IPS MO)ke HEraTUBHO BIUIMHYTH Ha 3PyYHICTh
BUKOPHUCTAHHS CUCTEMHU.

Kpim Toro, Hrkue B Tabnuii 1.1 mepepaxosani pizauils mix IDS npotu IPS B netansx.
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Xapaxkrepuctuka IDS ta IPS

Tabnuys 1.1

AKTUBHO 3YIHUHSE MIKIJTUBHMA
Tpadik BiJ aTakH.

[Tapametp IPS IDS
. CUCTEeMa 3armo0iraHHs CUCTEMa BUSIBIICHHS
AoGpesiatypa
BTOPTHEHb BTOPTHEHb
IDS - e mpuctpiii a6o
IPS - nie mpucrpiid, skuit MPOrpaMHUM J0JIATOK, STKUMA
nepesipsie Tpadik, BUSBIISIE BiZICTeXY€E Tpadik HA
dinocodist roro, kiacugdikye, a moTim MOPYIICHHS HIKIIJTUBOT

AKTUBHOCTI 200 IOJIITUKH 1
HAJICHJIAE OTOBIIIICHHS PO
BUSIBJICHHS.

[Ipunuun pobotu

nepesipsie Tpadik y
peaIbHOMY Yaci Ta IIyKae
CXeMH pyXy abo MiaImucH
aTakH, a IOTIM 3amobirae
HaItaJaM Ha BHSIBJICHHS

BUSIBJISIE Tpaik y peaJpHOMY
qaci Ta nIykae cxeMu Tpadixy
a0o0 IIANUCH aTaKH, 1 BOHU
TCHEPYIOTh CIIOBIIICHHS

Pexum koHbirypanii

BOYIOBAaHUI PEXKUM , K
MpaBUIIo, y mmapi 2

KIHIIEBUH XOCT (Uepe3
IPOJIIT) JUISI MOHITOPUHTY Ta
BUSIBJICHHS

Posmimenus

BOyZOBaHUM 3a3BUYAl MICIIs
Opanamayepa

He BOynoBanumii uepes npoJit
nopty (a0 TO0THKOM)

JIii 110,10 BUSIBJIICHHS
HECaHKI1I0HOBAHOTO Tpadiky

3anobiranHs pyxy 1o
BUSIBJIICHHIO aHOMaJTi|

OmnoBIilICHHS/TPUBOTH TIPO
BUSIBJIICHHS aHOMaJIi1

[oB's3ani TepMiHOMOTIT

- ¢inpTparmis
[AKETIB 31 CTAaHOM

— BUSBJICHHS HA
OCHOBI aHOMaUTI1
BUSIBJICHHS TIAIUCY

Bucnoeku 0o neputozo po3oiny:.

VY nanoMy po3mia 0yj0 BU3HAYEHO MICIIE CHCTEM BUSBIICHHS MEPEKEBHUX aTaK
Ta NOTPIOHICTh HOBITHIX METO/IIB BUSBIIEHHA aTak, npoaHamnizoBaHo IDS ta IPS.
Kibep3nounHili OpiEHTYIOTbCA Ha KOPHUCTYBAaudiB KOMII IOTE€PIB, BUKOPUCTOBYIOUH
CKJIaJHI METOJM, a TaKOX CTparTerii coljianbHOi 1HXeHepli. Jleski KiGep3104yuHIII
CTalOTh JieAalli BATOHYEHIIIMMHA Ta MOTUBOBaHUMHU. BOHM TIPOJAEMOHCTPYBaIl CBOIO
3JATHICTh TPUXOBYBATH CBOIO OCOOUCTICTh, NPHUXOBYBATH CBOE CIIJIKYBaHHS,
BIIAJIATH CBOK 0COOY BiJl HEJEraJibHOi BUTOJAM Ta BUKOPHUCTOBYBATH
1H(pacTpyKTypy, CTIHKY 10 KoMIpoMmiciB. Tomy Jj1s1 KOMI'FOTEPHUX CUCTEM CTa€ BCE

OUIBIII Ba)XXJIMBHM 3aXHCT 3a JOIIOMOI'OI0 BAOCKOHAJICHUX CHCTCEM BUABJICHHIA

16



BTOPTHEHb, 3[JaTHUX BUSBIATH Cy4YacHI IIKIJIMBI Tporpamu. J[s mpoeKkTyBaHHS Ta
noOynoBu Takux cucrteM IDS HeoOXiqHO MaTH MOBHUM OIS TIepeBar Ta 0OMeKeHb

CYYaCHHUX JOCHIKEHb SIKOMY PO3IIISIHYTO B JAHOMY PO3JILIIL.
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PO3/ILI 2
AHAJII3 METO/IB JUISI CHACTEMHU BUSIBJIEHHSI MEPEJKEBUX ATAK
HA OCHOBI HEUPOMEPEXEBUX TEXHOJIOI'IA

2.1  Amnaniz neitpomepesricesux mexnonozii

Iryunnii inTenekt (Artificial Intelligence, Al) - nie obmacTs 10CIiHKECHD,
METOI0 SIKOi € JaTH KOTHITHUBHI 3710HOCTI KOMIT'IOTEpPIB, 00 MporpaMmyBaTH iX AJis
BUBYCHHS i BUpilleHHs polieM. Foro Mera 3acHOBaHa Ha iMiTYBaHHI KOMITTOTEpa 3
JroAChKUM  iHTedekToM[6]. LlTydyHuii iHTENEKT HE MOXKE TOBHICTIO IMITYBaTu
JIOJICBKUM 1HTEJIEKT, KOMI'IOTEpU MOXXYTh OyTH 3amporpaMoBaHl TUIbKH Ha JEsKl
ACMEKTH JIFOJICBKOTO MO3KY.

I Ty4HHI 1HTEIEKT MOXE CTAaBUTHUCS O OYyJb-4Oro, a caMe BiJl KOMITFOTEPHUX
mporpaMm i TpU B IIaXW JO CHCTEM pO3Mi3HABaHHA MOBH. B 1ijomy cucremu
IITYYHOT'O 1HTEJNEKTY MOXHA PO3IUIMTH Ha Tpu rpynu[19]:

- O0OMEKEHUI ITYYHUN 1HTEJIEKT;
— 3arajJbHUN MTYYHUN THTEJICKT;
= HAJPO3YMHUN MITYYHUN THTEICKT.

ITyuni Heiiponni mepexxi (Artificial Neural Networks, ANNS) - e oqus 3
HaIpsIMKIB JIOCHIJPKEHb B 00JIACTI IITYYHOTO IHTEJEKTY, 3aCHOBaHE Ha cnpodax
BIITBOPUTH HEPBOBY CHUCTeMy JOAWHHU[7]. A came: 37aTHICTh HEPBOBOi CHCTEMU
HABYATHUCS 1 BUMIPABIIATH MMOMUJIKH, 1110 MA€E JTO3BOJIUTH 3MOACIIOBATH, X04a 1 TOCUTh
rpy00, poOOTY JOJCHKOTO MO3KY.

Mamunde naBuanHs (Machine Learning, ML) e omHuMm 3 HampsMKiB
MITYYHOTO 1HTENEeKTY. OCHOBHHI MPUHITUI MOJISITA€ B TOMY, 10 MAIIMHA OTPUMYIOTh
JlaHl 1 HaB4aroThcs Ha HUX[8]. B maHuii yac 11e HalO1IbIT IePCIEKTUBHUM 1HCTPYMEHT
Ui Oi3HECy, 3aCHOBaHMI Ha IITYYHOMY iHTeNekTi. CHCTeMU MAaIllMHHOTO HaBYaHHS
JT03BOJISIIOTH MIBUKO 3aCTOCOBYBATH 3HAHHSI, OTPUMAaHI I1i]T 9Yac HaBYaHHS Ha BEJIMKUX
Habopax JaHuX, 10 JO3BOJISIE M MPOIBITATH B TaKUX 3aBIAAHHSX, SK PO3IMI3HABAHHS
0ci0, po3Mi3HaBaHHS MOBH, PO3Ii3HABaHHS 00'€KTIB, MEpeKa, 1 6ararpox iHmux. Ha

BIIMIHY BIJ TpOrpaM 3 3aKOJOBAHMMH BpPYYHY IHCTPYKIIISIMH JJIsi BUKOHAHHS
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KOHKPETHHX 3aBJaHb, MAITUHHE HABYAHHS J103BOJISIE CUCTEMI HABUUTHUCS CAMOCTIHHO
pO3Mi3HABATH I1a0JIOHU 1 pOOUTH MPOTHO3U.

I'ma6oke nmaBuannsi (Deep Learning, DL) € miaMHOXKHHOIO MAaIIHHHOTO
HABYaHHS 1 ABIIE€ COOOIO CKJIATHUI HAOIp HEMPOHHUX MEPEX 3 BEIUKOIO KUIBbKICTIO
pPIBHIB 00pOOKH, sIKI PO3BHUBAaIOTh BHUCOKI piBHI aOcTpakiii[9]. BoHu 3a3Buuait
BUKOPUCTOBYIOTHCS JUISI CKJIAIHUX 3aBJaHb, TAKUX K PO3IMi3HABAHHS 300pakKeHb,
kinacudikaiis 300paxeHs 1 ineHTudikamis pyyHoi nucaHuHu. ['nnboke HaBuaHHS
MOXke OyTHM JOpOTMM 1 BHMAara€ BEJIMYE3HMX MACHBIB JTaHUX JUIsi HaBuaHHA. Lle
MOSICHIOETBCS THM, IO ICHY€ BEJIWYE3Ha KITBKICTh MapameTpiB, SKI HEOOXiTHO
HANTAINTYBaTH JUIS  alNTOPUTMIB  HAaBYaHHSA, W00 YHUKHYTH ITOMHJIKOBHX
CIpaibOoBYBaHb. Hampukiaj, aaroputmy TiauOOKOTO HaBYaHHS MOXXE OYTH J1aHO
BKa3iBKy JI3HATHCS, AK BuUrisgae kimka. [[lo0 3poOutu HaBuaHHS, MOTPIOHO
BeJIMYE3Ha KUIbKICTh 300paKeHb JJIS TOTO, 1100 HABUUTUCS PO3PI3HATH JAPiOHI J1eTarl,

K1 JIO3BOJIAIOTH BIPI3HUTH KIIIIKY BiJI, CKaKiMO, CO0aKu ab0 KPOKOAMIIA, YK JIUCHIILI.

2.2 Memoou eusneneHna amak 3a 00nomoz2oro DL

MeTtoau BUSIBJIEHHS ATAK HA OCHOBI aBTOKOepa

Autoencoders (AE) - 1ie HelipoHHI MepeKi, SIKi MalOTh Ha MET1 KOITIFOBAaTH CBOI
BXOJIM Y CBOI BHXOAM. BOHM MpamioroTh, CTUCKAIOYM BXIJHI JaHl y TOJAHHA 3
MPUXOBAHUM TPOCTOPOM, a MOTIM PEKOHCTPYIOIOYM BUXIIHI JaHl1 3 I[bOTO TMOJIAHHS.
Leit Tun Mepexi CKIaIaeThes 3 IBOX YACTHH:
- Konep

YacTtuHa Mepexi, ika CTUCKAE BX1IHI JJaH1 y MMOJaHHs Y IPUXOBAHOMY IPOCTOPI.
Bin mMoke OyTu npeacTaBieHui PyHKII€0 KOTyBaHHS h = f (x).
= Jexonep

YactuHa cnpsiMOBaHa Ha PEKOHCTPYKIIIO BXIJHUX JAHUX 13 MPEACTABICHHS

MPUXOBAHOTO MpocTopy. BiH Moke OyTu npeacraBieHuil GyHKILIE TEKOTYBAHHS I =

g (h).

19



Buxia

[puxosanuii
npocrip

Konep Jexoaep

2.1 IIpuxkiaaa HeliPOHHOI Mepe:Ki aBTOCHKoAepa

AE 31aTHMi crioyaTKy CTUCHYTHU BX1H1 JJaH1 B A€SKUIA IPOCTIp 00’ €KTa, a MOTIM
PEKOHCTPYIOBATH 1I€H ke MpOoCTip y BuxijHi gani. Ockinbku AE mMoxkHa po3risgatu
K TUIOBUN alroput™m (MaJIOHOK 2.2), IO MPEJCTaBlisi€ HABYAHHS, BIH IIUPOKO
BUKOPUCTOBYETHCS ISl 3MEHILIEHHS po3MipiB. JlOCHIAHUKK B Taimy3l KibepOe3neku
TaKOX 3acTOCOBYIOTh AE 115 mpencTaBieHHsS HECHOPMAIbHOI MTOBEIIHKH B CTHCIOMY
npoctopi GYyHKINH, [0 MPUHOCUTH TEpeBary IWHAMIYHOTO MPEACTABJICHHS IS

HEB1JIOMOI KaTeropii aTax.

a0,0 a a a b0,0 b0,1 b0,2 b0,3

0,1 0,2 0,3

= = = = SubBytes

1,0 11 1,2 1,3

%ol 4

a

3,0 31

S

2.2 Apxitektypy AE, fIK aJIrOPUTM CTUCHEHHS JAHUX 3i CTPYKTYPOIO

HEeHPOHHOI Mepexi.
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ABTOKOJIepH BUBUYAIOTHCS aBTOMATUYHO Ha MPUKJIaaax naHux. lle o3nagae, mo
JIETKO HABYUTH CIICIIAII30BaH1 €K3EMILUISIPHU alITOPUTMY, SIKi Oy1yTh J0OpE MpaIfoBaTH
Ha MMeBHOMY THII1 BBEACHHS, 1 1110 JJISI IILOTO HE MOTPIOH1 HOB1 TEXHIYHI 3aCO0H, JIUIIIE
BIJIITOBITHI HaBYaJIbHI JaHI.

OpnHak, aBTOKOJIEpHM TIOTAHO CIPABISAIOTHCS 31 CTUCHEHHSM 300pa)KeHb.
OCKI1JIbKH aBTOKOJIEp HaBYA€ThCS HA MEBHOMY HAOOp1 IaHUX, BIH JOCSTHE PO3YMHHX
pE3yNbTATIB CTUCHEHHS JaHWUX, MOMIOHUX JI0 BHKOPHCTOBYBAHOTO HABYAIHHOTO
Habopy, aje OyJae MOTaHWM 3arajJlbHUM KOMIIPECOPOM 300paxkeHb. Taki TeXHIKH
ctucHeHHs, ik JPEG, cipaBisitoThCs 3HAYHO Kparrle.

ABTOKO/IEpH BUBYAIOTHCS aBTOMAaTHUYHO HA MpUKIaAax gaHux. Lle o3Hadae, mo
JIETKO HABYUTH CIICI1aII30BaH1 €K3eMILUISIPHU aliITOPUTMY, sIKi Oy 1yTh J0OpE MpaItoBaTH
Ha NIEBHOMY THII1 BBEJIEHHS, 1 IO JJIsl [bOTO HE MOTPIOH1 HOB1 TEXHIYHI 3aCO0H, JTUIIIE
BIJIIIOBIIHI HaBYaJIbHI JaHI.

[cHy€e 4OTHpHU THUIIH aBTOKOJIEPIB:

- BaninbHmii aBTOKOIED;

VY HaitnpocTimniii gopmi aBTOKOAEp - 11e TpUIllapoBa Mepexa, ToOTO HepoHHA
Mepeka 3 OJTHUM MPUXOBAHUM IIAPOM.

— bararomapoBuii aBTOKO€ED;

SIK1110 0JTHOTO MPUXOBAHOTO MIAPY HEJOCTATHHO, TO BUKOHYETHCS PO3IIUPEHHS
aBTOKOJIepa J0 OLIbII MPHUXOBAHUX IIapiB.
— CBepToBull aBTOKOJEP;

BxinHe 300pakeHHs] 3MEHIYEThCS, 00 OTpUMATH IPUXOBAaHE MPEACTaBICHHS
MEHIITUX PO3MIpPIB 1 3MyCUTH aBTOKOJIEp BUBYUTHU CTUCHYTY BEPCIIO 300paKEHb.

— PerynspuzoBanuii aBToKoz€Ep.

[cHyIOTH 1HIII CIOCOOM, SIKUMU OOMEXYIOTh PEKOHCTPYKIIIO aBTOKOJEpa, HIXK
HAKJIACTH MPUXOBAHMUM AP MEHIIOI PO3MIPHOCTI. 3aMiCTh TOTO , 00 0OMEXyBaTH
MOTYXKHICTh MOJIENI, 30epiraround Kojep 1 JACKOAEp HErauOoKOo 1 po3Mip KOy
BUKOPUCTOBYIOTh (DYHKIIIFO BTPAT, 110 MAIOTh 1HII BIACTUBOCTI, KPIM MOXJTHBOCTEH
CKOMIIOBaTH MOro BXia 10 Buxony. Ha mpakrtuiil 3a3Buyail 3ycTpidaeTbes J1Ba THUIH

PETYJISIpU30BaHOTO aBTOKOIEpa:
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— PO3PIIKEHHI aBTOCHKOIEP;
- JNEHOA3YIO4YU aBTOEHKOJIEP.

Po3pimkeni aBTokoAepyu 3a3BU4ail BUKOPUCTOBYIOTHCS ISl BUBYEHHS (DyHKIIIH
JUTSL THIIOTO 3aBJIaHHS, TAKOTO SIK Kiacugikailis. ABTOKOJEp, SIKUM PEryJO€ThbCs SK
PO3pIKEHHI, TTOBUHEH pearyBaTh Ha yHIKajdbHI CTaTUCTHYHI OCOOIMBOCTI HAOOPY
JlaHUX, Ha SIKOMY BIH HaBYaBCs, a HE MPOCTO BHUKOHYBAaTU (DYHKIIIIO 1AEHTHYHOCTI.
TakuM 4YWMHOM, HABUYaHHS BHMKOHAHHIO 3aBJIaHHS KOIIIOBAaHHA 3 OOMEXKEHUM
MOKa3HUKOM MOJXKE JIaTH MOJIEJIb, sIKa BUBUMIIA KOPUCHI (PYHKIIIT sIK TOOIYHUHN IPOAYKT.

[HImM# cmocid, MoXke 0OMEXUTH PEKOHCTPYKIIIIO aBTOKOAEpa, TOOTO HAKIIACTH
oOMekeHHA Ha ioro BTpary. Hampukinaza, momaTu TepMiH peryssmii A0 (pyHKuii
30UTKIB. 3aB/ISIKH IbOMY aBTOKOJIEp HABYAETHCSI.

Bunanenns mrymy aBTokoaepa. 3aMicTh TOTO, 100 J1oaaBatH mrpad 10 GyHKIi
BTpaT, NOTPIOHO OTPUMATH ABTOKOAEP, SIKWW N13HAETHCS IIOCh KOPUCHE, 3MIHUBILIU
TEpPMiH MMOMUJIKU BIIHOBIIEHHS QYHKIIT BTpaTu. e MoxHa 3poOUTH, 10JaBIIN TPOXHU
IIyMY BX1JJHOT'O 300paX€HHsI 1 3MyCUTH aBTOKOJI€p HAaBUUTHUCS HOTO BUAAIATH. Takum
YUHOM, KOJEp BHUTATHE HaWBaxIMUBIII (YHKIIi Ta BHBYUTH OOIPYHTOBAHE
IpEJICTaBICHHS JaHUX.

Jist oTpuMaHHa 1HGOPMATUBHUX JECKPUNTOPIB (PYHKIN 3 BUXIAHMX JAHUX
MepexeBoro Tpadiky, BUKOPUCTOBYIOTh OJWH 3 METOJIIB BUSBJIICHHS BTOPTHCHHS B
Mepexy IUIIXoM ckiananns posmupenux 3roptkoBux AE (DCAE), mo € Baanoro
KOMOIHAIlI€0 HaBYaHHS caMOydkaMm Ta npeacTaBHUUTBY[11]. 3okpemMa, opuriHaibH1
JaHl MepekeBOoro Tpadiky CrnovaTrky TpaHCPOPMYIOTHCS y BEKTOp 3a JOTIOMOTOIO
etany mnomnepeaHboi o0poOku. Ilin yvac tpeninry Oe3 Harmsny DCAE BuByaroth
lepapXiuHy CTPYKTYPY MPEICTABICHHS O3HAK 13 BEJIMKOI KUIBKOCTI HEMapKOBaHHUX
3pa3KiB. 3roJJOM KOPHUCTYIOTbCS aJIrOPUTMOM 3BOPOTHOIO PO3MOBCIOJDKEHHS Ta
JEKUJIbKOMa TMO3HAYEHUMHU €K3eMIUIsIpaMu, 1100 BiApearyBatd Ta MOKPAUIUTH
3MaTHICTh onucy GyHKIH. DakTUYHO, BUKOPUCTAHHS OPUTTHAIBHOTO MEPEKEBOTO
TpadiKy Ta TMONEPENHbOI MIJATOTOBKM O€3 Harisay poOUTh iX MOJETh OUIBII

aJanTUBHOIO Ta THYYKOIO ISl pOOOTH 31 CKJIQJHUMU BUX1THUMU JaHUMH.
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Chopoctutv BUSBJIEHHSI BTOPrHEHb 3a jgomomororo wmogneneid AE, [12]
3actocyBaBmu HecumeTpuuHuii rauOokuit AE (NDAE) mns Ge3KOoHTpPOJIBHOTO
3MINIyBaHHS (YHKINM, 110 YCHIITHO 3HUXYE BUTPATH Ha OOYMCIICHHS aHami3y,
noennytoun AE 3 HermmOokum HaBuaHHAM. 30kpema, NDAE mae momaTkoBwii etam
KOJTyBaHHS MOPIBHIHO 13 TUTIOBUM AE, 1110 MOe 3MEHIITUTH CKJIaHICTh Ta M1IBUIITUTH
TOoYHICTh Mojeni. CTpyKTypa BHUCBITJIICHA Ha (MatOHKY 2.3), /¢ CIOCTEepIraeThCs
eKCTpakTOpHi iepapxiudi ocobmmBocti. Hampukinii NDAE 3actocoByeTbes B
CTPYKTYpl BHUIAJAKOBUX JICIB JJIS PO3MI3HABaHHS HEHOPMAJIbHUX CHUTyallll 3a
JOTIOMOTOFO TIPEICTABICHHS 03HaK, oTpruMaHuXx Big NDAE.

AE 31aTHUl BUBUYMTH TOTEHIIIWHY IMOBEIIHKY MOJAEIb HeBimomux atak[l13].
OyHkIii 31 cTpykTypoto AE nist pi3HHX mporpam KibepOesneku, M0 CKIaIaeThes 3
JIBOX €TamiB HaBYaHHS, TOOTO TOMEPEIHBOT MIATOTOBKH Ta TOHKOI HACTPOWKH.
[lepmmii eran npu3HAUYCHUMA 71 TIONIYKY BIAMOBITHOT BIAMPABHOI TOYKU JIJISl €TAITy
TOHKO1 HacTpoiku. [Ticis BU3HaueHHs mapaMeTpiB Ha €Tall MonepeaHbOI MiATOTOBKH,
eTan TOYHOI HACTPOWKH OXOIUTIOBATUME MPOMOHOBAHMN OMHUC (PYHKIIIHA SIS BX1THUX

JaHuX. 3alpornoHOBaHa cxeMa HaBYaHHS (PYHKIIH MOKe 3HaYHO 3MEHIIUTH PO3MIpH

GyHKIIH, TAM CaMHUM MIHIMI3YIOUH BUMOTH 30epiraHHs.
SRR AT IpuxosBanuii []puxonamli’l
wap wap

wap

! J
\, > ///
/ N

L\/’J

Koaysanus Koaysanus KoayBaHHs

Koaysanus JexonyBaHHst

HECHMETPHYHHIT IITHOOKHI

TunoBwuii aBrokoaep aBTOKO/AEp

2.3 Ctpykrypa AE, po3po0JieHa 3 HecMMEeTPUYHUMHU MHOKUHHUMU

NPUXOBAHUMU LIAPAMM.

Jns  nmoOyayBM  THYYKOI  CHCTEMH  BHSIBICHHS ~ aTak  BTOPIHEHb,

BUKOPHCTOBY€EThCs pinkicHa AE ta mmap perpecii softmax mjist moOy1oBu Ta HaBYaHHS
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meronoM STL mns maBuambHOTO Tporecy[14]. 3okpema STL po3ainserbest Ha aBa
etanu, 1€ po3pimkeHuit AE BUKOPHUCTOBYETHCS CHOYATKy JUISI HEKEPOBAHOTO
BHUBUYCHHS O3HaK, a SOftmax-perpecis BHKOPHUCTOBYEThCS s Kiacu(ikarmii micis
BUJTy4YeHHs o3HakK. HacnipaBni, Bukopuctanus STL Moske 3HaYHOIO MIpOIO OKPAIUTH
3/IaTHICTH JO HaBYaHHS MOOYI0BAaHOT MEPEXKI, sIKa CTUKAETHCS 3 HEBIJOMUMHU aTaKaMH,
JIe HOB1 KaTeropii arak MO»Ha ITOCTYIIOBO aHaJli3yBaTH IIiJI Yac BUKOHaHHS 0e3
po6JieM 3 MiATOTOBKOIO 3 HYJISL.

Ha ocHoBi rHyukoi cucrtemu, CTBOpeHHH[IS] OUIbII MOTY)XHUH MIAXI 13
crpykryporo MAPE-K (mamtoHOk 2.4), sika MOXE CTBOPUTH CHCTEMY BHSIBJICHHS
37OBKMBAaHHA 3 MacmTaOOBaHUMH, CaMO aJalTUBHUMU Ta aBTOHOMHHUMU
XapakTepucTukaMu. BiH Moke BUTATYBAaTH y3araibHeH1 QyHKINT JUIsl pEeKOHCTPYKITT
npo0seM, HaBiTh CTUKAIOYKCH 13 HEBIJIOMUM CEPEIOBUIIEM Ta BUKOPUCTOBYIOUU

HEMapKOBaHI JIaHi.

( CenHncop ) ( Edexrop )

INaany-
BaHHSI

AHAJII3

SacrTocyBaTH

CHMIOTOMH nJia

ba3za 3 HaHb

MOHITOpHHI BHKOHaHHSI

\ /

Cenop EdexkTop

N\

2.4 Ctpytkypa rayukos cuctemu MAPE-K

OpHa 3 OCHOBHUX NpOOJEM BHUSBIECHHS aTaKk — BUJIYYEHHS (QYHKIIH.
Posrnsparoun AE sik cTpykTypy /Ut cTUCHEHHS iH(opwMartii Ta popmyBaHHS 00’ €KTIB,
BUkopuctanHid AE mpuHOCHTH mepeBard aBTOMATUYHOI Ta JUHAMIYHOI MOOYOBU
00’€KTiB, 10 MPU3BOAUTH JO BUCOKOI TOUHOCTI BUSIBJICHHS 3a37ajieTib BU3HAYECHUX

aTak, 10 ICHYIOTh y Habopax fgaHuX. J{ocmipKyroun BapiaHTH Ta HEBIOMI aTaku, SKi
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€ OCHOBHHMH XapaKTepUCTUKaMU KiOepOe3meKu, AOCHTIIHUKA HarojoulyBaJld Ha
CTpaTerisix caMoHaBuYaHHS, 1100 3poOuTu AE G11bII TOTYKHHM.

MeToau BUSIBJICHHSI HANIA/IiB, 3AaCHOBAHI HA IJIM0OKIH Bipi

['muOouaHa Mepexa nepexkoHanb (deep belief net, DBN) po3minsrors Ha 1Bi
KaTeropii
- Oomésxena mamrna boneimana (OMB, restricted Boltzmann machine, RBM);
— Heiiponna mepeka 3BOpOTHOTO po3mnoBcrokeHHst (back propagation neural

network, BPNN ).

OOmexena wamuHa bonbiiMaHa - 1€ MepeXka CUMETPUYHO 3B'S3aHUX
CTOXACTHUYHMX JABIMKOBUX OJMHHUIIG, a TAKOK BOHA cKJIagacThcs 3 RBM. Bona micTuth
Ha0lp BUIMMHX Ta NMPUXOBaHMX oauHULb. Ha Bigminy Bix moaeni DBN, yci 3B’s13ku
MDK mapamu B mojieni DBM necnipsimoBani. DBM mae Garato nepeBar: BiH 30epirae
Ta BUABJSE TMPEJICTABICHHS IIAPIB BXIAHUX JaHUX 3a JONOMOTOI0 €(PEeKTUBHOI
BIJIMOBIJTHOT MPOIEAYPH, MOTO0 MOKHA HABUUTH HEMAPKOBAHUM JaHUM, a TapamMeTpu
BCIX IIIapiB MOKHA CIILILHO ONTUMI3YBaTH y PyHKIT ipaBaonoAionocti. Oqnak DBM
Mae HEeAOJIK, [0 Yac HaBYaHHS 3pOCTA€ B F€OMETPUYHIN Mporpecii 13 30UTbIIEHHAM
pPO3MIpY MaIllMHU Ta KUJIBKOCTI PiBHIB 3'€JHAHHS, 110 POOUTH MacIITaOHE BUBYCHHS
mozaeni DBM nenpoctuMm. OTXe, MU MPOCTO 3MEHIIYEMO PO3MIp JOKYMEHTa 1
YCYBAEMO IITyM 3a J0roMororo Mozen DBM B HuxHIX miapax, a moTiM IPOJOBXKYEMO
HaB4aHHs 3 Mozeuro DBN.

ITo cyti, RBM - 11e BunajgkoBa CTpyKTypa reHepyrou0i HEMPOHHOI MEpEeXKI, Ka
€ HECIPSMOBAHOIO TpadivHO MOJEUII0, M0 CKIAJAa€Thcs 3 PI3HHUX IIIapiB,
noOyJoBaHUX BUAMMUMHU HEWpOHAMM Ta TNPUXOBAaHMMH HelpoHamu. Yepes
xapakrepuctTiku RBM edexktuBHo BukopuctoByBaTtu aisi DBN, mo6 tpenyBatu map
3a [IapOM.

[Tporpamne 3abe3nedeHHsT BKIIOYAE TTOCTIIOBHOCTI onepamiiaux kojis 1 DBN
JUIS  BUSIBJICHHS 3JIOBMHCHOTO IPOTPAMHOIO 3a0€3MeueHHs, BHUKOPHUCTOBYIOUH
HEKOHTPOJIbOBAaHE HaBUaHHS JUIsl MOMEpPeJHbOI MIATOTOBKH  OararomapoBoi
reHepaTuBHOI ~ mojeni, 1mo0  gomoMorty  DBN  Bupimmtu  npobiemy

nepeobnagnanns[16]. Ctpykrypy Ha (MamoHOK 2.5), 1e BuCBiTIeHO podota DBN sk
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kinacudikatop y BCbOMY poOodoMy mpoleci 3 eramamu HaBuaHHis RBM. 3a
JIOTIOMOTOX0 JI0JTATKOBHX HeMapkoBaHux nanux DBN Moxe gocsartv TouHocTi 10 96%,
110 TIEPEBEPIIYE TPH 1HIIN TPAAUIIIAHI MO TYYHOro iHTeAeKTY, To0TO SVM, KNN
Ta AepeBo pimeHsb. OMHAK IX METOAM HE BUTIPABAAH] IHITMMH MOKa3HUKAMHU.

PoGounii mnpomec miaxomy 0 BHUSBICHHS MIKIJIMBOTO MPOTrPaMHOTO
3a0€3MEeUCHHS CKJIAJIa€ThCsl 3 TPhOX OCHOBHMX KOMIIOHEHTIB[16]:
— anamizatop PE (Portable Executable);
— EKCTPAKTOP (PYHKIIIi;
— MO/1yJ1b BUSIBIICHHS LIK1IJTUBOTO MIPOTPAaMHOTO 3a0€3MEeUEHHS.

J
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2.5 Crpykrypa podoru DBN

3a3zHavaeThcs, 10 DBN € ocHOBHUM Kiacu(ikaTOpoM MOAYJS BHUSIBICHHS
HIKIJJTUBUX POTPaM.

OCKUIbKM TOBEIIHKOBI XapaKTEPUCTUKH CHEILIaIbHUX MEPEX CIPUUYUHUIU
BEJIMKI BUKJIMKU Oe3reri Mepex, [17] rmmbuHHa Mepexa nmepeKoHaHb, 3aCHOBaHA Ha
CHeIiajgbHIN CTPYKTYpl BUSBJICHHsS] BTOPTHEHb Mepexi. Monens DBN micTuTh miicth
MO/TYJIIB:

- BY30J1 0€3pOTOBOTO MOHITOPUHTY JJI1 OTPUMAaHHS JTaHUX;
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— MOMYJIb 3TUTTSI JAHUX JJIS 3TUTTSI KOPUCHUX JAHUX Ta BUIAJICHHS HAIMIPHOCTI;
- HaBYaJbHUN MOy DBN;

- Mo 1ysib BToprHeHHs DBN 1151 HaBuaHHS Ta BU3HAUYCHHS,

— MOJYJb BIAMNOBIAL, SKUN BUpaKae Pe3ysbTaTH 3alpONOHOBAHOI MOAEINI IS

KOPHCTYBayiB.

DBN st BusiBIEHHs aTak BTOprHEHH:A[ 18], IpOMoOHy€eThCsl BUKOPUCTOBYBATH
e(eKTUBHY IIaTGopMy sl BUABJICHHS CIPOO BTOPTHEHHsS B MepexkeBl Tpadikw.
[lobynoBana cuctemMa CrHoO4YaTKy BUKOPUCTOBYE IM(pPOBE KOJYBAHHS  Ta
CTaHJAPTU30BaHUIM METOJ IJs BHOOPY (yHKIIH, a moTiM BukopuctoBye DBN mms
kiacuikalli BTOpTHEHHSI B MEPEXKY, MPUCBOIOIOYN MITKY KJIaCy KOXXHOMY BEKTOPY
O3HaK. 3TiIHO 3 pe3yJbTaTaMU E€KCHEPHMEHTIB Ta aHaji30M, MOOyJ0BaHa CHCTEMA
MO>KE€ HE TUIbKH BHUSBISATU aTakW, aje 1 TOYHO 1JEHTU(IKYBAaTH Ta KJIACHU(PIKYBATH
MeperKeBi /i1 32 0OMEKESHUMH, HETTOBHUMH Ta HETIHIMHUMU JHKEpeslaMH TaHUX.

IcHye mie OaraTo HEBHUpIIEHUX MPOOJIEM, TAKUX K HAJUIMIIKOBA 1H(POpMALIis,
AKY JIETKO 3a(piKCyBaTH B JIOKaJbHOMY MakcuMyMi. JIjist BUupiteHHs mux npoosem [19]
BUSIBIISIFOTh aTakKd BTOPTHEHHS, 3anydarou DBN Ta IMOBIpHICHY HEHPOHHY MEPEXKY
(PNN). [To-nieprire, MmacmTadyBaTH BHXIHI Ta BXIHI JaHi 0 HU3bKO BUMIPIOBAJILHUX,
BUKOPUCTOBYIOUM MOXJIMBOCTI HemniHiiHOoro onucy DBN. Tum wacom DBN moxe
NIATPUMYBATH OCHOBHI XapakTEPUCTHKM BUXIAHMX NaHuX y mnogaHHi. [lo-gpyre,
QITOPUTM OMNTHUMI3allli YAaCTUHOK BUKOPUCTOBYBATH JUIsl 3MEHIICHHS PO3MIPY
MPUXOBAHUX BY3JiB KokHOro Imapy. Ilo-tpere, PNN BBoautu nnst kimacudikarii
HU3bKO BUMIPHOI iHGOpMalIii.

BusiBneHHst aTak y pexuMi peaibHOTO 4yacy € HanOuibia rnpobnema, [20] mis
YCYHEHHS MPpOOJIEMHU ICHY€E METOJI BUSBJICHHS aHOMaJii, 3acHoBaHuii Ha DBN, sikuit
CKJIQJAEThCS JIMIIE 3 OJHOTO MpuxoBaHoro piBHsS RBM Tta mapy TOHKOI HacTpoilku,
noOy0BaHOTO 32 IOMTOMOT 010 KiacudikaTopa JoricTUYHOI perpecii. Metoa mporonye
MOJKJIMBICTh BIPOBA/DKEHHS TJIMOOKOTO HaBUaHHS Ui BUSBICHHS aTaKk Ha
miaTpopMax 3 HU3BKUMU OOUYMCITIOBAILHUMH PECypCaMU, TaKUX SIK O€3MMIOTHUKH,
CTUTHHUKOBI TeJe(OHHU Ta IEPCOHATLHI KOMITIOTEPH, 110 3HAYHO PO3IIUPIOE CIieHapil

BUKOPHUCTAHHA TaKUX MCTO}IiB.
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OCKUIbKM TpaJWIliiHI TIAXOAW 10 BUSBICHHS BTOPTHEHb CTHUKAIOTHCS 3
TPYAHOLIAMH NPU POOOTI 3 BUCOKOIIBUAKICHUMHU MEPEKEBUMU TAHUMHU 1 B TaHUN Yac
HE MOXYTh BHSIBUTH HEBIIOMi aTakd, [2]1] NpOnoOHYeTbCS MOJENb BHUSBICHHS
MEpPEKEBUX aTakK, L0 BKJIIOYA€ OOYHMCIEHHS IMOTOKY Ta INIMOOKE HaBYaHHS, SKa
CKJIQJAETHCS 3 JIBOX YACTHH: AJITOPUTMY BUSBIICHHS B PEAIbHOMY 4aci, 3aCHOBAHOTO
Ha YacTHX I1a0J0HAaX, Ta anropuTMy kiacudikaiii Ha ocHoBl DBN ta SVM. O6po0ka
JaHUX TIOTOKY PO3CYBHOTO BIKHA MOXE peai3yBaTH BUSBJICHHS B PeaIbHOMY Yaci.

I'enepaTuBHI MeTOAU BUSIBJIEHHS] ATAK HA OCHOBI 3MarajbHUX Mepex

I'enepatuBHa 3marambHa Mepexa (GAN) ckiIamaeTbes 3 IBOX MOIYJIIB, MOJIET1
redepatopa G Ta mozeni muckpuminatopa D. Haiikpamioi mpoayKTUBHOCTI Mepexi
JOCSITalOTh JIB1 MOJIE, iK1 OOPIOTHCS OAHa MpoTU oHOoi. Ha mamonky 2.6 moka3aHo
cxsan mosenii GAN. MeToro MepesKi TeHepaTopiB € 3alTyTaTh aHTaroHicTa, a METOIO
JTMCKpPUMIHATOPA € PO3PI3HEHHS MK C(hOPMOBAaHUMH HAOOpaMH JaHUX Ta BUXITHUMH
HabopaMu JaHuX. Mepexa TMOKOJiHb, W0 CKJIAJa€Thcsl 3  OaraTolapoBUX
MIEPCENTPOHIB, SIKI CYNIPOBOIKYETHCS TUCKPUMIHAHTHOIO MEPEXKEIO, 110 CKIATAETHC
3 6araTomapoBuX NepcenTpoHiB. Bxia auckpuminaTopa BubMpae peaibHi BUOIpKH a00
BUXI1J] T€HEPATOPHOI Mepexi. Pe3ynpTaToM TUCKpUMIHATOPa € KMOBIPHICTH TOTO, L0
BX1JJHA KapTHUHA € peanbHoto. Komu nuckpumiHaiiiitna Mepexa po3pi3Hse, Ui € BUXi]
reHeparopa CIpaBkHIM 3pa3KoM YU Hi, BIH MOXKE€ BKa3aTH, SIKUI 3pa30K OJMKIHUM 70
peanbHOro 3pa3Kka 3a JOMOMOIO0 IPaii€eHTa, a MOTIM HaJallTyBaTh MEPEXY T'eHepalii

3a noromororo miei indopmartii. Oynkiiss GAN BupaxaeTbcsi HACTYITHUM YUHOM (2.1):

min max V(D’ G) = EXNPdata(x) [qu D(?)J + Ez~PZ(z) [loq (1 —-D <G (§)>)| 21

3aBIsKU BJIACTMBOCTI BHSBIISATH BJIACTHBI JaH1 JJIs TeHepallii HOBUX 3pa3KiB,
reHeparrBHa 3MarajgbHa Mepexa (GAN) € o1HUM 3 HAOUTBII TEPCIEKTUBHUX METO/IIB

HaBYaHHsA 0e3 HarJsy, 3alPONOHOBAHUX 32 OCTAHHI POKH.
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2.6 Mogear GAN

OcnoBHa ines GAN moxoauTs BiJ i€l rpu 3 HyJIb0BoO cyMoro. Koo GAN
3aCTOCOBY€ETHCS 710 TVIMOOKOI HEHPOHHOT MepeXi, BiH MPOJAOBXKYE I'paTU B ITPU MIXK
TeHepaTopoM 1 JIMCKPUMIHATOPOM, Ta 3IATHICTIO BUBYUTH YSBIICHHS PO3MOILITY
baktnynux ganux. OcHoBHa 3amadya GAN mnonsirae B iMmiTallii, MOJEIIOBaHHI Ta
BHUBUYCHHI XapaKTEPUCTHUK PO3MOJUITY pPeaIbHUX JaHUX, HACKUIBKH 11€ MOIJIMBO, TOJI
K 3aBIaHHS MOJISTAa€ B TOMY, 00 pO3PI3HUTH, UM BX1AHI JJaH1 MOXOAThH B1Jl pealIbHUX
JAHUX YU BUBOAY. 3aBISKH O€3MEpEepBHOI KOHKYpPEHLII MK LHUMH BHYTPIIIHIMH
MOJIEISIMU, MOXKJIUBICTh T€HEpAIlii.

He3Baxatouu Ha Te, 0 GAN € HOBHM Yy KOHLETIIIIT Ta BA)KKUM Yy HABUAJIbHOMY
nporeci.[22] Tlimxomm, 3acHoByroThcss Ha GAN, s BUSBICHHS aTak Ha
0e31poTOBOMY 3B'sI3Ky Ta 3aXHUCTy iX Ha OCHOBI 310paHoi iH(pOpMaIli nmpo arakw,
MOJIeIb CKJIQJa€ThCsl 3 TMepenaBaya, MpuiiMada Ta mnepemkon. IliarorosnexHuii
KiacuikaTop MpUMMAEThCS TIepeaaBayeM sl MPOTHO3YBAaHHS MOTOYHOIO CTaHY
KaHaJly Ta BUPIIIEHHS NUTaHHS HAJACWIAHHS Ha OCHOBI OCTAaHHIX pE3YyJIbTaTiB
30H/IyBaHHS, TOJI SIK THIIMI METO 1 30Mpa€ CTaH KaHaJy JJis MO0Yy/10BU Ki1acu(pikaropa,
KWW MOXKE repeadaunTy HACTYMHY Mepeaaydy Ta YCIHIIIHO i1 3a0JI0KyBaTH.

BuxopucTtanHs TEXHOJOTII MAITMHHOTO HABYAHHS JJIsS BUSBIICHHS (IITUHTY,
100610 URL-anpecu danpmmBoi BeO-aipecu, KOPUCTYETHCS TMOMYJISPHICTIO 3aBISKH
CBOIM BHCOKIM €(EKTHBHOCTI Ta pearyBaHHIO B pPEXUMI peanbHoro udacy. OmHax
CYNIepHUK Moke o001idTn anroput™m knacudikamii URL-aapec, Moaudikyroun
koMrioHeHTH. [llo6 BupimmTu 10 Tpobaemy, [23] MPOMOHYETHCS 3reHEPYBATH
npukiiangu ¢immary Ha ocHoBi URL-anpec 3a momomororo reneparopa GAN, sikuit

MOTIM TEPEAETHCS HA JUCKPUMIHATOP, TOOTO NETEKTOP (PIIIMHTY YOPHOI CKPUHBKH.
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Mogeni GAN, nme ii cTpykTypa moka3aHa Ha (MatOHOK 2.6), TeHepye MOXKIUBI
nopyuieHi Bepcli peadbHUX MNPUKIAAIB (PIMIMHTY Ta MEPETBOPIOE iX HA MPHUKIAAU
CyNnepHUKIB. Mepeka JUCKPUMIHATOPIB BUYUTHCA KiIacHU(pIKyBaTH SK 3TeHEPOBaHI
MPUKIIATH, TaK 1 peasbHi, 0 IPALO0Th SIK (IIIHHT-IETEKTOP, /¢ TapaMeTpH Ta Baru
reHepaTopa OHOBIIIOIOTHCS 1H(OpMAIIi€to, IO HAAXOIUTh Bl AUCKpUMiHaTopa. ITicis
TECTYBAaHHS 13 3araJIbHOJIOCTYITHUM HaOOpOM JaHUX (IIIMHTY iX eKCIEePUMEHTAJIbHI
pE3yNbTATH MOKA3yI0Th, IO 3amponoHoBaHuii HUMH GAN € yCHIITHUM, YHUKAIOYH
BEJIMKOT KUJIBKOCTI HEBIJIOMHX MPHUKIAAIB (IIIUHTY.

GAN He 9acTOo BUKOPHCTOBYETHCS IS TOJs BHUSIBIEHHS artak. Hacmpasmi,
GAN mBHIKO PO3BUBAETHCS 3 TOUKHU 30PY CTPYKTYp, alnroputmis. B nanuit yvac GAN
MoKaszaB 0araTooOiIsiioul pe3yiabTaTu y OaraThoX cdepax, M0 3MYIIye BBaXKaTH
MIPOTIOHYBAHHS HOBOI TEXHIKH CHHTE3Yy CIPOO € TOCHTHh BKIWBHUM JJISI CTBOPEHHS
3aXMCHOTO MeXaHi3My. Takuil HOBHMM 3aXHCHUNM MEXaHI3M MOXKE J0JaTKOBO
BUKOHYBATH 0€3J114 3aB/JaHb, TAKKX SIK 3a1I001raHHs cripoOaM (IIIMHTY HYJIOBHX JIHIB,
BUKOHAHHS CIIaMy JYMOK Ta BHSBJICHHS aTak BTOPTHEHb. TOMy iCHYE IIUPOKUN
JOCITITHULIBKUH TPOCTIp 1715t 3B’ 13Ky CTPYKTYpu GAN 13 CHCTEMOIO BUSIBIICHHS aTaK.

MeToau BUSIBJICHHS] ATAK HA OCHOBI INIMOOKUX HEMPOHHUX MEPex

DNN 3acTOCOBYIOTHCS B KUIBKOX 00JIACTSAX MPOTSITOM OCTaHHIX POKIB, cepe
SAKUX PO3Mi3HaBaHHS MOBHU OyJio 3Ha4yHO MoOKpamieHo. Kpim Toro, kimacudikaris

300pakeHb Ta PO3YMIHHS MIPUPOJAHOI MOBU TAKOXK OTPUMYIOTh BUTOAY Big DNN.
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2.7 Crpykrypa moaeai DNN

Mopens DNN - ne nmpsiMa HEpoHHA Mepeka 3 JEKUIbKOMa IIapaMu, SKl €
HEeNHIMHUMU TpaHcopmaTopamu. BiH mepeTBoproe€ BXifHI BEKTOPHU Yy BiJIIOBIJIHI
BUXIJTHI BEKTOPH Ta CHpUSE€ TOJAJBIIOMY po3mi3HaBaHHO. Jlns cucremu
aBTOMATUYHOTO po3mizHaBaHHS MOBU (ASR) BukopuctoByeThes Moaenb DNN mis
MEPETBOPEHHS OCOOTMBOCTEH MPOMOB Yy MITKH, IO BIJANOBIAAIOTH CTaHAM Y
NPUXOBAaHUX MapKOBCHKUX Moaeisix (HMM).

Crpyktypa mogmeni DNN (mamoHOK 2.7)., SK TpaBWIO, CKIATAETHCA 3
HACTYMHUX YaCTHUH !

- BXI1JIHUM piBEHb, SKUW BIIHOBJIIOE BX1JHI JaH1 BiJ (QyHKIIIH;

— MPUXOBaHI OJIOKH, SIK1 BIIHOBIIIOIOTh TPOMIXKHI PE3yIbTaTH NEPETBOPEHHS;

- BUXIJIHUHM PIBEHb, KWW BITHOBIIOE PE3YJIbTaTH, IO MPEACTABISAIOTH KIHIIEBI
pe3yJIbTaTh NEPETBOPEHHS;

— aKTHUBAIllH1 (YHKIIIT, IO IMITYIOTh BJACTUBOCTI O10JIOTTYHUX HEUPOHIB;

— Baru, sIKi MPeJCTaBIISIOTh BAXJIMBICTh KOXKHOT OJMHUII Yy BXiTHOMY Iapi abo

MPUXOBAHUX IIApax;

— 3MIIIEHHS, sIKe 3a0e3Mmeuye OCHOBHI MOMEHTH It PYHKITIH aKTHUBaIlii.
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Y DNN cucrem ASR 3BuuaiiHa JoricTHYHa (QYHKIIS € OAHIEI0 3 HAWOLIBII
IIMPOKO BUKOPHUCTOBYBAaHUX (YHKIIH aKTHBAIlll, [0 HA3UBAETHCS «CUTMOBHUIHOIO
byHKITI€0» 3aBAsSKA CBOiM (opMi. [HIIMMHU ciioBamu, JoricTUuHa (QYHKIS hopmye
BJIACTUBICTh, MOJIOHY /10 O10JIOTIYHOTO HEWpOHA, BUKOHYIOUM CTAaH CIIOKOIO a0o
aKTUBOBAHUI CTaH. 3 €0 JIOTICTUYHOIO (DYHKIIIEIO TaKOX ICHY€ MOpPOroBa TOYKA,
nmoAiOHa JO TOPOroBOTO TOTEHIaNy OioJoriyHOro Heipona. Llsg BiIacTUBICTH
MPU3BOIUTH J0 TOTO, MO OLIBIIICTh O0KiB B DNN MaroTh JuIlIe Ba CTaHH MPHU
po6oti. OCKiIbKM JBa CTaHU 3AaTHI MPEJICTABIATH JIB1 Pi3HI Mojemi, 1 GyHKIsS
IIMPOKO BUKOPUCTOBYETHCS JIJIs1 BUPIIICHHS poOieM Kiacu(ikartii.

MarematuuHo, jorictTudHa ¢GyHKIis (2.2) MOHOTOHHO 3pOCTa€ 1 HediHIMHA 3
BU3HAYCHHIM 00JIacTi Ta Jliara3oHy. Horo BHUPAKECHHAM € (—00,+0)(0,1)

y=— 2.2

(1+e™™)

KpuBa norictuunoi ¢ynkimii. HeBaxkko Bii3Ha4uTH, 1[0 OUIBLIICTH 3MIH
BIJIOYBAETHCS B CEPENIHIA YacCTUHI. Y Mipy 30UIbIIECHHS, 30UTbIIEHHS. 3pPOCTaHHS €
3HAYHUM, Ko Onu3bkuil 10 0. HaBmaku, Maibke crabumbHui npu 0, ko HabaraTo
mentie 0, 1 crabipHui pu 1, ko Habarato Oueiie 0. s knacudikari mabioHiB
MOHa BCTAaHOBUTU OCOOJIMBOCTI IIAOJIOHIB 1 pe3yipTatu kiacudikamii - 0 ado 1.
KpuBy MOXHa Takok MepeKIacTH, TOAaBIIN KOHCTaHTH 110 (2.3), a came

2.3

Y= qe-wrmey T Y0

Jle 1 € KOHCTaHTHU. XY,

DNN po3ni3HaeTbest Ak 0araTolIapoBUM 3aBISKU XapaKTEPUCTHULI AEKIIbKOX
npuxoBaHux ImapiB. Taka OararomapoBa (QYHKIS Ja€ TepeBary i BHUPAXKEHHS
CKIaAHUX (YHKIIM 3 MEHIIOW KUIBKICTIO TMapameTpiB, mo poouts DNN 3gaTHUM
MOJIETIIUTH 3aBJIaHHSA 3 BUIYUYEHHS Ta HaBuaHHA 300paxensb. [1o cyti, y DNN icHytoTh
TpH KaTeropii mapis.

Pimennst mpobnemu Oe3neku Mmepexi € [24] moxens DNN 1 BUSIBICHHS
aHomajii Ha OocHOBI mMoToky. Ilepma cnpoba 3actocyBati DNN mjisi MepekeBoi
Oe3reKrn MpU3BOIUTH 110 BigHOCHO mpoctoro DNN, skmii ckiamaeTbess 3 OJHOTO

BX1JTHOTO PIBHS, TPbOX MPUXOBAHUX IIAPIB Ta OJTHOTO BUXIJHOTO PIBHS.
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st mocunenns: 3patHocTi DNN, [25] BUKOPHUCTOBYETHCS HOBa MEpeKeBa
cTpykrypa mix Ha3zeoro HashTran-DNN mns xmacugikamii MKIIIMBUX Tporpam
Android. ApxiTekTypHuH au3aiiH I0Ka3y€ IHHOBAI[IMHUHA MOMEHT, IIOJIATaE Yy
NEPETBOPEHHI BXIAHMX 3pa3KiB 3a JOMOMOTOK0 XeHl-(PYHKIN i 30epekeHHs
xapakTtepuctuk. [Ticis neperBopenns Bxiquux aanux HashTran-DNN BukopucTtoBye
AE 11 BUKOHAaHHS 3aBlIaHHs BIIMOBKHM, Tak 1o kimacudikarop DNN moxe
OTPUMYBATH 1H(QOPMAIIIO MPO MICIEBICTh y MOTEHIIHHOMY MPOCTOPI ISl Kpamioi
MPOYKTUBHOCTI, €(DEKTUBHO 3aXUIIATUCS BiJl HOTUPHOX CIEIIATLHUX TECTOBHUX aTak,
ne ctagaaptHi DNN He MOXKyTb BHSIBUTH BCI 111 aTaKH.

IIKiaIMBl aTaku MOCTIMHO 3MIHIOIOTHCA 1 BIAOYBAIOTHCA HA JIy)KE€ BEJIUKHUX
oOcsArax, 10 BUMaraiTh MacIITa0OBaHUX pilieHb. [ BUpIMIEHHS 1i€l nmpobieMu
BUKOPUCTOBYIOTh CTPYKTYpy DNN 13 MacmTaboBaHOIO Ta riOpHUIHOI0 KOHCTPYKIIELO.
[26] B pexxumi peasibHOT0 4acy BOHA CIIOCTEPITae 3a MEPEKEBUM TpadikoM Ta MOAISIMU
PIBHSI XOCTY, aKTUBHO TOTIEPEKAI0YN MOMKIIMBI MEPEKEBI aTaKu. 30KpeMa, CTPYKTypa
BUKOPHUCTOBYE MacCIlITA0OBaHY OOUYMCITIOBAIBLHY apXITEKTYpPy, METO/I MOJIaHHS TEKCTY
ta DNN, mo0 3aJ0BOJRHUTH BUMOTY 00poOmsaTH Benuki gadHi, ne DNN moxe
JIOTIOMOTTH TOKPAIIUTH TMPOAYKTUBHICTh CBO€I MoOjenl 3 (YHKISIMU HETHIHHOT
aKTHBAIl].

Jlns  anmiHicTpaTopa MeEpeXi HaA3BUYAMHUM 3aBJaHHSAM € 3aroOiraHHs
BTOPTHEHHIO 3JI0BMHUCHUX MEPEKEBUX XaKepiB Ta MIATPUMKA MEPEKEBOI CUCTEMU Ta
KOMIT'FoTepa B 0€31eYHOMY Ta HOpMaJIbHOMY poOodoMy cTaHi. [27] MeTosa BUSBICHHS
BTOPTHEHb y MEPEXKY, 3aCHOBAaHMHA Ha TIMOOKOMY HaBYaHHI, KM BHUKOPHUCTOBYE
rTMOOKY HEWPOHHY MEPEeXy JUIsi BUIYYEHHS OCOONMBOCTEH TaHMX MOHITOPUHTY
Mepexi, a HeUPOHHI MEPEKi BUKOPUCTOBYIOTHCS JIJIsl Kilacuikallii TUTIIB BTOPTHEHb.

MeToau BUSIBJICHHSI ATAK HA OCHOBI 3rOPTKOBUX HEHPOHHUX MeEpex

3ropTkoBa HEWpPOHHA Mepexa - e TIMOOKa MpsiMa HEWpPOHHA Mepexka, sKa
BUTATYE OCOOJIMBOCTI, BHMBYAIOUM BXIAHY KapTHHKYy mmap 3a mapoM. CNN
BUKOPUCTOBYE SIAPO 3TOPTKU JIs BUIIYYEHHS (PYHKIINA, 1 BOHO MICTUTh TPUILAPOBY
CTPYKTYPY, 3TOPTKOBI I1apu, 00'€JHAHHS IIapiB Ta MOBHICTIO MOB'A3aH1 mapu. Pi3Hi

mapu MaroTh pizHi QyHKIUi. 1i QyHKIIOHANBHI mIapu CKJIAAAlOThCs 3 0araThbox
33



HEHPOHIB, 1 KOKEH HEHUPOH 3'€HY€ JIUIIE YaCTUHY HEHPOHIB y cycigHbomy miapi. Ile
3MEHIITY€ CKJIaJHICTh MEPEXKI Ta MOKpaIlye €PeKTUBHICTh PO3PAXyHKY.

3ropTKOBUH MIap CKJIAIAE€THCA 3 JESKUX 3TOPTKOBUX HEHUPOHIB 1 pO3TISAAETHCS
K IIap BUIyYeHHS 03HaK. Po3Mmip sipa 3ropTKy BU3HAYATHME PO3MIp BUXIAHOI KapTH
dbyukii. [licns Toro, sk QyHKIS sapa mepeBeaeHa Ta TPAHCIOPTYETHCS, PO3MIP

KapTh 00’ €KTiB (2.4) OOYUCITIOETHCS 32 TAKUM PIBHSHHSIM:
_ NE'-kl+2pl

2.4

Jle 1 - moTouHa KiJIbKICTh mapiB, K - po3mip sapa 3ropTKU, 3HAYCHHS MIKCEA
3aJIUBKHU Ta S - po3Mip Kpoky. [licis omepaiiii 3ropTKy 11e HEeMiHIHE TepeTBOPEHHS
¢dyHKUli akTUBalii. AJTOPUTM 3BOPOTHOTO PO3MOBCIOUKEHHS OTPUMYE Baru Ta
napaMeTpH KO>KHOTO HEWpOHa, 1 BUpa3 HEWPOHY 3rOpTKOBOrO mapy (2.5) Takwuii:

xj = Relu (Tiem, x"'wj; + b)) 2.5

Jle M - po3mip ¢unbTpa, a 1 b - Bara 3'eJHaHHS Ta 3MIILIEHHS BIJIIOBIIHO.

[Ilap 06’enHaHHS BUKOHY€E BIIOOpa)k€HHs O0’€KTIB, SIK MPABUIIO, MK JABOMA
3ropTKOBUMU mapaMu. Onepailii 00’ €IHaHHS BKIIOYAaI0Th MaKCUMajbHE 00’ €THaHHS
Ta cepeaHe o0’emHaHHsA. TakoXX MPOMOHYIOTHCS MEPEKPUBAIOTHCSA MYJIH MPOTPaM.
[InsxoM 3MEHIIIEHHsT JUCTIEPCii IEPETBOPEHUX JaHUX Yepe3 IIap CyOaucKpeTh3aiii
MO>KHa po3paxyBaTu Ta 00'€THATU 3HAYEHHs CleUU(IYHUX O3HAK Yy BXIAHOMY IIapi,
10 MO>K€ 3MEHIIUTH KIIbKICTh HEUPOHIB, 30€piratoun 03HakK1 HE3MIHHUMHU. P1BHAHHS
mapy o0'eqHaHHs (2.6) € TaKuM:

y = max(x;), x; € x 2.6

Jle X - 001acTh KapTH 0COOJUBOCTEH 1 € BUXOJIOM HEMpOHA B 111i 00J1aCTI.

[ToBHicTIO 3B’s3aHMI mIap 3’€IHY€ BC1 HEHPOHHU MOMEPEIHHOTO 3TOPTKOBOTO
niapy 3 MOTOYHHUM IIAPOM 1 IEPETBOPIOE BC1 JIOKAJIbHI O3HAKU Ha rio0anbHl. Mepexka
MICTUTh TPU TIOBHICTIO 3'€JHAHUX IIapu B KiHII HEHpOHHOI Mepexi. [loBHICTIO
3'€HaHl MIapu CXWJIbHI 70 MpooOsieM 13 mepeobsanHanHsM. 106 momonatu 1o
npo0JieMy, MU BUKOPUCTOBYEMO (DYHKIIIIO BIACIBY, 1100 3MEHIIUTH TIepeoOsiaIHaHHS

nepmux ABoxX mapiB. OCTaHHIM MOBHICTIO 3B’S3aHUM IIAPOM € BUXIIHUM mIap, 1 MU
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3aMIHIOEMO MOT0 BUXIHAM IApOM, IO MICTUTh JBa HEWPOHU, IO BKa3ye Ha
HMOBIPHICTh TOTO, II0 BUXIJHUM PE3YyJIbTaTOM € AUM a00 HeKypiHHs. IMOBipHICTH

BU3HavaeThbes GyHKIeo softmax (2.7) HacTyTHUM YHMHOM:

exp(f;) .
=V =12 2.7
i T e ) T

Jle - BuxigHa ¥MOBIpHICTBIO HEHPOHA. Y]

CNN nepenbayae 0OUYMCIIEHHS 3TOPTKH Ta CTPYKTYpy TIJIMOMHM, SIKa €
pEenpe3eHTATUBHOIO Ta 3aTaIbHOBKUBAHOIO TEXHIKOIO B 001aCTi TIIMOOKOTO HAaBYaHHS.
3okpema, CNN BUKOPHCTOBYE AU3aifH 0araToIIapOBOTO CHPUMHSATTS, 10 BHUMAarae
MIHIMaJIbHOI nonepeIHboi 00poOku. OcHoBHa cTpykTypa CNN cKilafaeThes 3 BX1THUX
1 BUX1JIHUX LIAPiB Ta O€371141 MPUXOBAHUX IIAPIB, SIKI BKIIFOYAIOTh 3TOPTKY, 00'€ THAHHS
Ta OBHUM miap 3'eqHanHs. [lopiBHSHO 3 iHIIMMH anroputMamu kinacudikaii, CNN
BUKOPUCTOBY€E BIJHOCHO MEHIIIE MONEPEeaHbOI 0OPOOKH 1 HE 3aJE€XHUTh BIJl TU3ANHY
00’€KTIB, 110 MICTUTH MOMEPE/IHI 3HAHHS, 10 € HOT0 TOJJOBHUMHU MEpEeBaraMu.

BumoBHa HelipoHHa MepeXa 3aCTOCOBYIOThCS N0 cepu Oe3meku Mepexi 3
OararooOingrounm  nporpecom.[28] Heiiponna wmepexa 13 3rOPTKOBUMH Ta
PEKYPCUBHUMU MEPEKEBUMHU PIBHSIMH, OTPUMYy€E Kiacu(iKamiifHi O3HAKU IS
MOJICTIIOBaHHSI CHUCTEMM BHSBIICHHS WIKIJIMBUX TMPOrpaMm. 3a JOMOMOTOI0 METOAY
OTPUMYIOTh 1€papXiuHy apXiTEeKTypy BHIIYYEHHsS O3HAK, sIKa IO€IHY€E IepeBaru
oreparlii 3ropTKA 13 3TOPTKOBOTO IIapy Ta MOJEIIOBAHHS TOCIITOBHOCTEH 13
PEKYPCUBHOTO MepexkeBoro piBHs. Hanani po3po0asatumyTs[29] 1151 BUKOPUCTAHHS 3
GyHKIII€0, OTPUMAHOIO 13 3aroJIOBKIB TMOPTAaTUBHUX BHUKOHYBaHHMX (aiiiB, sKa
JO0CSITa€ HAJ3BUYAMHO TOYHOT Ta MIBUAKOCTI BIIKJIMKAHHS Y BUTIAJKAX 37TUTTS JaHUX.

1106 3a3ganeriap BUSIBUTH 1HAUKATOPH aTak, [30] BUKOPUCTOBYIOTh HEUPOHHY
Mepexy eXpose, 1e Mepexa Oepe BUX1JIHI KOPOTKI PAJIKH K BX1JIHI JaH1 Ta BUTATYE
bynkuii s kiaacudikamii 3a JOMOMOror0 BOYAOBYBaHb Ha pPIBHI CHMBOJIIB.
3a3HayvaeThCs, MO0 BUXIAHI 1 BXIJHI JaHI € IIUPOKUM 1 CKJIAJHUM J1armazoHOM IS
poOOTH 3 anropuTMamMu. 3aBISKH CAaMOBHA00YTOMY u3aiiHy 00’€KTiB, €XPOSe
nepesepirye 0a30Bl METOJM, 3aCHOBaHI HAa PYYHOMY BUIyYeHHI 00’ekTiB. OpHak

AOCATA€ThCA 3HMKCHHA 4aCTOTH IIOMHIIKOBHUX TPHBOI HOpiBHHHO 3 IUMH 0a30BHMHU
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JHISMH, 10 TOBOAWTH, 110 MPOIEC aBTOMATUYHOTO BHiIydeHHS PyHKIiH y CNN e
HEJIOCTaTHhO HAMIMHUM Ta OOTPYHTOBAaHWUM 13 BBEIECHHSM JO0JIaTKOBOi a00 HaBITh
ITyMOBOT 1H(OpMaIIii 3 BUX1THUX BXO/IIB.

BusiBnenHs mkiiuBoi Be6-000JI0HKH € BaKJIMBUM 3aCO00M 3aXUCTY MEPEKEBOT
Oesmeku. 3 meroro aHamizy 3anutie HTTP,[31] BukopuctoByroTh WOrd2vec, mio
MPE/ACTaBIIA€ MiAX1J BUSBICHHS 3JIOBMUCHUX mporpaM Ha ocHoBli CNN, skuii €
HepIIor crpodoro noeadatu “word2vec” ta CNN y 1oMeHi BUSBIICHHS 3JIOBMUACHUX
nporpam. 30KpemMa, BOHHM CIIOYATKy MPEACTaBISIOTh IHCTPYMEHT “‘word2vec” mis
MIPEICTABIICHHS KOXKHOTO cioBa, oTpumanoro 3 HTTP, 3a o3nakamu. Ilotim
MPEACTABIIAIOTh BEO-3aMUT SIK MAaTPUIIO (PIKCOBAHOTO PO3MIPY LUIIXOM 00’ €IHAHHS
00’extiB. Hapemrti, OyaytoTh Mojenb Kiacugikaiii 000JI0HKH Ha OCHOBI CTPYKTYPHU
CNN. IIpoBoauThCs KiIbKa rpyIl €eKCIIEPUMEHTIB, 1 3aPONIOHOBAHUI METO]T HAMKpaIle
MpaIftoe Py MOPIBHAHHI 3 BIMOBIIHUMHU KJIACUYHUMU KacupiKaTOpaMHu.

JJist TOCSITHEHHSI HaJ{IHHOT MPOAYKTUBHOCTI ITPU BUSIBJIEHHI aTakK 31 CTPYKTYPOIO
CNN. 3acTocoBYIOTh HACKpI3HMWA MeToA Kiacudikaiii Tpadiky, 3aCHOBaHMU Ha
onnoBuMipHomy CNN. [32], B skomMy BUJIy4YeHHs, BiAOIp Ta Kiacu]ikatop O3HAK
IHTErpoOBaHl y HACKPI3HY CTPYKTYypy. [eranbHuil nuzaiin mepexi Ha (MaidtoHOK 2.9),
ne 3anpornonoBannii ID-CNN sik anroputM HaB4aHHS, SIKUWA O€3MOCEpPEHHO BUBYAE
B3a€MO3B'SI30K MK aBTOMATHYHO BUTATHYTUMHU (YHKIIISIMA Ta BUX1THUMH JTaHUMH 13
nependavyyBaHUMU MITKaMH Ha eTani HaBuaHHs. LI{o cTocyeThCcs 1aHUX MepeKEeBOro
Tpadiky SK TBOBUMIPHOTO 300pa)K€HHS, TO HOBUW MIAXiA 70 aHamizy Tpadiky,

3acHoBaHuM Ha CNN.
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Mogems CNN

TPbOX YACTHH: MOMNeEPeHbOI 00pOOKHU, TPeHIHTy Ta (a3u TeCTYBAHHS.

JUist BUpIIIEHHS aTakd PI3HOMAHITHOCTI Tpagdiky Oe3apoTOBOI Mepexi Ta
MOJITIIIICHHS 3/[aTHOCTI BUSBICHHS 3JIOBMHUCHOTO BTOPTHEHHS B O€3APOTOBY MEPEKY
3aCTOCOBYIOTh METOJ] BUSBJIICHHS BTOPIHEHb, 3aCHOBAaHUII Ha BJOCKOHAJICHIN
3rOPTKOBIM HeWpoHHIM Mepexi [33], a caMe - BUSIBJICHHS BTOPTHEHb 0O€31pOTOBOT
mepexi Ha ocHoB1 ICNN. Mogens sixka 06po6iisie 1aHi MepexeBoro Tpadiky, a moTiM
3MmojentonTe nani 3a gomomororo CNN, mo alctparye naHi mpo HU3BKOPIBHEBHIMA
Tpadik Ha BUCOKOPIBHEBI (PYHKI[li, aBTOMAaTUYHO BHTSITY€ 3pa3koBl (YHKIIT Ta
ONITUMI3Yy€E MapaMeTPH MEPEKI 3a IOMOMOTOI0 AITOPUTMY BUIIAIKOBOTO I'PaJIIEHTHOTO

Ataku BigmMoBu B oOciyroByBaHHi (LDOS) 3HMXYIOTH NPOAYKTUBHICTH
MEpEXEBUX CIIYkKO, 1 BAXKKO BIIPI3HUTH MOBEAIHKY aTaKW Bij] 3BUYAMHOTO Tpadiky.

TakuM uYuHOM, HOBUM MeTon BuUABIeHHA artaku LDOS, 3acHoBanuii Ha
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OaraTo(pyHKIIOHAIBHOMY 3JIMTTI Ta 3rOpTKOBIM HelpoHHI Mepexi (CNN). [34].
Oco6muBOCTI 00’€IHYIOTH iX Y KapTy 00’€KTiB, 00 omucaTH CTaH Mepexi. Moaenb
CNN BHKOPHCTOBYETHCS IS PO3PI3HEHHS Ta BUABIICHHS KapT (QYHKIIIN, BKIIOYAIOUN
ataku LDOS. ExcnepuMeHTH NpoBOAATbCA Ha iMiTauidHid tiatdopmi NS2 Tta
BUTIPOOYBAILHOMY CTEHIIi, 1 PE3yJbTaTH IMOKa3yloTh, IO 3alPONOHOBAHUN METOJ
MOke eeKTUBHO BUSBISTH ataku LDOS.

I'nmubdoka Q-mepe:xa

DQON - e Meton, 110 nmoeAHye rianboke HaBuaHHS Ta Q-HaBYaHHS, IKUW JTOCAT
ycmixy B 00poOlii cepeoBuIll i3 BBEJACHHAM BHCOKHX po3MmipiB(mamonok 2.10). Lle
OararoiapoBa HEHpPOHHA MepeXKa, sika Ja€ MPOTHO30BaHy MailOyTHIO BHUHAropomy
yQ(s,al8) mis xkoxHOT MOKIMBOI 1ii, 1e 8 3HAXOAATHCS MapaMeTpH Mepexi. [Hmmumu

cinoBamu, DQN BUKOPUCTOBY€e HEHPOHHY MEPEXKY SIK HAOTMKEHHS 3HaYEHHS 1.

I'inboke Q - HaByaHus

2.10 Ctpykrypa po6oTu metoay Q-mepexi

Y DQN ocTtaHHI 4OTUPH KaJpH CIOCTEPEkKEHb OE3MOCepPEHhO HAIXOAATh Ha

CNN sk nepmwmit piBeHb DQN 151 oOuucieHHs iHdopmarllii npo MOTOYHUN CTaH.

[ToTim 1H(DOpMaIlis TIPO CTaH BIIOOPAXKAETHCA Y BEKTOP 3HAUEHB Jii JIsl TOTOYHOTO

CTaHy 4epe3 MoBHUI piBeHb 3B a3Ky. DQN ontumizye QyHKII110 3HaUE€HHSA A1 HIJISTXOM
OHOBJICHHS Bar Mepexi, 8 mo0 MiHiMi3yBaTu AudepeHIliiioBany (yHKIIit0 BTpaT:

L) =(+ ymaxQq,, , (Se+1ae4110) — Q(spa,10))? 2.8

MeToau BUSIBJICHHA aTaK, 10 0a3yI0THCA HA HEHPOHHIH Mepexi
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Ockinpku BuxigHi gani DNN ta CNN BpaxoBYIOTh JIMIIE BIUIUB MOTOYHOTO
BBEJICHHSI, HE BPaxoOBYIOUH 1H(POPMAIIIIO MOMEPETHHOTO Ta MAaHOYTHHOTO YacCy, BOHU
MOXYTh JOCSATTH 3HAYHUX TIOKAa3HUKIB IIOJ0 3aBAaHb Kiacudikamii abo
po3mi3HaBaHHs 0€3 3MIHHUX XapaKTepUCTHK Yacy. JlaHi, ski 3anexaTs Big yacy, RNN
MIPOTIOHYETHCS K CHElialbHa KaTeropisi HelpoMepeXeBUX CTPYKTYP, sika po3pobiieHa
3 (QyHKIier maMm’aTh. HacmpaBii Taka KOHCTPYKTHBHA OCOOJIMBICTH 301ra€eThCcs 3
JYMKOIO, IO JTFOJChKE TMi3HAHHS 0a3yeThCsl HA MUHYJIOMY JOCBIiJII Ta am’ sTi. Takum
gyuHoM, RNN no0pe crpaBisierbes 3 iHpopMariieo npo 4yacori psau. OpaHak Bce IIie
ICHYIOTb JIesIK1 Tpo0OsieMu B cTpyKTypi KOHCTpYKIii RNN, Taki sik 3SHUKHEHHS TpajieHTa
a00 BUOYX Ipajil€HTa, 10 MPU3BOAUTH J0 BIJIMOBH 3amam'iTOBYBaTH a00 MOJICIIIOBATH
TPUBAJY 3aJICKHICTb.

OnuH 3 BaplaHTIB PO3TJSHYTH XapaKTEPUCTUKHA YacOBUX PSAIB Ha BIAOMIM
MOBEIHIIl Ta MEPEXKEBOTO Tpadiky, IO MOXKE MIABUIIMTH TOYHICTBH[35] poboTh
QITOPUTMIB BUSIBJICHHS aTak. [IpOEKTYyIOTh Mepexy maM’siTi, sKa CKIAgaeThecs 3 4
0JIOKIB, KOYKHA 3 SIKUX MICTHTbh JIBI KOMIpKH. Meperka 31aTHa NIATPUMYBaTH OallaHC SIK
B OOYHMCITIOBAJILHUX BUTpATax, Tak 1 B €epeKTUBHOCTI BUsIBICHH:. ExciepuMeHTanbHi
pe3yabTaTh BKa3ylOTh Ha Te, IO 3amporioHoBaHa Mojaenb LSTM e kpaioro, HIXK
paHiie ony0JiKoBaHi MeToId, OCKUIBKM LSTM Moyke HaBUMTHCS BIJICIIIKOBYBaTH Ta
CHIBBIJIHOCUTH 3aMKCH O0€3MepepBHOTO 3'€IHAHHS B PI3HUII Uac.

[36] 3actocoByBanHss RNN s BuKOHaHHSI 3aBaHHs Kiacudikallii atak, 1e
MOiesib TTOOyI0BaHa CMCTEMa BUSBIICHHS BTOPTHEHb, 3aCHOBaHa Ha CTPYKTYpi RNN,
Ha OCHOBI camoepyauiii. Ili1 yac ekcrnepuMeHTIB 3alpoNnOHOBaHA HUMH CHCTEMa
BUSIBJICHHS BTOPTHEHb MOKe (PLIBTPYBATH aTakH, aJie He BIAETHCS BUSIBUTH IIOMUJIKOBI
cnpanboByBaHHs. [IopiBHSIHO 3 0a30BUMM METOJaMH, 3aIIPOIIOHOBAHUN HUMHU METO/T
MOKpAIIMBCS y BUMIpaxX, IK TOYHICTh KJacu(iKallii Ta TpyAOMICTKICTb.

Hocmimxenns: Bukopuctanass RNN 11 BUSIBIIEHHSI BTOPTHEHb 3 Ha3B0I0 RNN-
IDS [37], ne ominenns RNN-IDS 3a gomomororo ¢opm nBifikoBoi kiacudikalii ta
OaratokiacoBoi kiacu@ikaiii. HacripaBni Moaens RNN mae 0THOCTOPOHHIN TOTIK
iH(dopmarlli BiA MepuIuX OJWHUIL JI0 NMPUXOBAHOTO, a TAaKOX BiJl MOMEPEIHBOTO

MPUXOBAHOTO OJIOKY /10 MOTOYHOIO, /1€ MPUXOBAHI OJUHUIIl MOXKYTh PO3IJISLIATUCS SIK
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onuHUI 30epiraHHa ans 30epiraHHs HACKpI3HOI Ta KOpPUCHOI i1HdopMmari ams
Kkiacudikarii.

LSTM Bupimrye npoGiemMy JOBrOTPUBAJIOl 3aJIEKHOCTI Ta J0JIa€ 3HUKAIO4e
NaJiHHS Tpajii€eHTa TiJ 9ac TpeHyBaHb, [38] 3acTocoByroun apxitekrypy LSTM mis
BUSIBJICHHSI BTOPTHEHb, JI€ PO3MIp NPHUXOBAHOTO IIapy Ta MIBUAKICTh HABYaHHS
Bu3HavaroThes sk 80 Tta 0,01 micis ekciepuMeHTiB. [IopiBHSHO 3 1HITMMU METOJIaMH,
noOynoBana mojnenb LSTM Mae Bumly 9acToTy BHSIBICHHA IMOMHJIOK i 4Yac.
Cnigyroun TeHaeHili 3actrocyBanHs LSTM nns  BusBneHHs Hanafgis, [39]
noOyayBanHs kimacudikaropa LSTM myis BusBIICHHS BTOprHEHb. BOHM 3HAXomsTh
HaHOUIBII MAXOAAIIMKA ONTUMIZATOP I ONTUMI3alil rpagieHTHoro cnycky LSTM,
JIe BOHH MOPIBHIOIOTH IIICTh MIUPOKO BUKOPUCTOBYBAHUX METO/IIB ONTUMI3aIlli, TOOTO
Adagrad, Adadelta, RMSprop, Adam, Adamax Ta Nadam, i 3HaiiTd HaWOIIbII
epexTrBHEM € LSTM 3 Onrumizarop Nadam.

J1J1s1 3MEHIIIEHHSI BUCOKOI YaCTOTH TTOMHJIKOBUX TPUBOT, 3aCTOCYBAETHCS METO/T
aHali3y CHUCTEeMHHMX BUKIHKIB.[40], sdka po3poOJieHa MJi1 CUCTEMHU BUSBIICHHA
BTOPTHEHb XOCTa Ha OCHOBI aHOMaJiil. SIk moka3zaHo Ha (MairoHOK 2.11), ix mMeTOx
CKJIaJIa€ThCsl 3 JBOX MOJYJIB: 1HTep(PEcCHOrO MOAyJisA, TOOTO MOJENeH CUCTEMHUX
BUKJIMKIB, IKM BUKOPUCTOBYETHCS JIJISl MOJICTIOBAHHS 3MIHHUX Y Yacl XapaKTePUCTUK
CUCTEMHUX BHUKJIMKIB 31 CTpykTyporo LSTM B pi3HMX cepenoBuIax, 1 KiHIIEBOTO
MOAYJS, SKHH BUKOPUCTOBYETHCS JIs TPOTHO3YBAaHHS BUHATKIB Ha OCHOBI
1H(dopmarrii, mo nepenaerbes Bin iHTEphEHCHOTO MOaysl HA0OPOM aHCaMOJIEBUX Ta

MOPOTOBUX KJIaCU(]PIKaTOPIB.

Ecembenennii

Cucremunii i
— Kaacudirarop

BURANK LM .
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Puc 2.11 CTpykTypHa KOHCTPYKIisl 1JI1 CHCTEMHU BUSIBJICHHSI BTOPTHEHb
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GRU - 1ie BapianT , B sikomy QyHKIist SOftmax BUKOPUCTOBYETHCS SK KiHIEBUIA
BUX11HMH piBeHb. binmbiie Toro, GRU BUKOpUCTOBYE (YHKIIIIO TEPEXPECHOT EHTPOIIT
Ui oOumciieHHs cBoix Brpar. Ha ocHoBi ctpykrypu GRU, Agarap [41] mpomonye
HOBY MEPEXY JJI IBIMKOBOI Kiacu(ikallii B MOJIi BUSBJICHHS aTak, sika po3risiaae 21
GyHKIIII0 SK BXIAHI JaHl Mojeli. 30KpeMa, JiiHiifHA MallliHa MiATPUMKH BEKTOPHHUX
miniii (SVM) npencraBieHa s 3amind GyHKIii softmax sampomonoBaHoi Mojei
GRU, sixa MOXe JOCATTH MOPIBHIHO Kpamux edeKTiB, Hik Tpaauiiina mepexa GRU-
softmax, Ha 3araJbHOJJOCTYITHUX HAOOpax MaHWX 3aBISKHU IIBUIKIA KOHBEPTEHIT Ta

KpaIiif MO>KJTMBOCTI Kitacuikariii.

2.3  Onuc oanux meperxcesux amax

JUis HaBUaHHS CUCTEMM BUSIBJICHHS MEPEXKEBUX AaTaK BUKOPUCTOBYETHCS
Haiinommpenimmii Habip manux NSL-KDD. I[lokpamenuit Habip AaHuWX, SKAN
CTBOpEHUI JIsl 3MEHILIEHHST HeouikiB Habopy nanux KDDCup 99. 3okpema, BiH HE
TIIBKU BUIAJIAE 3alBl JaHl 3 HABYAJIbHUX Ta TECTOBUX JAHUX I JOCATHEHHS OUILII
TOYHOI IIBUAKOCT] BUSIBJIEHHS, ajie TAKOK O(PII1HO BCTAHOBIIIOE KIJIBKICTh 3aIIUCIB SIK
y HaBYAJIbHUX, TaK 1 B TECTOBUX JaHUX. bisbiie TOro, rpymna pi3HUX piBHIB CKJIAHOCTI
Ma€ Pi3Hy KUIBKICTh 3alMCIB, iKa 0OepHEHa MPOIOpIiiiHa BIICOTKY BiJ KUIBKOCTI y
nepBuHHOMY Habopi nanux KDD. Tomy 103BoJisie MOJIETIOBAaTH OY/Ib-SIK€ BTOPTHEHHS

y peasibHOMY 4aci. Habip naHux ckiiagaeThes 13 COUCKY (paitiiB, 110 OTMCaHO B TaOJIHII

3.1.

Tabnuysa3.l
Hao6ip nanux NSL-KDD
Ne IM’s1 aitmy Onuc
1 KDDTrain+.csv [MoBuuit NSL-KDD nabip

JIAHUX JIJISl HAaBYaHHS Y
¢dopmari csv

2 KDDTrain+.txt IMosuuiit NSL-KDD na6ip

JIAHUX JIJIS] HAaBYaHHS Y
dopmari txt

3 KDDTrain+_20Percent.csv Bubipka 20% nanux i3
KDDTrain+.csv

4 KDDTrain+_20Percent. TXT Bubipka 20% nanux i3
KDDTrain+.txt
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KDDTest+.csv

[osuuiit NSL-KDD na6ip
JAHWX JUISl TECTYBAHHS Y
dbopmari csv

KDDTest+.txt

[osuuii NSL-KDD na6ip
JAHUX JJIS1 TECTYBaHHS Y
dbopmari txt

KDDTest-21.txt

Bubipka i3 KDDTest+.txt,
SIKa MICTUTh HEBIPHO
kiacudikoBaHi iz yac
IOCIIDKEHHS NaHl

Small Training Set.csv

Manuii HaGip naHuX
NSLKDD s HaBuanHs
y ¢opMmari csv

Habip nanux mictute 41 mapamerp, 3 SKUX OMHCAaHO B Tabmuii 3.2 1 OyayTh

BUKOPUCTOBYBATHUCS ISl TPEHYBAHHS HEUPOHHOI MEpexi

Tabnuys 3.2
IMapamerpu NSL_KDD
Ne Im’s mapamerpy Onuc Tun
1 duration Yac TpUBAJIOCTI i IKITFOYCHHS besnepepBHuii
2 protocol _type [IpoToKOa TpaHCTIOPTHOTO Juckpernuii
piBHA
3 service Cepsic MpUKIIAAHOTO PiBHS JuckpeTHuit
4 flag CraTyc miIKIrYeHHS JluckpeTHUi
5 src_bytes B3igHuii moTik, 6anT besnepepuuii
6 dst_bytes Buxinuuii motok, 6ainT besnepepBHuii
7 land 1 skmo aapeca mKepena i JIMCKpeTHHI
OTpUMYBaua CITiBIIa/Ial0Th
iHake 0
8 wrong_fragment Yuco HenmpaBUIbHUX besnepepBuuit
(bparmeHTiB
9 urgent Yucno TepMIHOBHUX IAKETIB besnepepBHUit
10 hot Yucno «rapsuux» iHaukatopiB |  besnepepBHuii
11 num_failed_login | Yucno veBnanux crnpod Bxoay | be3nepepBHuii
S
12 logged_in VYenimHuii BXig JluckpeTHuit
13 num_compromise Yuciio CKOMIIPOMETOBaAHUX besnepepBHUit
d CTaHiB
14 root_shell Jloctym 3 anMiHiCTpaTHBHUMHU JluckpeTHuit
MTOBHOBAXCHHSIMH
15 su_attemped 1 sixmro "su root", inakiie 0 JIuckpeTHui
16 num_root Yucro cripolb nocrymy 3 besnepepsHuit
MpaBaMy aIMIHICTpATOpa
17 num_file_creatio Yucno oneparttiii CTBOpeHHS besnepepBHmMii
ns bainy
18 num_shells Yucno cipod BUKOPUCTAHHS BbesnepepBuuit
KOMaHJIHOTO PsiJIKa
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19 num_access_files | Ywucno onepartiii 3 aiizamu besnepepBHuii
KOHTPOJTIO JIOCTYITY
20 num_outbond_cm | Yucno Buxigaux komaua B ftp be3nepepBHMit
ds ceaHci
21 is_host_login 1 K10 3'€AHAHHSA 31 CIUCKY JlMcKkpeTHui
ceprepiB, iHakme 0
22 is_guest_login 1 AKIIO 3'€AHAHHS 3 JIMucKpeTHHI
TOCTHOBOTO CIHCKY, iHaKmIe ()
23 count Yucno 3'enHaHb HA TOH e BesnepepBuuit
cepBep 3a 2 CeKyHIU
24 srv_count Yucno 3'eqHaHb HA TOM XKe besnepepBuuit
CepBicC 3a 2 CeKyHIIN
25 serror_rate Bincorok 3'eqHanb, y SKUX besnepepsHuit
MoMMJIKa 3 panopoM SYN
26 srv_serror_rate Bincorok 3'enHanb, y IKHX besnepepBaMit
MoMuUJIKa 3 nparnopom SYN
27 rerror_rate Bincorok 3'eqHanb, y SKUX besnepepsHuit
npanop REJ
28 srv_rerror_rate BincoTok 3'enHans, y SKux besnepepuuii
npanop REJ
29 same_srv_rate Bincorok 3'eqHanb 10 Tiel x BesnepepBuuit
ciyx0i1
30 diff_srv_rate BiacoTok 3'eqHaHb 10 pi3HHX besnepepBHuii
CITy X0
31 srv_diff_host_rat | Bincorok 3'eqHaHb 0 pi3HUX besnepepBHuii
e X0CTaM
32 dst_host_count Yucno 3'eqHanb HA TOM ke besnepeppHuit
cepBep 3a 2 CEKYyH/IH
33 dst_host_srv_cou Uwcio 3'eqHaHb Ha TOM K€ besnepepBhuit
nt CepBIC 3a 2 CeKYHAU
34 dst_host same_sr | BimcoTok 3'emHaHb 10 Ti€l K besnepepBHuii
V_rate N2
35 dst_host_diff _srv | Biacotok 3'eqHans 10 pisHUX besnepepBHuit
_rate CITy X0
36 dst_host_same_sr BincoTok 3'eqHans 3 besnepepBHuii
C_port_rate OJHAKOBUM IIOPTOM JpKeEpena
37 dst_host_srv_diff | Biacotok 3'eqHans 10 pisHUX besnepepBHuit
_host_rate X0CTaM
38 dst_host_serror_r BincoTok 3'eqHaHb, y AKHUX besnepepBHuii
ate nomMuIKa 3 npanopom SYN
39 dst_host_srv_serr Bincorok 3'eqHaHb, y IKUX besnepepBuuit
or_rate nomuika 3 npanopom SYN
40 dst_host_rerror_r BincoTok 3'eqHaHb, y AKUX besnepepBHuii
ate npanop REJ
41 dst_host_srv_rerr Bincorok 3'eqHanb, y IKUX besnepepsHuit
or_rate npamnop REJ

KoskeH mapameTp HaJICXKHTh JI0 IEBHOTO THITY AaHuUX Tadmuist 3.3. Turm Binary

BUKOPUCTOBYIOTHCS B 00po01Il (hpeiimMiB JaHUX.
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Tabnuys 3.3
Tunm nannx napamerpis NSL-KDD

Tun nanux ATpubyTtn

Binary protocol_type, service, flag

Numeric land, logged _in, root_shell, su_attempted, is_host_login, is_guest_login
Nominal duration, src_bytes, dst_bytes, wrong_fragment, urgent, hot,

num_failed_logins, num_compromised, num_root, num_file_creations,
num_shells, num_access_files, num_outbound_cmds, count, srv_count,
serror_rate, srv_serror_rate, rerror_rate, Srv_rerror_rate, same_srv_rate,
diff_srv_rate, srv_diff_host_rate, dst_host_count, dst_host_srv_count,
dst_host_same_srv_rate, dst_host_diff _srv_rate,
dst_host_same_src_port_rate, dst_host_srv_diff_host_rate,
dst_host_serror_rate, dst_host_srv_serror_rate, dst_host_rerror_rate,
dst_host_srv_rerror_rate

B nabopi nanux icHye Tak 3Banuii 42 mapameTp, KU MiCTUTh 1HGOPMAIIIIO TTPO
THUIIN aTakK:
— DOS
— Probing
— U2R
— R2L

DoS - mepexeBi aTaku, CIIpSIMOBaHI Ha CTBOPEHHS CUTYaIlii, KOJIM B aTAKOBaHIM
cucteMi BiIOyBaeThCs BIAMOBA B OOCIHyroByBaHHI. Taki aTaku XapaKTEpHU3YHOThCS
reHEepaIiel0 BEIUKOTO o0cary Tpadiky, 10 NPU3BOIUTH JO TNEPEBAHTAKCHHS Ta
0JIOKyBaHHs cepBepa. ICHye 1IiCTh TUITIB

DoS - arak: crivHa, 3eMJis, HENITYH, CTPYYOK, CMyp(, CIIb03a.

30HJ0Bl aTakuh CTOCYIOTbCS CKaHyBaHHS MEpPEKEBHX MOPTIB HAa HAsBHICTb
koH(pineHmitHoi 1Hpopmartii. IcHye wotupm Tunm artak Probe: ipsweep, nmap,
portsweep, satan.

Ataku  U2R  mnepenbayaroTb  OTpUMaHHS  MPUBLICIO  JIOKAJBHOTO
CyMepKOpUCTyBava (aaMiHICTpaTOpa MEPEXkKi) 3apeeCTpOBAaHUM KOpPUCTyBadeM. IcHye
yotupu tunu atrak U2R: buffer_overflow, loadmodule, perl, rootkit.

Ataku R2L xapakTtepu3yroThCa AOCTYIIOM HE3apEECTPOBAHOIO KOPUCTYyBaya 3
BijajgeHoro komm'rorepa. IcHye Bicim tumiB atak R2L: ftp_write, guess passwd,

imap, multihop, phf, wnueyn, warezclient, warezmaster.
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ATaka € KJacoM, KOXKeH 3 SIKMX BKJIIOYa€ B cede JOCTaTHhO KOHKPETHUX
npukiagiB. Tunmm aTak Ta Kiacu mpuBeaeHi B Tabmumi 3.4. Takox mi mapameTpu

CTBOPIOIOTH PSOK, MPUKIIAJ] SIKOTO 300paKeHO y TOAATKY A.

Tabnuys 3.4
Kaacu Ta npukiaaau TuniB atak B NSL-KDD
Tun ganux ATtpubyrtu
DoS Back, Land, Neptune, Pod, Smurf, Teardrop, Apache2, Udpstorm,
Processtable, Worm
Probe Satan, Ipsweep, Nmap, Portsweep, Mscan, Saint
R2L Guess_Password, Ftp_write, Imap, Phf, Multihop, Warezmaster,

Warezclient, Spy, Xlock, Xsnoop, Snmpguess, Snmpgetattack,
Httptunnel, Sendmail, Named

U2R Buffer_overflow, Loadmodule, Rootkit, Perl, Sglattack, Xterm, Ps

Bucnoeox 0o opyzozo po3oiny

Takum YWHOM, Ha CBHOTOIHINIHIA JI€Hb BHABICHHS MEPEKEBUX aTak
MEPETBOPIOETHCS HA CEPUO3HY MPOOIeMy, sika HE BUPIIIYETHCS JIMIIE TPATUIIHHUMU
MeToAaMH. Y HalOMMmk4oMy MalOyTHbOMY 10 BHpIIIEHHA 1€l 3aaadl OyAyThb
3alTydaTrcs TUIBKU IITYYHUW 1HTENEKT, IKUH Mae 0arato mepesar 00 MPUUHSTTS
pillieHHs 1 BUSIBIIEHHA aHOMajbHOro Tpadika. [lpu Takomy migxoji BaxJIHBY pOJib
OyZe BiAirpaBaTd HASIBHICTh KEPYHOUMX TPYI IIOJO0 KOHTPOJIO pIillIeHHA 3 OOKy
IHTEIICKTY.

3acToCcyBaHHS METOJIB HEHPOMEPEKEBUX TEXHOJOTIM 03BOJIIE CHUCTEMI
HABYATHUCS Ta MPUCTOCOBYBATUCS JI0 aHOMAJIi Yy MEpexXi, TAKUM YHMHOM, ITiIBUIIUTH
WMOBIPHICTh BUSIBJISTHHSI MEPEKEBUX aTaK.

JloCnPKEHO  CrOcOOM  BHSIBJIEHHSI MEPEXXEBHUX aTak 3a  JOMOMOTOIO
HEUPOMEPEIKEBUX TEXHOJOTIH.

[Ipoananizopano meronu DL, Ta BuOpaHuWii OJWH 3 HHUX JJIi HaBYaHHS
HEHPOHHOI MepeXi 100 BUSIBICHHS MEPEKEBUX aTaK.

[IpoananizoBaHo HaOip nanux mepexeBux arak NSL-KDD.
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PO3J1J1 3
PO3POEKA MOJEJII HEWPOHHOI MEPEXI JUUISI CHCTEMUA

BUABJIEHHA MEPEKEBUX ATAK

3.1 Peanizauin npozpammnozo Kooy 0. 30epicanns, popmamyeanus

Habopy oanux

Anroputm OyB Hamucanmii Ha python Tta mnporecroBanwii B OJIOKHOTI
Colaboratory. Ockinbky HaBYaHHS HEHPOHHOT MEPEXKIi 3aICKHE BiJl 00UHCITIOBAIBHOT
MNOTYKHOCTI MalluH OyJIO PO3IJIAHYTa MPOMO3UIT 010 KOPUCTYBaHHS OJOKHOTOM
Jupiter, sxwii po3mimienuii B cepsici Colab.

Jlns  MaHINy roBaHHS JaHUMHM Ta IXHBOTO aHamizy OyJio 1HCTaIbOBaHO
010J110TEKU:

— Tensorflow;
— Pandas;

-~ Numpe;

— Keras;

— Scikit-learn;
— Matplotlib.

st poboTu 3 HAOOPOM JaHUX MEpEKEeBl aTakd OyJI0 HAMMCAHO KOJ SIKH

IMIIOPTYBAB 111 JIaH1, TPUKJIa] KOJY:
self.train_path=kwargs.get(‘train_path’,'datasets/NSL/KDDTrain+.txt")
self.test_path=kwargs.get(‘test_path’, datasets/NSL/KDDTest%2B.txt")
[Ticns iMIopTyBaHHS 1aHUX OYJI0 MPOBEACHO (pOpMaTyBaHHS JaHHUX Ta
30epeKeHHS 1X:
self.df = pd.concat([self.df.drop(‘protocol_type', axis=1),
pd.get_dummies(self.df['protocol_type])], axis=1)
self.df = pd.concat([self.df.drop(‘service’, axis=1),
pd.get_dummies(self.df['service'])], axis=1)
self.df = pd.concat([self.df.drop(‘flag’, axis=1),

pd.get_dummies(self.df['flag"])], axis=1)
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test_df = self.df.iloc[train_indx:self.df.shape[0]]
test_df = shuffle(test_df,random_state=np.random.randint(0,100))
self.df = self.df[:train_indx]
self.df = shuffle(self.df,random_state=np.random.randint(0,100))
test_df.to_csv(self.formated_test path,sep=",",index=False)
Ta OKPCMO CTBOPHUJIU CITHUCOK 3 iCHYIOLII/IMI/I aTaKaMM 110 CTBOPHIIO TOYHIIIIE

HAaBYaTH HEMPOHHY MEPEKY.

3.2  Mooenv HeitponHnoi mepedici Ha 0CHOGI anzopummy 2inubookzo Q-

HaB4YA4AHHA

Cruparoynich Ha aHaji3 METOMIB BHUSBICHHS MEPEKEBHUX aTaK Ui CHCTEM
BUSIBJICHHS MEPEKEBUX aTaKk Ha OCHOBI HEHWPOMEpPEKEBUX TEXHOJOTIH Oyso
3aMpoONOHOBAHO MOoieNb Ha3Boro DQ-RL, sika peanizye kiacudikarop, 3aCHOBaHHUI Ha
teopii RL. ¥V pamkax RL, cepenoBumie iHpopmye areHra npo cTaH MEPEXi, a areHT
pearye BcepenuHi Mepexi. Lle ais BpemTi-pemrT cnpuyuHse 3MiHy CTaHy CeJIeKTopa.
BpaxoByroun 110 CTPYKTypy areHta, SKWAWA B3aEMOMIIOYM 3  CEJIEKTOPOM,
3aMpoONOHOBaHa MOJIENb 3a0e3Ieuye Taki Moaudikartii:

— 3MOJICJIbOBAHE CEPENIOBUINE, CTAaH SKOrO BiAMOBIJA€ BUIAJKOBUM BUOIpKaM,
B35ITUM 13 HA0OpY BTOPTHEHHS B MEPEXKY;

- are’HT peanizye KiacudikaTop, SKHH HaMaraerbcs Mepea0auuTH MITKY
BTOPTHEHHA 13 CTaHiB, TependadyeHnuX 3MOJEIbOBAHUM  HABKOJIMIIHE
CEepeIOBHIIIE;

- IMITOBaHE CEPEJOBHINE NMPUHOCUTHh PE3YJIbTATH BIATIOBIIHO JO MPaBUIBHHUX 1
HEIMpaBUJILHUX MPOTHO31B areHTa.

HoBa cTpykTypa, M03BOjsiE 3aCTOCOBYBaTH J00pe BimoMuil anroput™ RL
(amroput™ Q-HaBuaHHS) IS Kiacudikallii BTOPrHEHb 3a JTOTIOMOTO0 Ha0Opy JTaHHUX
MOTIEPETHBO 3aMMCAaHUX JTAHUX PO BTOPTHEHHS.

Anroput™m  0a3yeThcsi Ha MOWIYKY Hakkpamoi Q-(yHkiii nns aredra, a B
HaIoMy BUMAAKy i kiacudikaropa. Omninka Q-dyHKIII 3HAYEHHS IS KOXHOI

napuii cTaHy, Ile 3Ha4e HHSI  BIJANOBIJA€ CyMl BHHAropoja JJjisi JaHOTO CTaHy,
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BpPaxoBYyIOUM, 110 MU OepeMo MEBHI Mii, a MOTIM PyXaTHUCh BIEpEe] 3a MOTOYHOIO
noJiTUKOI0. BaxknuBum pesynbratoMm € Te, 1o Q-QyHKII0 MOXHa OOYHCIIOBATH
ITEPATUBHO 32 TAKUM BHPA30M:

Q(ScAr) <« Q(StAy) + alReyq + ymaxQ(Ser14c41) — Q(S:A)] 3.1

Hle St - motounwmii ctan, At - motouna mis, At + 1 - ne HactynHa nmis, Rt + 1
- HACTyIIHE 3HAYCHHS BWHATrOPOJIW, & — HAaBYaHHS CTaBKa 1 ¥ - KOeQIIieHT
JTUCKOHTYBaHHS, KU y I[bOMY BHIIQJKy BCTAHOBIIOETHCA OJM3BKUM JO HYJIA,
OCKUJIbKH CTaHU HE KOPEIIOITh MK COOOI0 (BOHM OTPUMYIOTHCS IIIIXOM BHUOIPKH
HaOOpy JaHUX, a HE B TOCIIJIOBHOMY TOPSAIKY), 1 TOMY HeMae HEoOXiTHOCTI
3anaM'aTOByBaTu alroputM. BuxopucrtoByBanu 3HaueHHs 1,0 ta 0,001 mna a ta y
BIJIITOBITHO.

Hna anpokcumariii Q-yHKIIi BHUKOPHCTOBYETHCS TOBHICTIO TIAKIIOYCHA
HetiponHna mepexka (NN). Bxigai gani quis miei NN € motounuii ctaH, SKui BiAIOBIIA€E
XapaKTEepPUCTHKaM, BUAUIEHUM 13 MideHoro Habopy aanux. Buxing NN nmpencraBmusie
bynkuiro Q, mus Habopy goctynmHux naid. Q-dyHKIS BIANOBIAAE TOMY, HACKUIBKU
no0pe 3I1HMCHIOEThCST NEBHA [l CydacHOro crtaHy. OnucaHud ajaroputM riuOOKOi
mepexi QQ (DQN), 3a sxum ciigye anmroputM DQN. Mojgens He 3aCTOCOBYE BUpa3 y
(1) nnst onoBnenHsa GyHKIiT Q, a BUKOPUCTOBYE OCHOBI (DYHKINIT KBaAPATUYHUX BTPAT:

(Res1 + ymaxQ(Sep14¢41) — Q(S:A)? 3.2

CrpykTypa, sika BUIUIMBA€ 3 BHILE3a3HAUYECHUX NPUMILICHb, 3aCHOBAaHAa Ha
anmroput™Mi Deep Q-Network, 3abe3neuye xopomri pe3ynbTatu BusiBieHHS. OHaK,
BpPaxoOBYIOUM He30aTaHCOBaHUI XxapakTep HAOOpy AaHuX Oyia 3MiHEHa OpUTIHAJIbHA
CTPYKTYpa, 100 3a0€3MeYNTH HABKOJIMIIIHE CEPEOBUIIEC PO3YMHOIO MOBEIHKOIO KPIM
BUIAJIKOBOI BUOIpKM HaOOpy naHux. Ll 3MiHa [03BOJIs€ BUPIIUTH MPOOIEMy
He30aIaHCOBAaHOTO HA0OPY JaHKX 3a JOTIOMOTOI0 MOJIETI, sIka BUKOHYE TMHAMIUHY Ta
IHTEJIEKTyalIbHY NepeIUCKpEeTH3aIlil0 Habopy JaHUX MiJ Yac HaBYaHHS.

VY moneni DQ-RL 101aTk0BO BUKOPUCTOBYETHCS MIAKPIIICHHS IO CEPEAOBUIIIE.
OOwuBa areHTH, CeJIEKTOp Ta KiacudikaTop areHT, HaBYarThCA MapaiesbHO O0UIBA 3
BukopucranuaMm DQN. [lis (Buxin) arenra knacudikatopa Oyzae nepeadadyeHHs THUITY

BTOPTHEHHS /111 BUOIPKHU HA0Opy TaHuX (BX1M), a Jis areHTa cepeioBuIIa Oyae KIIacoM
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aTaku, Akl OyIyTh BUKOPUCTAHI JIJIsl CTBOPEHHS HOBUX 3pa3KiB y MpoLeci HaBYAHHS.
OTxe, HaBITh KOJIM OOWIBAa areHTH MAlOTh CXOXY CTPYKTYpY, OCHOBHMI areHT
BUCTYNAE B poJIi KiIacuikaTopa, a areHT HaBKOJIUIITHBOTO CEPEIOBHUILIA - SIK CETIEKTOP
aTak, Akl OyayTh BHKOPMCTaHI B HACTYIIHOMY payHAl HaBuaHHS. [[Ba areHTu
MPaIOI0Th y 3MarajbHii MOJIeNIl HA OCHOBI OTPUMAHUX PE3YJIbTaT, 3alpPONOHOBAHUX
(OCHOBHOMY) areHry, siki 0OEpHEHI1 /I areHT HaBKOJIMIIHBOTO cepenoBHINa. Takum
YUHOM, areHT CEPEOBUIIA CIIPOOy€E CIPSIMYBATH TEHEPAIIIO 3pa3KiB Ha 301IBIICHHS
MOMWJIOK areHTOM Kilacudikaropa, 3MYUIYIOUM KJIacH(pIKaTOp 30CEpeauTHCS Ha
HaWCKIIQTHIIINX 3pa3Kax.

3a 10MOMOT 010 I[1I€T OCHOBU HOBA MO/IENb F€HEPYE O1IbII 30a71aHCOBaHy BUOIPKY
JTAaHUX, BUPOOJISIIOUM BUOIPKH, B AKUX KilacudikaTop He mpairoe yactime. [{e moxe
OyTH OB’ A3aHO 3 HU3bKOIO YAaCTOTOIO MOSIBU Y HABYAIIbHOMY Ha0O0p1 a00 TPy IHOILIAMH
nepeaoaYeHHs ISl IeIKUX eroX. Y Cl MO3UTHUBHI pe3yJIbTaTH i Ki1acudikaTopa Oyie
IpONOpLIOHAIbHA HETaTUBHUMU JJIsl CeNIeKTOpa. TakuM 4YMHOM HEWpOHa Mepexka
TI3HAETHCS, B AKUX KJ1acu(iKaTop HalyacTille 3a3Ha€ HEB/AY 1 3 IEBHOIO WMOBIPHICTIO
30UIBIIYyE€ YacTOTy LMX 3paskiB. s 1mporo BUKOpHUCTaHO ABI pi3HI Q-dyHKIIIT:
(ynkuiro (Qg(s,q)), BIANOBINaNbHY 32 ONTUMI3aLii0 KIacu(ikaTopa, Ta iHury OyHKIis
(Qe(s,a)) s onTuMisalii cenexropa. OOUBI PyHKIIT MOCHIAIOTLCSA HA OJIMH 1 TOM Xke

MIPUHIIAIT TOTO, HACKUIBKH J0Ope MIsTH MeBHUM CTaH, aje KUIbKICTh PO3TIISHYTHX 1M
Moske OyTH pi3HOW. Y 11boMy BuTaAKy st Habopy nanux NSL-KDD Q-dyskiis ais
onTHMi3allis Kiacudikaropa mae Habip aiki (A, € [0 — 4]), o BiAmoBigae KiabKOCTI
KJjaciB kiacudikaropa. 3 iHmoro 6oky, Q-QyHkIis, BiAMOBIIadbHA 32 ONTUMIZAIIIO
cepelioBUIIa, Ma€ MEBHUN HaAOIp i 110 BIAMNOBIAA€ KOKHOMY 3 MOXJIMBUX aTak y
HaOOp1 JaHUX HaBUAHHS 1 TECTY

[TomiTuka, siKa TOTPUMYETHCS MPOTATOM HABYAHHS, BIANOBIAA€ 3MEHILEHHIO
NOTPIOHOCTI 10 ENCUJIOHY, TaK IO aTaka CHOYaTKy € BUCOKOI Ta 3MEHILIEHOIO IO
3HAYCHHIO emi301y. MU po3risgaeMo emi30/1 SK HaBYaIbHHH UK 0 BChbOMY HabOpy
JaHUX, B JJAHOMY BHWIIQJKy 3BHYAafHUM HOMIHAJIOM €mi30ay € emoxa. | areHr, i

OTOYEHHS OOMpaloTh CBOi Aii, BPaXOBYIOUM CBOIO MOJITUKY. JlJi1 MakCHMaiabHOTO
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BUSIBJICHHS aTaK HUKHS MEXa TICUJIONY Ui Kiacudikaropa mojiTuka Oyae HU3bKOIO,

TOJI SIK HUKHST MEXa CEJICKTOpa MOJIITUKHU Oy7ie BCTAHOBJICHA SIK TileprapaMeTp.
Mertona, KUl TOTPUMYETHCS TPOTATOM YChOT'O TPEHIHTY, BIATIOBIIa€ HACTYMHIN

MOCIT1JOBHOCTI:

— dbynkmii Q Ha cepeloBHINA Ta areHTH Kiacudikaropa IHIINATI3ZYIOTbCA 0
BUIAJKOBOr0 3HaueHHsA. KpiM TOro, moyaTKkoBUM S, OOpaHHUIl BUIIaJKOBUM
YUHOM JUTIsI BCIX CTaHIB B HaOOp1 maHuX, MO0 mojaTH (QYHKIO 1 OTpUMATH
3HAYEHHs J1i A1 BOT0 CcTaHy. BaxkiMBO mam’siTaTH 1IO CTaH € BHOIPKOIO 3
Ha0OpPy JaHUX;

- cepenoBuille BUOMpae Mi0 aet (SIPJIMK MPO BTOPTHEHHS), BUXOASYMU 3 HOTO
MOJIITUKYU Ta Cy4YaCHUM CTaH.

- CepeloBUILE BUOMpPAE MOTOYHHUI CTaH BUIAJKOBUM YMHOM 13 HA0Opy AaHUX St,
Jisl IKOT'O BIAIMOBIAA€ Tiki BHOpaHMII cepeloBHUIEM, IMO3HaYeHH K S (aet) y
tabymiti I, e HaBeeHa mapa MiTOK O3HaK (St, aet)

— BpPaxoBYIOUM BUOpaHUM CTaH CEJIEKTOP aTaK HaMaraeThCsl KiIacu(iKyBaTH IIeH
CTaH Ha OCHOBI BJIACHOT MOJIITUKY Ta MpU3HAYa€ Horo a0 Aii (act).

— nisg: act (ApAUK BTOPTHEHHS) HAJCUJIAE€THCS B HABKOJIMIIHE CEPEOBUILE 1
MOPIBHIOETBCA 3 SPJIMKOM HA3eMHOI ICTHHH, SKIO OOHMJBa OJHAKOBI, TO
npaBWibHa Kiacudikalis Ja€ TMO3UTUBHUN pe3yJIbTaT areHTy, a SKII0 BOHU
pI3H1 MO3UTUBHA BUHAropoa Oyze nis kiacudikaropa.

HoBuii ctan 3amaeTscsi CeIEKTOpoOM, SIK y TumoBoMmy anroputmi DQN, 1o
0a3yeTbcst Ha (DyHKIII 3HAUEHHS [1i, TOOTO HAJal0Yu HACTYIIHY Mapy MITOK 00’ €KTIB

(st + 1,aet + 1).

3 pe3ynbTaTiB OTPUMAHUX 3HAY€Hb, (PYHKI(IS MOJITUKH K KIacudikaTop, Tak i
CEJICKTOP OHOBJIFOIOTHCS BIAMOBIAHO 10 TpaBuii oHOBIeHHS DQN .

3acTtocoBaHa (YHKISE 3 pe3yJbTaTiB, KIACUPIKYETbCS SIK HOPMaJbHUM
pesynbrar 1/0 31 3HaueHHsSM +1 3a MO3UTHUBHHM pe3yibTaT Ta 0 3a HETaTWBHHMA
pe3ynbTaT. Ha nogatok 1o pesynbrary 1/0 Oynu nepeBipeHi iHI GyHKIII pe3ynbTary,
30kpeMa,  (PYHKIII  TepexpecHoi  eHTpomii Ta  KAaTerOpUYHUN  MIApHIP

BUKOPHUCTOBYBAJIUCH JIJIS OI[IHKM BIICTaH1 MiX mepeadauyBaHUMHU JiIMU Ta MITKaMH,
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MOB’SI3YIOUYHM ITI0 BIJICTaHb 13 pe3yjbTaTaMu (KOPOTIIA BIJCTaHb JOPIBHIOE OUIBIIIN
BuHaroponi). llle ogna dbyHKIiS - HamTaHHS PI3HOI BUHATOPOIU BIAMOBITHO 10 THITY
ataku. Hapemri Oyno oOpano HaimpocTtimmii pesynbTaT 1/0 3aBOsKy  Kpariii
e(eKTHUBHOCTI.
Kpoku anroputMy, 1Mo BIAXWISIIOTBCS BiJ 3BUYaiiHOro anroputmy DQN. Lli
JI0JIATKOB1 KPOKHU JAI0Th MOXKJIMBICTh HABYUTH CEJIEKTOPA 13 3MarajibHOIO CTPaTETIEl0.
Anroputm nia DQ-RL:
— [aimanizyBatu Q. (s, act) JOBUIBHO;
— [aimanizyBatu Q. (s, act) DOBUIBHO;
- [loBroput I8 KOXHOTO emizoAy: IHimiami3yBaTH 3HAYEHHsS CTaHy
Sp =BUIAJKOBa BUOIpKa (HAOIp JIaHUX )
- BubOpatu mnouaTkoBy Jil0 cepenoBuilla aet BHUKOPUCTOBYIOYM MOJITHUKY,
noximHy Big Q. (s, act)
- 3aMiHuTH St, Ha BUMNaikoBa BUOipKky (S(aet)), ae S - 1ie Bl 3pa3ku, MapKyBaHHS
SIKUX aet.
[ToBTOpUTH (111 KOKHOTO YacoBOTo Kpoky, t — 0 mo N):
Bubpatu niro arenra act BUKOPUCTOBYIOUH MOJITUKY, MOX1AHY Bil Q¢ (St, act)
3pobutu kpok RL mis otpumanns (rct, ret, st + 1):
OTpuMartu BUHAropoay Jijii OCHOBHOI'O areHTa Ta celieKTopa: rct, ret
Bubpatu nito HacTynmHoro cepenoBuila aet + 1 BUKOPUCTOBYIOYM MOJITHUKY,
noxinny Bix Qe (st, aet) 3aminutu st + 1, BuUKopuctoBytouu: st + 1 = Bumajakona
BuOipka (S (aet + 1)),ne S (aet + 1)) ue Bci 3pa3ku, MiTKa sikux aet + 1.
OnoBneHHst GyHKLIT Q:
Bukopucratu rpagieHTHU# ciiyck Ha ¢yHKIi0 BTpat (3.3), 3aaaHy:
(ret + y Makcaet + 1Qe (st + 1,aet + 1) — Qe (st,aet))"2 3.3
Bukopucratu rpagieHTHUH ciiyck Ha ¢yHKIi0 BTpat (3.4), 3a1aHy:
(rct + ymakcact + 1Qc (st + 1,aet + 1) — Qc (st,act))"2 3.4
B ocratounomy anroputmi, peanmizoBaHomy AE-RL, momano Tpu momatkoBi

YTOUYHCHHS A0 MPEACTABJICHOTO AJIA ITPOCTOTH:
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— OcraTtounuii anroput™, peanizoBanuii DQ-RL, 6asyerscs Ha DDQN, sikwmii €
BapianToM DQN 13 BHKOPHUCTAHHSIM JBOX OKPEMHUX MEpExi sl BHOOpPY Ta
OLIIHKHU Aii.

— ®dakTthyHa (QYHKIS BTpAT, sIka BUKOPUCTOBYETHCA JJIA MiATOTOBKH areHTIB,
0a3yeTncs Ha BTpaTi ['y0Oepa, sika € moA10HO 10 KBaApaTUYHUX BTPAT 0 IOPOTY
Ta JIHIMHUX 32 UMM 3HAaYeHHAM. 3aBAaHHsAM BTpaTu ['yOepa € 3MeHIIEHHS
3HA4Y€Hb IPAIIEHTH, K1 MOKYTh 3a3HATH XaOTUYHOI MOBEIIHKH.

— OcCkinbKkM 1ICHY€ JBa areHTH, peaji3oBaHi JBOMa pI3HUMHU HEHPOHHUMU
MepeXaMH, 3aCTOCOBYIOTbCS NIB1 crpaterii. OOuIBI Mepexi 3 BHUCOKHUM 3Ha
YEHHSIM ETICUJIOHY, SIKE M1l Yac TPEHYBaHb 3BOJUTHCS A0 (piHamy 3HaueHHs 0,8
115t mepexi cepenoruia ta 0,01 ns mepexi kinacudikaropa. Maroun BUCOKY
LIHHICTh €NCWJIOHY U HaBKOJUIIHBOI'O CEPElOBHUINA (AaKTHBHA PO3BIIKA) €
BaYXJIMBOIO JUISI TOCSITHEHHS XOPOIINX Pe3yIbTATiB.

Ha manionky 3.1 moka3yroTbCs €I€MEHTH, IO IHTErPYIOTh alrOPUTM, 1 TeE, SIK

CEpeJIOBUILIE Ji€ Ha TICEBAO areHT, SIKUW Mpalloe B 3MarajbHOMYy PEeXUMI I10A0

OCHOBHOTO areHTa (HUXKHS YacTUHA JiarpaMH), 1o 1 € kiaacudikarop.

a )

Cepenosnie RL

baza paunx
aTaK

a &

N\ s
Areur
ac, (Kinacndikarop) e

3.1 IligcuieHHS HABYAJBLHOI B3a€cMO/il Mi’K areHTOM Ta HOro NMoCHJIeHUM

HaBYaHHAM.

52



Ha mamonky 3.1 mpezacraBnenuil BUJ Ha BUCOKOMY piBHI anroputmy DQRL,
JeTaNbHIIIE TOJaHO Ha MATIOHKY 3.2, sikuil TpadiuyHo 300paxye PpyHKIIOHAT OJIOKH 1
eTamn. TakoX BiJOKpemJieHa poOOTa ajaropuTMy Ha eTanmax HaBYaHHS Ta
IPOrHO3yBaHHs. BepXxHs yacTuHA NpECTaBIsI€ €Tal HaBYaHHS, Je OJIOKHU 31 371erKa
XKOBTHM (OHOM TOB's3aHI 3 (YHKIIOHYBaHHS HaBKOJMIIHLOTO cepenoBuina. Ha
JiarpaMi MOKa3aHO TIOTOYHY OIEpaIliio Ta S, SBISIE COOOI MOYATKOBI YMOBH, /€
MOYATKOBUI CTaH OepeThCs BUIMAIKOBUM YWHOM 13 Habopy manux. Eram
NPOTHO3YBaHHs (HWKHS dYacTWHA) 0a3yeTbCcs BUKIIOYHO HAa BXKE HABUYCHOMY
kiacudikaTopi areHT. | cenekrop, 1 areHTH Kiacudikatopa 0a3yrOTbCS Ha JIyxKe

IIPOCTHUX HGﬁpOHHHX MCPCIKaX, JAK IIOKa3aHO Ha MAJIIOHKY 3.3.

Cepenosuune

AQ.(s¢. ae,)

¥

ap, = ATARH

4
.| (Environment)

a,,

Q - pynknis

v . ¢
. Sige) 3 dpasiu (Cenexrop Arenra)
Pejyanram
Basa s = HABYAHNA
LIS TPEHYBANE "':::'i"
* : - ’
5p = BIADIp NPOBHAX AAHNX Q- lb_\'HK'IliSI

t e+l (Knacudixarop
Arenra)

Arent ag, =
(Kaacipikarop)

~

AQ(se.ac,)

basa
LIS IeCIynan,

& Arent Mitka incrpyxuiit
. g a p
_ o [Kaacnpikaop) | ¢ nepeadanena
Ipodni pani

3.2 lerani anropurmy DRL 1151 eTaniB HaB4YaHHSA Ta IPOrHO3YBAHHSA

Ha mamionky 3.3 neMoHCTpye TpadiuHy apXiTeKTypy, Ha sIKid B1IOOpa’keHO
aTaKkyloyui areHT (CeneKkTop) 1 3axucHui areHT (kiacudikarop). B 006ox Bumagkax
apxITEKTypa CKJIaIa€ThCs 3 TIPOCTOT HETITMOOKOI HEHpPOHHOI Mepexi 3 1 abo 3 mapis
ta 100 oguHusaMu Ha map. [IpoctoTa 1i€i apxiTekTypH 3a0e3neuye KOHKYpYUHri yac
BIIYKY, TOJI SK HaByYajJbHE HAaBYaHHS 3 MIAKPIMIEHHAM ONTHUMAalIbHO

MIPUCTOCOBYETHCS Baru Ta ymnepeeHHs. Ha nboMy prucyHKY MOXHa 3p03yMITH, IO 1
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HaNaJHUK, 1 3aXMCHUK MaroTh BHOIPKY Ha BXijA, ane BUPOOJISE€ DPi3HI pe3yibTaTd
3aJIeKHO BiJ Mepexki. s 3aXMCHUKA BUX1]] € POTHO30M Kjlaca BTOPTHEHHS (OJuH 13
5). Jlnsg 3MOBMHUCHHMKA pe3yiapTaT - 1€ OaHa 3 23 MOXKIMBHX aTak, ska Oyne
BUKOpHWCTaHa i1 BHOOPY BHUITAIKOBOI BUOIPKM IO BIJAIMOBINA€E i BUXIIHIN artaii
(omHa 3 23). OTxe, HEMpOHHA MEpeska JIsl 3aXUCHOTO areHTa peani3ye Kiacudikarop,
alle HEWMpOHHA Mepeka s aTaKylouoro areHra He MOXKE pO3TJBIIaTHUCS SIK

KIacudikaTop, a sk TeHepaTop KJIaciB aTak.

Baianui Mpixonaunn Buximnin Byl 1 npasonannii 2 ppasosannii 3 npusonannii  Buxiwnii
map wap map map map map wap map

1 1

V; S ) &
2

@ Normal _i?v @ .:1,

. 3 Narms
8 oy ‘

) 4 DoS
= - .
(3] Land & ) @

. 5 Probe
(’{’3) Neptune r“;’)\ f@. ;’gj

¢ 6 R2L
5 2 - -
& & @ &

! 7 U2R
Foy ’ 7 iy &
o] Xterm :‘,@ ‘S.g,j R’-{?/

A - 3 - -

8 :
5 - @ e GER
bt : ® @ &

100 100 100 100
122 122

3.3 ApxiTeKTypa HEHPOHHOI Mepe:Ki VISl ATAKYIO4Y0I0 areHTa

(cepenoBuina) 3;1iBa Ta 3axucHUKA (Ki1acudikaTopa) npaBopyu.

Mamtonky 3.4 moka3zye €BOJIIOII0 po3noAury (TiCTOrpamu) arak, IIno
TeHEePYIOThCS aTaAKyIOUUM areHTOM MiJl 4Yac TPEHyBaHb y PI3HUX ernoxax (HaBYaJbHI
iTepartii) ana Habopy manux NSL-KDD. INicrorpamu moka3yroTs juiine 23 MOKIUBI
aTaku 1Jist Habopy MaHux TpeHyBaHb. CriouaTtky (0 enox) cepeioBuIIe 3/11MCHIOE aTaKH
BUITAJIKOBUM YWHOM. [IpOAOBKyIOUM HaBYaHHS, CEJIICKTOP HABYAETHCS 1 HAJCHIIAE
aTaku, 110 MAaKCUMI3YIOTh HOTO pe3yJbTaTH, 1110 3MIHIOETHCS 3 4acoM. YacToTa pi3HHX
KJIaCiB aTaKye 3MiHU CTOXaCTUYHHUM CIIOCOOOM, ajie BiH JAEMOHCTPYE TEHACHIIIIO 0
301TBIIICHHST BOXKJIMBOCTI KIJIBKOX aTak: caTtaHa, ipsweep ta warezclient, smeHinyo4u
Py [bOMY BXKIUBICTh HOpMalIbHOTO pyxXy. CamMe Taky MOBEIIHKY MH XOYEeMO

criocTepiraTd B JAMHAMIYHMMA (1HTEJNEKTyaJbHUW) alNroOpuTM, SKUH HaMaraeThCs
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KOMIIEHCYBAaTH HABYAHHA YIMEPEIKEHOCTI, CIIPUYMHEHE He30alaHCOBaHUM HabOpOM

JTaHUX.

Mormal Dos  Probe R2L Mormal Dos Probe R2L Normal Dos  Probe R2ZL
0 epoch 10 epoch 20 epoch

Mormal Dos  Probe R2L Mormal Dos  Probe RIL Mormal Dos  Probe R2L
30 epoch 40 epoch 60 epoch

25 1

20 1

0- 0-
Mormal Dos  Probe  R2L Mormal Dos  Probe R2L

o4
Mormal Dos  Probe R2L
70 epoch B0 epoch S0 epoch

3.4 EBoutoniist po3noaisty aTak, o reHepylThes aTAKyIO4YUM areHToM

(cepenoBuIemM) mix yac HaBuanHs (Ha6ip ganmx NSL-KDD).

[TopiBHSHHA YacTOT THUMIB aTak, Kl NPUCYTHI y HAOOpl JaHWUX HaBYAJIbHOI
porpamu, 3 pO3MOJILT aTaK, MOPOIKEHUX areHToM cepenosuia DQ-RL Ha mamoHKy
3.4 1le mopiBHSHHS Aa€ YiTKE YSBJICHHS MOTJIS HA TE, K IHTEJICKTyalIbHE CEPEIOBUIIIC
aKTUBHO 3MIHIOE He30allaHCOBaHE PO3MOUT 3pa3KiB IS MOJIMIIEHHS Kiacudikarii

pe3ynbTaTH.
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3.3  Pesynvmamu epexmusnocmi mooei 6UA6IEHHIA MEPEIHCEBUX

amak

3aranbHUN pe3ysbTaT BUSABJICHHS aTak, BimoOpaxkeHo Ha puc 3.5. BiH mokasye
TOYHICTh BMSBJICHHS aTaKk HEHPOHHOI MEpeXi, 3arajibHa KUIBKICTh aTak sika Oyna
npoBeJieHa Ha Mepexy. Takok MOTpiOHO pO3yMiTH, IO PE3yNbTAaTH 3ajekaThb Bij
KUTBKOCTI €TI0X HaBYaHb, sIKi OyJIM TPOBEICHI 3 HEIO.

Total reward: 18416 | Number of samples: 22544 | Accuracy = 81.69%
Estimated Correct Total Fl_score

normal 11243 9243 9712 B88.2176
DoSs 6928 6348 7458 B88.3816
Probe 2163 1794 2421 78,2723
R2L 1779 cog 2753 43,8803
U2R 4349 41 286 12,8326

3.5 3araabHuii pe3yJbTaT BUSIBJICHHS aTaK

Ha mamntonky 3.6 Bi100pa>keHO MOKa3HUKU €()EeKTUBHOCTI JIAHUX TECTY.

Performance measures on Test data
Accuracy = 8.818%

F1 = @.8187
Precision score = 8.8155
recall score = 8.816%

Normalized confusion matrix
[[@.95 B.81 @.82 8.81 @.91]
[2.85 B.85 8.82 8.828 8.81]
[2.86 B.1 8.74 8.86 8.84]
[@.51 B.@6 8. 8.36 8.87]
[8.4 ©8.22 8.1 ©.89 8.2 1]
<Figure size #432x288 with 8 Axes>

Mormalized confusion matrix

normal 001

08

DoS 0.01

06

Probe 0.04

-0

Tue label

RIL 0.07

Foz

uzR { 040 022 010 009 020

& & A %
aﬁp o ¢ﬁ% o ¥
Predicted label
3.6 E¢dexTHBHOCTI JaHUX TeCTy
Kpim Toro, mporso3yBaHHs Ta 4ac TPEHYBaHb € BaXIHBUMU 1 [DS, ockiibku
TpadiK MOCTIMHO 3MIHIOETHCS. METPHUKA MPOTHO3YBAHHS MOKa3aHa Ha MaIOHOK 3.7.
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Mopnens 3abe3neuye BIIMIHHI pe3yjibTaTH, HE3HAYHO 30UIBLIYIOUM KIUIBKICTh
MOMWJIKOBUX CIIPAllbOByBaHb Ta OJHOYACHO 3HAYHO 3MEHIIYIOYHM ITOMHUJIKOBI
HEeraTHBHI HACIIJIKK € KpaiuM y cuieHapii IDS. [Tokazano Bucoki 3HaueHHst MeTpuk F1
(> 0,88) Ta Tounocti (> 0,97) m1sg MITOK, SKI HE € HaJI3BUYallHO He30aIaHCOBAaHUMH.

One vs All metrics:
nams acc f1 pre rec

8 normal ©.8%94281 ©.882176 8.822112 @.9517a9
1 Dos 8.02539 B.383816 8.917341 @.851167
2 R2ZL ©.886799 0.436803 @.556492 @.350688
3 Probe 8.05582 B.782723 @.820484 @.741815
4 U2R  @.975293 ©.128326 @.8933841 @.285

3.7 3Ha4yeHHsA METPUK TOYHOCTI BUSIBJICHHSI KaTeropii arak
Ha wmamoHok 3.8 B1100pa)karoThbCsl PE3YJNbTUTH MPABUIBHOCTI BHSBJICHHS
MEpEeXeBUX aTak y TpadiuHoMy aiama3oHi. 3elIeHUM B1IOOPaKEHO MPaBUIBHICTD

OIIIHKHU BUSIBJICHHS aTaK, YePBHOMM — ITOMUJIKOBI CHPAIIOBAHHS, & CHHIM — MO3UTHUBHI

CIIparOBaHHA.
B Correct estimated
Bl False negative
8000 B False positive
6000
4000
2000
0 i

R2L

normal
DoS
Probe

3.8 Pe3ysabTraTu NpaBU/IBLHOCTI HEHPOHHOI MepeKi BUABJICHHS MepeKeBUX
aTrak.

BiamiHHI pe3yabTaTH 1OAO OLIHKK MPAaBWJIBHOCTI Ta MOMUJIKOBUX BHSBJICHBb
aTaKk Ha OCHOB1 HEHpOHHOI Mepexi. [l moKpallleHHsI BUSABICHHS aTak HEMPOHHOIO

MEpEeXero MOTPIOHO 3MIHUTH KUIBKICTh €M0X HaBYaHHS, a/pKe HaBYaHHS TPUBAJO 31
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100 enox. ToMy BUIIMBAE, 110 3 301IBIIEHHSAM KUIBKOCTI €11I0X HABYaHHS HEMPOHHOI

Mepexki 3a Q-aIropuTMOM, TO SKICTh 1 TOUHICTB Oy 30UTbIITYBaTHCS.

Bucnoeok 00 mpemuvozo po3oiny
B nanomy po3mini Oyino 3anporioHOBaHO MOJIeNIb HEHPOHHOT MEepeKi Ha OCHOBI

Metoaxy DQN 3 migkpirieHHSIM.

OnucaHo OCHOBHI Al IIOJI0 HABYAaHHS HEUPOHHOI Mepexi. BxinHi nani Oynu
otpumai 3 Habopy KDD, sikuit MicTUTh 00p00JICH1 BIIOMOCTI y BUTJISI/II MacUBIB 3 42
KITFOUOBUX 3HAYECHb.

JU1st TeCTyBaHHSI HEUPOHHOI MepeKl OyJIO0 CTBOPEHO MATPHUIIF0 HETOYHOCTI, sKa
MOpiBHIOBAJIA ITOYATKOBI JIaH1 Ta Ha BUXO/I 1 BijoOpaXkaeThes y rpadikax.

Hanuiit meton DL moka3aB BHUCOKI pe3ysibTaTd 10A0 TOyHOCTI 3a 100 emox
HABYaHHS Ta SKa, Y MOJAIbIIOMY, MOKE BUKOPUCTOBYBATUCS Y CUCTEMaX BUSBIICHHS
MepeXeBUX aTak. [ mokparieHHs] BUSBICHHS aTaK HEHPOHHOI0 MEPEKEI0 MOTPIOHO
3MIHUTHU 1TEpAIlil0 €M0X HaBYaHHs, aJKe HaB4yaHHs TpuBayo 31 100 emox 1 31. Tomy
BUIUIMBAE, 110 13 301IBIIEHHSIM KUIBKOCTI €MOX HaBYaHHS HEHPOHHOI Mepexki 3a -

ITOPUTMOM, TO AKICTb 1 TOUHICTh Oyie 30uThIIyBaTHCA. DQ
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BUCHOBKH

Y naniii kBamiikamiitHiii po6oTi Oyn0 pPO3TISHYTO METOAU BHUSBICHHS
aHOMaJlii Ha OCHOBI HEHpPOMEPE)KEBUX TEXHOJOTIH Uil BUKOPUCTAHHS Yy CHCTEMax
BUSIBJICHHSI MEPEKEBHX aTaK.

Y pesynbTaTi BUKOHAHHS KBami(ikamiifHOI poOOTH BUILIMBAIOTH HACTYIIHI
BUCHOBKH:

Mo-Tepile MpOoaHaTi30BaHO, SKI ICHYIOTh MEPEXKEBl aTakh 3a XapaKTepoM
BIUIMBY, METOIO BIUIMBY, IMOYATKy 3A1ACHEHHS, HAsBHICTIO 3BOPOTHOTO 3B S3KY,
po3TalllyBaHHS aTaKylo4yoro Ta 3a piBHeM Mojieinl OS], Ha sskoMy 311CHIOETHCSI BILJIUB.

Mo-ZIpyre, B poOOTI BABHAYEHO OCHOBHI HEUPOMEPEKEB] TEXHOJIOT11, 3p00JIEHO

aHaJ13 ICHyFOUHX METO/IB INTMOOKOT0 HaBUaHHS Ta JACTaIbHO ONMMCAaHUN HaOIp JaHUX
NSL-KDD.

[O-TPETE, Peasli30BaHO MOJIETb HEHPOHHOI MEPEXI sIKa BUSBIISIE MEPEIKEB1 aTaKU
Ta sIKa MOK€ OyTH BIIPOBAKEHA B CUCTEMU BUSBIICHHS MEPEKEBUX aTaK.

VY uimomy, Mera kBamji(ikaliiHOi poOOTH JAOCATHYTA, & OTPUMaHI Pe3ybTaTH
MOXXYTb OyTH BUKOPHCTAaHHI JJisi BIPOBA/PKCHHS CUCTEM BHSBICHHS aTaK SK Y

MepeXax CIeliaJbHOTr0 NPU3HAYEHHS, TaK 1 B UUBUIBHUX MEpexXax.
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JOLATOK A. ITPUKJVIAL JAHUX NSL KDD

@relation 'KDDTrain-20Percent'

@attribute 'protocol_type' {'tcp’,'udp’, ‘icmp'}

@attribute 'service' {'aol', 'auth’, 'bgp’, 'courier’, ‘csnet_ns', 'ctf', ‘daytime’, ‘discard’, ‘domain’,
‘domain_u', 'echo’, 'eco_i'", 'ecr_1i', 'efs’, 'exec', 'finger', 'ftp’, 'ftp_data’, ‘gopher’, 'harvest’, 'hostnames’,
‘http’, 'http_2784", 'http_443', 'http_8001', 'imap4', 'IRC', 'iso_tsap', 'klogin’, 'kshell’, 'ldap’, 'link’,
login’, 'mtp’, 'name’, 'netbios_dgm’, 'netbios_ns', 'netbios_ssn', 'netstat’, 'nnsp’, 'nntp’, 'ntp_u', ‘other’,
'‘om_dump’, 'pop_2', 'pop_3', 'printer’, ‘private’, red_i', 'remote_job', 'rje’, 'shell’, 'smtp’, 'sql_net', 'ssh’,
'sunrpc’, 'supdup’, 'systat’, 'telnet’, ‘tftp_u', 'tim_i', ‘time’, 'urh_i', 'urp_i', 'uucp’, 'uucp_path’, 'vmnet',
‘whois', "X11','Z39 50}

@attribute 'flag' { 'OTH', 'REJ', 'RSTO', 'RSTOSO', 'RSTR', 'S0', 'S1', 'S2', 'S3', 'SF', 'SH'}

@attribute 'src_bytes' real

@attribute 'dst_bytes' real

@attribute 'land’ {'0", '1'}

@attribute 'wrong_fragment' real

@attribute 'urgent' real

@attribute 'hot' real

@attribute 'num_failed_logins' real

@attribute 'logged_in' {'0', '1'}

@attribute 'num_compromised' real

@attribute 'root_shell' real

@attribute 'su_attempted' real

@attribute 'num_root' real

@attribute 'num_file_creations' real

@attribute 'num_shells' real

@attribute 'num_access_files' real

@attribute 'num_outbound_cmds' real

@attribute 'is_host_login' {'0', '1'}

@attribute 'is_guest_login' {0, '1'}

@attribute 'count’ real

@attribute 'srv_count' real

@attribute 'serror_rate' real

@attribute 'srv_serror_rate' real

@attribute 'rerror_rate' real

@attribute 'srv_rerror_rate' real

@attribute 'same_srv_rate' real

@attribute 'diff_srv_rate' real

@attribute 'srv_diff _host_rate' real

@attribute 'dst_host_count' real

@attribute 'dst_host_srv_count' real

@attribute 'dst_host_same_srv_rate' real

@attribute 'dst_host_diff srv_rate' real

@attribute 'dst_host_same_src_port_rate' real

@attribute 'dst_host_srv_diff _host_rate' real

@attribute 'dst_host_serror_rate' real

@attribute 'dst_host_srv_serror_rate' real

@attribute 'dst_host_rerror_rate' real

@attribute 'dst_host_srv_rerror_rate' real

@attribute ‘class' {'normal’, 'anomaly'}

@data
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0,tcp, ftp_data,SF,491,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,
150,25,0.17,0.03,0.17,0.00,0.00,0.00,0.05,0.00,normal
0,udp,other,SF,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,13,1,0.00,0.00,0.00,0.00,0.08,0.15,0.00,2
55,1,0.00,0.60,0.88,0.00,0.00,0.00,0.00,0.00,normal
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,123,6,1.00,1.00,0.00,0.00,0.05,0.07,0.00,2
55,26,0.10,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,http,SF,232,8153,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,5,5,0.20,0.20,0.00,0.00,1.00,0.00,0.00,
30,255,1.00,0.00,0.03,0.04,0.03,0.01,0.00,0.01,normal
0,tcp,http,SF,199,420,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,30,32,0.00,0.00,0.00,0.00,1.00,0.00,0.09
,255,255,1.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,normal
0,tcp,private,REJ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,121,19,0.00,0.00,1.00,1.00,0.16,0.06,0.0
0,255,19,0.07,0.07,0.00,0.00,0.00,0.00,1.00,1.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,166,9,1.00,1.00,0.00,0.00,0.05,0.06,0.00,2
55,9,0.04,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,117,16,1.00,1.00,0.00,0.00,0.14,0.06,0.00,
255,15,0.06,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,remote_job,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,270,23,1.00,1.00,0.00,0.00,0.09,0.05,
0.00,255,23,0.09,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,133,8,1.00,1.00,0.00,0.00,0.06,0.06,0.00,2
55,13,0.05,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,REJ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,205,12,0.00,0.00,1.00,1.00,0.06,0.06,0.0
0,255,12,0.05,0.07,0.00,0.00,0.00,0.00,1.00,1.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,199,3,1.00,1.00,0.00,0.00,0.02,0.06,0.00,2
55,13,0.05,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,http,SF,287,2251,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,3,7,0.00,0.00,0.00,0.00,1.00,0.00,0.43,
8,219,1.00,0.00,0.12,0.03,0.00,0.00,0.00,0.00,normal
0,tcp, ftp_data,SF,334,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,
2,20,1.00,0.00,1.00,0.20,0.00,0.00,0.00,0.00,anomaly
0,tcp,name,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,233,1,1.00,1.00,0.00,0.00,0.00,0.06,0.00,25
5,1,0.00,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,netbios_ns,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,96,16,1.00,1.00,0.00,0.00,0.17,0.05,0.
00,255,2,0.01,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp, http,SF,300,13788,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,9,0.00,0.11,0.00,0.00,1.00,0.00,0.22
,91,255,1.00,0.00,0.01,0.02,0.00,0.00,0.00,0.00,normal
0,icmp,eco_i,SF,18,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,
16,1.00,0.00,1.00,1.00,0.00,0.00,0.00,0.00,anomaly
0,tcp, http,SF,233,616,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,3,3,0.00,0.00,0.00,0.00,1.00,0.00,0.00,6
6,255,1.00,0.00,0.02,0.03,0.00,0.00,0.02,0.00,normal
0,tcp,http,SF,343,1178,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,9,10,0.00,0.00,0.00,0.00,1.00,0.00,0.20
,157,255,1.00,0.00,0.01,0.04,0.00,0.00,0.00,0.00,normal
0,tcp,mtp,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,223,23,1.00,1.00,0.00,0.00,0.10,0.05,0.00,25
5,23,0.09,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,280,17,1.00,1.00,0.00,0.00,0.06,0.05,0.00,
238,17,0.07,0.06,0.00,0.00,0.99,1.00,0.00,0.00,anomaly
0,tcp, http,SF,253,11905,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,10,0.00,0.00,0.00,0.00,1.00,0.00,0.2
0,87,255,1.00,0.00,0.01,0.02,0.00,0.00,0.00,0.00,normal
5607,udp,other,SF,147,105,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0
.00,255,1,0.00,0.85,1.00,0.00,0.00,0.00,0.00,0.00,normal
0,tcp,mtp,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,248,2,1.00,1.00,0.00,0.00,0.01,0.06,0.00,255,
2,0.01,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
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JTOJATOK B. JICTUHT KOJA

if _name_ =="_ main__"™:
kdd_train = "datasets/NSL/KDDTrain%2B.txt"
kdd_test = "datasets/NSL/KDDTest%2B.txt"
formated_train_path = "formated_train_adv.data"
formated_test_path = "formated_test_adv.data"
# Train batch
batch_size =1
# batch of memory ExpRep
minibatch_size = 100
ExpRep = True
iterations_episode = 100
# Initialization of the enviroment
env = RLenv('train',train_path=kdd_train,test_path=kdd_test,
formated_train_path = formated_train_path,
formated_test _path = formated_test_path,batch_size=batch_size,
iterations_episode=iterations_episode)
# obs_size = size of the state
obs_size = env.data_shape[1]-len(env.all_attack_names)
#num_episodes = int(env.data_shape[0]/(iterations_episode)/10)
num_episodes = 100
" Definition for the defensor agent.
defender_valid_actions = list(range(len(env.attack_types))) # only detect type of attack
defender_num_actions = len(defender_valid_actions)
def_epsilon = 1 # exploration
min_epsilon = 0.01 # min value for exploration
def _gamma = 0.001
def _decay_rate = 0.99
def_hidden_size = 100
def_hidden_layers = 3
def_learning_rate = .2
defender_agent = DefenderAgent(defender_valid_actions,obs_size,"EpsilonGreedy",
epoch_length = iterations_episode,
epsilon = def_epsilon,
min_epsilon = min_epsilon,
decay_rate = def_decay _rate,
gamma = def_gamma,
hidden_size=def_hidden_size,
hidden_layers=def_hidden_layers,
minibatch_size = minibatch_size,
mem_size = 1000,
learning_rate=def _learning_rate,
ExpRep=ExpRep)
#Pretrained defender
#defender_agent.model_network.model.load_weights(*"models/type_model.h5")

"Definition for the attacker agent.
In this case the exploration is better to be greater
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The correlation sould be greater too so gamma bigger™
attack_valid_actions = list(range(len(env.attack_names)))
attack_num_actions = len(attack_valid_actions)
att_epsilon =1

min_epsilon = 0.82 # min value for exploration

att gamma = 0.001

att_decay_rate = 0.99

att_hidden_layers =1
att_hidden_size = 100
att_learning_rate = 0.2
attacker_agent = AttackAgent(attack_valid_actions,obs_size,"EpsilonGreedy",
epoch_length = iterations_episode,
epsilon = att_epsilon,
min_epsilon = min_epsilon,
decay_rate = att_decay_rate,
gamma = att_gamma,
hidden_size=att_hidden_size,
hidden_layers=att_hidden_layers,
minibatch_size = minibatch_size,
mem_size = 1000,
learning_rate=att_learning_rate,
ExpRep=ExpRep)
# Statistics
att_reward_chain =[]
def_reward _chain =]
att_loss_chain =[]
def_loss_chain =]
def_total_reward_chain =]
att_total_reward_chain =]
# Print parameters
print(" ")
print("Total epoch: {} | Iterations in epoch: {}"
"| Minibatch from mem size: {} | Total Samples: {}|".format(num_episodes,
iterations_episode,minibatch_size,
num_episodes*iterations_episode))

print(" ")
print("Dataset shape: {}".format(env.data_shape))
print(" ")

print("Attacker parameters: Num_actions={} | gamma={} |"

" epsilon={} | ANN hidden size={} | "

"ANN hidden layers={}|".format(attack_num_actions,
att_gamma,att_epsilon, att_hidden_size,
att_hidden_layers))

print(" ")
print("Defense parameters: Num_actions={} | gamma={} | "

"epsilon={} | ANN hidden size={} |"

" ANN hidden layers={}|".format(defender_num_actions,
def_gamma,def_epsilon,def _hidden_size,
def_hidden_layers))
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print(* ")

# Main loop

attacks_by epoch =]

attack_labels_list =[]

for epoch in range(num_episodes):
start_time = time.time()
att loss = 0.
def loss = 0.
def total reward by episode =0
att_total_reward_by episode =0
# Reset enviromet, actualize the data batch with random state/attacks
states = env.reset()

# Get actions for actual states following the policy
attack_actions = attacker_agent.act(states)
states = env.get_states(attack_actions)
done = False
attacks_list =[]
# Iteration in one episode
for i_iteration in range(iterations_episode):
attacks_list.append(attack_actions[0])
# apply actions, get rewards and new state
act_time = time.time()
defender_actions = defender_agent.act(states)
#Enviroment actuation for this actions
next_states,def reward, att_reward,next_attack_actions, done = env.act(defender_actions,attack_actions)
# If the epoch*batch_size*iterations_episode is largest than the df
attacker_agent.learn(states,attack_actions,next_states,att_reward,done)
defender_agent.learn(states,defender_actions,next_states,def reward,done)
act_end_time = time.time()
# Train network, update loss after at least minibatch_learns
if ExpRep and epoch*iterations_episode + i_iteration >= minibatch_size:
def_loss += defender_agent.update_model()
att_loss += attacker_agent.update_model()
elif not ExpRep:
def_loss += defender_agent.update_model()
att_loss += attacker_agent.update_model()
update_end_time = time.time()
# Update the state
states = next_states
attack_actions = next_attack_actions
# Update statistics
def_total_reward_by episode += np.sum(def_reward,dtype=np.int32)
att_total_reward_by_episode += np.sum(att_reward,dtype=np.int32)
attacks_by epoch.append(attacks_list)
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JOIATOK C. IIEPEKJIAZA 1 PO3ALITY
APTER 1
ANALYSIS OF THE STATE AND DIRECTIONS OF THE DEVELOPMENT
OF THE NETWORK ATTACK DETECTION SYSTEM

1.1 Analysis of network attacks

A network attack is an attempt to bypass the system's security policy, giving
attackers access to obtain or modify information, even destroying the system. Due to
the technologies being developed in local area network and wireless network systems,
there are serious threats to network security, especially system security. As we are now
in the era of machine learning and big data[1], cybersecurity in wireless and LAN
systems is important for users.

Nature of influence[1]:

active;

passive.

An active attack is defined as an influence on the operation of the system,
namely, system malfunction, configuration change, etc. Virtually all types of network
attacks are proactive attacks. A feature of such attacks is the possibility of their
detection, in different cases with a greater or lesser degree, as some changes in the
system occur as a result of such attacks.

A passive attack on a computer system that does not have a direct impact on the
functioning of the system, but can lead to a violation of security policy. Unlike an
active attack, a passive attack does not leave any traces. It is the lack of direct impact
on the network that makes it almost impossible to detect a passive attack. An example
of attacks with passive influence is eavesdropping on a communication channel in the
network.

The purpose of the attack[2]:

system malfunction (access to the system);

distortion of information integrity;

violation of confidentiality of information.
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The goal of any attack is to gain unauthorized access to information.
There are two basic possibilities of access to information: interception and distortion.

Interception of information means gaining access to it, but not being able to
modify it.

Interception of information leads to violation of its confidentiality. An example
of interception of information can be listening to a channel on the network. In this case,
there is unauthorized access to information without the possibility of its distortion.
Breach of information privacy is a passive influence.

Distortion of information means either complete control over the information
flow between system objects, or the ability to transmit messages on behalf of another
object. Thus, distortion of information leads to violation of its integrity. It has a
destructive effect, which is an example of an active effect.

Violation of system performance in this case does not involve the attacker
gaining unauthorized access to information. The main goal is to ensure that the attacked
system fails, and access to the resources of the attacked object would be impossible for
everyone in the system. An example of a network attack, the purpose of which is to
disrupt the system's performance, can be a denial-of-service attack - a DOS attack.

Condition for starting influence: [2]

Distant influence, like any other influence, can begin to be realized only under
certain conditions. In computer networks, there are three types of conditions for starting
a network attack:

attack on request from the attacking object;

attack upon the occurrence of an expected event on the system attack;

unconditional attack.

Influence from the attacked party will begin provided that the potential target of
the attack is to transmit a request of a certain type. Such an attack can be called an
attack on request from the attacking object. This type of start of implementation is most
typical for the system detection mode. An example of such requests on the Internet can
be DNS and ARP requests, and in Novell NetWare - a SAP request.
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An attack upon the occurrence of an expected event on the attacked object. The
attacker continuously monitors the state of the operating system of the remote target of
the attack and begins to influence when a certain event occurs in this system. The
attacking object itself is the initiator of the attack. An example of such an event would
be the termination of a user's session with the server without issuing the LOGOUT
command in Novell NetWare.

An unconditional attack is carried out immediately and regardless of the state of
the operating system of the attacking object. Therefore, the attacker is the initiator of
the attack in this case.

In case of violation of the normal functioning of the system, other goals are
pursued and the attacker is not expected to gain illegal access to the data. Its purpose
is to disable the operating system on the attacking object and make it impossible for
other objects of the system to access the resources of this object. An example of this
type of attack is a DOS attack.

Availability of feedback. [2]

with feedback;

without feedback.

A network attack carried out in the presence of feedback, which is attacked by
the object, is characterized by the fact that the attacker needs to receive a response to
some requests sent to the attacked object, and, therefore, there is feedback between the
attacker and the target of the attack , which allows the attacker to respond adequately
to all changes occurring on the object. Such network attacks are most characteristic of
distributed computer networks.

Network attacks without feedback do not need to react to any changes, etc

An intrusion detection system detects malicious activity by collecting and
analyzing network behavior, security logs, and other information available on the
network among connected computers [5]. Essentially, an intrusion detection system
checks for abnormal behavior against the system's security policy and signs of an attack
in the system, which is able to protect the system with timely responses and

countermeasures in real time. In traditional system settings, intrusion detection works
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as a smart, active and effective complement to a firewall that actually acts as a passive
defense against attacks.

The traditional intrusion detection system is originally built on exploit
technology, which mainly extracts the characteristics or behavior rules of the intrusion.
After the advent of abnormal behavior detection technology using traditional machine
learning models, the intrusion detection system develops statistical probability
modeling for normal behavior that can analyze abnormal behavior with large
deviations. However, such a system may have unsatisfactory results due to low
capabilities in defining the problem space and complexity in modeling malicious
actions.

There is an IPS intrusion prevention system in the information world, that is, an
active protection system. Like IDS, it attempts to identify potential threats based on the
monitoring functions of the protected host or network and may use signature, anomaly,
or hybrid detection techniques. Unlike IDS, IPS takes action to block or eliminate a
detected threat. While IPS can be alarming, it also helps prevent intrusion.

IPS are divided into four categories.

The first is a network intrusion prevention system that monitors the entire
network for suspicious activity.

The second type is network behavior analysis systems, which study traffic flow
to detect unusual traffic flows that may be the result of an attack, such as a distributed
denial of service.

The third type is wireless intrusion prevention systems, which analyzes wireless
networks for suspicious traffic.

The fourth type is host-based intrusion prevention systems, where a software
package is installed to monitor the activity of a single host.

As mentioned earlier, IPS takes proactive steps such as dropping packets that
contain malicious data, dropping or blocking traffic coming from the offending IP
address.

At the end of the day, an intrusion prevention vs. intrusion detection comparison

comes down to what actions they take when an intrusion is detected. IDS is only
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intended to alert you to a potential incident, allowing Security Operations Center
analysts to investigate the event and determine whether it requires further action. IPS,
on the other hand, takes steps to block the intrusion attempt or otherwise correct the
incident.

While their answers may differ, they serve similar purposes, potentially making
them redundant. Even so, they both have advantages and deployment scenarios that
one is better suited to than the other:

An intrusion detection system is designed to detect a potential incident,
generating an alert to prevent an incident. Although this may seem like a good solution
for systems with high availability requirements, such as industrial control systems and
other critical infrastructure. For

of these systems, the most important thing is that the systems continue to work,
and blocking suspicious and potentially malicious traffic can affect their performance.
When a human operator is notified of a problem, it allows them to assess the situation
and make an informed decision about how to respond.

Intrusion Prevention System: An IPS, on the other hand, is designed to take steps
to block anything it deems to be a threat to a protected system. As attacks and malware
become faster and more sophisticated, this is a useful feature because there is a limited
potential damage that an attack can cause. IPS is ideal for environments where any
intrusion can cause significant damage, such as databases containing sensitive data.

IDS and IPS have their advantages and disadvantages. When choosing a system
for a potential use case, it is important to consider the trade-offs between system
availability and usability and the need for security. An IDS leaves a window for an
attacker to harm the target system, while a false positive detection by an IPS can

negatively impact the usability of the system.
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@ LLITYy4YHUNM IHTENE 'Iﬁj' | ,_ \

- e HEUPOHHI MEpPEXi, SIKI MalOTh Ha METI K{)H OBATIN CBOT- B3 QipBUX0NM. BOHU MpaIioOTh,
| | AaHl 3 OHOro momanug. Llei

THII MEPEXKi CKIafaeThCsl 3 ABOX YaCTHH: W ' _. Y., O
HImyuni neuponni mepesci (Artificial Neural Networks, ANNS) Lie ozi % /At 'H 1B HOCH >1<eH B 00jacTi IITYIHOTO
p > Vi ) SRR oo

1HTEJIEKTY, 3aCHOBAaHE Ha CIIpoOax BIATBOPHU EpPBOBY CUCTEMY JHOJII/IHI/I{ 1. 2
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AnroputMm OyB HamucaHuii Ha Python ta mporecroBanuii B 6iokHOoTi Colaboratory. Ockinbku HaBYaHHS HEHMPOHHOI
IIMH OYyJIO PO3NISIHYTA MPOHO3UIIi 10JJ0 KOPUCTYBaHHS OJOKHOTOM
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: 22544 | Accuracy =

normal 11243 9243 9712
6920 6348 7458
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1779 099 2753
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: A B False negative
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