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|1?7J?E1D MFH<GBO IHAG:Q?GYV

DOS(Denial of Service) :1Z2dZ gZ \+*fh\m \ h[kem]h\m\Zgg-

U2R(Usertoroot) G _aZdhg_ hljbfZggy “"hklimim dtjirklekliZZd h1

R2L(Remote to localr<e”~"~Ze g ZIZdb g_j_a f_j_"m

IDS(Intrusion Detection System) Kbkl fZ \by\e ggy ZI1Zd

IPS(ntrusion Prevention SysterK bkl fZ aZih[e]Zggy \lhj]g_gvVv

Al (Artificial Intelligence) tRImqggbc gl _e dl

DL(Deep Learninglxt=eb[hd_ gZ\qZggy

AE(Autoencoders}:\Ihdh”" |

STL(Seasonal and Trend decomposition using LoeskshadeZ”~Zggy qZkh\b

DBM(Deep Boltzmann machineg)=eb[hdZ fZrbgZ ;hevpfZgZ

DBN(Deep Belief NetworkstF _j "¢ Jeb[hdh€ \ejb

RBM(RestrictedBoltzmann MachinesyH[f -~ dZrbgb ;hevpfZgZz

GAN(Generative Adversarial Networkd= g jZlb\gZ afZ]ZevgZ f_j_ .

URL(Uniform Resource Locator)t Mgenedh\Zgbc ihdZ gbd e<gnh

j _kmjkm

DNN(Deep Neural Networksy=eb[hde g _cjhgge f_|_ "o

CNN(Convolutional Neural Networkx K\ _jlZgZ g _cjhggZ f_j " Z

LDOS(Low Rate Denial of Service}<e~fh\Z \ h[kem]h\m\Zgg-

DQN(Deep Q Learningr=eb[h@tgZ\gZggy

LSTM(Long shortterm memory)x>h\]Z dhjhldhgzZkgZ iZffylv

GRU(Gated Recurrent Unitst AZdjble j _ dmj _glge h”"bgbp-

SVM(Support Vector Machinesk e~ ljbfdZ \ _dlhjgbo fZrbg

RL(Reinforcement learningtle~djeie_ggy 9Z\qZggy

OSI(The Open Systems Interconnectiondely Z[kljZdIfg4 =~ \Z fh™Mew

dhfmgedZpec ¢ fhajh[dbo ijhlhdNDAE(honsymmetric deep auo

encoden£G _kbf Ijbgqgbc Jeb[hdbc Z\Ihdh”_j

NSL-KDD(datase) £tG Z[*] 'bdg

DQ-RL((Deep Q with Reinforcement learning- =eb[hd) gZ\gZggy
ierdjeie_ggyf



https://www.techrepublic.com/resource-library/whitepapers/low-rate-denial-of-service-ldos-attack-a-survey/
https://www.techrepublic.com/resource-library/whitepapers/low-rate-denial-of-service-ldos-attack-a-survey/
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B0_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
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Jhal\blhfdgbkex\Zevgbo aZkh[e\ | Z gnhjfZpecg
ijba\h~blv "h Z\IhfZlbaZfzEighm ke\ ijZdlbggh m \kec
“blly kmkiee\alh\iZl Z} h[gbkex\ZevgZ ih
h[gbkex\Zeagbkb[ajhklZ} | _ogheh]ey \k_ [eevr_ \%h
| ogheH]egy " \h€ \azZ}fh?re€1Abjhdbb h ih[m”~h\b egnhjf:
kbkl _¥k_ [eevr_ jha\b\zZ}Ivky jhladdhdhfa egnhjfZpe
| oghehhelclecgbfb | _fiZfb a ygdmxlakyjhab egnhjfZagpgepo-
Lhfm iblZgggbkigmhjfZzpz&brz}lvky dexgh\bf gzZijyfdhf

"hkee”r” gV
H~rgbfa hkgh\gdokh[e\ aZohfk I ml _jgblok| f
}kbkl_flbby\e _ggy \lhjlg_gv Kbkl 6fbby\eggy

\lhj]Jg _ghdhjbkih\mxXMeky \byle ggy Ipeiagbo aeh\fbkg
Neyevghkide[ jZ1Zd gZ jeaghfZgesRiImd&keglc [bgl e dl ~h
r\b~Ar \by\eylb de[_jZlZdb ZNZilm\ZloklycfZhb gjpo_gg
sh”“lgbo

F _IhxX*hkee”" ggy } \“hkdkbglZebggypwyle ggy f_j
ZlzazZ "hihfhlhx g_cjhf_j "~ \bo | _ogheh]ec

H[f}dIhhkes"" Baphp \ky\e gy jZIZd

L f2hkee”" gg¥ fh™ _ex\Zggy g _cjhggh€ f j_
\by\e gy jZI1Zd



JHA>1E
:G:E1A KL:GM L: G:I1JYFDB JHA<BLDM KEBMN<EBGGY
F?J?2@7?<BO :L:D

1.1 :gZeea f_j_ "~ _\bo Zlzd
F j_ " \Z ZI2ZdKijh[Z h[eclb iheelbdm [_ai_db kbkl -
aeh\fbkgbdzf ~hklmi ”"ey hljbfZzggy Z[h fh”bnedZp-
jmcgmxqgb kbkl_fm M a\ yadm a |_ogheh]eyfb sh jh
endZevgh€ f_j "« |Z [_a”jhlh\h€ f_j_ "o ekgmxlv k_]j
f j_"¢ hkh[eb\h [_ai_pe kbkl_f Hkdeevdb fb aZzZjzZa
fZrbggh]h gZ\qZggy I1Z \ _ebdbo ~"Zgbo> @ de[_j[_ai_¢
|1Z ehdZevgh€ f_j "« } \Z jblk\imx\Z2ey\ dh
OzZjzdl_j \ieb\m> @

Zdlb\gbc

1Zkb\gbc

:dlb\gzZ zZ1ZdZ jhamfe}lvky \ieb\ ydbc gbgblv gZ j
ithjmr_ggy ijZp_a”*Zlghkle kbkl _fb afegZ dhgnelmjZpe-
Ibib f_j_ ~ \bo Zlzd } zZlZzdZfb a ZdHk\g[keflb\kdxfdZdbo
fh eb\eklv €0 \by\le _ggy \ jeagbo \biZ~*dZo a [*evrbf ¢
yd \ j _amevlZle |1Zdbo Z1Zd \eA[m\ZxlIvky ~ _yde afegb \
|Zkb\gZ ZbzZdAh[gbkex\Zevgm kHd&l &} [ _aihk_ | "¢

\ieb\m gZ nmgdpehgm\Zggy kbkl fb Ze_ fh _ ijb\_klIb
[ ai_db GZ \enrfegm \eMjZdilDROYghc iglZpZebrZ}lvky g
keenre\ KZf_ \erkmlgeklv [_aihk_j _"~gvh]h \idpba\hyd Ipm
Ah Ihlhsh iZkb\gm igZ2dtbmgh g _fh eb\h \by\blb IjbdeZ
iIZkb\gbf \ieb\hf } ijhkemoh\m\Zggy dZgZem a\ yadm \
F 1ZIZ@p

ithjmr_ggy ijZp_a”Zlghkle kbkl_fb ~hklmim ~h

kKihl\hj _ggy peeckghkle egnhjfZpe€

ihjmr_ggy dhgn<"lgpgaphkZp-€
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F IZm2ydh€ ZizZollZlb g kZgdpehgh\Zgbc ~hkimi
lkgmxlv ~\e ijbgpbih\e fh eb\hkle “hklmim ~h egnhjf
kihl\hj_ggy
| j_ohie_ggy *gnhjfZpe€ hagZqZ} hljbfZggy *"h g_€ "~hl
fhrbnedZp-€

| j_ohie_ggy egnhjfZpe€ \_~ ~h ihjmr_ggy €€
ljbdeZ~hf i_j _ohie_ggy egnhjfZpe€ fh_ kem blb ijhke
f j_"« < pvhfm \biz*"dagqdpehgghkhZgbc ~hklimi ~h egn
fh eb\hkle €€ kihl\hj _ggy Ihjmr_ggy dhgne® _gpecghkl:
\ieb\hf

Kihl\hj _ggy egnhjfZpe€ hagZqZ} Z[h ih\gbc dhgljhe
ihlhdhf fe" h[ }dIZfb kbkl _fb Z[h fh eb\ekle igy YeZ'qefi
egrh]lh h[ }dlZz Lzdbf gqbghf kihl\hj_ggy egnhjfZp€€
peeckghklemiegp\gbc \yab\g\ey} kh[hx ijbdegh]hdibeab\m

| hjimr_ggy ijZp_a”Zlghkle gphkfmfbjZ2ae g_ i_j ~[Z
hljbfZzggy ZlZdmxqglpfelygkVZggch]h “hkImim ~h egnhjfZpe¢
- "hfh]lbky sh[ kbkl_fZ ydZ ZlZdm}lvky \bcreZ a eZ
Ahkimi ~“h j_kmjke\ ZlZdh\Zgh]lh h[ }dlZ [m\ [b g _f
f j_"_\h€ Zlzdb f _Ihx ydh€ } ihjmr_ggy ijZp_hR"ZI¢
kem blb Z1ZdZ \+~fh\b \ h[k&@B]E\&hdZgg-

Mfh\Z ihgZldm a”“eckg _ggy \ieb\m > @
<eANZe gbc \ieb\ |1Zdh™ -wdlbce egmBe \ieb)\ fh™
a’sckgx\Zlbky leevdb aZ i_\gbo mfh\ < h[gbkex\Zevg
\b~rb mfh\ ihqZldmgayydkj -~ \h€ Zlzdb

Z1ZdZ azZ azZiblhf \enr ZIZdmxqgh]lh h[ }dIZ
Z1ZdZ ih gZklZggx hgqedm\Zgh€ ih”"e€ gZ ZIlZp-
[ amfh\gZ ZIlzZdZ
<ieb\ a [hdm ZIZdm}fh]h jhaihqg_Ivky aZ mfh\b sh
i j_~Zlb azZibl i _\gh]lh Ibim LZdm\ZIZdhzthhxyasg aZib

ZlZdmxgh]h h[ }dlZ >Zgbc Ibi ihgZldm a”eckg_ggy g
8



j_"bfm \by\e _ggy kbkl f IjbdezZ~hf ih~e[gbo aZible\ \ {
kem bDKRS sARR aZiblb N@vell NetWare2 SARaZibl

1ZdZ aZ gZklZggy hgedm\Zgh€ ih"e€ gZ ZIZdm}
[ _ai_j_j\gh kihkl _je]Z} aZ klzghf hi_jZpecgh€ kbkl fb
ihgbgZz} \ieb\ ijb \bgbdg_gge i_\gh€ ih~«€ \ pec kbkl_f
} egepeZlhjhf ihqzldm delZzttbf lIZh€ ih~e€ fh _ [mlb |
k Zgkm jh[hlb dhjbklim\ZqgZ +a k_j\_jhfLOGOWDbY'Nogell d h
NetWare
,_amfh\gZ ZlZdzZ a”eckgx}lvky g_]Zcgh « [_ale~ghkg
kbkl _fb ZlIZdmxqgbf h[ }dlZ HI'_  ZlZdmxqgbdn} ZdZpb:
NZghfm \biZ~Adm

ljb ihjmr_gge ghjfZevgh€ ijZp_a”Zlghkle kbkl_fb 1|
peee ¢ hljbfZggy ZlZdmxgbf g _aZdhggh]h ~hklmim “h
Ch]l]h f _IThx } \b\_~ ggy a eZ™"m hi_jZpecgh€ kbkl _fb ¢
g _fh ebhvkhkimim ~ey egrbo h[ }dle\ kbkl_fb ~h j_kn
ljbdez~hf Z1Zdb 1Zdh]h \b"mOQ@S ZIked@d blb
GZy\geklv a\hjhlgvh]h a\fyadm > @

a* a\hgbf a\ yadhf
[ a al\hjhlgh]h a\ yadm

F j_~_\z zZlzdz a”~eckgx}lvky ijb gZy\ghkle a\h
ZI1Zdm}lvky h[ }dlhf o0Zjzdl_jbam}lvky Ibf sh gz ~
Zl1Zdm}fbc h[ }dl  Zlizdmxghfm ihlje[gh hljbfZlb \e/i]
Zldmxqgbf « f Ihx ZlZdb <kgm} al\hjhlgbc a\ yahd vyd.
ZN _d\Zlgh j_Z]Im\Zlb gZ \ke afegb sh \eA"[m\Zxlvky gZ
ZlZdb gZc[eevr 0ZjZdl_jge "ey jhaih”ee _gbo h[gbkex\Z
F j_ " _\bf Zlzdzf [_a a\hjhlgh]hhéj\yadjp_ gIm\ZlbydZ
afegb sh \er[m\Zxlvky gZ ZlZdm}fhfm h[ }dle :1Zdb
a*eckgxxlvky i_j "Zg_x gZ h[ }dl sh ZlZdm}Ivky h
\eArih\eMre gZ yde ZIZdmxghfm g_ ihlje[ge IjbdeZ”hf h
Ibih\2OS Z1Z2dZ


https://uk.wikipedia.org/wiki/%D0%94%D0%BE%D0%BC%D0%B5%D0%BD%D0%BD%D0%B0_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0_%D1%96%D0%BC%D0%B5%D0%BD
https://uk.wikipedia.org/wiki/ARP
https://uk.wikipedia.org/wiki/Novell_NetWare
https://uk.wikipedia.org/wiki/DoS-%D0%B0%D1%82%D0%B0%D0%BA%D0%B0
https://uk.wikipedia.org/wiki/DoS-%D0%B0%D1%82%D0%B0%D0%BA%D0%B0

JhalZrm\Zggy ZIZdmxqgh]h

\gmljergvh Kk _]f _glg_

fe' k_1f_glg_
ljb jhaley”e f_ j_ "~ \h€ ZIZdb \Z eb\h yd ih \e~ghr_g
jhalZrh\mxlky }dl o h[ }dl ZIZdb [Ih[Ilh \ hrghfm Z[h
\hgb agZoh”ylvky GZ ijZdlbpe fe' k_]Jf _glgm ZlIZdm a”
\gmljergvh k _]Jf _glgm Fe k _Jf glgz f_j_ ~ \Z ZlZdzZ
[*evim g _[_ai_dm g+ \gmljervhik\ ffagbdhzZa Ibf sh \
k_]1f_glgh€ Zlzdb h[gihk _j _~gvh ZlZzdmxgbc fh mlv |
\eNklZge [Z]Zlvho Ibkyqg deehf Ije\ h”bg \e* h~gh]lt
i_j_rdh”~blb aZoh”Zf sh”h \e~A[blly ZIZdb

AZ je\gyfb fh™ _ee 26, gZ ylkiyn\iem'\ck gt}

Neabqggbc j«\fhyv ©8l ijbagZqg _gbc [_aihk_j ~gvh ey i_
NZgbo A7Meckgx} i j_ "Zgm _e _dljbggbo Z[h hilbgghb
\eNih\ergh €0gec ijbchf « i _j I\hj_ggy \ [*lb NZthBe\\
dh*m\Zggy pbnjh\bo>k@]g@2Zpvhfm je\gedhgdpxKiZthjb
th\lThjx\Zqgje ljZgkeylhkib]JgZem Neabqgbc je\ _gv \bagZ
ijhp_~mjge «» nmgdpehgZevges ki_pbnedZpe€ ey k_j_"h)
gbkee jHh jhaizx\Zggy =+« ijbagZq _ggy dhglzdle\
kbgojhgeaZpex afegb gZijm]b dh”"m\Zggy kb]JgZem
DZgZevgbc js¥hgdvee 26, ijbagZq _gbc *ey aZ[_ai_qgq_gg
gZ neabgghfm je\ge ¢ dhgljhex aZ ihfbedZfb vyde
HljbZge a neabggh]h je\gy ~Zge \eg miZdh\m} \ dZ~*]
peeekgeklv ydsh fhl\pighey} ihfbedb ¢ \e?ijZ\ey} gZ
j*\ _gv DZgZevgbc je\ _gv fh ' \aZ}fh”~eylb a h~gbf Z[t
je\gyfb dhgljhexxqb px \aZ}fhf4} xg cxd K m>p b heEEDBE2Y
ithheey}l p_c je\ _gv gZ2 MAC(vedigAccesLontrol j ]mex} "hkl
Ah ihheex\Zgh]lh neabqggh]hLUC (Logibdllhimik Control aZ[ _ ai_q
h[kem]h\m\Zggy f_j_"gh]h je\gy GZ pvHdfiminjkXdhfjiokdp x:

cf j__\e ZAZil_jb
10


https://uk.wikipedia.org/wiki/%D0%92%D0%B8%D1%8F%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D1%96_%D0%B2%D0%B8%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D0%BF%D0%BE%D0%BC%D0%B8%D0%BB%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%92%D0%B8%D1%8F%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D1%96_%D0%B2%D0%B8%D0%BF%D1%80%D0%B0%D0%B2%D0%BB%D0%B5%D0%BD%D0%BD%D1%8F_%D0%BF%D0%BE%D0%BC%D0%B8%D0%BB%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%A0%D0%B5%D1%82%D1%80%D0%B0%D0%BD%D1%81%D0%BB%D1%8F%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%BA%D0%BE%D0%BC%D1%83%D1%82%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/%D0%9C%D1%96%D1%81%D1%82_(%D1%82%D0%B5%D0%BB%D0%B5%D0%BA%D0%BE%D0%BC%D1%83%D0%BD%D1%96%D0%BA%D0%B0%D1%86%D1%96%D1%97)
https://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B0_%D0%BF%D0%BB%D0%B0%D1%82%D0%B0

F_ j_ " _\bc je\- g™ e+ 26, ijbagZqg_gbc ~ey \bagZq _gg
NZgbo <e”rih\enrZ} aZ ljZgkeypex eh]eqgbo Z~j _k c f
gZcdhjhlrbo fZjrjmle\> @ dhfmlZpex ¢ fZjrjmlbaZp-ex
g _ihezZ”hd ¢« aZlhje\ m f_j "¢ GZ phdfoc jP\ge gZexjbkl
ydiZjrimlbaZlhj

LiZgkihjlgbc jeY fdv _ee 26, ijbagZq_gbc ey “hklZ\e
ithfbehd \IljZIl « "m[ex\Zggy \ lec ihkeeAh\ghkle m ydeq
ljb pvhfm g fZ} agZq_ggy yde ~Zge i_j_ ~Zxlvky a\
\bagZqZ} kzZf f_oZgeaf i_j "Zqe ;ekrdb ¢Zgha]\feqgyllail
ydbo aZe_ "blv \e~ ijhlhdhem dhjhlde h[ }*gm} \ h”*bg
pvh]lh je\gy ijbagZqg_ge* ey \aZ}lfhdd€ Ibim IhgdZ
K_Zgkh\bc je\ fg¢ _e3SI \erihNZ} aZ ie"ljbfZggy k_Zgk
"halheyxqgb ijh]jzfzf \az}fh”eylb fe° kh[hx Ijb\Zebc .
kiI\hj _ggyf e« az\ _jr_ggyf k_Zgkm h[feghf egnhjfZp-
aZ\"Zgv \bagZqg_ggyf ijZ\Z gZ i_j_"Zgqm ~Zgbo e« il
gZdlb\ghkle ijh]jZf> @ KbgojhgeaZpey i _|J "Zqe aZ[_c
ihled "Zgbo dhgljhevgbo Ihghd ihgbgZxgb a ydbo ih
ithjmr_gge \aZ}fh"e€

Je\ _gv ij_"klZ\efg?d e+ 26\+"ih\enrZ} aZ i_j_I\hj_ggy i
dh*m\Zggy « » _ dh*m\Zggy "Zgbo AZiblb "h”*Zlde\ hlj
i _j_I\hjblv m nhjfzl ~ey i_j _"~Zqe ih f_j "« Z hljbf.
i_j_I\hjblv m nhjddhamfeebc ~h”"ZIdZf> @ GZ pvh
a’sckgx\Zlbky klbkg _ggy jhaizdm\Zggy Z[h dh*m\Zg
lZzdh™ i _j _gZijZ\e_ggy aZible\ egrhfm f_j "ghfm | _kmn
fh mlv [mlb h[jh[e _g* ehdZevgh

ljbdeZ~gbc je\ fp® e+ 2@Z[_ai_gm} \aZ}fh?ex f_j " C
KZf_ gZ pvhfm je\ge ijZiphabiZAge ijh]jZik \bdhjbklh\r
Ahkimi ~h f_j "o HPede"¥dg Klh[jeghde dljhggZ iheli2rZe gl
Ahkimi "h nZcee\ |Z ogre> @ <ke ijhlhdheb je\ge\ ¢
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https://uk.wikipedia.org/wiki/%D0%9C%D0%B0%D1%80%D1%88%D1%80%D1%83%D1%82%D0%B8%D0%B7%D0%B0%D1%82%D0%BE%D1%80
https://uk.wikipedia.org/wiki/OSI
https://uk.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://uk.wikipedia.org/wiki/%D0%9C%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%B8%D0%BA%D0%BB%D0%B0%D0%B4%D0%BD%D0%B0_%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%B0
https://uk.wikipedia.org/wiki/%D0%9E%D0%B3%D0%BB%D1%8F%D0%B4%D0%B0%D1%87_%D0%B2%D0%B5%D0%B1-%D1%81%D1%82%D0%BE%D1%80%D1%96%D0%BD%D0%BE%D0%BA
https://uk.wikipedia.org/wiki/%D0%95%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0_%D0%BF%D0%BE%D1%88%D1%82%D0%B0

azZcfzZxlvky ~hklzZ\dhx "Zgbo Ze dhjbkgbo ey degp_
g_ gZ"MZxlv

1.2 Kbkl_fb \by\le _ggy f_j_ "~ _\bo ZlZd aZzZklhkifdZg:

jha\bldm

KmqgqzZkgzZ f_j_ ~ \Z egnjZkljmdImjZ } “hkblv jhalbgm
deevdeklv h[eZ”gZggy -+ an[jAafghllggy yd_ i**ljbfn
AhAhzZlide\ K_j\eke\ f j_"« 1Z f_j_"_\h]l]h hl[eZ"gZgg
nmgdpehgm\Zggygoiyyj¥ebg m [_ai_plk_j\rkRheg h[0oe”gh
egkljmf_gl ydbc ~ha\heblv \by\bIK g &Zpghggy %}<&bk
\by\e ggy ZlZd \hgZ h~gZ «a gZc_n_dlb\gerbo kihkhJe
"bgZfeqgbc f_oZgeaf [_ai_db “ey fhgghhjlZg]phlbe*2h [2].
Ahdj_fz kbkl_fzZ \by\e_ggy ZlZd [m~_ a[bjZlb egnhjfZ
f j_"¢ klZgm kbkl_fb ih\_7~egdb 1Z \bdhjbklZggy
Z\IhfZlbqgh \byl\eylb g_kZgdpehgh\Zge "€ dhjbkim\
ah\gergeo aeh\ibkqg kdk!| fm

LZd yd ZidzZdih[Z h[eclb iheelbdm [_ai_db kbkl_
aeh\fbkgbdZf e _]Jrbc “hklmi *ey hljbfZggy Z[h fh”bned
jmcgmxqgb kbkl fm M a\ yadm a | _ogheh]eyfb sh jh
ehdZevgh€ f_j "« 1Z § _&7jhlh\hekgmxlv k_jchage aZ]
f j_"¢ hkh[eb\h [_ai_pe kbkl_ f Hkdeevdb fb aZzZjZa
fZrbggh]lh gZ\qZggy 1Z \ _ebdbo ~"Zgbo> @ de[_j[_ai_ ¢
|1Z ehdZevgh€ f_j "¢ } \Z eb\hx i_jki_dlb\hx *ey dhjbkl
<lh]g_ggyf fh ' gZ \bagZgpbdbc[m~ kZgdpehgh\Zgbc \b" "
kijbgbgy} ihrdh”®” _ggy egnhjfZpecgh€ kbkl _fbyB8Z BAbAHd
ydz fh ' klzZgh\blb fh eb\m azZ]jham dhgne® _gpec
Ahklimighkle egnhjfZpe€ [m2ydjhldjég gdoykyGZijbdez” 7
ydZ fh™ _ ijba\_klb ~h Ih]h sh dhfi{xl_jge kem'[b g_ |
dhjbkIm\zZqge\ \\Z Z}Ivky \lIhj]Jg_ggyf
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IDS - ih}*gZggy ”"\ho kee\ \lhj]Jg_ggy |Z kbkl_fZ \by\
\erghkblvky “h g_kZgdpehmhmZdh]hegnikfZpe€ \ dhfi >
f j_ _\bo kbkl_fZo sh[ ihjmrblb €€ peeeckgeklv d
A"hklimigeklv Kbkl _fZ \by\le _ggy } f_oZgeafhf [_ai_dt
g _aZdhggh€ “eyevghkle ijbdeZ” gZ fZexgdm

KofZz kbkl _fb \by\e ggy f_j_ "~ _\bo ZlZd

Kbkl _fZ \by\le _ggy \lhj]Jg_gv \by\ey} rde?eb\e "e€ a]
ih\_~egdm f_j "¢ "mjgZe [_ai_db IZ egrm egnhjfZpex
ierdexg_gbo dhfifx!l_je\ > @ I1h kmle kbkl_fZ JbVysjelc
gZy\geklv g _ghjfZevgh€ ih\_"~egdb sh”h iheelbdb [_a
gZiZ"m \ kbkl_fe ydZ a”~ZlgZ aZobklblb kbkl_fm az *
ijhlbrecgbo ~ec m j_ "bfe j Zevgh]h qZkm AZ |jZ"bp-
kbkl _fb \by\e ggy owhjijgpx} yd jhamfg_ Zdlb\g_ |
"hih\g_ggy ~h [jZg"fZm _jZ vydbc gzZkijz\~e ~e} yd iZkb
LiZ"bpecgZ kbkl _fZ \by\e _ggy \lhj]lJg_gv kihgZldm ih]
aeh\"b\Zgv ydZ \ hkgh\ghfm \bly]m} oZjzZdl _hbktbegdk
\lhjlg_ggy Il*key 1ihy\b | _ogheh]«€ \byle _ggy Zghf
Ahihfhlhx |jZ*bpecgbo fh”_e_c¢ fZrbggh]h gZ\qZggy
\lhjlg_gv jhajh[ey} klZIbklbgg_ fh”_ex\Zggy cfh\ejgh
ith\_~egdb yd_fh_ ZgZeeagm\Zhbh Zghpddea \ _ebdbfb \e”
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H~rgZd 1ZdZ kbkl_fz fh™_ fZlb g_azZ”h\eevges j_amevlZI]
m \bagZq_gge ijh[e_fgh]lh ijhklhjm 1Z kdeZ”"geklv m fh
1kgm} \ egnhjfZpecghfm k\eila[kh&kdgiZ\Ihj]lglhgVvh, 86kl _ f
ZdIb\gh]h aZobklm Yd « ,'6 \eg gZfZ]Z}Ivky \bagZqk
hkgh\e nmgdpec fhgelhjbglm aZobs gh]h ohklZ Z
\bdhjbklh\m\ZIBlkbhg ZghfZeex Z[h f_Ih”~b ]Je[jb~gh]h
\eNrfegm \e™ '6 ,36 \"'b\Z} aZoh”e\ ~ey [ehdm\Zggy <
aZljhab Ohqz ,36 fh _ \bdebdzIlb Ijb\hjm p_ 1Zdh

\Ihj]lg_ggx
,36 "eeylvky gZ ghlbjb dzZl _]hje€

| jrbctp_kbkl_fzZ azih[e]l]Zggy f_j_ "~ _\bo \lhj]lg_gvV Y
f j_"m azZ i*"hajeehx ZdIb\geklx
>jm]bc tkkibkl_fb ZgZeeam f_j_ °~ \h€ ih\_~egdb yde \b

"ey \by\e _ggy g_a\bqgZcgbo ljZgkihjlgbo ihlhde\ yde ft
ZlZdlzdbo yd jhaih?ee _gZ \eA"fh\Z \ gZ~Zgge ihkem]

Lj lec \“b[®» a”jhlh\e kbkl_fb azZih[e]Zggy \lhj]lJg_gv ydZ
f j_"egzZ ij_"f | ie"hajeeh]h |ljZnedm

Q_ I\ _jlbc dbgd_ ohkbkl fb azih[e]Zggy \lhjlg_gv ~_\}
ijh]jzfgbc ilz8ley fhgelhjbg]m ~eyevghkle h*gh]h ohklZz

Yd alJZz"m\Zehky jZger_ ,36 jh[blv ZdIb\ge djhdb [Zd
feklylv rde?eb\e ~"Zge kdb"Zggy Z[h [ehdm\Zggy IjZ
h[jZaeUdFPhZ ] kb

Aj rlhx kbkl _fzZ azZih[e]ZggyhVkhijilgjebawyggy kbkl_ fb \b
\lhjlg_gv a\h”~blvky ~h |Ih]h yde ~¢€ \hgb \'b\Zxlvky
\lhj]Jg _ggy ,'6 ijbagZgq _gbc ebr_ ey hih\es ggy ijh if
sh "ha\h2gZXeeslbdm P_gljm hi_jZipake[*”an\dlb ih~ex « \Db
gb \bfzZ]zZ} \hgZ ih~"Zevrbo 7~ec ,36 a e<grh]h [hdm
aZlehdm\Zlb kijh[m \lhjlJg_ggy Z[h egrbf qbghf \bijZ\bl
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https://www.checkpoint.com/cyber-hub/network-security/what-is-ips/
https://www.checkpoint.com/cyber-hub/threat-prevention/what-is-soc/

OhqzZ €oge \e"Mih\enre flagwlbkyerjohgb kem ZIlv ih”%e[gQ
ihl_gpecgh jh[eygb €0 aZc\bfb G_a\zZ Zxqb gZ p_ h]Jb
|1Z kp_gZj*€ jha]lhjlZzggy "~h ydbo h”bg djZs_i«*oh”blv
Kbkl fZ \by\e ggy \lhjdggdg gZ "~ey \byle ggy ih
egpb”™ _glm kl\hjxxgb hih\es _ggy sh[ aZih[e]lb egpb”
a"Zlbky ohjhrbf jer_ggyf “ey kbkl_f a \bkhdbfb \bfh]
|Zdbo yd ijhfbkeh\e kbkl_fb mijZ\eeggy 1Z egrZ djblbqgc
pbo kbkl_f gzZc\Z eb\erbf } |I_ sh kbkl_fb ijh~*h\ ' m:
[ehdm\Zggy i**hajeeh]h « ihl_gpecgh rde?eb\h]h [jZne
jh[him HIjbfmxgb ih\e«*hfe ggy ijh ijhhe_ fimlhgx*bhag\hey
hpegblb kbIimZpex « ijbcgybb hHt%e jgoylhp\Z | yd j_Z]m\Z
Kbkl _fz aZih[e]Zggy \lhj]Jg_gv ,36 a e<grh]h [h
\"bldm aZoh”e\ "ey [ehdm\Zggy \kvh]h sh \eg \\Z Z}
kbkl_fb Hkdeevdb ZIlZdb 1Z rde”eb\e ijh]jzZzfb klZ
\blhgqg_gerbfdhjpokgZ fh eb\eklv hkdeevdb ekgm} h[f_ "
a[blhd g+ fh _ az\"Zlb zZ1ZzdzZz ,36 «~_Zevgh i**oh"bl
yd \lhj]Jg _ggy fh ' azZ\"Zlb agZqgh€ rdh”"b gZijbdeZz’
dhgne?_gpecges "Zg-
,'6 1z ,36 fzZxlv K\h&]b_1Z g _~heedb Ijb \b[hje Kl
ihl _gpecgh]h \biZz~"dm \bdhjbklZggy \Z eb\h \jZoh\m)
Ahkimigeklix kbkl_fb e« ajmqggekix \bdhjbklZggy ¢ g_h]
aZebrZ} \edgh "ey aeh\fbkgbdZ sh[ aZ\"Zlb rdhc*lg Zle
yd ihfbedh\_ ihablb\g_ \byle ggy ,36 fh g ]ZIlb\gh
\bdhjbklZggy kbkl _fb
Djef Ih]h gb g_ \ |IZ[ebp- I _j_jZolIDZigh ljBRS\D'p Y Aey o
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LZ[ebpy
OZjzZdl_jbHKDBdAaPS

Z]Zf 1] IPS IDS
TR Kbkl fZ aZin[+]Z _ kbkl_fZ \by\e g
Hj_\+ZImjZ \Thjlg_gv \IMjlg_gv

IDS- p_ ijbkljec Z
IPS- p_ ijbkljec y¢ ijh]jzfgbc "h”~Zlhd
i _j_\ejy} ljZned \ \eNKkl _FrhjZned g
Neehkhney chl]h deZkbnedm} ihjmr_ggy rde”el
Zdlb\gh amibgy} r¢ Zdlb\ghkle Z[h ihg

ljZned \en ZI1Zd| gZ”kbeZ} hih\es
\by\e_ggy

i _j_\ejy} ljZn-d
j_Zevghfm qZke |
ljbgpbi jh[hlb ko _fb jmom Z[h i
Z1Zdb Z ihlef az
gZiZ"Zf gZ \by\e

\by\ey} ljZned m j |
gZkeriiZdzZ} ko_fb I
Z[h ie"ibkb Z1Zdb
] g _jmxlv kih\es |

. degp_\bc ohkl o
\[m™h\zgbe j__bfl 1ipe 1" Aey thgelhj

J_"bf dhgneImjZ i '
B gnelmj ijZ\beh m rZje \by\e_ggy

\[m~"h\Zgbc aZa\b¢ G_ \[m~h\Zgbg¢jhet

Jhafes_ggy [jZghfZm jZ ihjlm Z[h ~hlbd

>e€ sh”™h \by\e_ AZih[*]Zggy jmol Hih\es_ggy Iljb\h]

g kZgdpehgh\Zgh] \by\e ggx ZghfZ \by\e ggy Zghf?
\by\e_gagy

_ neevljZpey hkgh\e ZghfZe

'h\ yazg- |_jf-gh iZzd 1\ ae KkI1Z{ \byle ggy isAi

<bkgh\db ~h i_jrh]lh jha”eem

M A"Zghfm jha”ee [meh \bagZqg_gh fekp_ kbkl _f \b)
|Z ihlje[geklv gh\elgeo f_Ih”e\ \by\e ggy ZIZd ijhZgZe
De[ jaehgbgpe hje}glmxlvky gZ dhjbkim\Zge\ dhfifxl
kdez”~ge f _Ih~b Z |1Zdh  kljZl_]*€ khpeZevgh€ g ¢
klZxlv N~ ~Zees \blhgq _fdelibiagbfohgb ijhr fhgkljm\Ze
arzZlgeklv ijboh\m\ZIb k\hxv hkjbdkVmRIZIb k\h} Kkieec
\errZeylb k\hx hkh[m \e* g e _]Zevgh€ \b]h”"b
egnjZkljmdIimjm klecdm ~h dhfijhfeke\ Lhfm ~ey dhfi >
[*evr \Z eb\bf aZobkl azZz ~hihfh]l]hx \"hkdhgZe_gbo

16



\lhjlg_gv aé2llgp\eylb kmqgZkge rde”eb\e ijh]jZfb >ey
ithfm~h\b [Zdbo kbkl _f ,'6 g_h[oe*gh fZlb ih\gbc h]ey”
kmgZkgbo “hkes”” gv ydhfm jhalJeygmlh \ ~Zghfm jha?”
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JHA>1E
:G:E1A F?LH>1< >EY KBKL?FB <BYKEIXGGA»<BO :L:D
G: HKGH<1 G?CJHF?J?@?<BO L?0OGHEH=1C

21 :gZeea g_cjhf_j_ " \bo | _ogheh]ec

RImqggbc e«gl_Artifidial Intelligence, Al) - p_ h[eZklv "hkes*”
f lhx ydh€ } ~Zlb dh]gelb\ge a®e[ghkle dhfi x| _je\ sh]
\b\gq_ggy * \byernjlgje f Ch]lh f 1Z aZkgh\ZgZ gZ e<felm\.
ex*"kvdbf egl_e dlhf> @ RImqggbc <gl _e dI g_ fh _
ex"kvdbc egl_e_dI dhfi xI_jb fh ' mlv [mlb aZijh]jzfh)
Zki_dlb ex”*kvdh]h fhadm

RImqggbc gl _e _dlI fh™ ANZvh4nkly Z kzZf_ \e” dhfi x
ijh]ljzf ~ey ]jb \ rZob ~h kbkl_f jhaisagzZ\Zggy fh\b
rimggh]h egl_e _dlm fh'gZ jha”eeblb gZ ljb Jjmib> @

hif_~ _gbc rIimggbc gl _e_ dI

aZlZevgbc rimggbc gl _e dl

gZ"jhamfgbc rimggbc gl _e dl

RImqggecghgge f_|j Arsficial Neural Networks, ANNg - p_ h”bg
gZijyfde\ "hkee”" gv \ h[eZkls rImqggh]h gl _e_dlm
\eNM\hjblb g_j\h\m kbkl_fm ex"bgb> @ : kzf_ a”Zlg
gZ\qZlbky < \bijZ\eylb ihfbedb shfhz2} éx\aAlbebobh gz « -
lim[h jh[hIm ex*"kvdh]h fhadm

FZrbgg_  gZ\qgZNlgohine Learning, ML) } h~gbf a gZijyf
rimgqgh]h gl _e _dim Hkgh\gbc ijbgpbi ihey]Z} \ Ihfm
NZge » gZ\gZxlvky gZ gbo> @ < ~Zgbc qZk pglkZmfeeaV
"ey [eag_km aZkgh\Zgbc gZ rimgghfm «gl_e _dle Kbk
"halheyxlv r\brdh aZklhkh\m\ZIlb agZggy hljbfZge i*"
gZ[hjZo "Zgbo sh “ha\hey} €f ijhp\elZlb \ |Zdbo azZ\”"
hke[ jhaie@qg¥\fh\b jhaieagZ\Zggy h[ }dle\ i_j dez”
\eAfegm \e” ijh]jZf a aZdh”h\Zgbfb \jmggm e<gkljmd
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dhgdj _Igbo az\*"Zgv fZrbgg_ g9gZ\qZggy “ha\hey} kbkl_
jhaieagzZ\Zlb rZ[ehgb « jh[blb ijh]ghab
—eb[hdgZ\gZgd3eep Learning,DL) } i*~"fgh bghx fZrbgg
gZ\qZggy * y\ey} kh[hx kdeZ”*gbc gZ[*]j g_cjhggbo f_|
je\ge\ h[jh[db yde jhalb\Zxlv \bkhde je\ge Z[kljZdp
\bdhjbklh\mxlvky "“ey kdeZ”~"gbo aZhaZ-gpwZlZdby wd[j:
deZkbnedZpey ah[jZ _gv e« <~ glbnedZpey jmggh€ ibk
fh™_ [mlb ~hjh]bf « \bfZ]Z} \_ebqg_agbo fZkb\e\ ~"Zgl
ithykgx}lvky Ibf sh <kgm} \ _ebqg_agZ deevdeklv iZjz
gZeZrlm\Zlb Zeyhjblfe\ gZ\qZggy sh[ mgbdgmlb
kKijZpvh\m\zZgv GZijbdez” Zelhjblfm J]Jeb[hdh]h gZ\q
\dZa+s\dm ~*eagZlbky yd \b]Jey”rZ} derdZ Sh[ ajh[bl
\ _ ebg _agZ deevdeklv ah[jZ _gv “ey |Ih]h sh[ gZAglkdéek
yde “"hal\heyxlv \e~jeagblb derdm \e® kdZ efh kh[Zdb Z

22 F_Ih”b \by\e _ggy Zl1Zd aZ “hihfh]hx '/

F_Ih~b \by\e_ggy ZIZd gZ hkgh\e Z\Ilhdh”™_jZ

AutoencoderdAE) - p_ g _cjhgge f_j_ "¢ yde fZxlv gZ f_ |-
\oh”b m k\h€ \boh”b <hgb ijZpxxlv klbkdZxgb \o-
ijboh\Zghbhklhjhf Z ihlef j dhgkljmxxqgb \boerge ~"Zg-
P c Ibi f_j "« kdez”Z}Ivky a "\ho gZklbg

Dh”_j

QZklbfg4 "« ydZ klbkdZ} \oe"ge "Zge m ih"Zggy m |
<eg fh™_ [mlb ij_~klZ\e_gbc nmgdpsfpx dh*m\Zggy

> dh”_j

QZklbgz kijyfh\zgzZz gZ j_dhgkljmdpex \oe*gbo ~Z
ijboh\Zgh]h ijhklhjm <eg fh™_ [mlb ij _"~klZ\e _gbcramg
g (h.

19



o y ’ | X |
SO OO0
O Y LS 4 4
Q ‘:';‘_»‘ \ "{"""‘ 2 N\ A\
Q . ’,\ \ ’\i(
Bxin Buxin
x IIpuxosaunii .
Kozuep | g Jlexoaep

npocrip

ljbdeZ” g_cjhggh€zilj_gdh”™_jZ

$( a”Zlgbc kihgzZldm klbkgmlb \oe~rge "ZHdIZ " Zyihd e
j_dhgkljmx\ZIb p_c ~_ ijhklej m \boe”rge "Zge Hkdeevc
yd Ibih\bc Ze]lhfibéfxghd sh ij_"~klzZz\ey} gZ\gZggy \
\bdhjbklh\m}lvky ~ey af _gr_ggy jhafeje\ >hkee~rgbdb
|1Zdh  azZklhkh\ndy §( "klZ\e_ggy g _ghjfZevgh€ ih\_~
ijhklhje nmgdpec sh ijbghkblv i j \Z]m ~bgZfeqgh]t
g _\er"hfh€ dZl _]hje€ ZI1Zd

cjoel _dilmjm $( yd Zelhjblf klbkg_ggy ~Zgbo ¢
g_cjhggh€ f_j_"-
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‘A\lhdh”_jb \b\qzx\WkfiyZlbggh gZ ijbdezZz”"Zo "Zgbo F
e _]dh gZ\gblb ki_peZeecah\Zge da_fieyjb Ze]lhjblfm vy
gZ i_\ghfm Ibie \\_~ ggy < sh “ey pvh]h g_ihlje[ge gh
\eMih\eNrge gZ\qZevge "ZgQg-

HrgZd Z\Ilhdh”™_jb kihd¥eyxIvky ae klbkg_ggyf a
Hkdeevdb Z\Ilhdh”™_j gzZ\qZ}Ivky gZ i_\ghfm gZ[hjs "Zg
j_amevlZle\ klbkg _ggy ~Zgbo ih”e[gbo ~h \bdhjbkll
gZ[hjm Ze_ [m”_ ih]lZgbf azZ]Zevgbf dhfij_khjhf ah]
kilbkg_ ggJPE@d kijZ\eyxlvky agZqggh djZs_

A\lhdh”_jb \b\gZxlIvky Z\IhfZlbgqgh gZ ijbdeZ”"Zo "Z
e ]dh gZ\gblb ki_peZeecah\Zge da_fieyjb Ze]lhjblfm vy«
gZ i_\ghfm Ibie \\_* ggy < sh “"ey pvh]logeqagkllpagh[dh
\eNMih\erge gZ\qZevge "ZQg-

l1kgm} ghlbjb Ibib Z\Ihdh”"_je\

<Zgeevgbc Z\Ihdh”_j

M gZcijhklerec nhjfe Z\phdhi/brgjh\z f _j ~Z 1Ih[lh g_
f j_"Z a h~gbf ijboh\Zgbf rZjhf

:Z]1ZIlhrZjh\bc Z\Ilhdh”"_j

Ydsh h~rgh]lh ijboh\ZmhdhMklIZlgvh |h \bdhgm}lvky
Z\lhdh” _jZ ~h [eevr ijboh\Zgbo rzje\

K\ _jlh\bc Z\Ihdh”"_j

<o*”g_ ah[jZ _ggy af _grm}lvky sh[ hljbfZlb ijboh'
f grbo jhafeje\ ¢« afmkblb Z\Ihdh”_j \b\gblb klibkgmIm \

J ImeyjbahkXXpibdch” j

lkgmxlv egre kihkh[b ydbfb h[f_"mxlv j _dhgkljmd
gZdeZklb ijboh\Zgbc rZj f_grh€ jhafejghkle AZfeklv |
ihilm geklv fh~_ee a[_je]lZxgb dh”_j o ~ dh”™_j g_]e
\bdhjbklh\mxlv nmgdpextZKkl&l eghe \eZklIb\hkle djef fh"
kdhiex\ZIb ch]h \oe® “h \boh"m GZ ijZdlbpe aZa\bqZ

i ]meyjbah\Zghlh Z\lhdh”_jZ
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jhaje”” _gbc zZ\lh_gdh”_j

N ghZamxqgbc Z\lh_gdh”_j

Jhaje®” g Z\Ilhdh”™ _jb aZa\bgZc \bdhjbklly\mmly&p
"ey egrh]lh az\"Zggy 1Zdh]h yd deZkbnedZpey :\lhdh
jhaje®” _gbc ih\bg_ g j_Z]m\ZIlb gZ mgedZevge klZIbkl
NZgbo 9gZ ydhfm \eg gZ\qZ\ky Z g_ ijhklh \bdhgm\ZzZ
LZdbf qgbghf g¥\dddlhgZggx azZ\"Zggy dhiex\Zggy
ihdZagbdhf fh™_ ~ZIlb fh~_ev ydZ \b\gbeZ dhjbkges nmg

lgrbc kihke[ fh _ h[f_"blb j_dhgkljmdpex Z\Ihdh"_
h[f "~ _ggy gZ ch]h \ljZIm GZijbdezZz” "h~ZIlb mgihye
a[blde\ AZ\~ydb pvhfm Z\Ihdh”_j gZ\qZ}lvky

<b”n"Ze ggy rmfm Z\Ilhdh”"_jzZ AZfeklv Ihl]h sh[ "h"Z
\1jZl ihlje[gh hljbfZlb Z\Ilhdh” _ j ydbc ~eagZ}lvky shi
| jfeg ihfbedb \e*gh\e _ggy nmgdpe<€ \|jZbb "h"ZYrg Zj ha
rmfm \oe~gh]lh ah[jZ  _ggy * afmkblb Z\Ihdh” _j gZ\gblb
gbghf dh”~ _j \bly]l]g_ gZc\Z eb\ere nmgdpe€ 1|Z \b
Ij_~"klZ\e _ggy ~Zgbo

>ey hljbfZggy +*gnhjfZlb\gbo ~_kdjbilhje\ nmgdp-c
f j_"_\h]pZnedm \bdhjbklh\mxlv h”"bg a f_Ih”~e\ \by\e
f j_"m reyohf kdezZ”~Zggy jharbj _gbo a]hjldh\bo $( '
dhf[egZpe}x gZ\qZggy kZfhmqgdZf 1Z ij_~klZ\gbpl\m>
NZge f_j_" _\h]lh IjZnedm kihqgqZldm IjpZzdkdhhfmaxdvRhnihf
_1Zim ihi_j_~gvh€ h[jh[db 1<~ qZk |lj_geg]lm [_a gZ]
*}jZjoeggm KkljmdImjm ij_"klZ\e _ggy hagZd +«a \_ebdh
ajZade\ A]lh~hf dhjbkimxlvky Ze]lhjblfhf a\hjhlgh]h
N deevdhfzZ ihdélgZgdgbfieyjZfb sh[ \enrj AZ]Im\ZIb |Z
a”"Zlgeklv hibkm nmgdpec NZdlbggh \bdhjbklZggy h
ljZnedm [1Z ihi_j ~gvh€ ie~"]hlh\db [_a gZ]ey"m jhll
ZNZilb\ghx 1Z Jgmqgdhx *ey jh[hlb a« kdeZ~gbfb \bo+"g
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Kijhklblb \by\e ggy \lhjlJg_gv azZ "hihfh]lhx fh~
aZklhkm\zZ\rb g _kbf ljbggbc Jeb[hdbc $( 1'$( "ey
aferm\Zggy nmgdpec sh mkiergh agb m} \bljzZlb gZz
ih}*gmxgb $( a g_Jeb[hdbf gZ\qZggyf Ahdj fdbcl'$4i
dhm\zZggy ihje\gygh ¢a Ibih\bf $( sh fh _ af_grblb kd¢
lhqgeklv fh”_ee KljmdIimjzZ \bXkexNge@®Z YZ kihkl _je]Z}
_dkljzdlhjge <}jZjoeqge hkh[eb\hkle GZijbdegpe 1'$
kljmdImje \biZ"dh\beye-keaicagZ\Zggy g _ghjfZevgbo
Ahihfh]lhx ij_"~klZ\e _ggy hagZd NBDAEbfZgbo \«~

$( a~Zlgbc \b\gblb ihl _gpecgm ih\_7~egdm fh”_ ev
Nmgdpe€ ae kljmdIimjhx $( “ey jeagbo ijh]jZf de[_j[_a
"\ho _1Zis\ gX¥\gkhgdh ihi_j ~gvh€ ie*"]hlh\db 1Z Ilhgc
| jrbc _1Zi ijbagZg_gbc ey ihrmdm \erih\ergh€ \enijZ
lhgdh€ gZkljhcdb I<key \bagZq _ggy iZjzZf _lje\ gZ _|Zi:
_1Zi IThqgh€ gZkljhcdb hohiex\ZIbf_ bkhnng@gdpegbc dy \c
NZgbo AZijhihgh\ZgZ ko fZ gZ\qZggy nmgdpec fh  a
nmgdpec Ibf kZfbf fegefeamxqgb \bfh]b

iy — -y = = - S —— Sy ————

IpuxoBannii []puxonamli’l
wap wap

PUXOBAHUITT
wap

\

Koaysanusi JexonyBaHHst Koaysanus Koaysanus KoavBauust
HECHMETPHYHHIT IITHOOKHI
TunoBwuii aBTOKROACD aBTOKoOAEp

23KljmdImjD $( jhajh[e_gZ a g_kbf Ijbggbfb fg
ijboh\Zgbfb rzjzfb

>ey ith[m~m\b ]Jgmqgdh€ kbkl_fb \by\e _ggy

\bdhjbklh\m}Ivky je~rdekgZ $(satmaxfdy]lihkme&h\b 1Z gZz\
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f Ilh~rhf 67/ ~ey gzZ\qZevgh]h ijhp_km> @ Ahdj_fZ 6
_1zib ~_ jhaje”” _gbc $( \bdhjbklh\m}Vv&ky dillg{hdZ
\b\q_ggy hagdthaxyZ ]j_key \bdhjbklh\m}lvky 7~ey deZk
\bemqg_ggy hagZd GZkijz\~s \bdhjbklZggy 67/ fh™_ ag
a”"Zlgeklv *h gZ\gZggy ih[m~h\Zgh€ f_j "« ydZ klbdZzZ}I
N gh\Zldlhje€ ZIZd fh gZ ihklmih\h ZgZeeam\ZIlb i’
ijh[e _f a i**]hlh\dhx a gmey

GZ hkgh\e ]J]gmgdh€ kbkl_fb kI\hj_gbc> @ [e.ev
kKljmdImMAPE-K fzZexghd) ydzZ fh _ kl\hjblb kbkl_fm \|
aeh\"b\Zggy a fzZkrIB[h\Kgbd ZzZ~Zilb\gbfb [Z Z\Ih
oZjZdl jbklbdzfb <eg fh _ \bly]m\Zlb maZ]Zevg _ge* n
ijh[e_f gZ\elv klbdZxgbkv ea g _\eAhfbf k_j _"h\bs_f
g fZjdh\Zge ~"Zg-

( CenHncop ) ( EdexkTrop )

AHai3 Iaany-
BAaHHS

SacrTocyBaTH

CHMIOTOMH nJia

ba3za 3 HaHb

MoOHITOPpHHI BuxkoHaHHSI

\ /

\_C Cenop EdexkTOop D__/
N\

KIjmldmjZ ]gmqdhtMABPEIK fb

Hr"gZ a hbgoh\igh[e f \by\le ggw \BkZwg ggy nmg
Jhaley”Zxqb $( yd kljmdImjm ~ey klbkg_ggy egnhjfZp-
\bdhjbklZggy $( ijbghkblv i _j \Z]b Z\IhfZlbqgh€ 1Z ~
h[f}dls\ sh ijba\h”blv "h \bkhdh€ lhgghKk*Xby\@egHgy
Z1Zd sh ekgmxlv m gZ[hjZo "Zgbo >hkes® mxqgb \ZjeZ
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} hkgh\gbfb o0ZzZjzdl _jbklbdzfb de[_ j[_ai_db “hkees"g!
kljZzl_]Jeyo kZfhgzZ\qZggy sh[ ajh[blb $( [*evr ihIm gbf
F _Ih™"b \by\e _ggy gZiZ"e\ gaZZ kgih\lZdyeec \j-
—eb[bggz f j_ ~Z i_jdedpgbeley netDBN) jha”eeyxlv gZ
dZl_]hje€
H[f¢ gZ fBgZhevpfZgZ IeBtricted Boltzmann machine, RBM);

G _cjhggz f_j_"Z a\hjhlgh]h jhaih\kx”" _ggy EDFI
network, BPNN ).
H[f ~ gz fZrbgZ ;hevppZgd j "Z kbf ljbggh a\

klhoZklbggbo "\ecdh\bo h*bgbpv Z IZdh  \hgZ kdezZ"Z
gZ[*j \bA"bfbo 1Z ijboh\Zgbo h*bgbpv GZ \eAfegm \e/ f
fe' rZjzZfb \ fh™_ee "%0 g_kijyfh\Zg[Z]22hl0 ifZj _\Z] \eg a
l1Z \by\ey} ij _"klZ\e _ggy rZjs\ \o**gbo ~Zgbo azZ A~
\eNih\ergh€ ijhp_~mjb ch]lh fh'gZ gzZ\qblb g_fzZjdh\Zgl
\keo rZje\ fh ' gZ kieevgh hilbfeam\ZIb m nmgdpe<€ ijZ\"I
fZ} ddheed sh gqZk gZ\gZggy ajhklz} \' ]_hf_Ijbggec ijf
jhafejm fZrbgb 1Z deevdhkle je\ge\ a }*gZggy sh jh[bl]
fhr _ee '"%0 g _ijhklbf HI"_  fb ijhklh af_grm}fh jha
mkm\Z}fh rmf aZ "hihfh]lhx fh*_eo r%®@® gb idilsf ijh~h\
gZ\qZggy a fh _eex '"%1

Ilh kmle 5%0 \biZA*dh\Z kljmdImjZ ] g jmxqgh€ g_cj
} g _kijyfh\Zghx J]jZnegghx fh” _eex sh kdeZ”~Z}lvk
ih[m~h\Zgbo \b~bfbfb g _cjhgzZfb 1Z ijboh\Zgbfb g
0fZdl_jbklbdb 5%0 _n_dlb\gh \bdhpBNh\m\ZjlbgMmaylb r
azZ rZjhft

ljh]jZfg_ aZ[_ai_q_ggy \dexqZ} ihkee*h\ghkle hi_j
"ey \bey ggy aeh\fbkgh]h ijhaZ[fgaihg ggy \bdhjbk
g _dhgljhevh\Zg_ gZ\gZggy “"ey ihi_j_~gvh€ i<~]hl
] g jZlb\gh€ fhn e shi Ahihfh]lb "% 1 \bjerb

i | _h[ezZzrgZggy> @ KlijheMgd.B gZ \bk\ele gh jh[hlZ
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deZkbnedZlhj m \kvhffm ijjihjhagdr a _1ZiZfb gZ\gZggy
Ahihfh]lhx “h”~Zldh\bo g_fZjdh\Zgbo "Zgbo "%1 fh _ ~hk
sh i _j \ _jrm} Ijb egre |jZ"bpecge fTh™r _ee« rIimqgd3VMkKNYI €
l1Z ~ j _\h jer_gv H”*gZd €0 f_|h*b g_ \bijZ\*Zge «grbfb
Jhfhgqbc ijhp_k ie?*oh”m ~h \by\le ggy rde”eb)\
aZ[_ai_q_ggy kdez~Z}Ivky a ljvho hkgh\gbo dhfihg_ gl
Z g Z e « alH (Pprtable Executable);
_dkljzdlhj nmgdpec
fhmev \by\e _ggy rde?*eb\h]h ijh]jZfgh]lh aZ[_ai_q_

Cuurakenunuii
AHAM3ATO —) Budip ¢pynkuii =) Kuaacudixarop DBN
PoznakyBanus
aiiny
Budip onkoay RBM naBuanus
y
Jlekomuesiuis
PE - daiiny v
Tonke
v o 3 HAALITYBAHHS
[Tody10Ba BexkTOpiB BP
(pynxkuiii PE-daiiiny
Bursirysauus
KO/1Y

KljmdImjZ jh[hlb '%1

AZagZqZ}lvky sh '%1 } hkgh\gbf deZkbnedZIlhjh
rde*eb\bo ijh]jzf

Hkdeevdb ih\_7~egdh\e 0ZjZdl _jbklbdb ki _peZevghb
\_ebde \bdebdb [_ai_pef j ~ > @ Jeb[bggzZ f j “Z i_
ki_pZevgec kljmdIimje \by\e ggy \lhj]g_DBBNffejklblv FhRk]|\
fhme-\

\mahe [_a”jhlh\h]h fhgelhjbg]m ~ey hljbfZggy "Zgt
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fh*mev aeblly "Zgbo "*ey aeblly dhjbkgbo *Zgbo |Z

gZ\qZevgbc fh mev "%1

fh mev \Ihj]Jg_ggy ZlqgZeyy 1Z \bagZq_ggy

fh"mev \eNih\enre ydbc \bjZ Z} j_amevlZIb aZijhi

dhjbkIm\zqge\

‘%1 ~“ey \byle _ggy ZlZd \lhj]Jg_ggy> @ ijhihgm}l
~n_dlb\gm ieZlnhjfm ”~ey \by\e ggy kijh[ \Ihj]Jg_ggy
lh[m~h\Zgkbkl _fz kihgzZldm \bdhjbklh\m} pbnjh\_
klzg”~Zjlbah\Zgbc f_Ih” ~ey \b[hjm nmgdpec Z ihlef \
deZkbnedZpe+€ \lhjlJg_ggy \ f_j_"m ijbk\hxxgb feldm d
hagZd A]e*"gh a j_amevlzZIZfb _dki_jbf_¢hb\Z§Z Xdké.
fh g _ leevdb \byleylb ZIZdb Ze_ <« Ilhgqgh <~ _glbne
f j_ " _\e Nef€ azZ h[f_~ gbfb g _ih\gbfb IZ g _eegecgbfb ”

lkgm} s_ [Z]Zlh g _\bjer_gbo ijh[e_f [Zdbo yd gZ-’
ydm e _]dh aZnedkdare\Zd hfmefrzddkbfmfe >ey \bjer _ggy pb
\byleyxlv Z1Zdb \lhj]l]g_ggy aZemqgZxgb '%1 1Z cfh\ejg
(PNN |1 _jr_ fZKkrl¥4hb \boe~rge IZ \Oc'ggratvdhe\bDhiejx\Zev
\bdhjbklh\mxgb fh eb\hkle g eesgecgh]h hklbkrm%'®oih L
ierjbfm\ZIb hkgh\ge 0ZjZdl_jbklbdb \boe"gbo-™aygbo
Zelhjblf hilbfeaZpe€ qZklbghd \bdhjbklh\m\Zlb ~"ey
ijboh\Zgbo \maee*\ dh gh}h _dZpPMN \\MMh~*blb “ey deZkbn
gbavdh \bfepgh§fZpe£€

<bVe ggy ZIZd m j_ "bfe j Zevgh]h qZkm } gZc[eevV
mkmg _ggy ijh[e_fb <kgm} f _|Ih” \by\le _ggy ZghfZe<€
kdez”Z}Ivky ebr_ a h”gh]h ijboh\Zgh]h je\gy 5%0 [Z |
ih[m~h\Zgh]h aZ "hihfh]lhx déZkblbhgbhl®jZlg k<€ F _I|h”
fh eb\eklv \ijh\Z~" _ggy J]eb[hdh]h gZ\gqZggy ”"ey \I
ieZlnhjfZo a gbavdbfb h[gbkex\Zevgbfb j_kmjkZfb 1z
kleevgbdh\e | e nhgb |IZ i_jkhgZevge dhfi x|l _jb sh ag

\bdhjbkggy 1Zdbo f_Ihne\
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Hkdeevdb 1jZAbpecge i*”oh”b ~h \byle _ggy \lhj]

limAghsZfb ijb jh[hle a \bkhdhr\bAdsekgbfb f_j ~ \bfb A
g_ fh miv \by\blb g \eAhfe ZIZdb > @ ijhihgm}ivk
f |~ _\bo ZlZd sh \debk&lghgy ihlhdm 1Z Jeb[hd_ g

kdez”Z}Ivky a "\ho qZklbg Ze]lhjblfm \by\e _ggy \ j_ Z
gZ gZklbo rZ[ehgZo 1Z Ze]lhjblfm deZkbn &V/Kip -8 [ g dhk
NZgbo ihlhdm jhakm\gh]h \edgZ fh™  j ZeZam§BFfim \dpX ke
= g_jZIlb\ge f _Ih~b \by\e _ggy ZIZd gZ hkgh\e afZ]z
= g_jZlb\gZ afz]lZevgz f_j "Z *$1 kdezZ"Z}lvky a
] g jzZIBjzz fh™ e+ "bkdjb@dgZWEjAjZsh€ ijh~mdlib\ghk
AhkylZxlv ~\e fh™ _ee yde ZhijphiknwNYGEEfZexgdmhdZaZg
kdez” fh™ _ee *$1 F _|hx f_j "¢ ] g _jZlhje\ } aZiemlZIk
"bkdjbfegzZlhjz } jhajeag_ggy fe knhjfh\Zgbfb gzZ[hjZfl
gZ[hjzfb ~Zgbo F_ j_"Z 1ihdheesgyv sh kdez”~Z}lvk:
i _jk_iljhge\ yde kmijh\h""m}lvky “bkdjbfegZglghx f_j_
a [Z]ZlhrZjh\bo i_jk _iljhge\ <o+” "bkdjbfegZIlhjZ \b[bjzZ
\boe” ] g _jZlhjgh€ f_j "¢ J amevlZlhf "bkdjbfegZlhjZz
\o*"gZ dZjlbgZ } j_ZbviphhdbfhrgZpecgZ f_j_ "Z jhajeaqg
] g jZlhjz kijz\"gef ajZzadhf gb g \eg fh™_\dZaZlb vy
j_Zevgh]lh ajZzadZ aZ "hihfh]hx ]jZ”*e}glZ Z ihlef gZeZ]
aZ "hihfh]hx pe}€ egnh|fZAQANE\bNINFd pbwAKkImigbf gbghf

oo f38:88 L arg, e HKOEUE "1 HKNF &F) @AG 2.1

AZ\"ydb \elZKileb\by\eylb \eZkIbéy §YZgejZpe€ gh\bo
] g jZlb\gZ afzZ]lZevgzZz f_j_ "Z *$1 } h~gbf a gZc[resr
9Z\qgZggy [_a gZ]ley”m aZijhihgh\Zgbo aZ hklZgg- jhd
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................................................................................................

. - ~ Haropoga :
Bumamkcori e
E— CHHTe30BaHE : ;
alo cTeopeH sofpamersa :
sobpaerHa — y
Peamni x
ofpai_J
FhA_ &AN

Hkgh\gZ «* y *$1 ihoh”blv \eN e~ € ]jb a gmevh\l
aZklhkh\m}lvky ~h Jeb[hdh€ g_cjhggh€ f_j "« \eg ijh
] g _jZlhjhf o ~bkdjbfegZlbpMAlgekix \b\gblb my\e _ggy
nZdlbggbo "Zgbo Hkgh\gZ azZ”ZqzZ *$1 ihey]zZ} \ of
\b\g_gge* 0ZjZdl _jbklbd jhaih”eem j Zevgbo "Zgbo gz
yd aZ\~"Zggy ihey]Z} \ |hfm sh[ jhajeagblb Y Vo Zewg*
"Zgbo qb \bAAmydb [ _ai_j j\gh€ dhgdmj _gpe+€ fe p
fhr _eyfb fh eb\eklv ] _g_jZp-€

G _a\Z zZxgb gz I_ sh *$1 } gh\bf m dhgp_ip*€ 1Z \
ijhp_ke > @ I*"oh”b aZkgh\mxlvky gz *$1 Ney
[ a®]h\hfm a\ yadm |1Z aZobklm €0 @dnhkigip\e€ aiqh Z4l
fhr _ev kdezZ~Z}lvky a i_j_"~Z\ZqZ ijbcfZqzZz 1Z i_j_
deZkbnedZlhj ijbcfzZ}Ilvky i_j ~Z\Zq_f "ey ijh]lgham\Zz
dZgZem 1Z \bjer_ggy iblZggy gZ"kdbelzkddgged jhlagme
ahg"m\Zggy Ih”e yd egrbc f _|Ih” a[bjZ} klZg dZgZem "¢
ydbc fh™ i j ~[Zqgblb gZklmigm i_j ~Zgm |IZ mKkiergh €

<bdhjbklZggy | _ogheh]e€ fZrbggh]h gZ\qZggy ~e
Ilh[lh 85Z7")j kbenEb\h€-¥X" _kb dhjbklim}lvky ihimeyjge
k\h€c \bkhdec _n_dlb\ghkle 1Z j Zlm\Zggx \ j_ "bfe j
kmi_jgbd fh™_  h[eclb Ze]hjblf UBEKBpnekZphE bnedm
dhfihg _glb Sh[ \bjerblb px ijh[e_fm > @ ijhihldpm]
ijbdeZ”b nerbg]lm gZ RKgh\k &Z/ *"hihfh]lhx ] _g_jZlhjz
ihlef i _j ~Z}Ivky gZ ~“bkdjbfegZlhj Ih[lh ~_1 _dlhj nerb
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Fhr _ee *$1 ~ €€ kijmdImjZ fiekdidt) Z 1ggd_jm} fh e
ihjmr_ge \ _jke€ j Zevgbmeijbgllaz A i _j I\hjx} €0 gZ
kmi_jgbde\ F_j "Z ~bkdjbfegZlhje\ \gblvky deZkbneo
ijbdezZ”b 1Zd « j _Zevge sh ijZp&xlvaldjnybagkjzf I|jb |
] g _jZIhjZ hgh\lexxlvky egnhjfZpe}x sh gZ”2oh”blvkeWy
| klm\Zggy *a aZ]Zevgh”hklimigbf gZ[hjhf “"Zgbo nerb
j_amevlZIlb ihdZamxlv sh aZzZijhihgh\Zgbc gbfb *$1 }
\_ ebdh€ deevdhkle g \e*hfbo ijbdeZ”e\ nerbg]m

*$1 g_ gqZklh \bdhjbklh\m}Ivky “ey ihey \ipZ\es g
*$1 r\brdh jha\b\Z}lvky a Ilhqdb ahjm kljmdImj Ze]hjb
ithdZaz\ [Z]ZIhh[epyXxqge j_amevIZIb m [Z]Zlvho kn_jz
ijhihgm\Zggy gh\h€ | _ogedb kbgl_am kijh[ } “hkblv \
aZobkgh]h f _oZgeafm\btZdEobkghbc f oZgeaf fh _
\bdhgm\ZIlb [ _aeeq aZ\"Zgv |Zdbo yd aZih[*]Zggy kijh]
\bdhgZggy kiZfm ~mfhd 1Z \by\e _ggy ZIZd \lhj]Jg_gv
"hkeer"gbpvdbc ijhklej "ey a\fyadm kljmdImjb *$Z|Za k

F _Ih” b \by\e ggy Z1Zd gZ hkgh\e Jeb[hdbo g _cjhg

'11 aZklhkh\mxIvky \ deevdho h[eZklyo ijhly]hf h
ydbo jhaieagZ\Zggy fh\b [meh agZggh ihdjZs gh D
ah[jZ  _gv IZ jhamfeggy ijbjh”*gh€ fh\b\bddhmhljbfrhklv
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ITpuxopaHmii wap

Bxiuuii nrap Brod i 1ap

KljmdimjZ fh? _ee '11

Fh~ _ev "t1p_ ijyfZ g_cjhggz f_ j "Z a ~_deevdhfZz
g_eesgecgbfb ljZgknhjfZlhjZfb <eg i_j _I\hjx} \oe~rge \
\boe?ge \ dlhjb [1Z kijby} ih”"Zevrhfm jhaiecagZ\Zg
Z\IhfZlbqggh]h jhaicagzZ\EZgRyy \brd\thjbklh\m}lvky fh" ev
i _j_I\hj_ggy hkh[eb\hkl_c¢c ijhfh\ m feldb sh \e~jih\
ijboh\Zgbo fZjdh\kvdb&MM} eyo

KljmdImjz fh~_eqfZtkghd yd ijZ\beh kdezZ".
gZklmigbo qZklbg

\oe*gbc je\ _gv ydbc \eA*gh\lex} \oe”*ge "Zge* \¢» Nnmg

ijboh\Zge [ehdb yde \erghlexxlv ijhfe 'ge j amevlZ]

\boe*gbc je\ _gv ydbc \e*ghlex} j _amevliZIb sh ij

j_amevlZIib i_j _I\hj_ggy

Zdlb\Zpecge nmgdpe+€ \eBAkilfr\imkdkv[eheh]eqgbo g _cj

\Z]b yde ij_"~klZ\eyxlv \Z eb\eklv dh 'gh€ h”bgbp-

ijboh\Zgbo rZjZo

afes _ggy yd_aZ[_ai_gm} hkgh\ge fhf_glb ey nmg
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M '"11 kbkIASR a\bgZcgZ eh]JeklbggZ nmgdpey } h”"
rbjhdh \bdhjbklh\m\Zgbo nmgdpec ZdIb\Zp+*€ sh gZa
nmgdpe}x2 aZ\"ydb k\h€c nhjfe 1grbfb keh\Zfb eh]el
\eZklb\eklv ih”~e[gm ~h [eheh]eqgh]h g_cjhglZdhXbdHb
Zdlb\h\Zgbc klZg A pe}x eh]eklbgghx nmgdpe}x [Zdh
th”re[gZ ~h ihjh]h\h]h 1hl_gpeZem J[eheh]Jeqgh]h g _c
ijba\h”blv ~h Ih]l]h sh [eevreklv [ehde\ \ '"11 fZxlv eb
jh[hle Hkdeevdb "\Z klZjghBkdZ¥Xdglb "\e jeage fh”"_e-
rbjhdh \bdhjbklh\m}lvky ey \bjer _ggy ijh[e_f deZkbn-

FzZI_fZlbggh eh]eklbgqgZ nmgdpe-y fhghlhggh
\bagZg_ggyf h[eZkls ITKh}I i\Dg Ag g gppliEp ; r&;
UL — 2.2

5> &,

Dijb\Z eh]eklbggh€ nmgdp+e€ G _\Z dh \e*agZqgbll
\eAm\Z}Ivky \ k_j ~gec gZklbge M fejm af[eevr_ggy
agZqgbf dheb [ebavdbc ~h GzZ\iZdb fZc _ klZ[eev¢
f gr_ e klZ[eevgbc iglZ[Z]dhBDevr _ >ey deZkbned
fh gz \klZgh\blb hkh[eb\hkle rZ[ehge\ ¢ j amevadEhb d
Djb\m fh'gzZ I1Zdh" i_j_deZklb "~h~Z\rb dhgklZglb ~h

UL ——— E U, 2.3

:5>@Fa6a,

> ¢ } dhgkTdglb

‘11 jhaicagZ}lvky yd [Z]ZlhrZjh\bc aZ\*"ydb o0ZjZ«
ijboh\Zgbo rzZje\ LZdZ [Z]ZlhrZjh\Z nmgdpey "Z} |
kdeZ"gbo nmgdpec a f _grhx deevdeklx iZjZf _Ilje\ sh
ihe Jrblb aZ\"Zggy a \bemqg_ggyZl'Z gwZ \4§lx &kagryleahrpj "1 1
ljb dZI_]hje€ rZje\

Jer_ggy ijh[e_fb [_ai_db f_j_ "« } > @ fh”_ev '1
ZghfzZee€ gZ hkgh\e ihlhdm | _jrZ kijh[Z azZklhkm\ZI
[_ai_db ijba\h”blv ~h \eAghlONN iphkble]kdezZ*Z}Ivky &
\o**gh]h je\gy I|jvho ijboh\Zgbo rZje\ 1Z h”*gh]h \bo*"g
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>ey ihkbe _ggy a”~Zlghkle '11 > @ \bdhjbklh\m
kljmdImjzZ is" dashiman'l1l ~ey deZkbnedZpe+€ rde”*eb\l
Android :joel_dlmjgbc “baZcg ihdZam} #tgghidey¢ghbcn
i _j_I\hj_gge \oe*"gbo ajZade\ aZ-fttmiddptlx *"eyr a[_j_
0ZjZdl_jbklbd lekey i_j I\hj_ggWHash¥ragblol "\bglhgbklh\n
$( "ey \bdhgZggy az\*zZggy \e~fh\db 1Zd sh deZk
hljbfm\Zlb egnhjfZpex ipki¥elp ihl _gpecghfm ijhklhje
ijhA"mdlb\ghkle _n_dlb\gh aZobsZIlbky \«” ghlbjvho Kki_
N o klzg™Zjlge 11 g fh mlv \by\blb \ke pe ZI1ZdDb

Rde?eb\e Z1Zdb ihklecgh afegxxlvky e« \eA[m\Zxlvk
h[ky]Zo sh \bfzZzikxlIZ[h\Zgbo jer_gv >ey \bjer_ggy p
\bdhjbklh\mxIlv kljmdImjm '11 ea fZkrlZ[h\Zghx [Z ]e[jb
> @ < j_"bfej Zevgh]h gzZzkm \hgZ kihkl_je]Z} azZ f_j_
je\gy ohkim ZdIlb\gh ihi_j ~"Zxqb fh etb\Ahdjj TZ\«kd]@ca
\bdhjbklh\m} fZkrlZ[h\Zgm h[gbkex\Zevgm Zjoel_dIimjn
|1z '11 sh[ aZ”h\hevgblb \bfh]lm h[jh[eylb \_ebdes 7
Ahihfh]lb ihdjZsblb ijh*mdlb\geklv k\h}€ fh” _ee a n
ZdIb\Zpe-€

>ey Z~/fegekljZlhjzZz f_j "o gZ”™a\bqgqZcgbf azZ\"Zgc¢
\lhjlJg_ggx aeh\fbkgbo f_ j ~ \bo oZd_je\ IZ i*"ljbfdZ f
dhfifxl _jZ \ [_ai_qghfm IZ ghjfZevghfm jh[hghfm klZg-
\lhjlg_gv m f_j "m azZkgh\Zgbcgg\gdebithdhdloc \bdhj
]Jeb[hdm g _cjhggm f j "m 7~ey \bemqg_ggy hkh[eb\hk
f j_"¢ Z g _cjhgge f_j_ "¢ \bdhjbklh\mxIvky “ey deZkbn

F ITh~ b \by\e ggy Z1Zd gZ hkgh\e a]Jhjldh\bo g_cjhi

Alhjldh§ZcjhggZz f 4 p Z leb[hdZ ijyfZ g_cjhggZ f_
\bly]m} hkh[eb\hkle \b\gZxgb \oe*gm dZjlbgdm rz
\bdhjbklh\m} y”~jh a]lhjldb "ey \bemqg_ggy nmgdpec -
kljmdImjm alhjldh\e rZjb h[ }*"gZggy rZja¥dZ iBA)jhekd
rZjb fZxlv jeage nmgdpe+€ Pe nmgdpehgZevge rZjb k
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g _cjhge\ « dh” g g cjhg a }*gm} ebr_ gqZklbgm g_cjh:
af_grm} kdez~geklv f_j "o IZ ihdjZsm} n_dlb\geklv jh

Alhjldh\bc rZj kdezZ~Zyldtky a]lhjldh\bo g_cjhge\ « jl
yd rZj \bemqg _ggy hagZd Jhafej y*jZ alhjldb \bagZqZl
nmgdpec Ilekey Ih]Jh yd nmgdpey y*jZ i _j \ "~ gZ IZ

dZjlb h[T}dle\ h[gbkex}Ivky aZ |Zdbf je\gyggyf
08 | S 2A-6H
e ‘Ig
0f L SA25E 24

l'a

> -QhlhqgZ deevdeklv-jBpfej y*jZ alhjldb agZq_g
aZeb\db -lpgh&fej djhdm Ilekey hi_jZpe+€ a]lhjldb p_ g_e-
nmgdpe€ Zdlb\Zpe+€ allejhljdhih jhaih\kx”"_ggy hljbfm
iZjZf_ljb dh gh]lh g_cjhgZ =+« \bjZa g_cjhgm a]lhjldh\h]}

L 4AHBy T SEE =, 2.5

> Fjhafej neevljZ \Z]Z R }*"gZggy |Z afes_ggy \*"il

RZj h[T}"gZylgdhgm} \e*h[jZ " _ggy h[T}dls\ yd ijZ\
alhjldh\bfb rZjzfb Hi_jZp+€ h[f}*"gZggy \dexqgZxlv fZc
1Z k_j_"~g} h[Y}*"g9Zggy LzZdh  ijhihgmxIlvky i_j djb\Zz
Reyohf af _gr_ggy ~bki_jke€ i _j I\hj_gbo mPdlkajglhaZz
fh'gZ jhajZzom\ZIlb 1Z h[ }*gZlb agZq_ggy ki_pbnegghbc
sh fh™  af _grblb deevdeklv g cjhge\ a[_je]Zxgb \myglgy
rZjm h[ }*"gZggy } 1Zdbf

UL «f&Ty aTyDT 2.6

> Jh[ezklv dEkIH[eb\hkl _c « } \boh~hf g _cjhgZ \ p-

Ih\geklx a\fyazZgbc rzj af}*gm} \ke g cjhgb ihi_j
rZjm a ihlhqgbf rZjhf « i_j I\hjx} \ke ehdZevge hagZdhb
fekIblv Ijb ih\geklx a }*"gZgbo rZjb \ degpe gl\gjkbxgt
a }"gzZge rZjb kobevge *h ijh[e_f ea i_j_h[eZ”gZggy
ijh[e_fm fb \bdhjbklh\m}fh nmgdpex \e*ke\m sh[ af_g
I _jrbo ~“\ho rZjes\ HklZggef ih\geklx a\fyazgbf rZjhf }
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aZfegx}fh ch]h \bosAgbf rzskiblvsh\Z g _cjhgb sh \¢
cfh\lejgeklv Ih]h sh \bosAgbf j_amevIZIhf } Abf Z[h g

\bagZqgZ}Ivky nmgdpe}x VRIWPD| gZklmigbf gbghf
cvnls p
WL Ay v aFL sda 2.7
> -\boe?rgZ cfh\ejgeklv]hUg cjhgZ
&11 i_j_"[ZgZ} h[gbke_ggy alhjldb [1Z kljmdImj

j_ij_a_glZlb\ghx |Z azZz]Zevgh\"'b\Zghx | _ogedhx \ h[eZl
Ahdj_fz &11 \bdhjbklh\m} ~“baZcg [Z]ZlhrZjh\h]h Kij
fegefZevgh€ ihi_j _~gvh€ h[jh[db mHAX &MY X ké &I} Ivky a
e \boe*gbo rZje\ 1Z [ _aeesqe ijboh\Zgbo rZje\ yde \dexq
|Z ih\gbc rZj a }*"gZggy Ihje\gygh a egrbfb Ze]lhjblfzf
\bdhjbklh\m} \eAfghkgh f _gr_ ihi_j ~“gvh€ h[jh[db emg _
h[f}dle\ sh feklblv ihi_j ~ge agZggy sh } ch]h Jheh\g

<bfh\gZ g _cjhggzZ f j "Z azZklhkh\mxlvky ~h kn_j
[Z]ZIhh[epyxgbf ijh]j_khf > @ G _cjhggZ f_j ~Z ¢
j_dmjkb\gbfb f_j_ ~ \bfb je\gyfb hljbfmde de@gbdbd”Z
fhr _ex\Zggy kbkl _fb \byle _ggy rde*eb\bo ijh]jzZf AZ
hljbfmxlv <¢}jZjoeqggm Zjoel _dimjm \bemq_ggy hagZd
hi_jZpe€ al]hjldb ea alhjldh\h]h rzZjm 1Z fh”_ex\Zgc
j_dmjkb\gh]lh f_j_ "~ \h]h*pégyh& h[eylbfmlIv> @ "ey \k
nmgdpe}x hljbfZghx ea azZ]heh\des\ ihjlZIlb\gbo \bdh
"hkyl]Z} gZ”~a\bqgZcgh Ihqgh€ IZ r\brdhkle \er"debdZggy

Sh[ aZza~Ze _]*”~v \by\blb «g”bdZlhjb Z1Zd > h@gb:
f j_"eXpose ~_ f j "Z [_j_ \boe~rge dhjhldes jy*db yd \o-
nmgdpe€ "ey deZkbnedZpe€ azZ "hihfh]l]hx \[m~Ah\m\
AZagZqZ}lvky sh \boe”*ge  \oe™rge "Zge } rbjhdbf « |
jh[hlb a Ze]lhjblfzZzfb KZ\tWdh[mIhfm "“baZcgeXpbse}
I_j_\_jrm} [Zah\e f_|Ih*b aZkgh\Zge gZ jmqghfm \be
"hky]zZ}Ivky agb  _ggy gZklhlb ihfbedh\bo Ijb\h] ihje\g
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eegeyfb sh ~h\h~blv sh ijhp_k Z\IhfZlbgqgh]h \bethqg_
g_"hklzlgvh gZ~ecgbf 1Z h[]jmglh\Zgbf ea \\_~ ggyf
rmfh\h€ egnhjfZpe€ a \boe"gbo \oh”e\

<by\e ggy rdereh\lh&hgdb } \Z eb\bf aZkh[hf aZobl
[ _ai_db A f_Ihx ZgZeHa™ aZi®@l\\bdhjbklhyond2lec sh
Ij_~klZ\ey} i«"o*™ \byle _ggy aeh\fbkgbo ijh]jzf gzZ
I _jrhx kijh[hx ih}"w@b@véc 1Z &11 m ~hf_ge+ \by\le _ggy
ijh]jzfAhdj_fzZ \hgb kihgzZldm ij_"klZ\eywbw2veck|fyefy
ij_"klZ\e _ggy dh gh]h keh\zZ HITWfZallhhagZdzZfb
Ij_~klZ\eyxlvaZipl yd fZljbpx nedkh\Zgh]h jhafejm rey
h[f}dle\ GZj rle [m~ mxlv fh® _ev deZkbnedZpe+<€ h[hel
&11 Ijh\h~blvky deevdZ ]Jjmi _dki_jbf_gle\ e« aZijhihgh
1jZpx}jb ihje\gygge a \**ih\ergbfb deZkbqgbfb deZkbne

>ey "hky]g _ggy gZ”~ecgh€ ijhmdlb\ghkle ijb \by\e _
&11 AZklhkh\mxlv gZkdjeagbc f_|Ih? deZkbnedZp-€
hrgh\bfejghfm &11 > @ \ ydhfm \bededkdqaydAth[sh
gl _]jh\Zge m gZkdjeagm kijmdIimjm > _|ZeVvgdxghbaZc
AN aZijhihghlMZ-gdd yd Ze]lhjblf gZ\qZggy vydbc [_aihk
\az}fha\ yahd fe  Z\IhfZlbggh \bly]Jgmlbfb nmgdpeyfb |
I _j_~[Zqgm¥hgfeldZfb gZ _1Zie gZ\qZggy Sh klhkm}lvky
ljZnedm yd ~\h\bfejgh]h ah[jZ  _ggy |Ih gh\bc i*”0o”
aZkgh\Zgbc gZ &11
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29 Jh[hgbc ijhp_k i**oh™"m ~h ZgZeeam ljZnedm vy
ljvho qZklbg ihi_j ~gvhdjhgjgdb [Z nZab | _kim\Zg

>ey \bjer_ggy ZIlZdb jeaghfZgelghkle |jZnedm [ _c
itheeir _ggy a”Zlghkle \by\e _ggy aeh\fbkgh]h \lhj]g_gg:
aZklhkh\mxlv f _Ih™ \by\le ggy \lhj]Jg_gv aZkgh\Zgl
alhjldh\ec gge¢hfy j "¢« > @ - ¥bk\&f ggy \lhj]lJg _gv [_a“
f j_"¢ gZ hiGNN\e Fh” _ev ydZ h[jh[ey} ~Zge f_j_ "~ _\h]h |
afh™ _excl_ ~"Zge aZ "hihfeh{k&EZIm} ~Zge ijh gbavdl
ljZned gZ \bkhdhje\g \e nmgdp-€ 2Z\lafZaldgh nmiydy
hilbfeam} iZzjzf Ijb f_j "+ aZ ~hihfh]l]hx Ze]lhjblfm \biz*

1Zzdb \e~fh\b \ h[kem]h\m\Zgge /'26 agb mxlv
f j_ _\bo kem' [ <« \Z dh \e*jeagblb ih\_7egdm ZIZdb \

Lzdbf qbghf gh\bc f _Ih~A \by\eLDOSy aIZxgh\Zgbc
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[Z]ZlhnmgdpehgZevghfm aeblle |Z a]lhjldhR\e&I1gl cjkgg
Hkh[eb\hkle h[T}*gmxlv €0 m dZjIlm h[f}dls\ sh[ hibk.
&11 \bdhjbklh\m}Ivky ~ey jhajeag_ggy |Z \by\e _ggy d:
Zlzdb /'26 ?dki_jbf_glb ijh\h”*ylvky gZ efelAS2clgecC
\bijh[m\Zevghfm k¢t g”amevlZlb ihdZamxlv sh aZijhil
fh™_ n_dlb\gh \by\eylb ZlZzdb /'26

zeb[hdZzf 4] “Z

DON-p_f Ih” sh ih}*gm} ]Jeb[hd -gZ\gqZggy I¥dbc
mkieom \ h[jh[pe k_j _~h\bs ea \\_ " ggyfZexgiddbo jPaf
[Z]Z1t&rjh\Z g _cjhggz f_j_"Z ydzZ ~Z} ijhlghah\Zgm f:
U3G=a;"ey dh'gh€ fh eb\R@g2€h™ylvky iZjzZf Ijb f_j_ "
keh\zfb '41 \bdhjbklh\m} g _cjhggm f_j_ "m yd gZ[eb _

B 747:’#’ \ ‘ l} \ ] ’_
— /N N .
X ‘ ’ AN/ ' :
N A L 4 N
A ) ( X p . )
v . A, :

I'inboke Q - HaByaHus

210KIjmdImjZ jh[hlb f -fhjm «4

M '41 hklZgge ghlbjb dz”jb kihkl_j_ "~ gv [_aihk_j
&11 yd i_jrbc je\ _gv '41 “ey h[gbke_ggy egnhjfZpe-£€
lhlef egnhjfZpey ijh klZg \e"h[jZ Z}Ivky m \_dlhj agZq
klZgm gq_j_a ih\gbc je\ _gv a\Ufpadrh nNmMadpidx agZqg_ggy
hgh\e ggy \Z] &sjh[ fegefeam\ZIlb "bn_j gpech\Zgm nmg

a4 LINEUI=TE, 1Qs=ps & F3:Q= &;;° 2.8

F_Ih~b \by\e_ggy ZIZd sh [ZamxIvky gZ g_cjhgg-c«
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Hkdeevdb \boe*ge "Zge '11 1Z &11 \jZoh\mxIlv ebr
\W\_ ~ ggy g_ \j]Zoh\mxqgb egnhjfZpex ihi_j _~gvh]h 1Z f.
fh ' mlv ~hky]lb agZggbo ihdZagbde\ sh™~h azZ\~Zg
jhaieagZ\Zggy [_a afeggbo 0ZjzZd|l_pokakZe gZdm \s"ZgZ k
ijhihgm}Iivky yd ki_peZevgZ dZl_]hjey g_cjhf_j_ "~ \bo k
a nmgdpe}x iZffylv GZzZkijz\~e 1ZdZ dhgkljmdlib\gZ h
"mfdhx sh ex”kvd_ ieagZggy [Zam}lvky gZ fbgmehfm
gbpgf 511 ~h[j_ kijZ\ey}lvky a egnhjfZpe}x ijh gqZkh\e
ekgmxlv »_yde ijh[e_fb \ kijmdIRNN dhdklythamdedg ggy
Z[h \b[mo ]jZ"*}glZ sh ijba\h”blv ~h \e~Afh\b azizf ylh!
ljb\Zem aZe "geklv

HAbg &jsZgle\ jhalJeygmlb o0Zjzdl_jbklbdb gZkh\b:
ih\_7egpe 1Z f_j_ " _\h]h ljZnedm sh fh _ is*\bsblb Ih
Zelhjblfe\ \by\e_ggy ZlZd Ijh_dlimxlv f_j_ "m iZf{yle
[ehde\ dh'gZ a ydbo feklblv "\ diZflgdbieHjhfmAzdb [Ze
\ h[gbkex\Zevgbo \bljzZzlZo 1Zd « \ _n_dlb\ghkle \by\e
j_amevlZlb \dZamxlv gZ |_ sh aZijhihgh\ZgzZ fh”"_ev
jZger_ him[eedh\Zge f |h*"b hkdeevdb /670 fh _ gZ\qgbl
kie\arghkblb aZibkb [_ai_j _j\gh]h a }*gZggy \ jeagbc q

> @ aZklhkhRMNZe@yy\bdhgZggy azZ\*"Zggy deZkbn
fhr _ev ih[m~h\ZgzZ kbkl_fZ \by\e _ggy \lhj]Jg _gv aZkgl
gZ hkgh\e kZfh_jm”~bpe€ I+" gqZk _dki_jBfgplfd kiZkjh
\by\e _ggy \lhjlJg_gv fh™_ neevlijm\ZIlb Z1Zdb Ze_ g_\"Z
kijZpvh\m\Zggy Ilhje\gygh a [Zah\bfb f_Ih”*Zfb aZzijhi
ithdjZsb\ky m \bfejZo yd Ihgqgeklv deZkbnedZp+€ IZ Ijm

>hkeer” ggy \bdhjDk1ZYy@w \by\e _ggy \lhj]Jg_gv a g.
IDS > @ ~_ hpeg-gd®yaxZlThihfh]hx nhjf "\ecdh\h€ deZ
[Z]ZIhdeZkh\h€ deZkbnedZp+e€ GZkijzZ\"e fhr _ev 511
egnhjfZpe€ \e™ i _jrbo h”bgbpv ~h ijboh\Zgh]h h]IiZc
ijboh\Zgh]h [ehdm ~h ihlhgqgh]h ~_ ijboh\Zge h”"bgbp-
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h*"bgbpe a[_je]Zggy "ey a[_jelZggy gZkdjeagh€ |Z ¢
deZkbnedZp-€

/670 \bjerm} ijh[e_fm ~h\]hljb\Zeh€ aZe_ "ghkle |
i1ZNeggy ]jZ"e}gEXK il ggn\Zgv > @ aZklhkh\mxgb Zjo-
\by\e _ggy \lhjlJg_gv ~_ jhafej ijboh\Zgh]h rZjm 1|Z
\bagzZqzxlvky yd | Z iekey _dki_jbf_gle\ 1lhje\gyg
ithfm~Ah\ZgZ fh” _ev /670 fZ} \bsm qgZklhiImd\byte gdd
Kee"mxgb | _ g _gp*€ aZklhkm\Zggy /670 7~ey \by\
ithfm”~ m\Zggy deZkbnedZlhjzZz /670 ~ey \by\e ggy \lhj]
gZc[eevr i**oh”ysbc hilbfeaZlhj "ey hilbfeaZpe€ ]jZ"e]
N \hgb ihje\gxxlv reklv rhjhbdbh\imdZgbo f_Ih”e\ hilbfea.
Adagrad, Adadelta, RMSprop, Adam, AdambdXNadam =+ agZclb gZc]|
~n_dlb\gh$TMa HilbfeaRbadam

>ey af_gr_ggy \bkhdh€ qzZklhlb ihfbedh\bo Ijb\h]
ZgZeesam kbkl fgbo \bdebjdedajh[e@gZyd2y kbkl fb \t
\Ihj]g_gv ohklZ gZ hkgh\e ZghfZeecfZ¥xdgdd)Z a€aghf d@
kdez”Z}Ivky a "\ho fh"mee\ <+gl_jn_ckgh]h fh*mey |
\bdebde\ ydbc \bdhjbklh\m}lvky *ey fh™_ex\Zggy l&dftrg
kbkl _fgbo \bdebdes\ ae kljmdIimjhx /670 \ jeagbo k_j_
fh*mey ydbc \bdhjbklh\m}lvky ”“ey ijh]Jgham\Zggy
egnhjfZpe€ sh i _j ~"Z}Ivky \en egl jn_ckgh]h fh*mey ¢
ihjhl]h\bo deZkbnedZlhje\

Ecembenennii

Cucremunii :
— Kaacudirarop

BRIk LM,

Cn
Hopmaabhi 1ani C . Ecembeaesunii Ecembenenuii Hopmaabna
HeTeMumii B ¢ 57
HABYAH NS TR TN — RAacHpirarop kaacuikarop w300
s Cr Cr AHOMAJIbHA

EcembeeBnii

Cucremuunii — enachearop
BHKIHKLM: o G I
[Mocai I(lli|-|it‘l b
Jbk IitndImjgZ dhgkljmdpey *ey kbkl_fb \by\e_g
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GRU-p_\ZjeZdlydhfm nmdatohpewodhjbklih\m}livky yd d
\boe*gbc je\ _gv ;eevr_|h]Jh *58 \bdhjbklih\m} nmgdp-
"ey h[gbke_ggy k\h€o \ljZl GZ hkgWgard[4bh @ mjbih &
gh\m f_j_ "m ~ey "\ecdh\h€ deZkbnedZp+€ \ ihee \by\e_
nmgdpex yd \oe*ge "Zge fh™ _ee Ahdj _fZ eegecgZ fZr
e*g*8VM i) _"klZ\e _gZ "ey aZfsgmaxmgdjpmi€igh\Zgh€ fr
*58 ydfh™ _ ~hky]lb ihje\gygh djZsbo _n_dle\ ge I|jZ"D
softmax gZ aZ]Zevgh”hklmigbo gZ[hjZo “"Zgbo azZ\"ydb
djZsec fh eb\hkle deZkbnedZp-€

23 Hibk ~Zgbo f_j  \bo zlzd

>ey gZ\qgZggy kbkl_fb \byle ggy f_j_ "~ _\bo ZIlZc
gZcihrbj_gerbc gZ[*jN3SlZgbo IhdjZs_gbc gZ[*] ~Zgbo
ki\hj _gbc ey af_gr_ggy g_"heedDDGUd hjmAhdgbfaZ \eg
leevdb \b*"Zey} aZc\e "Zge a gZ\qZewg e yzZ*hkkllg\ bgg y
lhggh€ r\b~rdhkle \by\e _ggy Ze_ 1Zdh  hnepecgh \klZgl
m gZ\qZevgbo 1Zd « \' | _klh\bo *Zgbo ;eevr_Ih]Jh ]jm
fZ} jeagm deevdeklv aZibke\ ydZ h[_jg_gZ ijhidilphée gr
I _j\bgghfm gZ[hje *"Zgbo ."" Lhfm “"ha\heyydh™IbBK\ZIb:
mj Zevghfm qZke GZ[e) "Zgbo kdeZ”~Z}Ivky «a kibkdm
3.1.

LZ[ebdy
GZ[*j "ZgboKDB/
< 1ffy nZcem Hibk
1 KDDTrain+.csv Ih\gbc 1-67" gZ[*]

NZgbo "ey gZ\q
nhjfzZle FVY
2 KDDTrain+.txt Ih\gbc 1-67" gZ[-]
NZgbo "ey gZ\q
nhjfzZle W[W

3 KDDTrain+_20Percent.csv <b[ejdZ NZ gl
KDDTrain+.csv
4 KDDTrain+_20Percent. TXT <b[ejdZ NZ gl

KDDTrain+.txt
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5 KDDTest+.csv Ih\gbNSL-."" gZ[°]
NZgbo Ney | _klm
nhjfzZle FVY
6 KDDTest+.txt Ih\gbc 1-67" gZ[-]
NZgbo Ney | _klm
nhjfzZle W[W
7 KDDTest21.txt <b[*jdZ *a .""7H\
ydzZ feklblv g _\
deZkbnedh\Zg-
"hkee""_ggy "
8 Small Training Set.csv FZebgZ[+] "Zgl
16/.'" "ey gZ\qZ
m nhjfzZle FV
GZ[*j "Zgbo feklblv iZjZf 1j a ydbo hibkzgh \
\bdhjbklh\m\ZIlbky ey Ij _gm\Zggy g _cjhggh€ f_j "
LZ[ebpy
1ZjZf _1jJDSL_KDD
< 1fYy izZzjzf_| Hibk Lbi
1 duration QZk ljb\Zaewkdexqg_¢ ,; _ai_j_j\gh
2 protocol_type ljhlhdhe IjZgkihjl¢ >bkdj_Igb
j*\gy
3 service K_j\ek ijbdez”gh]lh >bkdj_Ighb
4 flag KIZImk ier"dexq_ >bkdj _Ighb
5 src_bytes <as”gbc ihled [ _ai_j_j\gk
6 dst_bytes <boe~gbc ihlhd _ai_j_j\gk
7 land ydsh zZ~j _kz "~ _ >bkdj _Ighb
hljbfm\ZgZzZ kie\izZA
egZdr _
8 wrong_fragment Qbkeh g _ijzZ\bev _ai_j_j\gh
njZ]f_gle\
9 urgent Qbkeh | _jfegh\bo i ;_ai_j_j\gh
10 hot Qbkeh ©]Zjyqgbo? eg _ai_j_j\gh
11 num_failed loginl Qbkeh g _\"Zebo ki _ai_j_j\gh
S
12 logged_in Mkiergbc \oe*” >bkdj_Ighb
13 num_compromise Qbkeh kdhfijhf_Ih ;_ai_j_j\gkl
d kKlZge\
14 root_shell >hkimi a Z~fegekljZ >bkdj_Ighb
ih\gh\Z" _ggyfb
15 su_attemped ydsh WRKRW g >bkdj_Ighb
16 num_root Qbkeh kijh[ “hkln _ai_j_j\agh
ijZ\Zfb Z"fegekljZ
17 num_file_creatio] Qbkeh hi_jZpec ki ;_ai_j_j\gkl
ns nZcem
18 num_shells Qbkeh kijh[ \bdhjb _ai_j_j\agkh
dhfZg”~ghlh jy~d
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19 num_access_filey Qbkeh hi_jZpec a _ai_j_j\gk
dhgljhex "hklimi
20 num_outbond_cn Qbkeh \boe~rgbo dh| ;_ai_j_j\gk
ds k Zgke
21 Is_host_login ydsh a }*gZggy a8 >bkdj_Ighb
K_j\_je\ egzZdr_
22 is_guest_login ydsh a }*"gZgg >bkdj_Ighb
Jhklvh\h]h kidgddr |
23 count Qbkeh a }*gZgv g| ;_ai_j_j\gh
kK j\_ jaz k _dm
24 srv_count Qbkeh a }*gZgv g| ;_ai_j_j\gh
kK _j\ek aZ k_dm
25 serror_rate <e"khlhd a }*gZgv| ;_ai_j_j\gk
ihfbedZ a ijZihjhf
26 Srv_serror_rate <e"khlhd a }*gZgv| ;_ai_j_j\gk
ihfbedZ a ijZihjhf
27 rerror_rate <e~rkhlhd a }*gZgv| ;_ai_j_j\gh
ijZihj 5(-
28 Srv_rerror_rate <e"khlhd a }*"gZgv _ai_j_j\gk
ijZihj 5(-
29 same_srv_rate | <e”khlhd a }"¢44¢&v ;_ai_j_j\gkl
kem [«
30 diff_srv_rate <e"khlhd a }*"gZgv _ai_j_j\gk
kem [
31 srv_diff_host_rat] <e<”~khlhd a }*gZgv ;_ai_j_j\gh
e ohklZf
32 dst_host_count Qbkeh a }*gZgv g _ai_j_j\gh
k j\ jaz k dm
33 dst host srv col Qbkeh a }*gZgv g| ;_ai_j_j\gh
nt k _j\ek aZ k_dm
34 dst_ host same § <e~khlhd a }*"gZgv ;_ai_j_j\gkl
V_rate kem [«
35 dst_host diff srv] <e~khlhd a }*"gZgv _ai_j_j\gk
_rate kem [
36 dst_host_same_s <e"khlhd a }*gZz ;_ai_j_j\gkl
C_port_rate hrgzZdh\bf ihjlhf ~°
37 dst_host srv_diff <e~khlhd a }*"gZgv _ai_j_j\gk
_host_rate ohklZf
38 dst_host serror | <e<”khlhd a }*gZgv| ;_ai_j_j\gh
ate ihfbedZ a ijZihjhf
39 dst host srv_serl <e~khlhd a }*"gZgv _ai_j_j\gk
or_rate ihfbedZ a ijZihjhf
40 dst_host rerror 1 <e”~"khlhd a }*gZgv| ;_ai_j_j\ghk
ate ijZihj 5(-
41 dst host srv_ rerl <e”~khlhd a }*gZgv _ai_j_j\gk
or_rate ijZihj 5(-

Dh™ g izZjzf _1j gZe_"blv ~h i_\gh]h Ibim ~ZgRimaryZ[e

\bdhjbklh\mxlvky \ h[jh[pe nj_cfe\ "Zgbo
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LZ[ebpdy
Lbib "Zgbo izZzjzf_|jKDD6/

Lbi "Zghb ljb[mlb

Binary protocol_type, service, flag

Numeric land, logged_in, root_sheBu_attempted, is_host_login, is_guest_log
Nominal duration, src_bytes, dst_bytes, wrong_fragment, urgent, hot,

num_failed_logins, num_compromised, num_root, num_file_creatiq
num_shells, num_access_files, num_outbound_cmds, count, srv_c
serror_rée, srv_serror_rate, rerror_rate, srv_rerror_rate, same_srv_|
diff_srv_rate, srv_diff_host_rate, dst_host_count, dst_host_srv_cou
dst_host same_srv_rate, dst_host_diff _srv_rate,
dst_host_same_src_port_rate, dst_host_srv_diff_host_rate,
dst_host_seor_rate, dst_host_srv_serror_rate, dst_host_rerror_rate
dst_host srv_rerror_rate

< gZ[hjs "Zgbo ekgm} 1Zd a\Zgbc 1ZjZf_1j ydbc f
lbib ZIzZd

DOS

Probing

U2R

R2L

DoS-f_j_~ \e Z1Zdb kijyfh\Zge gZ kl\hj_ggy kbImZp
kbkl_fe \eA[m\Z}Ivky \e~rfh\Z \ h[kem]h\m\Zgge LZd-
] g jZpe}x \_ebdh]h h[ky]m IljZnedm sh ijba\h”*blv
[ehdm\Zggy k_j\ jZ 1kgm} reklv Ibie\

DoS- Z1Zd kibgZz a_fey g _ilmg kljmghd kfmjn ke

Ahg”™h\e ZlZdb klhkmxlvky kdZgm\Zggy f_j_ "~ _\bo
dhgne® gpecgh€ e<ghkgfi}pe€hlbjb Ibib ZlZd 3UREH
portsweep, satan.

1Zdb 8 5 I_j_"[ZqgZxlv hljbfZggy eifhb\2evgh
kmi_jdhjbklm\zZgz 2zZ~fegekljzZlhjz f_j "« aZzZj }kljh\Zgt
ghlbjb Ibib ZRZkuffer_overflow, loadmodule, perl, rootkit.

:1Zdb 5/ o0zZjzZdl _jbamxlvky ~“hkimihf g aZzZj_ }kljh\z
\eANZe ghlh dhfi xI_jZ 1kgm} \ekefftpl viritd, guess passwd,

LPDS PXOWLKRS SKI ribjmg ZDUH]FOLHQW ZDUI
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1ZdZ } deZkhf dh° g a ydbo \dexqZ} hgdkj [[gb%
ijbdez”~e\ Lbib ZlzZd 1Z deZkb ijb\_~ ge \ 1Z[ebp-
kiI\hjxxlv jy*hd ijbdez” ydh]h ah[jZ° _gh m “h"Zldm :

LZ[ebply
DezZkb IZ ijbdeZ”~b lbie\ ZKRO \ 16/
Lbi "Zgl ljb[mlb
DoS Back, Land, Neptune, Pod, Smurf, Teardrdpache2, Udpstorm,
Processtable, Worm
Probe Satan, Ipsweep, Nmap, Portsweep, Mscan, Saint
R2L Guess_Password, Ftp_write, Imap, Phf, Multihop, Warezmaste

Warezclient, Spy, Xlock, Xsnoop, Snmpguess, Snmpgetattack

Httptunnel, Sendmail, Named

U2R Buffer_overflow, Loadmodule, Rootkit, Perl, Sqglattack, Xterm, Ps

<bkgh\hd “h *jm]h]h jha”*eem

LZdbf qgbghf gZ kvh]h~gergec " _gv \by\le ggy
I _j_I\hjx}Ilvky gZ k_jchagm ijh[e_fm ydZ g_\bjerm}lv
f ThrZfb M gZc[eb ghfm fZc[mlgvhfm ~h \bjer_ggy
aZemqZlbky leevdb rimqggbc gl _e dl VdlbshZhi ijb]cZdn
jer _ggy * \by\e ggy ZghfZevgh]h IjZnedZ Ijb 1Zdhfm
[MA_ \enre]jZ\ZIb gZy\geklv d_jmxgbo ]jmi sh”h dhgl
gl e _dlm

AZklhkm\Zggy f _Ih~e\ g cjhf_j_ "~ \bo | _ogheh]sc
gZ\qZlbky IZhkjbWm\ZIlbky “h ZghfZees€ m f_j "« |Zdbf
cfh\ejgeklv \by\eyggy f_j_ ~ \bo ZIlZzd

>hkee” gh kihkh[b \by\le ggy f_j_ "~ _\bo Zlzd
g _cjhf_j_ "~ \bo | _ogheh]ec

ljhZgZeeah\Zgh f_|h”b '/ |Z \b[jZgbc h”bg a ¢
g _cjhggh€ 4§ gh~h \by\e _ggy f _j_ "~ _\bo ZIlzd

ljhZzgZeeah\Zgh gZ[*] "Zgbo f_j-KDDbo ZI1Zd 16/
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JHA>1E
JHAJH:D: FH>?E1 G?CJHGGH?2 F?J?@1 >EY KBKI
<BY<E?GGY F?2J?@?<BO :L:D

31 J ZeeaZpey ijh]ljZfgh]h dh m ~ey a[_j*]Zggy n
gZ[hjm ~Zgbo

celhjblf [m\ibkZgbc python [Z ijhl_klh\Zgbc \ [ef
Colaboratory. Hkdeevdb gZyqZglogggh€ f_j "« aZe_ "g_ \*™ h]c
ithim ghkle fZrbg [meh jhalJeygmlZ ijhihabpe€ sh”h dh
Jupiter,ydbc jhafes gbc Cdlabj\eke

>ey fZgeimex\Z{ghfb 1Z €ogvh]h [AgHEe=ghklZevh
[*[eshl_db

Tensorflow;

Pandas;

Numpe;

Keras;

Scikitlearn;

Matplotlib.

>ey jh[hlb a gZ[hjhf "Zgbo f_j_ ~ \e ZlZdb [meh
efihjlm\Z\ pe ~Zge ijbdeZ” dh”m

self.train_path=kwargs.get(‘train_path’,'datasets/NSL/KDDTrain+.txt')
self.test_path=kwargs.get('test patbatasets/NSL/KDDTest%2B.txt")
lekey fihjilm\Zggy *Zgbo [meh ijh\_~ gh nhjfZIm\
al[_j_ _ggy €o
selfdf = pd.concaf[selfdf.drop('protocol_type'axis=1),
pd.get_dummigselfdf]'protocol_typd)], axis=1)
selfdf = pd.concaf[seltdf.drop('service, axis=1),
pd.get_dummidgselfdf]'service])], axis=1)
selfdf = pd.concaf[ selfdf.drop('flag’, axis=1),

pd.get_dummigselfdf|‘flag1)], axis=1)
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test _df= selfdf.iloc[train_indx selfdf.shap¢0]]
test_df= shuffl€test_dfrandom_statenp.randomrandint(0,100))
selfdf = selfdff: train_indx
seltdf = shuffldselfdf,random_statenp.randomrandint(0,100))
test_dfto_csyselfformated_test patbep=',",index=False)
LZ hdj_fh kiI\hjbeb kibkhd a ekgmxqgbfb Z1ZdzZfb sh
gZ\qgZlb g _cjhggm f_j_ "m

32 Fh”~_ev g_cjhggh€ f_j_ "« gZ hkgh\e Zelthjblfm ]
9Z\qZggy

KibjZzxqbkv gZ ZgZeea f_Ih”e\ \by\le ggy f_j_ ~ _\t
\by\e _ggy f_j_~_\bo ZzZlzd gZ hkgh\e g cjhf_j_ "~ \b
aZijhihgh\Zgh fh* _ev pZaWkZz'4§ Zeeam} deZkbnedZlhj
| hje€ 5/ M jRAfdKoj "~h\bs_ egnhjfan}jZ]kilglg f_j "« Z
j _Z]lm} \k_j _~bge f_j_ "« H _riekijggblpoy} afegm klZgm |
<jZoh\mxgb px kijmdimjm Z] glZ ydbc \aZ}fhne;
aZijhihgh\zZgzZ fh~ _ev aZ[_ai_gm} |Zde fh*bnedZp-£€

afh” _evh\Zg_ k_j_"h\bs_ Xkill2\g "3 h\hiA2dh\bf \b[

\aylbf ea gZ[hjm \lhj]Jg_ggy \f_j_ "m

Z] gl j_ Zeeam} deZkbnedZlhj ydbc gZfzZ]Z}Ilvk:

\lhjlJg_ggy e<a klZg-\ I _j_""[Zg_gbo afh”™_evh\

K_j_"h\bs_

efelh\Zg_ k_j _~h\bs_ ijbghkblv j_amevnl Z]E&\bee™ih be

g _ijZ\bevgbo ijh]jghae\ Z] glZ

Gh\zZ kljmdImjzZz “~ha\hey} aZklhkh\m\zZlb ~hRL \
ZelhjbQfgZ\qZggy "ey deZkbnedZp+€ \lhjlJg_gv aZ "hi
ithi_j _"~gvh aZibkzZgbo "Zgbo ijh \lhjlg_ggy

celhjblf [Zam}lvkyhg@ddim gZcd@Zsh§dp-€ "“ey Z]_ g
gZrhfm \biZz*"dm 7~ey deZkbne@ZinmgdpkPegdZq ggy "€

1Zjb~e€ klZgm @gyadZgih\e*Z} kmfe \bgZ]hjh? ~ey !
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\jZoh\mxgb sh fb [_j fh i_\ge "e€ Z ihlef jmoZlbkv
iheelbdhx <Z eb\bf j_amevIiZrhnjgdpexhfh ' gZ h[gbke
|l _jZlb\gh azZ 1Zdbf \bjZahf
3:5.#; Z 3:5:#; EUAds EUI=T B s#.5; F 3:5#,;? 3.1

> 5Pihlhggbc k#RghlhqgZ #P¥E s- p_ gZkImigZPE-y
- gZklmig_ agZgq_ggy \bgZpdghdbggy klzUdzdhr nepe}lg
A"bkdhglm\Zggy vydbc m pvhfm \biZ2dm \klZgh\ex}lv
hkdeevdb klZgb g_ dhj_exxlv fe' kh[hx \hgb hljbfmx
gZ[hjm ~Zgbo Z g_ \ ihkee*h\ghfmfmhpy~ & g_h[o-
azZiZf ylh\m\zlb Zelhjblf <bdhjbklh\m\Zeb agzdlzgy
\e~Nih\e~rgh

>ey ZijhdkbiZpaEgdp+€ \bdhjbklh\m}Ivky ih\geklx
g _cjhggZ f NN Z<oe+"ge "Zg°NNeyilpklj§gbc klZg ydb¢ \-
0ZjZdl _jbklbdzf \b”ee gbf ea feq_gh]h &§R[ihjimMkMZ\ebg
nmgdpx *“ey gZ[hjm ~hkln@qbogdpey \e"ih\erZ} [hfm
Ahlj_ a”eckgx}lvky i _\gZ 7~y kmHBIkighdbckiZZeghjblf Je
f j_ @QQ(DQN azZ ydbf kephjmP@N Fh” _ev g_ aZklhkh\m

"ey hghle _gg@ndgddhg§bklh\m} hkgh\le nmgdpe€ d\Z

45 EUI=T &Bstes; F 3:15:#;:° 3.2

KIjmdIimjZz ydZ \bieb\Z} a \bs _aZagZg _gbo ijbf:
ZelhjblDeep QNetwork aZ[_ai_gm} ohjhre j _amevlZIib \by
\jZoh\mxqgb g_a[ZeZgkh\Zgbc oZjzdl_j gZ[hjm ~Zgbo |
kljmdImjzZ sh[ aZ[_ai_qblb gZ\dhebrg} k_j ~h\bs_jha
\biz*dh\h€ \b[ejdb gZ[hjm ~Zgbo PWwbafrgld *jdeh )y
g _a[ZeZgkh\Zgh]h gZ[hjm ~"Zgbo aZ "hihfh]hx fh”" _e-
gl _e _dimZevgm i_j ~bkdj_IbaZpex gZ[hjm "Zgbo i*"

M fhrD&<5/ "h~ZIldh\h \bdhjbklh\m}Ivky ie*djeie _gg
H[bM\Z Z] glb k_dedlgnle-dzlhj Zz] gl gzZ\qZxlvky iZjZz
\bdhjbklIZdgN >y \boer Z] glZ deZkbnedZlhjZ [m"_

\Ilhjlg_ggy “ey \b[ejdb gZ[hjm ~Zgbo \o** Z "ey Z] gl
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Z1Zzdb yde [m"mlv \bdhjbklZges "egjkba\hy\ gyyjlygh\le gz
HI"_  gZ\elv dheb h[b”\Z Z] glb fZxlv koh ™ m kljmd]l
\bkIimiz} \ jhee deZkbnedZzZlhjz Z Z] gl gZ\dgdbkgehihl
Z1Zd yde [m mlv \bdhjbklZge \ gZkimighfm jZmg~e
ljZpxxlvahZ]Zevgec fh _ees gZ hkgh\e hljbfZgbo j _ame
hkgh\ghfm Z] glm vyde h[_jg_ge* “ey Z] gl gZ\dhebr
gbghf Z] gl k_j_~h\bsZ kijh[m} kijyfm\ZIb ]_g_jZpexX
ihfbehd Z] _glhf deZkbnedZlhjZeZabmehZXlkdy dhk_j "D
gZckdeZ”gerbo ajZadZo

AZ “hihfh]hx pe}€ hkgh\b gh\Z fh* _ev ] g _jm} [eevV
"Zgbo \bjh[eyxgb \b[ejdb \ ydbo deZkbnedZIlhj g_ ij:
[mlb ih\fyaZgh a gbavdhx gqZklhlhx ihy\be @& [&Z\ g2 eg\hgslt
I _j_"[Zg_ggy “ey " _ydbo _iho Mke ihablb\ge j amevlZ
ijhihjpehgZevgZ g _]Zlb\gbfb ~ey k_e _dlhjZz LZdbf ¢
NeagZ}lvky \ ydbo deZkbnedZlhj gZcqZkler aZagZ} g_
a[eevrmklgkm pbo ajZade\ >ey pvh]h \bdhQbkihgglp .~
nNModp8sa) \*"ih\e*"Zevgm aZ hilbfeaZpex deZkbnedZlIl
3ga0) "€y hilbfeaZpe€ k_e_dlhjZ H[b*\e nmgdp+€ ihkbe
ijbgpbi Ihl]h gzZkd[<jevtibylthi \gbc klZg Ze_ deevdeklv
fh™_ [mlb jeaghx M pvhfm \biZA"dm " eyKDRZQhnm g'dprlyo”
hilbfeaZpey deZkbnedZIhjZ:#ZB>EV?j Shc\eMih\erZ} deev
deZke\ deZkbnedZlhjz AQ--rgmiyjdp{hdwZbv¥gZ aZ hilbfe
kK j_"h\bsz fzZ} i_\gbcshZ)jefihde”rZ} dh ghfm a fh eb\
gZ[hje "Zgbo gZ\gqZggy * | _klm

lheelbdZ ydZ ~hljbfm}ivky ijhly]hf gZ\qZggy \*"
ihlje[ghkle "h _ikbehgm [Zd sh Z1ZdZ kihgqzZldm } \bl
agZg_ggx _i*sah™~m Fb jhalJey”rZ}fh _ieah”™ yd gZ\gqZevc
"Zgbo \ "Zghfm \biZ~dm a\bghdcghfalghirg}lZz ihozZz 1
hlhg_ggy h[bjZxlv k\h€ 7~«€ \jZoh\mxqgb k\hx iheelbd
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\by\e ggy ZIlZd gb gy f_"Z ikbehgm ey deZkbnedZlhj
lh”~e yd gb gy f_"Z k_e_dlhjZ iheelbdb [m”~_ \klZgh\e ¢
F_h” ydbc "hljbfm}lvky ijhly]hf mkvh]h |Ij_geg]m

ihkee”"h\ghkle
nmgdpe€ 4 gZ k_j ~“h\bszZ 1Z Z] glb deZkbnedZlI|
\biz*dh\h]h agZq_ggy Djef Ih]Q hihgghdh\bcz~dh'
gbghf ey \keo klZge\ \ gZhjph*rZfgbaamgdpex < h
agzZq_ggy "€ ~ey pvh]h klZgm <Z eb\h izZffylZIl
gZ[hjm ~Zgbo
kK _j_~h\bs_ \b[bjZAPykebd ijh \lhjlg_ggy \boh”"y
itheelbdb 1Z kmgZkgbc klZg
kK _j_"h\bs_\b[bjZ} ihlhgqgbc kifZgb\ghZz*dhdB[hj®D P Z
Ney ydh]lh \erih\enrZ} lec \b[jZgbc k_j_"~h\bS(=fM irha
|Z[ebpe , ~_ gZ\ ™ gZ iZj@&ARd hagzZd
\jZoh\mxgb \b[jZgbc klZg k_e _dlhj Zlzd gzfz]zZ}lv
klZg gZ hkgh\e \eZikaghh@dZhebagZqz} ch?Pia"h "€
Ney=?Pyjebd \lhj]Jg_ggy gZ”*kbeZ}lvky \ gZ\dheb]
ihje\gx}Ivky a yjebdhf gzZa fgh€ <klbgb ydsh h
1jZ\bevgZ deZkbnedZpey ~Z} ihablb\gbc j_amevlZ
jeage ihadpZb\bgzZ]lhjh~rZ [m"_ "ey deZkbnedZlhjZz
Gh\bc klzg az”~Z}Ivky k_e_dlhjhf yd m Ibih\hfm
[Zam}lvky gZ nmgdp+€ agZq_ggy "€ Ih[lh gZ~"Zxqgb ¢
'O s&AE s;a
A j _amevlZle\ hljbfZgbo agZqg_gv ydndgeddkedyn rlld hy
k e _dlhj hgh\lexxlvky \e~ih\e*gh ~h ijZ\be hgh\e_ggy '
AZklhkh\ZgZ nmgdpey a j_ameviZle\ deZkbn-d

j_amevlZl as agZq_ggyf aZ ihablb\gbc j _amev
j_amevlzZl GZ “"h~Zlhd ~h [jmeebeivliZI\mj_ge egre nmgdp-:
ahdj_fZz nmgdpe€ I _j_oj_kgh€ _gljhie€ | Z dz

\bdhjbklh\m\Zebkv ey hpegdb \erklZge fe " i_j_~[Zgm\
50



th\fyamxqgb px \e*klZgv ea | _amevlZIZfb dhjhlrz \e~}
\bgZ]hjh~e S h~gZ gdi@ddmeyy jcagh€ \bgZ]hjh”"b \e~ih
ZlZdb GZj_rle [meh h[jZgh gZcijhklerbc j _amevlZl
_n_dlb\ghkle

Dijhdb Ze]lhjblfm sh \e?"obeyxlvky \eA a\bgZcgh]h
"hnrzZlidh\e djhdb "zZxlvviigZlgWll k_e dlhjz ea afZ]Zevg

celhjblf "ey-RIl4

lgepeZeByp GEDBP h\eevgh

lgepeZeByp GEDBP h\eevgh

Ih\lThjblb 7~ey dh gh]h _ieah”™m lgepeZecam\Zl|

QL\biZzrdh\Z \b[ejdZ gZ[*j "Zgbo

<b[jZlb ihgZldh\m 7"ex k jAMM\bdDkIh\mxgb ihee

ithoergm 3 CG=?,P

AZfeghOlPgZ \biZ*"dh\Z \DFHABEMS p_ \ke ajZadb fZjd

ydbaAP

lh\lhjblb ”~ey dh gh]h gzZzkP\h]h*d¢h dm

<b[jZlb Nex ZF2?FbMhjbklh\mxgb iheelbdm 3 PhO@#& g

Ajh[blb dibfley hljbfZ.dNg%R AB E s;a

HIjbfZlb \bgzZ]hjh"m ~ey hkgh\gh]lh ZNZRARZ k_e_

<b[jZlb "ex gZklmigh]h kAB*8\bdBhjbklh\mxgb ihee
ihoe"gm3¥ OB AR ZfeghbOBE s \bdhjbklh\ndxgIs L\biZ*dh\Z
\b[+jdB:=AE s;;8CB:=AE s;;p_ \ke ajZzadb f<ldE gdbo

Hgh\le _ggy nigdpe-€

<bdhjbklZIlb ]jZ*e}glgbc kimkd gZ nmgdpex \IjZI

‘NAP UIAIGAE s3AOE s&AE s; F 3A0& AP0t 3.3
<bdhjbklZIlb ]jZ~e}glgbc kimkd gZ nmgdpex \IljZI
‘N?B UTAIG?E s32:(PE s&AE s; F 3?2:08& ?;P0t 34

< hklZlhgghfm Ze]hjblfe j AERLahYBBEGh |jb ~h"Z
mlhqg_ggy ~h ij_"klZ\e_gh]h ~ey ijhklhlb
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Kk

HklZlhggbc Zelhjblf |j B@-m/h\fHomm}lvky gZ '"41
\ZjeZglhf '"41 «a \kdggpkI*\ho hdj _fbo f j "¢ "ey
hpegdb "e€

NZdIbggZ nmgdpey \ljZl ydZ \bdhjbklh\m}lvky "e
[Zam}lvky gZ \ljZle =m[_jZ ydZ } ih”*e[gh ~h d\Z"]j.
|1Z eegecgbo aZ pbf agZqgq _ggyf AZ\"Zggyfrllggyb
agZg_gv ]jZ"*}glb yde fh ' mlv aZagZlb oZhlbqgh€
Hkdeevdb <kgm} ~\Z Z] glb j_Zeeah\Zge "\hfZ
f j_"Zfb azZklhkh\mxIvky ~\e kljZI_]¢€ H[b"\e f_
q_ggyf _ikbehgm yd_ i*" qZk Ij_gm\ZgagaAg"bhwk)
"ey f j_ "¢ k_j_"h\bszZ |IZ Ney f j "o deZkbnedZz
peggeklv _ikbehgm "“ey gZ\dhebrgvh]h k_j ~h\bsZ
\Z eb\hx ey "hky]g_ggy ohjhrbo j_amevlZle\

GZ fZexgdmihdZamxlvky e f _glb sh gl _Jymxlvyad

_j_Ah\bs_ 7e} gZ ik _\"h z] gl vydbc ijzpx} \ afz]z

hkgh\gh]lh Z] glZ gb gy qZklbgzZ ~«Z]jZfb sh « } deZ

A

r =)

Cepenosnie RL

baza nannx

arak
Arent i,
[(kpc:wumueJ« i Ster !
% )
N\ s
Arenr
ey I (Knacudikarop) g

le"kbe_ggy gZ\qZevgh€ \azZ}fh"e€ fe " Z] glhf |

A

N

gZ\qZggyf
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GZ fZexgdmij_~klz\e_gbc \b” gZ \bkhdhfm jeRgs Z
N 1Zevger_ ih~"Zgh gz fZedhbgdnmjZneqggh ah[jZ m} nmgdy
_1Zib LZdh™ \e~hdj_fe_gZ jh[hlZ Zelhjblfm gz _
ijhl]gham\Zggy < _jogy qZklbgZ ij_"klZ\eylehldd g \@e
"h\lbf nhghf ih\ yaZzge a nmgdpehgm\Zggy gZ\dhebr¢
NeZljZfe ihdZazZgh ihlhggmQhy\éXpekh[BEXx ihgZldh\e mi
ihgzldh\bc klZg [_j_lvky \biz~rdh\bf qgbghf ea gZ
ijhl]gham\Zggy gb gy qakibplyky [\bdexqgh gZ \ _
deZkbnedZlhje k] egldlhj <« Z] glb deZkbnedZlhjZ [Zc&
Ijhklbo g gihagf j "Zo yd ihdZaZgB3Z fZexgdm

AQ.(s¢. ae,)

ap, = ATARH

Cepenosuune
" .
.| (Environment) a,,
v

o o Q - pynxnis
. Sige) 3 dpasiu (Cenexrop Arenra)
Pejyanram
Basa s = HABYAHNA
LIS TPEHYRAHE "':::-:'i"
- ’
5p = BIADIp NPOBHAX AAHNX Teq 3 Q 5 Ib_\'HK’IliSI

t—t+1

(Knacudixarop
Arenra)

Arent ag, =
T mcpikaiop)

AQ(se.ac,)

basa
LIS IeCIynan,

& Arent Mitka incrpyxuiit
. g a p
_ o [Kaacnpikaop) | ¢ nepeadanena
Ipodni pani

> |Zees Ze]lhjblfm '5/ ey _1Zie\ gZ\qZggy |Z ij

GZ fZexgdm”™ _fhgkljmneggm Zjoel _dimjm gZ ydec
ZIZdmxgbc Z] _gl k_e _dlhj e« aZobkgbc Z] gl deZkb
Zjoel _dImjz kdez~Z}Ivky a ijhklh€ g _]Jeb[hdh€ g _cjhgq
| Z hr"bgbpyfb gZ rZj IjhklhlZ pe}€ Zjqg-ed hdldm pmax#lb c
\eAlmdm lh~e yd gZ\gZevg_ gZ\gZggy a i*"dje
ijbklhkh\m}lvky \Z]b IZ mi_j_ "~ _ggy GZ pvhfm jbkmgc
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gZiZ"gbd <« aZobkgbd fZxlv \b[ejdm gZ \o*™ Ze \L
azZe_ "gh \eN f | Zobkegyp@dzZ \boe” } ijh]Jghahf deZkZzZ \lh
>ey aeh\fbkgbdZ 4 mméewvigd a fh eb\bo Zlzd
\bdhjbklzgz ~ey \b[hjm \biZz*"dh\h€ \b[ejdb sh \e”~ih\e’
hrgz a HI° g cjhggzZ f_ j "Z "ey a&ZahmkgthélZ KIn o
Ze g _cjhggz f_j_ zZ "ey ZlZdmxqgh]h Z] glz g_ f
deZkbnedZlhj Z yd ] _g _jZlhj deZke\ ZlZd

Normal
Back
Land
Neptune
()

Xterm A & &

< : & X o
100 100 100 100
122 122

joel _dImjZ g _cjhggh€ f_|j "« ey ZIZdmxqgh
Kk j_"h\bsZ ae+\Z |Z aZobkgbdZ deZkbnedZlhjZ

FZexgd3%4 ihdZam} _\hexpex jhaih”?eem ]eklh]jZ
] g jmxlvky ZlZdmxqgbf Z] _glhf ie® gZk |Ij_gm\Zgv m j
|l jZpe€ "ey gZ[hjm AMZghklhfjZfb ihdZamxlv ebr _
ZlZdb "ey gZ[hjm ~"Zgbo Ij_gm\Zgv KihlbgZldateckgk)p ZI
\biz*dh\bf gbghf [Ijh*h\"mxgb gZ\gZggy k_e_dlhj g.
ZlZdb sh fZzdkbfeamxlv ch]h j _amevlZlb sh afegx}Ivky
deZke\ ZIZdm} afegb klhoZklbggbf kihkh[hf Ze \eg
a[eevr_ggdyeb\hkle deevdho ZIpsdeecplZhamgzclient af _grmxql
ijb pvhfm \Z eb\eklv ghjfZevgh]h jmom KZzZf_ 1Zdm
kihkl_je]ZIb \ ~bgZfeqgbc <+gl_e_dimZevgbc Ze]lhjb
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dhfi_gkm\Zlb gZ\qZggy mi_j "~ ghkdpZddpkdqbgdgdpf gZ
NZgbo

30

25 1

20 1

5

(=]

10 epoch

40 epoch

25 1

20 1

Mormal Dos  Probe R2L LZR
70 epoch B0 epoch S0 epoch

1 hE
Mormal Dos  Probe  R2L 2R Mormal Dos  Probe R2L 2R

?\hexpey jhaih?*eem Z1Zd sh ]_g_jmxlvky ZlZd
k _j_"h\bs_f ie® qgZk gZ\qZggyNSEKPD)"Zgbo

lhje\gyggy qZklhl Ibie\ Z1Zd yde ijbkmlge m gZJ[l
ijh]jZzfb a jhaih”?ee ZIZd Zhjlwthfogbg "h\HRlZgZ4fZexgd

P_ihje\gyggy "Z} qeld_ my\e_ggy ih]Jey® gZ |_ yd -
Zdlb\gh afegx} g_a[ZeZgkh\Zg_jhaih”ee ajZade\ "ey
j_amevlZIlb
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3.3 J_ameviZlb n_dlb\ghkle fh*_ efe \by\ebagy
Zlzd
AZ]lZevgbc j_amevlzZl \by\e _ggy ZlZd \«~h[jZ _gh
lhggeklv \by\e ggy ZlZd g _cjhggh€ f_j "« aZ]ZevgZ
ijh\_~ gZ gZ f_j_"m LZdh" ihlje[gh jhamfelb sh j_ a
deevdhkle iho gydeqdoneb ijh\_* ge a g_x

Total reward: 18416 | Number of samples: 22544 | Accuracy = 81.69%
Estimated Correct Total Fl_score

normal 11243 9243 9712 B88.2176
DoSs 6928 6348 7458 B88.3816
Probe 2163 1794 2421 78,2723
R2L 1779 cog 2753 43,8803
U2R 4349 41 286 12,8326

AZ]lZevgbc j _amevlZIl \by\e _ggy ZIlZd
GZ fZexgdme~h[jZ _gh ihdZagbdb _n_dlb\ghkle ~Z

Performance measures on Test data
Accuracy = 8.818%

F1 = @.8187
Precision score = 8.8155
recall score = 8.816%

Normalized confusion matrix
[[@.95 B.81 @.82 8.81 @.91]

[2.85 B.85 8.82 8.828 8.81]

[2.86 B.1 8.74 8.86 8.84]

[@.51 B.@6 8. 8.36 8.87]

[8.4 ©8.22 8.1 ©.89 8.2 1]
<Figure size #432x288 with 8 Axes>

Mormalized confusion matrix

normal 001 001
0.8
DoS 008 001
_ 0.6
i
=]
B probe 0.10 006 004
u
= - 0.4
R2L 0.06 036 007
- 0.2
2R 022 010 009 020

A o e &
& P ¢ﬁ§ Sy S
Predicted label

?n_dlb\ghkle "Zgbo |_klm
Djef Ih]h ijh]jJgham\Zggy IZ qZk Ij_gm\Zgv } \Z eb)\
ljZned ihklecghl}bvky f_IjbdZ ijh]jgham\zZggyfZleddhdgZ
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Fhr _ev aZ[_ai_gqm} \e~fegge j_amevlZlb g_agZqgh
ihfbedh\bo kijZpvh\m\Zgv 1Z h”ghqZkgh agZggh a
g _]Zlb\ge gZke+s"db } djZsbf m kp_gZj*€ ,'6 giyhtlaXagh
! |Z Thgqghkle ! Ney felhd yde g_ } gZ”a\bqgZ«

One vs All metrics:
nams acc f1 pre rec

8 normal ©.8%94281 ©.882176 8.822112 @.9517a9
1 Dos 8.02539 B.383816 8.917341 @.851167
2 R2ZL ©.886799 0.436803 @.556492 @.350688
3 Probe 8.05582 B.782723 @.820484 @.741815
4 U2R  @.975293 ©.128326 @.8933841 @.285

AgZqg_ggy f_Iljbd Ihgghkle \by\e _ggy dZIl_]h

GZ fZexghd \e*h[jZ ZxIvky j_ameviblb ijZ\bevgh

f j_ " _\bo ZIZd m ]jZneqgghfm 7eZiZahge A _e gbf \e/

hpegdb \by\le _ggy ZlZdihdbp\gih\efkijZpx\ZggytiZalbiged -
KijZpx\Zggy

B Correct estimated
Bl False negative
8000 B False positive

6000

4000
2000
0 e w ol -

£ 8 5 &

o o

c

J _amevlzZlb ijZ\bevghklefgj cjshylgph\®e ggy f_j_~_

Zlzd

<e/fegge j_ameviZlb sh”h hpegdb ijZ\bevghkle |Z
Z1Zd gZ hkgh\e g cjhggh€ f_j "« >ey ihdjZs _ggy \by
f j_" _x ihlje[gh afegblb deevdeklv _iho gZ\gZggy Z"°
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_ho Lhfm \bieb\Z} sh a af[eevr_ggyf deevdhkle _ih
f j_ e @Ze]lhjblfhf Ih ydeklv « lhgqgeklv [mM”_ a[eevrm\z

<bkgh\hd ~h Ij_Ivh]h jha”“eem
< "Zghfm jha”eee [meh aZijhihgh\Zgh fh® _ev g_cjl

f Ih m "41 a i*"djeie_ggyf

HibkZgh hkgh\ge ~«€ sh”h gZ\qgZggy g _cjhggh€ f_
hljbfZzge a gZ[hjm .'" ydbc feklblv h[jh[e_ge \e*hfhkle |
dexgh\bgZq_gv

>ey | _kilm\Zggy g_cjhggh€ f_j "¢ [meh klI\hj_gh fZ
ihje\gx\ZeZ ihqzZldh\e "Zge 1Z gZ \boh”e ¢ \eNh[jZ Z}IVk

>Zgbc f_Ih™ '/ ihdZaz\ \bkhde j_amevlZlb sh”h [
0Z\qZggy |Z ydZ m ih*"Zevrifkdh\ihZIblkghm kbkl fZo
f j_ " _\bo ZlZzd >ey ihdjZs _ggy \by\e ggy ZIlzZzd g _cjhg
afegblb I _jZpex _iho gZ\gZggy Z” _ gZ\qZggy ljb\Ze
\bieb\Z} sh ea a[eevr_ggyf deevdhkle _iho gZ\qZggy
Zelhjblfhf Ih ydeklv « Ihqgeklv [mM”~_ a[eevrm\Zlbky '4
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<BKGH<DB

M ~Zgec d\ZeenedZpecgec jh[hle [meh jha]Jeygm
ZghfZeec gZ hkgh\e g cjhf_j -~ \bo | _ogheh]ec ~ey \kL

\by\e ggy f _j_ "~ _\bo Zlzd

M j_ameWldhgZggy d\ZeenedZpecgh€ jh[hlb \bie
\bkgh\db

ihi_jr_ jhZgZeeah\Zgh yde ekgmxlv f_|j =~ \e ZIZ

\ieb\m f_lhx \ieb\m ihqZldm a”“eckg_ggy gZy\gekl
jhalZrm\Zggy ZlZdmxgh]h |[Z aZ je\g _fimfra™ ek @6},|vlgY W

ikr"jm]_ \ jh[hle \bagZqg_gh hkgh\ge g_cjhf_j_ =~ \e
ZgZeeca *kgmxgbo f _Ih”e\ Jeb[hdh]h gZ\qgZggy I1Z ~ |Ze
NSL-KDD.

ihlj 1} j _Zeeah\Zgh fh® _ev g _cjhggh€ f_j "« ydZ \
lzydZz fh™_ [mlb \ijh\zZz~" _gZ \ kbkl_fb \by\e _ggy f_j_ =~

M peehfm f _1Z d\ZeenedZpecgh€ jh[hlb “hky]gmlZ
fh mlv [mlb \bdhjbklZgge “ey \ijh\Z~" _ggy kbkl_f \k
f j_"Zo ki_peZevgh]h ijbagZqg_ggy 14d Zd pbleevgbo f
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@relation'KDDTrain-20Percent’

@attribute 'protocol_type' {'tcp’,'udp’, 'icmp'}

@attribute 'service' {"aol’, ‘auth’, 'bgp’, 'courier’, ‘csnet_ns', ‘ctf', 'daytime’, ‘discard’, ‘domal
‘domain_u', 'echo’, 'eco_i', 'ecr_i', 'efs’, 'exec', 'finger', 'ftp', 'ftp', dxdpher’, 'harvest’, 'hostnames’,
‘http’, 'http_2784", 'http_443', 'http_8001", 'imap4’, 'IRC', 'iso_tsap’, 'klogin', 'kshell’, 'Idap’, 'lin
login’, 'mtp’, 'name’, 'netbios_dgm’, 'netbios_ns', 'netbios_ssn', 'netstat’, 'nnsp’, 'nntp’, 'ntp’,u’, ‘ot
‘pm_dump’, 'pop_2', 'pop_3', 'printer’, 'private’, red_Ii', remote_job', 'rje’, 'shell’, 'smtp’, 'sql_net’, 's
'sunrpc’, 'supdup’, 'systat’, 'telnet’, 'tftp_u’, 'tim_i', ‘time’, 'urh_i', 'urp_i', 'uucp’, 'uucp_path’, ‘'vmn
‘whois', 'X11', '23950'}

@attribute 'flag' { 'OTH', 'REJ', 'RSTO', 'RSTOSO0', 'RSTR', 'S0', 'S1', 'S2', 'S3', 'SF', 'SH'}

@attribute 'src_bytes' real

@attribute 'dst_bytes' real

@attribute 'land’ {'0', '1'}

@attribute 'wrong_fragment' real

@attribute 'urgent’ real

@attributehot' real

@attribute 'num_failed_logins' real

@attribute 'logged_in' {'0', '1'}

@attribute 'num_compromised' real

@attribute 'root_shell' real

@attribute 'su_attempted' real

@attribute 'num_root' real

@attribute 'num_file_creations' real

@attribute 'num_feells’ real

@attribute 'num_access_files' real

@attribute 'num_outbound_cmds' real

@attribute 'is_host_login' {'0’, '1'}

@attribute 'is_guest_login' {'0’, '1'}

@attribute 'count' real

@attribute 'srv_count' real

@attribute 'serror_rate' real

@attribute'srv_serror_rate' real

@attribute 'rerror_rate' real

@attribute 'srv_rerror_rate' real

@attribute 'same_srv_rate' real

@attribute 'diff_srv_rate' real

@attribute 'srv_diff_host_rate' real

@attribute 'dst_host_count' real

@attribute 'dst_host_srv_count'lrea

@attribute 'dst_host_same_srv_rate' real

@attribute 'dst_host_diff_srv_rate' real

@attribute 'dst_host_same_src_port_rate' real

@attribute 'dst_host_srv_diff_host_rate' real

@attribute 'dst_host_serror_rate' real

@attribute 'dst_host_srv_serror_ratel rea

@attribute 'dst_host_rerror_rate' real

@attribute 'dst_host_srv_rerror_rate' real

@attribute 'class' {'normal’, ‘anomaly'}

@data
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0,tep,ftp_data,SF,491,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0
150,25,0.17,0.03,0.17,0.00,0,0.00,0.05,0.00,normal
0,udp,other,SF,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,13,1,0.00,0.00,0.00,0.00,0.08,0.15,0.1
55,1,0.00,0.60,0.88,0.00,0.00,0.00,0.00,0.00,normal
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,123,6,1.00,1.00,0.00,0.0@1,0%0,2
55,26,0.10,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,http,SF,232,8153,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,5,5,0.20,0.20,0.00,0.00,1.00,0.00,0.
30,255,1.00,0.00,0.03,0.04,0.03,0.01,0.00,0.01,normal
0,tcp,http,SF,199,420,0,0,0,0,0,1,0,0,0,0@mM0,0,30,32,0.00,0.00,0.00,0.00,1.00,0.00,0.09
,255,255,1.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,normal
0,tcp,private,REJ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,121,19,0.00,0.00,1.00,1.00,0.16,0.06,
0,255,19,0.07,0.07,0.00,0.00,0.00,0.00,1.00,1.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,166,9,1.00,1.00,0.00,0.00,0.05,0.06,0.C
55,9,0.04,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,117,16,1.00,1.00,0.00,0.00,0.14,0.06,0
255,15,0.06,®7,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,remote_job,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,270,23,1.00,1.00,0.00,0.00,0.09,0.
0.00,255,23,0.09,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,133,8,1.00,1.00,0.00,0.00,0.06,0.06,0.C
55,13,0.05,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,REJ,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,205,12,0.00,0.00,1.00,1.00,0.06,0.06,
0,255,12,0.0%.07,0.00,0.00,0.00,0.00,1.00,1.00,anomaly
0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,199,3,1.00,1.00,0.00,0.00,0.02,0.06,0.C
55,13,0.05,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,http,SF,287,2251,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,3,7000000.00,0.00,1.00,0.00,0.43,
8,219,1.00,0.00,0.12,0.03,0.00,0.00,0.00,0.00,normal
0,tcp,ftp_data,SF,334,0,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0
2,20,1.00,0.00,1.00,0.20,0.00,0.00,0.00,0.00,anomaly
0,tcp,name,S0,0,0,0,0000,0,0,0,0,0,0,0,0,0,0,0,233,1,1.00,1.00,0.00,0.00,0.00,0.06,0.00,2
5,1,0.00,0.07,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,netbios_ns,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,96,16,1.00,1.00,0.00,0.00,0.17,0.0!
00,255,2,0.01,0.06,0.00,0.00,1.00,1.00000.00,anomaly
0,tcp,http,SF,300,13788,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,9,0.00,0.11,0.00,0.00,1.00,0.00,(
,91,255,1.00,0.00,0.01,0.02,0.00,0.00,0.00,0.00,normal
0,icmp,eco_i,SF,18,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0190,0.0tf
16,1.00,0.00,1.00,1.00,0.00,0.00,0.00,0.00,anomaly
0,tcp,http,SF,233,616,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,3,3,0.00,0.00,0.00,0.00,1.00,0.00,0.0
6,255,1.00,0.00,0.02,0.03,0.00,0.00,0.02,0.00,normal
0,tcp,http,SF,343,1178,0,0,0,0,0,1,0,0,0,0,0,0,0,8,0,0,0.00,0.00,0.00,0.00,1.00,0.00,0.20
,157,255,1.00,0.00,0.01,0.04,0.00,0.00,0.00,0.00,normal
0,tcp,mtp,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,223,23,1.00,1.00,0.00,0.00,0.10,0.05,0.00
5,23,0.09,0.05,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
0,tcp,private,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,280,17,1.00,1.00,0.00,0.00,0.06,0.05,0.C
238,17,0.07,0.06,0.00,0.00,0.99,1.00,0.00,0.00,anomaly
0,tcp,http,SF,253,11905,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,10,0.00,0.00,0.00,0.00,1.00,0.00
0,87,255,1.00,0.00,0.01,20.00,0.00,0.00,0.00,normal
5607,udp,other,SF,147,105,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.1
.00,255,1,0.00,0.85,1.00,0.00,0.00,0.00,0.00,0.00,normal
0,tcp,mtp,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,248,2,1.00,1.00,0.00@L(D(6,0.00,255,
2,0.01,0.06,0.00,0.00,1.00,1.00,0.00,0.00,anomaly
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if _name_=="_main__ "
kdd_train="datasets/NSL/KDDTrain%2B.txt"
kdd_test="datasets/NSL/KDDTest%2B.txt"
formated_train_path "formated_train_addata”
formated_test path "formated_test_adv.data"
# Train batch
batch_size= 1
# batchof memoryExpRep
minibatch_size= 100
ExpRep=True
iterations_episode 100
# Initialization of the enviroment
env=RLenv('train',train_path=kdd_train,test_path=kdd_test,
formated_train_path formated_train_path,
formated_test_path formated_test path,batch_size=batch_size,
iterations_episode=iterations_epispde
# obs_size= sizeof the state
obs_size= env.data_shape[d¢n(env.all_attack_names)
#num_episodes int(env.data_shape[0]/(iterations_episode)/10)
num_episodes 100
" Definition for thedefensoragent.
defender_valid_gtions= list(range(len(env.attack_typesj)pnly detecttype of attack
defender_num_actionslen(defender_valid_actions)
def_epsilon= 1 # exploration
min_epsilon= 0.01# min valuefor exploration
def_gammas 0.001
def _decay rat=0.99
def_hidden_size 100
def_hidden_layers 3
def _learning_rate .2
defender_agent DefenderAgent(defender_valid_actions,obs_size,"EpsilonGreedy",
epoch_lengthr iterations_episode,
epsilon=def_epsilon,
min_epsilor= min_epsilon,
decay_rate= def _decay_rate,
gamma= def_gamma,
hidden_size=def_hidden_size,
hidden_layers=def_hidden_layers,
minibatch_size= minibatch_size,
mem_size= 1000,
learning_rate=def_learning_rate,
ExpRep=ExRrep)
#Pretrainedlefender
#defender_agent.model_network.model.load_weights("models/type_model.h5")

"'Definition for the attackeragent.
In this casethe explorationis betterto be greater
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The correlationsouldbe greatertoo sogammabigger™
attack_valid_actions list(range(len(env.attack _names)))
attack_num_actiors len(attack_valid_actions)
att_epsilon=1

min_epsilon= 0.82# min valuefor exploration
att_gamma= 0.001

att_decay_rate 0.99

att_hidden_layers 1
att_hidden_size 100
att_learning_rate 0.2
attacker_agent AttackAgent(attack_valid_actions,obs_size,"EpsilonGreedy",

epoch_lengthr iterations_episode,

epsilon= att_epsilon,

min_epsilor= min_epsilon,

decay_rate= att_decay_rate,

gamma= att_gamma,

hidden_size=att_hidden_size,

hidden_layers=att_hidden_layers,

minibatch_size= minibatch_size,

mem_size= 1000,

learning_rate=att_learning_rate,

ExpRep=EpRep)
# Statistics
att_reward_chair []
def_reward_chaig []
att_loss_chair []
def _loss_chaim []
def_total_reward_chain|]
att_total_reward_chain []

# Print parameters
print(" ")
print("Totalepochy{} |Iterationsin epoch{}"
"| Minibatchfrom memsize:{} | Total Samples{}|".format(num_episodes,
iterations_episode,minibatch_size,
num_episodest*iterations_episode))

print(" ")
print("Dataseshape{}".format(env.data_shape))
print(" ")

print("AttackerparametersNum_actions={}| gamma={} |"
" epsilon={} | ANN hiddensize={} |
"ANN hiddenlayers={}|".format(attack_num_actions,
att_ gamma,att_epsiloaft_hidden_size,
att_hidden_layers))
print(" ")
print("DefensegparametersNum_actions={}| gamma={}| "
"epsilon={} | ANN hiddensize={} |"
" ANN hiddenlayers={}|".format(defender_num_actions,
def_gamma,def_epsilon,def_hidden_size,
def_hidden_layers))
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print(" "

# Main loop

attacks_by epoch|]

attack_labels_list []

for epochin range(num_episodes):
start_time=time.time()
att_loss=0.
de loss=0.
def total_reward_by episode0
att_total_reward_by episode0
# Resetenviromet,actualizethe databatchwith randomstate/attacks
states= env.reset()

# Getactionsfor actualstatedollowing the policy
attack_actions attacker_agent.act(states)
states= env.get_states(attack_actions)
done= False
attacks_list=[]
# Iterationin oneepisode
for i_iterationin range(iterations_episode):
attacks_list.append(attack_actions[0])
# applyactions,getrewardsandnewstate
act_time=time.time()
defender_actions defender_agent.act(states)
#Enviromentactuationfor this actions
next_states,def rewardtt reward,next_attack actiomgne= env.act(defender_actions,attack actions)
# If theepoch*batch_size*iterations_episoddargestthanthe df
attacker_agent.learn(states,attack_actions,nextssa#it reward,done)
defender_agent.learn(states,defender_actions,next_states,def reward,done)
act_end_time= time.time()
# Train network,updatelossafteratleastminibatch_learns
if ExpRepandepoch*iteraibns_episode- i_iteration>= minibatch_size:
def loss+= defender_agent.update_model()
att_losst+= attacker_agent.update_model()
elif notExpRep:
def loss+= defender_agent.update_model()
att_losst+= attacker_agent.update_model()
update_end_time time.time()
# Updatethe state
states= next_states
attack _actions next_attack actions
# Updatestatistics
def _tdal_reward_by episode= np.sum(def_reward,dtype=np.int32)
att_total_reward_by episode np.sum(att_reward,dtype=np.int32)
attacls_by epoch.append(attacks_list)
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APTER 1
ANALYSIS OF THE STATE ANDDIRECTIONS OF THE DEVELOPMENT
OF THE NETWORK ATTACK DETECTION SYSTEM

1.1 Analysis of network attacks

A network attack is an attempt to bypass the system's security policy, givil
attackers access to obtain or modify information, even destroying the s{&iento
the technologies being developed in local area network and wireless network syste
there are serious threats to network security, especially system security. As we are
in the era of machine learning and big data[l], cybersecurity in wirates4d AN
systems is important for users.

Nature of influence[1]:

active;

passive.

An active attack is defined as an influence on the operation of the syste
namely, system malfunction, configuration change, etc. Virtually all types of netwol
attacks are proactive attacks. A feature of such attacks is the possibility of th
detection, in different cases with a greater or lesser degree, as some changes il
system occur as a result of such attacks.

A passive attack on a computer system tloegts not have a direct impact on the
functioning of the system, but can lead to a violation of security policy. Unlike a
active attack, a passive attack does not leave any traces. It is the lack of direct im|
on the network that makes it almost impbksto detect a passive attack. An example
of attacks with passive influence is eavesdropping on a communication channel in
network.

The purpose of the attack[2]:

system malfunction (access to the system);

distortion of information integrity;

violation of confidentiality of information.
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The goal of any attack is to gain unauthorized access to informatio
There are two basic possibilities of access to information: interception and distortio

Interception of information means gainiagcess to it, but not being able to
modify it.

Interception of information leads to violation of its confidentiality. An example
of interception of information can be listening to a channel on the network. In this ca:
there is unauthorized accessitformation without the possibility of its distortion.
Breach of information privacy is a passive influence.

Distortion of information means either complete control over the informatiol
flow between system objects, or the ability to transmit messagedatt beanother
object. Thus, distortion of information leads to violation of its integrity. It has ¢
destructive effect, which is an example of an active effect.

Violation of system performance in this case does not involve the attack
gaining unauthoried access to information. The main goal is to ensure that the attack
system fails, and access to the resources of the attacked object would be impossibl
everyone in the system. An example of a network attack, the purpose of which is
disrupt the gstem's performance, can be a deofatervice attack a DOS attack.

Condition for starting influence: [2]

Distant influence, like any other influence, can begin to be realized only und
certain conditions. In computer networks, there are three typesditions for starting
a network attack:

attack on request from the attacking object;

attack upon the occurrence of an expected event on the system attack;

unconditional attack.

Influence from the attacked party will begin provided that the potentgdtiaf
the attack is to transmit a request of a certain type. Such an attack can be calle
attack on request from the attacking object. This type of start of implementation is m
typical for the system detection mode. An example of such requests lmteinet can
be DNS and ARP requests, and in Novell NetWa&SAP request.
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An attack upon the occurrence of an expected event on the attacked object.
attacker continuously monitors the state of the operating system of the remote targe
the attak and begins to influence when a certain event occurs in this system. T
attacking object itself is the initiator of the attack. An example of such an event wot
be the termination of a user's session with the server without issuing the LOGO!
command irNovell NetWare.

An unconditional attack is carried out immediately and regardless of the state
the operating system of the attacking object. Therefore, the attacker is the initiatol
the attack in this case.

In case of violation of the normal funatimg of the system, other goals are
pursued and the attacker is not expected to gain illegal access to the data. Its pur
is to disable the operating system on the attacking object and make it impossible
other objects of the system to access theurees of this object. An example of this
type of attack is a DOS attack.

Availability of feedback. [2]

with feedback;

without feedback.

A network attack carried out in the presence of feedback, which is attacked
the object, is characterized by the fiwt the attacker needs to receive a response t
some requests sent to the attacked object, and, therefore, there is feedback betwec
attacker and the target of the attack , which allows the attacker to respond adequs
to all changes occurring ohd object. Such network attacks are most characteristic ¢
distributed computer networks.

Network attacks without feedback do not need to react to any changes, etc

An intrusion detection system detects malicious activity by collecting an
analyzing networkbehavior, security logs, and other information available on the
network among connected computers [5]. Essentially, an intrusion detection syst
checks for abnormal behavior against the system's security policy and signs of an at
in the system, whichis able to protect the system with timely responses ant

countermeasures in real time. In traditional system settings, intrusion detection wo
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as a smart, active and effective complement to a firewall that actually acts as a pas
defense against atte

The traditional intrusion detection system is originally built on exploit
technology, which mainly extracts the characteristics or behavior rules of the intrusic
After the advent of abnormal behavior detection technology using traditional machi
learning models, the intrusion detection system develops statistical probabili
modeling for normal behavior that can analyze abnormal behavior with lar
deviations. However, such a system may have unsatisfactory results due to |
capabilities in defininghe problem space and complexity in modeling malicious
actions.

There is an IPS intrusion prevention system in the information world, that is, «
active protection system. Like IDS, it attempts to identify potential threats based on
monitoring functioms of the protected host or network and may use signature, anoma
or hybrid detection techniques. Unlike IDS, IPS takes action to block or eliminate
detected threat. While IPS can be alarming, it also helps prevent intrusion.

IPS are divided into fourategories.

The first is a network intrusion prevention system that monitors the enti
network for suspicious activity.

The second type is network behavior analysis systems, which study traffic flc
to detect unusual traffic flows that may be the resudtroéittack, such as a distributed
denial of service.

The third type is wireless intrusion prevention systems, which analyzes wirele
networks for suspicious traffic.

The fourth type is hodtased intrusion prevention systems, where a softwar
package isnistalled to monitor the activity of a single host.

As mentioned earlier, IPS takes proactive steps such as dropping packets
contain malicious data, dropping or blocking traffic coming from the offending IF
address.

At the end of the day, an intrusiprevention vs. intrusion detection comparison

comes down to what actions they take when an intrusion is detected. IDS is o
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intended to alert you to a potential incident, allowing Security Operations Cent
analysts to investigate the event and determinether it requires further action. IPS,
on the other hand, takes steps to block the intrusion attempt or otherwise correct
incident.

While their answers may differ, they serve similar purposes, potentially makir
them redundant. Even so, they botlvdnadvantages and deployment scenarios tha
one is better suited to than the other:

An intrusion detection system is designed to detect a potential incider
generating an alert to prevent an incident. Although this may seem like a good solut
for systens with high availability requirements, such as industrial control systems ar
other critical infrastructure. For

of these systems, the most important thing is that the systems continue to wc
and blocking suspicious and potentially malicious traffic afi@ct their performance.
When a human operator is notified of a problem, it allows them to assess the situa
and make an informed decision about how to respond.

Intrusion Prevention System: An IPS, on the other hand, is designed to take st
to blockanything it deems to be a threat to a protected system. As attacks and malw
become faster and more sophisticated, this is a useful feature because there is a lir
potential damage that an attack can cause. IPS is ideal for environments where
intrusion can cause significant damage, such as databases containing sensitive da

IDS and IPS have their advantages and disadvantages. When choosing a sy
for a potential use case, it is important to consider the -wH#debetween system
availability ard usability and the need for security. An IDS leaves a window for a
attacker to harm the target system, while a false positive detection by an IPS

negatively impact the usability of the system.
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python Colaboratory

Jupiter Colab

Tensorflow
Pandas
Numpe
Keras
Scikitlearn;
Matplotlib.

self.train_path=kwargs.get(‘train_path','datasets/NSL/KDDTrain+.txt")
self.test_pathkwargs.gettest path datasetdNSL/KDDTest%2B.txt")

seltdf = pd.concaf[seltdf.drop( profocol type’, axis=1), pd.get_ dummigselidf] profocol typel)], axis=1)selidf =

pd.concaf] seltdf.drop( service’, axis=1), pd.get_dummigselfdff servicel)], axis=1)seltdf = pd.concaf[selfdf.drop( #ag;
axis=1), pd.get_dummigseltdf] 7ag])], axis=1)

test_df= selfdf.iloc[train_indxseltdf.shapéd] test _df=
shuffl€test_dfrandom_statenp.randomrandint(0,100))selfdf = seltdf[: train_indX seltdf =
shuffldselfdfrandom statenp.randomrandint(0,100))test dfto csyselfformated test patbep=','.index=False)
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