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BCTYII
AKTYaJIbHICTH TEMH

3 KOXHHM pPOKOM 3arpo3u KibepOesmeri CTalTh BCE OIIBIT BUCOKUMH Ta
po3mnoBcioKeHuMU. Oprauizailii CTUKaIThCS 31 3pOCTalOYMMU PU3UKaMU BiJl KiOepartaxk, sKi
MO3KYTh IPU3BECTH 10 BUTOKY KOH(G1ACHIIIHOT iHpopMaIlii Ta BETUKUX (PiHAHCOBUX BTpAT.
[Ticns mosieu manaemii COVID-19 Garato opranizamiii mepexoisarh 0 JUCTAHIIAHOI
poboTu. Le cTBOproe moTpeOy B HAMIMHUX Ta O€3MEYHUX TEIEKOMYHIKAIIMHIX MEpeKax s
3a0€3MEeUCHHs BIIAJICHOTO JOCTYIY CHiBpOOITHHKIB. 3aKOHOMABCTBO MPO 3aXHUCT JaHUX
CTa€ Bce OLIBII CYBOPUM, BUMArarouu, oo oprasizaiii 3a0e3rnedyBajiy aJIeKBaTHUN PIBEHb
Oe3MeKH I 0COOMCTHX JIAHUX KIIIEHTIB Ta CIiBpoOITHUKIB. OpraHizailii 30epiratoTb 3HaYHY
KUIBKICTh KOH(iAeHIitHO 1HdopMallii Ta 1HTEJIEKTyaJlbHOI BJIACHOCTI, $IKY IOTPIOHO
3aXUIIATH B1JI HECAHKIIIOHOBAHOTO JOCTYITy. PO3BUTOK TEXHOJOTIH, TakuxX sk [HTepHeT
pedelt 1 00UYMCIIeHHSI B XMapi, IPU3BOJUTH J10 30UIBIIEHOI CKIAJHOCTI MEPEX Ta OUIBIIOI
noTpebu B iX 3axucTi. 3 ypaxyBaHHAM [HMX (AaKTOpiB, poO3poOKa 3axXUIIECHOI
TEJIEKOMYHIKaIIHOI MepexX1 CTaE HAI3BUYATHO BaXKJIMBOIO JIJISl OpraHizaiiil y Bcix cdepax
nisibHOCTI[1-4]. Taka Mepeka MOXKEe 3axUWINATH Bix  3arpo3, 3a0e3nevyBaTH
KOH(IAEHIIMHICT, JaHUX Ta 3a0e3NedyBaTH HAMIWHUN 3B'SA30K, IO € BAKIUBUM JIJIs

YCHIIIHOL ISTTbHOCTI Ta 30€pe’KEeHHs penyTallii.

AKTYanpHICTb TEMHU TOJIATA€ B TOMY, IO OCTAaHHI POKH B1A3HAYAIOTHCA CTPIMKHUM
3pOCTaHHSM MIIIPUEMCTB Ta iX PO3MOMUICHICTIO. A TaK K IMAHAEMIis Ta TCOMOITUYHI MO
BUMAraroTh BIIPOBAJXKEHHSI TOJITUKU BiAanieHOi poOOTH, TO 1€ CTBOPIOE HEOOXIIHICTh
3a0e3neunTy Oe3NneyHui BIAIATIEHUI TOCTYM 0 KOPIOPATUBHUX CHCTEM 1 PECYpCiB uepes
HaJ1iHI Mepexi. BaxnBo He nuie 171 KOPIOPATUBHUX MEPEXK 3 TUCSYaMHU KOMIT'TOTEPiB,

ajie 1 U1 TIOMAIHIX MEPeXK, Je 30epiratoThCsi OCOOUCTI AaHi.

[IpoGnema mozsirae B TOMy, IO BHYTPIIIHS Mepexa oQicy IOCTyIHA BCIM
BHYTPIIIIHIM KOPUCTYyBauaM, 3a0e3neuyroun 0e3neky KoMmranii. Bignaneni npariBHUKU He

MOKYTb ITPOCTO YBIUTH B 1[I0 CUCTEMY, TOMY NOTpiOeH BigAganenuit noctymn yepe3 VPN.



Bukopuctanns BipTyanbHux npuBatHux Mepex (VPN) € mommpeHum pileHHIM AJis
33JI0BOJICHHS 1uX TmoTped. Bignamenuit goctyn 3a gomomororo VPN  cTBOproe
3amupoBaHUi KaHAI MIX KOpUCTyBaueM Ta KiHieBoro Toukoio VPN. lle o3nagae, 1mio
BIJIJI&JICHI CIIBPOOITHUKU MOXYTh 3'€IHYBaTUCS 3 0(DiICHOIO MEPEKEIO 3 OY/Ib-SIKOTO MICIIS,
ne € lhrepHeTr, 1 OTpUMyBaTH JOCTYINl JO pECypciB KOMMaHii, MpU LbOMY iX JaHi

3QIMINAIOTHCS 3aXUIIEHUMH, HaBITh MPH BUKOpHUCTaHHI rpomanckkux Wi-Fi mepex [5-8].

Po3Butok BigaaneHoi poOOTH MIAMITOBXYE M0 mommupeHoro Bukopuctanus VPN 1
poOUTH i1X TPIOPUTETHOIO MIIIEHHIO I KIOEP3JIOYMHINB. ATAKyBaHHS MEPEX, SK
JIOMAIIHIX, TaK 1 KOPIMIOPATUBHUX, IJIBIO SIKOTO € MPUOYTOK, CTAE BCE OUIBIIIOI0 3arpo3010.
11 310BMHCHI [I1i BKIIOYAIOTh B ce0€ KpaalkKKy 0COOMCTOI iH(pOpMallii, TaKoi sIK OaHKIBCBHKI
paxyHkH, 1 mudpyBaHHs ¢aililiB Ha KOMI'FOTEpax JUIsl BUMaraHHs BUKyIy. ToMy Ba)kjiuBa
Oesmeka Mepexi Juis 3amoliranHs BUTOKY KoH(imeHmiiHo1 iHdopMmamii [9, 10].
BceraHoBeHHS HalEeKHUX MOJITUK OE3MEKH TAKOXK 3aXUINa€ KOMaHAy BiJ MOTEHLIWHO

HeOe3IMeYHuX BEO-CauTIB.

Jlns BIANOBIAl HA LI BUMOTU OyJio BUOpaHO HE3IEKHUN CepBep ayTeHTHU]IKallii
SAML, skuii MoOke IHTETpyBaTHCS 3 JOMEHHHUMH TpylamMH KOPHCTYBadiB 1 BimirpaBae
KIIFOYOBY pOJIb y 3a0e3nedeHHl MepexeBoi Oesmeku. Ll ponp monsrae B MOMKIMBOCTI
OTPUMYBATHU JIOCTYI JI0 PI3HUX MPOrpam 3a JIOMOMOTOK OJHOTO HAOOpPY OOIIKOBUX AaHUX
JUIs aBTopu3ariii. Bin mpairroe, oOmiHOIOUN ayTeHTUdIKaIiiHy 1H(QOpMAIIIO0 Y TIEBHOMY
dbopmati MK PI3HUMH CHCTEMaMH, BKJIIOYAIOYU CUCTEMY YIPaBJIIHHS JOCTYIOM Ta BeO-
nomatok. Came uepe3 cBoi mepeBaru, SAML € He Tak momuMpeHHM KOPIMOPATUBHUM
pimenasiM B Ykpaini[11l]. Bin cropoiiye »XHUTTS KOpUCTyBadaM, OCKIJIbKH BOHHU TOBHHHI
ABTOPHU3YBATHUCS JIUILIE OJIUH pa3, 100 OTpUMATH JOCTYI A0 pi3HUX HoAaTKiB. Lle He nuie
MIPUCKOPIOE TIpoliec ayTeHTrdikariii, ajie 1 BUMarae 3anam'sTOByBaHHS JIUIIE OJHOTO HAOOPY
o0mikoBUX JaHuX ayisa Bxoay. Kpim Toro, B kopnopatuBHOMy KoHTEKCTI SAML poOuth
JKUTTS TIPOCTIIINM, OCKUIBKH 3MEHIIY€E KUTBKICTh 3BEPHEHb JI0 CIYKOM MIIATPUMKHU 00

BIJIHOBJICHHSI BTpAYeHNX a00 3a0yTi mapoJIiB.
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OnHi€ro 3 mepeBar € Te, 0 HaJeKHO aBTOMAaTH30BaHa CHUCTEMa HaJaHHS JOCTYILY
3abe3reuye Oe3neuny ayreHTudikariro. Lle 103Bossie KOMIIaHIsIM BKJIaJaTH PECYPCH Ta Yac
y po3poOKy Ta IHTETpaIlif0 HOBUX MOJNITHK Oe3meku. Hampukman, cucrema ympaBiliHHS
JIOCTYTIOM MOX€E 3a0€3MeYUTH KOMIUIEKCHHH 3aXUCT OCOOMCTHX IaHWX, BKJIIOYA0UU
byHKIII1, Tak1 sk 6ararodakTopHa ayTeHTU (KIS, 110 3aXHUIIAE B HAUTTOMUPEHIIINX aTaK

Ha KOH(1ACHLIHHY 1HPOpPMAIIIIO.

Y MaricTepchKiit poOOTI MPOBEACHO MOPIBHAIILHUHN aHAJI3 IBOX IPOTOKOJIIB O€3MEKH.
Hocmimkeno ymoBu HanamTyBanHa SAML cepBepa Ta peanizaiito aABOGAaKTOPHOI
ayrentudikamii. JlocmimkeHHs] BUKOHaHI Ha peasibHOMY oOagHaHHiI cimeiictBa FortiNet 3

METOIO 1HTErpallii y Iep»aBHiil CTPYKTYpi.

JlumioMHa Marictepchbka poOOTa CKIQMAEThCS 31 BCTYIY, YOTUPHOX PO3ALIIB,

BHUCHOBKIB, CITUCKY BUKOPUCTAHUX JIITEPATYPHUX JKEpE 1 T0AATKIB.

VY mepiomy po3auii AUIUIOMHOT pOOOTH 3[1MCHEHO OMKC BIPTyaJIbHUX MPUBATHUX
MEpEX, PO3TJISTHYTO PI3HOBHIU iX CTPYKTYpH Ta APXITEKTypy 3'€THAHHS OOJIaTHAHHS.
JleTaqbHO OMHMCAHO MPOTOKOJIM OE3MEKH Ta iX BUKOPHUCTAHHS, 1 BU3HAYCHO HEOOXITHE

o0J1aTHAHHS.

VY npyromy po3aiiai Marictepcbkoi poOOTH CTBOPEHO CTPYKTYPHY CXEMY IMPOEKTY.
[TpoBeneno noknamuuii orsia TexHoaorii SAML Ta ocobmuBoctei ii peanizariii, 0cOOJIUBO
3 orsiy Ha BUKopucTanHs TUbku SSL VPN, 110 BU3Havae crnocid HaJalTyBaHHS MEPExi
JUISL BITAJICHOTO MIIKIIIOUeHHs. BakIMBICTh peanizallii 10JaTKOBUX MeTOI1B 3axucty VPN

TAKOXK PO3IIIAA€ThCS.

Y TperhOoMy pO3AUII MAaricTepchkoi pPoOOTH AETATBHO PO3TIASHYTO METOAU
mdpyBanHs VPN. Bkazano, mo Bcs iHopmauid, mo npoxoauts yepe3 VPN TyHens,
nipsirae mmdpysanao. Kpim toro, VPN npuxoBye daxtuuny IP-aapecy ta mpusnagae

MPUBATHY, KA TeHepyeThes cepBepoM VPN, 110 sSKOro 3M1iCHIOETHCS T AKITIOUEHHS.
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VY derBepTOMy po3aimi KBamiQikaliiHOT poOOTH HAJAHO MOPIBHSUIBHUN aHali3 Ha
OoCHOBI J1BoX peanizoBaHux VPN Ta 31iiicHeHO HaJlamITyBaHHS JIBOETAHOT ayTeHTUdiKaIi

3 BUKOPUCTaHHSIM MOOLTBHOTO TOKeHY Bij koMmaHii FortiNet.

BHUCHOBKM MICTSTh 3arajibHI Pe3ysbTaTH Ha OCHOBI aHAJI3y Marepiaidy po3IiIiB Ta

BHUKOHAHHA 3aBJAdHb, BUBHAUCHUX Y BCTYHi.

Meta po6oTtu monsrae B ctBopeHHi VPN TyHenmto mis MigKIIOYEHHS BIITAICHUX
KOpPHUCTYBadiB /IO KOPIOPAaTHBHOI Mepexi 3a jgomomoror TtexHosorii SAML Ta

HAJNAIITYBaHHS JOMEHHOT ayTeHTUdIKaIlii.
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1. JITEPATYPHHMUM OI'JISIJ] TA AHAJI3 IPEIMETHOI OBJIACTI

1.1 3A'AJIBHA XAPAKTEPUCTHUKA VPN

3aranoMm, VPN - 11e moTyXHU# IHCTPYMEHT JJIsl CTBOPEHHS 0e3MeYHUX 1 MPUBATHUX
MEPEKOBUX 3'€JTHAHb Yepe3 BIAKPUTUI [HTEPHET 1 BUKOPUCTOBYETHCS SIK B KOPIIOPATUBHUX,
TaKk 1 B OCOOMCTHX HUISX I 3a0e3nedeHHs KOH(IAEHIIHHOCTI 1 3axucty gaHux. VPN
(byHKIIIOHY€E, MAPLIPYTU3YIOUH 3'€JHAHHS 4yepe3 oOpanmii mpuBatHUi cepBep VPN, a He
yepes nocravanbHuka [Hrepuery. Konu gani BignpasisitoTbes B [HTEpHET, BOHU IPOXOISATH
yepe3 VPN, a ne 6e3nocepeanro 3 komm'torepa. VPN BucTyae mocepeiHUKOM Tij] yac
HiAKII09eH s 10 [HTepHeTy, TuM camum npuxoBytoun |P-aapecy, siKy Hajae mocTavyaabHUK,
1 3a0e3neuyyrour AHOHIMHICTH KoOpucTyBaua. ko gaHi OynyTh MepexoIUieHl, BOHU
3TMIIAIOTHCS HEUUTA0EIbHUMU J0 TUX MIp, IOKH HE TOCATHYTh Miclisl mpu3HadeHHs. VPN
CTBOpPIOE NPUBATHUN "TyHeNb" BiJ NpUCTpOrO 10 [HTEpHETYy Ta 3axuilae Ba)kKJIMBI JaHl 3a

JIOTIOMOTO10 MU (PYyBaHHS.

VPN BukopucroBye mu@ppyBaHHS Uil 38XUCTy JaHUX, SIKI MEPENaloThCs depes
BIIKpUTI Mepexi. Lle rapantye KoHQiIeHUiMHICT, 1 3axuct 1HGopmalii Bij
HECaHKI[10HOBaHOTO aoctymy. llludpyBanHsa - ne mpouec, sIkuii BUKOPUCTOBYETHCS IS
3axucty nanux mig vac BukopuctaHHs VPN. BoHo mneperBoproe iH(opmariio y
HEYNTAOETbHUN TEKCT, SIKUHA MOXKe OYTH po3mu(poBaHUii JIUIIIE 32 HASBHOCTI MPABUIIBHOTO
kioua. Tineku cepBep VPN Ta Bam komm'torep 3HawTh 1edl kitod. [lporec
po3mM(ppyBaHHS JAHUX BIIOMUM SK JemMpyBaHHS, 1 e BIAOYBAETHCS MIISAXOM
BUKOPDHUCTAHHS KJIO4a JJIs1 TEPETBOPEHHsSI 3aKOJOBaHMX JaHUX Has3aa Yy 3pO3yMily

1H(OopMalliio.

Ha npuknanal BBeieHHSI TaHUX KPEIUTHOI KapTKU HAa TOProBOMY BeO-CaiTi MOXKHA
NOSICHUTH, SIK mpaitoe mudpysanns. [lig yac 3aiiicnenHs Oynb-sKoi oratu B [HTepHeTI
iHpopmaris mudpyeThes, TEPETBOPIOIOYNCH, HA HEUNUTAOCTHHUN KOJ, JOKH HE JOCSTHE

MICIISl TPU3HAYCHHS.
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Pi3ni mocnyru VPN BukopucTOBYIOTH BiAMOBiIHI mpouecu mudpysanss. Ilig yac
nigkmrodeHHs g0 VPN cTBOproeThCcsi 3axUINEHUM TyHEIb, JI€ JaHl KOJYIOThCH,
NEPETBOPIOIOYNCH HAa HEUNWTAOENbHUN KOJ MiJ 4Yac MepeMillleHHsS MDK KOMI'IOTEpOM Ta
cepBepoM VPN. ITicis miakiIroueHHs MPUCTPI OTUHAETHCS B TiM JKe JIOKAIBHINA Mepexi, 110
1 Bukopuctanuit VPN. IP-anpeca npuctporo orpumyethes Bix VPN-cepBepa nposaiinepa.
EdextuBHicTh mm@pyBaHHS 3&I€KUTH BiJl OOpaHMX MPOTOKOTIB Ta MEXaHI3MY

mudpyBaHHS.

e =

VPN-aredt KopmucryBsay

L]
=)
l Mep:':xa -
] -~ N (|
- M- g =)
VPN-arenr VPN-areuTt
L] (]

Mamtonok 1.1 — BipTyansHa nmpuBaTHa Mepexa

binbmiicte VPN-miocmyr 6e3mocepeHbo 1HTErPYIOTHCS 3 OMEPAIIHOI CUCTEMOIO,
takoro sk Windows, MacOS, i0OS abo Android. Lle 3abe3mne4uye 3aXUCT OCOOUCTUX JaHUX

KOPHUCTYBA4a, KOJIM BiH KOPUCTYETHCS Opay3epoMm, BBOSIYH, HATPUKIIA, JaH1 0aHKIBCHKOL

kaptu[12-14].
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ABtoHOMHI VPN-mociyru 4acTo BHKOPHUCTOBYIOTHCS B JIOMOTOCIIOAApPCTBAX Ta
HEBEJIMKHUX MIINPUEMCTBAX. BOHM BUKOPUCTOBYIOTH MpPOrpaMHE 3a0€3MeUeHHs, 10
cTBOpIOE mudpoBaHe 3'€THAHHS O MPUBATHOI MEPEXi, sIKe 00CITyroBY€e MiAKIIOYCHHS 10

[HTEpHETY B 1IIOMY.

Icuytoth Takox VPN-posmmpenHs 1 6pay3epis, K1 BCTAHOBIIOIOTHCS SIK TI0JATKH
1o Opay3sepiB, Takux sik Google Chrome a6o Firefox. Ognak Bapto 3ayBaxuty, mo 11i VPN-
MOCIYTH 3aXMILNAIOTh JaHl JUIIe B Mexax BeO-Opaysepa, /e BOHM BCTAHOBIJICHI. Takoix,
VPN, HanamroBanuii B 6pay3epi, Moke OyTH MEHII HAIIMHUM 1 TPU3BOJUTH JJO MOXKIUBOTO

BuTOKY IP-anpecu[15-17].

Mapupyruzatopu 3 niarpuMkoro VPN - mie onun cnoci6 BukopuctanHs VPN. Le
3pYYHO JUIsl BUKOPUCTAHHS HA KUIBKOX MPUCTPOSX OJHOYACHO, OCKUIBKH 3aXUIIA€ KOXKEH
OPUCTPIN, MIJKIIOYSHUH 10 MapHIpyTH3aTopa, 1 3a0e3neuye MOCTIHHEe MiIKIIOUYEeHHS /10
VPN 6e3 HeoOxigHocTi HanamroByBaTH VPN OKpemMo 1151 KOKHOTO MPUCTPOr0. BakiuBo
BUKOPHCTOBYBAaTH MaplLIpyTHU3aTOpPH, CHElianbHO po3podieHi s podotu 3 VPN, 106

YHUKHYTH CKJIQJIHAX TEXHIYHUX HanmamTtyBanb[18-20].

KopnopatuBai VPN 4acTo BHUKOPUCTOBYIOTHCS OpraHizalisiMud [JIsi HaJlaHHS
BIJITAJICHOTO JIOCTYMY CHIBPOOITHUKAM, SIKI MPAIfOIOTh Ha BijicTaHi. BoHu 3a0e3meuytoTh
O€3MeYHni TOCTYN J0 BHYTPIIIHBOI MEpPEki KOMITaHIi 3a JOMOMOTON 1HJAWBITYAIbHUX
NapoJIiB Ta CIELialli30BaHOr0 MPOTpaMHOro 3adesnedeHHs. Peanmizailisi Takoro pimieHHs

BHUMarae 1HIUBIyalIbHOI po3po0Ku Ta 3HauyHuX [ T-pecypcis.

1.2 KIACU®IKAILIA VPN

VPN noainstoTh Ha YOTUPU OCHOBHUX THUIIH:

1.ITepconanbui VPN. Ile VPN-3'enqnanns, npusHadyeHi s 1HIUBIAyaJbHUX
KOpUCTyBauiB. BOoHM CTBOpPIOIOTH O€3leuyHl Ta MPUBATHI MIAKIIOYEHHS 10 [HTEpHETY,

JO3BOJISIIOYM 00XOIUTH OpaHaMayepH Ta reorpadiuHi 0OMEKEeHHS.
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2.VPN Bignanenoro nocrymy. Lleit Tun VPN BuKOpHCTOBY€ETHCS MIANPUEMCTBAMH, J1€
CIIBpOOITHUKH MAalOTh JOCTYI JI0 KOPIOPATUBHOI MEpeki HaBITh mo3a odicoM, IIiJI Yac

noAopoxkel abo podoTH 3 AOMY.

3.Mo6inbHi VPN. Bonn npusHaueHi 1y CUTyalliid, KOJu KOPUCTyBad HE Ma€ MOCTIHHOTO
abo crabinbpHOTO 3'enHanHs 3 [HTEepHEeTOM 1 MOTpedye moctymy 10 VPN depes mMoOiibHI

IIPUCTPOI.

4.VPN tumy "mepexa-mepexa’. Lle Tun BipTyalnbHOI MPUBATHOI MEPEXi, KU JT03BOJISIE
3'eqHyBaTU Bl a00 OUIbIIE JOKAIbHI MEpeki (3a3BUYail MEpeki Ha PI3HUX (I3UYHHX
PO3TAIIYBAHHSX) Yepe3 IHTEpHET. BUKOPUCTOBYIOTHCS, KOJIU JEKUJIbKa KOMIIAHIA MPAarHyTh

MIIKITFOYUTUCS IO OJIHIET CIIILHOT IPUBATHOI MEPEXKi, a HE JIUIIIE OKPEMI CITIBPOOITHUKH.

VPN BignameHoro JoCTymy J03BOJIAIOTH BHUKOPUCTOBYBaTH IHTEepHET  Jjist

NIJKIFOYEHHS 10 IPUBATHUX KOPIOPATUBHUX MEPEX HABIThH 32 MEKaMU 0Qicy.



Ta6mug 1.1 — [HopiBHsuibHA XapakTepuctrka Tumis VPN

VPN ignanenoro | [TepconanpHuit Mob6insauit VPN | Mepexa VPN
JOCTYITY VPN
[TinkroueHHS KopucrtyBau KopuctyBau KopuctyBau Mepexa
T TKITFOYA€ThCS MIKITFOYAE€THCS J0 | MiIKITI0YAEThCS 1 IKITFO9A€THCS
10 npuBarHoi | [Htepnery uepes | 1o MPUBATHOI | JI0 1HIIOT MEpexi.
Mepexi. CTOPOHHIN Mepexi.
cepsep.
IIporpamue 3a3Buyaii Kopucrysaui 3a3Buyaii Kopucrysauam He
3a0e3neyeHHs KOpHCTyBayam BCTaHOBIIIOIOTh KOpHUCTyBauaM noTpiOHO
MOTpiOHO IporpamMHe noTpiOHO 3aIycKaTu
BCTAHOBUTH 3a0e3redeHHs BCTAHOBUTH J0JJaTKOBE
IIporpamMHe ciyxx0u VPN Ha | mporpamue IIporpamHe
3a0e3nedYeHHs] Ha | CBiil MPUCTPIH. 3a0e3neucHHsT Ha | 3a0e3MeUYcHHS.
CBIi IpUCTpiit 200 CBIii IpUCTpiit a00
HaJIaITyBaTU HaJIAlITyBaTH
orepaninny orepaninny
CHCTEMY. CHCTEMY.
Haiikpame [Tigkmrouenns 1o | 3axucry Baoi | JIocAarHeHHSA O0’eqHaHHsA IBOX
BUKOPUCTOBYBATH | MEPEXI Balloi | KOH(1AEHUIHHOCTI | TOCTIHHOTO abo OlnbLIe
JUISL: KOMIIaHii abo | Ta 00X1/1 | MIKJIIOYEHHS 10 | Mepex JUIS
Oyab-skoi  1HIIOI | reorpadigyHUX IIPUBATHOI CTBOPEHHSI OJIHIET
MIPUBATHOI 00OMeEXeHb B | Mepexi mig dYac | 00’ eqHAHOT
Mepexi 3 AoMy ud | [HTepHeri. BUKOPHUCTAHHS Mepexi.
1HIIOTO HEeCTablIbHOTO
BiJIJAJIEHOTO MiIKIIOYeHHS 10
MICIIS. [uTepHery.
InTepuer - 1 HeHanmiiiHa JaHka B cnuikyBaHHi. IudpyBanns
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VPN

BUKOPUCTOBYETHCS I 30€pEKCHHS KOHQIMEHIIIMHOCTI Ta OE3MeKW JaHuX Mg 4ac ix

TIepEeMIIICHHS BiJ 1 10 TPUBATHOT MEPEKI.
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Icnye nexinbka metosiB Bukopuctands VPN BignaneHoro 10CTyimy, HampuKiIaI:

1. JIronu, siKi 4acTo 3MIHIOIOTH CBOE MICIE MPOKUBAHHS, MOXKYTh BUKopucToByBatn VPN
BIJIIAJICHOTO JOCTYITY JJIs 3'€HAHHS 3 Mepekero cBoel kommanii uepe3 Wi-Fi B roresi ado
B Oyab-siIKOMy Tpomaachkomy Mictil. Lle mo3Bosise iM oTpuMyBaTH JOCTYI JO THX CaMHX
daiiniB 1 mporpamMHoro 3ade3nedeHHs, siki 6 Manu y odici. Kpim toro, VPN 3axwuiiae ixHi

JaHi Big OyIb-KOI'0, XTO MOKE CTEXKHTH 3a 3araibHogocTymHuM Wi-Fi,

2. Ocoba, sika mpairoe 3 oMy, MOxe BUKOpUcTOoByBaTH VPN BiamaneHOro IOCTymmy st
H1IKIIOYEHHS 10 KOPIOPATUBHOI Mepexi 31 cBoro nomy. Komm'torep mpairioe Tak, HiOH BiH
MIJKITIOYEHUH 10 Mepexi KommaHli B odici, 1 JaHl 3&IMIIAIOTLCA 3aXHUIICHUMHU ITiJI 4Yac

IXHBOTO TIePEeMIILIEHHSI Yepe3 3aralibHoI0CTyHUH [HTepHeT[21-24].

3. s Buxopuctanns VPN BigaaieHOro A0CTyny Ha CBOEMY MPUCTPOI, 3a3BUYall TOTPIOHO
BCTAHOBHUTH KJIIEHTChKE MporpamMHe 3a0e3nedyeHHs a00 HaNAIITYBaTH ONEPaLiiHy CUCTEMY
npucTporo s migkioueHHs 10 VPN. YV kiHii Mepexi Takox noBuHeH 0ytu cepsep VPN.
Kisbka KIII€HTCHKHX MPUCTPOIB MOKE OYTH MIJKIIOYEHO, OCKIJIBKH PI3HI KOPHCTYBAul

MOXYTh 3/IIMCHIOBATH I IKIIFOYCHHS IO CEpBEpa.

4. Cnouatky, cepep VPN nepeBipsie, un Mae KOpUCTYBAY JOCTYI JO MEPEXKi, BUMArarouu
BBEJICHHS MapoJisi a00 BUKOPUCTAHHS O10METPUYHUX JIAaHUX, TAKUX K BITOUTOK MaJTbIIS JIJIs1
inenTudikaii. Jleski pilieHHs JT03BOJISIOTH BUKOPUCTOBYBATH cepTHU(IKATH OE3MeKH s
aBTOMATUYHOI aBTeHTHU(]IKaIlli KOpUCTyBaya B ()OHOBOMY PEXHMI, 110 CHPUSIE IIBUIKOMY
niaKIroYeHH0. [le 0co0MMBO KOPUCHO, KOJM KOPHUCTYBadyeBl MOTPIOHO 31MCHIOBATH

MIIKITFOYEHHS 10 AeKUTbKoX cepepiB VPN, Hanmpukiam, 1 JOCTYIy 0 PI3HUX MEPEK.

5. Ilicma mpoxomkeHHS Tpoleaypu ayTeHTu(ikaili KopucTyBada, KIIEHT 1 CepBep
CTBOPIOIOTh MIXK co0010 3ammudpoBaHuil TyHenb. Lle 3axucHuii map mmdpyBaHHs, SKUN
3a0e3neuye Oe3neky Tpadiky mij dac Woro mepecwianHs udepe3 [HTepHer. IcHye kinbka
pizHux mnpotokomiB VPN, ski MOXyTb BHUKOPHUCTOBYBATHCS JJisi HaJIalITyBaHHSA

G poBaAHOTO TyHENIO, BKItouaroun IPsec 1 SSL.
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[Tpuxnaan VPN BimganeHoro nocTymy ajis 013HECY BKIIOYAIOTh:

- Cepsep noctymy uepe3 OpenVPN, skuii Hagae MOKIUBICTh 0€3KOIITOBHOTO OJTHOYACHOTO

niaktrodeHHs 10 VPN i1 1BoX KOpUCTyBaviB.
- Cisco AnyConnect, sikuii iHTErpy€eThCs 3 KOPIOpaTUBHUMHU piteHHsMHU Oe3meku Cisco.
InuBinyansni VPN-cepBicu

Cepgic inguBinyanbHoro VPN HanamroBye 3'eiHaHHS MK BallldM IPUCTPOEM Ta CEPBEPOM
VPN, sikuii BUCTyIIa€ MOCEPEIHIUKOM MIX BaIlIUM MPUCTPOEM 1 Be€O-CITy>k0amu, J0 SIKUX BaM

NOTPIOHO OTPUMATH JOCTYII.

Oco6ucti VPN-nociyru BiapizHstoThes Bin VPN BigganeHoro A0CTyMy, OCKUIbKA
BOHU HE HAJIalOTh JOCTYIY JIO0 MPUBATHUX MEPEkK. 3aMicTh 11b0r0, ocoductuit VPN uepes
3amurdpoBaHe 3'€IHaHHS Ha/la€ MOXJIMBICTH OTPUMATHU JOCTYIl JO 3arajbHOJOCTYITHOI
mepexi Iareprer[25-29]. IcHYIOTH YKClIeHHI MOTHBH BHKOpHCTaHHS ocoouctoro VPN,

cepell HAUONYJIIPHIIINX

1. CtpimiHr Q1IBMIB 1 cepiaiB, a00 MPOCIyXOBYBAHHS MY3UKH, SIKI HEIOCTYIHI y BalllOMY
reorpagigyHomy perioni. Hampukinan, Bu moxkere miakmountucs 10 VPN-cepsepa y CIILIA,

1100 oTpuMatu A0cTym a0 amepukancbkoro Netflix 3 fioro Bennkum BHOOPOM KOHTEHTY.

2. OMHUHAHHS 00MEXeHb, HAKJIaIEHUX OpaHaMayepaMy BaIlIOTO IHTEPHET-MIOCTAYAIbHHKA, 1

3axuCT BeO-Tpadiky BiJ MOTCHIIMHOTO CTEKEHHS JEPKaBHUMHU CTPYKTYPaMH.

3. IlpuxoBanus |IP-agpecu Bamoro npucTporo, 1mod 3aXUCTUTH ceOe Bif IIJISCIIPIMOBAHUX
atak. ['efiMmepu Bce vacriiie BUKOPUCTOBYIOTh KOPOTKI, ajnie inTeHcuBHi DDO0S-ataku, mo0
3a0JI0KyBaTH KOHKYPEHTIB 1 3a0€3MEYUTH HEYECHY MEPEMOry, 110 YHEMOKIUBIIOETHCA 3

BUKOpUCTaHHAM VPN.

4. 3axuct KOH(IACHIIIHOCTI B IHTEPHETI, OCKIIBKH I1HTEPHET-MOCTAYAIBHUKUA YacoM
BTPYYAIOThCS B MIJIKIFOYEHHS, CIIOBUIBHIOIOTH IIBUIKICTh YU OOMEXKYIOTh JOCTYIl 4epe3

BUJIIJICHHS HAMIPHOTO TPa(diKy.
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Ocobucti VPN-mporpamu J0CTymHI Ha PI3HUX THUMAX MPUCTPOIB, BKIIOUAIOYU
cmaprdonu. BoHu 3a3Bruuail MpoONoOHYIOTh BEJIMKY KUIBKICTh CEpBEPIB I BUOOPY. SKIIO
BKIMBA KOH(DIICHIINHICTS, BU MOXETE MIJKIIOUATHACS 10 JIOKAJBHOTO CEpBEpa, Mmoo

OTPUMATH HAWBUIIY MIBUKICTb.

[Tpu miaxmrouenni 7o VPN Bech Bamn iHTepHET-Tpadik MpOXOAUTH Yepe3 CepBep
noctadyanbHuka VPN. Ockinbku 3'ennanns mudposane, IP-agpecy mnpuxoByroTh, 110
JI03BOJISIE OTPUMATH JOCTYN 10 reorpagidyHo OOMEXKEHOro BMICTY 3 IHIIMX KpaiH 0e3

0COOIUBUX 3YyCHIIb.

Jlexinbpka BUCOKOPEHTHHIOBUX ocobucTux VPN-mocayr BKIOUYaIOTh:

- ExpressVPN
- NordVPN
- Surfshark
- IPVanish

MoOinibai VPN, sik mpaBuiio, BUKOPHCTOBYIOThCS Jisi 3a0€3Me4eHHs] HAAIMHOCTI
JOCTYIy JJIsl TIPAIiBHUKIB, SKI BUKOPUCTOBYIOTH MOOUIBHI mpuctpoi. lLle ocoGmmBo
AKTyaJIbHO B CHUTYAIlISIX, KOJM CTaOUTbHICTH 3'€THAHHS MOKe OyTH HEIOCTaTHBHOIO, ajie

noTpiOHO MIATPUMYBATH OCTYII A0 pizHUX pecypciB[30-32].

Jlns mpukiagy, BIHCHKOBOCTYKOOBLI, 110 pO3TAIIOBAaHI Ha OJIOK-MOCTaxX MO BCIH
VYkpaini, BUKOPUCTOBYIOTH TIaHIIETH Ta MoOUThbHI VPN it 3a0e3neueHHss JOoCTynmy [0
pi3HHX 0a3 JaHuX Ta MEpeBIpKU 1HPOpMALil MO0 OCI0 YM TPAHCIOPTHUX 3aco0iB, IIO

MOYTbh CTAHOBUTH 3arpo3y.
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Mob6inbHuit VPN wudpye aani nig yac ix CnispobiTHUK MOXe
cnispobiTHMK nepeaayi yepes oTpMmaTK 4oCTyn 4o
NiAKAYAETLCA A0 3aranbHOAOCTYNHE IHTEpHeT- BCiX pecypcis B
Mepesxi KomnaHii yepes 3'eaHaHHA. WndpysaHHAa Mepexi opraHisauji
IHTepHeT. 36epiraeTbcA, HaBITb AKLLO yepes VPN

npauiBHMK BigkntoyaeTbea abo
NEePEKNIYAETLCA Ha IHLLY MEPEKY.

Mamtonok 1.2 — Ipukman miakiIro9eHHs 3a 101moMoro MooiteHoro VPN

Mo6uibHi VPN miaTpumyroTh pi3HI METOAM ABTEHTHU(IKAIli, BKIIOYAIOYH MApPOIi,
(b13M4HI MapKepH, Taki IK CMapT-KapTH, 010METPpUYHI IPUCTPOI, CKAHEPU BIIOUTKIB NAIBIIIB
Ta CUCTEMHM pO3MI3HABAHHSA OO0AMYYs. Y J[EAKMX BHIIAJKaX BOHH BUKOPHUCTOBYIOTbH

cepTudikatu Oe3MneKu A1 ABTOMATUYHOI (POHOBOI ABTEHTH(IKAILIll KOPUCTYyBAYA.

MoO1JIbHHI IPUCTPIN MOKE MEPEMHUKATUCST MK MEpEkKaMu, TAKUMHU K CTIJIbHUKOBA
a06o Wi-Fi, 1 npu 1ipomy 30epira€TbCsi akTUBHE 3'¢IHAHHA. Lle Moke IpU3BECTH 10 3MiHH
¢13uunoi IP-anpecu, ane mnoriuna IP-agpeca, BukopuctoByBana nnsi VPN-Tynento,
3TMIIAETBCS  MOCTIMHOW0. Takuil miaxiy 3a0e3neyye HE3MIHHICTh  BIPTYyaJIbHOTO
MEpEXXEBOT0 3'€IHAHHS, JO3BOJISIIOYM KOPUCTYBAUYEB1 MpAIFOBaTH O0€3 MepepB HaBITh M1 Yac
nepemMukanHs Mmepex. HaBiTh K110 npuctpiii 0yB BUMKHEHUH JIsl EKOHOMIT 3apsiay OaTapei,

VPN-3'enHaHHs 3a)IMIIA€THCS JOCTYITHUM IT1CIIsE BBIMKHEHHS TIPHCTPOIO.
Tenep, mono VPN tumy "mepexa-mepexa':

[TopieasinHo 3 VPN BigpaneHoro noctymy, SKUH NOpU3HAUYEHUH i1 OKPEMHX
kopuctyBauiB, VPN Tumy "mepexa-mepexa" o0'eqnye nBi okpeMi Mmepexi. Hampukinan,
AKIIO0 KOoMIaHis Mae jBa odicu Ha cxonl Ta 3axodi, To VPN tuny "mepexa-mepexa'

JI03BOJISIE 00'€THATH TX B €MHY MEPEKY.

IcHye KiIbKa TEXHOJOTIH, SIKI MOXYTh OyTH BUKOpuUcTaHi Juist peamizanii VPN tumy

"Mepexa-mepexa,” cepen Hux IPsec, DMVPN i L3VPN.
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B wiit kareropii VPN icHytoTh B8 OCHOBHUX BapiaHTH:

1. VPN Ha ocHOBI iHTpamepexi: konu 00'equanus VPN cTBOproeThCS Mixk MepexamH, sKi
HaIeXKaTh OHIN KommaHii. [le 103Bosisie KOMIaHi1 CTBOPUTH €IMHY TTI00ATBHY MEPEXKY, 110
OXOIUTIOE ABA uu OutbiIe odicu. KopuctyBaui koMnaHii OTpUMYIOTh TOCTYII A0 PECYpPCiB 13

iHmx LAN, sik skOu BOHM OyJIu MIAKIF0YEH] (Di3UYHO.

2. VPN Ha OCHOBI 30BHINIHBOI MEpeXi: KOJM MIIKIIYEHI MEpeki HajeXaThb PI3HUM
komnaHisM, Take o0'ennanus VPN nazuBaetscss VPN Ha ocHOBI excTpamepexi. Llei Bung
VPN 3acTOoCOBY€ThCS, HAMPUKIAT, KOJIM KOMIMAaHis Oakae MIKIIYATHCS 10 MEPexi

nocravajabHuKa mocayr[33, 34].

[cayroTh Tpu ocHOBHI MeTonu peanizaiii VPN tumy "mepexa-mepexa':
1. Bukopucranns |Psec-tynento.

2. Bukopucranns auHaMmigHoi 0ararotroukoBoi VPN (DMVPN).

3. Bukopucranus VPN Ha tpetsomMy piBHi (L3VPN).

Tynenb IPSec BukopuctoByeTbes 11 00'€efTHAHHA MEpeXk, MOIOHO 10 TOrO, SIK BiH
3'eIHy€ OKpeMI MIIKIIFOUEHHS 3 MPUBATHOIO Mepexeto B pamkax VPN BinnaneHoro gocrymy.
VY sunanky VPN tumy "mepexa-mepexa Tynens IPSec mmudpye Tpadik MixkK miIKIFOUSHUMH

Mepexamu. Lle moxke OyTu peanizoBaHO IBOMa CIOCOOAMM:
- Tynens IPSEC Ha OCHOBI MAPLIPYTY, KUK NIepenae Bech TpadiK MK MEpPEKAMH.

- Tynens IPsec Ha OoCHOBI MOMITHKK OE€3MEKH, SIKU BCTAHOBIIIOE MPABUIIA JIJISI KOHTPOIIIO
703BoJIeHOro Tpadiky Ta B3aeMmoaii MK Mepexxamu. Taki TyHeni IPseC moxyts Oytu

HaJIAIITOBAaHI 3a JOIMIOMOTr0I0 OpaHaIMayepiB Ta MEPEKEBUX MAPIIPYTU3ATOPIB.
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SSL VPN

IP header |TCP header

IPSec VPN

New IP header

Mamntonok 1.3 — Ckiian nakeriB npoTtokostiB SSL Ta Ipsec

Mertoauka auHamigyHoro OararotoukoBoro VPN (Dynamic MultiPoint VPN,
DMVPN) 3anponoHoBaHa K BIJANOBiAbL HA oOMexeHHs TyHesneh IPSeC, siki o0'eTHYIOTH
JUIIe ABI TOYKHA OAHA 3 OJHOIO. Y BIAMIHHICTH Bif mporo migxomy, DMVPN nosBoise
o0'eTHYBaTH MEPEXi 3a JIOMOMOTOI MapuipyTuszaropa-koHientparopa DMVPN  ta

BUKOpPUCTOBYBAaTH AuHamivHi |P-anpecu.

B Toi1 yac sk sikicTh oO0ciyroByBaHHs y TyHensax |IPsec ta DMVPN, sxi npaioroTs
noBepx [HTepHeTy, MOXe OyTH HEMOCTIMHOI, 0araTOMPOTOKOJbHI MEPEkKI 3 KOMYTAIlIEI0
miTok MPLS Ha 3-my piBHI MOXYTh TapaHTyBaTH HaJiHHICTh Ta CTAOUIBHICTH 3B'SI3KY.
MPLS € wmeromom wmapmpyTH3alii MepeKeBHX TMaKeTiB uepe3 pi3HI TPaHCIOPTHI
CEpEeNIOBUIIA, TaKl K ONTOBOJIOKHO a00 CYNMyTHHK, 3a JJOTIOMOT'OI0 Pi3HUX MPOTOKOJiB. Lei
MJIX17] 103BOJIsIE MepekeBUM TpoBaiiiepam ctBoputu VPN Ha 3-My piBHI, 1110 6a3y€eThCs Ha
mepesxxeBomy piBHI Mozem OSl. 3azsuuail i MPLS VPN posropratotecs npoBaiaepamu

3B'S3KY.

MepexeBi npoBalepy MOKYTb CTBOPUTH OKpPEMI BIPTYyalibHI MEPEX1 sl KOKHOTO
KJIIEHTA, SIK1 MepelaloThesl uepes rinodanbHy Mepexy. Lli BipTyanbHi Mepexi 3a0e31euyoTh
130JISI111F0 OJTHA BiJl OJIHOI, HABITh SIKIIIO BOHU BUKOPUCTOBYIOTH CITUJIbHI (DI3UYHI MEpEkKEBI
pecypeu. 3a nonomororo MPLS VPN MoxHa BCTAHOBIIOBAaTH IPIOPUTETH SISl PI3HUX BUIIB

Tpadiky, TakuX SK ToJOocOBHM Tpadik, g 3a0e3MedeHHs] HaWKpamoi sSKOCTI
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oOciyroByBanHs. KOHTpOIb Haj MapIIpyTH3aLI€I0 MEPEKEBOTO TpadiKy € BAKIUBUM IS

3a0e31eueHHs CTab1IbHOT Ta ONTUMI30BaHO1 TPOTYKTUBHOCTI.

He3Bakatoun Ha TiepeBard NPUBATHUX TI00ATBHUX MEPEK, BOHH MOXYTh OyTH
BHCOKHMH 32 BapTICTIO, TOMY OaraTo KOMITaHIM BiJalOTh MepeBary JIEHICBITUM MEpeKam
VPN Ha 06a3i I[uTepHery, 3a BUHATKOM CHUTYyallli, J€¢ BAKJIMBA KPUTUYHA 3aTpPUMKA,

HAIMPUKIIA, Y IporpaMax JJisi MOHITOPUHTY Ta OOCIIYyTOBYBAHHS €JICKTPUUHUX MEPEK.

1301744, ICHYIOUYUUX [NPOTOKOJIIB BE3IEKH VPN TA
TEXHOJIOT'TI HA AKUX IPYHTYETbHCSA IX POBOTA

B mpomy po3aini MU pO3IMNIIHEMO pI3HOMAHITHI mnpotokonu Oe3neku VPN Ta
TEXHOJIOT1i, 10 JeXaTh B OCHOBI iXHbOi pobotn. VPN (BipTyauibHI NMpUBaTHI MEpexi)
BUKOPUCTOBYIOThCS JJIA 3a0e3neueHHsd Oe3NeKkd Ta MPUBATHOCTI B MEpexax Iepenadi
JAHUX, 1 ICHY€ KIJIbKa KJIFOUOBUX MPOTOKOJIIB Ta MiAXO/IB, AKI JOMOMAralTh JOCITTH ITUX
1iei. 3HAYHOIO MIPOIO PO3MIISTHEMO TaKOXK TEXHOJIOT1, Ha SIKUX IPYHTYy€eThcst pobota VPN,
[e Bxitouae mu@pyBaHHs JaHUX, AyTEHTU(IKAI1I0 KOPUCTYBauiB (4acTO 3 BUKOPUCTAHHAM
napodiB, (pizuyHUX MapkepiB abo OiOMETpUYHHMX 3aco0iB), Ta YHPABIIHHS KIOYaMU

¢ pyBaHHS.

Jns  peamizamii pi3HuUX creHapiiB BukopuctaHHs VPN icHyrOTh pi3HI BUAH
MPOTOKOJIB, 5K BIJIMOBINAIOTH 3a 3a0e3nedueHHs1 Oe3nexu, mudpyBaHHs Tpadiky Ta iHIII
acniektu ¢pyHKIIOHYyBaHHA. Bubip koHkpeTHOTro rpotokoiny VPN Mae Benvke 3HaYEHHS MpU
MPOEKTYBAaHHI pillleHb B 1Ml o0sacTi. TphomMa HAUMOMMPEHINMIMMHU 1 BaXXJIUBUMHU
nportokoaamu € OpenVPN, IPSec SSL i Bignocno nosuit WireGuard, sikuii BUHUK JOCUTH
HEIIOJIaBHO 1 BUKJIMKaB OOrOBOpEHHs cepen cremiaticTiB. [Ipyu 1bpboMy ICHYIOTH 1 1HII
MIPOTOKOJIH, SIKi, XOU 1 € 3aCTapUTUMH, POTE MOXKYTh BUKOPUCTOBYBATHUCS JJIS1 KOHKPETHUX

3aBJIaHb.

Bubip migxomsmoro nporokory VPN oOyMoBIO€TECS ACKITbKOMa (aKTOpaMu Ta

oOcTaBUHAMH BUKOPHUCTAHHI
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1. IIpuctpoi. Pi3Hi mpucTpoi mATPUMYIOTH Pi3HI MPOTOKOJIN, TOMY BaXIJIMBO BPaXxOBYBaTH

CYMICHICTb.

2. Mepexa. HasgBHICTh JesKux MOCIYr MOKe OyTH OOMEXKEHA y IEeBHHUX JOKallisx ado
KpaiHax, TOMy BHOIp TIPOTOKOIY MOXE 3aJIeKaTh BiJ 1UX oOMexeHb. Hampukiman, meski
VPN-nioctayainpHuKku mpaiooTh y Kurai, ne OuIblIicTh I1HIIMX iXHIX KOHKYPEHTIB

3a0JIOKOBaHI.

3. IlpoaykTuBHICTb. JlesIKi MPOTOKOIN MOXKYTh MATH Kpally TPOAYKTHUBHICTh, OCOOJIMBO Ha
MOOITPHUX MTPUCTPOSAX, TOMAL SAK I1HII MOXYTh OyTH OUIBII NPAKTHYHUMHU BEJIUKHX

KOpIOPATHUBHHUX MEPEKaAX.

4. Mopens 3arpo3. Pi3HI NPOTOKOIU MOXKYTh BUSBIISITH ce0€ B PI3HUX CUTyalisX, 1 JesKi
MOXXYTh OyTH MeHII O€3NeYHMMH, IO MOTpeOye BIAMOBIAHMX 33aXOAIB 3a0€3MeUeHHA

Oe3neKu.
JlaBaiite po3riisiHEMO KiJIbKa HANOUIBII MOMIUPEHUX MPOTOKOJIIB:

PPTP (Point-to-Point Tunneling Protocol):Onniero 3 HainaBaimmx VPN-TexHONOTIH €
PPTP, po3po6iiena Microsoft. Bona BUKOpHCTOBYE JBa KaHAIH JUTS YITPABIiHHS Ta Tiepeaadi

IAHUX 1 Ma€ CBOI OCOOJIMBOCTI.

PPTP moctymuuii Ha Bcix Bepcisx WINndows i mmpoko MmiATpUMYeEThCs OaraTbMa
omepariiHuMK  cucTeMaMu. HesBakarounm Ha BIJHOCHO BHCOKY IIBHAKICTB, CJIJT
Bi3HAYNTH, MO0 PPTP He € HAOLIBII HAAIMHUM MPOTOKOJIOM, 1 BiH HE BIJHOBIIOE

MKITFOUEHHS TaK IMIBUJIKO MICIIs IepepuBaHb, sk, Hanpukiag, OpenVPN.

Ha ueit Mmoment PPTP € 3acTtapinum i Microsoft pekoMeH1ye BAKOPHCTOBYBATH 1HIII
VPN pimeHHs, ocoOnuMBO 3 ypaxyBaHHSM B&XIJIMBOCTI 3a0e3leyeHHs1 Oe3NeKu Ta

KOH(]1EHIIIHHOCTI.

3BICHO, fKIIIO Bamia ocHOBHA MeTa BukopuctanHs VPN - po30i10KyBaHHS KOHTEHTY,
PPTP Mosxe mifiiiTH, ajie BapTO PO3IISHYTH OLIbIl Oe3neuHi anpreprHatusu. SSTP (Secure

Socket Tunneling Protocol) € nmponpierapaum pimennsimM Big Microsoft. Xoua SSTP He Tak
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nowmupenunii cepen VPN-nporokonis, sik PPTP, BiH Mae 3Ha4HO BULIUI piBeHb O€3MEKH 1 He

Ma€e Ceprio3HUX MPOOJIEM Y IIbOMY BiTHOIIICHHI.

LN

AomalHin€—— 3axveHo sa
odic FonomMoroio SSL
lonoBHWiA koMn'toTep
-~ > -
N L S <:> '
Mo6inbHuit r
KOpUCTyBaY
Cepsep

3, Q
T

MNapTHep

InTepHeT

PoGoye micue

Mamtonok 1.4 — ITigkmtoueHHs 3 BUKOpUCTaHHSIM SSL

SSTP BukopuctoBye SSL mis nepenaui tpadiky yepe3 TCP-mopt 443, mo poOUTh
HOro BUTITHUM B YMOBaxX 0OMEXEHUX MEpeX, HaNpukiai, sk B Kurai, ne iami VPN MmoxyTb
Oytu OsokoBaHi. Xoya SSTP TeopernuHo Moxke OyTH BCTAHOBJICHHE Ha Linux, rei
IIPOTOKOJI MEPEBAKHO BHKOPUCTOBYEThCsS cuctemamu Windows. SSL mosxe 3a0e3neunTa
3aXUCT MPOTOKOJIIB MPUKIAHOTO PiBHS, Takux sik POP3 ab6o FTP, 1 mns #ioro poGotu
noTpiOHuit SSL-ceptudikar Ha cepsepi. BukopuctoByroun SSL, Ge3rieune 3'€ THAHHSI MIXK

KJIIEHTOM 1 CEpBEpOM BUKOHYE JIBl OCHOBHI (PYHKIIIi: dyTeHTU(DIKALIIO Ta 3aXUCT JAHUX.

SSL mae nBa piBHI: HIDKHI PiBHI y O6araTopiBHEBOMY TPaHCIIOPTHOMY MPOTOKOJI,
takomy ik TCP, BUKOPUCTOBYIOTHCS IJIsl 1HKAINCYJIALIT PI3HUX MPOTOKOJIB. J{Jisi KOXKHOTO
BKJIQJICHOTO MPOTOKONYy, SSL 3abesnedye yMOBH, B SKHUX CE€pBEp 1 KIIEHT MOXYTh
MIJTBEP/PKYBAaTH CBOK ABTCHTHUYHICTb, 3aXMINATH TMepelady AaHUX Ta OOMIHIOBATHUCS

KJIt0YaMu, Iepea TUM SK Iepeaada 1aHux IMPOTOKOJIY HNPUKITATHOT'O piBHfI PO3INOYHCTLCA.
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SSL Mae ymcieHHl nepeBard, BKIOYAIOUYM MPOCTOTY BUKOPUCTAHHS, BIJICYTHICTD
HEOOX1THOCTI B JIOJJATKOBOMY IIPOTpAMHOMY 3a0€3MEeUeHHI Ta MOKJIUBICTh O€3MEYHOI0
BigaaneHoro aoctymy. lomo mpomykruBHOcTi, SSTP mpaiioe mBUAKO, CTAOLIBHO Ta

HAIIWHO.

IPsec (Internet Protocol Security) - me HaOip MPOTOKOMIB JUIS 3aXUCTY JaHUX, SKi
nepenaroThess o IP-mepexi. ¥ BimMiny Big SSL, sikuii gie Ha piBHI 3acTocyHKiB, IPSecC
Ipalloe HA PiBHI MEPEXi 1 MOKE B3AEMOAISATH 3 OararbMma omepaniiHuMu cucTeMaMu 6e3
oTpeOu B CTOPOHHIX MpOTrpaMax.

MpuKNaaHuii piBeHb

TpaHCNOPTHUI piBeHb

MeperKeBui piBeHb
MNMpoTtokon IPSec

KaHanbHWi piBeHb

®i3nyHN piBeHb

Mamonok 1.5 — Po3mimenns npotokoiy IPsec B momyni OSI

IPsec craB qyxe momynsipHUM JUISi BUKOPUCTAHHS pa3oM 3 mpoTokoiamu L2TP a6o
IKEV2. IPsec 3ab6e3neuye mudpyBanHs BChOro |P-makeTy, BUKOPUCTOBYIOUH JBA KIIFOYOBI

KOMITOHCHTH:
- Authentication Header, 1o craButh nudpoBuii MiAMKUC HA KOXKHOMY TaKeTi;

- Encapsulating Security Protocol, mo rapantye koH(}iAeHIIHHICTb, IUTICHICTh Ta

ayTeHTHu(dIKaIllIo MaKeTIB IMij1 Yac ix nepeaadi.
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Mamonok 1.6 Ilpukinan 3’ennanns Ha 6a3i IPsec

[Mpotokon L2TP/IPsec Oy Bmepuie npezactaBicHuid y 1999 pormi sk anrpein
npotokoiiB L2F (Cisco) i PPTP (Microsoft). Ockineku L2TP cam mo co0i He Hanmae
mudpyBaHHs 4YM ayTeHTU(ikamii, yacTo MWOro BHUKOPHUCTOBYIOTH pazoMm 3 IPsec.

[TinTpumyeThesa GaraTbmMa onepaniiHuMU CUCTEMaMHU.

L2TP/IPsec BBakaeTbCsi OE3MEYHUM 1 HE MAa€ CEPHO3HO BUSBJICHHX MpoOieMm. B
IILOMY TIPOTOKOJII MOKe BHUKOpHCTOBYBaTHCs mudppyBanus 3DES abo AES, mpote 3apas
3DES BBakaeThCs BXKE 3acTapiiuM 1 PIAKO BUKOPUCTOBYEThCA. B Okpemux BuIamkax
BUKOPHUCTaHHA TpoToKony L2TP moke cTtukaerbcs 3 mpoOiemMamMu 4depe3 CTaHaapTHE

Bukopuctanusa UDP-niopty 500, sikuii O0Ky€eTbCsl IeIKUMU OpaHIMayepamu.

IMpotokon L2TP/IPseC wamae BUCOKY HaAiWHICTh mepenadi JaHUX, HOro
HAJIAIITYBaHHS MPOCTE 1 BiH MIATPUMYETHCS BCIMa CyYaCHUMHM OIEpaIifHUMU CUCTEMaMHU.
Onnak L2TP/IPsec moaBiitHO 1HKAIICYJIIO€ JIaHl i 9ac mepeaadi, 1o poOuTh HOro MEHII

eheKTUBHUM 1 TOBUIBHIIIMM, HiX 1HIIT VPN-ipoTokonmy.
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MpuKnagHui piBeHb

CeaHcoBWUI piBeHb
Pttand Kaapy PPP
3arosioBok L2TP
\ IHbopmaLiliHe Kepytoue
MeperkeBuii piBeHb AN nosigomneHHa L2TP nosigomneHHa L2TP
\
\
KaHanbHWUiM piBeHb \\ Hawan pannx L2TR Kanan kepysanHa L2TP
\\
®i3nyHKnI piBeHb TpaHcnopT nepegavi gaHux

Mamtonok 1.7 — Ckianosi nmpotokoiy L2TP

IKEv2/IPsec (Internet Key Exchange version 2) - nie npotokon IPsec, npusnadenmii
jis B3aeMHOI ayTeHTH(iKallil, CTBOPEHHS Ta YIPAaBJIiHHSA 3aXHCTOM 3B'I3Ky. Koro
po3pobiiero crinbHo Microsoft i Cisco, 1 icHyrTh BiKpHTI peaisartii, Taki sk OpenlKEv2,
Openswan i strongSwan. JlogatkoBo, 3aBmsku miarpumii Mobility and Multi-homing
Protocol, IKEV2 noOpe mpucrocoBanmii 10 3MiH MepexeBHX yMmoB. Lle poOuth iioro
17IeTbHUM BHUOOPOM IJII MOOUIBHMX KOPHUCTYBAuiB, SIKI MEPEMUKAIOTHCA MK PI3HUMH
mepexxamu abo Ttoukamu goctymy. |KEV2/IPsec minrpumye pi3Hi kpunrorpadiuni
anroputmiu, Bkimodaroun AES, Blowfish ta Camellia, Bxiarouaroun 256-6iTHi kittodi. | momo
NPOAYKTUBHOCTI, y OaraTthox Bumnaakax |KEV2 mpamroe mBummre 3a OpenVPN, 3okpema Ha
MOOUIBHUX MpUCTPOsiX. Llell mpoTOKOJI MIATPUMYETHCS HA PI3HUX ONEpALIHUX CUCTEMAX,

skmoyaroun Windows, Mac OS, 10S Tta nesni npuctpoi Android.

OpenVPN - 1ie nomymsipanii Biakputwii npotokon VPN, po3po6ienuit OpenVPN
Technologies. Bin Big3HayaeThcst CTAOUIBHICTIO Ta BUCOKOIO IIBUKICTIO TIepeadl JaHUX.
OpenVPN BuxopuctoBye sik TCP, tak 1 UDP, 1 moxxe Oyt anprepraruBoro IPsec ta SSL,
ocobmmBo KoM ekl mpotokoiaun VPN  OnokyroTbest mposaiinepom. BukopucraHHs
OpenVPN Bumarae BCTaHOBIEHHS KJIEHTCHKOIO MPOTpaAMHOr0 3abe3reyeHHs, 1 6araTto

VPN-nocraganbHUKIB po3poOJIsIOTh BIACHI MPOTPAMU ISl PI3HUX OIEPAIliiHAX CUCTEM 1
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npuctpois. Lleit mpoTokon Moxe mpairoBaTi Ha pizHuX noprax TCP ta UDP 1 cymicuumii 3

Oararpma miaTdopmamu, Brarodaroun Windows, Mac OS, Linux, Apple iOS i Android.

WireGuard - me noBuii mpotokona VPN, skuii po3pOoOHHKH IO3HUI[IOHYIOTH SIK
NepeIoBy IbTEPHATUBY JUTsl OUTBIIOCTI BuTaakiB Bukopuctanus IPsec, OpenVVPN ta SSL.
WireGuard Big3HAUa€TbCs BHUCOKOIO O€3IEKOI0, MPOAYKTHBHICTIO 1 IIPOCTOTOIO
HayamryBaHHs. Y ci nakeTH IP, ski Hagxoaate 1o intepdericy WireGuard, iHKanCy o ThCs
yepe3 UDP. WireGuard BukopucToBYe cydacHi KpunTorpadidai 3aco0H, BKIHOYAIOYH
Curve25519 nna oominy kmogamu, ChaCha20 pmns mmdpysanns, Poly1305 mis
ayrentudikamii nanux, SipHash mis xemryBanns kimrouiB Ta BLAKE2 nmns xenryBaHHS.
[TopiBastHO 3 KojtoM OpenVPN, kox WireGuard 3Hauno MeHmwiA (4 THCSAYI PSAKIB TPOTH
KUIBKOX COTEHB TUCSY), 1110 POOUTH HOTO OB JTOCTYITHUM JJISL TOCHIIPKEHHS Ha MPEeIMET
BpaziuBocred. Henasuo 0yio npeacrasieno WireGuard 1.0.0, sikuii BKIr0O9a€ KOMIOHESHTH
WireGuard B ocHoBHmii ckian siapa Linux 5.6. Kox, mo BximoueHuii mo sapa Linux,
MPOMIIIOB JOJaTKOBUM ayAuT OE3MEKH, MPOBEACHUN HE3IECKHOI (IPMOIO, 1 HE BUSBUB

YKOJHHUX ITPOOJIEM.

Tabmuus 1.2 — [NopiBHsUIbHA XapaKTEPUCTUKA MPOTOKIB OE3IMEKH

O3Haka PPTP SSTP L2TP/IPsec IKEvV2/IPsec|OpenVPN WireGuard
KommnaHnis Microsoft Microsoft L2TP — cminpra  IKEV2 — OpenVPN  {Jason A.
PO3POOHUK po3pobka Ciscoi  (cmisbHa Technologies [Donenfeld

Microsoft, IPsec — po3poOka
IrmxenepHa poboya [CisCO i

rpyna Iatepuery  [Microsoft,
IPsec —
poboua rpyna
B pO3pOOKH
[HTEpHETY
Ulinensis Proprietary Proprietary Proprietary Bnacuuii, ate (GNU GPL  [GNU GPL
icHye
MPOTOKOIT
[peaizarii 3
BiIKPUTHM
BUX1THAM
KOJIOM
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O3Haka PPTP SSTP L2TP/IPsec IKEvV2/IPsec|OpenVPN WireGuard
Posropranus  \Windows, Windows. Windows, Mac OS |[Windows 7+, [Windows, Windows,
MacOS, i0S, [[Ipamoe 3 X, Linux, iOS, Mac OS Mac OS, Mac OS,
InesIKnii gac npucTporo, He |Android. barato OC[10.11+ i GNU/Linux, [GNU/Linux,
GNU/Linux.  [Bumararoun  |(BKIIOYAIOYH OUITBIIICTD Apple iOS, |AppleiOs,
[parroe 3 YCTaHOBKHU Windows 2000/XP Mo6imsuux  |Android i Android.
npucTporo, He [momatkoBoro [+, Mac OS 10.3+) |OC matoth  MapmpyTu3 |BCTaHOBHUTH C4
BUMArarvu 113 MaroTh BOyJOBaHy [BOYJOBaHy  [aTOpH. \WireGuard,
[YCTaHOBKHU MiATPUMKY, HeMae |[miaTpuMKy  |HeoOxigHa — |a mOTiM
ITOTATKOBOTO HEOOX1THOCTI [YCTAHOBKA  |[HAJAIITyBaTH ]
3 BCTAHOBITFOBATH CIeriaizo  [pyKOBOJICTBY
imomatkoBi I10 BaHoro I10,
IO MiATPUMYE
poboty 3
IMaHUMH
[TPOTOKOJIOM
IIn¢gpyBanns Bukopucrosye [SSL 3DES a6o AES IPeamizye Buxopucto  |O0MiH
Microsoft Point-(uudpyrorbes BEITUKY BYy€ KJIFOYaMH 110
to Point BC1 YaCTUHH, KUIBKICTH 0i0ioTEKY 1-RTT,
Encryption kpiMm TCP- ta kpunTorpagdi |OpenSSL Curve2551 9
(MPPE), sxmit  [SSL HHX (peauizye st ECDH,
peamizye RSA  BaromoBki) QJIrOPUTMIB,  [OLJIBIIICTH RFC7539 st
RC4 3 BioTFoyatoun  momyisipaux  |(ChaCha20 i
MakcuMyMm 128- AES, kpunrorpa  |Poly1305 st
PO3PSIHUMHE Blowfish, bigHIx ayTeHTH(iKa
CCaHCOBUMH Camellia CTaHAapTiB ) |HiHHOTO
KITFOUaMH mupyBaHHS i
BLAKE?2s mis
XCIIyBaH.
IopTu TCP-nopt 1723 [TCP-niopt 443 |UDP-nopt 500 s |UDP-niopt 500 |byap-sikuit  |byab-skuit
MepBOHAY. OOMiHY  |IJIst UDP- a6o UDP-miopt
kmouamu Ta UDP-  [mouatkoBoro |TCP-mopr
mopt 1701 st 0OMiHYy
MOYaTKOBOT KJITFOYaMu, a
koH]irypamii L2TP,|UDP-mopt
UDP mopt 5500 st 4500 st
o0xony NAT ooxomy NAT
Henoniku Mae cepiio3ni [Cepitozanx  [3DES Bpasnmusuii  [He Boanmocss  |CepitozHux  |Cepiio3HuX
0e3neKu BPA3IMBOCTI.  [HEJIOJIKIB s Meet-inthe- BHANTH HEIOJIIKIB HEIO0JIIKIB
MSCHAP-v2 [6esmeku ne  [middle Ta Sweet32, [indhopmariii  [0e3neku HE  [OE3MEKH HE
ypa3nuBui s Oyno BusBieHo [ajne AES He mae PO HasBHI Oy10 Oyi10
aTaku, a BiJIOMHX HETOTIKH BUSIBJICHO BUSIBJICHO
anroputm RC4 Ypa3ITHUBOCTEH. Oe3reku, KpiM
Ti11aeThCs OnHaK € TyMKa, 10 [[HIUJICHTY 3
atarti Bitflippin crangapt IPsec BUTOKOM
CKOMITPOMETOBAHO. |TOTIOBiACH
oxo 1Psec
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1.4 OTJISIJT CYYACHUX MIIXOIB 10 HAJIAIITYBAHHS VPN JIISI
BIJUTAJIEHOTO MIJIKJIIOYEHHS 10 KOPIOPATUBHOI MEPEXI

B cydacHomy cBiTi BijaieHa poOoTa cTae Bce OUIBII MOMYJISPHOIO, 1 BOHA BUMAarae
HAIHHOTO Ta OE3MEYHOTO CIOCO0Y MOCTYMIY A0 KOPIMOPATUBHUX MEpPEK. B oMy po3maii
MU PO3IJITHEMO Cy4YacHi MiIX0AH 10 HaJAIITYBaHHs BipTyalbHuX npuBaTHUX Mepex (VPN)

TUTs 3a0e3MeueHHs BiAIaIeHOTO MiAKIIOYSHHS 10 KOPIIOPATHBHUX MEPEK.
1. Bukopucranas SSL VPN:

Cepis Texnomoriii SSL VPN no3Bosisie kopucCTyBa4aMm OE€3MEYHO MIAKIIOYATHCS 0
KOPIIOPaTUBHUX PECYPCIB uepe3 BeO-0Opay3ep, 3a0e31euyour BUCOKUNA PIBEHb 3DYUYHOCTI Ta
oesmneku. Lleit Mmeroa mo06pe MIAXOAUTH JUIsi KOPUCTYBAUIB PI3HUX OMEpaIliiHUX CUCTEM 1

BIJIPI3HSIETHCS MPOCTOTOO HANAIITYBAHHS.
2. Bukopucranns IPsec VPN:

IPsec (Internet Protocol Security) € nmomynsspHuM MeToaoM cTBOpeHHs Oe3neunnx VPN-
3'€elHaHb JUIsl BIJQICHUX KOpHUCTyBauiB. BiH 3a0e3mnedye BUCOKWN pIBEHb O€3MEKH 3a

JIOTIOMOTO10 U pyBaHHA Ta ayTeHTudikaiii |P-makeris.
3. Buxopucranus L2TP/IPsec ta IKEv2:

Komb6inaris nporokomnis L2TP, IPsec i IKEV2 BUKOPUCTOBYETHCS 715l CTBOPEHHS CTIHKUX
1 6e3neunux VPN-3'eqHanb, 0COOIMBO JUIsl BEIMKUX KOPIIOPAIliil 3 BUCOKUMH BUMOTaMU 10

Oe3neKwu.
4. Buxopucranus WireGuard:

Hogithiit npotokon VPN, WireGuard, BukoprcToBye cydacHi Kpunrorpapiddi METOIH
TUIS CTBOPEHHS MIBUJIKUX 1 0e3neuHnx VPN-3'eqHaHe.
L1i pi3Hi X011 HAJAIOTH MOYKJIUBICTh BUOOPY ONTUMAIILHOTO PIITICHHS [T HAJTAIITYBAHHS
Binasiennx VPN-migkiroueHb B 3@IEXKHOCTI BiJl MOTped y Oesmeri, 3py4HOCTI Ta

MPOTyKTUBHOCTI.
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[Tpu BuKOpHCTAHHI BIANAJICHOTO JOCTYIy uepe3 Opaysep, KOpPHCTyBad BiIBITYy€
KOPITIOPaTUBHMM MMOPTaJ, SKUH HAIAIITOBYETHCI MEPEKEBUM aaMiHicTpaTtopoMm Ha ASA. Ha
IIbOMY TIOPTaJIi KOPUCTYBa4 MOKE 3HAWNTH HACTYITHI OCHOBHI PO3AUIH B 3&JICKHOCTI BiJ] TUITY

JIOCTYITHUX PECYPCIB:

- Be6-nonarku (Web Applications);

- [Tepermsim mepex (Browse Networks);

- Hoctyn o nporpam (Application Access);
- Tepminanbhi cepepu (Terminal Servers).

Fortinet Takox Mae mapamerpu HanamryBanHua ais [Psec Ta SSL VPN. SSL VPN
BKIJIIOYA€E JIBA PEXHMH: TYHEJIbHHN Ta BeO-pexxum. BuOip pexumy Ta piBHA Oe3neku
3JICKUTh Bl KOHKPETHUX NOTpeO Ta ocoOnMBOCTEN cepenoBuilnd. B TyHeapHOMY pexxuMi,
kiieHT SSL VPN mudpye Beck Tpadik 3 BiAAAUIEHOTO KOMITIOTEpa Ta HAJICKIAE HOTO 10

FortiGate uepe3s Tynens SSL VPN, BukopuctoBytoun HTTPS-3'e1HanHs.

Beb-pexxum Hajae MOXKIMBICTH OE3KIIIEHTCHKOTO JOCTYITY 0 MEpPEXi depe3 BeO-
Opaysep 3 BOynoBanum SSL-mudpysanusm. Bin € npocrtimuM y HalamTyBaHH1, HE BUMArae
BCTAHOBJICHHSI OKPEMOTO KJIIEHTA HA KIHIIEBIM TOUIIl, ajie OOMEXEHUN y MATPUMIN JEIKUX

nporpam ta BUMarae oinblie pecypcis Ha FortiGate.

IPsec VPN, sik Oy1o 3a3HaueHO paHille, € CTAaHAapTHAM IIPOTOKOJIOM, SIKU JO3BOJISIE
BUKOPUCTOBYBATH Pi3HI PIIlICHHS JUIS 3'€THAHHS KiHIIEBMX TOUYOK, BKIrouatouun FortiClient.
[le crangapTHUl NPOTOKOJ, KM BUKOPUCTOBYE NEBHI MOPTH 1, 1HOAI, MOXe OyTH

0JIOKOBaHMIA MPOBANIECPAMH.
BucHoBku 10 po3ainy 1

[TincymoBytouM mnepmuid po3Ail AUIJIOMHOT POOOTH, MM BHU3HAUYMIIM BIPTYaldbHY
NPUBATHY MEPEXKY, PO3IJSHYJIM Pi3HI METoau NoOYyAOBHM Ta OOrOBOPWIIM MPOTOKOJIU

Oes3reku Ta 00JIaTHaHHS, He0OX1THe 1A i1 peasi3artii.
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2. OBPAHHS TEXHOJIOT'TI TA MEPEXKEBOI'O OBJIATHAHHSA JJ151
CTBOPEHHS4 VPN

2.1 Cxema VPN TtyHex1o Ta BUOip ejieMeHTHOI 0a3u

Ha cporoguimmniii genp y [HTepHeTi icHye Oarato BeO-CalTiB, sIKI BUKOPHUCTOBYIOThH
npoTokoJ1 SSL jy1s 3axucty ocoobucToi iHdopmariii, 30kpema Ti, 10 HaIAF0Th KOMEPITIHHI Ta
OAHKIBCbKI TMOCIYrd. bigepliicTe momyiaspHUX Opay3epiB  Ta 1HTEPHET-I0JaTKiB

HiATPUMYIOTH POTOKON SSL, sikuii MOXHA po3mi3HaTH 3a npedikcom https y URL.

SSL VPN € onTuMansHuM pillleHHSAM AJs1 MAKIIOUEHHS BiAAAIEHUX KOPUCTYBadiB
JI0 pECypCiB JOKAIBHOI Mepexi odicy uepes [HTepuer. Y Hamomy Bunaaky Bubip SSL VPN
OOYMOBJIEHHI 3pYYHICTIO MOr0 BHUKOPHUCTAHHS, a TAKOX CYMICHICTIO 3 MEpEKEBUM
obmagHanHsaM FortiNet, sike Bike BUKOPUCTOBYEThCS B opranizaiii. FortiGate oopanwmii sk
[UII03 38XHUCTy Ta AyTeHTH(IKATOp, 3a0e3Meuyrodd BHUCOKUM pIBEHb CYMICHOCTI Ta
edeKTUBHY 1HTerpamito. /(s 3a0e3neyeHHss cTabUIbHOI pOOOTH 1 YHUKHEHHS! KOH(IIIKTIB
BuOpaHo FortiAuthenticator ans iHTerpariii koHgirypamii KOpuUCTyBa4a 3 ICHYIOUUM
cepBepoM aBTeHTU(QIKalli. Y 3B'A3Ky 3 BEJIMKOIO KUIBKICTIO KOPUCTYBAdiB B OOpaHOMY
CEpellOBUIL, LI€ PILIEHHS MAKCUMAJIBHO CIPOIIY€E Mpolec aBTeHTU(IKAIl Ta 3a0e3rneuye

BUCOKHI piBeHb Oe3neku. CTpyKTypHa cxemMa 300pa’keHa Ha PUCYHKY 2.1.

SSL VPN

?‘ma:je*"'} ' LLINI03 3aXMCTy
KopucTysa ' it FortiGate

A

1 5| TNoxansHa mepexa

AyTeHTudikaTop
FortiAuthenticator

Mamtonok 2.1 — CtpykrypHa cxema VPN
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Jliis Henpsimoro BXoAy BcTaHoBimoeTbes FortiClient, skwid migrpuMye pi3Hi METOAM
niakmrodeHHs 10 VPN, Bxmouaroun SSL VPN ta IPsec VPN. Po3nisibHe TyHemtoBaHHS 115
BIITAJICHIX KOPUCTYBAYiB I03BOJISIE iM OTPUMYBATH JOCTYI 0 IHTepHETY, HE TIEPECHITAI0YH
Bech Tpadik uepes cepep VPN, 110 nosermiye nepegady JaHUX Ta MOKPAITY€E MIBUKICTD
3apantaxxeHds. FortiClient iaTerpyerscst 3 Microsoft Windows Active Directory, mio6
CHUHXPOHI3YBATH CTPYKTYpPY KOMIaHii Ta COpOCTUTH yrpaBiiHHs. LleHTpanizoBana cucrema
ynpasiinas  FortiClient mosBossie agmiHicTpaTopaM BIIJ&ICHO HAaJAITOBYBaTH Ta

OHOBJIIOBATH KJIIEHTIB, CITPOIIYIOUHM MPOIEC 3aMyCKY areHTIB.

FortiClient ctBoproe BipTyatbHI TpyIy, BpaXOBYIOYH CTaH O€3MEKH KiHIIEBUX TOYOK,
IO JI03BOJIAE PEai30BYBATH JAMHAMIYHUN KOHTPOJIb JOCTYIY 3aJIeKHO BIJI IX CTaHYy.
PozninsHe TyHeaoBaHHS TpadiKy A0JaTKIB IPAHYIIIOE Mepeaady JaHuX yepes MUQppOoOBaHHi
TYHENb Ta [HTEepHET, MOKpanyo4n mBUAKICTh nepenadi. FortiClient asromarusye mporecu
nigkitoueHHs, Buoopy cepepa VPN ta Bukopuctanus 6ararodakTopHoi aBTeHTH]IKaIii
1151 3a0e3neueHHs qoaaTkoBoro piBHs O0e3neku VPN-3'ennanns. Po3niieHe TyHETtoBaHHS
VPN Moxe OyTu peanizoBaHe 3a JONOMOIOK PI3HUX METOAIB, TaKuUX SIK PO3JALICHE

TyHemoBaHHa Ha ocHOB1 URL-anpec, 1onarkiB 4 3BOPOTHE PO3/1JICHE TYHEIIOBAHHS.
2.2 OCOBJINBOCTI HAJIALITYBAHHSA SAML CEPBEPY

SAML - 1e BiakpuTUi cTaHmapT oOOMiIHY aBTCHTH(IKAIIMHUMU JAHUMH,
noOynoBanuit Ha MoBi XML. Beb-tiporpamu BukopuctoByroTh SAML m1st mepenayi Janux
aBTeHTU(DIKaIlli MK PI3HUMHU CTOPOHAMH MPOIECY, HAPUKIIAJI, MK CHCTEMOIO KepyBaHHS
JOCTYIIOM Ta TMOCTAYaJbHUKOM Tociyr. Posrisaemo Bukopuctanas FortiClient sk
MIPUKJIAly POBaiiiepa Mocayr y IboMy KOHTEKCT. SAML 3'5BUBCSI y BUCOKOTEXHOJIOTTUHIN
ray3i JUis CIPOINEHHS Tpoliecy aBTeHTu(ikallii, ocoONMMBO TaMm, Jie KOPHCTyBadam
HEO0OX1IHO MaTu JOCTYII 10 Pi3HUX BeO-T0JaTKIB y pi3HUX JoMeHax. Jlo BBenenHs SAML
TEXHOJIOTISl €IMHOTO BXOMy Oyia epeKTHBHOIO, ajle BUKOpUCTOBYBaNa (aiam COooKie, ski

0OMEKyBaJIM CBOIO IO JIMIIIE B MEKaX OJTHOTO JOMEHY.
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Mamtonok 2.2 — [punnun pobotu TexHomorii SAML

SAML BhOpoBamKyeTbcs s CHOPOIICHHA TpoOIecy aBTeHTHdIKalii, Koiu
KOPUCTYBa4aM NOTPIOEH JOCTYN JO0 pI3HUX BEO-IONATKIB y pI3HUX OOJacTaX. 3a
nornomororo SAML BeG-niporpaMu B3a€MOJIIOTH 13 CUCTEMOIO YIPABJIIHHS JOCTYIIOM, IO
JIO3BOJIIE KOPUCTYBAYaM YHHUKATH 3aramM'sTOBYBAHHS 0araThb0X KOMOIHAIIM JIOTIHIB Ta

NapoJIiB.

Cytp xonnenmii SAML nonsrae B oOMiHI 1H(OpPMAIIEI0 KOPUCTYBAYa, TaKOi SK
JIOT1HHU, CTAH aBTeHTU(]IKaLIi Ta 11eHTU(]PIKATOPH, MI’K CUCTEMOIO YIIPABJIIHHS JOCTYIIOM Ta
nocradyanbHUKOM nocayr. Lle crnpomrye Ta 3a0e3nedye Oe3neky mpouecy aBTeHTH]IKallli,
JI03BOJISIIOUM KOPHUCTYBadaM YBIMTH B CHUCTEMY JIMILE OAMH pa3 3a JOMOMOTOI0 OJIHOTO
HaOopy AaHux s Bxody. Koiau kopucTyBau mojae 3amuT Ha JOCTyn jao caity, SAML
nepenae ayTeHTH(IKaliiHI JaHI NocTadalbHUKA IOCHYT, IO J03BOJIIE KOPUCTYBaydeBi

orpumaru goctymn[20].

[Ipouiec  nBoeranmHOi  ABTEHTH(IKALl PO3MNOYMHAETHCSA, KOJIM  KOPHUCTYyBau

HaMaraeTbcsl YBIUTH B JOAATOK, CIYXKOY UM CUCTEMY, JOKU HOMY HE HaJaayTh JOCTYIL.
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AnroputMm ayreHTudikamii BKJIIOYAaE€ BBEACHHS OOJMIKOBUX JaHHUX, TMEPEBIPKY ixX
MPaBUWJIBHOCTI, TeHEpaIlito 0€3MeKOBOT0 KJIF04a, BBEJACHHS APYTroro (pakropy aBTeHTHdIKaIi

Ta 3aBCPIICHHA IPOLECY AJIA OTPUMAHHA JOCTYITY 10 CUCTCMHU.

Mopens nanamryBanus SAML mis SSL VPN npencrapnena Ha pucyHKy 2.2

I}

CepgicHe 3abe3nevenHs FortiGate

BippaneHwid KopucTysay

NoxansHa mepema

AyTeHTudikatop

MamoHok 2.3 — Mojens MepeKeBOoro MmiaKIoUeHHs oonaaHanus cimeiictea FortiGate

Po3srissHemMo eTanu MepexeBOro MiAKIIOUCHHS Y TAKOMY MOPSIKY:

1. AaminicTpaTop 4 KiHueBuii kopuctyBad koH}irypye SSL VPN, aktuByroun SAML.

2. FortiClient 3'emnyetnes i3 FortiGate.

3. FortiGate moBeprae nmocuiIaHHs I TIepeHANpPaBICHHS Ha CTOPIHKY aBTopu3arii SAML
IdP.

4. FortiClient BimoOpakae cropinky aBropu3aiii IdP y BOyqoBaHOMYy BikHI Opay3epa.
5. KopuctyBau BBOIUTH CBOi OOJIIKOBI A@H1 y BIKHI1 JJIsI BXOJTY.

6. ITicnsa ycmimHoi ayrentudikamii FortiClient Bcranosiroe Tynens no FortiGate. YV rtakiit
koHpirypanii FortiGate mie sk nocradaneauk mociyr (SP), a FortiAuthenticator — sk

nocravaabHUK iaeHTrdikamiinol indopmartii (1dP).
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Hanamryemo FortiGate SP sik kopuctyBaua SAML. Mu noBuHHI HaNAWITYBAaTH BiIaICHUI

ceprudikar IdP Bix FortiAuthenticator na FortiGate [21]:

config user saml
edit "bbiliavets"
set cert "Fortinet_Factory"

set entity-id http://172.17.61.59:11443/remote/saml/metadata/

set single-sign-on-url "https://172.17.61.59:11443/remote/saml/login/"
set single-logout-url "https://172.17.61.59:11443/remote/saml/logout/"
set idp-entity-id "http://172.17.61.118:443/saml-idp/101087/metadata/"
set idp-single-sign-on-url "https://172.17.61.118:443/saml-idp/101087/login/"
set idp-single-logout-url "https://172.17.61.118:443/saml-idp/101087/logout/"

set idp-cert "REMOTE_Cert_4"
next
end

Honaemo xopuctyBaua SAML 1o rpynu kopucTyBadis:
config user group

edit "ra-admin”

set member "bbiliavets"

next

end

Bceranosmoemo rpynmy SAML y nanamryBannasax SSL VPN:
config vpn ssl settings

config authentication-rule

edit 1

set groups "ra-admin”

set portal "full-access"

next

next

end.


http://172.17.61.59:11443/remote/saml/metadata/
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2.3 MTPUHOUIIN NIABUIIEHHA 3AXUIIEHOCTI 3'€IHAHHSA

[IpuHIMNY MiIBUIIEHHS 3aXUIIEHOCTI 3’ €IHAHHS € BQXIIMBOIO CKJIAIOBOIO B 3a0e3MeUeHHI
Oe3nekn MepexeBux 3'€eqHaHb. Hukdye po3risHyTI KIIOYOBI MPUHIUMH, IO CHPUSIOTH

M1JIBUIIICHHIO PIBHS 3aXHCTY 3’ €JIHAHB:

1. **Bukopuctanns Kpunrorpadii:** 3actocyBaHHS cy4acHUX KpUNTOrpadiuHUX
QUITOPUTMIB Uil MUM@pPYBaHHS JaHUX Y TYyHEIsAX 3a0e3nedye KOH(IICHINNHICTh Ta

HEJOCTYIHICTh 1H(OpMaLii I HEeCAHKIIIOHOBAaHHX 0Ci0.

2. **baratodakropHa AyrteHTudikamis:** 3acTocyBaHHS CcHUCTEM ayTeHTHdIKaIli, sKi
BUKOPHUCTOBYIOTDH HE JIMIIIC ITapOIi, ajie 1 TOAATKOB1 €JIEMEHTH, TaKl IK TOKCHH, 010MEeTpUYHI

JIaH1 Y1 CMApT-KapTH, IJIs MIATBEPAKEHHS 1ICHTUYHOCT1 KOPHCTYyBaYa.

3. **Perynsapui OHoBnenns ta [1aTui:** [TocTiiiHe OHOBIIEHHS TPOTPaAMHOTO Ta AAPATHOTO
3a0e3neyeHHsl 3a0e31euye BUIIPABICHHS BPA3IMBOCTEN, IO JOTIOMArae y 3anoOiraHHi aTak

Ta MIIABUIIEHH] CTIHKOCTI CUCTEMH.

4. **JloryBaHHsi Ta MOHITOpUHT:** BeneHHs KypHaliB MO Ta NOCTIMHUI MOHITOPUHT

AKTUBHOCTI JJO3BOJISIFOTH BUACHO BUSIBIISITU Ta pearyBaTy Ha MOTEHIIIHI 3aTPO3H.

5. **OOmexennsa Ilpas Joctyny:** PerenbHe HajamTyBaHHS NpaB JIOCTYIy Jis

KOPHUCTYBayiB 1 CACTEMHUX PECypciB 0OMEKY€E MOKIHBICTh HECAHKI[IOHOBAHOTO JIOCTYITY.

6. **3axuct Bigm DD0S-ATak:** 3actocyBaHHs 3aXOiB JUIsl BUSIBICHHS Ta 3amoOiraHHs

atakam, siKi CIIpSIMOBaHI Ha TIEPEHABAHTAXKEHHS MepexxeBoro 3'ennanus (DDOS).

7. **Bukopucranaa VPN ta TynemoBanHs:** BcTaHOBIEHHS BIPTYaIbHUX HPUBATHUX
mepex (VPN) ta TyHemroBaHHS i1 3a0e3meueHHs 0€3MeKH M1 yac rnepeaavi JaHuX depes

HEIMPUBATHI MEPEXI.

8. **Peectpauis Ta Aynut besneku:** IlpoBeneHHs peryiasipHUX ayIWTiB Oe3MeKH s

OIIHKYM €()eKTUBHOCTI 3aX0/11B OC3MEKN Ta BUSABICHHS MOXKJIMBUX CIIAOKHX MICIIb.
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3axucTt 3,€I[HaHB BU3HAYAETHCA KOMILJIEKCOM IIUX HpI/IHI_[I/IHiB, o1o CITUILHO JOTIOMArarOoThb y

CTBOPEHHI HaJIIMHOI Ta CTIHKOI MepekeBO1 1HQPACTPYKTYPH.

VYV pexumi tyHemoBaHHs kiaieHT SSL VPN mudpye Bech Tpadik 3 BIIIAIECHOTO
KOMITIOTepa Ta nepenae ioro Ha FortiGate uepes tynens SSL VPN 3a nonomororo HT TPS-
3'eqHanns. FortiGate HajamToBye TyHeNb, IPHCBOIOIOYH KIIIEHTY BipTyanbHy IP-ampecy 3
3ape3epBOBAHOrO Jiiama3oHy. Hesaxkaroun Ha BIAMIHHOCTI 0a30BHUX MPOTOKOJIB, II€
Haramye TyHeni IPsec VPN, ockinbku Bech Tpadik KopucTyBada mudpyeThes, Mo J03BOJISIE

OOMIHIOBATHCS PI3HOMAHITHUM TpadiKoM MK KOPUCTYBAYaMH Ta MEPEKaAMH.

Kopucrysau, skuii Mae notpedy y BIIJAICHOMY IIJIKJIIOUYEHHI 10 CBOrO cepBepa
yepe3 RDP, numie BCTaHOBIIOE TyHEIbHE 3'€IHAHHS, IO J03BOJIIE BUKOPUCTOBYBATH
3BUYAIHY KJIieHTChKY nporpamy RDP Windows s migkirodeHHs. 3BU4aiHe TyHETFOBAHHS
Hanpasisie Bech Tpadik uepes FortiGate, Tomi Sk po3fiieHe TyHEIIOBAHHS HAIPABIISE
Tpadik TIILKK 10 TIeBHOI Mepexi yepe3 FortiGate. Pexxum TyHemo BUMarae BCTAHOBJICHHS
VPN-kmienta FortiClient na BimnaneHomy kinmi. ABronomunii VPN-kmient FortiClient e

0e3komToBHUM Ta miaTpuMye sk TyHem SSL VPN, Tak 1 IPsec VPN,

Jis Mepexx 3 UHCICHHHUMH KOPUCTYBauyaMU pPEKOMEHIYEThCS IHTETPYBATH
KOH(irypaiito KopucTtyBaya 3 ICHYIOUMMH cepBepamu aBTeHTHdikaiii yepe3 LDAP,
RADIUS a6o FortiAuthenticator. Iarerpariisi 3 cepBepamu aBTeHTH(IKAILl, TAKMMH SK
Windows AD, cnpoirye HanamrTyBaHHS KOPUCTYBA4iB Ta TPy, a BHUKOPHCTAHHS
OararodaktopHoi aBreHTH(iKallli 3a0e3neuye NOJATKOBUM piBEHb OE3MEKH, BUMAararouu

NBOX (PAKTOPIB AJIs MIATBEPAXKEHHS 1IGHTUYHOCTI KOPUCTYBaYa.
BucHoBkHu 10 po3ainy 2

Y apyromy po3aun marictepchbkoi pobotn Oyna po3poOiieHa CTPYKTypHA cxema
MPOEKTy, A€ JeTaabHO BUBYEHO TexHoyorito SAML Ta ii 0cOOIMBOCTI B KOHTEKCTI
peamzamii SSL VPN. Ile Bu3naumio cmocid koHgirypamii Mepexi ajs BiIJaJIeHOTO

Hi,Z[KJ'HO‘ICHHH. Takox POIIIIAHYTO BAKJIMBICTH BUKOPHUCTAHHS JOJATKOBUX 3aXO)1iB 3axXUCTy

VPN.
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Pimenns FortiGate SSL VPN Bkirodae B cebe BHCOKONPOIYKTHBHI KpunTorpadiyHi
VPN s epexkTUBHOTO 3axUCTy KOPHCTYBAYiB BiJ MOXJIMBUX 3arpo3, IO MOXYThb
NPU3BECTH 10 BUTOKY aaHuX. TexHonoris Fortinet VPN ctBoproe Oe3neunnii KaHAT 3B'SI3KY

yepe3 [HTepHeT, He3aUIeKHO BiJl BAKOPUCTOBYBAHOT MEPEX1 UM KIHIIEBOTO IIPUCTPOIO.

[linOuBaroun MiACYMOK, JIETKICTh BHPOBAIKEHHS, PO3rOPTAaHHS Ta BUKOPUCTAHHS
SSL VPN nHamaroTh 4yucieHHI opraHizalliiiHi rnepearu B ramysi Oesmeku. Lleit Bug VPN
HEOOX1THUW 7S MiJBUILNEHHS piBHA 1H(OpMaliiHOT Oe3reku Ta 3a0e3MevYeHHs HaAIMHO1
HNIATPUMKK  BiAJajgeHoi poOoTu. Y 3B'SI3Ky 31 3pOCTaHHSAM KUIBKOCTI KiGep3arpos,
3a0e3nedyeHHs] Oe3NeKu KOH(IACHIINHUX JaHUX CTA€ BaXJIUBUM MPIOPUTETOM, 1

3actocyBaHHs 3axuiieHoro VPN nomomarae 3MeHIIUTH MOB'sI3aHi 3 UM PU3HKH.
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3. METOJIU HAJIMHOI'O NIN®PYBAHHSI MEPEXK

3.1 Anroputvmu mmuppysanns VPN
[lIndpyBanns mnpenacrapiase coOOK MpoIeCc KOMYBAHHS YacTHHHU 1H(opmarii
criocoOomM, sIkuii 3a0e3medye JOCTYIl JUIIe aBTOPU30BAaHUM CTOPOHAM Ta BHMarae Kiroda
Jutst posmiddpyBanHs. CydacHi TEXHOJIOTT MU(PPYBaHHS MaliKe HEBPA3IUBI 10 BTOPTHEHb.
HagiTs sikio goctyn g0 iHpopMmarlii oTpuMaHo, 0€3 HaJIe)KHOTO KJTtoua BOHA 3TUIIAETHCS

HEPO301PIUBOIO.

s edexktuBHOi pobOTH mK(PYBaHHS BIANPABHUK Ta OTPUMYBAY MOBUHHI 3HATH
npaBuia NMEPETBOPEHHS BUXIIHOTO IMOBIIOMJICHHS B 3ammudpoBany (opmy. Lli mpasuia
0a3yloTbCA Ha AJNTOPUTMI Ta KIIOYi. AJTOpUTM, K MareMarhuyHa (QyHKLis, 00'eqHye
NOBIIOMJIEHHS 3  KJIIOYEM, YTBOPIOIOYM HEUYUTAOENbHUN IMIH(pPOBaHUA  PSIZIOK.

JemmdpyBanHs 6€3 IpaBUIILHOTO KJTF04Ya BKpai CKIIdaHe ab0 HaBITh HEMOKIIHMBE.

Buxopucranns kpunrorpadii y VPN o3Hauae 3acTocyBaHHS KOHIEIIIIA, TAKUX K
mupyBaHHs Ta aAemddpyBaHHA, I8 3axucty 1HGopmamii. IlludpyBanHs BriIrovae
NEPETBOPEHHS BIJKPUTOrO TEKCTy B 3amMpoBaHUN 3a JIONOMOIOK KJIHO4Yd, a
nemurppyBaHHs MPOBOJUTH 3BOPOTHIO ONEPALII0, IEPETBOPIOIOUN 3alIM(POBAHUN TEKCT y

BIIKPUTHUH 32 JIOTIOMOT'O0 KITFOYa.

IHTEepHeT
nposanaep
VPN VPN
TyHenNb cepsep IHTepHeT

VPN
KNIEHT
C
~ 3awundposaHi
AaHi, 3
BUKOPMUCTaHHAM
npotoky VPN B

Npucrpin

Peknamoaasui  gpana Xakepwu

Mamntonok 3.1 — Cxema mmdpysanns nanux VPN
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Kmiou mmdpysanns VPN, mo € HagiiHUM m[mapojieM, BUKOPUCTOBYETHCS IS
KOJIyBAHHS Ta pO3KOIyBaHHS JIaHUX, 1 BiToMui juiie npuctpoio ta cepsepy VPN. Jlosxuna
KJITI0Ya BUMIPIOETBCS B OiTax (IOCIIOBHICTh JIBIMKOBMX OJHMHHIb 1 HYIIB) 1 MOXe

Bap1IOBATHUCH.

Haiinommupenin Metoau mudpyBaHHs s 3aXUCTy OHJIalH-Tpadiky Ta 3'eqHaHHs y VPN

BKJIIOYAIOTh!
- CumetpuuHe mMppyBaHHS 3aKPUTUM KITIOYEM

Ile mmdpyBanas mnepeadadae, MmO OOUABI CTOPOHH, IO OOMIHIOIOTHCS JTaHWMH,
BUKOPHUCTOBYIOTh OJIMH 1 TOM caMuid K0 JJis1 U (ppyBaHHs Ta eI PpyBaHHS BIAKPUTOTO

TekcTy. bunbiricte VPN BUKOPUCTOBYIOTH 1I€¥ METO (P PYBAHHS.

Cumerpuune LLinppyBaHHA

nmg:(m —a— nwmm

MamnroHok 3.2 — BukopuctanHs K049y B CAMETPUIHOMY mM(pyBaHHI

Kpim Toro, 1jst CHMETPUYHOTO MIH(PPYBAHHS BUKOPUCTOBYIOTHCS aJTOPUTMU, Taki K AES
i Blowfish. Homo acumerpuuyHOro muUppyBaHHSI, BOHO 0a3yeThCs Ha JIBOX KITFOUYAX:
BIIKPUTOMY 1 38KpuTOMY. BIOKpUTHII KIIIOU BHKOPUCTOBYETHCS IJs IIH(PPYBAHHS

BUX1THOTO TEKCTY, TOJ1 SIK JIUIIE 3aKPUTHH KITF0Y MOKe pO3IMU(pyBaTH BX1THUHI TEKCT.

Acumerpuune LLindppysaHHA

Bigkputun Kniou 3akpuTun Knouy

Mastonok 3.3 — BukopucTaHHs K04y B aCHMETPUIHOMY (P pYyBaHHI
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Jnsa acumerpuyHoro mudpyBaHHsS HEOOXiAHO, MO0 OIBIIICTh KOPUCTYBayiB

BOJIOI[iJ'II/I BiI[KpI/ITI/IM KJIFO4YCM, TOI[i sIK aBTOPHM30BaHA CTOpPOHA Ma€ MOOCTyI JMIIC 10

38KpUTOTO KJIIOYa JJis1 AemnpyBaHHS.

Tabmuns 3.1 — Y3aransHeHHS niepeBar

Cumetpuune mmdpyBaHHsI

AcumerpuyHe mudpyBaHHS

OI[I/IH KJIYOY BUKOPUCTOBYETHCS IJIA

mudpyBaHH 1 e PYBAHHS TaHUX.

[Tapa xiTr04iB BUKOPHCTOBYETHCS TSI
mudpyBanHs 1 AemudpyBanss. L kiroui
BIJIOMI SIK “BIAKPUTHH KITH0Y’ 1 “3aKpUTHN

KJTI04Y”.

[Ipoctuit metos mudpyBaHHs, TaK K

BHKOPUCTOBYETLCA TIIBKH OJHH KIJIIOY.

vy 3B’}I3Ky 3 TUM, IO BUKOPHUCTOBYETHCA

napa KJIIO4iB — CKJIQJHUN MPOIIEC.

BuxopucroByeThes i mmdpyBaHHs

BEJIMKUX 00’ €MIB JIaHUX.

3abe3neuye ayTeHTU(IKAIIIIO.

3abe3neuye BUCOKY IPOJYKTUBHICTb 1
BUMAarae MeHIIe 00YNCITIOBaIbHOI

MOTY>KHOCTI.

CknaziHi nporecH NpoTIKaITh MOBUIbHIIIE
1 BUMAararoTh O1IbIIOI OOYMCITIOBAILHOL

MOTY>KHOCTI.

Jlnist mmdpyBaHHA JaHUX

BHUKOPHUCTOBYETHCS MCHIIIA JOBXXHHA

kioua (128-256 6iT).

BukopHucToBYIOThCS TOBIII KITFOU1

mmdpysanss (1024-4096 6iT).

[neanbHO MiAXOAUTH IS UG PYBAHHS

BEJIMKO] KIJIBKOCTI JaHUX.

BuxopucroByeThcst ipH mMppyBaHHI

HEBEJIMKOTO 00’ €My JIaHHX.

Cranpaptai anroputmu: RC4, AES, DES,
3DES.

Crangaptui anroputmu: RSA, Diffie-
Hellman, El Gamal 1 DSA.

Bucokuii crangapt mm@pyBaHHS IEMOHCTPYEThCS depe3 BukopuctanHs AES y

cumeTpruuHoMy mudpysanHi. Knacudikais inpopmariii po3noauviseTbcsa Ha TpU KaTeropii:

Ta€MHA, TIOBHICTIO Ta€MHA Ta iHGOpMAIIis 3 00MEXEHUM A0CTyoM. {7151 3aXUCTy MOBHICTIO
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TAEMHOTO PiBHSA Ta iH(opMallii 3 0OMEKEHUM JOCTYIIOM MOXHA BUKOPHUCTOBYBATH KIIIOU1
pi3HO1 oBXUHHU. AnroputM AES BkIiItodae pi3Hi epeTBOPEHHS IS JaHUX Y MAcCHBI, Taki
SIK T1JICTAHOBKA 3a TaOJIUIICTO, 3CYB PSAIKIB 1 3MINIyBaHHS CTOBIIIIB. 3/11HCHIOETHCS OCTAHHE
NIEPETBOPECHHS TSI KOXKHOTO CTOBIIS, BUKOPUCTOBYIOUM BiAMOBIMHMIA (DparMeHT KiIroda
mudpyBaHHsI. BaXIuBO0O € JOBXKWHA KIIFO4a, OCKUTBKH OB K04l BUMAararoTh OLIbIIIE

ITUKJTIB TIEPETBOPEHbD.

Anroputm mudpyBanas Blowfish OyB BnpoBamkenwit kommanismu VPN sk
aneTepHatnBa AES. Horo tBopens, Bproc IInaitep, creliansHO He AaTEHTYBAB arOPHTM,
06 3abe3neunTn BitbHE BUkopuctanHs. Blowfish e 6iioxoBuM mudpom 3 64-po3psaHium
omoxom, BABIWI MeHmUM 3a AES, 3pobuBmm i#oro menm criiikuMm. Hapith sk rigHa
albTepHATHBA, HOTO BPA3JIUBICTH 10 aTak 00YMOBIJIEHA HEBEIIMKUM PO3MipoM OJIOKY. Xoua
BiH BuKOpucTOBYBaBCs y aesknx VPN, takux six Buffer i PrivatelnternetAccess, OiibiricTh

Benukux VPN-cepgiciB Bignanu nepesary AES, BuzHaroun ioro O611bIry O€3IeKy.
[udpyBanHs pyKOCTUCKAHHS

RSA — 11e y3ropkeHuid mporec, SKui J03BOJIsS€ CTOpOHAM IIPH OOMIHI JaHUMHU BHU3HABATH

OJIHa OJIHY Ta Y3TrOKYBATHCS 100 aJrOPUTMIB IM(PYBAaHHS YU KIIIOY1B BUKOPUCTAHHS.

VY 6inbmiocti Bunaakis a1 mudpysanas RSA BUKOpUCTOBYEThCs anropuTm Pisect-
[Mamipa-Annemana. [ami VPN TakoX BUKOPHUCTOBYIOTH OOMIH KITIOYAMU 32 €JIINTHUYHOIO
kpuBoto Jlipdi-Xemmmana. Bignosigno no Hiddi-Xennmana, kKiI040BUld BHECOK cepBepa

3aMUCYEThCS Ha cepTU(]IKATi, a KIIEHTCHbKUN T€HEPYEThCS BUMTAJKOBUM YHUHOM.
AJTOpUTM 0€3MEeYHOr0 XeUyBaHHs

SHA — 1ie asiroput™ XelyBaHHs, IpU3HAYEHU JIJIs TIEPEBIPKU aBTEHTUYHOCTI IaHUX
SSL/TLS-3'ennanp. Ilporec MOCHIOEThCS YHIKAIBHUM BIAOUTKOM HANBIS, SIKHIA
CTBOPIOETHCS JJI MepeBipku AiiicHocTi ceptudikara TLS. Lle caykuTh miaTBepIKEeHHIM

TOTO, IO MIAKIIOYEHHS BimOyBaeThes 0 mpasBuibHOoro VPN-cepBepa. 3azHaummo, 1o
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BiACYTHICTh SHA MOXe CHpUYMHUTH TEpeHanpaBieHHs IHTEPHET-Tpadiky Ha cepBep

xakepa 3amicTh HTboBUX VPN-cepBepis.
Xer-ko1 aBTeHTU(]IKAIIIT TTOBIIOMIIEHHS

Cucrema HMAC - 1ne cmoci® KojayBaHHS TOBIJOMJICHb, SKHMH BHUKOPHUCTOBYE
kpuntorpadiuny xem-QyHKII0 Ta CeKpeTHHi Kpuntorpadiunuii kmou. lLleit meron
MPU3HAYCHUHN 71 TIEPEeBIPKU IUTICHOCTI Ta aBTEHTUYHOCTI JIaHMX, 3a0€3Meuyroun IXHIO
oe3neky. B 6ararpox Bucokosikichux VPN 3acTocoByroThest anroputmu xemryBaHHsS SHA

pasom 13 cuctemoro HMAC 1 MakcUMansHOTO PiBHS OE3MEKH.
IneanbHa nepeaHs CEKPETHICTh

Perfect Forward Secrecy (PFS) — nie meton mmdpyBaHHs, SIKHH BUKOPUCTOBYE HaOip
IPOTOKOJIB y3rOUKEHHS KIIIOYiB, OCHOBHHMH 3 sikuX € RSA ta ECDH. Moro mera -
3a0€3leUnTH, IO CEaHCOBl KIIIOYl 3aJUIIAlOThCd  OC3IEYHMMHM, HAaBITh  SKIIO
KOoH(D1IeHIIIHM KITt04Y cepBepa Oyie nopyiieHo. PFS nepiognyHo reHepye HOB1 KITIOU1 JIs

mupyBaHHs Ta AeM(pyBaHHS 3 METOIO IT1JIBUILIEHHS O€3MEKH.
[udpysanns VPN BiiicbKOBOTO KIacy

[udpysanns VPN BiiicbkkOBOTo piBHS MpeacTaBisie cOO00 CTaHIapT MU(pPyBaAHHS,
KWW OTpUMAaB BU3HAHHS B1J] BINCHKOBUX yCTaHOB. BOHO BUKOPUCTOBYE HAIIMHUI TPOTOKOT
mdpyBaras AES. Ockinbku aep:kaBHi opraHizalii 3a3Br4aii Ipalol0Th B yMOBaX BEITUKOI
KOH(]1EHIIMHOCT1, BOHU BAAIOTHCS 10 HAWKpaIIUX MPOTOKOJIIB O€3IeKH, 11100 3a0e3nednuTi

3aXHUCT Ta mU@pyBaHHs KOHQIAEHIIIHHOT iHGOopMaIIii.

Hackpizue mmdpyBanas ayxe eheKTHBHO 3axHUIIac iHPpopMalliro, 3amobdiraroun ii
HE3aXUIICHOMY TMOTPaIUITHHIO Ha MPOMDKHUM cepBep. be3 Takoro mumdpyBaHHs Baill
IHTepHET-TIpOBaliep MOXXE OTPUMATH JOCTYN JO BalluX IOBIJOMJICHb, SKIIO BIH

MOHITOPUTD BaIly TiSIbHICTb.
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BuxigHi 3awundporani PoswmndpoeaHni

+ 1

Mantonok 3.4 — HackpizHe mudpyBaHHs

3BaXalOyM Ha 1€, HACKpI3HE MMU(PPYBAHHS € BAKIUMBUM I 30€pexeHHS BaIloi
ocobucroi Ta iHaHcoBoi 1HGopMarlii. He3pakarouu Ha Te, 110 1€ OAWH 13 HAMHATIHHIIINX
IHCTPYMEHTIB, KMl MO>XHa BUKOPHUCTOBYBATH IJis1 3a0e3MeUeHHs1 KOH(IAEHIIHHOCTI Ta

0e3MeKu, HACKPI3HE MU(PPYBAHHSA Ma€ CJIa0Ki MICIIS, SIK 1 OyAb-SIKUI 1HITUNA IHCTPYMEHT.

3.2 lu¢pysanus VPN Ha ocHoBi SSL

SSL-mipoTokon pyKOCTHCKaHHS BKJIIOYA€ TakKi MPOTOKOJIM PIBHs: MPOTOkKod SSL-
sMiHM Uit cnenudikanli  mmdpyBaHHa Ta  TpoTtokosn  SSL-crioBimenHs.  Boxwu
BUKOPHUCTOBYIOThCS I 0OMiHy iH(opmamiero mpo KkepyBanHs SSL, B3aemHOl
aBTeHTU(DIKaIlli MK MPOTOKOJIAMH 3aCTOCYHKIB, Mepeadl TaHuX, y3TOJKEHHS aJrOPUTMIB

muppyBaHHS Ta reHepanii KJItoYiB.
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Application protocol

Change cipher spec
Handshake protocol Alert protocol
protocol

SSL Record Protocol

TCP

Mamonok 3.5 — BmicT npoTokony pykocTuckanas SSL

Cepen BCIX IIMX MPOTOKOJIIB BEJIHMKOI BArOMOCTI HaOyBalOTh MPOTOKOJI 3alHCy Ta

IIPOTOKOJ PYKOCTHCKAHHAI.

[Tpotoko:n 3anucy SSL, sikuii rpyHTY€eThbCa Ha HANIMHOMY TpaHcropTHOMY TipoTokoii TCP,
BUKOHY€ OCHOBHI (DYHKIIIi, TaKl SIK IHKANCYJIALIS TaHUX, CTACHEHHS Ta MM(PPYBAHHS IJIs

MPOTOKOJIIB BUIIIOTO PiBHSI.

[Ipotokon pykoctuckanHst SSL, 1m0 6a3yeThcsi Ha MPOTOKOJI 3anucy SSL, 3acTOCOBY€EThCS
JUIsl ayTeHTU(dikaiii JABOX CTOPIH, Y3TO/KCHHS &ITOPUTMIB MUGPYBAHHS Ta OOMIHY

KJIrouamu mudpyBanHs nepea GakTUIHO epeaadero JaHuX.

[lepeBaroto BukopuctanHs SSL € jerkictb 00XOmKeHHA OpaHAMayepiB.
Bbpannmayepu NAT, sik mpaBuiio, HalalTOBaHI Ha MapiipyTusaropax, Takux sk Wi-Fi ta
1HIIIE MepekeBe OONaIHAHHS, NI BIIKUAAHHS HEPO3MI3HAHOTO 1HTEpPHET-TpadiKy, sSKUN
MICTUTh TaKeTH NaHux 0e3 HomepiB moptiB. Ockiibku 3ammdpoBani naketn IPSec ne

MarOTh HOMEPIB TOPTiB 32 3aMOBUYBAaHHSM, BOHU MOKYTh BUKITUKATH MTPOOJIEMHU 3 pOOOTOIO

IPSec VPN.

Tpadix SSL nmpoxmnanae nuisix uepes nopt 443, sskuii O1TBIIICTH MPUCTPOIB PO3ITi3ZHAE

sk 6e3neunnit mopt st HTTPS. bineinicts mepex nomyckae tpadix HTTPS na mopti 443.
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B nopiBasaHi 3 M, OpenVPN 3a3Buuaii BukopuctoBye mopt 1194 nns tpadiky UDP, ane
Moxe OyTy HanamToBanuii Ha Bukopuctands nmoptis UDP a6o TCP, Bxitouaroun mopt TCP
443. Ile pobuts SSL Oiblll BUTOHUEHUM JAJIsi O0OXOKEHHS OpaHaMayepiB, sKi OJIOKYIOTh

Tpadik Ha OCHOBI IMOPTIB.
BucHoBku 10 po3aiiy 3

Y BHUCHOBKAX 10 TPETHOTO PO3JIITYy MAariCTepchKoi pPOOOTH PO3MISIHYTI METOAU
mmdpysanas VPN. I[losicaeno, mo Besa iHopmariis, sika npoxoauts yepe3 VPN-TyHens,
mmdpyerbea. VPN Takox wmackye daktuuny |P-agpecy, Hamaiouum mNOpuBaTHy, sKa
re”HepyeThbesi 3 cepBepa VPN, 1o sikoro BimOynocsa migkitouenHs. [Ipornec mumdpyBanHs
BKIIO4ae B cebe te, mo VPN-kiieHT mmdpye 3anuTi Ha MiIKIIOYEHHS, BIANPABIAE X Ha
VPN-cepBep, sikuii po3mudpoBye Ta mnepecusiae ix B IHTepHer. OTpuMaHi AaHi 3HOBY
mdpyrotecsi VPN-cepBepom Ta Bianpasisitorbess VPN-kimieHty, sikuil posmmudpoBye

1H(hOpMAIIIIO ISl KOPUCTYBAYA.
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4. JOCAILIXKEHHSA PEAJIIBALI BIIJAJEHOI'O MIAKJTIOUYEHHS
KOPUCTYBAYIB

4.1 ®opmMy110BaHHSA NPOOJIeMH Ta peastizania ayreHTu@ikamii
be3neynuii 0OMiH JaHWMH TIPEICTABISAE€ COOOIO KIFOYOBHM ACIEKT y CY4acHHUX
1H(OpMaIIITHUX TEXHOJIOTISIX TPU BUKOHAHHI peaJbHUX 3aB/IaHb. /{11 aHam3y NOTeHIIIHHUX
3arpo3 mpu nepenadi  koHpimenmiHoi iH(opmamii uepes VPN TyHenp BuHUKae
HEOOX1THICTh JOCTIKEHHS OC3MEeYHOro 3'€IHaHHS Ta aBTopu3allii KOPHUCTYBadiB y ix

poOoumx 00JIACTSX.
JI1st TOCATHEHHS 1€l METH BU3HAYEHO HACTYIIHI 3aBJIaHHS:
- 3[1ICHUTH aHam3 HasiBHUX poTokomiB VPN;

- apryMEHTyBaTH BHUOIp TEXHOJIOTII Ta MepexeBoro oOnamHaHHs mis ctBopeHHs VPN

TYHEJIO;

- BUOpATH CepeOBHIIE IS peai3allii o0paHoi TeXHOJIOTi;
- peamisyBatu VPN 13 cepBepom aBTOpH3aLii;

- miaBumuTh 6e3neky mepexi VPN.

Opranizanii Bce 4acTilie BUKOPUCTOBYIOTh HE3aJICkKH1 JKepesia ayTeHTUdIKaIii s
nporpam ta BeO-mopranis. Jocmigauk SAML-ayrenTudikarii, mpodecop JlyicBiabChKkOTro
yHiBepcuTeTy JDxeiimc Jlepic, BM3HAuUMB 4yuMaio ii mepeBar, BKIIOUYANOYH 3MEHIIICHHS
OOTSDKEHHS CIY>KOM TEXHIYHOI MIATPUMKHU, M0 3IHMINAETHCA aKTyalbHUM JJIsi 6ararbox

oprasizariu.

3actocyBaHHsS ~ JOBOGAKTOPHOI  aBTeHTHdIKAIil  3HAYHO  3HWXKYE  PU3UK
HECAHKIIIOHOBAHOTO JIOCTYIY JI0 OHJIAiH-aKayHTIB, e(peKTUBHO OJOKyIoun 96% MacoBuX
¢dimmHroBux arak. et 6e3neynuii MexaHizM aBTeHTH(IKAIIIT, 1110 MOEAHYE B 001 ITUPPOBY
1AeHTU(IKAII0 Ta ABOPAKTOPHY aBTEHTU(IKALiI0, pO3pOOJEHO ISl TJIOOAIBHOIO
3actocyBaHHs. DakTopu aBTEHTH(}IKAII BKIIOYAIOTh OTPUMAHHS OJTHOPA30BOTO MAPOIIS,

HAJICIaHOT0 Ha MOOUIBHUI MPUCTPIH.
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SSL VPN

Bigaane+e poGouye micue

o

FortiToken
AJ!;;!;L

NoxansHa mepexa

FortiGate

Mastonok 4.1 — ITiaKItoYeHHs 3 BAKOPUCTAHHIM MOOLTEHOTO TOKEHY

VY upomy koHGIrypaliiHOMy BapiaHTi A0JA€ThCsA ABOGAKTOpHA aBTEHTU(]IKALIIS 10
pO3/UIeHOr0 TyHeNto, a came HanamryBanHs SSL VPN st BinjmaseHMX KOpUCTYBAYIB.
BoHna BHMKOpPUCTOBYE OJMH 3 JBOX JIOCTYIMHUX OE3KOIITOBHMX MOOIIBHUX TOKEHIB

FortiToken, siki Bxke HanamToBaHi Ha mpucTpoi FortiGate.

Koy FortiToken mpusnadaethcst kopuctyBaderi bbiliavets, cucrema Bimnpasisie
€JIEKTPOHHUM JIMCT HA MOT0 €JIEKTPOHHY aJpecy. 3a JOMOMOIOK 1HCTPYKIIN KOPUCTYBay
TIOBMHEH BCTAHOBUTH MOOLITBHUE fAoaaTok FortiToken Ha cBoeMy npucTpoi, 110 TPU3BOIUTH

JI0 aKTHUBALlll TOKEHA.
[Ipukiraa mporpaMHOro KOy JJis HAJIAIITYBaHHS KOPHUCTYBayad Ta IPYIH KOPUCTYBAUIB:

config user local
edit "bbiliavets"
set type password
set two-factor fortitoken

set fortitoken <select mobile token for the option
list>

set email-to <bbilivets@adps.dpsu>
set paSSWd <**********>
next
end
config user group
edit "ra-admin”
set member "bbiliavets"
next

end



51

4.2 HanamryBannus VPN Ha 6a3i I1PSec

[Tix wac mocmipKeHHs 0yJ10 BCTAHOBJICHO MOYKIIMBICTh TUCTAHIIITHOTO T IKTFOYCHHS
KOpHCTyBa4a J10 KopropaTuBHoi Mepeiki yepe3 IPsec VPN, BukopucroByroun FortiClient.
Takox Oyio HaJaIITOBAHO HANIPABJICHHS IHTEPHET-TpadiKy BiIIAJICHOTO KOPUCTyBaya
yepe3 FortiGate. 3a HeoOXiTHOCTI MOXHA CTBOPUTH KOPUCTYBAYa, IKUH BUKOPUCTOBYE
nBodakTopHy aBTeHTHU(dIKAaIlI0, a00 kKopucTtyBaua LDAP. Bcei 111 HanamTyBaHHsS MOKHA

BUKOHATH SIK y KOMAHIHOMY PSJIKY, TaK 1 32 IOMOMOT00 TpaigHOro peaaKkTopa, 00paHoro

1151 kKoHpiryparii IPsec VPN.

[ ] 'ﬁD

\
Y A———— \

Binnanewxe poSoue Micue FortiGate

—

NokansHa mepexa

Maitonok 4.2 — Ipuknan migkmrouenns s 1Psec VPN

s crBopernst VPN citig ckopucrarucs ommiero VPN > IPsec Wizard ta ctBopuTi HOBHIA
TyHEJIb, BAKOPUCTOBYIOUH BIMOBIIHUH 1A0I0H. BaxkJIMBO BpaxoByBaTH, 0 HA3BA TYHEIIO
HE TOBMHHA MICTHTH TpoOUTIB Ta oOMexyeThcsi 13 cumBomamu. [lpuknan oOGpanux

HaJAITYBaHb MMOJIAHO HA PUCYHKY 4.3.
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@ VPN Setup @ Policy &Routing » @ Client Options

Incoming Interface ™ wan1l v

Authentication Method RYEGEUEICEWGYE Signature

Pre-shared Key sscsssee @

User Group = Employees v
@ VPN Setup ) @ Authentication ) @ Policy & Routing ) @ Client Options
Name FCT-VPN

Template Type Site to Site Custom
Remote Device Type REIEHSERN Native

Mamtonok 4.3 — HanamtyBaHHs 1pu CTBOpeHi I1psec

BcranoBmoemo "Local Interface" na lan 1 "Local Address" Ha ampecy JokanbHOT
Mepexi. 3amaemo miamazon IP-aapec mis kopucryBadis VPN. BaximBo Bim3HAUWTH, IO
FortiOS Mosxe aBTOMAaTM4YHO CTBOPUTH HOBHiI 00'ekT Opanamayepa mins VPN-TyHenro,

BUKOPUCTOBYIOUM HAa3By TyHenmto 3 cydikcom ' _range”. IlepeBipTe, mo mnapamerp
"VBiIMKHYTHU po3ainenuii TyHenb |IPv4" He Bubpanuit, o0 Bech iHTepHET-TpadiK MPOXOAHB

yepes FortiGate.

Axmo Ha ogHOMY 1HTepdelici cepBepa BIIIAICHOTO 3’€HAHHS ICHYIOTH JEKUIbKa
komyToBaHux mepex IPsec VPN, koxHa koHbiryparis ¢pa3u 1 moBUHHA MATH YHIKAIbHUN
11eHTU(DIKATOP OJHOPAHTOBOTO BY3Ja, MIOO BIJPI3HITH TYHENb, JI0 SKOTO IMiIKIIOYCHHM

BlJTAJIEHUI KITICHT:

1. ITepeitnite 1o VPN > Tyneni IPSeC Ta Bigpenaryiite HOBOCTBOPEHUN TyHEb.

2. O6epiTh «IlepeTBOpUTH HA CHICLIATBHUM TYHEIb.

3. ¥V pozaini «ABreHTudikamis» o0epiTh «PenaryBatmy.

4. Y posznini "Ilapamerpu omHOpaHroBOro By3na" BCTaHOBITH 1y "TumiB mpuitomy"

3HayeHHs "Crnenudiuauii i1eHTUiKaTop OTHOPAHTOBOTO By3Ja .
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s nepernsny inTepdericy VPN Bubepits «Mepexar, a motim «IHTepdeiicuy».

4.3 HanawryBanns VPN na 6a3i SSL

Lle npuknaa koHpIryparii 1js BiIIaJIeCHUX KOPUCTYBAUiB, sIKi 3a0€3MeUyOTh TOCTYI
JI0 KOopropatuBHOI Mepexi Ta [aTepHeTy uepe3 pexxum TyHeno SSL VPN 3a gomomororo
FortiClient, ane maroTh npssMuii 1ocTyn 10 [HTepHETY, HE MPOMIIOBIIH Yepe3 TyHenb SSL

VPN. (muB. pucyHok 3.6)

l S,
SSLVPN | D,. J_L |
4 e ) e

) ————

FortiGate

e

Binaanexe pofoue micue

NokaneHa mepexa

Mastonok 4.4 — Ipuxnan migkmodenss s SSL VPN

Inrepdeiic WAN mnpeacrasisie coboro 3'€eqHaHHS 3 mocTadaibHUKOM mnocayr. Ilig dac
KoH(Dirypairii BUOpaHO CTATUYHUN PEXKHUM, a JIJIS MOAAIBINOT €KCIUTyaTallii MOKHA TaKOX
BukopucroByBaTu pexkxum DHCP a6o PPPOE. 3'ennanns SSL VPN BcranoBmoeThes yepes
intepdeiic WAN. Kpim TOro, mpoBOJAThCS HajamTyBaHHS 1HTepdeicy Ta aapec
OpanaMayepa.
config system interface
edit "wanl"™

set vdom "root"

set ip 172.20.120.123 255.255.255.0
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HanamtyBansst BHyTpIIIHBOTO 1HTEpPEiicy 1 3aXUIEHOT TiAMEPEexKi, a MOTIM MIAKIIOUEHHS

iHTepdeticy portl 1o BHYTPIIIHBOT MEPEXKI.

config system interface

edit "portl"

end

set vdom "root"

set ip 192.168.1.99 255.255.255.0

next

config firewall address
edit "192.168.1.0"
set subnet 192.168.1.0 255.255.255.0

end

next

HanamryBanss kopucTyBauya Ta rpynu KOPUCTYBAUiB.

config user local

end

edit

"bbiliavets"

set type password

set passwd your-password

next

config user group

end

edit "ra-admin"

set member "bbiliavets"

next

HamamryBanns Be6-noptairy SSL VPN.

config vpn ssl web portal

end

edit "my-split-tunnel-portal”

next

set
set
set

set

tunnel-mode enable
split-tunneling enable
split-tunneling-routing-address

ip-pools "SSLVPN TUNNEL"

"192.168.1.0"



55

Hanamrrysanus mapametpis SSL VPN

config vpn ssl settings
set servercert "Fortinet Factory"
set tunnel-ip-pools "SSLVPN TUNNEL"
set tunnel-ipv6-pools "SSLVPN TUNNEL IPv6"
set source-interface "wanl"
set source-address "all"
set source-address6 "all"
set default-portal "full-access"
config authentication-rule
edit 1
set groups "ra-admin"
set portal "my-split-tunnel-portal"
next
next

end

CtBopuMo mie oxHe mpaBwio Opammmayepa SSL VPN s 3a0esnedeHHS JOCTYMY
BIJIAJIEHOTO KOPUCTYBAYA /IO BHYTPIIIHBOT MEPEKi, TO3BOJISAIOUHN MTEpeMilIeHHs TpadiKy Bif

BHYTPILIHBOTO KIIIEHTA J10 BIAIJICHOTO.

config firewall policy

edit 1
set name "sslvpn split tunnel access"
set srcintf "ssl.root"
set dstintf "portl"
set srcaddr "SSLVPN TUNNEL"
set dstaddr "192.168.1.0"
set groups "ra-admin"
set action accept
set schedule "always"
set service "ALL"

next

end
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4.4 lopiBHsAIbHMI aHAJII3 HA 0A3i IBOX POTOKOJIIB 0e3NeKu

['onona BimMiaHICTH MK SSL VPN ta IPSec VPN momsrae B Tomy, mo IPSec
CTBOPIOE 3aXUIICHE 3'€THAHHA MK BiJJIaJICHOIO JIOKAJHHOI MEPEKEI0 Ta KIIEHTCHKUM
pobouuM MiclieM, HaJaloyl MOBHHUM JOCTYI 10 pecypciB Mepexi. Y Bumanky SSL VPN
3aXMIleHE 3'€THaHHS OyAayeThCsl uepe3 Opay3ep KIIEHTCHKOro poO0Yoro Miclid, Haaaruu
JIOCTYN JIMIIIE JO BeO-peCcypcCiB BIIJIAJICHOI JIOKAJIbHOI Mepexki. BulbIICTh cucTeM B
Cy4acHOMY CBITI € BeO-opieHTOBaHUMH, ToMy Bukopuctanus SSL VPN y moeananHi 3
SAML aBropuzalli€ro CIpOIIye B3a€EMOJIIF0 KOPHUCTyBaua Ta HE MOTpedye T0MaTKOBUX

OOJIIKOBUX JAAHUX JUISl BIAJIEHUX PECYPCIB.

Jlnst mopiBHsIHHS, BUKOpucTOoByroun |IPSec VPN, Oymo HAmamrToBaHO MOYATKOBE
MIJKIIIOYEHHS KOPHUCTYBayiB, 1 B pe3ynbTaTi 10-IeHHOro MOHITOPUHTY 3adikcoBaHo 53
3asiBKM Ha BIJHOBJICHHSI TIAPOJIIB ISl BIITAIEHUX pOOOUYUX MiCIlb. 3aCTOCYBAHHS TEXHOJOT 1]
SSL VPN ta SAML aBtopwu3ariii 3Ha4HO 3HU3WJIO II0 KIJTBKICTh, 3a(iKCyBaBIu juiie 18
3asBOK, OCKIJIbKM BOHA OTPUMYE JaHi po kopucTyBadiB 3 Active Directory ta aBropusye ix

yepes IOMEHHE 1M'st 6e3 HEOOX1THOCTI JJOJAATKOBUX OOJIIKOBUX 3aITUCIB.

Tabmuns 4.1 — IopiBusuus nokazuuku Texnonorii IPSec VPN ta SSL VPN

TexnHooris KinpkicTh 3a51BOK BincorkoBe BigHOmEHHT Y%
IPSec VPN 53 10,6
SSL VPN 18 3,6
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[IpoanamnizyBaBiIM OTpUMaHi JaHi, OTPUMAEMO PE3YNIbTAT Y BUIJIAII €KOHOMII yacy

aaMmiHicTpaTopa Ha BUKOHAHHS 3a5BOK Maiike y 3 pa3u, pucyHoK 4.7.

Administrator

VPN Mame test{1) W
Username

L} REMOTE ACCESS Password

Save Password Auto Connect u Always Up

Masronok 4.5 — Bignanene miakimroueHHd 3a gornomororo FortiClent

KinbKicTb NOgaHMUX 3aABOK

IPSEC VPN SSL VPN

Mamtonok 4.6 — Jliarpama BiJICOTKOBOTO CITiBBITHOIIICHHS

BucHoBkmu 10 po3ainy 4

[licnss mpoBenEHOTO TMOPIBHSUIBHOTO —@HAI3y BIAJAJICHOTO TMIJKIIOYEHHS 34
nornomororo texHosoriii IPSec VPN ta SSL VPN, 3MOXIHBICTIO HE3JIEKHOTO CEpBEPY
aBTopu3allii, BKa3ylOTh Ha IEpeBard BUKOPUCTAHHsS mpoTokony SSL. BuBuenHs Temu

HiaTBEpAIIO, 1110 HajmamTyBanHsI SAML cepBepy MosxiuBe nuie Ha OCHOBI SSL, 3TigHO 3



58

TEXHIYHOIO TOKYMEHTAII€I0 Ta JOCTYIMHUMHU QYyHKIIsIMU. [IpakTuyHi nepeBipKu Mokazanu
MOXJIMBICTh peati3allii €MHOr0 BXOJYy 3a JOMEHHHUM OOJIIKOBHM 3allCOM, CIIPOITYHOYH

IpoIeC AIMIHICTPYBAaHHA Ta 30epiranHs JIor-(aiiB Al KOPUCTYBAYIB B OJTHOMY MICII.

AHaT13 BIAJATCHOTO MIIKIIOYCHHS Yepe3 00uIBa MPOTOKOJIH J1aB 3MOTY BU3HAYUTH,
1o migkimodeHHs yepe3 SSL VPN nmpu3Boauiio 10 101aTKOBOI0 BUKOPUCTAHHS JIFOACHKUX
pecypciB. Y MiJICyMKy BApTO BIA3HAYUTH, III0 BUOIP ONTUMAIBHOTO IIPOTOKOITY O€3MEeKH Mae
OyTH 1HOUBIAYaJdbHUM, 3 YpaxyBaHHSM OCOOJMBOCTEW JIOKAIbHOI Mepexi Ta 3aBAaHb

M1PUEMCTBA.
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BUCHOBKU

Y wmarictepchkid poOOTiI YCIIIIHO PO3B'SA38HO HAYKOBY 3aJauy, CIPSMOBAHY Ha
PO3pOOKY METO Ty O€3MEYHOTO BIATAICHOTO MIIKIFOYEHHS KOPUCTYBAUiB 0 pOOOYHMX MICIIb.
[TpoBeneHmit anami3 TEXHOIOT1H 3a0e3neueHHsT O€3MeYHOTO MiAKIIOUEHHS Ta BIPOBAIKEHO
JBOCTANHY ayTeHTH}IKAIi O0ci0 y BHYTpilIHIO Mepexy. lle 3Ha4YHO MiABUIIUIIO
MPOJYKTUBHICTh MPAIIBHUKIB Yepe3 JocTyn 10 ¢aiiiB 1 cucTeMHHX pecypciB. Obpana

TEXHOJIOT'1s CIPOIIye POOOTY 1HIIKUX MPALIBHUKIB, sIKI MIPALIOIOTEH B 0(pici ado BiAIAIECHO.

[IpoBeneHo neTanpbHUN aHATI3 MPUHIMINB BiggaieHoro moctymy udepe3 VPN, o
BKA3ye Ha HOTO po3poOKy JJIsi Oe31MeuHOro 3a0e3neyeHHs JOCTYIy IEPCOHATY 10 TPOrpam
oprauizaitii. 3'scoBato, 1110 VPN cTBopeHo 3 MeTO10 3a0e3nedeHHs1 0€3MeYHOro 10CTYIy 10
nporpam oprasxisaitii. [lepeHoc nanux BimOyBaeThbes y 3amu@poBaHOMY TYHEI, 1110 CIIPUSIE
MOKpAIICHHIO O€3MeKH Mepeaadl JaHuX, 0COOIMBO BAXKIMBO IS BIAATCHUX MPAIliBHUKIB,

SIK1 M IKITI0YAIOThCS Yepe3 He3aXHUIeHI MepeKi, Taki K 3araabHogoctymaui Wi-Fi,

Meton BigaasieHoi poOOTH, BIPOBAIKEHHI OpraHizalisMH, HPHUHECE 1CTOTHI
nepeBarv, ajie BHOCUTh HOBI pusuku. OnucaHi yMOBU MJis 3a0€3MeueHHs 3aXHUIIEHOI
KOPIOPAaTUBHOI ~MEpeXi TMpU BOPOBAKEHHI CUCTEMHU BiJJalieHOT poOOTH, e
BUKOPHCTOBYIOTBCSI  IIPOTOKOJIM  BIAAAJICHOTO  JOCTymy. Peamizamis — mociimKeHHs

IPOBOAMIIACKH Ha 00aaHaHHI cimericTBa FortiNet.

OTpuMaHi pe3yJbTaTH BKIOYAOTh aHaji3 mpoTokoiaiB VPN, o0rpyHTyBaHHS BHOOPY
TEXHOJIOTi Ta MepexeBoro obOnagHaHHs s ctBopeHHs VPN TyHemto, peamizaiiio
Bimanenoro minkmrodeHHs SSL VPN 3 cepBepoM aBtopmzariii. Takox po3poOieHO
METOJAWKY JUIsl MIABUILEHHS 3axucty kaHainy VPN, BxiIouardd  MOXKIMBICTH
OararodakTopHOi ayTeHTU(IKAIT Ta TEpEeHECEHHs IHPPACTPYKTYpH B XMAPHI CEPEIOBHUILIA.
Monenb, po3pobieHa B XonAl JOCHIKEHHS, YCHIIIHO BIOPOBAKEHAa B MOCTIHHY

EKCILTyaTallito MiIpUeEMCTBA.
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JIOJIATOK A

1. LITERATURE REVIEW AND ANALYSIS OF THE SUBJECT FIELD
1.1 GENERAL CHARACTERISTICS OF VPN

In general, a VPN is a powerful tool for creating secure and private network
connections over the open Internet and is used for both corporate and personal purposes to
ensure privacy and data protection. A VPN works by routing your connection through your
chosen private VPN server, not through your ISP. When data is sent to the Internet, it goes
through the VPN, not directly from the computer. A VPN acts as an intermediary when
connecting to the Internet, thereby hiding the IP address provided by the provider and
ensuring the anonymity of the user. If data is intercepted, it remains unreadable until it
reaches its destination. VPN creates a private "tunnel" from the device to the Internet and
protects important data with encryption. A VPN uses encryption to protect data that is
transmitted over open networks. This guarantees confidentiality and protection of
information from unauthorized access. Encryption is a process used to protect data when
using a VPN. It converts the information into unreadable text that can only be decrypted with
the correct key. Only the VPN server and your computer know this key. The process of
deciphering data is known as decryption, and it is done by using a key to convert the encoded
data back into understandable information. The example of entering credit card information
on a shopping website can explain how encryption works. When making any payment on
the Internet, the information is encrypted, turning into an unreadable code, until it reaches
its destination. Different VPN services use different encryption processes. When you
connect to a VPN, a secure tunnel is created where data is encoded into an unreadable code
as it travels between your computer and the VPN server. After connecting, the device is in
the same local network as the VPN used. The IP address of the device is obtained from the
provider's VPN server. The effectiveness of encryption depends on the selected protocols

and encryption mechanism.
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Figure 1.1 — Virtual private network

Most VPN services integrate directly with an operating system such as Windows,
MacQS, iOS, or Android. This ensures the protection of the user's personal data when he
uses the browser, entering, for example, bank card data [12-14]. Standalone VPN services
are often used by households and small businesses. They use software that creates an
encrypted connection to the private network that serves the Internet connection as a whole.
There are also browser VPN extensions that are installed as browser add-ons, such as Google
Chrome or Firefox. However, it is worth noting that these VPN services only protect data
within the web browser where they are installed. Also, a VPN configured in a browser can
be less reliable and lead to a possible leak of the IP address[15-17]. Routers with VPN
support are another way to use VPN. This is convenient for use on multiple devices at the
same time, as it protects each device connected to the router and ensures a constant

connection to the VPN without having to configure the VPN separately for each device. It is
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important to use routers specially designed to work with VPN to avoid complicated technical
settings[18-20]. Corporate VPNs are often used by organizations to provide remote access
to remote employees. They provide secure access to the company's internal network using
individual passwords and specialized software. The implementation of such a solution

requires individual development and significant IT resources.
1.2 VPN CLASSIFICATION
VPNs are divided into four main types:

1. Personal VPNs. These are VPN connections intended for individual users. They
create secure and private Internet connections, bypassing firewalls and geographic

restrictions.

2. VPN remote access. This type of VPN is used by businesses where employees have
access to the corporate network even outside the office, while traveling or working from

home.

3. Mobile VPNs. They are intended for situations where the user does not have a
constant or stable connection to the Internet and needs to access the VPN through mobile

devices.
4. VPN type "network-network™.

This is a type of virtual private network that allows you to connect two or more local
networks (usually networks in different physical locations) over the Internet. Used when
multiple companies want to connect to a single shared private network, not just individual
employees. Remote access VPNs allow you to use the Internet to connect to private corporate

networks even outside the office.



Table 1.1 — Comparative characteristics of VPN types

Remote access | Personal VPN | Mobile VPN VPN network
VPN

Connection The user | The user | The user | The network is
connects to a | connects to the | connects to a | connecting to
private Internet private another
network. through a | network. network.

third-party
server.

Software Usually, users | Users install | Usually, users | Users do not
need to install | the VPN | need to install [ need to run
software  on | service software  on | additional
their device or | software  on | their device or | software.
configure the | their device. configure the
operating operating
system. system.

It is best to use | Connecting to | Protecting your | Achieving  a | Combining

for: your company | privacy  and | permanent two or more
network or any | bypassing connection to a | networks  to
other  private | geographic private create one
network from | restrictions on | network while | unified
home or | the Internet. using an | network.
another remote unstable
location. Internet

connection.
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The Internet is an unreliable link in communication. VPN encryption is used to keep

data private and secure as it travels to and from the private network.
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There are several methods of using a remote access VPN, such as:

1. People who often change their place of residence can use a remote access VPN to
connect to their company's network via Wi-Fi in a hotel or any public place. This allows
them to access the same files and software they would have in the office. Plus, a VPN

protects their data from anyone who might be snooping on public Wi-Fi.

2. A person who works from home can use a remote access VPN to connect to the
corporate network from their home. The computer works as if it is connected to the
company's network in the office, and the data remains secure when it travels over the public
Internet[21-24].

3. To use VPN remote access on your device, you usually need to install client
software or configure your device's operating system to connect to the VPN. There must also
be a VPN server at the end of the network. Multiple client devices can be connected because

different users can connect to the server.

4. First, the VPN server verifies whether the user has access to the network by
requiring a password or using biometrics such as a fingerprint for identification. Some
solutions allow you to use security certificates for automatic user authentication in the
background, which facilitates fast connection. This is especially useful when a user needs to

connect to multiple VPN servers, for example to access different networks.

5. After passing the user authentication procedure, the client and the server create an
encrypted tunnel between themselves. This is a protective layer of encryption that ensures
the safety of traffic when it is forwarded over the Internet. There are several different VPN

protocols that can be used to set up an encrypted tunnel, including IPsec and SSL.
Examples of business remote access VPNs include:

- Access server through OpenVPN, which provides the possibility of free

simultaneous VPN connection for two users.

- Cisco AnyConnect, which integrates with Cisco enterprise security solutions.
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Individual VPN services A private VPN service sets up a connection between your
device and a VPN server that acts as an intermediary between your device and the web
services you need to access. Personal VPN services differ from remote access VPNs in that
they do not provide access to private networks. Instead, a personal VPN provides access to
the public Internet through an encrypted connection [25-29]. There are many reasons for

using a personal VPN, among the most popular are:

1. Streaming movies and series, or listening to music that is not available in your
geographic region. For example, you can connect to a VPN server in the US to access

American Netflix with its large selection of content.

2. Bypassing restrictions imposed by your ISP's firewalls and protecting your web

traffic from potential government surveillance.

3. Hiding your device's IP address to protect yourself from targeted attacks. Gamers
are increasingly using short but intense DDoS attacks to block competitors and ensure an

unfair victory, which is impossible with VPNs.

4. Protection of privacy on the Internet, as Internet providers sometimes interfere with

the connection, slow down the speed or limit access due to the allocation of excessive traffic.

Personal VPN programs are available on various types of devices, including
smartphones. They usually offer a large number of servers to choose from. If privacy is
important, you can connect to a local server to get the fastest speed. When you connect to a
VPN, all your internet traffic goes through the VPN provider's server. Since the connection
Is encrypted, the IP address is hidden, which allows you to access geo-restricted content from

other countries without much effort.
A few highly rated personal VPN services include:
- ExpressVPN

- NordVVPN



71

- Surfshark
- IPVanish

Mobile VPN are typically used to provide reliable access for employees using mobile
devices. This is especially relevant in situations where the stability of the connection may
not be sufficient, but it is necessary to maintain access to various resources[30-32]. For
example, military personnel stationed at checkpoints throughout Ukraine use tablets and
mobile VPN to provide access to various databases and check information on persons or

vehicles that may pose a threat.

A mobile employee A VPN encrypts data
An employee can access

connects to the during transmission )
, . . all resources in the
company's network via over a public Internet T
: organization's network
Ethernet connection. The

.. through a VPN
encryption is preserved

even if the employee
disconnects or switches
to another network

Figure 1.2 — Example of connection using a mobile VPN

Mobile VPN support various authentication methods, including passwords, physical
tokens such as smart cards, biometric devices, fingerprint scanners, and facial recognition
systems. In some cases, they use security certificates for automatic background user
authentication.

A mobile device can switch between networks, such as cellular or Wi-Fi, while

maintaining an active connection. This may cause the physical IP address to change, but the
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logical IP address used for the VPN tunnel remains constant. This approach ensures the
immutability of the virtual network connection, allowing the user to work without
interruption even when switching networks. Even if the device has been turned off to save
battery power, the VPN connection remains available after the device is turned on. Now,

regarding the network-to-network VPN:

Compared to a remote access VPN, which is designed for individual users, a network-
to-network VPN connects two separate networks. For example, if a company has two offices
in the east and west, then a "network-to-network" VPN allows you to combine them into a

single network.

There are several technologies that can be used to implement a network-to-network
VPN, including IPsec, DMVPN, and L3VPN.

There are two main options in this VPN category:

1. Intranet-based VPN: when a VPN connection is created between networks
belonging to the same company. This allows the company to create a single global network
covering two or more offices. Company users access resources from other LANSs as if they

were physically connected.

2. Extranet-based VPN: When the connected networks belong to different companies,
such a VPN combination is called an extranet-based VPN. This type of VPN is used, for

example, when a company wants to connect to the network of a service provider [33, 34].
There are three main methods of implementing a network-to-network VVPN:
1. Using an IPsec tunnel.
2. Using Dynamic Multipoint VPN (DMVPN).
3. Using VPN at the third level (L3VPN).

An IPsec tunnel is used to bridge networks, just as it connects individual connections

to a private network in a remote access VPN. In the case of a network-to-network VPN, an
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IPsec tunnel encrypts traffic between connected networks. This can be implemented in two

ways:

- A route-based IPsec tunnel that carries all traffic between networks. -
A security policy-based IPsec tunnel that sets rules to control allowed traffic and interactions
between networks. Such IPsec tunnels can be configured using firewalls and network

routers.

SSL VPN

IP header | TCP header

IPSec VPN

New IP header

Figure 1.3 — Composition of SSL and Ipsec protocol packets

The Dynamic MultiPoint VPN (DMVPN) technique is proposed as a response to the
limitations of IPsec tunnels, which connect only two points to each other. In contrast to this
approach, DMVPN allows you to combine networks using a DMVPN hub router and use

dynamic IP addresses.

While the quality of service in IPsec and DMVPN tunnels running on top of the
Internet can be erratic, multiprotocol MPLS Layer 3 label-switched networks can guarantee
reliable and stable communications. MPLS is a method of routing network packets over
different transport media, such as fiber or satellite, using different protocols. This approach
allows network providers to create a VPN at layer 3, which is based on the network layer of
the OSI model. Typically, these MPLS VPNs are deployed by telecommunications

providers.
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Network providers can create separate virtual networks for each customer that are
transmitted over the global network. These virtual networks provide isolation from each
other, even if they share physical network resources. With MPLS VPN, you can prioritize
different types of traffic, such as voice traffic, to ensure the best quality of service. Control

over the routing of network traffic is essential to ensure stable and optimized performance.

Despite the advantages of private WANSs, they can be expensive, so many companies
prefer cheaper Internet-based VPNSs, except in situations where critical latency is important,

such as in power grid monitoring and maintenance applications.

1.3 OVERVIEW OF EXISTING VPN SECURITY PROTOCOLS AND THE
TECHNOLOGIES ON WHICH THEIR WORK IS BASED

In this section, we will look at the various VPN security protocols and the technologies
behind their operation. VPNs (Virtual Private Networks) are used to provide security and
privacy on data networks, and there are several key protocols and approaches that help
achieve these goals. To a large extent, we will also consider the technologies on which VPN
work is based. This includes data encryption, user authentication (often using passwords,

physical tokens, or biometrics), and encryption key management.

To implement different VPN usage scenarios, there are different types of protocols
that are responsible for security, traffic encryption and other aspects of operation. Choosing
a specific VPN protocol is of great importance when designing solutions in this area. Three
of the most common and important protocols are OpenVPN, IPSec SSL, and the relatively
new WireGuard, which appeared quite recently and caused discussion among specialists. At
the same time, there are other protocols that, although they are outdated, can be used for

specific tasks.

The choice of a suitable VPN protocol depends on several factors and circumstances
of use:
1. Devices. Different devices support different protocols, so compatibility is important to

consider.



75

2. Network. The availability of some services may be limited in certain locations or
countries, so the choice of protocol may depend on these restrictions. For example, some

VPN providers operate in China, where most of their other competitors are blocked.

3. Productivity. Some protocols may have better performance, especially on mobile
devices, while others may be more practical in large corporate networks. 4. Threat model.
Different protocols may manifest themselves in different situations, and some may be less

secure, requiring appropriate security measures.

Let's consider some of the most common protocols: PPTP (Point-to-Point Tunneling
Protocol): One of the oldest VPN technologies is PPTP, developed by Microsoft. It uses two

channels for control and data transmission and has its own characteristics.

PPTP is available on all versions of Windows and is widely supported by many
operating systems. Despite the relatively high speed, it should be noted that PPTP is not the
most reliable protocol, and it does not restore the connection as quickly after interruptions

as, for example, OpenVPN.

At this point, PPTP is deprecated and Microsoft recommends using other VPN

solutions, especially given the importance of security and privacy.

Of course, if your main purpose of using a VPN is to unblock content, PPTP may be
fine, but it's worth considering more secure alternatives. SSTP (Secure Socket Tunneling
Protocol) is a proprietary solution from Microsoft. Although SSTP is not as common among
VPN protocols as PPTP, it has a much higher level of security and does not have serious

problems in this regard.
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Figure 1.4 — Connection using SSL

SSTP uses SSL to transmit traffic over TCP port 443, making it useful in restricted
networks such as China, where other VPNs may be blocked. Although SSTP can
theoretically be installed on Linux, this protocol is mainly used by Windows systems. SSL
can protect application layer protocols such as POP3 or FTP and requires an SSL certificate
on the server to work. Using SSL, the secure connection between the client and the server

performs two main functions: authentication and data protection.

SSL has two layers: the lower layers in a multi-layer transport protocol such as TCP
are used to encapsulate different protocols. For each nested protocol, SSL provides
conditions in which the server and client can authenticate themselves, secure data

transmission, and exchange keys before application layer protocol data transmission begins.

SSL has numerous advantages, including ease of use, no need for additional software,

and secure remote access. In terms of performance, SSTP is fast, stable and reliable.

IPsec (Internet Protocol Security) is a set of protocols for protecting data transmitted

over the IP network. Unlike SSL, which operates at the application level, IPsec operates at
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the network level and can interoperate with many operating systems without the need for
third-party software.

Application level

Transport level

Network layer
IPSec protocol

Channel level

Physical level

Figure 1.5 - Placement of the IPsec protocol in the OSI module

IPsec has become very popular for use with L2TP or IKEV2 protocols. IPsec provides

encryption of the entire IP packet using two key components:
- Authentication Header, which places a digital signature on each packet;

- Encapsulating Security Protocol, which guarantees confidentiality, integrity and

authentication of packets during their transmission.
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Figure 1.6 An example of an IPsec-based connection
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The L2TP/IPsec protocol was first introduced in 1999 as an upgrade of the L2F
(Cisco) and PPTP (Microsoft) protocols. Because L2TP does not provide encryption or
authentication by itself, it is often used in conjunction with IPsec. It is supported by many

operating systems.

L2TP/IPsec is considered secure and has no major identified issues. This protocol can
use 3DES or AES encryption, but 3DES is now considered obsolete and rarely used. In some
cases, the use of the L2TP protocol may face problems due to the standard use of UDP port
500, which is blocked by some firewalls. The L2TP/IPsec protocol provides high reliability
of data transmission, its configuration is simple and it is supported by all modern operating
systems. However, L2TP/IPsec double-encapsulates data in transit, making it less efficient

and slower than other VPN protocols.

Application level

Session level
- RRR personnel
L2TP header -~
Informational Controlling

Network layer N L2TP messages L2TP messages

\

\
Channel level \\\ L2TP data channel L2TP control channel
\\

Physical level Data transport

Figure 1.7 — Components of the L2TP protocol

IKEv2/IPsec (Internet Key Exchange version 2) is an IPsec protocol designed for
mutual authentication, creation and management of communication security. It was jointly
developed by Microsoft and Cisco, and there are open implementations such as OpenlKEv2,
Openswan, and strongSwan. In addition, thanks to the support of the Mobility and Multi-
homing Protocol, IKEv2 is well adapted to changes in network conditions. This makes it an

ideal choice for mobile users who switch between different networks or access points.
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IKEv2/IPsec supports various cryptographic algorithms, including AES, Blowfish, and
Camellia, including 256-bit keys. And in terms of performance, IKEv2 is faster than
OpenVPN in many cases, particularly on mobile devices. This protocol is supported on

various operating systems, including Windows, Mac OS, iOS, and certain Android devices.

OpenVPN is a popular open source VPN protocol developed by OpenVPN
Technologies. It is characterized by stability and high data transfer speed. OpenVPN uses
both TCP and UDP and can be an alternative to IPsec and SSL, especially when some VPN
protocols are blocked by the ISP. Using OpenVPN requires client software to be installed,
and many VPN providers develop their own software for different operating systems and
devices. This protocol can work on different TCP and UDP ports and is compatible with

many platforms, including Windows, Mac OS, Linux, Apple iOS and Android.

WireGuard is a new VPN protocol that the developers position as an advanced
alternative for most IPsec, OpenVVPN and SSL use cases. WireGuard is characterized by high
security, performance and ease of configuration. All IP packets arriving at the WireGuard
interface are encapsulated via UDP. WireGuard uses modern cryptographic tools, including
Curve25519 for key exchange, ChaCha20 for encryption, Poly1305 for data authentication,
SipHash for key hashing, and BLAKE2 for hashing. Compared to the OpenVVPN code, the
WireGuard code is significantly smaller (4,000 lines versus several hundred thousand),
making it more accessible for vulnerability research. WireGuard 1.0.0 was recently
introduced, which includes WireGuard components in the core Linux 5.6 kernel. The code
included in the Linux kernel underwent an additional security audit by an independent firm

and found no issues.
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Sign PPTP SSTP L2TP/IPsec IKEV2/IPsec | OpenVPN WireGuard
Company Microsoft Microsoft | L2ZTP — joint | IKEv2 is a | OpenVPN Jason A
the development  of | joint Technologie | Donenfeld
developer Cisco and | development S
Microsoft, IPsec | of Cisco and
— Internet | Microsoft,
Engineering IPsec is a
Working Group working group
for the
development
of the Internet
License Proprietary Proprietar | Proprietary Proprietary, GNU GPL GNU GPL
y but there is an
open  source
implementatio
n protocol
Deploymen | Windows, Windows. | Windows, Mac OS | Windows sh+, | Windows, windows,
t MacQS, i0S, | Works X, Linux, i0S, | Mac OS | Mac 0S, | Mac OS,
for a while | from the | Android. Many OS | 10.11+, and | GNU/Linux, | GNU/Linux,
GNU/Linux. | device (including most  mobile | Apple i0S, | AppleiOS,
Works  from | without Windows 2000/XP | OS have built- | Android and | Android. Insta
the device | requiring | +, Mac OS 10.3+) | in support routers. It is | WireGuard
without the have built-in necessary to | itself,
requiring the | installatio | support, no need to install and then
installation of | n of | install additional specialized configure
additional additional | software software that | according to
software software supports the manual
work  with
this protocol
Encryption | Uses SSL (all | 3DES or AES Implements a | Uses the | 1-RTT  key
Microsoft parts large number | OpenSSL exchange,
Point-to-Point | except of library Curve2551 9
Encryption TCP and cryptographic | (implements | for ECDH,
(MPPE), SSL algorithms, most of the | RFC7539 for
which headers including popular ChaCha20
implements are AES, cryptographi | and Poly1305
RSA RC4 | encrypted) Blowfish, c standards) | for
with a Camellia authenticatio
maximum of n encryption
128-bit and
session keys BLAKE2s
for hashing.
Ports TCP port | TCP port | UDP port 500 for | UDP port 500 | Any UDP or | Any  UDP
1723 443 initial key | for initial key | TCP port port
exchange and UDP | exchange and
port 1701 for | UDP port 4500
initial for NAT
L2TPconfiguratio | bypass

n, UDP port 5500
for NAT bypass
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the Bitflippin
attack

IPsec standard has
been

Sign PPTP SSTP L2TP/IPsec IKEV2/IPsec | OpenVPN WireGuard
Security Has serious | No serious | 3DES isvulnerable | Couldnt find | No serious | No  serious
flaws vulnerabilities | security to Meet-inthe- | any security security
MSCHAP- | flaws were | middle and | information on | flaws were | flaws  were
v2 is | found Sweet32, but AES | existing found found
vulnerable has no known | security flaws
and the RC4 vulnerabilities. other than the
algorithm s However, it is | IPsec  report
vulnerable to believed that the | leak incident

compromised.

1.4 OVERVIEW OF MODERN APPROACHES TO CONFIGURING VPN
FOR REMOTE CONNECTION TO A CORPORATE NETWORK

In today's world, remote work is becoming more and more popular, and it requires a
reliable and secure way to access corporate networks. In this section, we will look at modern
approaches to configuring virtual private networks (VPNSs) to provide remote connectivity

to corporate networks.

1. Use of SSL VPN: A series of SSL VPN technologies allows users to securely
connect to corporate resources through a web browser, providing a high level of convenience
and security. This method is well suited for users of various operating systems and is easy

to configure.

2. Using IPsec VPN: IPsec (Internet Protocol Security) is a popular method for
creating secure VPN connections for remote users. It provides a high level of security by

means of encryption and authentication of IP packets.

3. Using L2TP/IPsec and IKEv2: A combination of L2TP, IPsec and IKEv2 protocols
Is used to create stable and secure VPN connections, especially for large corporations with

high security requirements.

4. Using WireGuard: The newest VPN protocol, WireGuard, uses modern

cryptographic methods to create fast and secure VPN connections. These different
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approaches make it possible to choose the optimal solution for configuring remote VPN

connections depending on the needs of security, convenience and performance.

When using remote access through a browser, the user visits the corporate portal,
which is configured by the network administrator on the ASA. On this portal, the user can

find the following main sections depending on the type of available resources:
- Web applications (Web Applications);
- View networks (Browse Networks);
- Access to programs (Application Access);
- Terminal servers (Terminal Servers).

Fortinet also has configuration options for IPsec and SSL VPN. SSL VPN includes
two modes: tunnel mode and web mode. The choice of mode and level of security depends
on the specific needs and features of the environment. In tunnel mode, the SSL VPN client
encrypts all traffic from the remote computer and sends it to the FortiGate over the SSL VPN
tunnel using an HTTPS connection. Web mode provides clientless access to the network
through a web browser with built-in SSL encryption. It is easier to configure, does not
require a separate client to be installed on the endpoint, but is limited in supporting some

applications and requires more resources on the FortiGate.

IPsec VPN, as mentioned earlier, is a standard protocol that allows the use of various
endpoint connection solutions, including FortiClient. This is a standard protocol that uses

certain ports and can sometimes be blocked by ISPs.
Conclusions to section 1

Summarizing the first chapter of the thesis, we defined a virtual private network,
considered different construction methods, and discussed security protocols and equipment

needed for its implementation.
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