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BCTVII
CydacHe CyCcHiIbCTBO  BCTYNHJIO B MOCTIHAYCTplaJbHy  €MOXYy, SKa
XapaKTepu3yeThes iH(OopMaIli€ro, MO cTajla HalBaXIUBIIIUM PECYpCOM Ui PO3BUTKY
€KOHOMIKM Ta cycniuibcTBa. CHiAylouM 3aralbHOMY HAMpPSIMKY PO3BUTKY BHCOKHX
TEXHOJIOTi}, KOMIT'IOTEPHI TEXHOJIOTii BHOCSTH BEIMKHI BHECOK Y KOMII'IOTEPU3ALIil0

BCIX cpep KUTTS.

OpaHy 3 XapakTepUCTHK CYy4aCHOTO €Tally pPO3BUTKY 1H(GOPMAIIMHUX TEXHOIOT1H
MO>KHA MiJKPECIUTH TAKUMHU CIIOBaMH, SIK «yHi]ikaris» abo «iHTerpamis». AHAIOroBe i
udpose, TenedoH 1 koMmn'toTep 00'eqHaHI, TOJIOC, JIaHl, ay/10 1 BiIeOCUTHAIN 00'€/THaHI
B OJMH IOTIK, TEXHOJIOTii 1 MHCTEUTBO (MyJbTHUMEAla 1 rinepmesia). Po3BUTOK

KOMIT'FOTEPHUX MEPEX TAKOXK € HEBIJI €EMHOIO YACTHHOIO BCHOTO MIPOLIECY.

Komn'toTepHi Mepeki 3a CBOEH NPUPOJOI0 € PO3MOJAUIEHUMH CHCTEMaMH.
['on0oBHOIO OCOOJUBICTIO IIUX CHUCTEM € HAsBHICTh KUIBKOX IEHTPIB OOPOOKM JaHMX.
Komm'toTepHi Mepexi, TakoK BIIOMI SIK KOMITFOTEpHI Mepexki abo Mepexi nepenadl, €
JIOTIYHUM PE3yJbTaTOM PO3BHUTKY ABOX HAWBAXIHMBIIIMX HAYKOBUX Ta I1HXKEHEPHUX
rajiy3eil Hailoro 4acy: KOMI'FOTEPHUX TEXHOJIOTIHN 1 TeJIeKOMYHIKaIii. 3 0JHOr0o OOKY,
Mepexi - 11e OKpEMi KOMIT'IOTEpHI CUCTEMH, B SIKMX I'pylia KOMIT'IOTEPIB BUKOHY€E HaOIp
B3a€MO3AJIC)KHUX 3aBJaHb. 3 1HIIOTO OOKY, KOMIT IOTEPH Ta MYJIbTUILIEKCYBAHHS JTAHUX

PO3BUHYJIHCS B PI3HUX TEIEKOMYHIKAI[IHHUX CUCTEMaX.

JlokanpHa koMmm'toTepHa mepexa (LAN) - 11e rpyna nepcoHanbHUX KOMIT'IOTEPIB
a00 mpUCTPOiB, 3'€IHAHMX BHUCOKOIIBUAKICHUM KaHAJIOM Tiepedadl JaHuUX 3
po3TallyBaHHsIM OJHIET a00 KUIbKOX mMpuieriux OyaiBenab. ['oloBHE mpu moOynoBi
JIOKaJIbHOT KOMIT'FOTEPHOT MEPEXI - 1€ CTBOPEHHS TEIEKOMYHIKAIIHHOT IHPPACTPYKTypH
HiNpPUEMCTBA, siKa 3a0e3Medye BHUPILICHHS IMOCTAaBIEHUX 3aBJIaHb 3 MaKCHUMAaJbHOIO
ebexkTuBHICTIO. [CHye psig TpuuMH I8 O0'€IHAHHS OKPEMHUX TMEPCOHAIBHUX

koMI'toTepiB y JIOM:



[To-mepiie, criibHE BUKOPUCTAHHS PECYPCIB J03BOJISIE IEKIIBKOM KOMIT I0TEpaM
abo IHIIMM TOPUCTPOSM CIUIFHO BUKOPUCTOBYBATH OJMH AUCK ((ailnoBuil cepsep),
npuBigy DVD-ROM, npuntep, ckanep Ta iHII MPUCTPOi, TAKUM YMHOM 3MEHIIYIOYU

BUTPATH HA OJTHOTO KOPUCTYyBaya.

[To-gpyre, Ha AOJATOK A0 3BUYAMHOTO BUKOPUCTAHHS JOpOruX mepudepiitHux
npuctpoiB, LZL Takox J03BOJIsi€E aHAIOTIYHE BHUKOPUCTAHHS MEPEKEBUX BeEPCiid

IMPUKIIaJHOTO ITPOTrpaMHOIo 3a0e3IIeueHHS.

[To-tpere, LOM Hamae HOBI (popMuU B3aEMO/IIi MK KOpUCTyBayaMu B OJIHIH TpyTil,

HaIpuKiaz, podoTa HaJ CIUIBHUM MPOEKTOM.

[To-uerBepre, LOM 103BOJISIE BUKOPUCTOBYBATH CIIUJIbHI KOMYHIKAIliliH1 3aco0u
MDK pI3HUMHU MNPUKIAJHUMH CUCTEMaMU (KOMYHIKalliHI CIy>kKOH, mepeiadya AaHUX 1

BiJI€0, MOBH TOIII0). MoskHa BUILTUTHU Tpu nipuHiunu JIOM:

1) BiakpuTiCcTh — MOMKJIHMBICTh MIAKIIOUCHHS JTOJATKOBHX KOMIT'IOTEPIB Ta 1HIIHX
MIPUCTPOIB, a TAKOX JIIHIN (KaHaJiB) 3B’s13Ky 0€3 BHECEHHS] TEXHIYHHMX Ta MPOTPAMHUX

3MiH JI0 ICHYIOUMX KOMIIOHEHTIB MEPEXKi.

2) T'myukicth - 30epirae mnpane3faTHICTh, KOJU CTPYKTypa 3MIHIOETHCS uepes

KOMIT'FOTEpHI a00 KOMYHIKAIlI/HI TOMUJIKH.

3) EdexruBHICTh HaaHHS HEOOXIAHOI SKOCTI MOCITYT KOPHCTYBadyaM 3a MIiHIMaJIbHUX
BUTpAT.
JlokanbHa Mepeka Ma€e Taki XapaKTePUCTUKHU:
* Bucoka mBuakicTs nepegadi ganux (1o 10 I'6); [liamazoH BUCOKUX YaCTOT;
* Hu3bkuit piBeHb TOMHIIOK TIepeaayl (BUCOKA SIKICTh KaHAIB Tiepe/iadi);

* EpexTrBHMIA 1 IBUIKHI MEXaHI13M KOHTPOJIO OOMIHY JTaHUMU;



OnHO3HAYHO TIEBHA KUIBKICTh KOMI'IOTEPIB, MIAKIIOYEHUX 0 Mepexi. 3apa3
BaXXKO YSIBUTH OpraHi3allilo, B AKiii HE BCTAHOBJIEHA JIOKaJbHA MEpeXa, BCl OpraHizallii

HaMararoThCsl MOIEPHI3YBaTH CBOIO pOOOTY 3a JOTIOMOTOI0 JIOKATBHUX MEPEK.

[Is wmaricrepchbka po0OOTa OMHCYE CTBOPEHHS JOKAIbHOI MEpeki Ha OCHOBI
texHosorii Gigabit Ethernet msixom 00’€qHaHHA KUTBKOX OyIMHKIB pa3oM Ta

opraizaiii noctymy ao [aTeprery.



1 BUBIP CTPYKTYPU TA TOIIOJIOI'Tl OPT AHI3ALIII

1. JlokasibHa KOMIT FOTEPHA MEpEKa
1.1 Tonomnorisa Mepexi
Tomonoris — 1e crnoci6 ¢i3UIHOTO 3’ € HAHHS KOMIT IOTEPIB Y JIOKAITbHY MEPEKY.
[Ipu cTBOpEeHHI KOMITIOTEPHUX MEPEK BUKOPUCTOBYIOTHCSI TP OCHOBH1 TOIIOJIOT I

e Tomosoris "[Hura"
e Tomomnoris "3ipka"

e Tomosoris "Kinbie"

[Ipu cTBOpEeHH1 Mepexki 3 TOMOJOTIE€I0 MIUHU BCl KOMIT IOTEPU 3 €HYIOTHCS OJTHUM
kabeneMm. (pucynok 1.1) Ha kiHii Mae OyTu TepMiHai. 3a I1€10 TOMOJIOTIE MO0y I0BaH1
mepexi 10 wmerabit 10Base-2 1 10Base-5. B skocti kaHamy mnepedadi JaHUX,

BUKOPUCTOBYETHCS KOAKCIAIbHUI KaOeJIb.

Pucynok 1.1 — Tomomoris «I1lunay

[lacuBHa TOMOJOTIS 3aCHOBAHA HAa BUKOPHUCTAHHI 3arajbHOT0 KaHaly 3B'A3KY 1
HOoro 3arajJpHOMY BUKOPHCTaHHI B PEXHMI po3nofiury yacy. llopyiieHHs 3arajibHOTo
kabemo abo OAHOro 3 IMX JABOX TEPMIHAIIB MPU3BOAUTH 1O MPUIUHEHHS POOOTH
YaCTUHU MEpPEXi, pO3TalIOBAaHOI MIX IIMMU TepMiHajgaMu (CErMeHTa MEpexi).
BumkHeHHs Oyab-SKOTO MMiIKIIOYEHOTO MPUCTPOIO HE BIUTMBAE HA MEpexKy. 301i1 0JHOTO
KaHaTy 3B'SI3Ky MPHU3BEIE 10 BUXOAY 3 Jiaay Bciei mepexi. Bci koMm'ioTepu B Mepexi
«CITyXarThy» omeparopa 1 OepyTh ydacTh B mepenmadi Mk cycimamu. [Ipomyckaa

3MaTHICTb TAaKOI MEpPEXi 3MEHIIYeTbCAd 31 30UIbLIEHHSM HaBaHTaXKEHHS abo
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3017BIICHHAM KIIBKOCTI By3miB. JIJs MIAKIIOYEHHS €JIEMEHTIB IIWHU MOXYTh
BUKOPUCTOBYBATHCSl AaKTHUBHI MPUCTPOi - TOBTOPIOBadl 13 3O0BHIIIHIM JHKEPEIOM

KHNBJICHHSI.

Tomnonoria «3ipka» nependavae MIAKIIOYECHHS KOXHOTO KOMIT I0T€pa OKPEMHUM
IIPOBOJIOM JI0 OKPEMOIO IMOPTY HPHUCTPOIO, SIKM HAa3UMBAETHCA KOHLEHTPATOpOM abdo

moBTOprOBaveM (repeater) abo kormnentparopom (Hub). (pucynok 1.2).

BRI B

Pucynox 1.2 — Tononoris «3ipka»

Xabu MOXyTh OyTH SIK aKTUBHUMH, TaK 1 MACUBHUMHU. SIKIIO 3’€THAHHS MIXK
IPUCTPOEM 1 KOHLIEHTPATOPOM IEPEPUBAETHCS, PEILTa MEPEXk] MPOJOBKY€E MPALIOBATH.
OpmHak, SKIO IIeW TPHUCTPIN SIBISETHCS €IWHUM CEepBEpoM, poboTa Oyae memnio
ycknagHeHa. Komm xa0 mepecrtae mpaltoBath, Mepeka IepecTtae mpaioBatd. Lg
TOTIOJNIOTISI MEpeX1 HaWOUIbII 3pydHa IMiJl Yac TMOIIYKYy IMONIKO/PKEHb MEpPEeKEBUX
KOMITOHEHTIB: KaOelliB, MEpexeBUX aaantepiB abo po3’emiB. [Ipu nogaBaHHI HOBUX
MPUCTPOIB «31pKay» TAaKOXK 3py4YHIlla 3a 3BHYAHY HIMHHY TOMNOJIOTiH0. MOXKHa TakoX

BpaxyBartu, 1o mepexi 100 1 1000 M6iT OyayroThCsi B TOMOJOTIT «3ipKay.

Tomomoris «KiJbIe» € aKTUBHOIO TOMOJOTI€0. YCl KOMITIOTEpU MEpexi
00’eqHanl B 3aMKHyTe Koyio (pucyHok 1.3). IlpokmamanHsi xaGeniB MiXk poOOUYUMHU
CTaHIISIMA MOX€ OyTH JTOCUTH CKJIAQIHUM 1 JIOPOTHM, SIKIIIO BOHU HE BXOASTH Y TETIIO,
HaMpuKiaj, y JiHito. SIK cepemoBuille B MEpeX i BUKOPHUCTOBYETHCS BUTa mapa abo

ONTOBOJOKOHHUM Kabenb. [1oBiqoOMIIEHHS LIUPKYIIOIOTH 10 Koy. PoOoua craHiiis Moxe
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nepenaBaTy 1HQOpMAIo 1HIIIKA poOOYiil CTaHI JUIIe MICAs OTPUMaHHS J103BOJTY Ha
nepenavyy (TOKEHa), TAKUM YMHOM BHKJIIOYaroud koumisii. [Hdopmariis nepenaerbes mo
UKy BiJl OJHIET poOOYOi CTaHIIII 0 1HIIO1, TOMY, SKIIO OJWH KOMIT IOTep BUXOIUTH 3
Jany, SIKIIO HE BXKHUTH CIEHIadbHUX 3aX0[1B, BCA Mepeka Buize 3 nany. Yac mepenadi
MOBIJIOMJIEHHS 30UTBIITYETHCS MPOIOPIIIKHO 31 30UIBIICHHSM KIJIBKOCTI BY3JIIB Y MEPEXKi.
OO6MexeHb Ha JIIaMeTp KUIbIISI HeMa€e, OCKIUIbKHM BiH BU3HAYAETHCS JIUIIIE BIJICTAHHIO MIXK

BY3JIaMH MEPEXIi.

KpiMm mepepaxoBaHuX BHUIIE MEpPEKEBUX TOMOJOTIH, ICHYIOTh TaKOX TiOpUaHI

TOTIOJIOTII: «31pKa-ITuHaY, «31pKa-KIJIbLEY, «31pKa-31pKay.

Pucynok 1.3 — Tomomoris «Kinbie»

KpiMm  TppoX  pO3MISIHYTHX  OCHOBHMX  TOMNOJIOTiM,  TaKOX  IIHPOKO
BUKOPHCTOBYETLCS  TOMOJIOTIST Mepexi «aepeBo» (tree), sKy MoOXKHa BBaKaTH
KOMOIHALI€I0 KUTBKOX 31pOK. SIK 1y BUMAJKY 31 31pKOIO, I€PEBO MOKE OYTH aKTUBHUM,
mUpuM 1 macuBHUM. [IpyM aKTMBHHUX JepeBax B IIEHTPl IMOEAHAHHS KIIBKOX JIHIN
mepefadi  3HAXOMATHCS IEHTpPaNbHI  KOMITIOTEPHW, TIPH TIACUBHUX JepeBax -

KOHIICHTPaTOPH.

Takox JOCUTH 4acTo BUKOPUCTOBYIOTHCS riopuIH1 TOMOJIOT1,
HaWMOMIUPEHIIUMH 3 SIKUX € 31pKOIMOAIOHI IMMHU Ta 31PKOIOAIOHI KUIBIA. Torosoris
3IpKOBOi IIMHU BHUKOPHUCTOBYE KOMOIHAI[II0O IIMHM Ta MNacUBHUX 3ipok. [ TyT 10
KOHIIEHTpaTopa MiAKIIOYAIOTECA OKpPEM1 KOMIT'IOTEPH 1 LlJII CerMEHTH ILIMHU, TOOTO

peani3yeThcsl CpaBkHs (Di3WyHA TOMOJIOTIS «IITMHA», KA BKJIIOYAE BCl KOMIT FOTEPH
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Mepexi. Y 1ii TOmojorii Mo)KHAa BUKOPHUCTOBYBATH KUIbKa KOHIIEHTPATOPIB, 3'€THAHUX
OJIMH 3 OJHUM 1 YTBOPIOIOYM TaK 3BaHy MAariCTpajbHy IIWHY MIATPUMKHU. Jl0 KOXKHOTO
KOHIIEHTpaTOpa MiJKIIOYAIOThCA OKpeMi KOMI'toTepu abo cermeHTH wmuHH. Lle mae
KOPHCTYBa4aM MO>KJIMBICTh THYYKO TMO€JHYBATHU MEpeBard IMIMHHOI Ta 31pKOIoaiOHO1

TOIIOJIOT1I.

Y Bumaaky 3ipKOMOMiOHOT KiJBIIEBOI TOIMOJOTIT MO KIJBIM MiAKIIOYAIOTHCS HE
cami KOMIT FOTEpH, a CIIelialibHi KOHIICHTPATOPH, JIe KOMIT FOTepH IO Yep3i 3 € AHYIOThCS
3a JOMOMOror MNpoduIbHUX JiHIA 3B’SA3Ky, SK MOABIMHA 3ipka. DaKTUYHO BCl
KOMITIOTEpH B Mepexki BKIIOYEHI B 3aMKHYTHH IIMKJI, OCKUIBKH BCEpEeIuHI
KOHIIEHTPATOPIB YCI JiHIT 3B'A3KYy YTBOPIOIOTh 3aMKHYTHUM UK. L{s Tomomoris noeanye
B co0l mepeBaru 3ipKomoji0HOI Ta KuIbleBOi Tomojorii. Hanmpukian, xad mo3Boisie

310paTu B OTHOMY MICIIl BC1 TOUKH MIKITIOYEHHS MEPEKEBOTO Kabero.

VY 11 MaricTepchKii poO0TI BUKOPUCTOBYBATUMETHCS 31pKOBA TOTIOJIOTIS, IKa Ma€

TaKl epeBaru:

* BIIMOBa OJTHI€T poO0OYOT CTaHIIIi HE BIIUBAE HA pOOOTY BCIiET MEpEXKi B LIIJIOMY;

* XOpoIIla MacITaboOBaHICTh MEPEKI;

* JICTKO BUSIBIIATH TIOMHUJIKH Ta Iepe0oi Mepexi;

* BUCOKA NIPOYKTUBHICTh MEPEXKI1 (32 YMOBH 11 MPABMWIHLHOTO MPOCKTYBAHH);

* THYYK1 MOXKJIMBOCTI YIPABIIIHHS.
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1.2 KabenpHa cucrema

Bubip kabenpbHOI MiJACKCTEMH BHU3HAYAETHCSA TUIIOM MEpPEXi Ta OOpaHOIo
tornojoriero. Di3uuHi XapaKTEPUCTHKU KaOeNro BIAMOBITHO IO BHUMOI CTaHIAPTY
BCTaHOBITIOIOTHCSI i1 Yac BUPOOHUYOTO MPOIIECy, MO MiATBEPIKYEThCS MapKyBaHHSIM
Ha kabemi. ToMy ChbOTOJHI MPaKTUYHO BCi MEpEki MPOEKTYIOThcsl Ha ocHOBI UTP i
ONITOBOJIOKOHHMX KaOesiB, KoakcialbH1 Kabei BUKOPUCTOBYIOTHCSA TUIBKH B OCOOIMBUX
BUIAJIKAX 1 TO, SIK MPABUJIO, PU OpTaHi3allii CTeKiB Ha HU3bKIN MBUAKOCTI B MOHTaXHIN

madi.

B nanuii yac y mpoekTax JOKaJbHUX (CTaHAAPTHUX) KOMITIOTEPHUX MEPEK
BCTAHOBJICHO TUIBKU TPU BUJIU KaOEJB:

* KOaKciabHUM (Ba BUIN):

* TOHKHI KoakcianbHui kabenb (thin coaxial cable);

« thick coaxial cable (ToBcTHI KOaKCiaTbHUMN KaOehb).

* BUTA Mapa (B2 OCHOBHUX THUIIN):

* HeekpaHoBaHa BuTa mapa (UTP);

* ekpaHoBaHa BuTa napa (shielded twisted pair - STP).

* ONTOBOJIOKOHHUM KaOesb (JiBa BUIN):

* OaraToMo10BUH Kabenb (0araToMOJOBUI ONTOBOJIOKOHHUN KaOenb);

* OJITHOMOJIOBUI ONTOBOJIOKOHHUH Kabesb (0JHOMOJIOBHI ONTOBOJIOKOHHHH Ka0eb).

JloHenaBHa KoakciaibHUM Kabenb OyB HallmommpeHimuMm TtumnoMm kademro. Lle 3

ABOX IIPHUYHH:

[To-nepiiie, BiH BIZHOCHO JEIIEBH, JTETKHUM, THYYKUHN 1 3pYYHUIN Y BUKOPUCTaHHI;
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[To-gpyre, mmpoka JOCTYNHICTh KOakcCiaJdbHOrO Kabemo 3polmia ioro
BCTAQHOBJICHHs Oe3nmeyHuM 1 mnpocTuM. Halmpoctimmii koakcianbHUl — KaOenb
CKJIQIA€ThCS 3 MITHOI JKWIIM, 13011011, Kapkaca, €KpaHy 3 METaJeBOi OIUICTKH Ta
30BHINIHBOI 000JOHKH. SIKIIO Kabenb, KpIM IIapy METajieBOi OIUIITKHA, Ma€ IIe W mIap
«MeTasneBoi oIy, TO BIH HA3UBAETHCA KabeeM 3 MOJIBIifHOI 000JIOHKOI0. (PUCYHOK
1.4). Tlpm cuIbHHX TEpEIIKOJAaX MOXHA BHKOPHCTOBYBATH YOTHPHINAPOBUIA
€KpaHOBAaHUHU KaOeb, BiH CKIAAETHCS 3 MOABIMHOTO Mapy (HOJIBIH 1 TOABIMHOTO IIapy

METaJIeBOl OIIITKH.

TTneteHun migHuA

i ExpaH i3 ponbru

MigHui npoeigHUK

-

308HiWwHa obonoHka

TTnacTukoea izonauis

Pucynoxk 1.4 — CtpykTypa KOaKkciaJlbHOTO Kabelto

OOTuTeTeHHS, 10 HA3WBAETHCSA CKPAHOM, 3aXHWINA€ JaHi, IO TMEepPeIaloThCs IO
Ka0ento, MOTJIMHAIOYM 30BHINIHI €JIEKTPOMArHiTHI CUTHAJIH, SKI HA3WBAIOTHCS IIYMOM
abo mepemkogaMu, TOMY €KpaH 3amo0irae mepemkKoiaM BiJ CIOTBOPEHHS JaHUX.
Enexrpuuni curHanm mnepenaroTbcs 1Mo BeHaxX. CepaeyHUKOM € apiT abo IydokK
npoBojiB. CepaeyHuk 3a3Buyail MimHuidl. JKuima apoTy 1 MeTaneBe OOIUIETEHHS HE
MOBUHHI TOPKATHCS OJIMH OJHOTO, I1HAKIIE BIIOYACThCSA KOPOTKE 3aMHUKAaHHS 1

MIEPEIIKOIN CTIOTBOPSITH JIaHI.
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Koakcianpuuii kabenb mMae OUIbII BHUCOKY MEPEIIKOI03aXUCHY 3JaTHICTh, HOTO
3aracaHHs CUTHAJTy HIDKYE, HIK y KaOelto 3 BUTOIO Maporo. 3aTyXaHHs - 1€ 3MEHILIEHHS

aMIUTITYId CUTHAIY IT1J1 Yac HOro MPOXOHKEHHS 0 KaOeto.

ToHkMil KoakciaIbHUN Kabempb - 1€ THyYKUH Kabenb JgiaMeTpoM OJIM3BbKO 5 MM.
BuUKOpUCTOBYETBCSI IPAKTUYHO JIA BCIX TUMIB Mepex. [liakmountbest 6e3mocepeinbo
70 KapTH MEPEKEBOro ajanTepa 3a JomomMoror po3’emy T. YV kabemsx mi po3’emu
HazuBalOThCa po3’emamu BNC. ToHkuii koakcianbHUN KaOenb 3JaTHUM TepeaaBaTu
CUTHAJIA HA BIACTaHb 70 185 M 0e3 BUTpAT HA 3aTPUMKY. XOpOIl KoakcianbHI Kabemi

HajgexaTthk 1o ciMerictBa RG-58. ['010BHOIO BIIMIHHICTIO IILOTO CIMEHWCTBA € MIJHUH

TIPIT.

RG 58/U - cyminbHa MigHa Kuja.

RG 58/U — neperuiereHi IpoTH.

RG 58 C/U - BiiicbkOBHU# CTaHAAPT.

RG 59 — BUKOPUCTOBYETHCS JIJIsI HIUPOKOCMYTOBOI TIEpeIayi.
RG 62 — BukopucToByeThes y Mepexkax Archet.

ToBcTHil KoakciaIbHUN KalOellb — 1€ BIAHOCHO >KOPCTKUM KaOenb JiaMeTpom
6mmspko 1 cm. Moro iHomi HasuBatoth crammaptHuMm Ethernet, ockinbku Bin
PO3pOOJICHUI JIJIs1 TaKO1 apXITEKTypH MepexKi. MijgHa jKuiia 1[bOro TUITY KaOeto TOBIIA,
HDK MiJHa WJia TOHKOTO KaOelto, TOMy CUTHaI NepeaaeThes naii. s miaKiaodeHHs

710 TOBCTOTO Ka0eJIt0 BUKOPUCTOBYETHCS CTEIliaIbHUN TPaHCUBED.

TpancuBep Mae creriaabHUN po3'eM, SKUM HAa3UBAEThCA «3y0 Bammipa» abo
OPOXIAHUN po3ranyxyBad. BiH NpoHMKae B 1301110 1 CTUKAETHCA 3 MPOBIAHUKOM.
[Ilo6 miAKIIOYUTH TpaHCUBEP 10 MEPEXKEBOro ajantepa, HEOOXITHO MiAKIIOUYUTH

kabenb BiJ TpaHcuBepa 110 pos'emy AUI - mopTy MepexeBoi KapTu.
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Bura napa ckiamaeTscs 3 ABOX 130JbOBAHUX MIJHUX MPOBOJIB, CKPYUEHUX OJMH
HABKOJIO OfHOTO. ICHye nBa Twmm TOHKMX KaOemiB: HeekpaHoBaHa BuTa mapa (UTP) i

exkpaHoBaHa Buta napa (STP) (pucynok 1.5).

-

STP N

Pucynok 1.5 — HeekpanoBaHa Ta ekpaHOBaHa Kpy4eHa napa

Kinbka KpydeHHMX Iap dYacTo IOMIIAIOThCA B OJHY 3aXMCHY OOOJOHKY. IX
KUIBKICTh B TakKuX Kabemnsx Moke Oyt pi3Horw. [IpoBimHa meTis ycyBae eleKTpU4HI
MEPENIKOIA, CIPUYMHEH] CYCIIHIMU [apaMd NPOBOJIB Ta IHIIUMH JHKEpeaamMu
(nBurynu, tpancpopmaropu). HeekpanoBana Buta mapa (cmeuudikaimis 10 Base T)
IIMPOKO BUKOPUCTOBYETHCA B LOM, MakcuMmasibHa JOBXKMHA CETMEHTa CTaHOBUTH 100
M. HeekpanoBaHa BWTa mapa CKJIaJaeTbcsa 3 2 130JbOBAHMX MIJHUX MPOBOJIB. IcHye
KUIbKa crernu@ikaiii, Ski BH3HAYalOTh KUIBKICTh BHTKIB Ha OJWHHUIIO JOBXHHU

3aJI€KHO B1J] BAKOPHUCTaHHS Ka0elo:
1) Tpapuwiitnuii TenedoHHuid Kabenb, IKMM MOKHA MEPEIaBaTH JIMIIE MOBA.

2) Kabenb, 3naTHui mepenaBatu gaHi 31 MBUAKICTIO 10 4 MOiT/c. CkimagaeTses 3 4X

KPYYEHHUX Tap.

3) KaGenb, 3naTHUi nepenaBaTy naHi 31 mBUAKICTIO A0 10 M6it/c. Cknagaetbes 3 4x

Kpy4eHUX nap 3 9 BUTKaMu Ha METP.

4) KaGennb, 37aTHUN TIepeaaBaTy JaHl 31 MBUAKICTIO 70 16 MO6iT/c. Cxinagaerbes 3 4x

KPYYEHHX Tap.

5) KabGenn, 3gaTHuii iepenaBat aani 31 mBuakicTio 10 100 M6it/c. Ckiramaerbes 3 4x

KPYYEHHX Tap MiJHOTO JIPOTY.
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OnHi€l0 3 TOTEHUIWHUX TpoOiieM A BCIX THUMIB KaOelmiB € mepexpecHi

MEPEIIKO/IH.

[lepexpecHi TepemKoan — I€ MEePENIKOAN BUKIWKAHI CHUTHAJaMH B CYCIIHIX
npoBojaax. L{i mepemikoan 0coOIMBO BIUIMBAIOTh Ha HEEKpaHOBaH1 KpydeHi napu. 11[o6
3MEHIIIUTH iX BIUIUB, BUKOPHCTOBYEThCSA €KkpaH. Kabenmi ekpaHOBaHOI Kpy4deHOI Mapu
(STP) MaroTh MigHI OIUTITKH, $KI 3a0€3MeuyloTh Kpaliuid 3axucT, HIK Kademi
HeeKpaHOBaHO1 KpyueHoi napu. [lapa npooaiB STP 3aropHyrta B amoMiHieBY (GOJIBTY.
VY pe3ynbTari eKpaHOBaHI Kpy4yeHi Mapy MalOTh BIAMIHHY TEII0130JISIIiI0, JOTTIOMAararodu
3aXMUCTUTHU JaHi, 10 MEepPEeJaloThCs, Bl 30BHIIIHBOIO BTpy4aHHs. Takum unHoM, STP
MEHIIl CIPUIHATIMBUN 10 enekTpuuHux mnepemkon, Hix UTP, 1 moxe mnepenaBaTu

CHTHAJIM Ha BUIIMUX IIBUJIKOCTSIX 1 Ha BEJIMKI BIJICTaHI.

JInst miAKIIOYeHHST BUTOI MapH 10 KOMIT'IOTEpa BHUKOPUCTOBYETHCS TENE(POHHMIMA

po3'em RG-45.

| .
CepuepHHa OBG0nM0HKA IMoxpurra
SMKM  50-125 MM 230 - 250 MM

Pucynok 1.6 — CTpykTypa ONTOBOJIOKOHHOTO Kabeto

Y BOJOKOHHO-ONTHUYHOMY Kabenl 1udpoBi JaHl NEperarTbCsi ONTHYHUM
BOJIOKHOM Yy BHIJISIZII MOJYJIBOBAaHMX CBITJIOBUX IMIYJbCiB. lle BigHOCHO HaIidHMIMA
(3axuuienuii) cnociO nepeaayi, OCKUIBKKA €EKTPUYHI CUTHAIU HE nepenaroTbes. ToMmy
BOJIOKOHHO-ONTHYHI KaOesll HEMOXJIMBO MPUXOBATH Ta 3a0JIOKyBaTH, YOO HE MOXHA

CKa3aTu Mpo OyIb-SKHIl KaOelb, 10 Mepeac eNeKTPUYH1 CUTHAIIH.
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BonokonHo-onTHYH1 JiHIT TpU3HAYEH] I Mepeaadl BeJIMKUX OOCATIB JaHUX Ha
y’)K€ BUCOKUX IIBHIKOCTSX, OCKUIBKM CHTHAIW, SKI BOHH MICTATh, MPAKTUIHO HE

MarOThb PO3MUTTSA Ta CIIOTBOPCHHA.

OnTuyHe BOJOKHO - JyXX€ TOHKHMW CKISHUN LWIIHAP, 3BaHUN IKUTIOBUH,
MMOKPUTHUHN IIAPOM CKJia, 3BAaHOTO OOOJIOHKOIO, 3 1HIIMM, HIK y KWIH, KOS(IIIEHTOM
3anmomiieHHS (pUCyHOK 1.6). [HO/1 ONTOBONIOKHO BUPOOJISAIOTH 13 IIACTUKY, BiH MPOCTIIIIE

y BUKOPUCTaHHI, aji¢ Ma€ HAUTIPII XapaKTEPUCTUKH MOPIBHSIHO 31 CKIISHUM.

KoxHe CKIIOBOJIOKHO NEpeae CUrHAJIM JIMLIE B OAHOMY HAIPSIMKY, TOMY KaOellb
CKJIaIa€ThCS 3 JIBOX BOJIOKOH 3 OKpeMHMH po3’eMaMHu. OIUH BUKOPUCTOBYETHCS JIS

nepeaayl CUrHaty, IHIIWN 1715 TpuiioMy.

[lepenaua yepe3 BOJOKOHHO-ONTHYHI KaOelll BUIbHA BlJl €JIEKTPUYHUX MEPEIIKO 1
BIIOYBa€ThCS HA HAJ3BUYAHO BHUCOKMX IIBUAKOCTAX (Hapasi a0 100 MG6it/c,
TEOpeTUYHa MIBUAKICTH Moxe craHoButu 200 000 Moit/c). HMoro MoxHa

BUKOPUCTOBYBATH JIJIS Mlepeadil JaHUX Ha BIJACTaHI KIJIbKA KiJIOMETPIB.

VY upoMy mpoekTi Oyje BHUKOPUCTAHO KaOeidh BUTA MMapa Ta ONTOBOJOKOHHUU

kabenp kareropii SE.
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1.3 Texunounorisa mepexi Gigabit Ethernet

[Tpu oprasnizanii B3aeMo/iii By3JiB JOKAJIbHOT MEpEKi OCHOBHA POJIb BiIBOAUTHCS
IPOTOKOJY KaHaJNbHOro piBHA. OfHak, 00 KaHAJbHUN pIBEHb MIT BUKOHYBAaTH 1I€
3aB/laHHs, CTPYKTypa JIOKaJIbHOI MeEpexl IMOBHHHAa OyTH TIOBHICTIO BH3HAUECHA,
HATPUKJIA, HAUTOMYJISIPHIIINI MPOTOKOJ KaHAIBHOTO piBHS - Ethernet - mpusnavenwmii
JUIS TIapajieIbHOTO 3'€JHAHHS BCIX BY3JIIB MEpEeXi 3 3arajbHUM IIIMHA - BIIPI30K

KOAKClaJIbHOTO Ka0eIo.

[TomiOHuK miaXig, IO TOJIrae y BHUKOPHUCTaHHI MPOCTUX CTPYKTYPOBAHMX
KaOenpHUX 3'€IHAHb MDK KOMIT'IOTEpaMH B JIOKQJIbHIM Mepexi, BIAMOBIIA€ TOJIOBHIN
METI, MOCTaBJICHIN MEPIIMMHU PO3pOOHUKAMHU JIOKaIbHUX Mepex y 1990-x pp. Meroro
OyJ10 3HAWUTH MPOCTE 1 HEJOPOre PIIIEHHS JI 3'€THaHHS KUIBKOX JECATOK KOMIT'IOTEPIB,

pO3TaIIoBaHUX B OAHIM OyAiBIIi, B KOMIT'IOTEPHY MEPEKY.

[{s TexXHOIOTIST BTpAaTHJIa CBOIO MPAKTUYHICTh, TOMY IIIO 3apa3 y JIOKAIbHI MEPexKi
00'€THYIOTBCSI HE JIECATKH, @ COTHI KOMI'IOTEPIB, 110 3HAXOMASTHCS HE TIIBKU B PI3HUX
OynuHKax, a ¥ y pi3HUX pailioHax. Tomy BuOMpaeMo OiIbII BHUCOKY IIBHUIKICTH Ta
HafAllHICT, mepenaui iHdopmaiii. [{i BUMOrum BHKOHYIOThCS TexHojoriero Gigabit

Ethernet 1000Base-T.

Gigabit Ethernet 1000Base-T Ha ocHOBI BHTOI Mmapu Ta BOJOKOHHO-ONTHYHHUX
kabeniB. Ockinbku TexHodoria Gigabit Ethernet cymicna 3 Ethernet 10 M6it/c 1 100
MG6it/c, i MOXHa JIETKO OHOBHTH JO IIi€i TEeXHOJOTrii 0e3 3HAYHMX I1HBECTHUINHN Y

nmporpamMHe 3a0e3reyueHHs, kKadeapbHe 3a0e3MeUeHHs Ta HaBUaHHS IEPCOHAIY.

Texnonoris Gigabit Ethernet € posmmpennsm IEEE 802.3 Ethernet, ska
BUKOPHUCTOBYE TaKy caMy CTPYKTYpY, popmar naketiB 1 miarpumye CSMA/CD, noBuumii
JyTJIEKC, KepyBaHHS TMOTOKOM TOIO, BOAHOYAC 3abesneuyroun n0 10 pasiB Ouibiry

MPOTYKTUBHICTH 3 TOUKH 30py TEOPETUIHOI CTOPOHHU.
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CSMAJ/CD (Carrier-Sense Multiple Access with Collision Development) — 1e
MOMyJISipHA TEXHOJOTII MHOXHHHOTO JIOCTYIy JO CEpEJOBHUINA B JIOKAJIBHUX
KOMIT IOTEPHUX MEpekax, sika miaTpumye BusiBiaeHHs koiizid. CSMA/CD BigHOCHUTBCS
70 JENEHTPATI30BaHUX CTOXaCTHYHUX METOJIB. BHKOPHUCTOBYETHCS SK y 3BUYAHHUX
mepexxkax tumy Ethernet, Tak 1 y BucokomBuakicHux Mepexax (Fast Ethernet, Gigabit

Ethernet).

Takoxx BIJOMHUN SK MEPEXKEBHH MPOTOKOJ, SKUH BHKOPHUCTOBYE CXEMY

CSMA/CD. ITpotoxon CSMA/CD mnpairoe Ha kaHanpbHOMY piBHI Mojaeini OSI.

Jly’)xe mOIIMpEeHl Ha MPAKTUIl XapaKTEPUCTUKH Ta OOJACTl 3aCTOCYBaHHS IUX
MEpEXK MOB'sI3aH1 3 0COOMBOCTIMU BUKOPUCTOBYBAHOTO pesxkumy aoctymny. CSMA/CD e

MOIU(IKAIIEI0 «YUCTOT0» MHOKHUHHOTO JOCTYMY 3 BU3HaueHHAM Hecydoi (CSMA).

Axmo mig yac mepenayi kKajupy poboya CTaHIA BUSIBISE 1HIIUW CUTHAN, IO
3aiiMae nepeaBajbHE CEPElIOBHUILE, BOHA 3yNHUHSE Nepenady, nocuiae jam signal 1
YeKkae TMPOTIrOM BHIIAJIKOBOIO MPOMIKKY dacy (Bimomoro sik «backoff delay» i
anroputMmy truncared binary exponential backoff), mo 3HaxomauThbcs 3a TOMOMOrorO

aJITOPUTMY). 3HOBY HAJICIATH KaJp.

BusiBjieHHST 31TKHEHb BHKOPHUCTOBYETHCS JUIS TOKPAIIEHHS MPOIYKTUBHOCTI
CSMA nuisixoM mepepuBaHHsA Tepenadl oApasy MICHs BUSBJICHHS 3ITKHEHHS Ta

3MEHIIICHHS] IMOBIPHOCTI TOBTOPHOTO 31TKHEHHS 1] 4ac MOBTOPHOI Mmepeayi.

Metonu BUSIBIEHHS KOJI31i 3aJeXaTh BiJ] BUKOPUCTOBYBAHOTO OOJIaHAHHS, ajie
Ha EJEeKTPUYHMX IIMHaX, Takux sAK FEthernet komi3ii MOXyTh OyTH BHSBJIEHI
MOPIBHSHHSAM 1H(pOpMaIlii, 110 TEPEIAETHCA Ta OJEPKYETHCS. SKIIO BOHA BIAPIZHAETHCS,
1HITIA TIepeiaya HAKJIAJA€eThCS Ha MOTOYHY (BUHUKIIA KOJII31s) 1 Iepenada mepepuBacThCs
HeraitHo. HajcunaeTses jam signal, o BUKIIMKa€e 3aTpUMKY IMepeaadl BCiX NepeiaBayiBb
Ha JOBUIBHHMM IHTEpBAJl 4Yacy, 3HWKYIOYM MWMOBIPHICTH KOJI3ii T Yac MOBTOPHOI

cripoOu.
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1.4 AmapartHe 3a0e3ne4eHHs

Oco0nuBy yBary ciii OpUAUTUTA BUOOPY amapaTHOTO 3a0€3MEUEHHS, BAXKIUBY
pOJIb BiJIrpae MacmTabOBaHICTh CHUCTEMH Ta MPOCTOTAa MOJCPHI3allii, OCKIJIbKH IIe

JI03BOJIsI€ 3a0€3MeUUTH HEOOX1THY MPOJTYKTUBHICTD SIK 3apa3, Tak 1 B MaOyTHbOMY.

Haii6inpmmii iHTepec BUKIMKAE MaKCUMAJIbHUN 00CST ONIepaTUBHOI MaM'sTi, STKH
MOXHa BUKOPHCTOBYBATH Ha IIbOMY CEPBEpl, MOXJIMBICTH BCTAHOBJICHHSA OLUIBII
NOTYXHOTO TMpOIEecopa, a TaKoX JAPyroro mpouecopa (SKIIO BU IUJIAHYETE
BUKOPHUCTOBYBATH OMEpAIiiHY CHUCTEMY, KA MIATPUMYE 110 KOHQITypaIlito). MOJECIIb).
Takok BaXJIMBUM € MUTAHHS MPO T€, AKY KOHQITYpalilo AUCKOBUX MIACUCTEM MOXXHA
BUKOPDHCTOBYBaTH Ha JaHOMY CEpBepi, B Iepuly uepry oOcsr MAHuCKiB, sKa IX

MaKCHUMaJIbHA KUJIBKICTb.

be3cymHIBHO, OOOB'A3KOBUM IMapaMeTpoM OyAb-SKOIO cepBepa € SKICHE 1
Oe3repediilHe KUBIICHHS. Y 3B'SI3KYy 3 IIUM HEOOXIJHO NEPEBIPUTH HASIBHICTH B CEPBEPI
JEKUTbKOX (K MIHIMYM JBOX) OJIOKIB XHUBJEHHS. Sk TpaBmiio, i OJIOKU KUBJICHHS
MPalo0Th NapaneiabHo, TOOTO B pa3i 30010 cepBEP MPOIOBKYE MPALFOBATH, KUBJISTUNCH
BiJ iHmoro (aktuBHoro) BII. Ilpu mpoMy € MOXIHMBICTH 3aMIHUTH iX «Ha rapsae». I,
3BHYAiHO, MOTpiOHE MOCTiifHe JpKepeno KHBICHHS. Voro HasBHICTH 103BOJSE B pasi
30010 JKHUBJIGHHS Xo4a O KOPEKTHO HPUIMHUTH POOOTY OMNEpaliHOI CHCTEMH 1

BKJIFOUHTH CEPBEP.

Bucoka HamiiiHICTh cepBepa JOCATAETHCSA 3a PaXyHOK peaizallii psay 3axojiB,
CIIpSIMOBaHUX Ha 3a0€3MeUeHHS HEOOX1JHOro TerIooOMiHy B KOPITYCl, KOHTPOJIb
TEMIIepaTypyu HaWBaXJIUBIIIUX KOMIIOHEHTIB, MOHITOPUHI pSAYy IHIIKUX IMapaMeTpiB 1

noBHE 200 YaCTKOBE AyOIFOBAHHS MIJICUCTEM.
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Taxox cnig Oyt 06epeKHUM IpU BUOOPI T0OIaTKOBUX KOMIIOHEHTIB MEPEKEBOTO
obnmagHanHs. [Tpu BuOGOP1 MepexxeBoro oOaaaHaHHS HEOOX1THO BPaxOBYBATH TOMOJIOTIO

Mepexi Ta KabelbHY pO3BOJIKY, i€ BOHA CTBOPEHA.

Crymni"e cTaHAapTU3aIlli MPUCTPOIB 1 iX CYMICHICTh 3 HAMOUIBIN MOMYJISPHUMH

MPOTPaMHUMU 3aCO0aMU;

e [lIBuakicTs mepeaadi iHGopMallii Ta MOXKIUBICTD i MOJATBIIOTO 301IBIIICHHS;

e MoxiuBi Tomosorii Mepexi Ta ix koMOiHarii (IIKMHA, MAacUBHA 3ipKa, MACHUBHE
JIEPEBO);

e Meton ynpasmiHHs obmiHoM y wmepexi (CSMA/CD, mnoBHuii nayruiekc 4uu
MapKepHHUI METO.N);

e Jl03BOJIEHI TUIIU KaOEII0 MEPEXK1, MAKCUMAIIbHY HOTO JIOBKHUHY, 3aXUILEHICTh Bij

TICPEIIKOI;

BapricTh Ta TeXHIYHI XapaKTEPUCTUKH KOHKPETHUX alapaTHUX 3aco01B (MEpexXeBUX

ajanTepiB, TPAHCIBEPIB, PEMITEPiB, KOHIEHTPATOPIB, KOMYTaTOPIB).
MiHiMabHI BUMOTH JIO CepBepa:

e CPU AMD Athlon 64 X2 6000+ 3,1T'Tw;

e Mepexesi anantepu Dual NC37H 3 kaptroto TCP/IP Offload Engine;
e O3II8I0;

e HDD 2x500 I'6 Seagate Barracuda 7200 06/xa.


https://sukachoff.ru/uk/remont/mozhno-li-razognat-processor-amd-athlon-luchshie-programmy-dlya-razgona/
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1.5 IIporpamue 3a06e3nedyeHHs
[Tporpamue 3a0e3nedeHHst KOMIT I0TEPHOI MEPEKi BKIIIOUAE TPU KOMIIOHEHTH:
e apToHOMHHX onepamniianx cucteM (OC), BCTaHOBICHUX Ha POOOYMX CTAHITISX;
® MEpeKEeBHUX OINEPAlifHUX CHUCTEM, BCTAHOBJICHUX Ha BUIUICHUX CEpBepax, II0 €

OCHOBOIO Oy/Ib-IKO1 00UUCITIOBAIBHOT MEPEXKI;

® MCPCIKCBUX I[OI{&TKiB 91 MCPCIKCBUX CJ'IY)K6.

Sk aBronomui OC mig poOOYMX CTaHIlH, SK IPaBHIO, BUKOPHCTOBYIOTHCS
cyuacHi 32-po3psani onepairiiiai cuctemu — Windows 95/98, Windows 2000, Windows
XP, Windows VISTA.

Ax mepexenl OC y 00UnCTIOBAIBHUX MEPEXaX 3aCTOCOBYIOTHCS:
OC NetWare ¢ipmu Novell,

Mepexepi OC ¢ipmu  Microsoft (Windows NT, Microsoft Windows 2000
Server, Windows Server 2003, Windows Server 2008)

Windows Server 2008 3a0e3neuye Tpx OCHOBHI ITEpPEeBary:
1) [oninmenuit KOHTPOJIb

Windows Server 2008 Hamae Bam OUIBIINI KOHTPOJL HAJ BAlllUM CEPBEPOM 1
MEpEKEBOIO 1HPPACTPYKTYPOIO Ta 30CEPEIKYETHCS HA HAMBAXJIMBIIIUX 3aBJIaHHSIX

3aBIsKU:

Cropoctith kepyBanHs [T-iHPpacTpyKTyporo 3a 10MOMOTOI0 HOBUX 1HCTPYMEHTIB,
AK1 3a0e3neuyoTh €IMHUN 1HTepdeiic as HalalmTyBaHHS Ta MOHITOPUHTY CEpBEpIB, a

TaKOX MOKJIMBICTh ABTOMATU3yBaTH 3arajibHi onepari.

Onrtumizyiite BctanoBiieHHs: Windows Server 2008 1 kepyiTe HUM, pO3ropTaroun

aumie Ti poii Ta (yHKII, siki Bam moTpiOHi. HanamryBanus koHdirypariii cepBepa


https://sukachoff.ru/uk/internet/sovety-po-ispolzovaniyu-netstat-dlya-administratorov-windows-server-opisanie/
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3MEHIIY€ KUIbKICTh BPa3jiMBOCTEH 1 3MEHIIye MOTpeOy B OHOBJIEHHSIX IPOrpPaMHOTO

3a0e3MeyeHHsl, CIIPOLIYIOUM MOTOYHE TEXHIUYHE 0OCIyTOBYBaHHSI.

EdbexkTuBHO BHSABIAWTE Ta yCyBaWTe NPOOJEMH 3a JIOMOMOTOI TOTYXHUX
IHCTPYMEHTIB JIIaTHOCTHKH, $KI HAJalOTh BI3yallbHY KapTHHY IIOTOYHOTO CTaHY

CEpBEPHOTO CEPEIOBUIIA, K (PI3UYHOTO, TaK 1 BIPTYaJIbHOTO.

[lokpamieHo kepyBaHHs BiJJIaJJIeHUMHU CEpBEpaMH, HAIPUKIIAA cepBepaMu (pimiii.
OnTuMi3yBaBIIM aIMIHICTPYBaHHS cepBepa Ta MPOIECH PEIUTIKaIlil T1aHuX, B 3MOXKETE

Kpallle 00CIIyroByBaTH CBOIX KOPUCTYBAYiB 1 YCYHYTH MEBHI MPOOIEMU KEpyBaHHS.

CrpocTiTh KepyBaHHS BeO-cepBepoM 3a aonomororo Internet Information Services
7.0, moTyxHOi BeO-TutargopMu i mporpam i ciayk6. Ll moayneHa matgopma mae
npocTimui iHTepdeiic KepyBaHHS Ha OCHOBI 3aBJaHb Ta I1HTEIPOBAHE KEpPyBaHHS
CTaHOM BeO-cepBicy, 3a0e3Ieuye KOPCTKUM KOHTPOJIb HaJl B3AEMOJIIEI0 BY3JIIB 1 MICTUTh

KIJIbKa BJOCKOHAJICHb MO0 OC3MEKU.

[TokpamieHnii KOHTPOJIb MapaMeTpiB KOpUCTyBada 3a JOIMOMOIOK PO3LIMPEHOI

IPyNOBOI MOJITUKH.
2) IlizBuIIEHA THYYKICTh

Hactrynui ¢ynkuii Windows Server 2008 103BOJIIIOTH CTBOPIOBATU THYYKI
JUHAMIYHI1 IIEHTPU OOpOOKM JaHMX, SK1 BIAMOBIAAIOTH MOTpedaMm Bamioro Oi3HECY, IO

[MOCTIAHO 3MIHIOFOTHCS.

BOynoBani TexHoJsorii Juisi  BipTyamizaili Ha OJHOMY cepBepl KiJIbKOX
onepaiiinux cucteM (Windows, Linux Tomio). 3aBAsSKH IIUM TEXHOJIOTISIM, a TaKOX
OUTbLI MPOCTUM 1 THYYKUM TIOJITUKAM JIIIEH3YBaHHA CBhOTOJHI MOKHA JIETKO

CKOpUCTATHUCS TepeBaramMu BipTyasisallii, B TOMY YHCJI1 €EKOHOMIYHUMHU.
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[lenTpanizoBanuii JOCTym A0 TMporpaM 1 TIOBHA IHTErpaiis BiAJAJICHO
omyOIiKOBaHUX TporpaM. TakoX BapTO BIA3HAYUTH MOMIIMBICTH MIIKIIOUYEHHS [0
BiJTaJICHUX TMporpaM uepe3 OpaHamayep Oe3 BukopuctanHa VPN - 1ie m103BOJIsE

IIBUJIKO pearyBaTH Ha MOTPeOH KOPUCTYBayiB, HE3aJIEKHO BiJ iX MiCIIe3HAXOKEHHSI.

[upokwuii BUOIp HOBUX BapiaHTIB PO3TOPTAHHSI.

['Hyuki Ta QyHKIIOHATIBHI MPOTPaMu 3’ €IHYIOTh CIIBPOOITHUKIB OJIMH 3 OJTHUM 1 3

JTaHUMH, 3a0e3Meuyroun Bizyaizalito, 00OMiH 1 00poOKy iH(popMaIrii.

B3aemonist 3 cepenoBuiiem.

Po3BuHena Ta akTMBHA CITIJIBHOTA JJIA HiI[TpI/IMKI/I IMPOTATOM YCbOI'O JKUTTEBOI'O

ITUAKITY.
3) IominmmeHuit 3aXUCT

Windows Server 2008 minBuilye Oe3mneKy Bailioi OMepariiHOi CUCTEeMH Ta
3arajbHOrO CEpeJOBHINA, 3a0e3Meuyloud HaJIiHy OCHOBY, Ha SAKIA BU MOXETE
po3BuBaTH cBiii 013Hec. Windows Server 3axuinae cepBepu, MEpexi, AaHi Ta 0OJIIKOBI

3aMuCcH KOPUCTYBayiB Bij 300iB 1 BTOPIrHEHb 32 JOIIOMOTOO:

Pozmmpeni ¢yHkuii 6e3meku 3MEHIIYIOTh Bpa3ivBl MICHs B sApI cepBepa, TUM

CaMMM TIiABUIIYIOUN HAIIMHICTD 1 0€31eKy CEpBEPHOr0 CEPEIOBHIIIA.

Texnonoris Network Access Protection no3Bossie momimatd Ha KapaHTUH
KOMIT' FOTE€pPH, SKI HE BIANMOBIJAIOTh BUMOTaM TIOMITHKH Oe3Meku. MOXKIHMBICTh

3a0€3Ne4YMnTH BIAMOBIIHICT BUMOTaM O€3MEKH € MOTY>KHUM CIOCOOOM 3aXHUCTYy MEPEXI.

Pozuivpeni pilleHHsI 18 CTBOPEHHS 1HTENEKTyaJIbHUX MpaBWil 1 MOJITHK, SIKI
MOKPAIIYIOTh KepyBaHHA Ta O€3MeKy MEpeKeBHX (PYHKIIIH, TO3BOJSIOTH CTBOPIOBATU

MepexKi, KEpOBaH1 MOJITUKAMH.
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3axXuCT JaHUX J03BOJISIE KOPUCTyBauaM OTPUMATH JOCTYII JIMIIE 3 BiAMOBIIHUM

KOHTEKCTOM O€3MeKH Ta 3armobirae BTpaTi B pa3i BiIMOBH 00JIaTHAHHS.

3axucCT BiJ MIKIATUBUX MPOTpaM 3a JOMOMOTror (YHKIT KOHTPOIHO OOJIIKOBUX

3aIMCIB 3 HOBOIO apXITEKTYpOI0 aBTEHTUdIKAITIi.

[ligBuieHa CTIMKICTh CHUCTEMHM, IO 3MEHIIYyE HMOBIPHICTh BTpPATH JIOCTYIY,

pe3ynbTaTiB poOOTH, Yacy, JAHUX Ta KOHTPOIIIO.

JInst  KOpUCTyBayiB JIOKaJIbHUX KOMIT'IOTEPHUX MEPEX BEIUKHUM 1HTEpeC
npecTaBisie Ha0lp MEPEkKEBUX CITYKO, 3 HOTO JOMOMOTOI0 MOXHA TEPErJIAIaTH CIHCOK
JOCTYITHUX B MEPEeXi KOMM'IOTEpiB, MAUCTAHIIHO uuTaTu Gaiiau, IpyKyBaTH
JOKyMEHTH. JIOKyMEHTH Ha TMPUHTEpPl BCTAHOBJICHI Ha IHIIOMY KOMII'IOTEPI.

KOMIIT'F0Te€pa B MEepeki a00 HAJICUIIATH MTOB1IOMJICHHSI €JICKTPOHHOI MOIIITH.

Po3ropranHs MepekeBHX CIYyKO 3IIMCHIOETHCS 3a JONOMOIOK MPOrPAMHOIO
3a0e3neueHHs. DaiiioBl Cy)OU Ta CIIy>KOU JPYKY HAJAIOTHCS ONEPaIiiHOI0 CUCTEMOIO,
1HOI  coy>KOM  HaJalThes IporpamamMu  abo MepexeBUMHU mporpamamu. Jlo

TPaIUIIHHUX MEPEKHUM ciyk0am Hanexats: Telnet, FTP, HTTP, SMTP, POP-3.

Cnyxb6a Telnet no3Bonsie opraHi3oByBaTH MIJKIIOYEHHS KOPHUCTYBayiB J10

cepBepa 3a mpoTokojioMm Telnet.

Cnyx6a FTP 3a6esneuye nepecunanus ¢aiinis 13 Web-cepsepiB. Lls cimyx0a

3abe3neuyerhest Web-Opaysepamu (Internet Explorer, Mozilla Firefox, Opera Tta iH.)

HTTP — cnyx6a, npusHauena miusa mneperssimy Web-cropinok (Web-caiitiB),
3a0e3MeuyeThCsl MEPEKEBUMH MPHUKIATHUMU Tporpamamu: Internet Explorer, Mozilla

Firefox, Opera Ta iH.

SMTP, POP-3 - cinyx0u BXiJIHOI Ta BUX1JIHOI €JIEKTPOHHOT MOMmTH. PeanizytoThcs

MOMITOBUMH NpUKIagHuMu miporpamamu: Outlook Express, The Bat Ta in.


https://sukachoff.ru/uk/internet/hishchenie-sredstv-putem-proniknoveniya-v-kompyuternye-seti-istochniki/
https://sukachoff.ru/uk/ustrojjstva/chto-takoe-networks-i-kak-ego-ispravit-setevaya-failovaya-sluzhba-vosstanovlenie/
https://sukachoff.ru/uk/internet/kak-ochistit-istoriyu-i-kesh-brauzera-mozilla-firefox-legko-kak-pochistit/
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Takoxx Ha cepBepl HeoOxigHa anTuBipycHa mporpama. ESET NOD32 Smart
Security Business Edition € HOBUM iHTErpoBaHMM pIilICHHSM, WI0 3a0e3meuye

KOMIUIEKCHUM 3aXUCT CEPBEPIB 1 pOOOUMX CTAHIIIM Il BCIX TUITIB OpraHi3allii.

Jlane pimeHHs BkiIro4yae (YHKIT aHTHCIIaMy Ta MEpCOHaJIbHOTO dhaepBoia, SKi

MOKYTh BUKOPHUCTOBYBATHCS O€3MOCepeHbO Ha poOOoUiii CTaHIII.

ESET NOD32 Smart Security Business Edition 3a0e3nedye mniaTpuMKy
daiinosux cepBepiB Windows, Novell Netware ta Linux/FreeBSD Tta ix 3axucT Bix
BIJIOMHUX Ta HEBIJOMHX BIPYCIB, YEpPB'AKiB, TPOSHCHKHX Ta IIMUTYHCHKUX IIporpam, a
TAKOX I1HIOUX I1HTEPHET-3arpo3. Y BHPIIIEHHI ICHY€ MOXIIMBICTh CKAHYBaHHS 3a

AOCTYIIOM, Ha 3aIluT 1 aBTOMaTHYHE OHOBJICHHS.

Pimennss ESET NOD32 Smart Security Business Edition BkJtoua€e KOMIIOHEHT
ESET Remote Administrator, 1o 3a0e3mnedye OHOBJCHHS Ta IEHTpaIi30BaHE
aAMIHICTpYBaHHS B KOPIIOPATHBHUX MEPEKEBUX CcepeAoBHUINaX abo TiI00ambHUX
Mepexax. PimeHHst 3a0e3nedye ONTHUMAabHY NMPOAYKTHBHICTH CHCTEM Ta MEPEX IpH
OJIHOYAaCHOMY  3HW)KEHHI  CIIO)KMBAHOI MIPOITYCKHY  3/aTHICTh. PilieHHss ~ Mae

(yHKII0HATBHI MOKIIMBOCTI Ta THYUKICTb, IKUX MOTpeOye OyAb-sKa KOMIaHIs:

1) Bcranosnenss Ha cepBep. Bepcist g koprnioparuBHux kiieHTiB ESET NOD32 Smart
Security MO’XKHa BCTaHOBUTU SIK Ha cepBep, Tak 1 Ha poOoui cranmii. Ile ocoGmmBo
BXXJIMBO JIJIs1 KOMIIaHi#, 1110 TParuyTh MiATPUMKHA CBO€1 KOHKYPEHTOCITPOMOKHOCTI, TaK
K CepBEpH BpA3JIMBI JAJI aTaKk HE MEHIIIE, HK 3BUYaiiHI poOoul cTaHIii. Ko cepBepu

HE 3aXUIICHI, OJJUH BIPYC MOXKE MOIIKOIUTH BCIO CUCTEMY.

2) Bignanene agminictpyBanHs. 3a qonomororo nporpamMu ESET Remote Administrator
MOKHa KOHTPOJIOBATH Ta aJMIHICTPYBATH MPOTPaMHE OE3MEeKOBE pillleHHS 3 Oyab-sSKOi
TOYKH CBITY. OCOOMMBY BaXIJIUBICTh L€ (hakTop Mae JUisi KOMMaHid, po3MOAUIEHUX
reorpadiyHO, a TaKOX CUCTEMHUX aJMIHICTPATOpIB, IO BiJIa€ TEpeBary BiimaieHIn

dbopmi podoTu abo nepedyBaroTh y po3'izaax.


https://sukachoff.ru/uk/programmy/kak-sdelat-chtoby-rabotalo-samba-samba-i-windows-failovyi-server-dlya/
https://sukachoff.ru/uk/virusy/kak-uznat-proslushivaetsya-li-mobilnyi-telefon-est-li-na-nem/
https://sukachoff.ru/uk/programmy/propusknaya-sposobnost-shiny-agp-ctandarty-rsi-i-agp-agp-porty/
https://sukachoff.ru/uk/windows/sistemnyi-administrator-kompyuternoi-seti-administrirovanie-lokalnyh-setei/
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MoxmuBicts "J[3epkama". ®ynkiis mepkana ESET NOD32  possomse 1T-
aJAMIHICTpAaTOpy OOMEXHUTH CMYry TMPOIYCKAaHHS MEpexXi MUISIXOM CTBOPEHHS
BHYTPILIHBOI'O CEPBEPA OHOBJIEHb. Y pe3yibTaTl pSAJOBUX KOPHUCTYBadiB HEMae
HEOOX1THOCTI BUXOJUTH B [HTEpHET AJi1 OTPUMAaHHSA OHOBJICHD, 1110 HE TUTBKU J103BOJISIE

E€KOHOMUTH PpECypCH, aje TaKOXX CKOpOUYy€ 3arajbHy Bpa3MBICTh 1H(MOpMAIiiHOI

CTPYKTYpH.
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2 ®I3UYHA ITOBYJOBA JJOKAJILHOI MEPEXI TA OPTAHI3ALIISI BUXO/Y B
IHTEPHET

ApxiTekTypa Mepexi BiANOBinae peamizauii (Qi3WYHOrO Ta KaHAJIHLHOTO PIBHIB
moneni OSI, Bu3HauaouuM KaOelbHY pPO3BOJKY, KOJYBAaHHS CHUTHANy, LIBUIKICTb
nepeaadi, popmMaT MepexeBUX KaapiB (KaapiB), TOMOJOTIIO Ta crocid goctymy. Koxkna
apxiTEeKTypa Ma€ CBOi KOMIIOHEHTH — Kabelni, po3’eMu, iHTepdeicHl KapTH, KaOenbHi

KOHIOCHTPATOPHU TOLIO.

VY noKkalbHHX 1 BEIMKUX MEPEKaX BUKOPUCTOBYIOTHCS Pi3HI MEPEKEB1 TEXHOJIOTI,

BUOIp SIKUX 3aJICKUTH Bl 0arathox (paktopis. Bupimansuumu pakropamu e:

® BHMOTH J0 MPOITYCKHOI 31[aTHOCTI MEPEX1 1 IBUJKOCTI BIATYKY;
® pO3TallyBaHHS BYy3JiB, BIICTaH1 1 yMOBH NPOKJIAJKA KOMYHIKAI[I};

® BHUMOTH HaJIMHOCTI Ta KOH(IICHIIIHOCTI 3B'3KY;

0OMEKEHHS Ha BapTICTh anapaTypu 1 KOMyHIKaIlii.
B nokanpHUX Mepekax MOKYTh BUKOPHUCTOBYBATHCS KOMIT IOTEPH JTBOX THUIIIB:

1. PanoBuii komm’rorep (KJIIEHT) — I poOodYa CTaHINA, SKa 4epe3 MEpPexy OTPHUMYE
JOCTYTI JI0 PO3MOAUICHUX PECYPCIB 1 MpU3HAYCHA JIJIs1 PO3B’I3YBAHHS MPUKIATHAX 33124

KOpHUCTYyBaya.

2. lHentpanpHuit koM’10Tep (cepBep) — 1€ MOTYKHUM, SK MPABUIIO, KOMIT IOTEp , SIKUH

MICTUTbH PO3MOALIECHI PECYPCH, AOCTYIHI JAJIS IHILIUX KOMIT FOTEPIB (KIIEHTIB).

B 3ayie:kHOCTI Bif TOTO, SIKUWA TUI KOMIT IOTEPIB MICTUTh MEPEkKa, PO3PI3HSIIOThH

JIBA TUTIH JIOKATBHUX MEPEXK:
1. OmHOpaHTOBI MEpeXi (Mepexa TUIY “KIIEHT-KIIIEHT);

2. Mepexi 3 IeHTpaJIbHIUM KOMIT FOTEPOM (Mepeka THITY “KIIEHT - cepBep’”).
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Ha manioHKy HaBeJeHO MPUKIIAJ JOKAIBHOI MEpEeXi 3 IEHTPATbHUM KOMITIOTEPOM.

(pucyHok 2.1)

[Ipn npomy nentpansHuii komm'totep LK (cepBep), mrtatHuii komm'rotep PK
(xmient) 1 mpuntep Il migkmrodaroThesi 10 KaOenpHOI cucteMu  ((Pi3UUHOTO
CepeloBMILa) 3a JOMOMOIOI MepexeBoro amantepa MA. 3aramom, KIEHT — 1I€
KOMIT'IOTEp, SIKMH TEeHEpye TMOBIJIOMJICHHS 13 3allUTOM Ha JOCTYH JO BHIUICHUX

pecypciB, a cepBep — II€¢ KOMIT'IOTEp, SKHH BHUKOHYE 3amuT (BHAUISE HEOOXimgHI

pecypcn).

MepexxeBl  omepalliiHi  CHCTeMHM  CKJIaJaloTh  MOpOorpaMHy  miaaTdopmy
KOMIT FOTEpPHUX MEPEX 1 B 3HAYHIA Mipl BU3HAYAIOTh €(PEKTUBHICTH iX POOOTH IIJIOMY.

J1o cUCTEMHHUX MPOTPAMHUX KOMIIOHEHTIB MEPEX1 BITHOCATHCS:

o TMPOTOKOJIbHI MOJYJi, $IKI BHU3HAYAIOTh 1 PEryJIOIOTh CHOCIO B3aEMOJII Mk

BY3JIaMU 1 MOAYJISIMUA MEPEXI;
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o KOMYHIKaliiHI mporpaMu, fAKi 3a0e3NeuyloTh Mepesadyy JaHuX  MIDK
KOMITIOHEHTaMHU MEPEeXI;

¢ TPOrpaMH amapaTHOTO PiBHA, K1 KEPYIOTh pOOOTOIO TEXHIYHUX 3aCO0IB MEPEKI.

[Iporpamui MepexeBi TOIATKW 30CEpeKEHI Ha 3aBJAaHHSIX KOpPHUCTyBada Ta
3a0e3MeuyloTh IPOAYKTUBHICTh MEPEKEBUX CIIyk0. MepekeBi mporpaMu peani3ytoTbes
JIBOMa pO3MOAUIEHUMH TpOTrpaMaMu: KIIIE€HTCHKOIO TIPOTPaMoI0 Ta CEPBEPHOIO
mporpamoro. KiieHTChka mporpamMa BHUKOHYETHCS Ha KIIEHTCHKOMY KOMIT IOTEpl Ta
poOUTH 3amUT Ha OOCITYTOBYBaHHSA, a CEpBEpHA MPOrpaMa BUKOHYETHCS Ha KOMIT IOTEp,

KA BUKOHYE 3aINT.

KomyHikariiiiHi npucTpoi JIOKaJbHOT MEpeXl BIJIMOBIJAIOTh MEBHUM OCHOBHUM
TEXHOJIOTITYHUM CTaHJapTaM 1 MIATPUMYIOTH Mepefady AaHUuX yepe3 IMeBHe (izuyHe
cepenoBuille. BoHM mnpu3HaveHi s 3A1ACHEHHS KOMYTallli MK BY3JIaMH MEpEexi,
BIJTHOBJICHHS SIKOCT1 €JIEKTPUYHUX CUTHAIIB, 30UTbIICHHS Mepexi, (Pi3udHOI Ta JOT14HOT

CTPYKTypH3allii IOKaJTbHUX MEPEK.

®dizuyHa CTpyKTypa 3poOieHa s 30UIbIICHHS JIOBXMHU Ta KIIBKOCTI
KOMIT'FOTEPIB 3a JIOMIOMOTOI0 MOBTOPIOBAUIB 1 KOHIIEHTpATOPiB. Di3MUHA CTPYKTypa HE
TUIBKU JloroMarae 30UTbIMTH KiIbKICTh [IK 1 moBXKMHY Mepexi, ajne W MiaBUIIYE il

HaIIHAHICTb.

JloriyHa CTpyKTypa peayli3oBaHa JJIS IIJABUIICHHS MPOIYKTUBHOCTI Ta OE3IMeKH
JMaHUX ILUIIXOM TOJAUTY €IMHOTO (PI3MYHOTO cepeoBHUINA IS BCIET MEpeki Ha OKpemi
CEerMEHTH 3a JOTIOMOIr00 MOCTIB, KOMYyTaTOPiB 1 MapuipyTu3aropis. JIoriuHa cTpykTypa
JT03BOJISE JOKaIi3yBaTH Tpadik Ha OKpeMi CETMEHTH Ta 3a0e3rnedye 0JJHOYACHHN OOMIH
JAHUMHU MIDK KOMIT IOTEpaMU B KOKHOMY CErMEHTI. JIoriuHa CTpyKTypa HE TUIbKH
MiaBUILYE €()EKTUBHICTHh MEpEeXi, aje W 3MEHIIyE MOXJIHMBICTh HECAHKIIIOHOBAHOTO

JOCTYITY JIO TaHUX.
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OcCHOBHI amnapartHi 3aco0u ISl 3B’513KY B JIOKAJIbHINA MEPEkK1 BKIIOYAIOTh MEPEKEBI
amantepu (KapTH), MOBTOPIOBAYl, KOHIIEHTPATOPH, MOCTH, KOMYTAaTOpH, IUIIO3M Ta

MapuIpyTHU3aTOPH.

MepesxeBi agantepu NpuU3HAYeHi IS MiIKIIOYEHHS KOMIT IOTEPIB IO MEPEKEBUX
Ka0ediB 1 MATPUMKH KaHAIIB 1 MPOTOKOJIB (PI3UYHOTO pIBHSA IEBHOI MEpEKEBOI
texHosorii. Koxxna mepexeBa kapra mae yHikaabHy MAC-anpecy, sika aBTOMAaTH4HO

PU3HAYAETHCS KOMIT IOTEPY 3a IOMOMOTOIO I[1€T KapTH.

[ToBTOpIOBaY — 1€ KOMYHIKalliMHUNA MPHUCTPIH, SKUI BUKOPUCTOBYETHCS IS
G13UYHOTO 3’€THAHHS JIBOX CETMEHTIB (DI3UYHOTO CEpPE/IOBUINA Ta BIAHOBJICHHS SIKOCTI
(XapakTepuCTUK) €JIEKTPUYHOTO CHUrHaly. BUKOpPUCTaHHS IOBTOPIOBAauIB J103BOJISIE
(13MYHO CTPYKTYpPYBAaTH MEpEXKY, MOOYJOBaHY HAa KOAKCIaJbHUX KaOeIsIX, MOIBOIOIYH

il TOBXKUHY 1 301JIBIIYIOYN KUTbKICTh MIAKIIOYEHUX 10 HET KOMI'TOTEPIB.

Konuentpatop — 1e OaraTomopToBHil TOBTOpIOBAY, MPU3HAYCHUH IS
G13UYHOTO 3’€IHAHHS KITBKOX CETMEHTIB Mepexi. Di3uyHa CTPYyKTypa MEpexi 3a
JOTIOMOT'OK0 KOHIIEHTPATOPIB JOMOMAara€ 3MIHHTH CTPYKTYpYy MEpPEXi, ii TOMOJIOTIIO,
30UTBIIUTH JlaMeTp 1 KUIBKICTh MIAKIIOYEHUX J0 MEpPEeki KOMM'IOTEpiB 1 MiJBUIIUTH
HaJIIHICTh nepenadi gaHux. CydacHl KOHIIEHTPATOPU MOXKYTh BIAKIIIOYATH MOPTH BiA

MEpEeXi 3 HECITPAaBHUM KOMITFOTEPOM.

Mict — 1©e KOMyHIKalliiHUK TOpHCTpid 13 BOYJOBAaHUM  IPOLIECOPOM,
NpU3HAYEHUN 11 BIJOKpEMIICHHS TpadiKy B OJTHOMY CETMEHTI MEpeki Bij| 1HIIIOrO Ha

OCHOBI aHaJII3y anmapaTHoi aipecu oJep>KyBava MOB1JJOMIICHHS.

MepexeBuit Tpadik — 1e norik iHMoOpMallii, SKUNA BU3HAYAETHCA OOCITOM
iHdopMalli, IO OJHOYACHO TMEpeHaEeTbcsi MO MEpexi, 1 XapaKTepUCTUKAMH il
HaBaHTAKEHHSA. MepexeBuii Tpadik CKIATAETHCS 3 TOTOKY KaJIpiB, KOKEH KaJp MICTUTh

noJie ciyk00Boi 1H(popmarii Ta nosne gaHux. Ilone ciyx060Boi iH(pOpMaIli 000B'I3KOBO
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MICTUTh amapaTHi aJpecH BIANMpaBHUKA 1 OJep)KyBaua Kajpy. TaOmwis agpec MOCTY

MICTUTH 1H(POPMAIIIIO TPO KOMI'IOTEPH, TPU3HAUEHI CETMEHTaM MEPEXKI.

MicT npomyckae B 1HIIMI CETMEHT Kajp, SIKAH MOCTYNHUB HA WOTO BX1J TUTbKHU Y
TOMY BHIIQJKy, SKIIO TaM 3HAaXOIHUTbCA aipecaTr. BuUKOpHCTaHHS MOCTa J103BOJISIE
pO30UTH MepeXy Ha JBa CETMEHTH 1 JOKaJli3yBaTH TaKUM YHHOM Tpadiku KOMIT I0TEPiB,
PO3MIIICHUX B PI3HUX cerMeHTax. Lle 3abe3nedye MiABUILEHHS IPOTYKTUBHOCTI MEpPEKI

Ta HaJIIMHOCTI TIEpeTaBaHHs TaHUX.

Komyrtarop (switch) — 1e BHUCOKOIIIBUAKICHUHN OaraTornopToBUi
MyJIbTHIPOUECOpHUA MicT. KOXHUH MOpPT KOMyTaropa KEpYeETbCA OKPEMUM
MIKpPOITPOLIECOPOM, Ma€ CBOIO Oy(depHy nmam’siTh Ta (OpMye BIACHI apECHY TAOJIHMIIIO.
Kanp, sxkuii moctynmae B OAMH 3 IOPTIB KOMyTaropa HampaBis€TbCsl TUIBKKM B TOM
BUXIJTHUM TOPT, B SIKOMY 3HAxXOJUThCA ajpecaT. SKIIO BHUXITHUN TOPT 3alHATUHN
nepenaBaHHsAM 1HIIOI 1HQOpMaIlli, TO Kaap 3amucyeTbcsi y OydepHy nam’sTh Ta
CTaBUTHCS y uepry Ha BuBiA. CydacHi KOMyTaTOpPH BHKOHYIOTH IIUIMHA DS JOJATKOBUX
(yHKLIHA, HAMPABJIEHUX Ha MiJABUIIECHHS MTPOJYKTUBHOCTI Ta HAAIHOCTI pOOOTH MEpEXi
1 3axucty iHpopmarlii. Komyratopu 3-ro piBHS BHUKOHYIOTH MPOTOKOJIH MEPEKEBOTO
PIBHSI CTE€KY KOMYHIKalIMHMX MPOTOKOJIB 1 TOMY BUKOPUCTOBYIOTHCS IJIsl 130111

MepexxeBoro Tpadiky Ha ocHOBI aHanizy [P-aapec makeris.

o3 (gateway)— 11e KOMyHIKAI[iHHUN TPUCTPIH, SKUH 00 €IHYyE MeEpexi,

noOyJ0BaH1 32 PI3HUMH TEXHOJIOTISIMU 1 3 PI3HUMH THIIAMH IPOTOKOJIIB.

Maprpytuzatop (router)- e 6araToyHKIIIOHAIBHUN KOMYHIKAIIIHHAN TPUCTPIH,
AKUW TIATPUMYE MPOTOKOJIM MEPEKEBOTO PIBHS 1 MPU3HAYEHUH i1 00’ €AHAHHS SIK
JOKaJbHUX, TaK 1 TrJI00albHUX MEpPeX, MOOYyAOBaHWUX 3a PIZHUMHU MEPEKEBUMU
TEXHOJIOTISIMU. B JIOKanbHUX Mepexax MapuIpyTHU3aTOPH BUKOPUCTOBYIOTH ISl iX
CTPYKTYypH3allli NUISIXOM TOJUTY MEpPEX, sIKI BUKOPUCTOBYIOTh CT€K KOMYHIKAI[IHHUX

IPOTOKOJIIB, HA MiMEPExKI.
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CtpykTypoBaHa kalOenbHa pO3B's3Ka - 1I€ CHUCTEMa 3B'SI3KY, SIKa J103BOJISE JIETKO
CTBOPUTH HEOOX1HY KOH(QITYypalilo Mepexi 31 CTaHAapTHUX KaOemniB, 3'€IHAHUX
CTaHIApTHUMHU PO3'eMaMU 1 KOMYTOBaHUX CTaHJAPTHUMHU Kpoc-TlaHeIsaMu. MIKHapoaHI
CTaHJIapPTH OMHUCYIOTh BUMOTH JI0 MOOY0BH KaOEIbHOT CUCTEMH, KOHCTPYKIIIIO, THITH Ta
JOBXKMHY Ka0ento, CcrocoOM MOHTaXy, THUIM PO3ETOK Ta CHOCOOM po3’€IHAHHS,
PO3MIIIEHHA KOMII'IOTEpa, MOHTa)XXHE Miclle Mmapu Ta po3TallyBaHHI B HbOMY
KOMYHIKaIliiHOro oOjanHaHHA. (XaOu, KOMYTAaTOpH, MapUIpyTH3aTOpPH, CTaHAapTH

TOIIIO).

Y cyyacHUX JIOKaJbHUX Mepexax KOMYyHIKalliiHe oO0JaJHaHHsS, a TaKoX
CTPYKTYypOBaH1 KaOeJdbHI CHUCTEMH € OJIHUMHU 3 OCHOBHUX MEPEKEBUX IMPHUCTPOIB,

BAPTICTh SKUX MMOPIBHSHHA 3 BAPTICTIO KOMI'FOTEPIB 1 IPOrPaMHOTr0 3a0€3MEeUEHHS.

JlokanpH1 KOMI'TOTEPHI Mepexi OyayIoThCs BIAMOBIIHO 10 BUMOT MEBHOI 6a30BO1
TexHoJor1i. OCHOBHA TEXHOJIOTIS JIOKAJIBLHOT Mepexi 0a3yeThcsi Ha Ha0Opi CTaHAAPTHUX

IIPOTOKOJIIB 1 alapaTHUX 1 TPOrPAMHUX 3ac001B, K1 peai3yloTh 11l MPOTOKOJIH.

ba3oBi cTaHAApTH TEXHOJOTIT JOKAIBHUX MEPEX BCTAHOBIIOIOTH CTPYKTYpPHI Ta
napamMeTpuyHi BUMOTH JI0 MEPEX1, OMUCYIOTh (JOpMaTH Ta alTOPUTMHU TIEpenadl TaHuX,
amapaTHI Ta MPOTpaMHi 3aco0u i peanizallii, mpaBuwia poOOTH TOIIO. (3AJIEKHO Bij
TAIY PO3’€EMy Ta BHKOPHCTaHHA KaOemro). TexHosoris Moke MaTH KijdbKa
cnenu@ikaiii, sSKi OMUCYIOTh MOOYIOBY pI3HUX BapiaHTIB MEpPEXK, HAMPUKIA],
BUKOpPUCTaHHS pI3HUX (i3uyHuX cepepoBuil. Tak, mepexi Ethernet moxyrs OyTu
noOya0BaHl Ha PI3HUX THUIAX KOAKClaIbHUX KabeniB, kaOeniB TUIy KpydeHa Iapa Ta

ONTOBOJIOKOHHUX KaOEeJTiB.

HaiiGinbpm nommpennMu 0a30BUMHU TEXHOJIOTISIMU JIOKanbHUX Mepex € Ethernet,

Token Ring, FDDI, 100VG Ta iH.
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dopmalbHUMU O3HAKAMHM TEXHOJIOTIH MOOYJOBH JIOKaJbHUX KOMII FOTEPHHUX

MEPEK €:

1. Mertox moctymy A0 (i3UYHOTO CEpeIOBHINA - MPOLEAypa OTPUMAaHHA IpaBa Ha
nepeaavy AaHUX y Qi3udHe cepeoBUIIIE.

dopmat noBiJOMIIEHb Ta aJITOPUTMU OOMIHY HUMH.

HIBuAKICTH epesaBaHHs JaHUX.

Tun ¢izudyHOrO CEpeoBHILa, MO IKOMY MEPEAAIOTHCS JaHi.

Tomosoris - cnoci6 3’e€qHAHHS KOMIT I0TEPIB MK COOO0¥0.

JliameTp Mepexi - BiIIalIb MK HAHO1IBII BIIaICHUMHA KOMIT I0TEpaMH.

N o oA W N

MakcuMalibHE YHCIIO KOMIT FOTEPIB.

[Tix noctynom 110 (hi3UYHOTO CEPENOBUIA MU MAEMO Ha yBa3l MOCIIAOBHICTD i,
SK1 IOBUHEH BUKOHATU KOMIT IOTEp, 100 OTpUMATH 03B HAa TIEpeiady CBOIX JaHUX Ha
bi3uyHe cepeoBHINEe Mepeki. ICHyroul METOIU JOCTYIMy A0 (PI3MYHOTO Cepe/IOBHINA Ta
iX XapaKTepUCTUKU OyAyTh NMPEICTABIECHI HUXKYE MPU OMUCI KOHKPETHUX TEXHOJIOTIN

JIOKaJIbHUX MCPCK.

[[IBuakicTe Tmepedadi JaHUX, SKa BUMIPIOETbCA B [0IT/C], € BaXIUBOIO
XapaKTePUCTUKOI0 MEpexl Ta BH3Haydae il ePeKTHBHICTh. [HOAI 3aMiCTh HIBUIKOCTI

nepeayi JaHUX BKa3yeThCS TAKTOBA YAaCTOTa MEPEXKI.

CrangapTd ONHCYIOTh MOOYIOBY (I3MYHMX MEPEKEBUX CEpefoBHIT 13
BUKOPUCTAHHSM PI3HUX THUIIB KaOeJdiB Ha OCHOBI EKPaHOBAaHUX 1 HEEKPAaHOBAHUX
KPYYEHHX Tap, BOJOKOHHO-ONTHYHUX KaOesiB 1 KOakClaJbHUX KabemB. Y HHX
nependavyaloTbcsl BUMOTU JI0 CTPYKTYpH KaOeIbHOI CHCTEMH, JOBXKHUHU BIAPI3KIB
Ka0ento, po3TallyBaHHsI KIHLIEBUX 1 MPOMDKXHUX BY3JIIB MEpeXi, KOMyTaliiHuX mad 1

PO3MIIIEHHS B HUX KOMYTAI[IHOT anapaTypH.

Tomonorieto Mepexi Ha3zuBaeTbcsl KOHPiryparliss rpada, BEepIIMHAMH SIKOTO €
KOMIT 10TepH, a pedpamu — (Pi3uyH1 3B’SI3KU MK HUMU. PO3pI3HAIOTH (Bi3UUHY 1 JIOTTYHY

TonoJyiorito  ((pi3uyHi 1 JoriuHi 3B’s13kM). Di3MYHA TOMOJOriA — I€ KOH(Iryparis
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CJIEKTPUYHHUX 3B’SI3KiB, YTBOPEHHX OKPEMHUMH CErMEHTaMu (PI3UYHOTO CeperoBHUIIIA.
Jloriuna Tomonoris - e KoHdirypaiis iHpopMaIiitHIX MOTOKIB B Mepexi. Hal6inbioro
MOUIMPEHHS B JIOKAJbHUX Mepexax 3100yTu TOIMOJIOTIi TNy 3arajbHa IIWHA, 3ipKa,

lepapxidHa 31pKa, (IepeBo, AepeBonoai0Ha), KiIbIle Ta ASSAK] 1HIIII.
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2.1 Po3paxyHoK KaOeJIbHOI CUCTEMU
2.1.1 Po3paxyHOK JOBXHMHH ONTOBOJIOKOHHOTO KaOeJt0 OCHOBHOI MaricTpanti

Y maricTepcbKoMy MPOEKTI HeoOXiaHO 3'enHat 4 OyaWHKU. 3a/1aHi MOBEPXH SH,
12#t Ta 14ii, TO JOUINBHIINIE BECTH TOJOBHUN ONTOBOJOKOHHHMN KaOelb 3 MOBITPSHUX

KOMYHIKAIli}.

Jns  miaBICKM  OCHOBHOI — MaricTpajli MDK CTOBIIaMHM Ta  OyJAMHKaMHU
BUKOPHUCTOBYETHCS CIEIIaTbHUI CAaMOHECYUYHH OINTOBOJIOKOHHUN KaOenb, KU Mae
nentpaibhuii cuinoBuii eneMeHnT (LICE) ta craneBuil Tpoc. OnTuMainbHa BiICTaHb MiXk

ornopamu KpirieHHs kaoemnto Big 70 go 150 meTpiB. (pucyHok 2.1)

Nog Mol

Pucynox 2.1 — Po3ranryBanss OyAMHKIB
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Tabmuis 2.1 - Po3paxyHOK JOBKHWHU ONTOBOJIOKOHHOTO Ka0eto OCHOBHOI Marictpaiti

Jl1nsHKA KabeIo

JloB)kMHA, M

KiJIbKICTh CETMEHTIB

JloB>KKHA 13 3aI1aCOM, M

1-2

105

1

136,5

2-3 75 1 97,5
3-4 190 1 247
4-5 100 1 130
5-6 75 1 97,5
'Vcporo 708,5

KalenbH1 CTOSKM BHKOPHUCTOBYIOTHCS MJIA NPOKIAAKH KaOenr Ha miiosi. Y

nyHkTax. Ha Bxonax kabenb MOKHA yaKOBYBaTH, OCKIJIbKM BXOJU HE HAJATO OpY[HI, a

3arpo3a pi3KHxX NepenaaiB TeMIEpaTypH Ta 3a0pyAHEHHS AyXe Maia.

["apsya mapa BiJ [1axOBOr0 BHUMHMKaya JI0 MOTPIOHOrO MOBEPXY MPOXOAUTH IO

CTOSIKY 0€3 Oy/Ib-SIKOTO 3aXHUCTY, BiJl €JICKTPOLIUTA JI0 KBAPTUPH, K B IIAXTi, TaK 1 03

HHX, IIPOCTO HpI/IKpiHJIIOI-O‘II/ICB a0 CTIHU IIIUJIBKAMU.

CepBep Ta MapiIpyTHU3aTOP PO3TAMIOBYEThCS B OyauHKy Ne2 Ha 5-my moBepci 3-

ro mia'i3ay B TePMETUYHIN KIMHATI 3 MOCTIHHOIO MIATPUMKOIO TEMIIEpaTypu He Oulblie

30°C.
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Jlst mpokJiagaHHs KaOemro MoBEpXaMHi BUKOPUCTOBYIOTHCS KAOCIbHI CTOSKHU. Y

nia'izgax. Y ma'izgax kabeib MOYKHA YIIAaKOBYBATH, Tak SK Y MiJ'13aX HE Tak OpYIHO 1

3arpo3M pi3KOro mepenaay TeMrepaTypu Ta 3a0pyIHEeHHs] MiHIMAJIbHI.

BiTta nmapa BiJ1 kKoMyTaTtopa Ha Jaxy /10 HOTpiOHOTo MOBEPXY HJie CTOSAKOM 0e3

6YI[B'5IKOFO 3axUcCTy, BiI[ CJIICKTPUYIHOI'O IMTKA 10 KBAPTUPH, SAK Y KaOeJIbHUX KaHaJiax,

Tak 1 6€3 HUX, IPOCTO MPHUKPITUICHA 10 CTIHK CKOOaMHU.

CepBep Ta MapuIpyTH3ATOP PO3TAIIOBYEThCS B OyinHKY No2 Ha 5-my moBepci 3-

ro mia'i3ay B TepMETUYHINA KIMHATI 3 MOCTIHHOIO MIATPUMKOIO TEMIIEpaTypH He O1IbIie

30°C.

Tabmuusg 2.2 - Po3paxyHOK JOBXHHHU KPYUY€HOI Mapu B OyIMHKaX

Bincranb Bij koMyTaTtopa 10 oTBOpY B |[KUIBKICTh JloBXK1HA
Ka0emto 3
3aracoM,
Ha
M
KBapTHDY,
M
2 52 [B5 B8 B3 6 B1 48 [15 4 7 1952 [2537,6
5 34 30 [38 28 P26 | - 15 4 5 024 1201,2
7 42 45 48 B3 46 41 38 |15 4 7 1672 [2173,6
8 34 30 [38 28 (26 | - 15 5 3) 1155 (1501,5
5703 [7413,9
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2.3 JloriuHa CTpyKTypHu3allis Mepexi

[Tig yac poOoTH KOMyTaTopa CEpeaOBHINE Nepeaadi JaHUX KOKHOTO JIOTTYHOTO
CerMEHTa CIHIJIbHO BHUKOPHCTOBYETHCS JIMIIE KOMII IOTepaMH, Oe3MocepeHbo
HiAKIIOYEHUMH J0 IIboro cermMeHTa. KomyraTop 3'enHye cepefoBulla nepeaadi pisHUX
JOTIYHMX CerMeHTIB. BiH mepemae kagpu MiX JOTIYHUMH CErMEHTaMU JIMIIE 3a

HEOOX1THOCT1, TOOTO KOJM KOMIT FOTEPH B3aEMOIIIOTh Y PI3HUX CETMEHTAaX.

[Tomin Mepexi Ha JOTIYHI CErMEHTH MOKpPAIIUTh MPOAYKTUBHICTh MEPEXKI, SKIIO
Mepexa sIBJIsi€e Co0010 TpyIny KOMII FOTEpiB, K1 MepeBaKHO OOMIHIOIOTHCS 1H(POpMAITIEIO
ONMH 3 OMHUM. be3 TakuxX Tpyn BHPOBAKEHHS KOMYTAaTOPIB Y MEPEXKY MOXKE JIUIIC
3HU3UTU 3arajbHy MPOJYKTUBHICTH MEPEXKi, OCKIIBKHU JJIsl MPUUHSATTS PIIICHHS PO

MepecusiaHHsl MaKkeTa 3 OJJHOTO CErMEHTA B IHIIUM 3HAJOOUThHCS OLIbIIE Yacy.

OpHak HaBITh y CEpPEHIN MepeXkl Taki IPYNH YacTO ICHYIOThb. TOMY MO MOro Ha
JIOTIYHI CErMEHTH J03BOJISIE 30UIBIIUTA MPOAYKTHBHICTH: TpadiK 30CEPEIKYETHCS B

rpynax i 3Ha4HO 3HIKYETHCS HABAHTAKEHHS HA iX po3/UieH1 KabelbHI CHCTEMHU.

KomMyTaTopu BUpilIyIOTh, K1 KaJIpH CIiJ] EpEecUaTH Ha K1 MOPTH, aHAI3YIOUU
aJpecy NpPU3HAYEHHS, LIO0 MICTUTHCA y Kajpl, a TakoX IHQoOpMaLil0 Opo Te, YU
MIIKJIIOYEHU KOHKPETHUI KOMIT I0TEp, 10 HAJEKUTh A0 MEBHOTO CETMEHTA, 10 OJTHOTO
3 MOPTIB KOMYyTaTopa 4u Hi, TOOTO Ha OCHOBI 1H(OpMaIlit0 PO KOHPITYpAIli0 MEpEexKi.
Jlns 300py Ta 00poOku iHdopMalii mpo KOHPIrypaiiro MiIKIIYEHUX J0 HbOTO
CErMEHTIB KOMYTaTOp MOBUHEH MPOTH a3y «HABUAHHS, TOOTO CAMOCTIMHO MPOBECTH
nonepeaHo poOOTy 3 BUBUCHHS Tpadiky, IO IPOXOAUTH Yepe3 HhOro. [IprHaNeKHICTh
KOMIT'FOTEPA 10 CETMEHTY BU3HAYAETHCS 32 HASBHICTIO B KaJIpl K aIpecH MpU3HAYEHHS,

TakK 1 aJ[pecH JKepena, Kl 3reHepyBaliu MakerT.

BuxopucroBytoun iHdopmaliiio mpo aapecy Kepesia, KOMyTaTop 31CTaBIIsIE
HOMEP TMOPTy 3 ajapecoro Komm 'totepa. I[lim dwac mporecy BUBYEHHS MEpExKi
MOCTa/KOMyTaTopa BiH MEPECHIIAE JIUIIE KaJIpH, IO 3’ IBJISIOTHCS HA BXOJI HOTO MOPTIB,

710 BCIX 1HIIMX TIOPTIB, SIKUH JACSIKAN Yac /i€ K TOBTOPIOBaY. SIK TIIBKU MiCT/KOMYTaTOp
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T3HAETHCS, MO0 aAPECH HAJIEeKaTh JO CETMEHTIB, BiH MOYHE TMEpeAaBaTH Kaaph MK
MOPTaMH JIMIIIE Y BUMAAKY Mepeaadi Mk CEerMeHTaMu. SIKIo Mmiciis HaBYaHHS Ha BXOI1
KOMYTaTopa parToM 3'sIBUTHCS KaJp 3 HEBIJIOMOIO aJIpecor0 MPHU3HAYCHHS, TO e Kaap

OyJIe TOBTOPEHO Ha BCIX MOPTaXx.

MocTtu/koMyTaTopH, 10 MPALIOIOTH ONMUCAHUM CIIOCOOO0M, 3a3BHUail HA3UBAIOTHCS
npo3opumH (transparent), OCKUTBKH MOsIBA TAKMX MOCTIB/KOMYTaTOpIB y MEPEXi 30BCIM
He TMoMiTHa I ii KiHIeBux BY3miB. Lle 103Bojsie He 3MiHIOBAaTH iXHE MporpamHe
3a0e3neyeHHs] Mpy MEepexo/ii Bil MPOCTUX KOH(Iryparii, Mo BUKOPUCTOBYIOTH JIUIIIE

KOHIOCHTPATOPHU, 40 O1TbIII CKJIaJHUX, CCTMCHTOBAaHHX.

IcHye iHIMI TUO MOCTa/KOMYTaTOpa, SIKWW Mepefae KaJpu MK CerMEHTaMu Ha
OCHOBI TOBHOI 1H(opMalii npo MapupyT MK cermeHtamu. lLlg iHpopmalis
3aMUCYEThCA Y KaJp BUXIIHOK CTAHIIE Kaapy, TOMY KaxyTbh, IIO TakKl MPHUCTPOI
peani3yloTh  BHUXIJHUW  alroputM  MapuipyTuzamii. Y  pa3l  BUKOPUCTaHHS
MOCTIB/KOMYTaTOpPiB 13 BHUXIJHOK MAapLIPYTU3AL€EI0 KIHIEBI BY3JM IOBHUHHI 3HATH
CETMEHT MEpeXi Ta MEpeKeBUU ajanTep, y TAaKOMy BHUIIAJKy BOHH MOBHHHI MaTH

KOMITOHEHT MapIIpyTHU3allii KaJIpiB y CBOEMY IPOrpaMHOMY 3a0€3MEUEHHI.

3a mpocTOTy MNPHUHLMIYY POOOTH MPO30POro MOCTa/KOMyTaTopa JOBOAMUTHCS
pO3IIauyBaTUCh OOMEKEHHSIMHU HA TOMOJIOTII0 MEpPEeXi, MOOYI0BaHOI 3 BUKOPUCTAHHSIM
MPUCTPOIB JAHOTO THUIY — TaKl MEPeXi HE MOXYTh MaTW 3aMKHEHHUX MapIIpYTIB —
netenb. MicT/KOMYTaTop HE MOKE MPABUIIBHO MPAIIOBATH B MEPEXKI 3 METISIMU, TIPU
IbOMY MeEpeka 3aCMIYye€ThCsl IMaKeTaMH, W0 3alUKIIOKTHCI, 1 il MPOJYKTHUBHICTH

3HUXKYETHCS.

Anroputm octoBHOro jaepeBa (STA) OyB po3poOsieHuil s aBTOMATUYHOI
imeHTudikamii merenb y MepexeBux KoHpiryparmisx. Iledt anroputm m03BOJISIE
MOCTaM/KOMyTaTopaM aJanTHBHO OyayBaTH AepeBa 3B’SI3KiB, KOJW BOHHM BHBYAIOTH
TOTIOJIOTI0 CETMEHTIB 3B’S3KYy 3a JOIOMOTOIO CHEIliadbHUX 1HOPACTPYKTYP TECTyBaHHS.

[Ipu BUSIBIIEHHI 3aMKHYTHUX JIAHIIOTIB A€sIK1 3’ €IHaHHS OTOJIOIIYIOTHCS SIK HAJIUIIKOBI.
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Mict/koMyTaTop MOXE€ BUKOPHUCTOBYBATH JIMILE pPE3€pBHE 3 €IHAHHA, SKIIO
OCHOBHE 3’€JIHAHHA HE BJA€ThCSA. TakuM YHMHOM, Mepexi, MoOyIOoBaHI Ha OCHOBI
MOCTIB/KOMYTaTOpiB, IO MIATPUMYIOTh aiaropuT™M Spanning Tree, MaioTh NEBHY
HAJIMHICTD, ajle MPOAYKTUBHICTb HEMOXJIMBO 30UIBIIMTH 32 PaXyHOK BUKOPUCTAHHS

KUTBKOX TTapaJIeNIbHUX 3’ €THAHb Y MEpeKax.
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2.4 IP-anpecartis y mepexi

Icuye 5 xnaci IP-agpec — A, B, C, D, E. [lpunanexuicts [P-anpecu 10 Toro uu
IHIIOTO KJIacy BU3HA4yaeTbcs 3HaueHHAM nepmoro okrery (W). Humxkye nokazaHo

BIJIMOBIAHICTh 3HAYEHB MIEPIIIOTO OKTETY Ta KJIAciB aJpec.

IP-anpecu mepmmx TpbOX pIBHIB BUKOPUCTOBYIOTHCS JUIS ajipecallii OKpeMHX
BY3JiB 1 okpemux mepex. Lli anpecu ckianaroTbes 3 ABOX YaCTHH: HOMEpa Mepexi Ta
HOMepa By3ia. Taka cxema CX0ka Ha CXeMy IOIITOBOTO iHJEKCY: mepiri Tpu nudpu -

KOJI MiCTa, pemiTa udp - MomToBui 1HAEKC 00J1acTi.

[lepeBarm nABOpIBHEBOI CXEMH OYEBHJHI: 3 OJIHOTO OOKYy, BOHa JO3BOJISIE
00pOOJISITH TOBHICTIO OKPEMI MEPEXi B OJIHIM KOMITOHEHTHINH Mepexi, 10 HEOOX1THO
JUISL MapIIpyTu3allii, a 3 1HIOro OOKy, MpU3HAYaTH HOMEPU BY3JIaM B OJIHIA Mepexi
HE3JIEKHO . IHIIUX MEPEX. 3BHYAHO, KOMIT'IOTEPH, 110 HAJEXKATh J0 OJHIET MEpEexl,

noBuHHI Matu [P-anipecu 3 ofHaKOBUMH HOMEPAMH MEPEXKI.

IP-agpecu pi3HuX KiaciB BIAPI3HAIOTHCS PO3PSAIHICTIO HOMEPIB MEPEXKI Ta BY3Ja,
10 BU3HAYae X MOXKJIMBUH Jiana3oH 3Ha4YeHb. HacTyrHa Tabiuils BioOpakae OCHOBHI

xapaktepuctuku [P-anpec knacis A, B ta C.

Hampuknan, [P-agpeca 213.128.193.154 € anpecoto kiacy C 1 HaJleKUTh BY3ITY 3

HoMepoM 154, po3ramoBanomy B Mepexki 213.128.193.0.

Cxema anpecarii, Bu3HaueHa kiacamu A, B 1 C, no3Bosisie mepegaBatv JaHi Ha
OJIUH BY30J1 a00 Ha BCI KOMIT IOT€pU B OKpeMiil (IITMPOKOMOBHI) Mepexi. OHaK ICHYy€E
MEpEeKeBEe MporpamMHe 3a0e3MeUeHHs, SKOMY MOTPIOHO HAJCWUJIATH JaHl MEBHIN Tpymi
BY3JiB, 5IKI HE 000B’SI3KOBO HaJlleXaTh 10 OAHIET Mepexi. [ KOpeKTHOI poOOTH TaKUX
IporpaM CHCTeMa ajpecallii ToOBUHHA 3a0e3leuyBaTH TaK 3BaHl rpymosi agpecu. s
nux uied BukopucToByrOThest [P-agpecu kmacy D. [liamazonu agpec kiacy E

3ape3epBOBaHi Ta HE BUKOPUCTOBYIOTHCS.
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[Topsim 3 TpaguiiiiHor0 J1ecATkoBo ¢dopmoro 3ammcy [P-ampec, Moxe
BHUKOPHUCTOBYBATHCS 1 JBIHiKOBa opMa, 110 BiioOpaxkae crocid MpeACcTaBlIEHHS alpecH
B maMm'ati komm'torepa. Ockinbku [P-anpeca mae noBxkuHy 4 OailTH, TO B ABIMKOBIN
¢dbopMi BOHA TPENICTABISAETHCA K 32-pO3psAHE IBIMKOBE YMCIIO (TOOTO MOCTITOBHICTS 3
32 uyniB Ta oauHuib). Hanpukmnan, agpeca 213.128.193.154 y npitikoBid popmi Mae
Burisan 11010101 1000000 11000001 10011010.

[Iporokon IP nepenbavyae HasABHICTH aJipec, iK1 TPAKTYIOThCSI OCOOJIMBUM YMHOM.

Jlo HUX HaJIe)KATh TaKi:

1) Anpecu, 3HaYeHHSI MEPIIOrO OKTETY SIKMX JopiBHIOe 127. IlakeTu, HampaBieHl Ha
TaKy aJpecy, PEeaJlbHO HE IEPENaloTbCsl B MEPEXKy, a OOpOOISAIOTHCSA MPOTrpaMHHUM
3a0e3MeyeHHsIM BYy3Ja-BIANpaBHUKA. TakuM UYMHOM, BY30J MOXE HaIlpaBUTH JaHi
camomy coO1. Lleil migxin ayxe 3py4HHI JUIsl TECTYBaHHS MEPEKHOTO MPOrpaMHOT0

3a0e3IeYeHHS 3a YMOB, KOJIM HCMA€ MOKJIMBOCTI Hi,Z[KJ'II-O"II/ITI/IC}I a0 Mepe>1<i.

2) Apnpeca 255.255.255.255. Tlaker, y mpu3Ha4YeHHl $KOTO CTOITh ajpeca
255.255.255.255, mae po3cwiatvcs BCIM BY3JIaM MEpExKi, JI€ 3HAXOJIUTHCS JKepero.
Takuit BUJI pO3CUIIKM HA3UBAETHCSI OOMEKEHUM IITUPOKOMOBJICHHSIM. Y JBIAKOBIN popmi

1 aapeca Ma€ BUTTIAAO.

3) Anpeca 0.0.0.0. BiH BUKOPHCTOBYEThCSA y CHYKOOBHUX IUISIX 1 CIIPUHAMAETHCS SIK

aZjpeca TOTO By3Ja, SIKWW 3reHepyBaB maket. [[BiiikoBe momanns miei agpecu 00000000

00000000 00000000 00000000

Jlo1aTKOBO OCOOJIMBUM YMHOM IHTEPIIPETYIOTHCS aPECH:

Cxema mnominy IP-ampec Ha HOMepu MepeX 1 HOMEpU BY3JIIB, 3aCHOBaHA Ha
KOHIICTIi KJaciB ajapec, JOCUTh MPUMITHBHA, OCKUIBKHU TMependayae juiie 3 BapiaHTU
(xmacu A, B 1 C) nis npusHadeHHs OITIB agpecw uuciaaM. Po3risiHeMo Ha MPUKIIAIl
HAcTynHy cutyauito. [Ipumycrimo, mo miakmodennit 10 Intepuery 013Hec Mae auiie 10

koM toTepiB. Ockinbku Mepexa kinacy C MICTUTh MIHIMAJIbHO MOKJIMBY KUIBKICTb
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BY3JiB, I[iil KoMMaHii moTpiOHO Oyae oTpuMatu Aiama3oH 13 254 agpec (Mepexa Kiacy
C) Bin oprawnizarii, mo npusHavae [P-angpecu. Hemomik 1iporo metomy oueBuguuii: 244
azpecu He OyIyTh BUKOPHCTOBYBATHCS, TOMY IO BOHH HE MOXYTh OYTH pO3IOILICHI
KOMIT'IOTEpaMH 1HIIUX OpraHi3ailiif, po3TalloBaHWX B IHIIUX (I3UYHHUX Mepexax. Y
oAI0HOMY BHUIIAJIKY, SKIIO BIJMOBIIHA opraHizaris Mae 20 KOMIT IOTEPiB, PO3KUIaHUX Y
nBOX (DI3UYHUX Meperkax, TOJMl opraHizallii CJiJ MPU3HAYUTH 00JIaCTh 3 JIBOX MEPEXK
knacy C (mo omHiil g KoXkHOT Pi3ndHOi Mepexi). [lpu 1boMy KUIBKICTh «MEPTBUX

aJipec MOJIBOIThCHI.

Macka migmepexki BUKOPUCTOBYETHCS JIJIs1 OUIBIIT THYYKOTO BU3HAYCHHS MEX MK
OiTamu Mepexi Ta Homepamu By31iB B [P-agpeci. Macka migmepexi — 1€ crieriaabHui
4-0aifToBUil HOMEp, SIKMU BHUKOPUCTOBYEThCs pazoMm 3 IP-ampecoro. «OcobnuBuit
aCIeKT» MAacKd MIIMEPExXi MoJsIrae B HACTYITHOMY: JBIMKOBI OITM MacKH BiAMOBIIAIOTh
oitam IP-agpecu, nmpu3HauyeHOi HOMEPY MEPEXKI, 10 MICTUTH 1S, a OITH BiANOBIIAIOTH

OiTam HOMepa By371a, 1110 MICTUTh yucia 0 .

Buxopucranns Macku migMepexi 3 IP-agpecoro 103BoJsi€e BiAMOBHUTHCS Bij

BUKOPHUCTAHHS KJIaciB ajipec 1 poOuTh Bcro cuctemy [P-aapecaiiii Ou1bI1 THYYKOIO.

Tak, wnHanpuxman, wmacka 255.255.255.240 (11111111 11111111 11111111
11110000) mo3Bossie po3dutu aiana3od B 254 IP-ampecu, 110 BIIHOCATBHCSA O OJIHIET

Mepexi kinacy C, Ha 14 niama3oHiB, SIKI MOXYTh BUJIUIATHCS.

OcKUIbKM KOXXEH BY30J1 Mepexi [HTepHeT moBHMHEH MaTH yHikaiabHy [P-ampecy,
TO, 6€3yMOBHO, BaXJIMBUM € 3aBJaHHS KOOPAMHAIIT PO3IMOALLY aIpec OKPEMUX MEPEXK 1
BY3JiB. Taky KoOpAuHy0uy posib BUKonye [Htepuetr Kopropaiis 3 po3noainy aapec Ta

imeH (The Internet Corporation for Assigned Names and Numbers, ICANN).

[Tpupoano, ICANN He 3aliMaeTbca MUTaHHAMU Npu3HadeHHs [P-anpec kiHueBuM
KOPUCTYyBa4aM 1 OpraHizaliisiM, a 3aliMaeThbCs PO3MOJLIOM JIiama30HIB aapec Mix

BEJIMKUMH OpTraHi3allisiMi, 0 HAJAal0Th MOCIYTU NOCTymy 10 IHTepHeTy (mpoBaiaepu
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[aTrepHeT-nocnyr). TakuM YMHOM, MOXJIMBA B3a€MOJIsl 3 MEHILIMMU MOCTaYaIbHHUKH. .Ta
3 KiHIIeBUMU KopuctyBauamu. Tak, Hanpukiaa, [CANN neneryBana QyHKIIi po3noaiTy
IP-anpec B €Bpomi koopaunariitnomy nentpy RIPE (RIPE NCC, RIPE Network Co
Conditioning Center, RIPE - European IP Networks). Lleii ieHTp y cBOIO 4epry jaemnerye
YacTUHY CBOiX (YHKII perioHaJbHUM oOpraHizamisiM. 30Kpema, pPOCIMCHKUX
KOPHUCTYBauiB OOCIyroBye 1H(QOpMaliiHUIA LEHTp perioHanbHOi Mepexi «RU-

CENTER».

Y mii Mepexi posmonin IP-aapec 3mIMCHIOETBCS 3a JOMOMOTOIO IMPOTOKOIY

DHCP.
[TpoToxon DHCP nanae tpu cnocodu posnojainy IP-aapec:

1) Pyunuit posmomin. Ilpm mpomy crmoco0i MepexeBHd aaMIHICTPATOp 3iCTaBIISIE
anapatHy anpecy (3a3Budait MAC-aapecy) KOKHOTO KIIEHTCHKOTO KOMITIOTEpa MEBHY
IP-anpecy. ®aktuuHo, 1el cnocid po3MOAUTY aJapec BIAPIZHAETHCA Bl PYUYHOTO
HaJallITYyBaHHS KOXXKHOTO KOMI'IOTE€pa JIMIE THM, IO BIJIOMOCTI TIPO aJapecH
30epiratotbes 1eHTpanizoBano (Ha cepepi DHCP), 1 Tomy ix mpocriie 3MiHIOBaTH 3a

HEOOX1IHOCTI.

2) ABromatuuynuii posnoaul. [Ipu npoMy crnoco0i KOKHOMY KOMI'IOTEPY Ha MOCTIHHE
BUKOPUCTAHHSI BUJIISETHCSA JOBUIbHA BibHa [P-agpeca 3 meBHOro aaMiHiCTpaTOPOM

Jiara3ony.

3) Jdunamiununii po3nozin. Lleit crnoci6 aHagoriyHui aBTOMATUYHOMY PO3MOJLTY, KPiM
TOTO, IO ajJpeca BUIAETHCA KOMITIOTEPY HE TaK Ha TOCTIMHE KOPUCTYBaHHS, ajieé B
neBHui TepMmiH. Lle HazuBaeThest openaoro anpecu. [licis 3akiHUEHHS TEPMIHY OpEHIU
IP-anpeca 3HOBY BBa)Ka€ThCsl BITLHUM, 1 KIIIEHT TTOBUHEH 3alPOCUTH HOBUH (BiH, BTIM,

MOXEC BUABUTUCA TUM CaMI/IM).


https://sukachoff.ru/uk/noutbuki/sozdanie-dns-servera-chto-takoe-dns-i-kak-dns-servera-obespechivayut-rabotu/
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[P-anpecu B KypcoBOMY MPOEKTI B34TI kiacy B 1 Mmaioth macky 225.225.0.0. Bunatotscs
nporokoioM DHCP 3 mpus'szkoro 1o MAC-agpecu, mo0 YHHKHYTH HeEJIETalbHUX

[T IKJTIOYEHb.
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2.5 Buau cynmytHUKOBOTO IHTEpHETY

JIBoCTOpOHHI# cymyTHUKOBUI [HTEpHET 03HAYa€ OTPUMAHHSA JIaHUX i3 CYITyTHHUKA
Ta HaJCWIaHHS iX Ha3ajn 4epe3 cymyTHUK. lleit cmocid € myke SKiCHHM, OCKUIBKH
JI03BOJISIE TOCSATTH BUCOKUX IIBHIKOCTEH MPU Tepeaadi Ta BiANMpPaBICHHI, ajie BiH JOCUTh
JOpOTUH 1 BUMArae JI03BOJIy Ha MPUCTPiN pagionepenadi (mpote, sIK MpaBUiIo, Y IbOMY

3aIliKaBJICHUN MTOCTAaYaJIbHUK ).

OmHOCTOPOHHIN CYymyTHUKOBMI [HTEpHET mependavyae HASBHICTh Y KOPUCTyBaua
ICHYI0YOT0 croco0y miaKItoYeHHs 10 [HTepHeTy. YacTo 11e moBuUIbHMIA Ta/abo JOporHii
kaHan (3’eqnanns GPRS/EDGE, ADSL, ne mnociyru poctyny g0 IHTepHety
HEJIOCTATHHO PO3BUHEHI Ta OOMEXEHI y MBHAKOCTI Towmo). Yepe3 1mell KaHal
BIJIMIPABJISIOTHCS TUTbKM 3anuTu B IHTepHer. Lli 3amuTu HajacuialoTbes Ha BY30I
orepaTopa OJHOCTOPOHHBOI'O CYIMYTHHKOBOIO JOCTYNYy (3 BHKOPUCTAHHSIM PI3HHUX
TexHoJorii miakatoueHHss VPN abo mpokci-cepBepa Tpadiky), a maHi, OTpUMaHi y
BIJIMOBIIb Ha Il 3alUTH, MEPENa0ThCs KOPUCTyBauyaM 4Yepe3 CYyMyTHUKOBI KaHaiu B
IMPOKOCMYTOBI Mepexi. OCKIIbKH OUIBIIICTh KOPUCTYBadiB MEPEBAKHO OTPUMYIOTh
naHi 3 [HTepHeTy, 11 TeXHOJIOTis 3a0e3neuye MBUAMIMA 1 MEHIT JOpoTuil Tpadik, HIXK
MOBUIbBHE Ta Jopore HazemHe 3’eqHaHHs. OOcsar Tpadiky, IO TEpeAacTbCs IO
Ha3eMHOMY KaHany (i, OTXe, BapTICTh) CTAa€ JOCUTh CKPOMHHM (CITIBBIIHOIIECHHS
BUXI1THUH/TIpUOYTH cTaHOBUTH Onm3bko 1/10 mis BeG-mepersiay, 1/100 1 Bume as

3aBaHTaXeHHs (ailiiB).

3BUYaitHO, BUKOPUCTOBYBATH OJJHOCTOPOHHIN CYNyTHUKOBUM [HTEpHET Mae ceHc,
KOJIM JOCTYITHI HA3eMHI KaHAJIM HAATO JOPOTi Ta/abo MOBUIbHI. 3 HASBHICTIO IIBUIKOTO
Ta JEUIEBOT0 «HA3eMHOro» [HTepHeTy CymyTHUKOBUN IHTEpHET € NOIIBHUM SIK

pE3EepBHUIA BapiaHT MiJIKJIIOUEHHS] Ha BUMAJIOK, SKIIO «HA3€MHUW» 3HUKHE a00 BUIIE 3

namuy.
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2.6 O0magHaHHA

Cepue cynyrHukoBoro IHTepHery. O6po0as0Th OTpUMAHI 13 CYMYTHUKIB JaH1 Ta
BUTATYWTE KOpPHUCHY iH(popmarito. IcHye 6araTto TUIIB KapTOK, aje HailBIJOMIIIOI €
miniika kapt SkyStar. ['osoBHOI0O BigMiHHICTIO cyyacHUX DVB-kapT € makcumanbHa
MBUAKICTh Tiepemadl  manux. OcoONMMBOCTI BKJIIOYAOTH amapaTHI  MOKJIMBOCTI

JEKOIYyBaHHS CUTHATY Ta MiATPUMKY MIPOTPaMHOTO 3a0€3MEUEeHHS MPOIYKTY.
[CHYIOTB 1Ba TUIIM CYITyTHUKOBHMX QHTEH:

e OdcertHi;

e [IpsmodokycHi.

[IpsmModokycHa aHTEHAa SBIsAE€ COOOI «TapUIKy» 3 KPYIJIUM HEPETHUHOM;
HapnpoTu Horo 1eHTpy po3TalloBaHa CTBOJIBHA KOPoOKa. IX ycTaHOBKA CKIajHilIa, Hixk
o(ceTHl CUCTEMHU, 1 BHUMarae BHCOTH BIJIHOCHO KyTa CYIyTHHKA, 1100 BOHH MOTJIH
«30upat» aTMoc(epHi onaau. BIIXWIeHHS aHTEHU 3a PaxyHOK MEpPEMIIIEHHS TOYKH
boKyCy «TapiIKu» (TOYKa MAaKCUMAJIbHOTO CUTHATY) BCTAHOBIIEHO MaiKe BEPTUKAILHO,
TOMy ii Jermie oOciayroByBatu. JliaMeTp aHTEHM MiJIOMPAEThCAd B 3aJEKHOCTI Bij

MOTOAHUX YMOB 1 pIBHSI CUTHAJIy IOTPIOHOTO CYIyTHHUKA.

KonBepTep BUKOHYE pOJIb IEPBUHHOTO MEPETBOPIOBaYa, AIKUM neperBoproe HBU-
CUTHAJI 3 CyMyTHUKA CUTHAJ MPOMIKHOI 4acTOTH. B manuii yac GiabIIICTh KOHBEPTEPIB
aJanToOBaHO 0 TPUBAJIMX BIUIMBIB Bojoru Tta Y ®-npomeHiB. [Ipu Bubopi koHBEpTEpAa,
MepeBaXkHO, CJiJ] 3BEpPHYTH yBary 10 IIyMoBHM koediieHT. {1 HOpManbHOT poOOTH
BapTO BHOMpATH KOHBEPTEPH 31 3HAYCHHSM I[HOTO MapameTpa y mpomixkky 0,25 — 0,30

dB.

Hns peamizamii  ABOCTOPOHHBOIO  CIOCOOY J10 OOJagHAHHSA  J0JA€ThCS

nepenaBalibHa KapTa 1 epeaBaibHU KOHBEPTEDP.
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2.7 Ilporpamue 3a0e3nedeHHs

IcHye nBa B3aemMoOMOBHIOWOUI Tiaxoaw A0 peamizamii [13 mis CymyTHUKOBOTO

IHTEpHETY.

Y nepmomy Bunaaky DVB-kapta BHKOPUCTOBYETBCS K CTaHAAPTHUMN
MEpEeXEeBHM MPUCTpi (ajle Tpaioe TUIBKM Ha TpuiMadi), a i [epenadi
BUKOPUCTOBYeTbct  VPN-TyHens (Oarato mpoBaiinepiB  BUKOpPHCTOBYIOTH PPTP
("Windows VPN")) a6o OpenVPN Ha BuOip kiieHTta, y neskux Bumnaigkax [PIP
BUKOPHUCTOBYEThCS K TYyHEJb), ICHYIOTh I1HINI BapiaHtu. Ll cucrema BuUMHKae
MEPEBIPKY 3arojoBKIB MakeTiB. [lakeT 3amuTy HagXxoauTh 10 1HTEpQeElcy TyHEeIo, a
BIJIMIOBI/Ib HAJIXOJIUTH 13 CYIyTHHKA (KO HE BUMKHYTH NIEPEBIPKY 3arojioBKa, CUCTEMa
posiiHioe makeT sk noMwiky (y Windows ne He Tak)). Takuili miaxia m03BOJISIE
BUKOPHUCTOBYBaTH Oy/Ab-Ky Iporpamy, ajae€ 3 BHCOKOIO 3aTpUMKOIO. biibmiicTs
cynmyTHUKOBUX TpoBaiiepiB Ha Teputopii CHJ[ (SpaceGate (Itelsat), PlanetSky,

Raduga-Internet, SpectrumSat) miaTpuMyIoTh Iiei crocio.

Jpyruii BapianT (1HOA1 BUKOPUCTOBYETHCS Pa30OM 3 NEPIIUM): BUKOPUCTOBYBATH
crieriajJbHe KIIEHTChKE MporpamMHe 3a0e3nedeHHs, SKE 3aBASKU 3HAHHIO CTPYKTYPH
IPOTOKOITY JO03BOJISIE 301IBIIUTH MIBUAKICTh IPUHOMY JaHUX (HAIIPHUKIIAA, BEO-CTOpIHKA
3anuTyeThes, CepBep-nipoBaiiiep 0auuTh ii 1 HErallHO , HE YEKAI4M 3aIUTy, HAJICUIIAE
300pakeHHsI 3 IIUX CTOPIHOK, MPUITYCKAIOYH, IO KJIIEHT BCE OJHO 3alUTyBaTUME IIg,
cTopoHa cepBepa. KiieHT kelryBatume 111 BIAMOBIJII Ta HETaHO moBepTatume ix). Take
MporpaMHe 3a0e3MeUeHHs] Ha CTOPOHI KiieHTa 3a3Buyait aie sik mpokci HTTP ta Socks.
Hampuknan: Globax (immi SpaceGate 3a 3ammtom), TelliNet (PlanetSky), Sprint
(Raduga), Slonax (SatGate).

B 060x Bumagkax MepexxeBui Tpadik Moxe nepekpuBaTucs (y nepruiomy BUNAAKY
1HOJIl BU HAaBITh MOKETE MaTH KUIbKa PI3HUX MIAMUCOK HA CYMyTHUKOBOTO MpOBaiiiepa
JUTSL CTIIJTBHOTO BUKOPHMCTAHHS aHTEHU Yepe3 0COONMMBY KOH(DIrypallir0o MAalluHUA 3 UM

npuctpoeMm (motpioHo Linux a6o FreeBSD, croponHe mnporpamue 3abe3reueHHs).



o1

HeoOximuut  mama  Windows).  Jleski  mposaiimepu  (SkyDSL)  0060B’s3k0BO
BUKOPHUCTOBYIOTh CBO€E MpoOrpaMHe 3abe3rneueHHs (ke Ji€ sIK TyHeb 1 MPOKCi), YacTo
npodiIOI0UN  KIIiEHTa Ta HE JO3BOJSIOYM CYIMYTHHKOBE I[HTEpHET-IOKPUTTS MiX
KOpHCTyBadaMH (HE J[O3BOJISIIOYM Ta HE  BHKOPUCTOBYBATHM HOTO fAK ONEpaliiHy

cucTemMy, Ha BiiMiHy Big Windows).
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3 BUBIP MEPEXXKHOI'O OBJIA/ITHAHHA

3.1 Kpurepii 10 BHOOPY MEPEKHOTO 00JIaTHAHHS

Bubip MepexxHoro o0magHaHHA, TaKoro SK  KOMYTaToOpu 1
MaplLIpyTU3aTopu B oprasizaiii JIM3, 3aeXuTh Bii HACTYITHUX YMOB:
e HeoOXiJgHa IMIBUIKICTh NIepeaadl JaHuX;
e KaHaJbHA TEXHOJOIIA, [0 BHUKOPUCTOBYETHCS B POOOUMX,
TOPU30HTAIFHUX, BEPTUKAIBHUX Ta 0a30BUX MIJCUCTEMAX;
® TIPOCTOTA 1 3pYUHICTb PETYIIOBaHHS;

® CHIBBIJIHOIIECHHS I[IHU Ta SKOCTI.
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3.2 Omuc HeoOX1THOTO 00 THAHHS

Jlns moOynoBu JokaiabHOI Mepexi odicy |IT migmpuemctBa s obOpana
MepexHe obnanaanns dipmu TP-Link.

Kommanis 3acHoBana y 1996 pori B micti [llenbuxkeHb. 3aCHOBHUKaMU
(3acHoBHUKamu) € nBa Opatu Wkao [[3sHbIBIOHL Ta YWkao [[3sacin. HasBa TP-
Link € ckopouenusm Big "Twisted Pair'" - kpydena mapa, "link" - 3'eqnanmss.
3rogom TP mouanu tpaktryBaTh sik Trust and Performance [10].

2005 poky Bwitma Ha cBiToBuil puHOK. Y 2007 pori Oymo BiZKpUTO
npencraBHuUITBA KoMmanii B Cinramypi ta [aaii. Y 2008 pori BiakpuTo odicu B
CIIA Ta Himewuuni. ¥ 2011 pori Bigkputo odicu B [Tonbimi Ta B Ykpaini [10].

[Mponyktr TP-LinkK BKJIfOYalOTh BHUCOKOIIBHIKICHI KaOCJIbHI MOJIEMH,
06e31poToBl MapuipyTuzaTopu, MoOuUTbHI Tenedonu, ADSL, posmmproBayi
JianazoHy, MaplipyTHU3aTopu, KomytaropH, |P-kamepu Ta iHmi npuctpoi. TP-
Link takoxx Burorowia mapiipytuzarop OnHub mns Google. ¥V 2016 porri
KOMITaHis 3amyctuiia HoBuid Opena Neffos mist cmaprdonis. TP-Link Bupooisie

MPHUCTPOi PO3YMHOTO JIOMY B paMKax CBOiX JiHINA mpoAykTiB Kasa Smart i Tapo.

TP-Link € oaniero 3 HeOaraThO0X BEIMKHX KOMITaHIH 3 Oe3IpOTOBHX
MEpeX, sKa BHUPOOJSE€ CBOIO MPOAYKIIKD BIACHOPYY, HA BIAMIHY BIJ
ayTCOPCHHTY BHPOOHMKIB opuriHanmpHOro ausaiiny (ODM). VYV  kommasii
CTBEP/IKYIOTb, 110 TAKUH KOHTPOJIb HAJl KOMIIOHEHTAMHM Ta JIAHIIFOTOM TOCTaBOK

€ KJIIFOUOBOIO KOHKYPEHTHOIO B1IMIHHICTIO.
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3.2.1 Mapmpytuzarop JIM3 opranizaiii

Mapmpytuzarop TP-LINK Archer C5400X (puc. 3.1).

e S e

5 \E&\m

Pucynox 3.1 — 30BHINIHINA BUTIISA MapIIpyTHU3aTOPa

Onuc:

TP-LINK  Archer C5400X ocHamenuii 1.8 ITu 64-0iTHuM
YOTUPBLOXSAEPHUM TporecopoM, 3 criBnpouecopamu ta 1 I'b omepaTtuBHOi
nam'sri, 3a0e3nedye MaKCUMyM TOTYKHOCTI BCIM JIOJaTKaM, OHJIaliH-cepBicaM,

a TaKOXK BUKJTIIOYAE MOXKIIMBICTh 3aTPUMKH IIij1 yac podotH [6].

Komyratop (Switch) — mpuctpiit 11 3’ €qHaHHS €IEMEHTIB MEPexi , Jie €
CBIi Tpoliecop, BHYTpilHS muHA 1 OydepHa mam'sTh. SIKIIO KOHLEHTpaTOp
MIPOCTO Tepeiae MaKeTH BiJ OAHOTO MOPTY J0 BCIX OCTaHHIX, TO switch aHamizye

Mac- anpecu, 3BiIKM 1 KyAW BimpaBieHUN MakeT iH(opmalii Ta croiydae
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TIIBKM 11 KOMI'IOTEPH, TOJl SK peIliTa KaHalliB 3ajuINaeThcsi BUIbHUMU. lle
JI03BOJIsI€ HabOaraTto 301IBIINTHA MPOJAYKTUBHICTH MEPEXI1, OCKUIbKH 3MEHIIYE
KUIBKICTh Tapa3uTHOro Tpadiky i 3a0e3mneuye BeaWKy (PaKTHUHY MIBUIKICTD

nepeaadi JaHuX, 0COOIMBO B MEPEkKax 3 BEJIIMKOIO KIJIBbKICTIO KOPUCTYBaYiB.

[Tpu BuOOp1 MepeskeBoro obnagHaHHs Oyae BUKOPUCTAHO KomyTaTop D-

Link DGS-3420-52T (puc.3.1)

Pucynok 3.1 - Komyratop D-Link DGS-3420-52T

Iarepdeiic 48 moptie 10/100/1000BASE-T —4 mopty SFP + PeszepBue
mxepeno xxubiennst —DPS-500 IToptu — Konconsuuit mopt: RJ-45 — Kepyrounii

nopt: 10/100BASE-T — Curnaneuuii nopt — Cnot st SD-kaptu

[TponykruBHicTh — Komyramiitna matpuns: 176 16it / ¢ — HIBuakicts
nepeHanpasieHas naketiB: 130,95 Mpps — bydep makeris: 2MB — Tabnurs
MAC-anpec: 16 K 3anuciB — Tabnums mapmpytuzamii [P v4/v6: 1 K/512
3anuciB — Tabmuig mapupytuzanii [P v4/ve L3: 2K/1K 3anuciB — Po3mip

Jumbo Frame: 13000 Gaiit

MLD Snooping Fast Leave na ocroBi xoctiB Spanning Tree — 802.1D-
2004 STP — 802.1w RSTP — 802.1Q-2005 MSTP — ®insTpamnis BPDU —Root

restriction ®yukiis Loopback Detection
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802.3ad Link Aggregation Makcumym 32 rpynu Ha NPUCTPIN — § MOPTIB
Gigabit a6o 2 nmoptu 10G Ha npucTpiii

Bigmzepkanenns noprtis: — [linrpumka 4 rpyn 3epkanupoBaHus — Pexxum
One-to-One — Pexxum Many-to-One — Flow-based Mirroring — RSPAN L2
Protocol Tunneling ERPS (Ethernet Ring Protection Switching) VLAN VLAN
Group

QoS (Quality of Service)-802.1p Class of Service (CoS)-8
gyepr O0pobka vepr — Pexum Strict — Pexxum Weighted Round Robin (WRR) —
Pexum Strict + WRR CoS nHa ocHosi — [Topta xomyTtaropa — VLAN ID — Yepr
npioputetie 802.1p — MAC-anpecy — IPv4/v6-angpeca — DSCP — Tumy
npotokoiry — Knacy Tpadiky IPv6 — Mitku motoky IPv6 — Homepu moptaTCP /

UDP — BwmicTy nakeTiB, 10 BU3HAYaI0ThC KOPUCTYBAYEM

MepexeBa mata — nepudepiiHuil TPUCTPI, IO TO3BOJISIE KOMITIOTEPY
B3aEMOJIISITH 3 IHIIMMU HOPHUCTPOSIMU Mepexi . B nmanmii yac, ocoOnuBO B
NEPCOHATLHUX KOMIT'IOTEpax, MEPEKEBl IUIATH JOCUTh YacTO IHTErpOBaHI B
MaTE€pUHCHKI IUIaTH JJI1 3PYYHOCTI 1 3/ELIEBIEHHA BCHOTO KOMITIOTEpA B

JIOMY.

Ha nignpuemcTBl ayigs poOouynx cTaHUiid OyayTh BHUKOPHUCTOBYBATHUCS

mepexesi agantepu DGE-530T (Puc.3.2)

Pucynoxk - 3.2 DGE-530T Gigaexpress mepexenuii agantep Gigabit Ethernet
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DGE-530T - PCl amantep Gigabit Ethernet 3 wmigHuM moprom
10/100/1000mGiT/c amst cepBepiB a00 HACTUILHUX KOMITHOTEPIB. 3a JOMOMOTOI0
IIOTO ajanrtepa, OOYMCITIOBAIbHA CHCTeMa, IO (YHKIIOHYE Ha IIBUIKOCTIX
10Mo6it/c 1 100M6iT/c Moxke OyTm MoxepHizoBaHa o Gigabit Ethernet, mo

JI03BOJIUTH BUKIIIOYUTH BY3bK1 MICIISI B MEPEXKI 1 MiIBULTUTH MPOTyKTUBHICTb.
3aranbHi XapaKTepUCTHKU:

Cranpaptu

IEEE 802.3 10base-t Ethernet

IEEE 802.3u 100base-tx Fast Ethernet

IEEE 802.3ab 1000base-t Gigabit Ethernet

MapiuipyTuszaTop - MEpeKeBe IPUCTPil, IepecuIace MakeTH JaHUX M1k
PI3HUMH CETMEHTaMH MEPEXK1 1 MpUiIMae pillIeHHs Ha MiACTaBl iHPopMalii mpo

TOTIOJIOT1I0 MEPEXKI 1 MEBHUX MPaBUJI, 3aJJaHUX aIMIHICTPATOPOM.

3a3Buyail MapIpyTU3aTOP BUKOPUCTOBYE aJIpecy OJIep:KyBaya, BKa3aHy B
MaKkeTax JaHuX, 1 BU3HAYAE M0 TaOJIUIII MAPUIPYTU3ALIT IJISAX, 110 SKOMY CJIi]1
nepenatu gaHi. SKIo B TaOIHIN MapIIpyTU3allii A1 apec HeMa€e OMMCaHoTo

MapIIpyTy, TAKeT BIIKUIAETHCS.

Jns miaxatodeHHs 1o [HTepHety Oyie BUKOpUCTAaHUMN

mapiytusatopiB D-Link DIR-620 (Puc. 3.3).
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Pucynok 3.3 - Mapmytusarop D-Link DIR-620

be3apoToBuil MmapuipyTuzaTop 3 BOyAOBaHUM (Ha€pBOJIOM, IO 3aAXUIIAE
HaJAIITOBYBAaHY MEPEXKY BiJ MIKIJIMBHUX aTak. lle MiHIMI3ye 3arpo3u Bij i
XaKepiB 3anobirae  HeOa)kaHI  BTOPrHEHHS B Mepexy.  JloJaTkoBi
¢byHkuii Oe3nekn Taki, Ak Hanpukian, ¢uibTp MAC-agpec, 3amo0iratoth

HEaBTOPU30BAaHUI JOCTYI A0 MEPEKI.
XapakTepucTuka

MakcumanpHa mBuakicts 300 Moit / ¢ (802.11 b / g / n) Cranmaptu —
IEEE 802.11b/g/n — IEEE 802.3, 802.3u — USB 2.0 Iarepdetic migkiroueHHs
(LAN-mopt) — 4 x 10/100 BASE-TX Fast Ethernet (MDI / MDIX) Bxix (WAN
nmopt) — 1 X 10/100 BASE-T Fast Ethernet (MDI / MDIX) Tun miakiroueHHs
WAN Static  IP, Dynamic IP, PPPoE, L2TP, PPTP Texuomorii
MapmipyTtuzaropa — bpanamayep (Firewall) — NAT — DHCP-cepep -
HeminitapuzoBana 30Ha (DMZ) — I[lintpumka VPN-tyHeniB — [lintpumka UPnP
(Universal Plug & Play) — Amntena i mepemaBay AHTeHa — 2 30BHIIIHIX
HE3HIMHHMX aHTEHU BcCecnpsMoBaHOro Tumy Paniyc mii y mpumimieHHi — a0 50
M Paniyc aii mo3a mpumimenasm — 10 200 m KoeditieHT miacuieHHs aHTeHU —
2 dBi Cmyra wacror— 2.4 - 24835 I'Tu Tumm 3axucty wmepexi — WEP,
WPA/WPA2, WPA-PSK/WPA2-PSK (AES / TKIP) ITotyxHicTh nepenaBaya —
19 dBm.
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MojgeMm — mpuUCTpid, IO 3aCTOCOBYETHCS B CHCTEMax 3B'A3Ky IS
(bI13UYHOTO  CIOJYyYCeHHS 1H(QOPMAIIIHHOTO CHTHAIY 3 CEPEJAOBHINEM HOTo
MOIIMPEHHS, J¢ BIH HE MOXeE icHyBaTH Oe3 amamnTailii, 1 BUKOHYE (QYHKIIIO

MOYJIALIT 1 AEMOAYJIALIT IbOTO CUTHAITY.

Pucynox - 3.4 TP-LINK TD-8811

Xapaktepuctuku — 1 mopt LAN 10/100Mbps RJ-45 (Auto MDI /
MDIX), 1 mopt WAN RJ-11, 1 nopt USB 1.1 — Mae BOynoBaHy IIBUIIKOIIIOUY
3aXMCT B1J CTpUOKIB BUCOKOi Hampyru Ha JiHii ADSL — Iliatpumye pexumu
MocTa Ta Mapupytuzatopa — Boynosanuit DHCP cepsep, NAT — Iliatpumye
PPPoE, PPPoA, IPOA — Tlintpumye niporokonu ayrentudikaiii PAP, CHAP,
MSCHAP B pexumi PPPoE — Ilintpumye DNS-Relay 1 DDNS, cratuuny
MapmpyTu3aiiio (10 32-x 3amuciB CTaTUYHOI MapuIpyTHU3aiii 3 3a3HAYCHHSIM
BipTyasibHOTO 1HTEepdeiicy) — IliaTpumye mnpusHadeHHS NOPIOPUTETIB IS
3abesneueHHs QoS — Iliatpumye ynpasmiaHs goctynom (Parental Control) 3
MO>KJTUBICTIO MPU3HAYATH MOJITUKY TOCTYIY, 3aJ€KHO BIJl THS THXKHS 1 4acy
nHs — IliATpUMy€e MOKIIMBICTH CTBOPEHHS BIpTyalbHUX CEpPBEPIB, 3aBAAHHS
PI3HHX JIep>KaBHUX / MPUBATHUX MOPTIB JIJISI HUX, MOKJIUBICTD 3aBaaHHs DMZ —
BOyznoBanuii mixkmepexkeBuil ekpan (Opannmayep) 3adesneuye ¢inpTpariito [P-
Tpadiky 3a MPOTOKOJAMH, MIAMEpEeXl JKepena / NpU3HAYEHHsI MaKeTiB,

nianazony noptiB TCP / UDP mxepena 1 npusHauenus — [linTpumye OHOBIECHHSA
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nporpamMHoro 3abesneuyeHHs — [lintpumye ympasmiaas no HTTP, SNMP i

Telnet

Tabmums 3.1 Cnermudikaris TP-LINK TD-8811

[Iporpamua Xapakrepuctuku |I[loBuuii kypc ANSI T1.413 Issue 2
ADSL ITU-T G.992.1 (G.dmt) ITU-T
G.992.2 (G.lite) ITU-T G.994.1 (G.hs)
ITU-T G.992.3 (G . dmt.bis) ITU-T
G.992.5 JIo 6 xm

[IBuakicTs nepeavi nanux | Husxigauit motik: g0 24 Mo6iT / ¢
Bucxignawuit motik: 10 3,5 Moit/ ¢ (13

BBIMKHEHOI0 Annex M (yHKITI€10)

Xapakrepuctuku 6ankomar | UNI 3.1 ATM Adaptation Layer Type
5-AALS GaratonpoToKoJibHa
inkancymsiig yepe3 ATM (RFC 1483)
UBR, CBR, VBR-RT, VBR-NRT
[TinTpumye 8PVCs

Xapakrepuctuku [1I1C PPP nang ATM (RFC 2364) PPP uepe3
Ethernet (RFC 2516)

CratuyHa MappyTr3aiis IP, TCP, UDP, ARP, NAT, NAPT,
DNS, DDNS, DHCP-ceprep UPnP,
Virtual Server, DMZ, Port tpurepa




be3neka

Oinprpartis [P (IP filterling) NAT
Oinprparis MAC (MAC-dinbrparris)
Poxarensckiii koHTpoIb (baThKiBChKUM
koHTpoJib) VPN IPSec/PPTP/L2TP
Hackpizuuii QoS IP-tun cepsicy

(ToS) 802.1p

VYrpaBiiHHS TPUCTPOEM

HTTP, Telnet, Console
SNMP .Ilporpama yrpaBiiHHSA 1
IMPOIINBKHU OHOBJJIIOKOTBHCA YCPEC3

[nTepHeT

AnapaTHi noptu

1 x 10/100M LAN mopry (RJ45), 1 x
[Mopt minii (RJ11) 1 USB 1.1 nopt

BucHOBOK:

JIyist maHo1 Mepesxi s BAKOPUCTOBYIO HACTYITHE 00JIaTHAHHS:

komytatop D-Link DGS-3420-52T (4 mtykn)
mepexeni agantepu DGE-530T (132 mtykn)
mapmpytuzarop D-Link DIR-620 (1 mryka)
monem TP-LINK TD-8811
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4 JIOTTYHHA OPT"AHI3ALIA JIM3

JloriyHa TOTOJIOTISI — I1€ KOHIIETIIiS MEPEeXKi, SKa BU3HAYAE apXITEKTYPy
MEXaHI3My 3B’SI3Ky IJIsi BCIX BY3JIIB MEpexi. 3a JOMOMOIOI0 MEpPEKEBOIro
oOJalHaHHs, TAKOTO SIK MapIIPyTHU3aTOPH Ta KOMYTaTOPH, JIOTIYHY TOIOJIOTIIO

Mepeki MO’KHa MIATPUMYBATH Ta THYYKO HAJIAIITOBYBATH.

JloriyHa TomoJIOTis  BIAPI3HSAETHCA Bi (PI3UYHOI TOMOJIOTII, sIKa
CTOCYEThCS (DI3UYHOTO 3B’SI3KY BCIX MPUCTPOIB y Mepexi. JIoriuyHa TOMoJIoris
BU3Ha4ae croci0 nepeaadi nanux. [lopiBHsiTe 11€ 3 (13UUHOIO TOIMOJIOTIETD, KA

BKJIIOUYA€E PO3TalTyBaHHS KaOeliB, MEPEKEBUX MPUCTPOIB 1 KaOeIIiB.
JIB1 HaWMMOIIMPEHIII JOT1YH1 TOMOJOTIi:

. Tomnonorig muHu: Ethernet BAKOpHCTOBY€E TOMOJIOTIIO JIOTTYHOT IIMHY J1JI51
nepenayi gaHuX. Y UIMHHIN TOMOJIOTII BY30J Tiepenae AaHi BCik Mepexi. Yci
HIII BY3JIM B MEPEXI MPOCIyXOBYBATUMYTh JaHl Ta MEPEBIPATUMYTh, Y1 BOHH

MPU3HAYEH1 JJIsl HUX.

. Tomnosoris Kuiblls: Y 11 TONMOJOTT MOXe OyTU JO3BOJICHUM JIMIIE OJUH
BYy30Jl JUIS Tepenadl JaHuX y Mepexi B 3amaHuii dac. Lleii MexaHi3m
JOCSATAETBCA TOKCHOM (BYy30J, IO Ma€ MapKep, MOXKe TepenaBaTH JaHi B

MEpPEXi), a 0OTXKE, y MEpEeki MOKHA YHUKHYTH 31TKHEHHS.

Tomnosorito (kKoH(DIrypariro) JOKadbHOI MEpPEeXi MOXKHA OMHCATH SK 3
¢13u4HOi, Tak 1 3 JOTIYHOI TOYKU 30py. DI3MYHA TOMOJOTIA OMHUCYE
r€OMETPUYHE PO3TAIlyBaHHS KOMIIOHEHTIB JIOKAJIBHOT MEPEXKi, 0 BiIoOpaXkae
CTPYKTYpY 3B’SI3Ky MDK 1i OCHOBHMMH KOMIIOHEHTaMH (KOMII I0T€paMH,
MPUCTPOSIMH TIpUioMy/Tiepesiadl CUTHaidy Tomo). Po3pi3HseMo Taki OCHOBHI

TOTIOJIOTIT JIOKAJIbLHUX MEPEXK: IIMHA, KUIbIIE, 31pKa.
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[unua ToMmoONOTIS - HailmpocTima ¢opMa TOIMOJIOTI, fKa sBisS€ co00I0
OJIMH OCHOBHUU Kabenab (KoakciallbHMi), OOMEXKEHHH 3 000X CTOpIH
CHEIIaIbHUMHU PO3'€eMaMU - TEPMIHATOPaMH, SIKI 3aro0iraioTh MOsiBl BIAOUTTS

CUTHAJIIB.

3riIHO BHUXITHUX JaHUX 3IIHCHUMO PO3IMOALT aJPECHOTO MPOCTOPY Ha
BCIX moBepxax opradizamii. [ Bcix poOoumXx CTaHIINA, 10 PO3MIIICHI Ha

KOXXHOMY TTOBEPCI /liana3oH MaTUME aJIpecu:
li1 moepx 200.20.1.0

21 moBepx 168.5.1.0

3i1 mosepx 193.1.5.0

411 moepx 174.5.15.0
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4.1 BuxkopucTaHi KaHaJIbHI TEXHOJIOT11

B sxocTi kaHalbHUX TeXHOJOTiH BukKopucToByBaiucs Fast Ethernet Ta

Gigabit Ethernet.

Texunomoriss Fast Ethernet € cmagkoeMuIler0 KIaCHYHOI TEXHOJIOTIT

Ethernet. Ii ocHoBHUMU TIepeBaramu €:

. 30UIBIIIEHHS MTPOITYCKHOI 3/IaTHOCTI CerMeHTIB Mepexi 10 100 M6/c;
. 30epexeHHsI MeTo1y A0BUIbHOTO Joctymy Ethernet;
. 30epeKeHHs 31p4acTOi TOIMOJIOTIi MEPEX 1 00CITYyroByBaHHS TPaJIULIMHUX

3aco01B miepeaavi JaHUX — BUTOI MMapH 1 BOJIOKOHHO-ONTHYHOTO Kabelto.

[{i mapameTpu 103BOJISIIOTH MOCTYIOBMIA Tiepexin Bix mepex 10Base-T,
HaWMoONyJIIPHIIIOr0 ChOrojHI BapiaHty Ethernet, 10 BUCOKOIIBUAKICHUX
Mepex, sKI 30epiraloTb 3HA4yHy O€3MEepepBHICTh 13 J00pe  BIIOMOIO
texHosorieto: Fast Ethernet me BuMmarae HaBuaHHS TEpCOHATY Ta 3aMiHU
oOJiaHaHHA. 70 BCiX By3JiB Mepexi. O¢iniiauii cranaapt 100Base-T (802.3u)
BCTAHOBJIIOE TPU Pi3HI crnerudikaiii s (i3ugHoro piBHSA (BIAMOBIIHO 0

cemupiBHeBOi Mozem OSI) it MATPUMKH TaKUX THUITIB KaOeiB:

- 100Base-TX nmist 1BOXMapHOTO KaOelo Ha HEEKPAHOBAHOI BUTOI IMapu

UTP kareropii 5, abo ekpanosanoi Butoi napu STP Type 1;

- 100Base-T4 nnst wotupwoxmapuoro kabemo UTP xareropii 3, 4 abo 5

HEEKPaHOBAHOI BUTOI NIAPH;
- 100Base-FX mj1a 6aratoMoI0BOro BOJIOKOHHO-OIITUYHOI'O KaOEIro.

Texnonorisa Gigabit Ethernet € mogansimmm po3BuTkoMm cranaaptie 802.3

g Mepex Ethernet 3 mpomycknoro 3natHicTio 10 1 100 M6it/c. OcHOBHa MeTa
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Gigabit Ethernet — 3nayHO 301MBPIIMTH MIBUAKICTH TEpeAayi IaHMUX,
30epiralou CyMICHICTh 13 ICHYIOUMMHM Mepekamu Ha ocHOBI Ethernet.
HeoOxigno 3a0e3meunTd MOXKIHUBICTH Mepeaadl JaHUX MK CEerMEHTaMu, II0
MPAIIOI0Th 3 PI3HOI0 MIBUIKICTIO, IO, KPIM IHIIOTO, Jajl0 O MOXJIHBICTH
CIIPOCTUTH  apXiTeKTypy  ICHYIOYMX  MOCTIB 1  KOMYTaToOpiB, IO

BUKOPHCTOBYIOTHCA Y BEIUKHUX IPOMHUCIOBUX Mepexax [3].

Gigabit Ethernet miaTpuMye Toil caMuid AYTJIEKCHUA METOA AOCTYIY, 1110
i Fast Ethernet, 1 BukopuctoBye Toil camuii gopmat 1 po3Mmip nakera (Kaapy).
Jnsa migkmrodenb Ethernet 1 Fast Ethernet He mnoTpiOHO TmepeTBOpeHHS

npoToKoy. €auHe, MO NOTPIOHO, 1€ Y3rOIKEHHS KYpCIB BAJIIOT.

3 NOSIBOI0 BUCOKOIIBHJIKICHUX CEPBEPIB 1 MOIYJISIPHICTIO MEPCOHATBHUX
KOMIT FOTE€pIB BUCOKOTO Kiacy mepeBaru (igabit Ethernet crarorh yce Oubin
oueBugHUMH. ToMy 64-po3psinHa cuctemHa mmHa PCI, sika Bxke € cTangapTom
ne-(hakTo, 3a0e3neuye MOBHY MIBUAKICTh Nepeaadl JaHUX, HEOOX1HY SISl TaKoi

MEpexi.

B nanwii yac HomMeHKIaTypa cermeHTiB Mepexi (Gigabit Ethernet Bkittouae

TaKl TUIIH:

. 1000BASE-SX — cermeHT Ha 6ararToMoJ0BOMY BOJIOKOHHO-ONITUYHOMY
kabell 3 JOBKUHOK XBWJIl CBITJIOBOTrO curHainy 850 HM (moBxkuHOIO 110 550

METpiB);

. 1000BASE-LX — cermenTt Ha OaratomonoBomy (mo 550 metpiB) i
onHoMO0BOMY (110 5000 MeTpiB) BOJOKOHHO-ONTUYHOMY KaOesi 3 JOBKHUHOIO

XBUJI1 cBITIOBOrO curHainy 1300 Hw;

. 1000BASE-CX — cerMeHT Ha ekpaHOBaH1i BUTIH mapi (10 25 METpiB) -

Ha MPAKTHUI TPAKTUYHO HE pPeali30BaHUM;
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. 1000BASE-T (cranmapt IEEE 802.3ab) — Bimpi3ok Ha 3u4eTBEpeHiii
HeeKpaHoBaHIM BHUTIH mapi karteropii 5 (mo 100 wmetpi). Ilepemaua

3MIIACHIOETHCS TIO KOXKHIHM mapi B 000X HapsMKax.
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4.2. MopentoBaHHsI KOMIT IOTEPHOI MEpexkKi

Packet Tracer - emyssaTop Mepexi nepeadi JTaHUX, CTBOPCHHUH (ipMOIO
Cisco Systems. Jlo3Boiisie pOOMTH MOJEII MEPEXKi, HaIalITOBYBAaTH
MapIIpyTU3aTOpPH 1  KOMYTaTOpu  JUJIsi  B3aEMOMAIl MK  JeKiJIbKOMa
KopucTyBadamu. Bxiouae B cebe cepii mapmpytuzaropiB Cisco 1800, 2600,
2800 1 xomytaropiB 2950, 2960, 3650. Kpim toro € cepsepu DHCP, HTTP,
TFTP, FTP, poGoui craHuii, pi3Hi MOIYJIl 10 KOMI'IOTEPIB 1 MapIIpyTU3aTOPIB,
npuctpoi WiFi, pi3Hi kabeni. YCHIIHO 103BOJISi€ CTBOPIOBATH CKJIAJHI MAKETH

Mepex, IEPEBIPATH Ha Mpare31aTHICTh TOMOJIOT1].

s toro, mo0 po3mnoyaTd MoOyA0BY poOOUYOi Mepeki HEoOX1THO
sammyctutr nporpamy(ITyck — Iporpamu — Cisco Packet Tracer — Cisco Packet

Tracer.exe), 3’ IBUTHCS BIKHO, 1110 MaTHhMeE BUTIJIS.
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BHUCHOBOK

Y pamkax poOOTH 3 OIIIHKM AKOCTI Ha OCHOBI aHami3y HEOOpOOJEHHX MAHMX 1
3araJbHUX MPHUHIIMIIB MPOEKTYBAaHHS JOKAJIBbHOI MEpEeXki s oOpaja TOMOJOTII0 «3IpKay
1] 9ac MiAKIIOYCHHS KOMIT I0TEPiB 0 KOMYTaTOpiB 1 Mapuipytu3aropi. Komm’rorepu

Ha BCiX MMOBepxax MiIKII04eH] 3a TexHojoriero Fast Ethernet.

BpaxoByroun Bcl «3a» 1 «mpoTW», Ui KOMIT IOTEPHOI MEpeXi CEepBICIB HAIIOl
KOMTaHi1 1 TOPU30HTAIBHOI CTPYKTYpH S BUOpaB BUTY Mapy Kiacy 5, sika MOBHICTIO
BIJIMOBIA€ HAM 3a XapaKTEPUCTUKAMU MIPOMYCKHOI 3J1aTHOCTI 1 MIATPUMYBAHOI BiJICTaHI.
Jl7is BepTUKAIBbHOT MIJKOHCTPYKIIT MH TaKoXK Oy/JeMO BUKOPHUCTOBYBAaTH HEEKPAHOBAHY
BUTY Mapy Kjacy 5. 3arajbHa TOBXKHHA KaOenro, sikuil OyJie BUKOPHUCTOBYBAaTHUCS B

HaIIi KoMnaHii, CTaHOBHTE 4580 M.

Sk komytarop Bimminy s Oyay BukopucroByBatu D-Link DGS-3420-52T. Ha
KO>KHOMY TMoBepci nmotpioer 1 komyTatop, ToMy € 4 MOBEpXH, 1 S BUKOPUCTOBYIO 4
KOMyTaTopH. SI BUKOPUCTOBYIO MOiesb poyTepa D-Link DIR-620. [y migkitoueHHs 10

Mmepexi [arepuet excruryaryemo mogem TP-LINK TD-8811.

A posnoninuna agpecHUid MpOCTip Ha BCl pIBHI OopraHizailii, BU3HAYMJIa MAcKy
KOXHOI 3 IUX Mepex 1 ckiana Tabnuiro Mapuipytusamii. [Tapamerpu mepexi Oynu
3MojenboBaHi 3a gomomororo Tmporpamm  Cisco Packet Tracer, mo Biamosigae

OUIKYBaHI1M MEpEeXi B HAILIIA KOMITaHIi.
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Honatok A
3aroBenko M.O., macicmpanm, epyna 601-0TT
Hayionanvnuii ynisepcumem «Illonmascovka nonimexuixa imeni FOpis
Konopamioxay

KepiBauk — npod. M.A. IlITommens

IMPOEKTYBAHHS JIOKAJIBHOI IHOPOKOMYHIKAIIMHOI MEPEXKI
MIIIPUEMCTBA

Komn'torepHa mepeka — cucteMa 3B's13Ky MIXK JBOMa 4M OJIbLIE KOMIT'IOTepamu. Y
HIMPIIOMY PO3YMIHHI KOMITIOTEpHAa MeEpexa — L€ CHCTeMa 3B'SI3Ky uepe3 KaOelbHe 4H
MOBITPSIHE CEpPEOBUIE, cCaMl KOMI'IOTEPU PI3HOTO (DYHKIIIOHAIBHOTO MNPU3HAYECHHS 1
MepexxeBe oOnagHaHHs. s mepepadl iHGopMmanii MOXYTb OyTM BUKOPUCTaHI pi3HI
(G13uuHI SBULIA, IK MPABWIO — PI3HI BUAH €JIEKTPUUHUX CUTHAIIB YU €JIEKTPOMATHITHOTO
BUIPOMIHIOBAHHS.

Cy4acHi KOMIT IOTEpHI MEPEKI 3a0€3MEUYIOTh:

- KOJIEKTUBHE OIpAIlOBaHHS JaHUX KOPUCTyBauyaMu;

- 0OMiHIOBaHHS (haiijlaMu Ta IHIIMMH JaHUMH MK KOPUCTyBayamu;

- CIIIJIbHE BUKOPUCTOBYBATH IIPOrpaMu;

- CIIJIbHE BUKOPUCTAHHS MMPUHTEPIB, MOJIEMIB Ta iH.

VY nmaniii po0OoTi Oyyno mpoaHaTi30BaHO MOTPeOM MiAMPHEMCTBA Ta PO3POOICHO
MPOEKT Mepexi. B xoi moOymoBu Mepexi Oyiio BUOpaHO 1 pealli3oBaHO TOIOJIOTIIO 31pKa.
Bysno Bu3Ha4YeHO BapTiCTh 3aMpONOHOBAHOTO OOJagHAHHS, a TAKOX MIJPaXOBaHO BUTPATH
Ha OpraHi3allilo KOMIT I0TEPHOT MEPEX1 Ha JTAHOMY IiIITPUEMCTBI.
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Jlonatok b

1 CHOICE OF ORGANIZATION STRUCTURE AND TOPOLOGY
1. Local computer network

1.1 Network topology

Topology is a way of physically connecting computers in a local network.
When creating computer networks, three main topologies are used:
* "Bus" topology
« "Star" topology
* "Ring" topology

When creating a network with a bus topology, all computers are connected by a
single cable. (Figure 1.1) There should be a terminal at the end. 10 megabit 10Base-2 and
10Base-5 networks are built according to this topology. A coaxial cable is used as a data

transmission channel.

Figure 1.1 — Topology "Bus"

Passive topology is based on the use of a common communication channel and its
common use in time-sharing mode. Violation of the common cable or one of these two
terminals leads to the termination of the part of the network located between these
terminals (network segment). Turning off any connected device does not affect the
network. Failure of one communication channel will lead to failure of the entire network.
All computers in the network "listen" to the operator and participate in transmission
between neighbors. The bandwidth of such a network decreases with an increase in load or
an increase in the number of nodes. Active devices - repeaters with an external power
source can be used to connect bus elements.

The "Star" topology involves connecting each computer with a separate wire to a
separate port of the device, which is called a hub or repeater (repeater) or hub (Hub).
(Figure 1.2).
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Figure 1.2 — "Star" topology

Hubs can be both active and passive. If the connection between the device and the
hub is interrupted, the rest of the network continues to work. However, if this device is the
only server, the work will be a bit more complicated. When the hub stops working, the
network stops working. This network topology is most useful when looking for damage to
network components: cables, network adapters, or connectors. When adding new devices,
the "star" is also more convenient than the usual bus topology. You can also take into
account that 100 and 1000 Mbit networks are built in the "Star" topology.

A ring topology is an active topology. All network computers are connected in a
closed circle (Figure 1.3). Cabling between workstations can be quite difficult and
expensive if they are not looped, for example in a line. Twisted pair or fiber optic cable is
used as the medium in the network. Messages circulate in a circle. A workstation can
transmit information to another workstation only after receiving a transfer permission
(token), thus eliminating collisions. Information is transmitted in a cycle from one
workstation to another, so if one computer fails, unless special measures are taken, the
entire network will fail. The message transmission time increases proportionally with the
increase in the number of nodes in the network. There are no restrictions on the diameter
of the ring, as it is determined only by the distance between the nodes of the network.

In addition to the network topologies listed above, there are also hybrid topologies: "star-

bus", "star-ring", "star-star".
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Figure 1.3 — "Ring" topology

In addition to the three main topologies considered, the "tree" network topology,
which can be considered a combination of several stars, is also widely used. As in the case
of the star, the tree can be active, sincere and passive. With active trees, central computers
are located in the center of the combination of several transmission lines, with passive
trees - hubs.

Hybrid topologies are also quite often used, the most common of which are star
buses and star rings. A star bus topology uses a combination of bus and passive stars. And
here individual computers and entire bus segments are connected to the hub, i.e. a real
physical "bus" topology is implemented, which includes all network computers. In this
topology, you can use several hubs, connected to each other and forming a so-called trunk
support bus. Separate computers or bus segments are connected to each hub. This gives
users the flexibility to combine the benefits of bus and star topology.

In the case of a star-shaped ring topology, not the computers themselves are
connected to the ring, but special hubs, where the computers are connected in turn using
profile lines of communication, like a double star. In fact, all computers in the network are
included in a closed loop, because inside the hubs, all communication lines form a closed
loop. This topology combines the advantages of star and ring topology. For example, the
hub allows you to collect all network cable connection points in one place.

In this master's thesis, a star topology will be used, which has the following
advantages:

« the failure of one workstation does not affect the operation of the entire network as a
whole;

* good network scalability;

« it is easy to identify errors and network interruptions;

* high performance of the network (provided it is properly designed);
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» flexible management options.

1.2 Cable system

The choice of cable subsystem is determined by the type of network and the selected
topology. The physical characteristics of the cable in accordance with the requirements of
the standard are established during the production process, which is confirmed by the
marking on the cable. Therefore, today almost all networks are designed on the basis of
UTP and fiber-optic cables, coaxial cables are used only in special cases, and then, as a
rule, when organizing stacks at low speed in an assembly cabinet.

Currently, only three types of cables are installed in the projects of local (standard)
computer networks:
* coaxial (two types):
* thin coaxial cable (thin coaxial cable);
* thick coaxial cable.
* twisted pair (two main types):
« unshielded twisted pair (UTP);
* shielded twisted pair (shielded twisted pair - STP).
» fiber optic cable (two types):
» multimode cable (multimode fiber optic cable);
» single-mode fiber optic cable (single-mode fiber optic cable).

Until recently, coaxial cable was the most common type of cable. This is for two
reasons.
Firstly, it is relatively cheap, light, flexible and easy to use;
Second, the widespread availability of coaxial cable made its installation safe and easy.

The simplest coaxial cable consists of a copper core, insulation, a frame, a metal
braid screen, and an outer sheath. If the cable, in addition to the layer of metal braid, also
has a layer of "metal foil", then it is called a double-sheathed cable. (Figure 1.4). With
strong interference, you can use a four-layer shielded cable, it consists of a double layer of

foil and a double layer of metal braid.
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Figure 1.4 — The structure of a coaxial cable

The braiding, called the shield, protects the data transmitted over the cable by
absorbing external electromagnetic signals called noise or interference, so the shield
prevents the interference from distorting the data. Electrical signals are transmitted
through veins. The core is a wire or bundle of wires. The core is usually copper. The core
of the wire and the metal braid should not touch each other, otherwise a short circuit will
occur and interference will distort the data.

The coaxial cable has a higher interference protection ability, its signal attenuation
Is lower than that of the twisted pair cable. Attenuation is a decrease in the amplitude of a
signal during its passage through a cable.

A thin coaxial cable is a flexible cable with a diameter of about 5 mm. It is used for
almost all types of networks. Connects directly to the network adapter card using a T
connector. In cables, these connectors are called BNC connectors. A thin coaxial cable is
capable of transmitting signals at a distance of up to 185 m without delay costs. Good
coaxial cables belong to the RG-58 family. The main difference of this family is the
copper wire.

RG 58/U - solid copper core.

RG 58/U — twisted wires.

RG 58 C/U is a military standard.

RG 59 — used for broadband transmission.
RG 62 — used in Archet networks.
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Thick coaxial cable is a relatively rigid cable about 1 cm in diameter. It is

sometimes called standard Ethernet because it is designed for this network architecture.
The copper core of this type of cable is thicker than the copper core of a thin cable, so the
signal is transmitted further. A special transceiver is used to connect to a thick cable.

The transceiver has a special connector called a "vampire's tooth” or pass-through
splitter. It penetrates the insulation and comes into contact with the conductor. To connect
the transceiver to the network adapter, it is necessary to connect the cable from the
transceiver to the AUI connector - the port of the network card.

A twisted pair consists of two insulated copper wires twisted around each other.
There are two types of thin cables: unshielded twisted pair (UTP) and shielded twisted pair
(STP) (Figure 1.5).

uTP gl

STP N

Figure 1.5 — Unshielded and shielded twisted pair

Several twisted pairs are often placed in one protective shell. Their number in such
cables can be different. The wire loop eliminates electrical interference caused by adjacent
pairs of wires and other sources (motors, transformers). Unshielded twisted pair (10 Base
T specification) is widely used in LOM, the maximum segment length is 100 m.
Unshielded twisted pair consists of 2 insulated copper wires. There are several
specifications that determine the number of turns per unit length depending on the use of
the cable.
1) A traditional telephone cable that can only transmit speech.
2) A cable capable of transferring data at a speed of up to 4 Mbit/s. It consists of 4 twisted
pairs.
3) A cable capable of transmitting data at a speed of up to 10 Mbit/s. It consists of 4
twisted pairs with 9 turns per meter.
4) A cable capable of transmitting data at a speed of up to 16 Mbit/s. It consists of 4

twisted pairs.
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5) A cable capable of transmitting data at a speed of up to 100 Mbit/s. It consists of 4

twisted pairs of copper wire.

One potential problem with all types of cables is crosstalk.

Crosstalk is interference caused by signals in adjacent wires. These interferences
especially affect unshielded twisted pairs. To reduce their impact, a screen is used.
Shielded twisted pair (STP) cables have copper braids that provide better protection than
unshielded twisted pair cables. A pair of STP wires wrapped in aluminum foil. As a result,
shielded twisted pairs have excellent thermal insulation, helping to protect the transmitted
data from external interference. Thus, STP is less susceptible to electrical interference than
UTP and can transmit signals at higher speeds and over longer distances.

An RG-45 telephone connector is used to connect the twisted pair to the computer.
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Figure 1.6 — Fiber optic cable structure

In a fiber-optic cable, digital data is transmitted by an optical fiber in the form of
modulated light pulses. This is a relatively reliable (protected) method of transmission,
since electrical signals are not transmitted. Therefore, fiber optic cables cannot be hidden
and blocked, which cannot be said for any cable that transmits electrical signals.

Fiber optic lines are designed to transmit large amounts of data at very high speeds
because the signals they contain are virtually free of blurring and distortion.

An optical fiber is a very thin glass cylinder, called a housing, covered with a layer
of glass, called a sheath, with a refractive index different from that of the fiber (Figure
1.6). Sometimes optical fiber is made of plastic, it is easier to use, but has the worst

characteristics compared to glass.
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Each glass fiber transmits signals in only one direction, so the cable consists of two

fibers with separate connectors. One is used for signal transmission, the other for
reception.

Transmission over fiber optic cables is free from electrical interference and occurs
at extremely high speeds (currently up to 100 Mbps, theoretical speeds could reach
200,000 Mbps). It can be used to transmit data over several kilometers.

This project will use twisted pair cable and category 5E fiber optic cable.
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1.3 Gigabit Ethernet network technology

When organizing the interaction of local network nodes, the main role is assigned to
the channel level protocol. However, in order for the channel layer to be able to perform
this task, the structure of the local network must be fully defined, for example, the most
popular protocol of the channel layer - Ethernet - is designed for the parallel connection of
all network nodes with a common bus - a segment of a coaxial cable.

This approach, which consists of using simple structured cable connections between
computers in a local network, corresponds to the main goal set by the first developers of
local networks in the 1990s. The goal was to find a simple and inexpensive solution for
connecting several dozen computers computers located in the same building into a
computer network.

This technology has lost its practicality, because now not dozens, but hundreds of
computers located not only in different houses, but also in different areas are connected to
local networks. Therefore, we choose a higher speed and reliability of information
transmission. These requirements are fulfilled by Gigabit Ethernet 1000Base-T
technology.

Gigabit Ethernet 1000Base-T based on twisted pair and fiber optic cables. Because
Gigabit Ethernet technology is compatible with 10 Mbps and 100 Mbps Ethernet, it can be
easily upgraded to this technology without significant investment in software, cabling and
staff training.

Gigabit Ethernet technology is an extension of IEEE 802.3 Ethernet, which uses the
same structure, packet format, and supports CSMA/CD, full duplex, flow control, etc.,
while providing up to 10 times the theoretical performance.

CSMA/CD (Carrier-Sense Multiple Access with Collision Development) is a
popular media multiple access technology in local computer networks that supports
collision detection. CSMA/CD refers to decentralized stochastic methods. It is used both
in ordinary Ethernet-type networks and in high-speed networks (Fast Ethernet, Gigabit
Ethernet).
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Also known as a network protocol that uses the CSMA/CD scheme. The CSMA/CD

protocol operates at the link layer of the OSI model.

Very common in practice characteristics and areas of application of these networks
are related to the features of the access mode used. CSMA/CD is a modification of "pure”
carrier defined multiple access (CSMA).

If, during a frame transmission, the workstation detects another signal occupying the
transmission medium, it stops the transmission, sends a jam signal, and waits for a random
amount of time (known as the "backoff delay” and the truncated binary exponential
backoff algorithm) found by the algorithm) . send the frame again.

Collision detection is used to improve the performance of CSMA by interrupting the
transmission immediately after a collision is detected and reducing the probability of re-
collision during retransmission.

Collision detection methods depend on the hardware used, but on electrical buses
such as Ethernet, collisions can be detected by comparing information transmitted and
received. If it is different, another transmission is superimposed on the current one (a
collision has occurred) and the transmission is aborted immediately. A jam signal is sent
that causes all transmitters to delay transmission for an arbitrary amount of time, reducing

the chance of a collision during a retry.
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1.4 Hardware

Particular attention should be paid to the choice of hardware, the scalability of the
system and the ease of modernization play an important role, as this allows you to ensure
the required performance both now and in the future.

Of greatest interest is the maximum amount of RAM that can be used on this server,
the ability to install a more powerful processor, as well as a second processor (if you plan
to use an operating system that supports this configuration). model). Also important is the
question of what configuration of disk subsystems can be used on this server, first of all,
the volume of disks, what is their maximum number.

Undoubtedly, a mandatory parameter of any server is high-quality and uninterrupted
power supply. In this regard, it is necessary to check the presence of several (at least two)
power supplies in the server. As a rule, these power supplies work in parallel, that is, in the
event of a failure, the server continues to work, powered by another (active) PSU. At the
same time, it is possible to replace them "on the fly". And, of course, you need a constant
power source. Its presence allows, in the event of a power failure, to at least correctly stop
the operation of the operating system and turn on the server.

High reliability of the server is achieved due to the implementation of a number of
measures aimed at ensuring the necessary heat exchange in the case, temperature control
of the most important components, monitoring of a number of other parameters and

complete or partial duplication of subsystems.

You should also be careful when choosing additional network equipment
components. When choosing network equipment, it is necessary to take into account the
topology of the network and the cabling where it is created.

The degree of standardization of devices and their compatibility with the most
popular software tools;

* The speed of information transfer and the possibility of its further increase;
* Possible network topologies and their combinations (bus, passive star, passive tree);

» Network exchange management method (CSMA/CD, full duplex or marker method);
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* Allowed types of network cable, its maximum length, protection against interference;

Cost and technical characteristics of specific hardware (network adapters,
transceivers, repeaters, hubs, switches).
Minimum server requirements:
* CPU AMD Athlon 64 X2 6000+ 3.1 GHz;
* Dual NC37H network adapters with a TCP/IP Offload Engine card;
* RAM 8 GB;
* HDD 2x500 GB Seagate Barracuda 7200 rpm.
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1.5 Software
Computer network software includes three components:
* autonomous operating systems (OS) installed on workstations;
» network operating systems installed on dedicated servers, which are the basis of any
computer network;
* network applications or network services.

As a rule, modern 32-bit operating systems - Windows 95/98, Windows 2000,
Windows XP, Windows VISTA - are used as stand-alone OSes for workstations.

How network OSes are used in computer networks:
Novell's NetWare OS;
Microsoft network operating systems (Windows NT, Microsoft Windows 2000 Server,
Windows Server 2003, Windows Server 2008)

Windows Server 2008 provides three main benefits:
1) Improved control
Windows Server 2008 gives you more control over your server and network infrastructure
and focuses on the tasks that matter most with:
Simplify IT infrastructure management with new tools that provide a single interface for
configuring and monitoring servers, and the ability to automate common operations.
Optimize and manage your Windows Server 2008 installation by deploying only the roles
and features you need. Customizing the server configuration reduces vulnerabilities and
reduces the need for software updates, simplifying ongoing maintenance.

Effectively identify and troubleshoot problems with powerful diagnostic tools that
provide a visual picture of the current state of your server environment, both physical and
virtual.

Improved management of remote servers, such as branch servers. By optimizing
server administration and data replication processes, you can better serve your users and
eliminate certain management issues.

Simplify web server management with Internet Information Services 7.0, a powerful

web platform for applications and services. This modular platform has a simpler task-
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based management interface and integrated web service state management, provides tight

control over node interactions, and includes several security enhancements.
Improved control of user settings with Advanced Group Policy.
2) Increased flexibility

The following features of Windows Server 2008 enable you to create flexible,

dynamic data centers that meet the ever-changing needs of your business.
Built-in technologies for virtualization on one server of several operating systems
(Windows, Linux, etc.). Thanks to these technologies, as well as simpler and more flexible
licensing policies, today it is easy to take advantage of the advantages of virtualization,
including economic ones.

Centralized application access and full integration of remotely published
applications. It is also worth noting the possibility of connecting to remote programs
through the firewall without using a VPN - this allows you to quickly respond to the needs
of users, regardless of their location.

A wide selection of new deployment options.

Flexible and functional applications connect employees to each other and to data,
enabling visualization, sharing and processing of information.

Interaction with the environment.

A developed and active community for support throughout the life cycle.

3) Improved protection

Windows Server 2008 increases the security of your operating system and overall
environment, providing a solid foundation on which to grow your business. Windows
Server protects servers, networks, data, and user accounts from failures and intrusions by:
Advanced security features reduce vulnerabilities in the server core, thereby increasing the
reliability and security of the server environment.

Network Access Protection technology allows you to quarantine computers that do
not meet the requirements of the security policy. Being able to enforce security
compliance is a powerful way to protect your network.

Advanced solutions for creating intelligent rules and policies that improve the
management and security of network functions enable the creation of policy-driven

networks.
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Data protection allows users to access only with the appropriate security context and

prevents data loss in the event of hardware failure.

Protect against malware with Account Control with a new authentication
architecture.

Increased system resiliency, reducing the likelihood of loss of access, performance,
time, data and control.

For users of local computer networks, a set of network services is of great interest,
with its help you can view the list of computers available on the network, read files
remotely, and print documents. Documents on the printer are installed on another
computer. computer on the network or send e-mail messages.

Network services are deployed using software. File services and print services are
provided by the operating system, other services are provided by applications or network
applications. Traditional network services include: Telnet, FTP, HTTP, SMTP, POP-3.
The Telnet service allows users to connect to the server using the Telnet protocol.

The FTP service provides file transfer from Web servers. This service is provided by web
browsers (Internet Explorer, Mozilla Firefox, Opera, etc.)

HTTP is a service intended for viewing Web pages (Web sites), provided by
network application programs: Internet Explorer, Mozilla Firefox, Opera, etc.

SMTP, POP-3 - incoming and outgoing e-mail services. Implemented by mail application
programs: Outlook Express, The Bat, etc.

An anti-virus program is also required on the server. ESET NOD32 Smart Security
Business Edition is a new integrated solution that provides comprehensive protection of
servers and workstations for all types of organizations.

This solution includes anti-spam and personal firewall functions that can be used
directly on the workstation.

ESET NOD32 Smart Security Business Edition provides support for Windows,
Novell Netware and Linux/FreeBSD file servers and their protection against known and
unknown viruses, worms, Trojans and spyware, as well as other Internet threats. In the
solution, there is the possibility of scanning by access, on demand and automatic updating.
The ESET NOD32 Smart Security Business Edition solution includes the ESET Remote

Administrator component, which provides updates and centralized administration in
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corporate network environments or WANS. The solution provides optimal performance of

systems and networks while simultaneously reducing the consumed bandwidth. The
solution has the functionality and flexibility that any company needs:
1) Installation on the server. The version for corporate clients of ESET NOD32 Smart
Security can be installed on both servers and workstations. This is especially important for
companies seeking to maintain their competitiveness, as servers are as vulnerable to
attacks as ordinary workstations. If the servers are not protected, one virus can damage the
entire system.
2) Remote administration. With the help of the ESET Remote Administrator program, you
can monitor and administer the software security solution from anywhere in the world.
This factor is of particular importance for geographically distributed companies, as well as
system administrators who prefer a remote form of work or are on the road.

The possibility of "Mirror". The ESET NOD32 mirror feature allows the IT
administrator to limit network bandwidth by creating an internal update server. As a result,
ordinary users do not need to go online to receive updates, which not only saves resources,

but also reduces the overall vulnerability of the information structure.
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Jlonarox B

[TocTaHOBKa 3aaaul

O06’eKTOM PO3pPO6KM € KOMM'IOTEPHA Mepexa.

MeTor0 po3p06bKU € CTBOPEHHS KOM'IOTEPHOI
MepeXi, a caMe: BCTaHOBJIEHHS cepBepy, BUOIp
MepeXHOI apXITeKTypMu.




i Bub6ip Tononorii Mmepexi

Tonosnoris — ue cnoci6 opraHi3adil
i3NYHUX 3B'A3KIB NepCcoHalbHUX
KOMM'IOTEpPIiB Y MepeXi.

MepexxeBi Tonooril:

* LUMHA

* 3IpKa

* KiibLe










Tononorifa Kiibue




iBuGip MepeXXeBol TeXHoNorii

MepexkeBa TEXHONOTiA — L& NOroaXXeHuu
Habip cTaHOapTHUX MPOTOKO/IB Ta
NporpaMHo-anapaTHMX 3acobiB WO IX
Peani3oBYOTb.



CTPYKTYPOBAHA
KABEJIbHA CUCTEMA

OPIrAHI3ALII

CTpyKTypoBaHa KabenbHa
cuctema (CKC) — iepapxiyHa KabenbHa
CUCTEMAQ, WO BKJTHOYAE B cebe BCi
HeobxiaHI NaCcMBHI KOMNOHEHTU AN
CTBOpPEHHS cepenoBuLLIa nepenaui
IHpopMalUlil.
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obnagHaHHA
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BUCHOBKM

B paHin poboti 6yno po3pobneHo opraHisadito
JTOKANbHOI obuncioBanbHOI Mepexi ans
niaANpPUEMCTBaA.

Bynn noctaBneHi 1 ycnilwHO BUPILLIEHi 3aBAAHHS
BMbOpY MepeXXHOI apXITEeKTYpH, NUTAHHSA
ynpaBNiHHSA MepeXXeBnMMH pecypcamu Ta
KOPUCTYBa4aMM MepexXi, a TaKoX MNUTaHHSA
6e3nekn Mepexi.



