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HEPEJIIK YMOBHHUX IIO3HAYEHDb, CKOPOYEHDb I TEPMIHIB

AC — aBTOMaTH30BaHa CUCTEMA;

KC3I — kommiekcHa cuctema 3axucty iHdopmariii;

K33 — xomruiekc 3aco01B 3aXUCTY Bl HECAHKI[IOHOBAHOTO JIOCTYIY;
I30/1 — indopmartiisi 3 0OMEKEHUM JOCTYIIOM;

006'ext EOT — 00'eKT €JIEKTPOHHO-00UHCITIOBAJIBHOT TEXHIKH;

T3I — Texuiunuii 3axuct iHGopmaii

HCJI — HecankilioHOBaHMIA TOCTYII

OC - omeparriitHa cucrema.

3V - 3akoH Ykpainu.



BCTYII

CydvacHiil JI0JUHI JTOCUTh CKJIAJIHO YSIBUTU CBOE KUTTS 0€3 pi3HOMAaHITHUX
3ac001B 3B 43Ky Ta MPUCTPOIB aJisi 00OpoOKM 1HPOopMallii, pI3HOMAHITHUX OOYHUCIIECHbD.
e mocuTh HEAaBHO IUMU 3aco0aMu 3B’S3Ky OyJM cTalloHapHi TejnedoHu, momra,
TENEeBI130p, Paaio Ta BEIMYE3HI €JICKTPOHHO-oO0uucatoBaibHI MamuHu (EOM), sxki,
JIOCUTb YacCTO, 3aiiMalii HE OJIHY KIMHATY 4YH, HaBiTh, HE OJMH NOBepX OyniBii. 3apa3s
Maike KOXXEH BJIOMa Ma€ KOMII'IOTEp B COTHI pa3iB MOTykHimui 3a i EOM Ta
3MaTHUN 3aMIHUTH MaiXke BCl 3aco0U 3B’A3KY SIKI BUKOPUCTOBYBAJIO JIIOJICTBO
MPOTATOM CBOT'O ICHYBaHHSI.

Ha cporoani komyHikamiiHi 3aco0u Ta  1HQOpMaUidHI  TEXHOIOTIi
3aCTOCOBYIOTHCA Y BCIX c(epax )KUTTA Ta MaiKe y BCIX rally3sx BUPOOHHUIITBA, aJIXKe,
3a JIONOMOIrOI0 KOMITIOTEPHUX Mepex, 1HhOopMalliiiHi TEeXHOJIOrli MOXYThb
MOB’sI3yBaTH MEBHI IPYNU KOPUCTYBAYIB y MEBHI IPOCTOPH.

Mertoto mpoektyBaHHs KM € 3a0e3neueHHs BUIBHOTO JOCTYIy [0 MeEpexi
Internet mys  xopuctyBauiB mneBHOi Mepexi. KM sBase co0olo0 CyKymHICTb
KOMIT'IOTE€pPIB Ta OOYHMCIIIOBAJIBHUX MPUCTPOIB (IPUHTEPU, POYTEPH, MOJEMH Ta
dakcu), Kl 3B’s13aHI KaHAJlaMU Tiepeaadl JaHux Ta iHdopmarii. [Hmmmu cioBamu,
KOMIT'IOTEpHa Mepeka MOKe 3’€IHaTh KOMIT'IOTepU Ta 1HIII MPUCTPOi Y OJHY
CTPYKTYpY 4epe3 MOBITpsiHE UM KalOenbHe cepenoBulie. KopnopatuBHa Mepexa — 11e
KM, sika miaTpuMye mpane3gaTHICTh MiANPUEMCTBA, SKE BOJOJIIE JTAHOIO MEPEKEIO.
KopuctyBauamu xoproparuBHoi KM MoxyTh OyTu mumie poOITHHUKHA MEBHOIO
nignpueMcTa [1].

Cepen Bcix Tomosiorii KM 6a3oBuUMH € TOMOJIOTIi 3ipKa, IIMHA Ta KIJbIIE.
Tomonoris 3ipka Mae cepeHIO0 BapTiCTh OpraHizalii, 3aXUCT BiJ MPOCIyXOBYBaHHS,
CEpelIHIO HAMIIMHICTh Mepeadl JaHuX, BUCOKEe MacluTaOyBaHHs, 100py 3pyUHICTH Ta
npoctotry oOciayroByBaHHs. Came Ie W moCHpusuio i1 BUKOPUCTAHHIO B JIaHIM
TUTIIIOMHIN po6oTi [1].

3acTocyBaHHS KOMIT IOTEpPIB Maii’ke y BCIX Tally3sX BUPOOHHUITBA Ta cdepax

KUTTSI IPU3BEIIO J0 3pocTy iHTepecy aboHeHTiB KM 10 3abe3neueHHs 3aXUCTy CBOET
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iH(dopMarlii BiJi CTOPOHHIX KOPUCTYBayiB. 3axucCT iHopmallii sSBisie coO0I0 MEBHY
rpyny 3axo[iB, MPaBOBUX HOPM Ta METOAIB Il YHUKHEHHS 3aBJlaHHS ILIKOJU
BJIaCHUKaM 1H(opMallii Ta i KopucTyBadyaM MOKJIMBUM BUIAJKOBUM YU HABMUCHUM
BIUTMBaM. 3axucT iHopmMaIllli 3BOUTHCS 10 3a0€3MeUeHH1 ii JOCTYIMHOCTI, IUJIICHOCTI
Ta KOH(D1IeHIIHHOCTI.

Konuenuis o04MCIIOBAIBHUX MEpPEX € JIOTIYHUM pe3yJabTaTOM €BOJIOLIT
KoMIT'toTepHOi TexHosorii. [lepmi komm’rotepu 50-xX pokiB OyJind BETUKHUMH,
IPOMI3IKMMHU 1 AoporuMu. Taki KoMII t0TepH He OyiIH MpU3HAYEHI JIJIsl IHTEPAKTUBHOI
poOOTH, a BUKOPUCTOBYBAJIUCS B PEKUMI akeTHOT 00poOkw [1].

Ha croronHinHii 1eHb y CBITI icCHY€e 0€3714 KoMIT 10TepiB, 1 moHag 80% 3 HuUX
o0’eqHaHl B Pi3HI 1HGOPMALIMHO-00UYHMCIIOBAIBHI MEpeXi, Bl MalduX JIOKAJIbHHUX
Mepex B odicax, 10 TIIodansHUX Mepex Tuny Internet [2].

Opnak, MacoBe BHUKOPUCTaHHS OKpEMHX, HE IIOB’SI3aHMX, KOMII IOTEpIB
MOPOKYE PsANl cepho3HUX MpolieM: sk 30epiraTd BUKOPHUCTOBYBaHY 1H(}OpMaIlliio,
AK 3pOOUTH ii 3araibHOJOCTYIHOIO, IK OOMIHIOBATUCA II€I0 1HHOPMAIIEIO 3 THIIUMHU
KOPHUCTYBauyaMH, SIK CILUJIbHO BHUKOPHCTOBYBATHU JOPOTi AEKIIBKOM KOpHUCTyBadam?
BupimenHsM nux npobseM crano 00’€THaHHA LUX KOMIT IOTEPIB Y OJHY CUCTEMY —
KOMIT'FOTEPHY Mepexy [3].

KoMmm’rotepHa Mepexka — 1€ CYKYIHICTb KOMIT'IOTEPIB Ta 1HIIUX MPUCTPOIB,
3B’sI3aHUX KaHaJaMHU repenadi 1anux|[4].

O6’eHaHHA KOMITIOTEPIB Y MEPEXi BUPIMIMIO 03714 BaXKIUBUX MPOOIEM,
TaKMX SIK TPUCKOPEHHs mepenadi 1HGOpMAUIHHUX MOBIIOMIICHb, MOXIIHUBICTb
HIBUAKOTO OOMIHY 1H(GOpMAIli€El0 MK KOpHUCTyBayaMu, OJ€pKaHHS 1 Iepenayda
MOBIJIOMJIEHb HE BIAXOJSAYM BiJi poOOUYOTO MICIl, a Tak camMo OOMiH 1HGOpMaIli€r0
MDK KOMIT'IOTepaMu Pi3HUX (PipM BUPOOHHKIB MPAIIOIOUMX M1 PI3HUM MPOTrpaMHUM
3a0€e3MEeYEHHSIM.

Taki MOXJIMBOCTi, sSKI Hece B co0l OOuYMCIIOBajIbHA MeEpeXka, a came,
MPUCKOPEHHS BUPOOHUYOrO TMPOIECY, CIIOHYKA€ NPUHHATH 1€ J0 PO3POOKH 1

3aCTOCYBATH 1X Ha MPAKTHIII.
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OTxe, HEOOXITHO PO3pOOUTH TPHUHIIMIIOBE PIIIEHHS MUTAaHHS 3 OpraHizaiii
1H(pOpMaIliiTHO-00UHCTIOBAIBHOI Mepexi Ha 0a3i BK€ ICHYIOUOro KOMIT IOTEPHOIO
MapKy Ta MPOrpaMHOro KOMIUIEKCY, IO BIANOBIJIa€ CyYaCHUM HayKOBO-TEXHIYHUM
BUMOTraMH, 3 YypaxyBaHHSM 3pOCTalOYUX MOTPeO 1 MOXJIMBICTIO MMOJANBIIOTO

PO3BUTKY MEpEXi Y 3B’SI3KY 3 MOSABOIO HOBUX TEXHIYHMX 1 IPOTpaMHUX pilieHb [5].



9
1 AHAJITUYHUA OIVIAJI ITIPOBJIEMUA TA IOCTAHOBKA 3AJTAUT

JOCJJKEHHS

1.1 TeopernuHi BizoMocTi

Komn'iorepHa mepexa — cuctemMa 3B'S3Ky MDK JBOMa YW OUIbIIE
KOMIT'IOTepaMu. Y HIUPIIOMY PO3YMIHHI KOMIT'IOTEPHA Mepexka — 1€ CUcTeMa 3B'SI3KY
yepe3 KaOelbHE YW TOBITPSIHE CEpEJOBHINE, CaMi KOMIT'IOTEPU  PI3ZHOTO
(GyHKLIOHATBHOTO MPU3HAYEHHA 1 MepekeBe oOnaaHaHHs. /s nepenaui iHopmarii
MOXYTh OyTH BHUKOpHUCTaHI pi3HI (I3UYHI SBUIIA, SK M[PaBUIO — Pi3HI BUAH
€JIEKTPUYHUX CUTHAJIIB YU €JIEKTPOMArHiTHOTO BUMIPOMiHIOBaHHS [1].

CepenoBuiiaM MepeaBaHHd y KOMIT'IOTEPHUX MeEpexax MOXYTb OyTH
tenedoHHi kabeli, Ta cremialbHl MepekeBl kabeli: KoakciaabHl Kabesi, BUTI MapH,
BOJIOKOHHO-ONTHYHI Ka0eJi, paaloXBuJIi, CBITJIOBI CUTHAJIH.

besnocepeauboro ocHOBOIO komm'torepHux Mmepex (KM) Oynu TenedonHi i1
TenerpadHi Mepexi, BHACIIOK PO3BUTKY MIKPOEIEKTPOHIKM 3’ SIBUIUCH MOTYXKHI
€JICKTPOHHO—OO0YHMCITIOBAJILHI MAIlIMHU JIJIs1 B3a€MOJIIT SKUX BUHUKIIA HEOOXITHICTh Y
HIBUAKOMY Ta HaJIHHOMY KaHall nepeaadi JaHuX.

CyvacHi KOMIT’TOTEpH1 Mepexi 3a0e3MeUyI0Th:

o KOJIEKTMBHE OIPAIIOBAHHS JAHUX KOPUCTYBadyaMHU

o oOMiHIOBaHHA (aillaMu Ta IHIIUMHU JAaHUMU MK KOPUCTYBauaMu
o CIUIbHE BUKOPUCTOBYBATH MPOTpaMu

o CHUIbHE BUKOPUCTAHHS MPUHTEPIB, MOAEMIB Ta 1H.

Jns knacudikanii KOMIT IOTEPHUX MEpPEX BUKOPUCTOBYIOTHCS PI3HI O3HAKH,
BUOIp SKUX TMOJISITa€ B TiM, 00 BUAUIMUTH 3 ICHYIOYOrO PI3HOMAHITTS Taki, SKI
J03BOJIMIIM O 3a0€3MeUnTH a1 KinacudikaliiiHiil cxemi yHIKanbH1 SKocTi [1].

KoM rotepHi Mepexi k1acu@pikyroTh 32 HACTYITHUMH O3HAKaMMU:

o 3a TEPUTOPIAIBHUM  PO3TAlIyBaHHSAM — JIOKAJbHI, pPETiOHAJIbHI,

r100aIbHI;
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o 3a cdeporo 3acTocyBaHHS — 0ICHI, MPOMHUCIIOBI, TOOYTOBI;
o 3a KOMILJIEKCOM apxiTekTypHux pimeHb — Ethernet, Token Ring, Arcnet;
° 3a TOIOJIOTIEI0 — IIWHHA, KUIBIEBA, 3IpKOMOJI0HA, JIepeBOIOAiOHa,

IMOBHO3B’3HA,

o 3a (pI3UYHUM CEpeIOBUIIEM TEpe/laBaHHs — 3 CUMETPUYHUM KabelyeM, 3
KOakclaJbHUM Kabeyiem, 3 KaOeneM ‘“KpyueHa mapa”, 3 BOJOKOHHO—ONTUYHUM
kabeieMm, 3 iHppauepBOHUM KaHAJIOM, 3 MIKPOXBHJILOBUM KaHAJIOM;

o 3a METOAOM JOCTYIy 10 (I3MYHOTO CEpeloBUIIA TMepelaBaHHs — 3
ONUTYBAHHSM, 3 MAPKEPHUM JOCTYIIOM, 13 CYIIEPHUIITBOM, 3 YCTaBISIHHSAM pericTpa.

o 3a O3HaKaMU CTPYKTYpHOI i (PyHKIIIOHAJIbHOI opraHizaliii.[2]

[leBHa HEBIAMOBIAHICTH BUMOT 0 Kiacudikaiii poOUTh 3aBIaHHA BUOOPY
pamionansHoi cxemu kiacudikaiii KM gocuts ckimagnum. B ocHoBHOMy KM
KJIAcU(DIKYIOTh 32 O3HAKAMU CTPYKTYPHOI i (PyHKIIIOHAJIBHOI OpraHi3arlii.

[To npuznauennro KM po3noauisitoThes Ha:

e 00YMCIIIOBAJIbHI;

e iH(dopMaIlliiiui;

¢ 3mimaHi (1HpopMaIiitHO-00UHCITIOBATBH1)

Jlo HemaBHBOIO  yacy, TOOyJOBa  MeEpexi oOMexyBajlacs  JIMIIE
TEPUTOpIAIbHUMU MaclTabamMu, ajie ChOTOAHI 3 PO3BUTKOM TEXHOJIOTIH 11e
3MIHWJIOCS, 1 Temep Il MaciITadu TEePUTOPIN CTalu €AMHUMHU SK JUIS JIOKAJTBHUX
MEpeX, TaK 1 JUIs TJI00abHUX MEPEX, SKI BIAPI3HAIOTHCS JIUIIE TEXHOJIOTTYHUMHU
MOXJIMBOCTSIMH MIOOYOBU MEPEXKI.

KoM rotepHoi Mepeski MOAUIAIOTHCS Ha:

® JIOKaJIbHA MEpexka;

e 1yI00aNbHA Mepexa.

JlokaJabHi Mepexi — Mepexi Ki MalOTh MaKCUMaJIbHY BiJICTaHb MK By3JlaMU
He Ounbie 1-2kMm.

I'nob0anbHi Mepeki— Mepexi, IO OXOIUTIOIOTh TEPUTOPit0 Kpainu abo

KiHBKOXKpaiH 3 MaKCHUMAabHOIO BiI[CTaHHIO MIXK OKpPCMHUMU By3J1aMH1 B
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TUucsAaYikuIoMeTpiB. CTPyKTypa Cy4acHHMX rjio0albHUX MEpeX HaBelleHa Ha PUCYHKY

1.1[2].

Pucynok 1.1 — CtpykTypa cydyacHHX Mepex

Komn'torepHa mMepeska — 11€ CyKyIHICTh KOMI'IOTEPIB Ta IHIIUX MPUCTPOIB,
3B'A3aHUX KaHAJIAMU NepeaaBaHHs qaHux [3].

Komn'torepHi Mepexi 3a0e3reuyioTh CIUIBHUN JOCTYIl A0 JaHUX. Y MEpexi
BUJIUIAIOTH KOMITIOTEPH, Ha SIKMX PO3MINIYIOTh BEJIUKI MAaCUBHU JIaHUX, @ KOPUCTYBayli
IHITUX KOMIT'IOTEPIB MEPEXi OJEPKYIOTh TOCTyn a0 Hux. lle gae MOXIUBICTS,
HaIpPUKIIAJ, JIIOASM, KOTP1 PAIIOI0Th HaJ OJHUM MPOEKTOM, BUKOPUCTOBYBATH JIaHi,
CTBOPEHI1 1HIIUMH, TOOTO MPAIIOBATH HAJ TPOCKTOM OJTHOYACHO.

3a J0MOMOTOI0 KOMI'TOTEPHOI MEpeXi CTa€ MOKIMBUM CHUIbHE KOPUCTYBAaHHS
nepudepiftHIMU ~ TPUCTPOSIMU:  TPUHTEpPaAMHU, CKaHEpaMu, MOJEeMaMH  TOIIIO.
HepurigHo matu iX OIS KOXKHOTO TMEPCOHAIBHOIO KOMII'IOTEpa, HAINpPUKIIAI, Y
KOMIT'TOTepHOMY KJjiaci abo B OaHKy [4].

OcCHOBHE MpPHU3HAYCHHS BCIX KOMI'IOTEPHUX MEPEX — II€ CHUIBHUN TOCTYM J0

MEpEeXKHUX pecypciB (amapatHoro 3a0e3leueHHs KOMIT'IOTepiB, mepudepiiHux
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MPUCTPOIB), CMUIbHE BUKOPUCTAaHHS JAaHUX Ta IMIBUIAKUA OOMIH HHMH, CIHIIbHE
BUKOPHUCTAHHS MPOrpaMHOro 3a0e3MeyueHHs.

Mepexxna B3aeMois nepeadayae BiIJaICHUN TOCTYII 10 MEPEXKHUX PECYPCIB Ta
BIJIOYBAETHCS 32 TEXHOJIOTi€10. 3aJIEKHO BiJl TTOBHOBAXKEHb KOMIT'IOTEPU B MEPEXKI
PO3NOJUISAIOTHCS Ha CepBEpPH Ta KIEHTIB [4].

Kaient — 1e xommn'rtorep KOpHCTyBada, SIKMM 3I1HCHIOE 3aIuT, CEpBEp -
KOMIT'TOTEp, 110 00pOOJIsi€ 1Iei 3amuT 1 BIAMOBIAa€E Ha HHOTO [4].

3BepTaeMo Bally yBary: CEpBEpPOM Ta KIIEHTOM HA3UBAIOTHCS K KOMI'IOTEPH B
Mepexi, Tak 1 MporpaMHe 3a0e3MeyeHHsl, 1110 IPALI0E Ha [IUX KOMIT'IOTepax.

VY ueHTpanizoBaHUX Mepexax BHAUIAETbCS OJUH MOTYXHUH KOMIT'IOTEp —
BUJIIJICHUH cepBep, 110 BUKOHY€E OCHOBHI (PYHKIIIT 3 opraHizaiii poooTu mepexi. Taki
MepexXi 1€ Ha3uBalThCS ,,KIIEHT-BUAUICHUM cepBep”. YCi KIIEHTH OTPUMYIOTh
JIOCTYTI 10 PECypciB Mepexi uepe3 ceprep [4].

Ha cepBepi BCTaHOBIIOETbCS CIeliajibHA oOmepalliiiHa cuctema (HarpuKiaj,
52r). OmepauiiiHa cucTeMa JI03BOJISIE OpPraHi3yBaTH 1 KOHTPOJIIOBATH pPOOOTY
KOMIT'IOTEpIB 1 KOPUCTYBAyiB y MEPEXKi, HaJlaBaTU KO>KHOMY KOPUCTyBadeBl MEBHI
mpaBa JIOCTYITy 10 PECypciB 1 JaHUX Ii€i mepexi. s 1boro KOoXeH KOpUCTyBad
OTpUMYE€ 1IM”’s1 KOpHCTyBaua (JIOT'1H) Ta MapoJib JUIsl BXOJY /10 Mepexi [5].

[Ipuknagamu Takoi Mepexi MOXYTh OYyTH KOMIT'IOTEpHI Mepexi OaHKIB,
KOpIoparlii, BUIIUX HaBUAJIbHUX 3aKJIaJliB, AeskuX mki1 M. Kuesa Ta iHmi.

[lepeBaramu LEHTpaNi30BaHUX KOMIT'IOTEPHUX MEPEXK € BHUCOKA IIBUJIKICTh
OOMIHY JJaHUMU 1 MOXJIMBICTH PO3MOAUISTH MpaBa JOCTYy KOPUCTYBadiB y HUX. Alie
CYTTEBUM HENOJIKOM € Te, 110 IpHU BUXOAl 3 JaJy cepBepa BCsS Mepexka Iepectae
npartoBatu [S].

VY JleueHTpani3oBaHUX Mepekax HEMae BHJAUICHOTO cepBepa, OyIab-sSKuii
KOMIT'IOTEep MOXKe OyTH SIK CEpBEPOM, Tak 1 KiIieHTOM. Taki Mepexi Ie Ha3UBAIOThCS
HIOPAHTOBUM . SIK KJIIEHT, KOMI'IOTEp B OJHOPAHTOBIH MepeKi MOXKE 3J1iCHIOBATU
3alUT MIOJA0 JOCTYIy 10 PECypCiB 1HIIM X KOMIT'IOTEpiB Mepexi. Sk cepsep,
KOMIT'IOTEep MOBUHEH OOPOOJISITH 3alUTH B1J IHIIUX KOMIT'IOTEPIB MEPEXKI Ta HaJlaBaTU

NOTpi0H1 JaHi.
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B onHOpaHroBiit Mepesxi BCl KOMMI'TOTEPH MalOTh OJHAKOBI MpaBa (paHru) 1010
JOCTYITY JI0 PECYpCiB KOXKHOTO ¥l 10 mepudepiiHux npuctpoiB. KoxkeH kopucTyBay
Mepeki MOKE Ha CBOEMY KOPCTKOMY JTMCKY BU3HAYUTH NANKHU 1 (aiiiu, siKi BIH Ha/la€
JUIS1 3arajlbHOTO KOPUCTYBaHHA [4].

VY Takux Mepekax Ha BCl KOMITIOTEPU BCTAHOBIIOETHCS OMEpalliiHa cUcTeMa,
sKa 3a0e3neuye iM piBHI MOKIUBOCTI.

[lepeBaroro oMOPAHTOBUX MEPEXK € Mpale3IaTHICTh MEPEKi TPU BUXO/I1 3 JIaTy
OyIb-IKOTO 3 KOMI'IOTEPIB, a HEIOJIKOM — HEMOXJIMBICTh PO3MOAUIATH TMpaBa
KJIIEHTIB 110J10 pOOOTH B MEPEXKI.

[IpukiamoM Takoi Mepexi MoOke OyTH Mepeka KOMITIOTEPHOTO Kiacy y
OUTBIIOCTI MIK1J.

JlokaibHa Mepe:ka — KOMIT'IOTEpHA Mepexa, 110 00'eJHye KOMIT'IOTEepH, SIKi
3HAXOJATHCS B OJJHOMY NPHUMIIIEHHI 200 KUIBKOX MPHUMIIICHHIX, PO3TAIlIOBAaHUX Ha
HEBEJIUKIN BIJACTaH1 OJHE BiJ oJHOTO [4].

Ane JIoKaJIbHI MEPEeXi HE JI03BOJISIIOTh 3a0€3MeUnTH CIIIBHUNM JOCTYI J0 JaHUX
THM KOpPUCTyBadaM, IO 3HAXOJSThCS, HANPUKIAJA, y PI3HUX YacTWHax Micta. Ha
JIOTIOMOTY TIPUXOJSTh PETIOHATIbHI MEpEeXki, 10 00'€IHYIOTh KOMI'IOTEpU B MeXax
OJIHOTO perioHy (pailoHy, Micta, kpainu). [Ipuknanamu Takoi Mepexi € KoMI'toTepHa
Mepexka, 110 00'€THyE KOMIT'IOTEPH, SIKI 3HAXOSIThCS B OyIMHKAX OJTHOTO a00 KUTBKOX
KBapTaJIiB, KOMIT'IOTEPH JUPEKTOPIB IIKUI paloHy, KOMIT'IOTEpHA Mepexa «Boms» B

Kuesi Ta inmi [3].

1.2 KomiuiekcHa cucremMa 3aXucTy

KommekcHa cuctema 3axucty iHdopmariii (KC3I) — e B3aemMomnoB’si3aHuit
KOMIUJIEKC OpraHi3alliiHUX Ta IHXXEHEPHUX 3aXO[IB, 3aCO0IB Ta METOJIB 3aXHUCTY
1HpOopMalIii.

3axuct iHpOopMallil B Cy4aCHHX YMOBAaX CTa€ AeAalli CKIaAHIIIO0 TPOoOIeMOI0
yepe3 HU3KY 00CTaBUH, OCHOBHUMU 3 SIKUX €:

L4 IIUPOKE BUKOPHUCTAHHA CIICKTPOHHUX 06III/ICJ'ICH]'::;
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o YCKJIaJIHEHHS TEXHOJIOT1H MU PYyBaHHS;

o HEOOX1JTHICTh OXOPOHH HE TUIbKHU JIepKaBHOI Ta BINCHKOBOI TAEMHHUIIL, a
1 BUpOOHNYO1, KOMEPILIHOI Ta (PIHAHCOBOI TAEMHUIIb;

o 30UTBIICHHS] MOXJIMBOCTEM HECAHKIIOHOBAHMUX 1A 1040 iHpopMalii
[&].

Kpim Toro, HaOynu moumvpeHHsl IHCTPYMEHTH Ta METOJIU HECAHKI[IOHOBAHOTO
Ta CeKpeTHOro mnomyky iHdopmarliii. BoHu Bce dYacTilie BUKOPUCTOBYIOTHCS HE
TUIBKU B JIISJIBHOCTI A€P’KaBHUX MTPABOOXOPOHHUX OPraHiB, ajie 1 B JISIIHOCTI PI3HUX
3mounHHUX Tpyn. Cnig mam’sTatv, 1O NPUPOJHI KaHAJIM BHUTOKY 1H(opmaii
bopMyIOThCSI CTHXIMHO uepe3 crenudiuyHi 0OCTaBUHU, IO CKJIAIMCS Ha 00 €KTI
3axucTy [8].

3axucT Jep)KaBHUX CEKPETIB 3aBkau Oyla BaXJIMBOIO  CKJIAJ0BOIO
000pOHO3]aTHOCTI KpaiHU. 3 MOYAaTKOM BIIPOBAXKEHHS B PI3HUX, B MEPILY 4Yepry,
CUJIOBUX, BIJOMCTBax 1H(OpMaIIfHUX CHUCTEM BHHHUKIA TMOTpeda 3a0e3meuuTH
PO3MEXYBaHHS JIOCTYNy JIO PECypciB LIMX CHCTEM 3a aHaJOri€l0 3 ManepoBUMHU
Hocisimu. Tak, B 1970 poui B CIHIA 3'sBunacs mepiia TeopeTUYHA MOJCIb
po3mexxyBaHHs goctynmy ADEPT-50, a B 1985 poui MinictepctBo oboponu CIIIA
BUITYCTWJIO TEPIIl KpUTEPIl OIIHKUA 3aXHUIIEHOCTI KOMITIOTEPHUX CHCTEM, TaK 3BaHY
«IlomapanyeBy kHury». Lli kputepii, mo cyTi, TYpTyBaJlucCsi Ha y3arajibHEHOMY
JOCBil MOOYJOBU CHUCTEM 3axUCTy iHGopMallii B JAEp:KaBHUX CTPYKTypax. Takum
YUHOM, CaMe€ JEpXKCEKTOp CTaB JIOKOMOTHUBOM pO3BHUTKY CBITOBOTO PHUHKY
iHdopmariiitHoi Oe3neku. TexHONOrii, YCHIIIHO BHUKOPUCTOBYBAJIUCS B CHJIOBUX
BIJIOMCTBaxX, OyJiM 3rOJIOM IOCTaBJICHI Ha CiIyXOy sIK MpUBAaTHOMY Ol13HECY, TaK 1
JOMAIlIHbOMY KOpUCTYBayeBi [9].

B mpormeci eBomorii TeXHOJOTIA 1 cUCTeM 3axucTy iHGoOpMaIlli BUHHUKIA
HEOOXIHICTh YHI(QIKYyBaTH BHMMOTHM JIO 1X CTBOpPEHHS 1 3a0e3MeYuTH JeAKy
cragaapruzamito. OJHMUM 3 HaWBaXJIMBIIIMX MIJICYMKIB IIi€l poOOTH CTaB
mikHapoaHuit ctanaapt ISO / IEC 15408, Tak 3BaHi «3araibHi KpUTEpii», SKHUM
OTpUMAaB BU3HAHHA B 0araThbOX KpaiHaxX CBITY, BKJIIOUAIOUM HAIMX CYCIJIB. YKpaiHa

BUOpaJia BIACHUM NUIAX, PO3pOOUBIIU CEPI0 HOPMATHUBHUX JTOKYMEHTIB CHUCTEMHU
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TEeXHIYHOTO 3axucTy iHpopmarlii, kirodoBuM B skux € HJ[ T31 2.5-004-99 «Kpurepii
OLIIHKM 3aXMIIEHOCTI 1H(pOopMaIlii B KOMI'IOTEPHUX CHUCTEM BiJl HECAHKIIIOHOBAHOI'O
JOCTYITY» 1 IpyHTY€eThCsl Ha «KaHaIchKuX KpUTEpisx 3axumieHocT» 1993 poky. llei
JOKYMEHT BUKOPUCTOBYETHCS IIPU MPOEKTYBAHHI Ta CTBOPEHHI KOMILJIEKCHUX CHCTEM
3axXUCTy 1H(popMalii JepKaBHUX 1HPOPMALIMHUX PECYPCIB, @ TAKOXK CHUCTEM, B SAKUX
00pobusieThecst 1HPOpMAITiss 3 OOMEXKEHHM JOCTYIIOM, BHUMOTa IIOAO 3aXHCTY SKOI
BU3HAYEHO 3aKOHOM. BH3Ha4Ye€HHS KOMIUIEKCHOI CHUCTEMH 3axUCTy 1H(opmaii
(KC3I) sk B3aeMoImoB'si3aHOl CYKYIMHOCTI OpTaHi3alifiHuX Ta 1HXXEHEPHO-TEXHIYHHUX
3ax0/1iB, 3ac001B 1 METO/IIB 3aXUCTy 1H(opMalii HaBoAUThCs B 3akoH1 YKpainu «IIpo
3axucT 1Hpopmallii B iHhopMaiiHO-TeIeKOMYHIKaIlIHHUX cuctemax» [9].

l'onoBHoto metroro ctBopeHHss KC3I € [ocSIrHeHHsS  MaKCUMallbHOT
e(eKTUBHOCTI 3aXMCTy 3a PaxyHOK OJIHOYACHOTO BMKOPUCTAHHS BCIX HEOOXITHHMX
pecypciB, MeToAiB 1 3aco0iB, IO BHUKJIIOYAIOTh HECAHKIIOHOBAHUN JOCTYIl [0
iH(dopMallii, Ta CTBOPEHHS YMOB OOpOoOKHM iH(oOpMaIli BIAMOBIAHO 10 YWHHHX
HOPMAaTHUBHO-IIPAaBOBUX aKTIB YKpaiHu y cdepi 3axucty iHdopmallii: 3akoH YKpainu
«IIpo 3axuct iH(popmarllii B iHPOpMaLIHHO-TEIEKOMYHIKAIMHUX cuctemax», «IIpo
JOCTYTI J10 Ty0J1iuHOi iHPopMmarlii» Ta «IIpo 3aXuCT nepcoHANBHUX TaHUX.

Kommnekcna cucrema 3axucty iH(opmauii Npu3HayeHa i BUKOHAHHS
HACTYMHHX 3aB/JaHb:

o edeKTHBHA HEUTpasi3allis Ta 3ano0iraHHs 3arpo3aM pecypcaM LUISIXOM
BCEOIYHOTO BIIPOBAJPKEHHSI MIPaBOBUX, MOpPaJbHO-CTUYHUX, bh13UYHUX,
OopraHizaliiHuX, TEXHIYHUX Ta IHIIUX 3aXO0J(1B O€3IeKH;

o 3a0e3Me4eHHs]  BJIACTUBOCTEH  MOMITUKA  Oe3neku  iHQopmalii
(koH(p1IEHITIHHOCTI, IIIJTICHOCTI Ta JOCTYIHOCTI) TiJl Yac CTBOPEHHS Ta €KCIUTyaTarlii
1H(pOopMaIliitHOT MEPEexKi;

o pO3MEXYBaHHS Ta KOHTPOJIb JIOCTYNy KOPUCTYBadyiB BIAMOBIAHO [0
BCTAHOBJICHOI MOJTITUKA OOMEXKEHHS JOCTYILY;

o yhOpaBiiHHS ~ 3acobamu  1HQopmamiiiHOi ~ 0e3neku,  JOCTYIOM

KOPHUCTYBauiB JI0 PECYPCIB;
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. KOHTPOJIb 3a pPOOOTOI0 MEPCOHATY IpalliBHUKAMHU CIYXOM 3aXUCTY
1H(popMari;

o OlepaTUBHE MOBIJOMIICHHS PO CIIPOOM HECAHKIIIOHOBAHOTO JAOCTYIY;

o BUSBIICHHSI BpPAa3JIMBOCTEW B OMNEpaliiHUX CHCTEMax; 3aXUCT BiJ aTak

3JIOBMHCHHKIB O€3IICKU;

° 3aXUCT BijJl MPOHUKHEHHS Ta MOIIUPEHHS KOMIT IOTEPHUX BIPYCIB;
o KOHTpPOJb 32 pyHkiionyBanHsm KC3I;
° CTBOPEHHS YMOB JIJIs JIOKadi3ailii 3001B 1 SKHAWIIBUIIIIOTO BiTHOBJICHHS

pobotu micis OyAb-sSKOi HECHPaBHOCTI, CHPUYMHEHOT HECAHKIIIOHOBAHUMU JISIMU
G13UYHUX Ta IOPUIWYHUX OCi0, BIUTMBOM 30BHINIHBOIO CEPEAOBHUINA Ta 1HIIUMHU
dhaxTopamu [9].

s mo6ynoBu KC3I moTpibHO mocioBHO BUKOHATH 6 etamiB (puc. 1.1).

DopMysanHa Pospoora Pospodra mexHiuHOo20 Cmeopenua Beeoenna
8UMOZ 00 nonimuKy 3060aHHA HA Hpoexmy KC3l ¢
KC3r besnexu cmeopenna KC31 KC31 oiro

Pucynok 1.1 — Etanu no0y10BM KOMIUIEKCHOT CUCTEMU 3aXUCTY 1HPOpMaLii

Cynposo-
OMCEHHA
KC3I

Meta i npusHayenns KC3I. KC3I € HeBig'e€eMHOI0O CKJIaJOBOI YaCTHHOIO
aBTomaTu3oBaHoi cuctemu. Meroto ctBopenHs KC3I B aBromaTu3oBaHiil cucTeMi
kmacy «l» e 3abe3neueHHs 3axuCTy 1H(opmarlli, sSka o0O0poOIseEThCS B
aBTOMAaTU30BaHIi CUCTEMI, ILISAXOM 3amoOiraHHs PO3TOJIOUIEHHIO, CIOTBOPEHHIO 1
BTpaTaM IpH ii 00poOI11i Ta €KCIOPTI HA 30BHIIIHI HOCIi. 3aXUCT 1H(OpMaIlii TOBUHEH
3a0e3MnedyBaTucsd Ha BCIX TEXHOJOTIYHUX eTanax ii oOpoOKHM 1 B YCIX pexumax
(GyHKLIOHYBaHHSI aBTOMATU30BAHOI CUCTEMH:

o 3axucTy 1H(opmalii 3 OOMEKEHUM JOCTYNOM, siKa OOpOOJISETHCS
3aco0aMy aBTOMAaTH30BaHOI CUCTEMH, Ta PECypCiB aBTOMATHU30BAHOI CHCTEMH BiJl
O3HAHOMIJICHHS, PO3MHOXEHHS, PO3MOBCIOJKEHHS, KOIIIOBAHHSA, BIJHOBIICHHS,

BUTOKY, MoJHU(iKallii Ta 3HUILEHHS 32 paXyHOK HECAHKI[IOHOBAHOTO JIOCTYIY;
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o OJIOKyBaHHS HECAHKIIOHOBaHUX MAiil 1Hdopmamii 3 0OMEXKEeHUM
JIOCTYIIOM;
o 3axuCTy 1H(OpPMAILIMHUX pecypciB, sKI 0O0poOJSAIOTECS 3acobamu

aBTOMAaTU30BaHOI CUCTEMH BiJ| BIUIMBY BIPYCIB Ta IHIIMX 3JIOBMHCHHMX IpOrpaMm Ta
KOJI1B;

o peecTpanii Ta KOHTPOJIIO KOPHUCTYBaylB Ta HOCIiB iHQopMalii
BIJIMOB1HO IO BCTAHOBJICHOI IOJITUKN OC3IEKH;

o KepyBaHHSI JOCTYIOM KOPHUCTYBadiB 10 1HGOpMAILIHUX pecypciB
aBTOMAaTU30BaHO1 CUCTEMU;

° 3M1MCHEHHS OJHO3HA4YHOI 1MeHTU(diKaIii Ta aBTEHTH}IKAIli KOXXHOTO
3apeeCTPOBAHOI0 KOPUCTYBaya Ta HOTro HOCIS;

o MOHITOPUHTY, peecTpalii cnpo0 peamizamii 3arpo3 iH@opmarii Ta
OTIEPATHUBHOTO OMOBIIICHHS aJMIHICTpaTopa Oe3neku npo ¢GhakTH HECAHKI[IOHOBAHUX
1 3 iHdopMali€ro 3 0OMEKEHUM JIOCTYIIOM Ta MPOTHIT cripobaM peaizallii 3arpo3
1H(pOopMaIliitHUM pecypcam aBTOMaTU30BaHOi cucteMu [9].

i1 3axucty iH(oOpMmalii B aBTOMaTHU30BAHOI CHUCTEMHU PO3MOJLICHI Ha JIBi
MHOXUHU:

1. Iimi Oe3neku iHQopMmamii A aBTOMATHU30BAaHOI CHUCTEMH, IO
BiIOOpakaloTh ~ HEOOXIAHICTH  MPOTUCTOSTH  3arpo3aM  Oe3merl  pecypciB
aBTOMAaTU30BaHOI CHCTEMM Ta peai3oBYBaTH MOJITUKY O€3MeKH MiJ yac oO0poOKu

1H(popMmarlii 3acobamu aBTOMaTH30BaHOT CUCTEMU B YACTHHI:

o CepelloBHUIIAa KOPUCTYBAUIB;

o iH(OpMaIIiitHOTO cepeIOBUIIIA;

o anmapaTHOro Cepe0BUIlA ABTOMATU30BAHOI CUCTEMU;

o MIPOrPaMHOrO CEPEIOBUINA aBTOMATHU30BaHOI CUCTEMH;
o TexHOoJIOoT1i 00poOKH 1H(DOpMaIii.

2. Hum 6e3nexu iHGopMarlii a1t Gi3udHOro cepeaoBuina (yHKIIOHYBaHHS
aBTOMAaTU30BaHOI CHCTEMHM, IO BiJOOpakaroTh BUMOTH ILOAO 3aXUCTy 3a0e3leueHb
aBTOMATHU30BAaHOI CUCTEMH B YaCTHHI:

° (h13UYHOTO CepeIOBUIIIA;
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o cepeZIoBUIIa OpraHi3aliifHoro 3ade3nedeHHs [9].

JlocsATHEHHS 1ijIel Oe3MeKku A aBTOMAaTU30BAaHOI CUCTEMH MOBUHHO CTIPHUSATH
3amo0iraHHIo 3arpo3aM Oe3neKku Ta peaizalii BUMOT (YHKILIOHAJIBLHOTO MPOQLIO
3aXMCTy JJI1 aBTOMAaTHU30BaHOI cUCTeMH. J{Jisi MOAYJiB KOMILIEKCY 3ac001B 3aXUCTY,
Mo 3a0e3NMeuyloTh 3aXUCT PEeCcypCiB aBTOMATH30BaHOI CHUCTEMH, 3arajllbHUMH €
HACTYTHI I1JIi:

o igeHTudikamiss W aBTeHTU(IKalis cy0'ekTiB 1 O0O0'€KTIB CHUCTEMU B

mpoueci 3a0e3neyeHHs JOCTYIy Ta BHUKOPHCTAHHS pECYpCiB aBTOMATHU30BaHOI

CUCTEMU;
o PO3MEXYBaHHS JOCTYMY JI0 peCypciB aBTOMaTU30BaHO1 CUCTEMU;
o MPOTOKOJIOBaHHA W ayAuT mnonaik iHdopmamiiHoi Oe3neku MmiJl yac

00poOKu iH(popMaIlii B aBTOMaTU30BaHOT CUCTEMH;

o 3a0€e3Me4eHHs] KOPEKTHOTO BUKOPUCTAaHHS (YHKIINA O€3MeKH BUKIIOYHO
gyepe3 iHTepdeiic KoMIUIeKCy 3ac001B 3aXUCTy aBTOMAaTU30BaHOI CUCTEMU;

o BUKOHAHHS PE3EpPBHOIO KOMIIOBAaHHS TEXHOJOTIYHOI 1H(opMaIii,
HEOOX1THOT /1J1s1 BIIHOBJIEHHS POOOTH CUCTEMH Y BUIAJIKY 300i1B;

o 3a0e3Me4eHHs]  BIJIHOBJIEHHS  (YHKIIOHYBAaHHS  aBTOMAaTU30BaHOI
CHCTEMH I1iciIs 3001B 1 BIAMOB 00J1aJJHAaHHS aBTOMAaTH30BaHOI CUCTEMH;

KOHTPOJb IUJIICHOCTI BUKOHYBAaHHMX MOJYJIIB aBTOMAaTHM30BaHOi CHUCTEMHU Ta
KOMIUIEKCY 3ac001B 3aXUCTy Ta 3a0e3MedYeHHs X caMo TecTyBaHHS [9].

Knacudikanis. Ha macrasi HJ[ T31 2.5-005-99 «Knacudikamis AC 1
cTaHjapTHI (QyHKIIOHATBHI TpodLIi 3aXHUIIEHOCTI 00poOtoBaHOi 1H(OpMAaIIii Bijg
HCJl» 3a cykymnnictio xapaktepuctuk ITC BuaineHo Tpu iepapXidyHi Kjacu, BUMOTH
1o ¢pyHKIioHanbHOrO ckiany K33 sikux iCTOTHO BiIpI3HAIOTHCA [9].

Knac «1» — ogna poboua craniis, sika 00po0isie KoH(]iAeHIIHY 1HpOopMaIlito.
Mo:xHa BUIUIATH TaKl TapaMETpH:

o B OyAb-SIKHH MOMEHT 4acy 3 KOMII'IOTEPOM MOKE MpaloBaTH TUIBKU
OJIMH KOPHUCTYBay, MPOTE KUIBKICTh OCI0 3 JIOCTYNOM MOXe OyTu Ouiblle, aje BCi

BOHU MalOTh OJMHAKOBI MTpaBa Ha JOCTYN A0 iH(opMallii, ika 00poOII0ETHCS;
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o TEXHIYHI 3aCO0U 3 TOUKH 30py O€3MEeKH BIAHOCATHCA J0 OJHIET KaTeropii
1 MOXKYTh 3aCTOCOBYBATHCS AJid 30epiranus 1 Bciei iHpopmarii [9].

IIpuknan — asroHomuui IIK, pmoctym [0 £AKOro KOHTPOJIOETHCA 3
BUKOPHUCTAHHSIM OpraHi3aliiHuX 3aX0/IiB.

Knac «2» — nokamizoBanuii OaraTOMAalIMHHUNA —0araTOKOPUCTYBAIbKHA
KOMIUIEKC, AKUH  oOpoOisitounii  1HGOpMalilo  PI3HOMAHITHUX  KaTeropiu
KOH(D1IeHIIHHOCTI. Ba)KIMBOIO BIAMIHHICTIO BiJ MONEPEIHBOrO KIIACY € ICHYBaHHS
KOPHUCTYBauiB 3 PI3HUMHU TEXHIYHUMHU 3ac00aMu Ta MpaBaMu JOCTYMY, SIKI MOXYTb
OJIHOYACHO 00poOJsATH 1H(OPMAIliI0 PI3HOMAHITHUX KaTeropid KOH()IIEHIIHHOCTI.
[Tpukian - 1OKanbHA MEpexa.

Knac «3» — posnonuieHudt OararoMamiMHHUE — 0araTOKOPUCTYBALbKUI
KOMIUIEKC, SIKMM 00pobiisge iHdopMmamio pi3HUX KaTeropii KoH()1IEHIIHHOCTI.
IcTOTHOIO BIIMIHHICTIO MOPIBHSHO 3 MOMEPEAHIM KJIACOM € HEOOX1AHICTh MepelaBaTu

1HpopMallio yepe3 HezaxullleHe cepenosuile. IIpukianom € rmobdanbHa Mepexa [9].

1.3 HopmaTtuBHo-npaBoBi aktu npo HeoOXigHicts KC3I B ITC

Posnouanaca ictopis T3l B VYkpaini 3 3akony VYkpainu «IIpo 3axuct
iH(popMarllii B aBTOMAaTU30BaHUX CHUCTEMax», MPHUHHATOrO MOCTaHOBOK BepxoBHOI
Panu Ykpainu Ne 81/94-BP Big 5 nunus 1994 poky.

VY tomy ke poili nocraHoBoto Kabinety MinictpiB Ykpainu (gami - IIKMY)
Bi 9 BepecHss 1994 poky Ne 632 Oyno 3atBepmxeHe «llojokeHHS MPO TEXHIYHUM
3axuctT iHpopmarlli B Ykpaini» (mani - T3I), 3rigHo sxoro Oyna ctBopeHa JlepkaBHa
cinyk0a Ykpainu 3 nutranb T3I.

Yepe3 3 poku mnoctranoBoto KMV Big 8 xoBTHa 1997 poky Ne 1126 Oyna
3arBepkeHa «Konuenuis T3I B VYkpaini». Bona Busznauae mousarts T3I takum
YUHOM: 1€ JisJIbHICTh, CIpSMOBaHAa Ha 3a0€3MEUeHHs] 1HXXCHEPHO-TEXHIYHUMHU
3aX0JlaMU TIOPSIAKY JTOCTYMY, IITICHOCTI Ta JOCTYMHOCTI 1HGopMalii 3 00MeKXeHUM
JOCTYIIOM, a TAKOX I[UTICHOCTI Ta JOCTYIHOCTI BIAKPUTOI 1HPOpMaLii, BaXJIMBOI IS

0oco0u, CycHuIbCcTBa 1 JepkaBu. A Bxke uepe3 2 poku 3’saBuiiocsi HOBe «llomoxeHHs
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npo T3I B Vkpaini», 3atBepmxene Yka3zom [lpesunenta Ykpainu Big 27 BepecHs
1999 poxy Ne 1229. [Tor’sa3ane 11e O6yso 3 TuM, 110 niutanHs T31 Oynu mokianeHi Ha
JlenapTaMeHT cHelialbHUX TEJIeKOMYHIKAIHHUX CHUCTEM Ta 3aXucTy 1H(opmarrii
Cnyx6u 6e3nexu Ykpainu (ckopodeHo — JICTC3I CBY), no ckinany skoro 1 yBiiiuia
HepxxaBHa ciyx0a 3 nutanb T3I. Crape mojio)KeHHS BTPATWJIO YMHHICTH 3T1AHO
noctanoBu KMV Bin 13 6epe3nst 2002 poky Ne 281 [9].

«ITonoxennsa npo T3l B Vkpaini» BuzHauae noHsaTTss T3l Takum yumHOM: 1€
TISUTBHICTB, CHpSIMOBaHA Ha 3a0€3MEeUYeHH 1HXXEHEPHO-TEeXHIYHUMH 3aX0JlaMU
KOH(D1IeHLIHHOCTI, HUTICHOCTI Ta JOCTYMHOCTI BaXKITUBOT JJI JIep>KaBH, CYCILIbCTBA 1
ocobu iHdopmartii [5].

Bin Takox BU3Haua€e Taki TEPMIiHU:

o KOH(D1IEeHLIHHICTh — BIACTUBICTH 1H(OpMAIi, IO 3aXUIIAETHCS BiJl
HECaHKIIIOHOBAHOT'O JOCTYIY;

o LHUTICHICTh —  BJIACTUBICTh  1HpOpMAaIlli, 10 3aXUINAETHCA  BiA
HECaHKIIIOHOBAHOT'O CIIOTBOPEHHSI, 3HUIIIEHHS 00 3HUILICHHS;

o JOCTYIHICTh — BJIACTHBICTh 1H(pOpPMAIll, WI0 3aXUIIAETbCS BiJ
HECaHKIIIOHOBAHOTO OJIOKYBaHHS;

o iHpopMmarliiiHa cucreMa — aBTOMAaTH30BaHAa CHCTEMa, KOMII'IOTEpHA

Mepeka abo cucrema 3B's13ky [8].

1.4 IlpaBuia 3a0e3nedeHHs 3axucty indpopmaunii B IC.

3axucTy B cucTeMi miaIArae:

o BIIKpUTa 1H(OpMaIs, KA HAJIEKUTh 0 JAEpKABHUX 1HGOpMAIIITHUX
pecypciB, a TaKoX BIJKpuUTa I1HQOpMalis MPO AISUIBHICTH CYO'€KTIB BIAJHUX
MOBHOBAX€Hb, BINCHKOBUX (DOpMYBaHb, SIKa ONPUIIIOIHIOETHCS B [HTEpHETI, 1HIIUX
mobanpHUX  1HGQOpPMAIIMHUX  Mepekax 1  cucremMax abo  MepenaeTbes

TeJIeKOMYHIKallIHHUMHU MepekaMu (Jaui - BiIKpuTa iHdopmarris);
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o KoH(ineHUiiiHa  iHdopMmarllis, ska  nepedyBae y  BOJIOJIHHI
po3nopsAIHUKIB 1HGOpMallii, BU3HAaueHUX 3akoHoM Ykpainu "[Ipo moctym 1o
nyOniyHoi iHpopMarii";

o ciryx00Ba iHpopMallis;

o iH(popMallis, sika CTAaHOBUTH JIEp’KaBHY a00 1HIIY mepeadadeHy 3aKOHOM
TaEMHHUITIO (7aj1i - TaeMHa 1HPopMaIlis);

o 1H(popMallisi, BUMOTA 1010 3aXUCTY SIKOT BCTAHOBJIEHA 3aKOHOM [8].

Binkpura indopmaris mig yac oOpoOKM B CUCTEMi MOBMHHA MiJATPUMYBaTH
IIJTICHICTh, IO 3a0€3MeUy€eThCS 3aXHUCTOM Bl HECAHKI[IOHOBAHUX IIH, SIKI MOXYTh
MIPU3BECTH 0 11 BUITAJIKOBOTO a00 HABMUCHOTO MOu(Dikailii abo 3HUIIIEHHS.

Bcim  kopucTtyBauaM TMOBMHEH OyTH HaJaHUW JOCTyn JAO0 MyOJIYHOT
iHpopmarii. Jlume igeHTU(diKOBaHI Ta aBTEHTHU(IKOBaHI KOPUCTYBayl, IKUM HaJaHO
BIJIMOBIJTHI TOBHOBAXKEHHS, MOXYThb 3MIHIOBaTH a00 3HUIIyBaTH NyOJIIyHY
iHpopmariito. Cnpobu mMoaudikyBatu a00 3HUIUTH MOyOdiuHy i1H(pOpMAaILiio
HECaHKI[IOHOBAaHUMH KOPHUCTyBauaMH, HEBCTAaHOBJICHUMHU KOpUCTyBadamMu abo
KOpPUCTYBauaMH 3 HEMIATBEP/KEHOIO 1feHTUdIKali€o iaeHTudikaTtopa Ciij
3a0nokyBaTH. Il yac 00poOku 0diliiHOT Ta CeKpeTHOI 1H(pOopMallii TOBUHEH OyTH
3a0e3nedyeHnii 11 3aXUCT BIJl HECAHKIIIOHOBAHOTO Ta HEKOHTPOJIbOBAHOI'O
o3HaoOMJIEHHSI, MO (IKaIlii, SHUIICHHS, KOMIOBaHHS, PO3MOBCIOKEHHS [8].

Hoctyn no ciyx00Boi iHopMalli HamaeTbesl JHIIEe 1ACHTU(IKOBAHUM Ta
aBTeHTU(iKOBaHUM KopucTyBadaMm. CripoOu OTpUMaTH JOCTYM 10 Takoi 1H(opmarlrii
HEBCTAHOBJICHUMHU 0coOamMu a00 KOPUCTyBadaMu 3 MIATBEPKEHOIO 1IEHTU]IKAIIEIO
MPEACTaBICHOTO 1JeHTU(iKaTopa miag 4Yac aBTeHTH]IKamii ciig 3abiokyBaTtH. Y
cucTeMi 3a0e3Meuy€eThCsl MOXIMBICTh HAJJaHHSI KOPUCTYBA4€Bl MpaBa Ha BUKOHAHHS
onHiei abo KUIBKOX omepamiii 3 00poOku KoH(iAeHIIHHOT 1HpopMarllii abo
1mo30aBJICHHS HOTO Takoro mpasa [8].

VY cuctemi 3/1IHCHIOETHCS 00OB'I3KOBA PEECTpALLif:

o pe3ynbTaTiB 1AeHTU(IKALIT Ta aBTeHTU(IKAIlT KOPUCTYBAUiB;

o pe3ynbTaTiB  BUKOHAHHS  KOpPUCTyBadeM omepaiuiii 3  oO0poOku

1H(popMari;
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o cpo0 HECaHKIIOHOBAHUX JIii 3 1HGOpPMAIII€TO;

o ¢dakTiB HagaHHS Ta M030aBJIEHHS KOPUCTYBayiB MpaBa JAOCTYHY [0
iHdopmariii Ta i 0OpoOKM; - Pe3ysbTAaTIB MEPEBIPKU IUTICHOCTI 3acO0IB 3aXHCTY
1HpopMallii.

AHanizyBaTd peecTpaliiiHi J1aHi MO’KHa JIMIIE€ KOPUCTyBad, SKUH
YIOBHOBAKEHUM YIIPaBIATH 3ac00aMu 3aXUCTy 1HGOpMAIIii Ta KOHTPOJIIOBATH 3aXUCT
iH(popMmarlii B cuctemi (aaAMiHICTpaTop Oe3MeKn).

Peectpartisi 31iCHIOETBCS aBTOMATUYHO, a JlaHI PEECTpallii 3axUIIeHl B
MoAM(QIKaliii Ta 3HUIIEHHS KOPUCTyBauaMH, SIKI HE MAalTh IOBHOBaXKEHb
aaMmiHicTparopa Oe3neku. PeecTpaliis cipo® HECAaHKI[IOHOBAHUX JIiH 3 1HQOpMaLi€lo,
[0 CTAHOBUTH JIEPKaBHY TAEMHUIIIO, a TAKOXK KOH(DIACHINIHHOK 1H(POPMAIIEID PO
¢13uuHy 0co0y, sika 3a 3aKOHOM BIJHECEHA JO0 NEepPCOHAJIbHUX JaHUX, MOBUHHA
CYNPOBOJI)KYBAaTUCSA MOBIJOMIICHHSIM aIMIHICTpaTOpa 0XOpoHH [8].

Inentudikamis Ta apTeHTUdIKALS KOPUCTYBaUiB, Ha/IaHHS Ta MO30aBIEHHS iX
mpaBa Ha JOCTyMN 10 iH(opmalii Ta i 00poOKH, KOHTPOJIb 3a IUIICHICTIO 3ac001B
3aXUCTYy B CUCTEMI 3[IHCHIOETHCSI B aBTOMaTU30BaHOMY pexkuMi. [lepenada odimiitHoi
Ta CEKpETHOI 1HQOopMallii 3 OJJHIET CUCTEMHU B 1HIIY 3/1MCHIOETHCS Y 3alIn(PpoBaHOMY
BUIJISIII 200 3aXMIEHUX KaHajax 3B'S3Ky BIAMOBIIHO 10 BUMOI 3aKOHOJABCTBA IMPO
TEeXHIYHHUM Ta KpunTorpadiuauil 3axuct iHdopmaii. [lopsaok miIKIIOUeHHS CUCTEM,
B SKUX 00poOisseTbes odiliiiHa Ta cekpeTHa iH(opmalisi, A0 riIo0aJbHUX MEpex
nepeaayl JaHUX BU3HAYAETHCS 3aKOHOAABCTBOM.

Cucrema  KOHTPOJIIOE  IUIICHICTH  IPOTrPaMHOrO  3a0e3MeyeHHs, 110
BUKOPUCTOBYEThCS i OOpoOKM iH(opmallii, 3arnodiraHHs HECaHKLIOHOBAaHUM
MOAM(IKALISAM Ta YCYHEHHS HACHIIKIB Takoi Moaudikamii. TakoX KOHTPOIIOETHCA
HUTICHICTh 1H(OpMaIliiiHOT O0e3NeKr MPOrpaMHOro Ta amapaTHOro 3al0e3nedeHHs. Y

pasi mopyuIeHHs iX UIICHOCTI 00poOKka B iH(opMalliiiHii cucTteMi TpUNUHAETHCS [9].
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1.5BucHoBKHM 32 po3aiJ10M Ta IOCTAHOBKA 32124

Tema poboTu mnpHUCBAYEHA PO3pOOI MPOEKTY KOMII IOTEPHOI Mepexi Ta
pekoMeHaali mo 3axucty iHpopmaiii mignpuemctsa «CB AJIbTEPA»

Metoo poboTH € TMiIBUINCHHS 3aXUINEHOCTI JaHuX KommaHii «CB
AJIbTEPA» nuisixoM CTBOPEHHS KOPIOPATUBHOT KOMIT FOTEPHOT MEpexi, 110 3’ €HAE
CTPYKTYpPHI MIIPO3AUIH Y €IUHY MEPEKEBY CTPYKTYpPY, CTBOPEHHSI CUCTEMU 3aXUCTY
1H(pOopMaIlii KoMIaHii.

O0’eKT 0CTIIZKEHHA € TIPOLEC CTBOPEHHS KOMIT IOTEPHOT Mepeki opraHizaiii
«CB AJIbTEPA».

Opranizamiss  kopnopatuBHoi KM  moBuHHa 3a0e3medyuTH  HAAIHHICTH
koM 'torepHoi miaTpuMmku kommnaHii «CB AJIBTEPA» Ta 3’enmHatu CTpyKTypHi
HOIIPO3AUIM Yy €IMHY MepexeBy CTpykTypy. Cucrema mudpyBaHHs mepeaayi
MOBIIOMJICHb TOBMHHA IMIJBUIIUTH PIBEHb 3aXUIIEHOCTI aaHux kommanii «CB
AJIbTEPA». Ilpu3HaueHHsI CTBOPIOBAHOI KOMII IOTEPHOI Mepexki — 3a0e3MedeHHs
CHUTBHOI'O JOCTYIy KOPUCTYBayiB MEPEXKI /10 3arajibHUX PEecypciB Ta 3a0e3neueHHs
BUIBHOTO JIOCTYyINy 10 1HTepHeTy. KopucTyBauamu [1aHOiT KOPIMOPATUBHOI MeEpexi
MOXYTb OyTH TibkH criBpoOiTHHKH kKomnaHii [1I1T «CB AJIBTEPA».

B xoni BuxkoHanHsa kBani(ikamiiHOX pOOOTH OYIKYETHCS OJEPIKATU TMPOEKT
KOpHOpaTUBHOI KoMIT 1oTepHOoi Mepexi s komnanii «CB AJIBTEPA» 3 cucremoro

3axucTy iHpOopMAaIlii.
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2. AITAPATHA CKUIAAOBA

2.2 Omuc minnpuemcrBa «CB. AJIBTEPA»

3acunoBana B 1998 porii, «CB AJIbTEPA» croroaHi 3aiiMae MpoBiHI MO3UITIT
Ha YKpaiHCHbKOMY PHHKY EJEKTPOTEXHIKM 1 CHCTEM aBTOMAaTH3allli TeXHOJOTTYHUX
MPOLIECIB.

Mera koMmaHii - MakCUMaldbHO €(EKTHUBHO BHUPIIIYBAaTU 3aJayl KII€HTa B
o0yacTi MOJEpHi3alli MiANPUEMCTBA, aBTOMAaTHU3allli BUPOOHMIITBA 1 YMpaBIIHHA,

pecypco30epekeHHsl, MiIBUILCHHS MTPOIYKTUBHOCTI 00IaTHAHHS.

Pucynoxk. 2.1 OdicHi npuMinieHHs

Mu mnpomoHyeMO KJIIEHTAM MaKCUMajibHO €(EeKTHBHI pIIIEHHS B Taly3i
€JIEKTPOINOCTAaYaHHs Ta aBTOMAaTU3allli BUPOOHUITBA, 110 B MiICYMKY MPU3BOJUTD /10
MIJBUIIICHHS TTPOJAYKTUBHOCTI 00JIa/ITHAHHS Ta SKOCTI MPOJIYKIIT HAITUX 3aMOBHHKIB.
3a JOMOMOror Hamioi MPOAYKINT 3MIMCHIOETHCS po3mojil enexkrpoeHeprii Big PIT
(TII) 1 ronoBHUX PO3MOAUIPHUX IMUTIB 1O KIHIIEBOIO CIIOKHMBa4a, 3aXUCT
CJIEKTPUYHUX MEPEK, KOMIIEHCAllll PEaKTHBHOI MOTY>KHOCTI, CHeIllalbHl PIllIEHHS
UL METalyprii Ta  XIMIYHOT HPOMMCIOBOCTI.  3MIMCHIOEThCS ~ KEepyBaHHS
eKCTpyJlepaMu, TEepMOIUIacCTaBTOMAaTaMM, Me4YaMH, KIIMAaTOKaMepaMH, CUCTEMaMu
OMAaJICHHs,  BOJAOINOCTaYaHHS  Ta  BEHTWIALII,  XOJOJAWJIBHOIO  TEXHIKOIO,
KOMIIpECOpaMHU, KOHIUI[IOHEpAMH, HacoOCaMM, 3alipHOI0 apMaTypolo, pi3HUM

XapyuoBUM, MAaKyBAJILHUM, J€PEBOOOPOOHUM, HAPTOXIMIYHUX OOJaHAHHSM 1 T.1I.
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Pucynok. 2.4 — CTpykTypa KOMIaHii.

MakcTpu-
MPHHMANBHHKM

Creujanicm3
npofaiia

Taomung 2.1. KUtbKicTh Ta BUAM TEXHIKA HEOOX1THOI M ISIIBHOCTI KOKHOTO

MIPO3ILTY.
IHocaga Texnika K-cTb
['enepanbHU TUPEKTOP Komm’rotep 1
[TpunTep 1
Cexkperap Komm’roTep 1
[TpunTep 1
KepiBHUK BTy OXOpOHU Komm’rorep 1
OXOpOHHUKHU Komm’roTep 3
Crerianictu 3 KibepOe3nexu Komm’rorep 3
Cepsep 1
KepiBHuK BiIiIy KaapiB Komm’rorep 1
[HcniekTopu BigaLTy KaapiB Komm’rorep 3
KepiBHUK €KOHOMIYHOTO BIAALTY Komm’rorep 1
[TpunTep 1
Exonomictu Komm’rorep 5
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KepiBauk BIJITUTY nicasnpoaaxHoro | Komm’torep 1
00CIyroByBaHHs
[mxenepu-mexaHiku Komn’rorep 4
KepiBHuK BiiIi1y IPpUHOMY aBTO Komn’rorep 1
Maitctpu-npuiimMaibHUKA Komn’rorep 3
KepiBHUK BiIILTY TPOJIaXKiB Komn’rorep 1
Creniainicty 3 MpoIaxiB Komn’rorep 6
Bceboro Komm’rotep 39
IIpunTep 7
Cepsep 1

®dyHnaMeHT OyAiBal - 3a711300€TOHHMI; 30BHIIIHI CTIHH LETJISIHI TOBIIUHOIO 95
cM. [lepexkpuTTss MK MOBepXaMH BUKOHAaHI 13 3a1i300€TOHHUX IUMT. Jlax OyniBii
CKaTHUM, BKpUTHM 3aiizoM. BikHa B mnpumilieHHSX OyAiBII METalOIIaCTHKOBI.
Bixkno nmpumimienas Ne 129 opieHTOBaHO y MIBHIYHO-CXITHOMY HampsiMKy. Oroposka
HAaBKOJIO OYIWMHKY BIJICYTHS, TEpUTOpIs BIOPSIAKOBaHA, MOKPUTTS BHUKOHAHO
ac(haabTOM Ta TPOTYapPHOIO TUIUTKOIO.

Kareropis o6'ekta — «4erBepTay, Ha 6a3i sikoro cnpoekToBaHo AC kiacy «1»,
10 MpU3HAYEHUH JJ1s1 00pOoOIeHHS 1HPOopMAaIlii 3 OOMEKEHUM JOCTYIIOM.

Jis  opranizanii MOpPONYCKHOTO PEXHUMY, KOHTPOJIIO 3a JIOTPUMAHHIM
BHYTPIIIHBO 00'€EKTOBOTO PEXUMY Ta OXOPOHHM OYJIMHKY, OPTaHi30BaHO I1710J000BUIA
MOCT OXOPOHH, SKUH pO3TAIIOBAHO HA MepiioMy mnoBepci y BectuOromni. Ilpoxin

MpaIiBHUKIB Ta BIBITYyBayiB 10 OyAiBiI1 31HCHIOETCS Yepe3 HEHTPAIbHUI BX1/I.
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Tabmuis 2.2. Excrutikariisi IpuMiIeHb.

Ha3Ba kiMHaTH

JloB:KHHA CTiH (M)

3arajdnbHa

IJIOIA KIMHATH

(m?)
I"'omoBHMI BXI1]T 5,95 x 5,95 35,11
Kimuara oxoponnuka 1 2x4,5 9,62
Kimuara oxoponHuka 2 4x3,8 15,23
Bigain kagpis 4,6 x5,8 26,30
Kabinet qupexropa 3,5x4,2 14,92
Binnin npuitoMmy aBTOMOO1LTiB 5x5,5 27,44
KabGiner kepiBHUKA BIIJILTY
4x3,7 14,80
OXOPOHHU
Bigain npogaxis 6x 7,35 44,09
Bigmain MICIANPOAANKHOTO
5x6 30,51
00CITyroByBaHHs
Hauanpuuk €KOHOMIYHOTI'O
3x4,15 12,48
BIJIJILTY
12+5+5+5+5+4,5
ExoHOMIYHMI BiTiI 46,34
+5+4,5
Bigain xibepbesnexu 4x4,9 19,62
BoOupanbhs 1 2x2.225 6,71
BOupanbus 2 2x2.225 4,45
Kyxns 8+5+4+5 22,15
Kopunop 1 1,55+4+4+6+5+6 26,45
Kopunop 2 54 57,58
9+6+2+3+2,225+
Kopunop 3 39,40
3+6+6+2
Bceboro 4532
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2.2 Bubip TomnoJiorii mepexi

Tononorieto KM HazuBaroTh croci6 3’€aHaHHS B HiM KoMI'toTepiB (cmocid
oprasizauii (Qi3MYHUX 3B’sA3KIB). [HIIMMHU CJIOBaMH TOMOJIOTIS - 1€ KOHQIryparis
rpada, BepIIMHAM SKOrO BIAMOBIJAIOTh KOMIT'IOTEpH Mepexi (1HOAI U 1HIIe
oOnaHaHHs, HAIPUKIIAJl KOHLEHTPATOpH), a pedpam - Pi3udHi 3B’ A3KU MK HUMHU.

BuOip Tomonorii icTOTHO BIIMBA€ Ha Psiji XapakTepuUCTUK Mepexi. Hanpuknazn,
HAsBHICTh PE3EPBHUX 3B A3KIB MIABUIIYE ii HAAIMHICTE 1 POOUTH MOMXKIMBUM
OajlaHCyBaHHS 3aBaHTaXXEHHS OKpeMux KaHamiB. [IpocTtoTa mnpuenHaHHS HOBHX
BY3JIiB, sIKa BJIACTUBA JESIKUM TOMOJIOTISAM, poouth KM nerkopo3mmproBaHOIo.
ExoHOMIYHI MIpKyBaHHS YacTO TMPHUBOAATH [0 BUOOPY TOMOJOTINA, M SAKUX
XapaKkTepHa MiHIMaJIbHa cyMapHa jaoBxuHa JI3 [5].

[ToBHO3B’sI3HA TOMOJIOTIST BIJINOBIIAE MEPEXKi, B SIKIM KOXHHH KOMIT IOTEP
MepexXi Ma€ 3B’A3KU 3 yciMa 1HIIMMHU i KoMIT IoTepaMu. B 3aranbHOMy BHUINAJKy Lie
IOCUTh TpoMi3fakuii 1 HeedekTuBHUM BapianT KM, ocCKiIbkM MHOTpeOye BEIUKY
KUIbKICTh KOMYHIKaLIHUX MOPTIB U1l 3a0€3MeUeHHs TaKOro 3B 3Ky (KUIBKICTh JI3 y
takii KM Oyzae, n(n-1)/2, ne n — KUIBKICTh BY37iB y Mepexi). [loBHO3B’si3aHa
TOTOJIOTI 3aCTOCOBYIOThCS AyXe piako. HaluacTinie BoHa BHKOPHUCTOBYETHCS B
O6araromamHHUX KoMIiekcax a0o ['KM npu HeBenukii KUIBKOCTI KOMIT FOTEPIB.

Bci iHm BapiaHTH TOMOJIOTiM 3aCHOBaHI Ha HETMOBHO3B’SI3aHUX CTPYKTYyppax,
KOJIM i OOMIHY JaHMMU MDK JBOMa KOMIT'IOT€paMu MOXe OyTu MoTpiOHa
MPOMIXKHA Tepeaada JaHUX Yyepes 1HI1 By3JIu Mepexi [5].

KowmipkoBa tomosoriss (mesh) BUXOAUTh 3 NMOBHO3B’SI3HOI NIJISIXOM BUJAJICHHS
NESAKUX MOXIJIMBUX 3B’S3KIB. Y MEpEekKi 3 KOMIPKOBOIO TOIOJIOTIEI0 3B’S3YIOTHCS
JUIIE TI KOMIT IOTEPH, MK SIKUMH Bi1IOYBa€ThCSl IHTEHCUBHUN OOMIH gAaHuMu. Jljs
OOMIHY JaHMMHM MDK KOMIT'IOTEpaMH, HE CHOJy4YeHUMU npsmumu  JI3,
BUKOPUCTOBYIOTbCS TpPAH3UTHI Tiepenaydl uepe3 mnpomixkHI By3nu. Komipkosa
TOMOJIOTIS JIOMYCKA€e 3’€JHAHHS BEJIMKOI KUJIBKOCTI KOMIT IOTEPIB 1 XapakTepHa, SK

npasuio, 1 'KM.
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3aranpHa IKMHA JOHeAaBHA OyJa Jqyske momupeHoro ronosoriero st JIKM. Tyt
KOMIT'IOTEPU  BIJ’€ITHYIOTbCSI IO OJHOTO KOAKCialbHOrO Kabelo 3a CXeMOIOo
“monTaxkHoro AbO”. [ndopmaliis, M0 HAJACUIAETHCS MOXE PO3MOBCIOIKYBATUCS B
OoOUJBI CTOPOHM. 3aCTOCYBAHHS 3arajbHOI IIMHU 3HUXKYE BapTICTh MPOBOJKH,
yHIpIKY€e TIAKITIOYEHHS PI3HUX MOJYJIIB, 3a0e3Meuy€e MOXKIUBICTh Maii’ke MUTTEBOTO
HIMPOKOMOBHOTO 3BEpPHEHHSI /10 BCIX CTaHIIIN Mepexi [5].

OcHOBHUMU TiepeBaraMu TakKoi CXeMH € JCIIeBH3HA 1 MPOCTOTAa MPOKIIAIKU
kabeno mo mnpumimieHHsX. OCHOBHI HENOJIKM - HHU3bKa HAAIHHICTH (OyAb-sSKHIl
nedexT kabemo abo OyIb-IKOTO 3 PO3’€MIB MOBHICTIO Napai3zye Bcro KM), HeBrucoka
MPOIYKTUBHICTh (OCKUIBKM B KOKHUI MOMEHT 4acy TUIbKH OJMH KOMIT IOTEP MOXKE
HAJICWJIATH JlaHl y Mepexy). ToMy MponyCcKHa CHPOMOXKHICTh KaHaly 3B S3Ky TYT
3aBXKIU JUIMTHCSA MK yciMa By3JlaMHu Mepexi [5].

B mepexax 3 KUIbIeBOIO KOH(DIrypali€ro AaHi MepeaaroTbesl MO KUIBIIO Bij
OJIHOTO KOMIT'IoTepa JO IHIIOr0, SIK MpaBWiIO, B OJAHOMY HampsMKy. SKIio
KOMIT FOTEp PO3ITi3HAE JIaHl AK “CBOi”, TO BiH KOIIIOE iX y CBi1il BHYTpIllHIK Oydep. ¥V
MEpeXi 3 KUIBIIEBOIO TOIOJIOTIEI0 CIIIJl BXKUBATH CHEIllaJbHUX 3aXOMiB, 00 y pasi
BUXOJly 3 JIaay a0o0 BIIKIIIOUEHHS Oyab-AKOI CTaHILli HE PO3pUBABCS KaHal 3B’SI3KY
MDK 1HIIMMHU cTaHiisMu. Kigelie € nyxe 3py4HOr0 KOH(QITypalito s opraHizamii
3BOPOTHOIO 3B’SI3KYy: JaHi, 3pOOMBIIM TMOBHUM 00Ir, MOBEpPTAlOThCA [0 By3ia-
mkepena. ToMy OCTaHHIM MOK€ KOHTPOJIOBATH MPOIEC TOCTaBKU JAHUX ajJpecary.
Yacto 1s BIACTUBICTb KUIBISL BUKOPUCTOBYETHCS [UIsl TECTYBAaHHS 3B S3aHOCTI
MepexXi 1 TMOHIYKy BYy3/a, SKAA Mpalioe HEKOPEeKTHO. [l mporo y Mepexy
MMOCHWJIAIOTEHCS CIIELIaIbHI TECTOBI MOBIIOMIIEHHS.

B Toif yac konu HeBenuki KM, sik mpaBuiio, MaroTh TUIIOBY TOMOJIOTIIO 3ipKa,
KUIblle a00 3arajbpHa IIWHA, JJIS BEJIMKUX MEPEX XapaKTepHa HasBHICTh JOBUIBHUX
3B’SI3KIB MK KOMIT toTepaMu. B Takux mepekax MOKHa BUJAUIUTH OKpPeMi JOBUIHHO
3B’s13aH1 (pparMeHTH (MiAMEpeKi), 0 MatOTh TUIOBY TOIOJIOT1I0, TOMY iX HAa3UBAIOTh
MepeKaMH 31 3MIIIaHOI0 TOMOJIOTIE [5].

JIns maHOTO MPOEKTY JIOKAJIBHOI Mepexki Oyio o0paHO TOMOJoTrito 3ipka. Y

bOMY BHIAJKy KOXHUH KOMIT'IOT€p MIAKIIOYAETbCS OKpEeMHUM KabeileM 10
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3arajbHOr0 MPHUCTPOIO - KOHUEHTpaTopa, KWW 3HAXOAUThCS B LEHTPl Mepexi 1
Hajcuiiae 1HMOpMaIIiio, 10 MEePeAAEThC KOMIT IOTEPOM OAHOMY a00 BCIM IHIIUM
KoMIT toTepaM Mepexi. ['oioBHa mepeBara 1i€i TONoJIOTi nepe1 3aralbHO0 IIHHOKO -
HabaraTo OuTbIIa HAAIHHICTE (OYIb-AK1 MPOOIEeMH 3 KabelieM CTOCYIOThCS JIUIIE TOTO
KOMIT'I0TE€pa, MO SKOro I1ed Kabenb MNpueAHAHWM, 1 TUIBKA HECHpPaBHICTD
KOHIIEHTpaTopa MoXe BuBecTH 3 jJaay Bcto KM). KpiM Toro, KoHUEHTpaTop MOXkKe
rpatd pojb IHTENEKTyalbHOTO (GUIbTpa 1HPOpMalii, U0 HAIXOIUTH BIJ BY3JIIB Y
Mepexy, 1 TPy HEOOX1AHOCTI OJIOKYBaTH 3a00POHEH] aIMIHICTPATOPOM Tepeaayi.

Jlo HeAomniKiB TOMOJOTii TUNY 3ipKa BIAHOCUTHCA OUIBII BUCOKA BapTICTh
MEpEeKeBOro o0JaJHaHHS (BHACIIIOK HEOOXITHOCTI MpUIAOaHHS KOHUEHTpaTopa).
Kpim TOro, MoXIMBOCTI 110 HAPOITYBAaHHIO KUTHBKOCTI BY3JIiB Y MEPEKi OOMEXYIOThCS
KUIBKICTIO TOPTIB  KOHIIEHTpaTopa. I[HOMI jJouuibHO OyayBaTh MeEpexy 3
BUKOPUCTAHHSM KUIBKOX KOHIEHTPATOPIB, 1€pAPXIUHO 3BAHUX MK COOOI0 Yy BUTJIAI
3ipku [6].

B Ham u4ac iepapxiyHa (po3lIMpeHa) 3ipKa € HaWNOIIMUPEHIIIUM THUIIOM

tomoJiorii 38’sa3kiB sk B JIKM, Ttak 1 'KM.

2.3 Po3MileHHs anapaTHOTO 3a0e3ne4YeHHs

3riJIHO 3 JAep>KaBHUMHU CaHITapHUMH MpaBUIaMU Ta HOpMamMu «BramTyBaHHS 1
obOnagHaHHs KaOiHeTiB kKoMmm'rorepHoi TexHikm» (dCanllIH 5.5.6.009-98) mmoma
IPUMILIEHHS Ha OJHE PoOOYe MiCIle MOBMHHA CTAaHOBUTHU 6 M? , a 00'eM - HE MEHIIE
20 v°. Ilnoma npumimens 3 ITK moBuHHA pO3paxoByBaTUCh HE Ol K 12 4OJIOBIK.

He no3BossieTbess po3MmillyBaTH KaOlHETH OOYHMCIIOBAIBHOI TEXHIKU Y
MiJBAJIbBHUX TPUMIIIEHHSIX Ta Ha IIOKOJBHUX ToBepxax. KaOineTtw, oOiaaHaHi
KOMIT'FOTEPHOIO TEXHIKOIO, MOBUHHI PO3MIIIYBAaTUCh B OKPEMHUX NPHUMIIICHHIX 3
MPUPOJAHUM OCBITJICHHSIM Ta OpPraHi30BaHUM OOMIHOM TOBITPSI.

[ToxpuTTs MiAJIOTH, CTIH, CTeJl MalTh OyTH MaTOBUMH 3 Koe(]ili€eHTaMu

BinOutta Bignosiguo 0,2-0,3; 0,4-0,5; 0,7-0,8; pobGoyoro cromy 0,4-0,5; kopmycy
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nucrties ta kiasiatypu 0,3-0,5; mad 1 crenaxis 0,4-0,6. [loBepxHs miajioru NOBUHHA
MaTH aHTUCTATUYHE MOKPUTTS 1 OyTH 3pYUHOIO JIs1 BOJIOTOro NpuOupaHHs.

3a00pOHSA€TbCA  3aCTOCOBYBATH JJIA  O3/J00JICHHS 1HTEp'epy NPUMIIIECHb
KOMIT'IOTEPHUX KJAaciB MOJIMEpHI MaTepiaid (IepEeBUHHO-CTPYKKOBI  IUIUTH,
HmInajepyu, 10 MUIOThCA, PYJOHHI CHUHTETHYHI Martepiaiu, IIapyBaTHil MamnepoBUid
IUIACTHK TOIIO), $KI BHUIUISAIOTH Yy TOBITPS UWIKIJJIMBI XIMIYHI PEYOBUHH, IO
MEPEBUILYIOTh TPAHUYHO JOMYCTUMI HOPMHU.

[Ipu po3ramryBaHHI eJleMEHTIB pobouyoro wicus kopucrtyBaua [IK criz
BpaxoByBaTH poOouy MO3y KOPHUCTyBaya, MPOCTIp JJIsl PO3MIIIEHHS KOPUCTYyBaua,
MOXJIMBICTh OIJISIIY €JIEMEHTIB poOOYOro Micls, MOXKJIMBICTb BEJACHHS 3aIlUCIB,
PO3MILIEHHS JOKYMEHTAIIi] 1 MaTepialliB, Ki BUKOPUCTOBYIOTHCS KOPUCTYBAUEM.

Po6oui micug 3 [IK noBunHI OyTH po3TalioBaHi BiJ CTIHM 3 BIKHAMU Ha BIACTaHI
He MeHI 1,5 M, BiJ IHIIIUX CTIH - HA BiAcTaHl 1 M, BiJICTaHb MK HUMH Ma€ CTAHOBUTU

He MeHII Hix 1,5 M [6].
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2.4. AnapatHe Ta nporpamMHe 3a0e3ne4eHHs

Tabmuis 2.4. XapakTepUCTUKU anapaTHOTO 3a0e3MeUeHHs.

HajiimenyBanHs

XapakTepucruka

MouooOsiok HP Pavilion All-
1in-One 27-xa0110ur

(7JU42EA) White

(xnaBiaTypa + MuILa)

[Ipouecop: Intel Core 17-9700T

Yuncer mar. matu: Intel H370

Bineokapra: nVidia GeForce GTX 1050

Oo0csr Bineonam’sri: 3 I'b

ITopTu:

o 2 x USB 3.1 Type-C Gen2

o 3 x USB 3.1 (1 3 miaTpUMKOIO MPUCKOPEHOTO
sapsykanHs HP Fast Charge 1.2)

o 1 x LAN (RJ-45)

° 1 x HDMI 1.4 Buxin

° 1 x HDMI 1.4 Bxix

o 1 X KOMOIHOBaHUW PO3'e€M JUIsi HABYIIHUKIB 1
MiIKpOo(hOHY

° Kapnapunep

[otyxwuicte BX: 150 BT

OO6csr onepatuBHoi mam’ati: 12 I'b

O6c¢csar SSD: 512 T'b

Hucnneii: 27 Full HD (1920x1080)

Tun matpuui: IPS

be3apotosi Texnomnorii: Wi-Fi, Bluetooth

Aynio: B&O PLAY (BOynoBaHe)

MoHO00JI0K

Lenovo

IdeaCentre 3 24ALC6

(FOGI00RS5UO)

(xnaBiaTypa + MuILa)

Black

IIponiecop: AMD Ryzen 5 5625U
Yuncer: AMD SoC Platform
Bineokapra: AMD Radeon Graphics
ITopTu:
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o 2 x USB 3.2 Gen 2 noptu

o 2 x USB 2.0 noptu

o 1 x HDMI 1.4 nopr

o 1 x LAN (RJ-45)

o Aymio

[MoTyxnicts BX: 90 Bt

OO6csr onepatuBHoi tam’ati: 16 I'b
O6c¢csar SSD: 512 T'b

Jucmueit: 23.8” Full HD (1920x1080)
Tun matpuui: IPS

besapotosi Texnomnorii: Wi-Fi, Bluetooth

Aymio: BOyaoBaHe

[Ipuntep Canon i-SENSYS
MF655Cdw EMEA, DADF
(5158C004AA)

TexHonoris ApyKy: Ja3epHUil ApyK

MakcumanbHa — po3AUIbHA  3AATHICTH  JAPYKY:
1200x1200 dpi

Tun npuctporo: bPII

JpyK: KOIbOPOBHIA, YOPHO-OLTUI

Mepexesi inTepdeiicu: Fast Ethernet, Wi-Fi

KinbkicTh KOIBOpPIB: 4

Cepsep Dell Enterprise EMC
T40

[Ipouecop: Intel Xeon E-2224G

TakToBa yacrora nporecopa: 4.7 I'T'

Kinbkicts siaep: 4

dopm-dakrop: Mini-Tower

Kontponepu SATA: Intel C246 Chipset (4 SATA
6Gb/s opTh)

Kopctkmit nuck: 2 x 2 TO

0O6’em onepatuBHOi mam’sTi: 32 I'6

Tun onepatusnoi nam’sti: DDR-4 UDIMM ECC
ITopTu:
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o 2 x PS/2

o 2 x DisplayPort

o 1 x COMport

o 1 x LAN Gbit

o 4 x USB2.0

o 5x USB3.0

o 1 x USB3.1 Type-C
o Aymio

IIBuakicte LAN: 1 I'Git/c

Kopctkuii 1uck 11st ceppepa

Western Digital Gold

Mictkicth HakonnuyBaya: 8 TO

Inrepdeiic miaxmrouenns: SATA III

Enterprise IBuakicts oOepranns mmuHAens: 7200 06/xB
OO6csr 6ydepa: 256 M6
[IBuakicTs mepeaaBanHs gaHux: 255 M6/c
MakcuManbHuii piBeHb mymy: 36 nb
HamnpamroBanss Ha BigmoBy: 2 000 000 rogun
Ta6murs 2.5. BapticTh anapaTHOTO 3a0€3MEUCHHS.
Bapricts 3a | BapricTth ychoro,
HajiimenyBanHs KinbkicTh
OJMHHII0, TPH TpH
Momno6si0k HP Pavilion 3 30 999 92 997
Mono610k Lenovo
32 28999 927 968
IdeaCentre
[TpunTep Canon 3 17 349 52 047
Cepsep Dell 1 99 999 99 999
Kopcerkuit nuck WD Gold | 2 9159 18 318
Bceboro 1 191 329
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2.5 Mepe:keBe 00/1aHAHHS

KomyTartop JokajibHOI Mepexi — NpUCTPIi, NMPU3HAYCHUN OIS 3'€THAHHS
JEKUTBKOX BY3J11B KOMITIOTEPHOI MEPEX1 B MEXKaX OJHOTO CETMEHTA.

s nokanbHOi Mepexi komnaHii Volvo Poltava 6yno oOpano 2 komyTaTopu
TP-LINK TL-SG1024DE. J[ana monens komyrtatopa Mae 24 noptu RJ-45 Ta
nigTpumye mBuAKictb LAN-nopris 1o 1 I'6it/c.

Burta mapa — Bujg MepexeBoro kabento, 3 O/JHI€I0 a00 JEKUIbKOMa Mapamu
130JIbOBAaHUX TPOBIHUKIB, CKPYYEHUX MIXK COOOI0 (3 HEBEIMKOI KUIBKICTIO BUTKIB
Ha OJIMHHUIIIO TOBKWHHU) JJIs 3SMEHIICHHS! B3aEMHUX HaBeJICHb NPU Mepeiadl CUrHaily 1
MOKPUTUX IUIACTUKOBOIO 000JIoHKOI0. Kabenb mnpueaHyeTbcss 1T0 MEPEKEBUX
MPUCTPOiB 3a jgomoMorow 3'enHyBadya RJ-45. Ilintpumye mnepemauy paHux Ha
BijicTanb 611t 100 mMeTpiB.

RJ-45 — oi3uunuii iHTEpdeic, SKU 3arajoM BUKOPUCTOBYETHCA IS
3'€THAHHS KOMM'IOTEPHUX MEPEXK 3a JOMOMOIOI0 3BHUTOI Mapu Yepe3 MepexeBUi
KOMYTaTop, abo MpH CTBOPEHHI MEPEX1 3 IBOX KOMM'IOTEPIB O OAMH OJHOTO Yepes

MEpEXKEBY KaprTy.

Tabnuusg 6. BapTicTh MepexkeBoro o0agHaHHs.

Haiivenysamms R BapricTts 3a | BapricTh ycboro,
OUHHUIIO, TPH TpH

Komyrarop

JIOKAJNbHOI ~ MEpexi | 2 4 983 9 966

TP-Link

Kab6ens (1 I'6i1/c) 500 m 28 14 000

Konekrop RJ-45 60 5.50 330

Bceboro 24 296
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Tabnuusg 7. BapTicTh nmporpaMHOro 3a0e3ne4eHHs.

Bapricts 3a | BapricTh ycboro,
HajliMmenyBaHHs KinbkicTs
OJTUHHUIIIO, TPH TpH

Microsoft Windows 10

1 2190 2190
Enterprise
Microsoft Office Pro 2021

1 17 714 17 714
(xopoOKoOBa Bepcis)
Microsoft Windows Server
2022 Standard - 16 Core |1 48 323 48 323
License Pack
BAS  byxraarepis ~ PROF

' 1 16 200 16 200

(nng 5 KopuCTyBayiB)
BAS  byxraarepis ~ PROF

1 8 400 8 400
(mns 1 kopucTyBaya)
Autodesk  AutoCAD 2024

5 67 543 337715
(plyHa miANKCKA)
Bceboro 430 542

BapricTs Mepexi

Tabnuusg 8. BapTicTh JIOKaabHOT MEPEXKI.

CkananoBa BapricTs, rpH
[Iporpamue 3a6e3neueHHs 430 542
MepesxeBe 001aHaHHS 24 296
AmnapaTHe 3a0e31eueHHs 1191 329
BapricTs J10KaIBHOI Mepexi 1 646 167
[IpoexTHO-KOMITOpUCHI poOOTH (10%)) 164 616

Bceboro

1 810 783
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2.7. TpacyBaHHA po0OOTH KOPIIOPATHBHOI KOMII'IOTEPHOI MepexKi

NetCracker — wne cucrema sika npeactaBisie coboto CASE-pecypcu
aBTOMAaTU30BaHOT'O MPOEKTYBAHHS, MOJIEIIOBAHHS Ta aHAJI3Y KOMIT'IOTEPHUX MEPEK.
J103BoJISIE TPOBECTU JOCIIKEHHS, PE3YIbTaTH SIKUX MOXYTh OyTH BUKOPUCTAHI IS
OOrpyHTYBaHHSI BUOOpY THUITy MEPEKi, CEPEOBHUIL Mepeadl, MEPEKEBUX CKIaJT0BUX
oOJlaTHaHHS Ta TPOrpaMHO-MaTEMAaTUYHOTO 3a0e3neueHHs [7].

[Iporpamui pecypcu NetCracker namTh MOXKIUBICTH 3IIHCHUTH  30ip
BIJIMOBITHUX JITAHUX TMPO ICHYIOUY MEpexy 0e3 3ymuHKHU ii poOOTH, CTBOPUTH MPOEKT
i€l Mepexi Ta BUKOHATH HEOOXITHI JOCHIIKEHHS Uil BU3HAYCHHS T'PaHUYHUX
XapaKTepUCTUK, MOMJIMBOCTI PpO3LIMPEHHS, 3MIHM TOMOJOTii Ta Moaudikaii
MEpEeKEBOro 00JaHaAHHS 3 IULIIO MOJATIBIIOr0 1 BAOCKOHAJIEHHS Ta PO3BUTKY. [l

nepeBipKu poOOTH JIOKaJIbHOI Mepesxi y nporpami NetCracker moTpiOHo:

l. Po3zramryBaTi KOMI'toTepHU Ta CEPBEPH 3T1IHO 3 IJIAHOM.
2. VY nBox kaOiHeTax OXOPOHHHUKIB PO3TAILyBAaTH KOMYTaTOPH.
3. Bcranosutu Ha Bci [1IK mepexesi kaptu — Fast Ethernet Adapters.

4. IToctaBuTtu npaiiBepa Ha cepmep: File Server, SQL Server, Ta HTTP
Server.

5. HanamryBatu tpadik mix komm totrepom ta cepsepom: File, HTTP ta
SQL.

6. 3anmycTuTd poOOTY JIOKAJIbHOI MEpPEeXi, MNEepPeBIPUTH TMPABUIBHICTD

poboTH.






-
(s
Pucynoxk. 2.8 Tlpuxnan poOOTH JIOKaJbHOT MEPEXI.
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3 ITPOI'PAMHA CKJIIAJOBA POBOTHU

3.1 Xapaxkrepucruka inpopmaii

Bianosigno no mpusnauenHs, B AC nepenbadaerbcsi 00poOka Ta 30epirants
TaKMX BUJIB 1HPOpMAIIii:

o ciyx00Ba 1HQoOpMallisd, MPU PO3IPYKYBaHHI SKOI MaTepialbHUM HOCISIM
MIPUCBOIOETECS TpU( oOMexkeHHs noctymy «/ias ciy:)k00BOro KOpPHCTYBaHHS», -
MOBMHHA OYTH JIOCTYNHOIO aBTOPU30BAHMM KOPUCTyBayaM CHUCTEMHU B XOJi
BUKOHAHHSI HUMH CBOiX (DYHKIIIH;

o BIIKpUTa 1H(OpMalid — MOBMHHA OYTH JOCTYIHOIO aBTOPU30BAaHUM
KOPHUCTYBauaM CHCTEMH B XOJI1l BAKOHAHHS HUMHU CBOiX (YHKIIIN;

o TexHojoriyHa iHdopmanis ¢yskmionyBanHs AC Ta 06a3u  gaHuX
KoMIUIeKCy 3aco0iB 3axucty AC (mepcoHamnbH1 11eHTudikaTopu, napoii, iHpopmaris
KYpHAJIIB ayJauTy TOIIO) — MOBUHHA OyTH JOCTYHHOIO aaMiHICTpaTOpaM B XOji
BUKOHAHHS HUMU CTy>KOOBHUX IMOBHOBaXXEHb [8].

o ciyx060Boi 1H(OpMaIll TaKOXK BIIHOCUTBCS TEXHOJOTIYHA 1HGOpPMAIis
CHUCTEMH 3aXUCTY, /10 AKOI BITHOCSATHCS TaKi JaHi:

o 0a3a 00JIIKOBUX 3aIIUCIB:

CIIMCOK KOPHCTYBauiB (MEpeNiK KOPUCTYBadiB 13 iXHIMU aTpuOyTaMu AOCTYIy Ta
JTAaHUMH, HEOOX1THUMHM JIJIS aBTeHTUDIKAIIT);

CIIUCOK TpyH KOPUCTYBayiB, B AKOMY JUIsl KOXKHOI I'PyIM BKa3aHUMU MEPeiK ii YWICHIB;

o aTpuOyTH TOCTYIY 00'€KTIB;
o KypHaJ peecTparii;
o napamMeTpu KoHQirypaiii CUCTEMH, Y TOMY YHCII aTpUOYyTH JOCTYMY

nporpamaux 3aco0iB K33 ta TexHonoriuHoi iHpopmaiiii;

o OIepaTUBHI JIaH1 po poOOTy cucteMu [8].
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3.2 3axucr indopmanii B JIOKaJIbHIN Mepexi

B3zaraui, onHi€ro 13 Hail M00anbHIMIKUX 3arpo3 s 0e3neku iHGOopMaliiHoro
CepelloBUIIa Ha CBhOTOAHI TOCTAaIOTh BUTOKM 1H(MoOpMamii 3 oprasizaumid Ta
nignpueMcTB. ba3oBi 3HaHHS 13 3axucTy 1HQpoOpMallii, HaBUYKU OINEPATUBHOIO
MonepeKEHHsI BUTOKaM 1H(GopMallii B JaHUH Yac JOCUTH LIIHHI , BpPaXOBYIOUH T€, 110
y Ii{ ramay3i 0cOOJIMBO TOCTPO BiIUYyBAa€ThCS HECTaua JIOCBIIUYCHHMX KBalli(piKOBaHUX
¢daxiBuiB. s monepeyKeHHs Ta MPOTUIIT 30BHIIIHIM 3arpo3aM He JOCTaTHS TIIbKU
HasBHICTH 3ac001B 3aXUCTy 1H(poOpMallii, a i OpieHTyBaTUCA Ta PO3YMITH 3acaau iX
KOPEKTHO1 poOOTH, BMITH NMPABWJIbHO HANAIITYBAaTH Ha 30ajaHCOBaHy poOOTy 3rajlaHi
3aco0u, MaTH MOHATTS MPO HEIONIKU ONEpaliiHUX CUCTEM BMITH MOINEPEIKYyBaTH 1i
3001 Ta onepaTUBHO yCyBaTu npoosemu [8].

Jlocnipkyroud TNMHUTaHHA 3axMCTy 1H(opMalii B JIOKaJbHUX MEpekax Clijl
3BEpHYTUCh HacamIepe] 10 MOHSTTS 3aXUCTy JaHUX, 110 BUCTYIAE SK TISIBHICTD ,
KOMIUJIEKC 3aXOJIB II0A0 3amoOiraHHs Ta IMONEPEIKEHHS BUTOKIB, BHUKpPAJICHHS,
BTpaTH, MAPOOKH Ta 3MIHM, HECAHKI[IOHOBAHOI MISJIBHOCTI IIOJAO0 3aXHUIIEHOT
iHpopmarii [8].

[lincymyBaBmIM  BUIE3a3HAYeHE MOKHAa CQOPMYINIOBATH, MO  3aXHCT
iHdopMarllii B JIOKaJbHUX Mepexax — 1€ IO€JHAHHA BHU3HAYEHHUX OJIMHHULD
KOMIT'IOTEpIB Ha BIJHOCHO HEBEJIUKIA TEPUTOPIi, IO Ma€ KUIbKAa BHUPIZHIBHUX
cnenupiyHUX XapaKTepUCTUK, MOB'SI3aHUX 3 TUM, L0 1H(pOpMAIls MOXE JEerko Ta
ONEepaTUBHO KOMIIOBATHUCS Ta MepelaBaTUCs Jalll [0 KaHajgaxX 3B'S3KY.

Ha crorognimiHiil 1eb copMyIbOBAHO TOJOBHI TPUHIUIH 1HPOPMAIIITHOT

Oe3MeKku, sska Hece Ha MeTl 3a0e3IeUeHHS

o Kondinenmiitnocti iHpopmariii;
o I{imicHOCTI TaHUX;
° 3axucTy Big 3001B, HACIIIKOM SIKMX MOXK€ OyTH ITOBHA a00 YacCTKOBA

BTpaTa iHdopmarlii;

o JloctynHocTi iHpopMalii 17151 BCIX aBTOPU30BAaHUX KOPUCTYBAYiB.
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[IpoananizyBaBIIM BITUU3HSIHY JITEPATYPY MOKHA CTBEPKYBATH , 110 3aXUCT
iH(popMmarlii OyBae:

e HernpsMuM — 0e3 (Hi3UYHOT B3aEMOIIT 13 KOMITOHEHTAMHU JIOKAJIbBHUX MEPEK;

® MPSAMHUM — 3 (PI3MYHUM BTPYUYAHHSM JI0 €JIEMEHTIB JIOKAJIbHUX MEPEK.

B nmaHmii yac He3akOHHMM JOCTym 10 1HGoOpMalii, [0 3HAXOJIUTHCA
B JIOKQJIbHUX Mepexkax B110yBa€ThCS HUISIXOM:

® BUKOPHUCTAHHS MPOCITYXOBYIOYUX MPUCTPOIB;

® MOpPTaTUBHOTO (hoTOrpadyBaHHs;;

® HE3aKOHHOT'O 3aCTOCYBaHHS TEPMIHAIIB;

® HECaHKILIOHOBAaHOTO BMBEJICHHS 3 JIaJly 3aC001B 3aXUCTY;

e imiTaii HOC1iB 1H(OpMaIii;

® AKTUMBHOI'O 3aCTOCYBaHHS NMPOTPaAaMHUX MACTOK.

J1ist po3B’si3aHHS IpOoOsIeMH 3aXUCTy 1H(OopMallii, MPOBIAHUMH 3aC00aMHU, 1110
3aCTOCOBYIOThCS ISl 3a0€3MEeUeHHS IIEBOTO 3aXUCTY, BApTO 3BEPHYTH yBary Ha

1H)KEHEPHO — TEXHIYH1 Ta MporpaMHi 3aco0u 3axucTy iHpopmaii [8].

3.3 IH:KeHepHO-TeXHIYHMIA 3aXHCT

3aco0u 1H)XKEHEpHO — TEXHIYHOTO 3axHCTy iH(popmarlii — 1€ pi3HOMaHIiTHI
MEXaHI14Hi, eJIEKTPOHH1 ab0 eJIeKTPOHHO-MEXaHIUHI MPUCTPOi, TPUCTPOI Ta CKIIAJI0BI
€JIEeMEHTH , 10 3a0e3MeuyoTh e(EeKTUBHUN 3aXUCT BiJl BUKPAJIEHHSA Ta HE3aKOHHOTO
noctymy no iHdopmamii Ta 3amoOiraHHs ii BTpaTH SIK HACHIIOK MOPYIICHHS
(GyHKLIOHYBaHHS, CTUXIMHUX JIUX, JUBEPCid Too [§].

S BBaxar, 00 3ac00M 1HXKEHEPHO-TEXHIYHOIO 3axucCTy 1H(popmalii B
JIOKaJbHIM Mepeki MOXKHA TIOIUIUTH Ha:

1. ®13uyH1 3acobu — 1e OyAb fAKl amapartd, TaJKETH, MPUCTPOi, KOHCTPYKIIIT,
THCTPYMEHTH, 1110 CTBOPIOIOTH MEPELIKOAW JJIA 3JI0BMUCHUKIB. Jlo HMX Hauexarb
KOHCTPYKI[IiT Ta CHOPYIKEHHS, 110 3amno0iratoTh (QI3MYHOMY JIOCTYIYy YU

MIPOHUKHEHHIO 3JI0YMHLIB 0O MaTepiaJiIbHUX HOCIiB 1H(oOpMalii Ta Ha Ge3nocepeHi
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00’€KTH  3aXHUCTy, 3IIMCHIOIOTh 3aXHUCT IOCAJOBUX OCI0 Ta MPUUYETHHUX
CHiBpoOITHHKIB, 1H(OpMaIi Ta MaTEpiaIbHUX 3aC001B BiJl MPOTUIIPABHOIL TISIIBHOCTI.

YMoBHO 3ac00u (PI3UYHOTO 3aXUCTY MOXKHA PO3MEXKYBAaTH Ha 3 KaTeropii:

o nonepeKyBalibHi 3ac00u (ITOCUIIEH] IBEpi , TPaTH);
° 3acoOu BUSIBJICHHSI (CUTHAJII3aIlis);
° 3acoOu JIIKBiaIlil 3arpo3.

J1o 3ac001B (pi3MUHOTO 3aXUCTYy HAJIECKATH:

® MPUPOJHI Ta IITY4YHI MEPEIIKOAU, SIKI MPOTUIIIOTH Ta MOMNEPEKYIOTh
HE3aKOHHE MPOHUKHEHHS Ha TEPUTOPit0 PYyHKIIOHYBaHHS 00’ ekTa. Ha choronHimHini
J€Hb MOKHA HapaxXyBaTH JOCUTh 3HAYHUN MAacHB TaKHX 3ac00iB (1Ie MOXKYTh OyTH SIK
JOCUTh MPOCTI CITYACTI OrOPOXKI Ta HASIBHICTH JIOMIOBHEHb HA HUX, TAK 1 IOCTATHBO
CKJIaJH1 KOMOIHOBaHUX OTOPOXKEHHS, SIKI 103BOJISIOTH B1J] JISIKATH MPABONOPYIITHUKA
Ta, B JAESKIM Mipi, MONEPEIUTH 3I0YUHHE JISTHHS );

e crnenudiyHl KOHCTPYKIli, MPOXOJIB, NMEPUMETPIB, ABEPHUX Ta BIKOHHHX
IJIETIHB, 0CO0JIMBA OYy/10Ba CXOBHIIl Ta MPUMIIICHB, HASBHICTb CEM(IB TOILIO Ma€e OyTH
B HasiIBHOCTI B 000B’SI3KOBOMY MOPAJIKY 3aJy1sl O€3MeKku sl OyAb-IKUX MIJIPUEMCTB,
yCTaHOB Ta oprauizamiil. L{i cTpyKTypu MycsiTh MPOTUCTOATH OYIb-SKHUM CIIOCOOaM
MPSIMOTO YM OMOCEPEIKOBAHOIO (PI3UYHOTO BIUITUBY 3 OOKY KPUMIHAIBHUX €JIEMEHTIB.
OaHuM 3 KIIOUYOBUX TEXHIYHUX CIOCOOIB 3aXMCTy MPUMIIIEHb, CXOBHII Ta ceH(IB €
3aMKkd. Bonu OyBaioTh mnpocTuMu (mependavyaroTh HAsBHICTh — KJo4a), 3
MPOrpaMHUMU PUCTPOSIMU Ta KOJOBUMH ;

e 30HM Oe€3MeKH, sIKI 3a3BHuYail pPO3TAIIOBYIOThCS Ha 00’ €KTI MOCHIAOBHO,
CTBOPIOIOYM JIAHIIOT MEPEIIKO, 110 JOBEAEThCA 3/10J1aTH 3JI0YMHIIEBI, TOYHMHAIOUU
CBIM HUISAX BiJl OTOPOXiI HABKOJIO TEPUTOpPIi 00’€KTa 10 cxoBulIa 1H(GOpMAIIITHUX Ta
MartepialibHUX HIHHOCTEH [8].

2. AnmapaTtHi 3aco0u — CKJIaJalTh 3aco0M, MPUCTPOi, Ta I1HIII TEXHIYHI
MPUCTOCYBaHHSA, 1[0 BUKOPHCTOBYIOTHCS 3 METOIO 3axucTy iH(popmarlii. ['oioBHOIO
3a/layero amapaTHUX 3aco0iB BHUCTynae 3a0e3MeueHHs 3axucTy 1HQopMmauii Bif
BUTOKY, PO3TOJIOLIEHHS Ta HECAHKI[IOHOBAHOT'O JOCTYIy BUKOPUCTOBYIOUM TEXHIYHI

3acobu 3a0e3neueHHs BUPOOHUYOT AiSTBHOCTI .
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SIK OKpeMHM CTPYKTYpHUM €JIEMEHTOM, A0 TPyNH 1HXKEHEPHO — TEeXHIYHUX
3ac001B CIIiJ] BITHECTH:

® 3ac00M 3axUCTy KaOenbHOi cuctemu. lIpoaHanizyBaBIIM CTaTHUCTHKY, CIiJI
3ayBa)XUTH, 110 OLIbIIE IMOJOBHHU 3001B Ta BIJIMOB JIOKAJIBHOI OOYHMCITIOBAIBHOT
Mepexi (JIOM) crnpuuuHsIOTH caMme HemoJiaJku KabeiabHoi cucteMu. Haiikparimum
CcrocoOOM BHUpIIIEHHS wLi€i NpoOJeMH Ta TMONEepeKeHHS NOMIOHUX EeKCIIECIB Yy
MaiiOyTHbOMY € TMO00yJ0Ba CTPYKTYpOBaHOi KaOeNbHOI CHCTEMHU, [JIs SKOI
3aCTOCOBYIOTHCS 1IEHTUYHI KaOesi JJIsl opraHizallii nepejadi J1aHux, Bi€03aMuCiB Ta
3BITHOI 1H(OpMAIl BIJT OXOPOHHOI CHUCTEMHM, MOINEPEIKYBaJIbHUX CUTHAIIB Ta
MasiuKiB B1J] JaTUYUKIB MOKEKHOI 0€3MEKH, a TAKOXK JIOKAJIBHOT TeJIepOHHOT Mepexi.

® 33aco0M 3aXUCTy CHUCTEMH EIeKTpOXKUBJICHHS. HaliauBHIIUM Ta HaIIMHUM
3aco00M, 110 JOTIOMAarae MomnepeIuTH BUTOKH 1H(OopMallii y pa3i CTpUOKIB HAIIPYTH B
eJIeKTpoMepeki  ab0 KOPOTKOYACHHX THUMYACOBMX BUMKHEHb E€JIEKTPOCHEprii €
BCTAHOBJICHHS JpKepes 0e3nepeOiitHOro KUBIEHHS;

e 3ac00M ayOnroBaHHA Ta apxiByBaHHs 1HQopMmamii. Ilpu HasgBHOCTI Yy
KOpPHUCTyBaua 3HA4HOro o0’emy iHopmarlii 1 apxiBallii JaHUX AOLUUILHUM Oyje
OpraHi3yBaTW BiJJIaJIEHUN BIJIOKPEMJICHUH CIeliadi3oBaHuil cepBep. Y BHIAJKY
AKIIO Taka 1H(opMalis € TOCUTh IIHHOIO TO, ii BapTo 30epiraTv y creliajlbHOMY,
n00pe 3aXUIIeHOMY NPUMIIICHHI;

® 3ac00M 3aXUCTy BiJ BIAMIUBY iH(OpMaIii MO pI3HUX (PI3UYHUX MOJSIX, IO
BUHHMKAIOTh i 4yac poOOTH TEXHIYHMX 3aCO0IB — CHeIllajbHI 3aCO0M PO3KPUTTS Ta
JIKBIALIT MPOCTYXOBYBAJIbHOI anapaTypu, aKTHUBHE PaJlOTEXHIYHE MACKyBaHHS 13
aKTUBHMM 3aCTOCYBaHHSAM CIIEI1aJi30BaHUX T'€HEpPaTOpiB IIYMIB, €JIEKTPOMArHITHE
€KpaHyBaHHS IPUMIIIEHb TOLIO.

Cnig 3a3HauMTH, L0 HAWYacTIIEe TEXHIYHI 3acO0M 3aXUCTy e(EeKTHBHIIIEe

peani3yroThCs B MOEIHAHHI 3 IPOrPaMHUMH [§].
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3.4 IlporpamMHuii 3aXUCT

[Iporpamui 3aco0u 3axucty 3a0e3neuyoTh ayTeHTU(DIKaLIIo Ta 1IeHTUDIKAII0
KOPHUCTYBauiB, AUdepeHIiamnii 10cTyny 10 iHhOopMaliiiHUX pecypciB BiMOBITHO IO
MOBHOBa)XEHb AKTUBHUX KOPUCTYBadiB, (opManbHy peecTpaiilo MOAli, 3axXucT
1H(popMarlii Bii KOMIT'IOTEPHUX BIpYCiB, KpunrorpadiyHui 3axucT iHopmarii Touro.
Jlocnipkyroud TporpaMHi  3aco0M  3aXMCTy, CHIJ 30CEpEeAUTH CBOIO YyBary Ha
creHorpagiyHux wmetojax. Haituacrime Takuii cmoci0 BHUKOPUCTOBYETHCS IS
CTBOpPEHHs MUGPOBUX BOJSAHMX 3HaKiB. Ha BiAMIHY BiJ 3arajJbHONPUHHATHX
Mo3Ha4YeHb, iX MOKHA 3akapOyBaTH Ta 1AEHTU(IKYBaTH TIUIbKU 3a JOIOMOTOIO
CHeliadbHOro MporpaMHoro 3ade3nedyeHHs — MUGPOBI BOASHI 3HAKU MO3HAYAIOTHCA
K BHUIAJKOBO 3r€HEPOBAHO MO YEProBOCTI IIYMOBHX CHUTHAJIB, C(HOPMOBAHUX Ha
0a3i ceKpeTHUX KiouiB [8].

CucreMu po3MesKyBaHHS JT0CTYILY

Taki cucremu npu3HAYEH] JJIA peajizailii MpaBWl PO3MEKYBAaHHS JOCTYIY
Cy0'eKTIB 70 JAaHUX, MEPEKEBUX MPHUCTPOIB CTBOPEHHS TBEPAUX KOMiil 1 0OMiHY
JaHUMHU MK Cy0'€KTaMU MEPEXK, a TAKOX JJI YIPABIIHHS MOTOKAMHU JAaHUX B IUISAX
3ano0iraHHs 3amucy JaHuX Ha Hocii 1 1H [9].

Po3me:xxyBaHHSI 10CTYyny MOJISITa€ B TOMY, 1100 KOKHOMY 3apeeCTPOBAHUMHU
KOPHUCTYBauy HaJaTH MOXJIMBOCTI O€3MepelkogHOro JOCTymy a0 iHdopmalii B
MeXax HOoro TMOBHOBXEHb 1 BHUKIIOYUTH MOXIMBOCTI TMEPEBUILECHHS IUX
MOBHOBaXeHb. [[151 KOKHOTO KOpUCTyBaya BCTAaHOBIIOIOTHCA HOTO MOBHOBA)KEHHS
o0 (aiiaiB, KaTaJoriB, JIOTYHMX JUCKIB Ta IHIIMX CUCTEMHUX pecypciB. s
PO3MO1TYy MOBHOBaXEHb CYO'€KTIB MO BIJHOIICHHIO 10 00’€KTIB BUKOPUCTOBYETHCS
MaTpUYHa MOJEINb TOCTYITY, 1110 MOK€ 3111 CHIOBATUCS

* 3a PIBHAMM Ta€EMHOCTI (CEKpETHO, LIIKOM TaeMHO 1 T.m.). KopucryBauesi
J03BOJISIETHCS IOCTYM TUIBKU JIO IAaHUX CBOT'O a00 OUIbIII HU3BKHUX PIBHIB. 3aXHUIIEHI
JaH1 pO3NOAUISIOTHCS MO MAaCUBAaX TaKUM YMHOM, 11100 B KOKHOMY MAacHBI MICTHIIHCS

JlaH1 OJHOTO PIBHS TAEMHOCTI;
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* CHeliaTbHUMU CIIUCKaMU (TIPU IIbOMY PO3MEXYBaHHS JTOCTYITY JUIsl KOXKHOTO
eJeMeHTa JaHuX, 110 3aXMINalThes (ailmy, mporpamu, 0a3u CKIAJAEThCS CIHUCOK
BCIX THUX KOPHUCTYBauiB, SIKMM HaJaHO MPaBO JOCTYIY JO BiAMOBIIHOTO €JIEMEHTY.
MoxnuBU 3BOPOTHUN BapiaHT, KOJIU JIJII KOXKHOTO 3apEECTPOBAHOTO KOPHCTyBaya
CKJIQJIA€ThCS CIUCOK TUX €JIEMEHTIB JaHUX, 110 3aXUIIAI0ThCA, 10 KX HOMY Ha/JIaHO
MPaBo JOCTYITY);

* MATPULSIMHU TIOBHOBA>KEHb.

[Ipu opranizamii gocTymy g0 OOJagHAHHS I1CTOTHE 3HAYCHHS MalOTh
iaeHTudiKais 1 ayTeHTudikalis KOpUCTyBayiB, a TaK0X KOHTPOJb 1 aBTOMAaTHYHA
peecTpauiaMm ix niid. [ Bri3HaHHS KOpUCTyBada MOXYTh OyTH BUKOPUCTaHI Mapoii
1 IHAMBIAyalbHI 11eHTU(DIKALIIIHI KapTKH.

Taki cucremu mnpu3HAYEHI JJIA peajizaiii MpaBWJl PO3MEKYBAaHHS JOCTYIY
CyO'eKTIB 70 JAaHUX, MEPEKEBUX MPHUCTPOIB CTBOPEHHS TBEPAUX KOMiil 1 OOMiHY
JaHUMHU MK Cy0'€KTaMU MEPEXK, a TAKOXK JJI YIPABIIHHS MOTOKAMHU JAaHUX B IUISAX
3ano0iraHHs 3amucy JaHuX Ha HOcii 1 1H [9].

Po3MexxyBaHHS JOCTYIy MOJISITa€ B TOMY, II00 KOXXHOMY 3apEECTPOBAHOMY
KOPHUCTYBauy HaJaTH MOXJIMBOCTI O€3MepelkogHOro JOCTymy a0 iHdopmalii B
MeXax MOoro TMOBHOBaXEHb 1 BHUKIIOYUTH MOXIMBOCTI TMEPEBUILECHHS IUX
MOBHOBaXeHb. [[11 KOKHOTO KOpUCTyBaya BCTAaHOBIIOIOTHCA HOTO MOBHOBaXKEHHS
o010 (aiiiB, KaTajaoris, JOTYHUX JUCKIB Ta IHIIMX CUCTEMHUX PECYpCIB.

Jlns po3mojaily TOBHOBaXKEHL CYO'€KTIB TIO BIJHOIICHHIO N0 O0O0'€KTIB
BUKOPUCTOBYEThCSI ~ MaTpU4HAa  MOJENb  JOCTymy. Po3MexyBaHHS  MoOXKe
31ACHIOBATUCH:

* 3a pIBHAMM Ta€EMHOCTI (CEKpETHO, LIIKOM TaeMHO 1 T.m.). KopucryBauesi
JO3BOJISIETbCST  JOCTYN TUIBKM JIO JAaHUX CBOro abo OUIbIl HHU3BKUX PIBHIB.
3axyIaThes AaHl PO3NOAUISIOTHCS MO MAacHMBax TaKUM YHMHOM, 00 B KOXKHOMY
MacHBI MICTHJIUCS JIaH1 OJTHOTO PIBHS TAEMHOCTI;

* crieniajJbHUMU crickaMu. [Ipu 1iboMy po3MeskyBaHHS AOCTYIY JJISI KOXKHOTO
eJIeMeHTa JaHuX, 0 3axuInarThes ((ailmy, mporpamu, 6a3u) CKIaAA€TbCA CIUCOK

BCIX THUX KOPHUCTYBauiB, SIKUM HaJaHO MPaBO JOCTYIY JO BiAMOBIIHOTO €JIEMEHTY.
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MoxuBU 3BOPOTHUN BapiaHT, KOJIHM JIJII KOKHOTO 3apEECTPOBAHOTO KOPUCTyBada
CKJIQZA€ThCS CIUCOK TUX €JIEMEHTIB JaHUX, 110 3aXUIIAI0ThCA, 10 SKUX HOMY HaJaHO
MpaBo JIOCTYILY;

* MaTpUISIMA NOBHOBaXXEHH [11].

MexaHi3Mu ayIuTa i MPOTOKOJIOBAHHSA 00JIiIKOBUX 3aNNCIB

[Ipu opranizamii JgocTynmy A0 OOJNaJHAaHHS ICTOTHE 3HAYEHHA MAaloTh
iaeHTudIKalis 1 ayTeHTudikalis KOpUCTyBayiB, a TaK0XX KOHTPOJb 1 aBTOMAaTH4YHA
peecTpauid ix aiid. [y Bi3HaAHHS KOPUCTyBaya MOXYTh OyTH BUKOPUCTaHI Mapodl i
IHIUBIAyaldbHl  17eHTU(IKAIIHI KapTKU, a Ui YIOPaBIlHHA JOCTYIIOM O
YCTaTKyBaHHIO TaKi MPOCTI, ajie e(EeKTUBHI 3aX0AH, SIK BIIKIIOUEHHS dUBJICHHS a00
MEXaHIYHI 3aMKH 1 KJIt041 JIJIs1 PUCTPOIB.

Opranizaniss ~ [0CTymy  OOCIYroByIOYOro  IEpPCOHAy 10  MPHUCTPOIB
1H(pOpMaIliiTHOT CUCTEeMH BIIPI3HAETHCA BiJ OpraHizalii JoCTyny KOPUCTYBayiB THUM,
10 MPUCTPIN 3BUIBHAETHCS Bl KOH(IAEHUINAHOT 1H(OpMAIi 1 BIIKIIOUYAIOTHCS BCI
iH(popMmarliitHi 3B'a3ku. TexHiuHe 0OCIYroByBaHHS Ta BIJTHOBJIEHHS Mpale3aaTHOCTI
MPUCTPOIB BUKOHYIOTHCS M1 KOHTPOJIEM IOCAI0BOI OCOOM.

3a yBa3i ynpaBJiHHS JOCTYIIOM CUCTEMHU PO3MEKYBaHHS MOAUISIOTh:

* Ha CUCTEMH 3 JIUCKPEUIMHUM YIpPaBIIHHSAM, IO J03BOJIIE KOHTPOJIIOBATU
JIOCTYNl Ha3BaHUX CYO'€KTiB (KOpUCTYBauiB) JO MOWMEHOBaHUM 00'eKTiB ((hailis,
mporpam 1 T.I1.) BIAMOBITHO 10 MATPHIl A0cTyny. KOHTpoJIb JOCTYIy 3aCTOCYEMO 10
KOXHOTO 00'€KTY 1 KOKHOMY Cy0'ekTy (1IHAUBIY ab0 Ipymi pIBHONPABHUX 1HIWBI/IB).
Kpim TOro, € MOXIJIMBICTh CAaHKI[IOHOBAHOTO 3MIHHM CIIMCKY KOPHCTYBAdiB 1 CITUCKY
00'€KTIB, 1[0 3aXUIIAIOTHCS, MepeadayeHl KOIUTH YMPaBIIHHS, IO OOMEXKYIOTh
MOIIUPEHHS MpaB Ha JAOCTYM SIK JUIsl SIBHUX, TaK 1 AJI IPUXOBAHUX A1l KOpUCTyBaya;

* MaHaaTHi cuctemu. g peanizamii MaHAATHOI NPUHIUIY YNPaBIIHHSA
JOCTYIIOM KOXKHOMY CYO'€KTy 1 KOXXHOMY OO0'€KTy MpHU3HAYaIOThCS KiacuikaiiiHi
MITKH, 110 BigoOpa)kaloTh iX piBeHb (ypa3iIuBOCTI, KaTeropii CEeKpeTHOCTI 1 T.1.) Y
BIJIMOBIAHIN 1€papxii [11].

3abe3neuyloTh 3aco0M [Jii CUCTEMH pO3MEXKYBaHHS JOCTYNy BUKOHYIOTh

1IeHTUdIKALII0 Ta ayTeHTH]ikaiilo cy0'ekTiB; peecTpauiro Aiil cyO'ekta 1 #oro
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mpolecy; 3MiHa MOBHOBAXKEHb CYO'€KTIB 1 BKJIIOYEHHS HOBUX CYO'€KTIB 1 00'€KTIB
JOCTYIy; TEeCTyBaHHs BCiX (yHKIIH 3axucTy 1H(opMamii creriaibHUMH
MPOrpaMHUMU 3aC00aMU Ta psAJl IHIIUX (QYHKIIIH.

OO6niky miAISITaloTh CTBOPIOBAHI 3axXWINAIOThCS (halau, KaTajJord, TOMH,
obnacti omeparuBHOI mam'aTi 1 1HII oO0'ektr. s KOKHOI TOAIT TMOBUHHA
peectpyBaTucsa iH(opMmaris (cy0'ekt, gaTa 1 4ac, TUN TOAIl Ta iH.) 3 BUIAYOIO
JIPYKOBaHUX JOKYMEHTIB BIANOBIIHOTO 3pa3ka. KpiM Toro, moxke aBTOMaTU4YHO
odopmisITUCST 00J1IKOBA KapTKa JOKYMEHTA 13 3a3HAYEHHSAM JaTH BUAaYl, OOJIKOBHUX
PEKBI3UTIB, HaliMEHYBaHHs, BHAY, IHUPpPYy, KOAY 1 PiBHA KOH(DIAEHIIHHOCTI
nokymenTa [11].

Oco0nuBocCTI peanizalii cuctemMu. B cucreMi po3MexxyBaHHS JOCTYyy IOBUHEH
OyTH BUKOPUCTAHUN TUCTIETYED, SIKUN 31MCHIOE PO3MEXKYBAaHHS JOCTYIY BIAMOBIIHO
10 3aJaHOr0  TNPUHIUIIOM  pO3MEXyBaHHA. Po3MexyBaHHS  JOCTymy 10
iHQopMaIiitHUX 00'€KTIB 3AIMCHIOETHCS BIAMOBIIHO JO TOBHOBaXXEHb CYO'€KTIB.
OCHOBOIO Takoro po3MeXyBaHHS € oOpaHa MOJeNb YMNPaBIiHHSA JOCTYIIOM, IO
peani3yerbcsl aucneTdepoM noctymy. Jucnerdyep 3abesneuye BUKOHAHHS MpPaBUII
PO3MEXKYBaHHS JOCTYIy CyO'€KTiB 70 O0'€KTIB JIOCTymy, sKi 30epiraroThcsi B 06a3i
MOBHOBAXEHb 1 XapaKTEPUCTUK MOCTYIy. 3aluT Ha AOCTYyN CcyO'€kTa O JESKOro
00'eKTy HaIXOAUTh B OJIOK ympaBiiHHS 0a3010 1 peecTpaiii noaiid. [loBHOBaXkeHHS
cyO'ekTa 1 XapaKTEpUCTHUKHU 00'€KTa aHaJI3YyIOThCs B OJIOLI MPUUHATTA pilleHb. 3a
pe3ysibTaTaMu aHajizy (OPMYEThCS CUTHAJ J03BOJy a00 BIJIMOBH B JOIMYCKY (
"Nonyctutu", "BimMoButu"). Akmo uucino curHaiiB "BigMoBUTH" NEpeBUIIUTH
3aJlaHuil piBeHb (HampuKiIad, S pasiB), AKUi (IKCyeThbCsl OJIOKOM peecTpallii, To OJI0K
NPUAHATTS pilieHb Buaae curdan "HecankiionoBanuii noctyn". Ha mijgcraBi nboro
CUTHAJIY aJMIHICTPATOP CHUCTEMH Oe3MeKu MOKe 3a0JIOKyBaTH poOOTy cyO'ekTa aJis
3'sICyBaHHS NPUYMHU TaKUX MOpyLIeHs [11].

Mopnens bena-Jla [Tagynu € monemio po3MexyBaHHsS JOCTYIy 10 1HGopMarlii,
0 3axMIIaeThcsi. BoOHa OMUCYeEThCS CKIHUEHHUM AaBTOMATOM 3 JOMYCTUMHUM
HAa0OpOM CTaHIB, Y AKUX MOXE 3HaXOJUTUCH 1HPOpMalliiiHa cucTeMa. Y Ci eJIEMEHTH Y

ckJaal iHpopMaliifHOI CUCTEMU TOJIIIEH] Ha cy0'ekTu 1 00'ekTu. KoxkHOMy CcyO'ekTy
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NPUNKUCYETbCA PIBEHb JOCTYNY, SKUW BIANOBIZAE PIBHIO KOH(IACHIIHHOCTI.
AHanorivHo  00'€KTy HaJaeThcsl piBEHb TaeMHOCTI. [loHATTA  3axuiieHoOl
BU3HAYA€TbCS HACTYIIHUM YHMHOM: KOXKE€H CTaH CHCTEeMHU IOBHHEH BIANOBIIATH
MOJIITULII Oe3MeKH, BCTAHOBJICHOI AJisi 1aHOoi 1HQopMauiiHoi cuctemu. Ilepexin Mix
CTaHaMHu omHCcyeTbcsd (PyHKIisiMU niepexony. CucremMa 3HAXOAUTHCS y O€3MeYHOMY
CTaHl TUIbKH y TOMY BUIAJKY, KOJU Y KOKHOTO Cy0'€KTa HasiBHUN JOCTYM TIJIBKH 10

THX 00'€KTIB, 10 SKHUX Bl JO3BOJICHHI HAa OCHOBI IMIOTOYHOI MOJITHKH Oe3meku [12].

Tabnuusg 3.1 - MaTpuusg nocTymy

Bunu indopmarrii
= =l s B E 8 S S
Binzinu = 3| & 5|8 3|/€ 8 |s 3|8 §
2 2|8 2/ 2|2 2z |8 2|5 2
2 & =2 &l % &/ © & | o & |2 &
= o8 o/ 8 9| E o 8 o | & o
5 S| 3 & & & 2 & | & s |5 5
» E|O Elo Elm E = 2 | = E
Cepsep + + + + + 4
['enepanbHU TUPEKTOP + - - - - +
Cekperap + - - - - T
KepiBuuk Biimy| + - - - - +
OXOpPOHU
OXOpOHHUK + - - - - +
OXOpOHHUK + + - - + T
OXOpOHHUK + + - - + T
Crnemnianict 3| + - - - - +
KibepOe3nexku
Crnemiamict 3| + + - - - +
KibepOe3nexku
Crnemiamict 3| + - - - - -
KibepOe3nexku
KepiBHHK Bigminy kaapis |+ - - - - -




53

[Hcnexrop BiaaUTy KaapiB H T T JCK
H — Heraemna;
T — TaemMHa;
JCK — ny1s1 city>k00BOTO KOPUCTYBAHHS.
Ta6nung 2 - MangaTHa MOAENb TOCTYITY
Buau indopmarii
A ixpopmar = | o x| e =g = = =
— = 55 5|8 52 5% &8 F ¢ 3
Bimminm 2 S = s/ 2 5|5 5/ 2 =2 s
© = =
s o 8l 5 2 2 & 3 & & =
2522 5:52¢8: %
©E|C E|® E| & E E| T E
Cepsep IT IT IT
I'enepanbHU QUPEKTOP q H IT
Cexkperap 4 H q
KepiBuuk BIJIJILTY Yy H Yy
OXOpPOHU
OXOpOHHUK q H 4
OXOpOHHUK IT IT IT
OXOpOHHUK IT IT IT
Crnemnianict 3 S| H 4
KibepOe3nexku
Crnemnianict 3 S| H 4
KibepOe3nexku
Crnemnianict 3 S| H H
KibepOe3nexku
KepiBHuK BiIiTy KapiB q
[Hcnexrop BiaaUTy KaapiB q
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Y — yuraHHS;

YC — yacTKOBHI1 1OCTYI;

H — nemae nocrymy;

IT — noBHMY noCTyM;

[IpoTokontoBaHHS — Lie Mpolec 30uMpaHHS 1 HAKOMWYEHHs iH(opmalii mpo

nojii, o BiAOyBarOThCs B IHQOpPMAIIHHINA CUCTEMI.

VY KOXHOro cepBicy CBii Habip MOKIIMBHUX MOJIH, ane y OyIb-IKOMY BUIAIKY

iX MOXHa PO3IJIUTH Ha:

30BHIIIHI (BUKJIMKaHI A1SIMU 1HIIUX CEPBICIB);
BHYTpIIIHI (BUKIUKAHI JISIMA CaMOTO CEPBICY);

KJIIEHTCHKI (BUKJIMKaH1 JIIMH KOPUCTYBaUiB 1 aAMIHICTPATOPIB).

AyauT — 1ie aHaji3 Hakonmu4ueHoi iHdopmallii, 1o 3A1iMCHIOEThCS ONEPATUBHO, Y

peaspHOMY Yaci abo MepiouyHo.

OHCpaTI/IBHI/Iﬁ ayauT 3 aBTOMATHUYHUM pCaryBaHHJAM Ha BHUSBJICHI HEIITATHI

CI/ITyaI_Ii.l. Ha3MBAa€TbhCA aKTHUBHHUM.

HpOTOKOJIIOBaHHH 74 ayauT OJO3BOJIAIOTh pOSB’HSaTI/I TaKl 3a):[at1i:

3a0e3MeUeHHs] MiJ3BITHOCTI KOPUCTYBadiB 1 aaMiHICTpaTopiB. SIKIIO
KOPHUCTyBaul 1 aMIHICTPATOPH 3HAIOTh, 110 Bce iX il (PIKCYyrOThCS, BOHH,
MOJKJIMBO, YTPUMAIOThCS BiJl HE3aKOHHUX ornepaiii. O4eBUAHO, AKIIO €
MiJICTaBU MIJ03PIOBATH SIKOTO-HEOYb KOPUCTYBada B HEYECHOCTI, MOXKHA
peecTpyBaTH BCl HOro nii, aXx 10 KOXHOTO HATUCHEHHsS Kkiasimi. [Ipu
bOMY 3a0€3IeUyeThCsl HE TUIBKM MOIIMBICTH PO3CIITyBaHHS BHIIAQJKIB
MOPYIICHHSI PeXUMY O€3NeKH, ajie 1 BIIMIHA HEKOPEKTHHX 3MIH (SKIIO B
MPOTOKOJII TPHUCYTHI JaHi g0 1 micaa Moaudikamii). Tum camum
3aXUIIAETHCS IUTICHICTH 1H(OpMAIlii;

3a0€3MeUYeHHs] MOJIMBOCTI PEKOHCTPYKIII MOCHIZOBHOCTI  MOJIM,IIO0
J03BOJISIE BUSIBUTH CINAOKOCTI B 3aXMCTI CEpBICIB, 3HAWTH BUHYBaTLs
BTOPTHEHHS, OI[IHUTH MAacIITaOW 3amoJisTHOr0 30MTKY 1 MOBEPHYTHUCS 10

HOPMaJIbHO1 POOOTH;
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® BUSBICHHS CIPOO MOpyIIeHb 1HPOpMaLIiHOI O0e3neKu— (PYyHKIIISI aKTUBHOTO
aynuty. 3BUYAMHMM ayIudT J103BOJISi€E BHUSBUTU MOAIOHI cmpoOu 13
3aIMi3HEHHSM, ajie 1 11 BUSBISETHCS KOPUCHUM;

e HaJaHHA iHPOpMalii AJig BUSBICHHS Ta aHAI3y MPOOJIEeM MOKE JOTOMOITH

MOJIIMIIUTU TaKUW Mmapamerp Oe3NeKu, SK JOCTYIHICTh. BUABUBIIM BY3bKi
Miclii, MOXXHa crpoOyBaTu mepeKoHPIrypyBaTu abo MepeHacTpoiTu
cucremy [9].

OO611KOBHI 3aITUC MOXKE MICTUTU TaKOX JIOJATKOBI aHKETHI JIaH1 KOPUCTyBaya:
iM'sl, Tpi3BUIIE, TT0 OATHKOBI, MCEBAOHIM, CTaTh, BIK, JaTa HApOJKCHHS, ajpeca e-
mail, moMamHs 1 poboya ajapeca, HOMEp JAOMAIIHBOTO, pOoOOYOro Ta MOOUIHHOIO
tenedony, Homep Viber, igeHTtHdikarop SKkype, iHIII KOHTAaKTHI JaHI CHCTEM
MUTTEBOTO OOMIHY MOBIIOMJIEHHSIMH, aJpeca IOMAalIHbOi CTOPIHKM Ta/abo OJory B
IHTEpHETI, BIIOMOCTI MpO X001, MPO KOJIO IHTEPEcCiB, MPO CIM'I0, PO MEPEeHECEeH1
XBOpPOOH, PO MOJITUYHI YIOJ00aHHS, PO NaPTIMHY NPUHATIEKHICTh, PO KYJIbTYpHI
ynoao0aHHs, MPO BMIHHS CIUIKYBaTHCS 1HO3€MHUMH MoBamu Tomlo. KoHKpeTHi
KaTeropii JaHuX, IKi MOXKYTh OYTH BHECEHI B TaKy aHKETY, BU3HAYAIOTHCS TBOPISIMU
1 (a00) anmiHicTpatopamu cuctem [9].

OO6iKOBUH 3amIUC MOXE TAaKOX MICTHTH OJIHY a0 Jekiibka (oTtorpadiit abo
aBaTap KOpUCTyBaya.

OO6iKOBUH 3amKUC KOPUCTYBaua TaKOK MOKE BPaxOBYBAaTH PI3HI CTATHCTHYHI
XapaKTepUCTUKH MOBEIHKH KOPUCTYBaua B CUCTEMI Ha OCHOBI BiJICTEXEHb CUCTEMH:
JABHICTh OCTAaHHBOTO BXOJY B CHCTEMY, TPUBAJICTh OCTAaHHHOTO MepeOyBaHHS B
CHUCTEMI, aJjpeca BUKOPUCTAHOTO MPU TMIJKIIOYEHHI KOMM'IOT€pa, 1HTEHCHBHICTH

BUKOPHUCTaHHA cucTtemu Tomio [11].

Ta6murs 3. O6J11KOBI 3aITUCH KOPUCTYBAUiB MIAMPUEMCTBA.

IMocana Jlorin IMapoab

Cepsep server-volvo volvogorsaker

['enepanbHuil AUPEKTOP gd gd1000
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Cexperap secr secr1001
KepiBHUK BiITy OXOPOHU ohor-ker ohor2000
OXOpOHHUK ohorl ohor2001
OXOpOHHUK ohor2 ohor2002
OXOpOHHUK ohor3 ohor2003
CrermianicT 3 Kibepoe3neku kiberl ohor2004
CremiamnicT 3 Kibepoe3neku kiber2 ohor2005
CrermianicT 3 Kibepoe3neku kiber3 ohor2006
KepiBHuK BiIi1y KapiB hr-ker hr3000
[Hcnexrop BiaAaUTy KaapiB hrl hr3001
[Hcnexrop BiaaUTy KaapiB hr2 hr3002
[Hcnexrop BiaAaUTy KaapiB hr3 hr3003
KepiBHHK €KOHOMIYHOTO BIAALTY econ-ker econ4000
ExonomicT econl econ4001
ExonomicT econ2 econ4002
ExonomicT econ3 econ4003
ExonomicT econ4 econ4004
ExonomicT econ5 econ4005
KepiBHUK BiAUTy MICIASANPOAAKHOTO

service-ker service5000
00CITyroByBaHHs
[mxenep-mexaHik servicel service5001
[mxenep-mexaHik service2 service5002
[mxenep-mexaHik service3 service5003
[mxenep-mexaHik service4 service5004
KepiBHuK BiiIi1y IPpUHOMY aBTO carrec-ker carrec6000
Maiictep-npuiiMaIbHUK carrecl carrec6001
Maiictep-npuiiMaIbHUK carrec2 carrec6002
Maiictep-npuiiMaJIbHUK carrec3 carrec6003
KepiBHUK BiIIITy MPOJIaXKiB sales-ker sales7000
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Crenianict 3 NpoJiaxiB salesl sales7001
Crenianict 3 NpoJiaxiB sales2 sales7002
Crenianict 3 NpoJiaxiB sales4 sales7004
CreriaiicT 3 mpojaxiB sales5 sales7005
CreriaiicT 3 mpojaxiB sales6 sales7006

JUist BUKpUTTS, JIOKadi3alii Ta MOJAJBIIOTO MONEPEKEHHS «EJIEKTPOHHUX
3apa)K€Hb» MOKHA 3aCTOCOBYBATH 3araJbHONPUNHATI 3aCO0M Ta METOAM 3aXUCTY
iH(popMmarlii (pe3epBHE KOMIIOBaHHS JaHMX, NU(EPEHIIIOBaHHSA AOCTYyIy J0 Hei) a
TaKOX 3aX0JM MPOQIIAKTUKH, 110 MIHIMI3YIOTh MOXIJIMBICTh 3apa)K€HHS Ta 1HIIMX
pu3ukiB. CriMpalounch Ha CTATUCTUYHI JaH1 OCTAHHIX POKIB, MOXKHA MPOCIIIKYBAaTH
MOSIBY anapaTHUX MPUCTPOIB aHTUBIPYCHOTO 3aXHCTY, CHEllialbHI aHTUBIPYCH, 5K
JUTS TIPUKIIATY .

Onnak, HaMOUIBII BIIOMUM Ta HAWUIMOIIUPEHIIIUM METOJOM 3aJUIIAETHCS
BUKOPUCTaHHSI AaHTUBIPYCHUX NpPOrpaM — CIELIaIbHO PO3pOOJIEHUX Mporpam, skKi
MpU3HAYEeH] Ui TMONIYKY, BHIIQJKOBOI'O BHUKPUTTS Ta TMOJANbIIOT JIOKaIi3amii
KOMIT'IOTepHUX BipyciB [9].

AHTHBIpyCHMI MporpamMHuii 3acid MoXHa 1IeHTHU(IKYBaTU K — MPOrpaMHe
3a0e3nedeHHs (KOMIT I0TepHa MporpamMa) aHTUBIPYCHOTO 3aXUCTY , SIKe NMpHU3HAUYCHE
JUTSL 3aXUCTy 00’€KTIB (pecypciB) iHOpPMAIITHO — TEIEKOMYHIKAIIHHOI CUCTEMU BiJT
VIIKOJKEHHSI KOMIT' IOTepHUMH Bipycamu. B CBOI0O 4epry MOXHa BHOKPEMUTHU
MOHATTS AHTUBIPYCHOTO 3aXHUCTy $K JISUIbHICTb, CIpsIMOBaHa 3amoOiraHHs
HECAaHKI[IOHOBAaHUM [IisIM 3 BUKOPHUCTaHHSM KOMII' IOTEPHUX BIPYCIB, iX KOIIiH,
Moaudikamiii moxo iHdopmarii B cucteMmi. CucremMa aHTHUBIPYCHOTO 3aXHCTy B
iHQopMaIiiiHO — TENEeKOMYHIKAIIMHUX CHUCTeMaxX TMpU3HAyYeHa [JIs 3amoOiraHHs
HECAaHKIIIOHOBAaHUM [IIM 3 BHUKOPHUCTAHHSIM KOMII IOTEPHHUX BIPYCiB, BU3HAYCHHS
HallMEHyBaHb Ta BEpCii aHTUBIPYCHOTO MPOTpaMHOro 3abe3leyeHHs, MpaBUIl Ta
MOPANIKY 1HCTaNAii, KOH(Irypamii Ta ekciulyaTalii aHTHUBIPYCHHX MpPOrpaMHHUX

3aco0IB Ta KOHTPOJIO 3a iX (YHKI[IOHYBaHHsSIM, 3a0€3MEUCHHs] Ta BIPOBAKEHHS
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AHTUBIPYCHUX OHOBJIEHb, 4 TaKOX KOHTPOJIIO CTaHy AaHTHBIPYCHOTO 3aXHUCTy Ha
HiIpUEMCTBI UM opradizanii [10].

CucremMa aHTUBIPYCHOT'O 3aXUCTy B 1H(OpMAIIIHO — TeIeKOMYHIKalIMHUX
CUCTEMAaX CKJIAJJAEThCS 3 CUCTEMH 3aCTOCYBaHHS aHTUBIPYCHUX IMPOrpaMHUX 3ac001B
Ta CHCTEMH aHTUBIPYCHUX OHOBJIEHb. Jl0 OprasizaumifiHOrO CKJIaay CHCTEMH
3aCTOCYBaHHSI aHTUBIPYCHOTO MPOrPAMHOTO 3ac00y BXOJATH INTATHI Ta MO3aIlTaTHI
MIIPO3AUIM Ta CIHElialli3oBaHl CiIyXOu 3axucTy iHpopMmauii B 1HopmamiiHo —
TEJeKOMYHIKallIMHUX CHUCTEMax, a TaKoXX aJMIHICTpATOpU Ta aKTHBHI KOPHUCTyBaui
aBToMaTu30BaHux cucreM. CucreMa aHTUBIPYCHUX OHOBJIE€Hb MAa€ JBOPIBHEBY
CTPYKTYpPY Ta CKJIAJA€ThCS 13 CUCTEMHU 3a0€3MeUeHHs] aHTUBIPYCHUMM OHOBJICHHSMU
Ta CUCTEMHU BIIPOBA/KEHHS aHTUBIPYCHUX OHOBJIEHb. EdexTuBHe (pyHKIIOHYBaHHS
cepBepiB Ta BeO — callTIB aHTUBIPYCHOTO 3aXHCTy, NpPU3HAYEHHUX UIsI OOpOOKU
1H(hOpMaIIITHUX pecypciB , 3A1MCHIOETHCA 13 3aCTOCYBaHHSIM KOMILJIEKCHOI CUCTEMU
3axucty iHdopMmamii 3 miATBEpKEHOK BiamoBigHicTIO. Ha Be®G — caiftax
AHTUBIPYCHOT'O 3aXUCTY PO3MIIIYIOThCS aKTHUBHI MOCUJIAHHS HAa aKTyaldbHi 0a3u Ta
Gdaiinmu aHTUBIPYCHUX OHOBIIEHb, CUTHATYp, IHCTAJSMiNHI (alau aHTUBIPYCHHUX
MPOrpaMHUX 3ac00iB, IHCTPYKIIi 3 aHTUBIPYCHOTO 3aXMCTy Ta MOPSIAKY aKTHBAIli
AHTUBIPYCHHUX MPOrpaMHUX 3ac001B.

st 3a6e3neyeHHst €(EeKTUBHOTO 3aXMCTy, KOPEKTHOI poOOTH aHTHBIPYCHOI
MpOrpaMu Ta YHUKHEHHS IIaXpalcCbKUX i 3 OOKy HEI0OpOYECHHX KOpPUCTYBayiB
MEpEXEI0 HE PEKOMEHIY€EThCS 3aBAHTAKEHHS aHTUBIPYCHUX OHOBJIEHb Ta CUTHATYD 3
OyIb — SKUX HEBIIOMUX YU MIJ03pUIMX pecypciB Mepexi I[HTepHeT, IHIIUX
aBTOMAaTU30BAaHUX CHCTEM Ta JKEPEJ, B TOMY YHCI 3 HE3apEECTPOBAHUX MAIIMHHUX
HOCIiB 1H(opMarii Toumo. Y pa3l BUHUKHEHHA CHUTyallli, [0 Mpu3Bena [0
HEMO>KJIMBOCTI 3HMILEHHS KOMIT IOTEPHOI0 BIpyCy Ta JoKami3alii WOTro HaciiJKiB
HasBHUM aHTUBIPYCHUM TIPOrpaMHHM 3aco00OM 3 akTyaJlbHMM, Ha MOMEHT
IHIUACHTY, aHTUBIPYCHUM OHOBJIEHHSIM KOMII'IOTEpHE OOJagHaHHS MOBUHHO OyTH
THMYacOBO BIJIKIIFOYECHE, a 3aJlisHI 3 UM oOJIa[HAHHIM MaIIuHHI HOcii 1HpopMmarii
HE TMOBUHHI BHUKOPUCTOBYBATHCS 1O 4Yacy 3HAWJIEHHS TEXHIYHOTO PIIIEHHS MO0

3HMILEHHS KOMIT IOTEPHOIO BIpyCy.
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Bapro BiaMiTHTH, 1110 )KOJI€H 13 PO3MISIHYTUX Yy POOOTI 3 TUIIIB AHTUBIPYCHUX
porpaM He MoOKe 3a0e3MEeUUTH CTOBIJCOTKOBOTO 3aXHCTy, TOMY He Oyze 3aiiBUM
JOJIepKYBATUCh 3arajbHONPUUHATHX HOPM Ta MPaBWJI pOOOTH 1 KOMIT IOTEPOM Ta
KOPHUCTYBATHUCSI OCTAaHHIMH pO3pOOKaMHu BEPCISIMU aHTUBIPYCHUX (pailnmiB.

S BBaxaro JOpeyHUM OyJie OKPECIUTH TOJIOBHI 3aXOAM 3 AHTUBIPYCHOTO
3aXUCTY:

® CyyacHl aHTUBIPYCHI MpOrpamMu CJijJi BUKOPUCTOBYBaTH KOMILJIEKCHO Ta
CBOEYACHO OHOBIIIOBATH 1X aKTyaJbHI BEPCii;

® KOMIT'IOTEp, MOro CUCTEMHI oO0jacTi, maM'aTh Ta (ailiam ciij peryaspHO
NEePeBIPSATH 3 HEBEIUKUM 1HTepBasioM, 3aBaHTaXuBIIM OC 13 3aXMILEHOI BiJl 3aMHCY
TTUCKA ;

e Hocii iH(opMamii ,10 B3aEMOMAISIM 3 I1HIIMMH KOMIT IOT€paMU  CIIiJ
NepeBIpsATH Ha HAsIBHICTH BIPYCIB Mepes] B3AEMOJIIEIO 13 BIACHUM,;

e (hailnu, 10 HAAXOAATH 13 KOMIT FOTEPHUX MEPEkK TaKOXK MalOTh MifgaBaTUCS
aHTUBIPYCHIN mepeBipiii;

® SKIIO Ha HOCISIX 1H(QoOpMAIIll HE BEIEThCS 3aIKC, 1X 3aBXKIU CIij 3aKpUBATH
BIJI 3aMKCY M1 4ac poOOTH Ha THIIMX KOMIT I0Tepax;

® PEKOMEHJIOBAHO 3aBXK]IM POOUTH apXiBHI KOMii IIHHOT iH(OopMaIlii.

Cuctema 3axucty ¢aigoBUX CIyxkO0 Ta ciayx0 0a3 JaHUX Mae Ha MeTi
3a0€3MeUnTH 3aXUCT aBTOMATU30BAHOI CUCTEMH BiJl KOMIT'IOTEPHUX BIpYCIB HUISIXOM
nonepeaHbo1 nepeBipku ¢GaisiiB Ta MPOIECIB HA IUX €ICKTPOHHO-O0UUCTIOBATBHUX
MallMHaX aHTUBIPYCHUM MOHITOPOM, CKaHEpPOM, IIO0 BCTAHOBIIOIOTHCS Ha IHX
MalIuHax.

OTxe, cucTeMa aHTUBIPYCHOT'O 3aXUCTY MMOBUHHA 3a0€3ME€UyBaTH:

o MOXJIMBICTh O€3MEPEPBHOI0 3aXUCTY OO'€KTIB 3TITHO 13 MOJITHKOIO
0e3MeKy Ta BCTAaHOBJICHUMHU BUMOTaMUu;

o MO>KJIMBICTh MUTTEBOT'O pearyBaHHs Ta aBTOMAaTHU30BaHOrO OJIOKYBaHHS
MOJAJBIIOTO MPOHUKHEHHS /10 CHUCTEMHM KOMII'FOTEPHHUX BIPYCIB 3 YCIX MOMKIHMBHX

JDKeped;
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o JIKBIYBaHHS HACHIAKIB poOOTH Ta Oe€3Mocepe/lHbO KOMIT'TOTEPHUX
BIpYCiB 13 00OB’SI3KOBMM BHECEHHSIM 1H(OpMaIli Npo Le y cheniagibHl NpOTOKOIU
1St 3a0€3MeYeHHs] MOHITOPUHTY aHTUBIPYCHOT poOOTH;

o MOXJIMBICTh OINEPATUBHOIO TOBIAOMJIEHHS NPUYETHUX OCIO0 MI0J0

BHHMKHEHHS 0COOJIMBUX UM KPpUTUYHUX chyauiﬁ;

o rHyYyKe MacluTaOyBaHHS MpU TOSIBI HOBUX OO0'€KTIB aHTHUBIPYCHOIO
3axucry y AC;
o 3a0e3neUeHHs JUEH31MHICTh 3aCTOCOBAHOTO aHTUBIPYCHOT'O

IPOrpaMHOro 3abe3rneyeHHs NocTavyalIbHUKAMHU.

HaliG11b11 MOmupeHuM METOJOM 3aJIMIIAEThCS BUKOPUCTAHHS AHTUBIPYCHUX
nporpaM — CHEUIaJbHUX TMporpaM, MPU3HAYEHUX JJI1 BUSIBICHHS 1 3HUILEHHS
KOMIT'FOTEpPHUX BIPYCiB

Cnig 3a3Ha4yUTH, IO KOJHUW 3 THUIIB AHTUBIPYCHUX NpOrpaM HE HAJa€
CTOBIICOTKOBOI'O  3aXMCTy, TOMY CJiJ JOACp>KyBaTH 3arajJibHUX MpaBWI 1
KOPHUCTYBAaTHCh OCTAaHHIMH PO3pOOKaMH aHTUBIPYCHHX J1abopaTopiil.

Norton AntiVirus Plus.

AHTHUBIpYCHaA MporpamMa CKaHye Ta JOToMara€e BUAIMTH MIKIIUBI Gaiiu, ki
NOTPAIUISAIOTh Y KOMI'toTep, MiaHmer uu cmaptdon. Texnonoris Norton AntiVirus
BUKOPUCTOBY€E MAalIMHHE HAaBYaHHS, 100 BU3HAYMTH, YM (ailyl mIKIAIUBHUH, 1 MOXKe
3pOOUTH 1€, HABITh SIKIIO CTUKAETHCS 3 UM (hailyioM BIEpILIE.

3axuct Norton Tako BUKOPUCTOBYE «eMYJIALII0» (3aIyCK KOKHOTO ¢ailiy Ha
CIIPOILICHIN BIPTyaJIbHINA MallvHi), 00 3MyCUTH OHJIAWH-3arPO3U TOBITOMUTH PO
cebe. Lle BimOyBaeTbCs 3a MUTICEKYH/IM, TIOKH BH JIBiUl KJjanaeTe Qain Ha pobouomy
croii. Jlani curHatyp ¢aiiiB Tenep 30epiraloTbes B XMapi, 1 3axuct Norton miagaBcs
COTHSM ONTHUMI3allll aHTUBIPYCHOTO Spa, 1100 MIHIMI3YBAaTH BIUIUB Ha B3a€EMOJIIO 3
KOPHUCTYBauEeM.

Texnonoris 6e3nexku Norton BKIIIOYae pi3HI 3aco0M 3aXUCTY Bij BIpyCiB Ta
HIKIIMBUX MporpaMm. Hamri TexHonorii 3acHOBaHI Ha IITYYHOMY IHTENIEKTI Ta
MaIlllMHHOMY HaBYaHHI. MU € 4YacTHMHOI HaWOUIBIIOI Yy CBITI Mepexi aHamizy

Ki0epOe3neku. 3aXuCT BKIIOYA€E HACTYITHE:
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1. Cuctema 3amoOiraHHs BTOPTHEHHSIM aHalidye 1H(opmaIlioo, Mo
HAJXOIUTh 3 MEPEXi, 1 JoroMarae 0JIOKyBaTH MOTEHIIIIHI OHJIaH-3arpo3u 10 TOrO,
SK BOHHM 3MOXKYTb BIJIMBATH HA Balll KOMIT'IOTEP.

2. AHTUBIpYC 13 PO3LIMPEHUMHU MOMIJIMBOCTSIMU MAIIMHHOTO HABYaHHS
CKaHye Ta Bujaise (aiau MKIIJIUBUX MPOrpaM, IO MPOHUKAIOTh HAa MPUCTPIH,
BUKOPHUCTOBYIOYM €MYJISLIIO 1JIsl IEPEBIPKU Ta aHaJizy Aiil pailiis.

3. 3axyuct penyTaiii BUKOPUCTOBYE 1H(OpPMAII0 TMPO  pernyTaliio,
OTpUMaHy 3 rjao0ainbHOI Mepexi Mg kiacudikamii (ailiniB mporpaM Ha OCHOBI iX
aTpuOyTiB.

4. [loBeniHkOBMII 3aXUCT BHUKOPUCTOBYE IITYYHUH  IHTENEKT A
kjacu@ikaii mporpaM Ha OCHOBI TIOBEAIHKUA Ta aBTOMAaTUYHO OJIOKY€ MpOTrpaMu, siKi
JEMOHCTPYIOTh MIJ03PLTy MOBEAIHKY.

5. [IpeBeHTUBHUI 3aXUCT Bl €KCIUIOWTIB JIOMOMArae 3aXMCTUTH BlJ] «aTak
HYJIbOBOTO JHS», SKI BUKOPUCTOBYIOTh YPa3JIMBOCTI y J0JAaTKax YW OlepaniiHii
CUCTEMI.

6. Power Eraser BusiBiiie Ta nonomarae BUAAISATU MPOTrpaMu 3 BUCOKUM
CTYNEHEM PU3MKY Ta LIKIJJIUBI MPOrpaMu, sIKI MOXYTh NepeOyBaTH Ha BalIlOMYy
KOMIT'tOTepi.

be3ymMOBHO, HaWKpalluM aHTUBIPYCHUM MPOTrpaMHUM 3a0€3MEUYEHHSIM €
pIlIEHHS BiJ MEPEBIPEHOr0 IMOCTavyalbHUKA, SIK€ MPOMOHYE HaJliiHI Ta €(PEeKTHUBHI
TEXHOJIOT1i 3aXMCTy BiJ BIPYCiB Ta WIKIAJUBUX MpOrpaM Ta SIKE MIIATPUMYETHCS
TOTOBUMU 3aBXKJU MPUNUTHU HA JOMOMOTY CHEIaldicTaMu CIy>KOu miATpUMKHU. Tomy
OLIIHMBIIM Pi3HI MNPOAYKTH PIZHUX BHUPOOHMKIB JJii BCTAHOBJEHS B apXiBi

[TontaBchbKO1 MOJIITEXHIKK MU peKoMeHryeMo came Norton AntiVirus Plus.

3.5. KpunroJioriyHuii 3aXucT

Kpunronoriss — Hayka mpo 3axucT iHdopmalli, HIISsXoM ii MepeTBOPEHHS.

Kpunronoriss moegHye aBa HampsMKH — Kpunrorpadiro i kpunroanams. Cuin

3a3Ha4UuTH, 10 ]_Ii I[Bi HAaYKHU — I1apHa KaTCFOpiSI. Po3BuTok OI[HiCT 3 HHUX € IIOIITOBXOM
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st iHmoi. Posraspgaty okpemo Kpunrtorpadiro Bil  KpUITOAHATI3y, 3HAYUTH
MNOPYIIMTH OCHOBU (inocodii ¥ oauH 3 11 3aKOHIB €AHOCTI U OOpOTHOU
IIPOTUJIEIKHOCTEMN.

Kpunrocucrtema Pabina — acumeTrpuyHa kpunrorpadiyHa cucrema, Oesneka
AKO0i 3a0€3Meuy€eThCsl CKIAIHICTIO MOIIYKY KBaJpaTHUX KOPEHIB CKJIAJIEHOrO YMCHa.
besnieka cuctemu, sk 1 6e3nexa metory RSA, oOyMoBiieHa CKIIaHICTIO PO3KJIaIaHHS
Ha MHOKHUKH BEJIMKHUX ducell. 3amudpoBaHe MOBIAOMIECHHS MOXKHA po3U(pyBaTu
4-a cnocobamu. Henomikom cucreMu € HEOOXIAHICTH BHOOPY ICTUHHOIO
MTOB1IOMJICHHS 3 4-X MOXJIHBHX. [ 18]

Cucrema Pabina, sik 1 Oy/ab-iKa aCUMETPUYHA KPUITOCUCTEMA, BUKOPUCTOBYE
BIJIKpUTHUH 1 3aKPUTHH KTt04l. BiIKpUTHI KITI0Y BUKOPUCTOBYETHCS ISl IU(PpyBaHHS
MOBIAOMJIEHD 1 MOK€ OYTH OIyOJIIKOBaHUM AJIA 3arajbHOro OTJISALY. 3aKpUTHH KIIIoY
HEOOXITHUN 171 po3MM(POBKA 1 MOBUHEH OYTH BIIOMUN TUIBKK OJep)KyBayaM
3amu¢ppoBaHUX MOBITOMIICHb.

[Ipouec renepariii KJI04iB HACTYTHUM:
e BHUOMPAIOTHCA JIBA BUMAJIKOBUX YUCHA P 1 q 3 YpaxXyBaHHSIM TaKMX BUMOT:
® YJCJIa MOBUHHI OyTH BEJIMKUMU (JIUB. PO3PSATHICTS):
® YlCJia MOBUHHI OYTH MPOCTUMU;
e T[OBHMHHA BUKOHYBaTucs ymoBa: P = Q =3 mod 4.

BukoHaHHS IUX BUMOT CHJIBHO MPUCKOPIOE MPOILEAYPY BUIYUEHHSI KOPEHIB 3a

MOJYJIEM P 1 (:
® OOYHCIIOETHCA YUCIO N =P - Q;
® YNCJIO N — BIAKPUTHUH KITI0Y; YUCa P 1 ( — 3aKPUTHIA.

[loyaTkoBe MOBIAOMJIEHHS M MIU(PPYETHCSA 32 AOMOMOTOI0 BIAKPUTOIO KIIHO4a
— yyclia N 3a Takor (opMyJiow: ¢ = m* mod n.

3aBASKM BUKOPUCTAHHIO MHOXEHHS IO MOJAYJIO IIBUIKICTH IIH(PPYyBAHHS
cuctemu PaOuna Oinbine, HiK MBUAKICTh MHM@pyBaHHA 32 MeTogoM RSA, HaBiTh
AKIIO B OCTAHHBOMY BMIIaJIKy BUOpATH HEBEIUKE 3HAUECHHS €KCITIOHEHTH.

st po3minpoBKM MOBIAOMIIEHHSI HEOOX1AHO 3aKpUTUHM KIIIOY - yucia p i q.

[Ipouec po3mnppoOBKY BUTIISIIAE€ HACTYITHUM YHHOM:
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® CIIOYATKY, BHUKOPHUCTOBYIOUM aIrOpuTM EBKIifa, 3 piBHSHHA Y% PtV a=1
3HAXOMASTh uncia Y i Ya ;

® Jajii, BUKOPUCTOBYIOUM KHUTAHCBbKy TEOpeMy IMpO 3aJIMIIKA, OOYUCIIOIOTH

YOTUPH YHCIIA:

r = (ypp-mg+y,-q-my) mod n
- = n—r
s = (Yypp-my—y,-q-my) mod n
—8 = n—=_s

OpHe 3 X YKCell € ICTUHHUM BIJIKPUTHUM TeKCTOM m .[18]

EdexTuBHictb. Po3mmdpoBka TEKCTy KpiM NpPaBUIBHOIO HABOAWUTH IIE JI0
TPhOX XUOHUM pe3yiibTaTtaM. Lle € rosoBHOI0 He3pydHicTIO KpunTocuctemMu PabiHa i
ONHUM 3 (aKTOpiB, SKI MEPEHIKOJKaIU TOMYy, 00 BOHA 3HAWIUIA IIUPOKE
MIPaKTUYHE BUKOPUCTAaHHS.[19]

SIKu10 BUXITHUN TEKCT SABIIE COOOI0 TEKCTOBE MOBIIOMJICHHS, TO BU3HAUCHHS
MPaBUWIBHOTO TEKCTYy HE € BaxXKUM. OpHaK, SKIIO NOBIIOMJIEHHS € TOTOKOM
BUITQIKOBUX OITIB (HAmpUKJIAJ, JJIs TeHepallli KirodiB abo nudpoBoro miamnucy), To
BU3HAYEHHS MOTPIOHOTO TEKCTy CTa€ peanbHOIo Mpobiemoro. OJHUM 13 crocoOiB
BUPIIIUTH 1LI0 MNpoOJieMy € J0oAaBaHHS A0 MOBIAOMIICHHS Mepea MudpyBaHHAM
BIJIOMOT'0 3arojIoBKa a0o0 sIKOICh MITKH.

HIBuakicTs 00unciaenb. AnroputM Pabina cxoxuilt Ha koayBaHHS RSA, ane
3aMICTh 3BEJCHHS MOBIJIOMJIEHHS B CTEMIHb € MpH U(PYyBaHHI BUKOPUCTOBYETHCS
omepalis MiJHECEHHs OJIOKy TIOBIAOMJIEHHS B KBajpaT, M0 CHPUSTIUBO
MO3HAYAETHCS Ha IIBUAKOCTI BAKOHAHHS aJTOPUTMY 0€3 IIKOIU KPUITOCTIMKOCTI.

Jlist nekoayBaHHS KUTalCbka TeopeMa Ipo 3alMIIKKM 3aCTOCOBaHa pa3oM 3
JIBOMa 3BEJICHHS B CTEMIHb 10 MOAYJIO. TyT epexkTuBHICTh MOpiBHAHHA RSA.

Bubip mnoTpiOHOro TEKCTy 3 YOTUPHOX MPU3BOJUTH [0 JIOJATKOBUX
OOYHUCIIOBAIFHUM 3aTpaTtaM. | 1ie MoCIy X ujio ToMy, o Kpunrocucrema PabiHa He
OTpUMAJIA IIUPOKOTO MPAKTUYHOTO BUKOPUCTAHHS. [19]

be3neka. Benuka nepeBara kpuntocucremu Palina mnossirae B TOMy, IO

BUIAIKOBUM TEKCT MOXe OyTH BiAHOBJICHUH MOBHICTIO BiJ 3alIU(PPOBAHOTO TEKCTY
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TUIBKM 32 YMOBH, IO JAemIU(pPYyBaIbHUK 3AaTHUNA 10 e(peKTUBHOI (akropuzauii
BIJIKpUTOTO KJTFOYa .

Kpuntocuctema PaGina € [10Ka30BOIO CTIHKOIO 10 aTakd Ha OCHOBI
MiI0paHoOro BIAKPUTOTO 3alIM(pPOBAHOIO TEKCTy B paMKax MiAXOAy «Bce ado
HIYOTO», TOJI 1 TUIBKM TOJI, KOJW 3aBIaHHS MPO PO3KJIaJaHHS IUJIOTO YWCia Ha
MIPOCTI MHOXKHUKH € BaXXKOI0. [19]

CriiikicTh 3a MPUHIIMIIOM «Bce ab0 HIUOTO» IOJISITaE B TOMY, IO, MAarO4H
TEKCT, 3alu(pOBaHUIl MMEBHUM aJITOPUTMOM, aTaKylO4YWil MOBUHEH BIJHOBUTH OJOK
BUXIJHOTO TEKCTY, PO3MIp SKOT0, K MPaBUJIO, BUZHAYAETHCA MapaMeTpoM Oe3mneKu
KpUnTocucTeMu. Mawouu BUXIAHUHN 1 3amiupoBaHUN TEKCT, aTaKyrO4YHil MOBHHEH
BIJIHOBUTH LIUINN OJIOK ceKpeTHOro Kitoua. [Ipu npboMy atakyrouuii a0 JoMaraeTbCs
MOBHOTO ycmixXy, abo He oTpumye Hiuoro. [li CIOBOM «HIYOT0» MAa€eThCs Ha yBasi,
10 aTaKylOUud He Mae€ HIAKOI CeKpeTHOoi 1Hdopmalii Hi 10, HI Mmicas 0e3yCHilIHOoi
aTaku.

Kpuntocuctema Pabina € aGcomtoTHO 0€33aXHMCHOI0 Tepe]] aTaKoK Ha OCHOBI
oOpaHoro mudpoTekcTa. Sk npaBuio, aTakylounii BAKOPUCTOBYE BC1 HASIBHI Y HbOTO
MO>JIMBOCTI. BiH BCTymnae B KOHTaKT 3 aTAKOBAaHUM KOPUCTYBayeM, MOCHIIAIOTh oMY
3amn@poBaHUN TEKCT A MOAAJIBIIOI pPO3MMUGPOBKA 1 BUMAaraloTh MOBEPHYTHU
BUXIJTHUM TEKCT.

Hanpuknaa, npu ngonaBaHHI HaJAMIPHOCTI, MOBTOPEHHS OCTaHHIX 64 0ita,
MOXHAa 3pOOHUTHU KOPIHb €AMHUM. AJTOPUTM pPO3MU(PYBaHHA B LILOMY BHIIAJIKY
BUJIA€ €TMHUM KOPIHB, IKUI BXKE BIJIOMUM aTaKyIOuOMY.

[Ipouiec A0JATKOBO ypa3iMBUM, OCKUIBKH MPH KOJIYyBaHHI BUKOPHCTOBYIOTHCS
TUTBKU KBaApaTHI 3auIIKu.[ 18]

IIpakTu4Ha yacTUHA

Hns peamizanii kpuntocucremu PaOiHa Oyno BHKOPUCTAHO 1HTETPOBaHE
nporpamte cepenosuuie VisualStudio 2017. Kox Hanucano MOBOIO MporpaMyBaHHs
C# 3 Bukopuctannsm yactuau 616miorexu .NET, a came Windows Forms. HaBeneno
JiCTUHT cTBOpeHuX KiaciB (Jlomarok 1), 30kpema kiacy Rabin, sikuii BinmoBigae came

3a MporpamHy peajizailiio ycix HeoOX1JHUX PYHKIIN 11t pOOOTH alrOpUTMYy.



Hwxue HaBeneHo ckpiHmoTH poootu nporpamu (Puc.1. — Puc.2.).

ﬁ_irl Kpuntocucrema Pabuna
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BeenvTe NepBLIA Koy BeemwTe BTopOi KAy

7 | [

BeemiTe gaHHbie: PesyneTar pabote nporpamme:;

JawMbpoBaTE | | Pacimopoeats

Pucynok 3.1. Pexxum «3ammudpoBatu»
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Pucynok 3.2. Pexxum «Po3mmudpoBaTuy»
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BUCHOBKH

VY xoni BukoHaHHsA KBamidikaiiiiHoi poboTn OakanaBpa Oyjo po3pobIieHO

MPOEKT JIOKAJIBHOT KOMIT I0TEPHOI MEepexkKi ISl MiANPUEMCTBA TOMOJIOTI 3ipKa:

1. 3rigHo many OyaiBii OyJ0 pO3MIIIEHO:
o 35 xoMI't0TepiB;

o 3 npuHTEpH;

. 1 cepsep.

2. Jl1st o6y 10BU Mepeski Oyi1o nmpui0aHo:
o 2 KOMYyTaTOpH;

o 500 meTpiB kabero KpydeHa napa;

o 80 xoHekTopiB po3'emy RJ-45.

3. Ha xoMn'totepu BCTaHOBJIEHO:

o onepauiiina cucreMy Windows 10 Enterprise;
o Windows Server 2022 Ha cepgep.

4. [Tpun6ano nporpamue 3a6e3MeUeHHS:

o 1 xopo6koBy Bepcito Microsoft Office Pro 2021;

o 6 maketiB BAS byxranrepis PROF;

o 5 piunux mignucok Ha Autodesk AutoCAD.

5. Bbyno BuKOpHCTaHO pPO3MEXKYBaHHsS JOCTYIy, MOOYJIOBAaHO MAaTPHIIIO

JOCTYITY Ta MaHAaTHYMOIeNIbIOCTY Ty 101H(pOpMaIli.

6. Takox BUKOHaHO3axUCT 1H(OpPMaIlii Ha PiBHI MAPOJTIO.
7. PexomennoBano Bukopuctatu Norton AntiVirus Plus.
8. CtBOpeHO OOJIKOBI 3alMCH KOPUCTYBayiB Ta OOpaHO AaHTUBIPYCHY

nporpaMmy s 3axucTy iHdopmalii MiIIpUEMCTBA BiJ BIPYCiB, BPaxOBYIOUM BCI
nepeBaru Ta HEJOJNIKU. Po3po0ieHO [10AaToK, TOJIOBHOIO 3aJadyel0 SIKOro €
mupyBaHHs JaHUX 33 IOOMOI010 Kpunrocucremu Pabina.

3aranpHa BapTiCTh MPOEKTY Mepexi cranoBUTh 1 810 783 rpusens (49 037,09
nonapiB CIIA). IIpoextHo-komropucHi pobotn — 10% Big BapTOCTI Mepexi.

Tobto 164616,7 rpusens (4 455,46 nonapis CILIA).
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TpacupyBanHs pOOOTH KOPIOPATUBHOI JIOKAJIBHOT MEPEXI OYyJI0 MEPEeBIPEHO Y

nporpami Net Cracker.
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1 ANALYTICAL OVERVIEVW OF THE PROBLEM AND STATEMENT

OF THE RESEARCH PROBLEM

1.1 Theoretical information

A computer network is a communication system between two or more
computers. In a broader sense, a computer network is a communication system
through a cable or air medium, computers of various functional purposes and network
equipment. Various physical phenomena can be used to transmit information, as a
rule — various types of electrical signals or electromagnetic radiation [1].

Transmission media in computer networks can be telephone cables and special
network cables: coaxial cables, twisted pairs, fiber optic cables, radio waves, light
signals.

The immediate basis of computer networks (CM) were telephone and telegraph
networks, as a result of the development of microelectronics, powerful electronic
computing machines appeared, for the interaction of which there was a need for a fast
and reliable data transmission channel.

Modern computer networks provide:

* collective data processing by users

« exchange of files and other data between users

* share applications

* shared use of printers, modems, etc.

To classify computer networks, various features are used, the choice of which
is to select from the existing diversity those that would provide the given
classification scheme with unique qualities [1].

Computer networks are classified according to the following characteristics:

* by territorial location — local, regional, global;

* by scope of application — office, industrial, household;

* by a complex of architectural solutions — Ethernet, Token Ring, Arcnet;

* by topology - bus, ring, star-shaped, tree-shaped, fully connected;
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* according to the physical medium of transmission - with a symmetrical cable,
with a coaxial cable, with a "twisted pair" cable, with a fiber-optic cable, with an
infrared channel, with a microwave channel,;

* according to the method of access to the physical transmission medium - with
polling, with token access, with rivalry, with register setting.

* on the basis of structural and functional organization.[2]

A certain inconsistency of requirements for classification makes the task of
choosing a rational classification scheme of CM quite difficult. Mainly, CMs are
classified according to structural and functional organization.

By appointment, CMs are divided into:

* computing;

* informative;

» mixed (informational and computational)

Until recently, the construction of the network was limited only to territorial
scales, but today, with the development of technology, this has changed, and now
these scales of territories have become the same for both local networks and global
networks, which differ only in the technological capabilities of network construction.

Computer networks are divided into:

* local network;

* global network.

Local networks are networks with a maximum distance between nodes of no
more than 1-2 km.

Global networks — networks covering the territory of a country or several
countries with a maximum distance between individual nodes of thousands of

kilometers. The structure of modern global networks is shown in Figure 1.1 [2].
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Figure 1.1 — Structure of modern networks

A computer network is a collection of computers and other devices connected
by data transmission channels [3].

Computer networks provide shared access to data. In the network, computers
are allocated, on which large data sets are placed, and users of other computers in the
network get access to them. This makes it possible, for example, for people working
on the same project to use data created by others, that is, to work on the project at the
same time.

With the help of a computer network, it becomes possible to share peripheral
devices: printers, scanners, modems, etc. It is not profitable to have them near each
personal computer, for example, in a computer class or in a bank [4].

The main purpose of all computer networks is shared access to network
resources (computer hardware, peripheral devices), shared use of data and their rapid
exchange, shared use of software.

Network interaction involves remote access to network resources and occurs by
technology. Depending on the authority, computers in the network are divided into

servers and clients [4].
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A client is a user's computer that makes a request, a server is a computer that
processes this request and responds to it [4].

We draw your attention: both the computers in the network and the software
running on these computers are called the server and the client.

In centralized networks, one powerful computer is allocated - a dedicated
server, which performs the main functions of organizing the network. Such networks
are also called "client-dedicated server". All clients access network resources through
the server [4].

A special operating system (for example, 52¢g) is installed on the server. The
operating system allows you to organize and control the work of computers and users
in the network, to grant each user certain access rights to the resources and data of
this network. For this purpose, each user receives a username (login) and a password
for entering the network [5].

Examples of such a network can be the computer networks of banks,
corporations, higher educational institutions, some schools in Kyiv, and others.

The advantages of centralized computer networks are the high speed of data
exchange and the ability to distribute user access rights in them. But a significant
drawback is that when the server fails, the entire network stops working [5].

In decentralized networks, there is no dedicated server, any computer can be
both a server and a client. Such networks are also called peer-to-peer. As a client, a
computer in a peer-to-peer network can request access to the resources of other
computers in the network. As a server, the computer must process requests from other
computers on the network and provide the required data.

In a peer-to-peer network, all computers have the same rights (ranks) to access
each other's resources and peripheral devices. Each network user can define folders
and files on his hard disk that he provides for public use [4].

In such networks, an operating system is installed on all computers, which

provides them with equal opportunities.
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The advantage of peer-to-peer networks is the ability of the network to function
when any of the computers fails, and the disadvantage is the impossibility of
distributing the rights of clients regarding work in the network.

An example of such a network can be a computer class network in most
schools.

A local area network is a computer network that connects computers that are
located in one room or several rooms located at a short distance from each other [4].

But local networks do not allow users who are located, for example, in
different parts of the city, to share data. Regional networks that connect computers
within one region (district, city, country) come to the rescue. Examples of such a
network are a computer network that connects computers located in the houses of one
or more blocks, computers of district school directors, the "Volya" computer network

in Kyiv, and others [3].

1.2 Comprehensive protection system

A comprehensive system of information protection (CIS) is an interconnected
complex of organizational and engineering measures, means and methods of
information protection.

Information protection in modern conditions is becoming an increasingly
difficult problem due to a number of circumstances, the main of which are:

* widespread use of electronic computing;

 complication of encryption technologies;

* the need to protect not only state and military secrets, but also industrial,
commercial and financial secrets;

* increasing the possibilities of unauthorized actions regarding information [8].

In addition, tools and methods of unauthorized and secret information retrieval
have become widespread. They are increasingly used not only in the activities of state
law enforcement agencies, but also in the activities of various criminal groups. It

should be remembered that natural channels of information leakage are formed
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spontaneously due to specific circumstances that have developed at the object of
protection [8].

Protection of state secrets has always been an important component of the
country's defense capability. With the beginning of the introduction of information
systems in various, first of all, law enforcement agencies, there was a need to ensure
demarcation of access to the resources of these systems by analogy with paper media.
Thus, in 1970, the first theoretical model of access delimitation, ADEPT-50,
appeared in the USA, and in 1985, the US Department of Defense issued the first
criteria for assessing the security of computer systems, the so-called "Orange Book".
These criteria, in fact, were based on the generalized experience of building
information protection systems in state structures. Thus, it was the state sector that
became the locomotive of the development of the global information security market.
Technologies that were successfully used in law enforcement agencies were
subsequently put at the service of both private businesses and home users [9].

In the process of evolution of information protection technologies and systems,
it became necessary to unify the requirements for their creation and ensure some
standardization. One of the most important results of this work was the international
standard ISO / IEC 15408, the so-called "General Criteria", which was recognized in
many countries of the world, including our neighbors. Ukraine chose its own path by
developing a series of normative documents of the technical information protection
system, the key of which is ND TZI 2.5-004-99 "Criteria for evaluating the security
of information in computer systems against unauthorized access" and is based on the
"Canadian security criteria" of 1993. This document is used in the design and creation
of complex information protection systems of state information resources, as well as
systems that process information with limited access, the requirement for the
protection of which is defined by law. The definition of a comprehensive information
protection system (CIS) as an interconnected set of organizational and engineering
measures, means and methods of information protection is given in the Law of
Ukraine "On Information Protection in Information and Telecommunication

Systems" [9].
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The main goal of the creation of the CSZI is to achieve the maximum
efficiency of protection due to the simultaneous use of all necessary resources,
methods and means that exclude unauthorized access to information, and to create
conditions for processing information in accordance with the current regulatory legal
acts of Ukraine in the field of information protection: the Law of Ukraine "On
protection of information in information and telecommunication systems", "On
access to public information" and "On protection of personal data".

The comprehensive information protection system is designed to perform the
following tasks:

+ effective neutralization and prevention of threats to resources through
comprehensive implementation of legal, moral and ethical, physical, organizational,
technical and other security measures;

 ensuring the properties of the information security policy (confidentiality,
integrity and availability) during the creation and operation of the information
network;

* delineation and control of user access in accordance with the established
access restriction policy;

» management of information security tools, user access to resources;

« control over the work of personnel by employees of the information
protection service;

« prompt notification of unauthorized access attempts;

* detection of vulnerabilities in operating systems; protection against attacks by
security attackers;

* protection against penetration and spread of computer viruses;

« control over the functioning of the KSZI;

» creation of conditions for the localization of failures and the fastest possible
restoration of work after any malfunction caused by unauthorized actions of
individuals and legal entities, the influence of the external environment and other
factors [9].

To build a CSZI, 6 stages need to be performed sequentially (Fig. 1.1).
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DPopMysanna Pospodra Pospobra mexnianozo Cmeopennn Beeoeuna C‘mpogo
BUMOZ 00 noimuKu 30600HHA HA npoexmy KC3I ¢ c).m'mnﬂ
KC3r1 desnexu cmeopennsa KC3I KC31 oiro KC3r

Figure 1.1 — Stages of building a comprehensive information protection system

Purpose and purpose of KSZI. KSZI is an integral part of the automated
system. The purpose of creating the CSZI in the automated class "1" system is to
ensure the protection of information processed in the automated system by preventing
disclosure, distortion and losses during its processing and export to external media.
Information protection must be ensured at all technological stages of its processing
and in all modes of operation of the automated system:

* protection of information with limited access, which is processed by means of
the automated system, and resources of the automated system from viewing,
reproduction, distribution, copying, recovery, leakage, modification and destruction
due to unauthorized access;

* blocking unauthorized actions of information with limited access;

* protection of information resources, which are processed by means of an
automated system, against the influence of viruses and other malicious programs and
codes;

« registration and control of users and media in accordance with the established
security policy;

* managing user access to information resources of the automated system;

 implementation of unique identification and authentication of each registered
user and his carrier;

* monitoring, registration of attempts to implement information threats and
prompt notification of the security administrator about the facts of unauthorized
actions with information with limited access and countering attempts to implement

threats to the information resources of the automated system [9].
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The goals of information protection in an automated system are divided into
two sets:

1. Information security goals for the automated system, which reflect the need
to resist threats to the security of the resources of the automated system and to
implement a security policy during information processing by means of the
automated system in terms of:

* user environment;

* information environment;

* hardware environment of the automated system,;

* software environment of the automated system,;

* information processing technologies.

2. Information security goals for the physical environment of the functioning of
the automated system, which reflect the requirements for the protection of the
automated system security in terms of:

* physical environment;

* environment of organizational support [9].

Achieving the security objectives for the automated system shall contribute to
the prevention of security threats and the implementation of the requirements of the
protection functional profile for the automated system. The following goals are
common to the modules of the security system that protect the resources of the
automated system:

* identification and authentication of subjects and objects of the system in the
process of ensuring access and use of automated system resources;

 demarcation of access to the resources of the automated system;

* logging and auditing of information security events during information
processing in the automated system;

» ensuring the correct use of security functions exclusively through the
interface of the complex of automated system protection tools;

« performing backup copies of technological information necessary to restore

system operation in case of failures;
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* ensuring the restoration of the functioning of the automated system after
failures and failures of the equipment of the automated system;

control of the integrity of the executable modules of the automated system and
a set of protection tools and ensuring their self-testing [9].

Classification. On the basis of ND TZI 2.5-005-99 "Classification of AS and
standard functional profiles of protection of processed information from NSD", three
hierarchical classes are distinguished based on the totality of ITS characteristics, the
requirements for the functional composition of KZZ are significantly different [9].

Class "1" - one workstation that processes confidential information. The
following parameters can be selected:

« at any time, only one user can work with the computer, however, the number
of persons with access may be larger, but they all have the same rights to access the
information being processed;

* technical means from the point of view of security belong to the same
category and can be used to store all information [9].

An example is a stand-alone PC, access to which is controlled using
organizational measures.

Class "2" is a localized multi-machine multi-user complex that processes
information of various confidentiality categories. An important difference from the
previous class is the existence of users with different technical means and access
rights who can simultaneously process information of various confidentiality
categories. An example is a local network.

Class "3" is a distributed multi-machine multi-user complex that processes
information of various confidentiality categories. A significant difference compared
to the previous class is the need to transmit information through an unprotected

environment. An example is the global network [9].
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1.3 Regulatory and legal acts on the necessity of KSZI in ITS.

The history of TU in Ukraine began with the Law of Ukraine "On the
Protection of Information in Automated Systems", adopted by the Resolution of the
Verkhovna Rada of Ukraine No. 81/94-BP dated July 5, 1994.

In the same year, by resolution No. 632 of the Cabinet of Ministers of Ukraine
(hereinafter referred to as the Cabinet of Ministers of Ukraine) dated September 9,
1994, the "Regulations on the Technical Protection of Information in Ukraine"
(hereinafter referred to as the Technical Information Protection Service) was
approved, according to which the State Service of Ukraine on Information Security
was created.

After 3 years, the "Concept of TXKUM in Ukraine" was approved by the
Resolution of the CMU dated October 8, 1997 No. 1126. It defines the concept of TK
as follows: it is an activity aimed at ensuring the order of access, integrity and
availability of information with limited access, as well as the integrity and availability
of open information, important for the individual, society and the state, by
engineering and technical measures. And already 2 years later, a new "Regulation on
TPU in Ukraine" appeared, approved by the Decree of the President of Ukraine No.
1229 dated September 27, 1999. This was due to the fact that TP issues were
entrusted to the Department of Special Telecommunication Systems and Information
Protection The Security Service of Ukraine (abbreviated as DSTSZI of the SBU),
which includes the State Service for Criminal Investigation. The old provision
became invalid according to the resolution of the CMU dated March 13, 2002 No.
281 [9].

"Regulations on TK in Ukraine" defines the concept of TK as follows: it is an
activity aimed at ensuring the confidentiality, integrity, and availability of
information important for the state, society, and the individual through engineering
and technical measures [5].

It also defines the following terms:
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* confidentiality — property of information that is protected from unauthorized
access;

* integrity — property of information that is protected from unauthorized
distortion, destruction or destruction;

« availability — property of information that is protected from unauthorized
blocking;

* information system — automated system, computer network or

communication system [8].

1.4 Rules for information protection in IS.

Protection in the system is subject to:

* open information that belongs to state information resources, as well as open
information about the activities of subjects of power, military formations, which is
made public on the Internet, other global information networks and systems or
transmitted by telecommunication networks (hereinafter - open information);

« confidential information that is in the possession of information
administrators, defined by the Law of Ukraine "On Access to Public Information";

» official information;

* information that constitutes a state or other legally prescribed secret (further -
confidential information);

* information whose protection is required by law [8].

Open information during processing in the system must maintain integrity,
which is ensured by protection against unauthorized actions that may lead to its
accidental or intentional modification or destruction.

All users should be given access to public information. Only identified and
authenticated users who are authorized to modify or destroy public information.
Attempts to modify or destroy public information by unauthorized users, unidentified
users, or users with unconfirmed ID identification should be blocked. During the

processing of official and secret information, its protection against unauthorized and
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uncontrolled reading, modification, destruction, copying, distribution must be
ensured [8].

Access to service information is provided only to identified and authenticated
users. Attempts to access such information by unidentified persons or users with
verified identification of the presented identifier during authentication should be
blocked. The system provides the ability to grant the user the right to perform one or
more operations on the processing of confidential information or deprive him of such
a right [8].

Mandatory registration is carried out in the system:

* results of user identification and authentication;

* the results of the user's performance of information processing operations;

« attempted unauthorized actions with information;

« facts of granting and depriving users of the right to access information and its
processing; - the results of checking the integrity of information protection means.

Only a user who is authorized to manage information protection means and
control information protection in the system (security administrator) can analyze
registration data.

Registration is automatic and registration data is protected from modification
and destruction by users who do not have security administrator authority.
Registration of attempted unauthorized actions with information that constitutes a
state secret, as well as confidential information about a natural person, which is
classified as personal data by law, must be accompanied by a notification from the
security administrator [8].

Identification and authenticationidentification of wusers, provision and
deprivation of their right to access information and its processing, control over the
integrity of protection means in the system is carried out in automated mode. Transfer
of official and secret information from one system to another is carried out in
encrypted form or protected communication channels in accordance with the
requirements of the legislation on technical and cryptographic protection of

information. The procedure for connecting systems in which official and secret
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information is processed to global data transmission networks is determined by
legislation.

The system controls the integrity of the software used to process information,
preventing unauthorized modifications and eliminating the consequences of such
modifications. The integrity of information security of software and hardware is also
monitored. If their integrity is violated, processing in the information system is

stopped [9].

1.5 Statement of the problem

The topic of the thesis is devoted to the development of a computer network
project and recommendations for the protection of information of the enterprise "SV
ALTERA"

The aim of the thesis is to increase the data security of the company "SV
ALTERA" by creating a corporate computer network that will connect the structural
units into a single network structure, creating a system for protecting the company's
information.

Research object "ST ALTERA" and the organization's computer network.

The organization of the corporate KM should ensure the reliability of the
computer support of the "SV ALTERA" company and connect the structural
divisions into a single network structure. The message transmission encryption
system should increase the level of data security of the SV ALTERA company. The
purpose of the computer network being created is to ensure shared access of network
users to common resources and to ensure free access to the Internet. Users of this
corporate network can only be employees of the PE "SV ALTERA" company.

In the course of diploma design, it is expected to receive a project of a
corporate computer network for the company "SV ALTERA" with an information

protection system.
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using System;
usingSystem.Collections.Generic;
usingSystem.ComponentModel;
usingSystem.Data;
usingSystem.Drawing;
usingSystem.Ling;
usingSystem.Text;
usingSystem.Threading.Tasks;
usingSystem.Windows.Forms;
usingSystem.Numerics;

using System.IO;

namespace Rabin

{

publicpartialclassForml : Form

{
public Forml()

{

InitializeComponent();

}

// 3awudppoBaTb
privatevoid buttonl_Click(object sender, EventArgs e)

{
try

{

int p = int.Parse(textBoxl.Text);
int g = int.Parse(textBox2.Text);
BigInteger value = BigInteger.Parse(richTextBox1l.Text);

richTextBox2.Text = Rabin.Encrypt(value,
q).ToString();
}
catch (Exception ex)
{
MessageBox.Show("MoxanyinctaBeeanteobaknawya.");
}
}

// PacundpoBaTb
privatevoid button2_Click(object sender, EventArgs e)

{
try

{

int p = int.Parse(textBoxl.Text);
int g = int.Parse(textBox2.Text);
BigInteger value = BigInteger.Parse(richTextBox1l.Text);
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richTextBox2.Text = Rabin.Decrypt(value, p, q);
}

catch (Exception ex)

{

MessageBox.Show("MoxanyinctaBeseanteobakawya.");

}
}

// OTKpbITbhann
privatevoidoTkpbeitbToolStripMenuItem Click(object sender, EventArgs

{
OpenFileDialogopenFile = newOpenFileDialog();

openFile.Filter = "txt files (*.txt)|*.txt|All files (*.*)|[*.*";

if (openFile.ShowDialog() == DialogResult.OK)

{
try

{

richTextBox1.Text =

File.ReadAllText(openFile.FileName);

}

catch (Exception ex)

{
MessageBox.Show("Ouwnbka! Moxanyincta Bbibepute apyroin ¢ann.");
}
}
}

// CoxpaHuTb ¢ann
privatevoidcoxpaHutbToolStripMenuItem_Click(object sender,

EventArgs e)

{

SaveFileDialogsaveFile = newSaveFileDialog();
saveFile.Filter = "txt files (*.txt)|*.txt|All files (*.*)|*.*";

if (saveFile.ShowDialog() == DialogResult.OK)
{
try
{
File.WriteAllText(saveFile.FileName, richTextBox2.Text);

}

catch (Exception ex)

{

MessageBox.Show("Ownbka! Moxanyincta Bbibepute apyroe umsa ¢ainna.");

}
}



}

publicclassRabin

{

publicstaticBigInteger Encrypt(BigInteger value, int p, int q)

{
intn=p * q;
return ((value * value) % (n));

}

publicstaticstring Decrypt(BigInteger c, int p, int q)
{

intn=p *q;

// START - AnropuTMEBKANiga
BigInteger x_1 = (BigInteger.Pow(c, ((p + 1) /

4)) % p)
BigInteger y_1 = (BigInteger.Pow(c, ((q + 1) / 4)) % q)

int q_1 = 0;
int p_1 = 0;
int 1 = 10;
for (int i = 0; 1 <= 1; i++)
{
if((1*q)%p==1) {ql=1i; i=1+ 100; } else { 1 +=
}
1l = 10;
for (int i = 0; 1 <= 1; i++)
{
if (i *p) %q==1) {pl=31i; i =1+ 100; } else { 1 +=
}
// END

// START - KuTahcbka Teopema MNpo 3ajUWKH
BigInteger ril ((x1*qg*qgql+y1l*p*pl1l) %n);

BigInteger r2 = (-rl + n) % n;
BigInteger r3 = ((x_.1 *q *q_1 -y 1*p *p1l) %n);
BigInteger rd = (-r3 + n) % n;

// END

.
)
.
)

return (rl + "\nMau\n" + r2 + "\nMau\n" + r3 + "\nlau\n" + r4);

}
}

}
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PE®EPAT

[losicHiOBasIbHA 3amKMcKa MICTUTh: _ C., _ MAaJIOHKIB.,, ___ TaOuuulb.,
JDKEpelL.

O0’exT nocaimxenns — npusaTtHe nianpueMctBo «CB. AJIBTEPA.

Cy0’ekT moc/aiIzKeHHsl — JIOKaJbHA Mepexa MiJIpPUEMCTBA, CUCTEMA 3aXUCTY
iHpopmartii Ha npuBatHomy mnianpuemMctsl «CB. AJIBTEPA», opranizamiiinuii ta
TEXHIYHUM 3aXHCT.

Meta po6oTH: NPOEKTYBaHHS JIOKAIBbHOI MEPEXI1, po3poOKa 3arajbHUX 3acaj
3axucTy iHpopMalii Ha npuBatHoMY TianpueMcTBl «CB. AJIbTEPA».

KarwuoBi ciaoBa: indopmariiiina cucrema, iHpopmaliiiHa Oe3neka, 3aXUCT
iH(dopMarlii, opraHizaliftHUI 3aXUCT, TEXHIYHUM 3aXUCT, MPOEKTYBAHHS JOKAJIbHOI

Mepexi.
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ANNOTATION

The explanatory note contains:  pages,  figures, tables,  sources.
The object of the study is the private enterprise "SV. ALTERA".

The subject of the study is the local network of the enterprise, the information
protection system at the private enterprise "SV. ALTERA", organizational and

technical protection.

The purpose of the work: design of a local network, development of general

principles of information protection at the private enterprise "SV. ALTERA".

Keywords: information system, information security, information protection,

organizational protection, technical protection, local network design.



