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Beryn

Cucrema [OMEHHMX IMEH € KJIIOYOBUM elleMeHToM [HTepHeTy, 110
BU3HAYAETHbCSI HAOOPOM MPUHIUIIB MOOYyAOBHM Ta (yHKIIOHYBaHHA. JloMeHHI
IMEHa CIYTYIOTh aHAJIOTI€I0 J0 MOMITOBUX aJIPEC, 3 TOTIOMOIOI0 SIKOI KOPUCTYBayl
MOJKYTh JIETKO 3HAaXOJUTH Ta JOCTYMATUCSA 0 BeO-pecypciB. Y I[bOMY KOHTEKCTI
PO3MIISIIAETHCA CTPYKTYpa CUCTEMU TJOMEHHUX 1MEH, MIPUHIUIIN ii poOOTH Ta pOIb,
Ky BOHA Biairpae B po0oti [HTepHeTy. AKTyalnbHICTh pOOOTH MOJATaE y TOMY, IO
CUCTeMa JOMEHHHX IMEH € [yX€ aKTyaJlbHOI0 TEMOI B Cy4YaCHOMY
iHQopMaIIiHOMY  CYCHUIBCTBI, BiAIrpae KIWOYOBY poiib B [HTepHeTI,
3a0e3Meuyoun TMepPEeTBOPEHHS JIeTKO3anaM'ssTOByBaHMX JOMEHHUX 1MeH Ha |P-
azpecy, IO J03BOJSE KOMI'IOTEpaM 3HAXOAMTH OAMH OJHOTO B MEPEXI.
JocmixkeHHss B 1A o0nacTi MOXX€ NPUHECTH KOPHUCTh JUIS PO3YMIHHS Ta
MOKpaIleHHs] €(PEeKTUBHOCTI Ta Oe3rneku iHTepHeT-iHPpacTpykTypu. Takox, 3
ypaxyBaHHAM TIOCTIHHOTO PO3BUTKY TEXHOJIOT1M Ta 30LIBIIEHHS KUIBKOCTI
npoOJieM Oe3neku B [HTEpHETI, BUBUCHHSI CUCTEMH JOMEHHHUX 1IMEH 3aJIUIIAEThCS
aKTyaJIbHUM 3aBJIaHHSM.

Mertor poboTH € po3poOka peKoMeHAAIN I MOKpalieHHsT ¢()eKTUBHOCTI,
Oe3MeKH Ta IHHOBALIIM B 11i1 BaXJIMBII CKJIaJ0B1M IHTEpPHET-IHPPACTPYKTYPH.
J1Jist BUKOHAHHSI TIOCTABJICHOT METU B pOOOTH HEOOX1THO BUKOHATH HACTYIIHI
3aBJIaHHS:
e po3iOpartucs y NpUHIMIAX MO0Y10BH Ta QyHKUIOHYBaHHI DNS;
® JIOCJIIIUTH pOOOTY CepBepa CTBOPEHOTO Ha BIPTyabHINA MaIlIUHI;
® pO3paxyBaTH MapamMeTpu CEpBEPyY Ta 3aMUTIB A0 HHOTO.
s pobGoTa € pe3ynbTaToM TIJIMOOKUX JOCHIKEHb, €TaliB aHajizy Ta
pO3pOOKU, TPOBEAECHUX MHOI OCOOMCTO, 3 METOH JOCIHIPKCHHS MPUHITUIIIB

nobynoBu Ta QynkiionyBanHs DNS, poboTu cepBepa cTBOpeHOTO Ha BIpTYyalbHIN
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MalIuHI Ta MPAKTUKU Y PO3paXyHKax MmapaMeTpiB MmapaMeTpiB CEpBEPY Ta 3alUTIB
710 HBOTO.
PO3JI1J 1
JOCJIIZKEHHSA ITPUHLIUIIIB TIOBY10BU
TA ®YHKINIOHYBAHHSI DNS

1.1 lpunuunu nodyaoBu NpoTokoay DNS

Jlns oTpuMaHHS BIANMOBIIHOCTI MK iMeHaMmHu BY3miB Ta ix IP - agpecamm
BUKOpucTOBY€EThCs TpoTokonr DNS (Domain Name Service). Cucrema TOMEHHUX
IMEH sBisie CcO0OK  po3MojAUIeHy ©0a3y JaHMX, 10 BUKOPUCTOBYIOTHCS
3actocyBanHsM TCP/IP nns BctanoBiieHHsS maHOi BiamoBimambHOCTI. Takox DNS
BUKOPHUCTOBYETHCS  JIJIT  MapIIPyTHU3allii  €JIeKTPOHHOI  MOMTH. TepMiH
«po3MojiieHa 0a3a» JaHUX O3Hayae, M0 BOHA 30€pIracThCs HE HA OIHOMY
MepexeBoMy By3:1. KoxeH By30J1 MiATpUMYE BJIacHY iHGoOpMalliiHy 0a3y TaHuX, a
TaKOX 3aIlyCKa€ 3acTOCYyBaHHSA, IO BIJMIPABIs€ 3alUTH JO0 IHIIUX CEpPBEPIB.
[Tporokon DNS no3Boisie kitieHTaMm 1 cepBepaM CHIJIKYBaTUCS MK COOOI0.

Busnaunuk (resolver) sukonye mpoctyn mo DNS 3acrocyBanns. BusHaunuk
— Il miamporpamMa, IO BUKOPUCTOBYETHCS JIsi CTBOPEHHS BIIIPABICHHS W
IHTeprpeTanli MaKeTiB, U0 BUKOPUCTOBYIOTHCS CE€pBEpaMu IMEH y Mepexi. s
MEpEXeBOI MporpamMu MOTpiOHO BUKOHATH MEPETBOPEHHS iIMeHI By3na y IP-agpecy
nepea TUM, SK BoHa mouHe BigkpuBatu TCP-3’emnannsg, abo BiAnpaBiATd
neiitarpamy 3 BukopuctanHsmM UDP. Konnenmii DNS ommncano y RFC 1034, a

netani po3pooku Ta cierudikarii DNS Buknaneno y RFC 1035.

1.1.1 OcnoBu DNS

JlepeBono1iOHy i€papxiuHy cTpyKTypy Mae npoctip DNS imen. Ha pucynky
1.1 nokazano opranizanito DNS.

MiTKy AOBXHHOIO 63 CHMBOJM Ma€ KOKeH By301 Ha pucyHky 1.1. Kopinb

JepeBa — 1€ cHeliaJbHUi BY30J71 0e3 MITKH. MITKH MOXYTh MICTUTH JITEPH



BEPXHBOI0 00 HUKHBOTO PeecTpiB. IM sl JoMeHy a7 Oy1b-SKOTO By3Ja B IEPEBi —
1€ TTOCIIIJIOBHICTh MITOK, 1110 TOYNHAETHCS 3 KOPEHEBOTO By3na. [Ipu npboMy MiTKH
PO3AUIAIOTH KpamnkaMu. YHIKaJbHE 1M’ JOMEHY Ma€ MaTH KOXEH BYy30Jl JIepeBa,

aJIC B piBHI/IX TOYKaxX ICPCBad MOKYTh BUKOPHUCTOBYBATHCA OI[HaKOBi MITKH.

KOpeHEeBUil JIoMeH 0e3 Ha3BU ‘

JIOMCHH
BCpXHBOFO
JIOMEHHU Binopyc is1
AIpyroro
PIBHS K

I< 3arajibHi JOMEHH >< | JOMCHH 1<pa'1'11 |

33.13.252.140.mn-addr.arpa.

@ sun.vnt.edu rada.gov.ua

Pucynok 1.1 — lepapxiuna opranizamist DNS

AbGcomoTHUM goMeHHUM iMeHeM (absolute domain name) HasuBaeThes iM’st
JOMEHY, IO 3aKiHYYEThCS Kpamkor, abo moBHUM imMeHeMm ngomeny (FQDN-fully
qualified domain name), manpukian «static.rada.gov.na.»:

1) arpa — me cneriaJlbHANA JOMEH, 1[0 BUKOPHCTOBYETHCS JUIA 3ICTaBICHHS
aZpec Ta IMeH;

2) ciM TpHCHMBOJIBHHX JOMEHIB HAa3MBAIOThLCS 3araabHuMu ado (general) ado
opraizauiiinumu gomuHamu (organizational). Ix xknacudikauiro HaBemeHo y
tabmumi 1.1. Imena .edu. gov.mil 3apesepBoBani 3a opranizamisimu CIIIA, iHmm
MOXYTb BUKopucToByBaTucs 3a mexxamu CIHIA. YV 2000 p. Oyno ciM HOBHX

JIOMEHIB BEpXHBOTO PIBHS;
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3) BCi IBOCUMBOJIBbHI JOMEHH BiAMOBIJAIOTH KOJAaM KpaiH. Ix nepeik MoKHa
sHaith 'y 1SO 3166. BoHum Ha3uBarOThCS JOMeHaMH Kpain (county) aGo
reorpadiuaumu (geographical) qomenamu.

Tabmuug 1.1 — 3aransHi JOMEHH

Jlomen
Jomen Omnuc (yBeneHo Omnuc
32000 p.)
e o I"amy3i, 110 1oB’s13aH1 3
.com Kowmepitiiini opranizartii .gero )
MIOBITPSIHUM TPaHCIIOPTOM
. D . Opranizariii, 1110 OB’ I3aHO
.edu OcBiTHI opraHi3ariii bis p 1, I
3 0i3HECOM
VYpsgoBi opranizamii e D
.gov P CHII) A H .coop Hexomepititini opranizartii
i ) . D . 11 HSOOMEKESHOTO
Ant MixHapoaH1 opraHi3amii .nto A
BHKOPHCTaHHS
net Mepexi .museum My3zei
.0rg [H111 oprauizarii Name Oxkpemi ocobu
i BiiicbkoB1 opranizaiii byxranrepu, ropucry,
.mil .pro L
CIIA JKapli
IlepenaBanus  BigmoBimanmpHOCTI Bcepeauni DNS — 1me BaxkiuBa

xapaktepuctuka DNS. JlepeBo minkoM HE 0O0CIyroBye >KOJHA OpraHizallis.
3amicTh nporo ogHa opranizailis NIC oOciyroBye nuie yacTuHy aepeBa (10MeHU
BEpXHbOI'O PIBHS), a BIAMOBINAJIBHICT, 3a OKPEMiI 30HH NEPEHAETHCS 1HIIUM
opranizamisiM. 30Ha — II¢ OKpeMa kKepoBaHa yactuHa aepeBa DNS. BiamosimansHa
3a KepyBaHHs 30HOIO OpraHizailisi BUKOHye HayamtyBaHHs cepBepiB DNS (name
servers) ns 1i€ei 300U, Koau B 30H1 3’SBJISIETHCS HOBHM By30J1 (BIJMOBIIHO, HOBE
iM’s1), anMiHiCTpaTop 30HU momimnae iM’st 1 [P-aapecy By3na B 6a3y maHux cepBepa
DNS.

Onny abo kiibka 30H Moxe oociayroByBatu cepBep DNS. Came ocHoBHUM
cepep DNS (primary name server) cTBOpro€ThbCs IS Ii€l 30HU, @ TAKOK OJUH a00
KiJIbKka BTOPMHHHUX cepBepiB (secondany name server). Il[o6 cucrema DNS He
BUMIILIA 3 Jaay P BIIMOBI OJIHOTO 13 CEPBEPIB, IEPBUHHUMN 1 BTOPUHHUI cepBepU

MaroTh OyTH HE3aJCKHUMH 1 HAITUIITKOBAHUMH.
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IIpu ymoBi, mo cepep DNS He wmae HeoOximHoi iHGoOpMali, BiH
BCTaHOBIIO€ KOHTakT 3 1HIMM DNS-cepBepom. Koxken cepBep mae 3Hatu, sK
BCTAHOBUTH KOHTAaKT 3 KopeHeBuMH cepBepamu DNS (root name servers). V croro
4yepry, KOPEHEBl CepBepH 3HaIOTh iMeHa Ta IP-agpecu kokHOro o(iIiiAHOTO
cepepa DNS nnst Bcix 1oMeHiB Ipyroro piBHSI.

KemyBanns — e dynaamentanbia xapakrepuctuka DNS. YV momenT, konu
DNS-cepBep oTpumMye iHPOpMAIIiIO PO BIANOBIIHICTD IMEHI Ta aIpECH, BIH KEIIy€E
10 iH(opMaIlifo TaKUM YUHOM, 100 y BHIAJKy HACTYIHOTO 3allUTy MOIJa OyTu
BUKOpHUCTaHa 1HQopMaris 3 kenry. [Ipy 1poMy 10JaTKOBUM 3alMT A0 IHIIMX

CEpBEpIB HE BUKOHYETHCH.

1.1.2 ®opmat noBigomiaenuss DNS

OcHoBHa (yHKIis mpotokoiny DNS — kepyBanHs B3aemogiero Mixk DNS-
kiieHtoM Ta DNS-cepBepoMm. DNS-kimienT nHancunae 3anut, a DNS-ceppep
MOBEpPTA€ BIJINOBI/b, 10 MICTUTh HEOOXIAHY Kii€HTY 1H(opmariito. JlokanbHuii
DNS-cepBep Hajacuiae BIATOBIAI KII€EHTaM Ta HAJICHIIAE 3alIUTH 1HIIMM CEpBEpaM.
Kopenesi cepBepu imiie HagaioTh Bianosiai. Hampukian, nporpama xoue
BcTtaHoBUTH IP-anpecy mis www.test.site.com. KiieHT 3B'SI3ye€ThCs 3 JOKAJIBHUM
DNS-cepBepom, sikuii 3BepTaeThes 10 kopeHeBoro DNS-cepBepa, mo0 gi3HaTHCS
IP-anpecy DNS-cepBepa .com.

Ham noxaneanii DNS-cepBep Bianpasinse 3anut DNS-cepsepy .com., mo6
niznatucs IP-ampecy DNS-cepeepa site.com. Ilicias mporo sokaiabauii DNS-
cepBep Hazacuiae 3anmut DNS-cepBepy 30Hu Site.com. SIKio 30Ha Mae€ Mi30HH, TO
MOxe OyTH BHJAQHHMU JOJATKOBHU 3amuT JOoMeHy test.site.com. sikuii HamacThb y
BianoBiab IP-aapecy mis wwwe.test.site.com.

Bci DNS — 3anutu mnominsitoTbess Ha PEKypCUBHI a00  1TE€paTHBHI.
PexypcuBHmii 3amut Bumarae, mo0 DNS-cepBep, skuii mpuiimae 3amurt, cam
BUKOHYBAaB IepeTBOPCHHs. Hampukiaz, nepeTBoproBay BUIa€ PEKYPCUBHUN 3aITAT
JIOKaJIFHOMY CEPBEpPY IMEH Ha MEepPEeTBOPEHHs JoMeHHOro imeHi y [P-ampecy. Ha

pucynky 1.2 moxaszano, mo Ha eTami | mepeTBOpIOBaY aKTHBIZYETHCS Uepes3
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cucteMHui Bukiauk. Jlami meperBoproBau Hazacuiae DNS-3anmut nokanbHOMY
cepBepy (eram 2) 1 yekae Bignosiai (etam 9). Jlokansuuit DNS-cepBep 3xiticHioe
Jii 3 ompalffoBaHHs 3alUTy IEpPETBOpIOBaya. ITepaTMBHUI 3amUT BHMAarae, I1oo
JIAaHUM cepBep y BIAMOBII KiIieHTY HanaB [P-aapecy HactymHoro B iepapxii DNS-
cepBepa. Kopenesi cepBepu 0OCITyroBYIOTh JIMIIIE ITEPaTUBHI 3amuTH. JIOKampHUN
DNS-cepBep nHajacwiae 3amut kopeHeBoMy DNS - ceppepy (eran 3), 106
nizHatucs iM’s ta IP-agpecy DNS-cepBepa nnsi 30HM Ha HAacTymHOMY piBHI
iepapxii (etan 4). lle nomomarae po3BaHTaKUTH KOpEHEBi1 cepBepu. JlokanbHMI
DNS-cepBep mMoxe BiIIPaBUTH 3alTUT HACTYITHOMY CE€pBepy B iepapxii (eTamu 5, 6,
7, 8). HapemTi nokanbHHI CepBep BiANOBigae meperBopioBady (eram 9), a
nepeTBoproBay Hajnae [P-aapecy 3acrocyBannto (etam 10).

A/3/V Kopenesuii cepsep

Komn’torep kitieHTa

Web-6paysep | ( )
Kem DNS %
L | 410 —5>CepBep JOMEHY
* | 2 DNS-sammr__| <T BEPXHbOTO PiBHA
TR DNS-Bianosigp JlokambHmit
meperBoproBau )& 5\ DNS-cepsep

\
\C epBep J0MEHY

. JPyTOTO PIBHA

Pucynox 1.2 — OnpamroBanus DNS-3anuty

OpnnakoBuii ¢dopmar BukopuctoByerbest st DNS - 3zanutiB 1 DNS -

Bignosiaei. Ha pucynky 1.3 mokazano 3aransauii popmar DNS-moBigoMaeHHS.
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0 15116 2l
K-Th 3aITUTIB K-Tb 3aMICIB PECYPCiB BIAMOBIAEi 12 GaiitiB
K-Tb 3aIIUCIB PECYPCIB IIPaB AOCTYILYy K-Tb JJOJATKOBUX 3aIKCIB PECypCiB

3aIIUTH

BIIMOBIII
(3MiHHA KUJIKICTb 3aIMCIB PECYPCIB)

npaBa J0CTymy
(3MIHHA KIIBKICTh 3aMUCIB PECYPCIB)

J01aTKOBA 1HpOpMALs
(3MiHHA KUTBKICTb 3aIUCIB PECYpPCiB)

NN NN
—NT NN

Pucynok 1.3 — ®opmatr DNS-mioBitoMiieHHs

dikcoBanuii 12-0aiiTOBHUI 3ar0J0BOK MICTHUTh MOBIJIOMJIECHHS, 3a SKUM K
YOTHUPH TTOJIS 3MIHHOI JJOBKUHU 3HAYCHHS TTOJTIB!

1) mone inentudikamii (identification) BcTaHOBIIOETHCS KITIEHTOM i
TIOBEPTAETHCS cepBepoM. Lle mone 103BoJisie KITIEHTY BU3HAYUTH, Ha SKHH 3aIUAT
MpUHMIIIIA BiITOBIIb:

2) 16-6itoBe mose mpanopiuiB (flags) moxminieHo Ha Kibka YacTHH, SK

MOKa3aHo Ha PUCYHKY 1.4.

1 4 1 1 1 1 3 4

QR opcode AA | TC | RD | RA zero rcode

Pucynox 1.4 — Ilone npamopiis 3arojoBka DNS-mioBimomiteHHS

TyT:

— QR (tun noBimomieHHs), 1-6iToBe noie; 0 0o3Havae 3anuT, 1 — BiATIOBI,

— OP code (kox omeparrii), 4-6iToBe mose. Sk npaBuiIo, MiCTUTh 3HaYeHHS ()
(cranmaptHuit 3anut). [HIM 3HaYeHHS — 11e | (IHBEpPCHHI 3amuT) 1 3alUT CTaTyCy

cepBepa;
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— AA— 1-GiToBuii mpamopernb, IO O3HAYAE «ABTOPUTETHA BIAMOBIIbHY
(authonitavsve answer). Cepep DNS mae moBHOBa)keHHS Il IBOTO JOMEHY Y
PO3MiTi 3aIUTIB;

— TC- 1-6itoBe moie, Mo o3Ha4ae «oOpizano» (truncated). JIms DNS me
O3Hayae, 0 IOBHUM PO3MIp BIAMOBIAI mMepeBuirye 512 OaiitiB, ame Oyio
MOBEPHYTO Jiniiie niepiri 512 6aiTiB BiMOBIIL;

— RD — 1-GitoBe mone, mo oO3HAYa€e «HEOOXiAHA peKypcis» (recursion
desired). biT Moke OyTH BCTaHOBJICHHH Yy 3aIlMTi, a OTIM ITOBEPHYTHH y BIAMIOBIII.
Lle#i mpamopen> Bumarae Binm DNS-cepBepa omparioBatd naHuil 3amuT SIK
pekypcuBHHMiA (recursive duery), To0To cepBep Ma€e caM BU3HAYMTH HEeoOXiaHy IP-
aapecy, a He moBepraTu anpecy iHmoro DNS-ceppepa. Skmio manmii 61T He
BcTaHoBJieHO 1 DNS-cepBepa, 1o oTpuMaB 3amuT, HE Ma€ aBTOPUTETHOT BIAMOBI I,
BiH TIoBepTae y BiamoBiAi crucok iHmmX DNS-cepBepiB, 10 skux HEOOX1THO
3BEpPHYTHUCS, 100 oOTpuMaTd BiAnoBiAb. lle Ha3uBaeThcs 3amuToM, IO
noBToproeThes (iterative duery);

— RA — 1-GitoBe moiyie, IO O3HAYa€ «peKypcis MokiauBa» (recursion
available). Ileii 6iT BcTaHOBIMIOETHCS B 1 y BIAMOBIML, SKIIO CepBEp MiIATPUMYE
pekypcito. butbmicts cepepiB DNS miaTpumMye pexypciro, 3a BUHATKOM KiJIbKOX
KOPEHEBUX CEPBEPIB, SIKI € HAATO 3aBaHTAKCHUMU;

— zero —3-6iToBe moJte, 1o Mae gopiBHoBaTH 0]

— rcode — e 4-0iToBe TmoJie KOy BiAMOBimi. 3BWYaiHi 3HadeHHS: (0 (Hema
noMwiok) 1 3 (mommiku imeni). [lomuiika iMeHI TOBEPTAEThCS TUIBKU Bijl
aBroputreTHoro DNS-cepBepa i 03Havae, 1m0 iMeHi TOMEHY, SIKe BKa3aHO Y 3alluTi,
HE ICHYE;

3) HacrymHi wotupu 16-0iTOBMX MMOJS BKa3yrOTh Ha KUIBKICTh HYHKTIB Y
YOTUPHOX TMOJSAX 3MIHHOT JOBXHHHM, 110 3aKIHYYIOTh IMOBIAOMJICHHS. Y 3amuTi
KUIBKICTh 3aNTUTaHb 3a3BUYal IOPIBHIOE 1, a 1HII TPH JIYUIBHUKA JOPIBHIOIOTH 0.
VY 3anuri, MO MOBEPTAETHCA, KIIBKICTh BIAMOBIICH JOPIBHIOE, SIK MIHIMyM 1, a

1HIII MOXYTh OYTH SIK HYJIbOBUMH TakK 1 HEHyJb0BUMU. DopmaT koxkHoro DNS-
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3aMUTy Yy TOJ1 3alUTaHHS IMOKa3aHO Ha pucyHKy 1.5 (3a3Buuail € juine ojHe

3aIUTaHHS).

0 15 I 16 31

/ 1M’ 3anuTy /

THII 3aTTHTY | KIIac 34Ty

Pucynok 1.5 — ®opmart nonst DNS-noBinomnenns

TyT:

— IM s 3anuTy — 11€ 1M1, IO HIyKaeTbess. BOHO BUTIIsAA€ K MOCTIIOBHICTS 3
oxHiel a0o KIJIBKOX MITOK. KoJkHa MITKa NOYHMHAETHCA 3 1-0alTOBOTO JIYMIIBHUKA,
KWW MICTUTh KUIbKICTh OalTIB, 110 WIyTh 32 HUM. IM’s 3aKiHUy€ETHCSI OaTOM, 110
nopiBHio€e 0. BiH € MITKOIO 3 HYJIHOBOIO JOBXKHHOIO, @ TaKOXK MITKOI KOPEHS.
Koxxuuit nmiuniapHUK 0aiTiB Mae OyTH B aiama3zoHi Big 0 10 63, OCKIIBKH JOBXKHHA
MITKH OOMexXyeThcsl 63 Oalitamu. Lle mone mMoske 3aKiHUyBaTUCS Ha 0OMeEXKyBaul,
110 He JopiBHIOE 32 OaliTam. 3alIOBHEHHS HE BHKOpUCTOBYeThcs. Ha pucynky 1.6
MOKAa3aHo, SIK 30€piraeThCs M’ JOMEHY.

(4/tlels[t|6|d/omlali[n|3]ef[d|ul2]ula]O]
Pucynok 1.6 — 30epiranns imeHi gomeny test. domanin. edu. ra y yactusi

iM’st mosst 3anuTanas DNS-3anuty

— Yy KO>KHOT'O 3alIUTAaHHS € TUM 3anuTy (qUery type), a Takox BiANOBIIb Mae
tun (type). Icaye Oins 20 pi3HUX 3HAYEHb, YaCTHHA 3 SKHUX YK€ 3acrapiia. Y
tabnauii 1.2 HaBeneHO JAesAKi 3 IUX 3HAYCHb. WM 3alUTy— 1€ HaJIMHOXHHA
(MHOXXMHA, TIAMHOXHUHOIO SKOTO € JlaHa MHOXXMHA) TUMIB: JBa 3 HaBEJICHHUX
3Ha4YeHb MOXYTb BUKOPUCTOBYBATHUCS JIMIIE Y 3anuTaHHsAX. Hal611b11 nomumpenuit
THUII 3aMMCy — TUN A, 10 O3HAaYae, 1m0 HeoOxiaHa [P-aapeca nis BkazaHOTO 1MEHI

(query name). PTR-3anut Bumarae imMeHi, mo Bignosinae IP-ampeci.

Tabmuns 1.2 — 3HaveHHs Tumy 3anurty — mois 3anutaHHs  DNS-
[MOB1IOMJICHHS
st [Tudpose Omc Tun Tun 3anury
3HAYEHHS (type) (query type)
A 1 IP-agpeca Tak Tak
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NS 2 Cepsep- DNS Taxk Tax
CNAME 5 Kanoniune iM’st Tak Taxk
PTR 12 3anuc BKa3iBHUKA Tak Taxk
NINFO 13 Indopmartis mpo By30I1 Tak Taxk
MX 15 3anuc npo 0OMiH OMITOO Tak Taxk
AXFR 252 3anuT npo nepeaaBaHHs 30HU Hi Taxk
ANY 255 3anuT BCIX 3aMKCIB Hi Taxk

— kiac 3anuty (query class) 3BuuaitHO JOpiBHIOE 1, 0 BKa3ye Ha ajpecH
Internet;

4) ocranui Tpu nosis DNS-moBigoMiaeHHs— 1€ BiAMOBiAHI (ANSWErS), mpaBa
(authority) i momatkoBa indopmaris (additional information). 3araneuuit popmar
Ha3MBa€eThCs 3amcoM pecypey (RR-resource record).

Ha pucynky 1.7 noka3zaHno 3arajipHuii (popMar 3amnucy pecypcey.

0 15 | 16 31
IM’sT JIOMEHY
THUII | KJ1ac
Jac JKATTS
JIOBXKMHA JIaHUX PECYpPCiB
JaH1 Kypcy

Pucynok 1.7 — 3aransHuii popmat 3ammcy pecypcy

[IpoanaiizyeMo BIJMOBIIHI MOJISI HA PUCYHKY 1.7:

— tun (type) Bkasye Ha oauH i3 TumiB koaiB RR. Ile Te came, 1110 1 3HaYCHHS
tuny 3anuty. s manux wmepexi Internet mome kmac (class) 3BuuaitHO
BCTAHOBJICHO B 1;

— iM’s momeny (domain name) — e iM’s, SKOMY BiJIOBiJalOTh HACTYITHI
naHl pecypcy. @opmaT iMeH1 Takuil e, sIK TMOKa3aHO Ha PUCYHKY 6.7 mis mosis
3alUTaHHS,

— moste yac xutTs (T TL-time-to-live) — me KiNbKiCTh CEKYH, MPOTITOM
akux RR Moxe OyTu kemoBaHuM KiieHTOM. 3BU4aitHo RR gopiBHIOE 2 qHSM;

— JOBXXKMHA 3amucy pecypcy (resource data length) Bkasye Ha KiNbKIiCTB
naHux pecypcy (resource data). Jus tumy, 1mo gopiBHioe 1 (3amuc A), maxi

pecypcy —1ie 4-6aiitoBa [P-anpeca.
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1.2 llpunuunu pyHKIioHyBaHHA NMpoToKoay DNS

Ak 3acobaMu JIOKaJIBHOTO BY3J1a, TaK 1 3ac00aMM IIEHTPaIi30BaHOI CIyKOu
MO€ BCTAHOBJIFOBATHCS BIAMOBIAHICTh MK AJoMeHHUMH iMeHamu (FQDN) 1 IP —
anpecami [5]. HaiimpocTimmm pillieHHSIM € CTBOPEHHS BPYYHY TEKCTOBOTO (ailry
3 iM'siM hosts. Llelt daiin ckmamaeTbes 3 AeAKOT KITBKOCTI PSAIKIB, KOXKHA 3 SKHX
MicTUTh 3anuc tumny «IP—agpeca — gomenne im's», Hanpukiazn, 77.47.129.30 —
www.Kpi.ua. ®@aiiin HeoOXiTHO PO3MICTUTH Y BIAIOBITHOMY CHCTEMHOMY KaTajory
(Hampukan, y BUIAJIKY Windows — CUCTEM e KarTanor
\WINDOWS\system32\drivers\etc).

3aranom, DNS BUKOPUCTOBY€ETHCS JIJ1s1 BUPIIIICHHS TPOOJIEMH 301Ty
nomeHHux iMeH Ta IP-agpec). Ciry:x0a DNS BUKOPHUCTOBYE y CBOiil poOOTI cXemy
B3a€MO/IIT KiTiEHT-cepBep. B pamkax miei B3aemoii Bu3HauaroThes: DNS-cepBepu
ta DNS-xmientu. DNS-cepBepu miaTpuMyIOTh pO3NOIICHY 0a3y JaHUX 3aluCiB, a
DNS-kieHTH 3BepTarOThCS 10 CEpBEPIB 13 3anuTamMu BusHaueHHs [P-agpecu mis
KOHKPETHOTO JJOMEHHOI'0 IMEH1 By3Ja uu pecypcy. Takum unnoM, DNS Hanae
MEXaHI13MH SIK JJI1 IMEHYBaHHS BY3J1iB, Tak 1 JUIs moyky [P-anpec By3:1iB Ha iM'd.

Maitxe Takoro x opmary ciyx6a DNS BUKOpUCTOBY€E TEKCTOBI (paitim, sk
1 ¢aiin hosts, 1 11 daiiam agMiHICTpaTOpP TaKOX MOXKE KOperyBatu BpyuHy. [Ipore,
ciyk6a DNS cnupaetrbcsi Ha i€epapxi0 JOMEHIB, 1 KOXEH cepBep ciyk6u DNS
30epirae TUIBKA YaCTUHY 1IMEH MEpexi, a He BCl IMEHa, sIK 1€ B1IOYyBA€ThCS MpHU
BUKOpucTaHHi ¢aiiB hosts. [Ipu 3pocTanHi KITBKOCTI BY3J1iB B MEpeXki MpodiiemMa
MaciITa0yBaHHS BUPINIYETbCS CTBOPEHHSM HOBHUX JIOMEHIB 1 MiJJIOMEHIB iMEH 1
nojaBaHHsAM B ciryk0y DNS HOBHX cepBepiB.

Csiit DNS—cepBep CcTBOpIO€ThCS i KOKHOTO foMmeHa imeH. Lleit cepsep
MOXe 30epiraTd 3amucu «jaomMeHHe iM's — |P—azapeca» mjis BChOTO JIOMEHa,
BKJIIOUYAIOYH BCi Horo migmoMmenu. YacTime cepBep HJoMeHa 30epirae TUIBKU iMEHa,
AK1 3aKIHUYIOTbCSI HA HACTYIHOMY HHWX4YE PIBHI 1€papxii B MOPIBHAHHI 3 1IM'SM
nomeHa. Came mipu Takii opranizarii ciryx6u DNS HaBaHTa)K€HHS PO3MOAUIIETHCS

OuUTbII—MeHIT piBHOMIpHO Mik BciMa DNS-—cepBepamu Mmepexi. Hampuknan, B
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nepiomy Bunagaky DNS — cepBep noMeHa kpi.ua 30epiratume BiJOOpakeHHS IS
BCIX 1MeH, IO 3aKiHUyIOThbcs Ha kpi.ua. B apyromy Bumanky 1ieit cepBep 30epirae
BimoOpakenHs Tiabku imen Tumy fel.kpi.ua, fiot.kpi.ua, a permra Bcix 3amuciB
HIKYMX PIBHIB 1€papXxii moBuHHA 30epiratucs Ha DNS—cepBepax miggomenis fel 1
fiot.

HeobOxinno npaBunbHO ckoHpirypyBath DNS—cepBepu, 30HH 1 3poOUTH
HEOOXIHI 3amucH Jij1si HopMaiibHO1 poootr DNS [5].

DNS—cepBep — e KoMI'toTep 3 BIANOBIAHMMH MPOTPAMHUMH JOAATKaMH,
Hanpukian, ciykoa DNS—cepsepa B Windows, abo ciayx06a BIND B UNIX—
cucremax. DNS—cepBepu miarpumyrots 06a3zy nmanux DNS 3 iHpopmariero mpo
YaCTUHU CTPYKTYypH JToMeHHoro nepeBa DNS 1 oOGpoOisroTe 3amuTH Ha J03BLI
iMeH, mo HaaxoasaTh Big DNS—kmientiB. V Bigmosigbs Ha 3anmuT kiaieHTta DNS—
CepBep Hajlae 3amuTyBaHy 1H(GOpMaIlilO, A€ MOCWIAHHS Ha IHIIUN CepBep, SAKUN
MOX€e BIJIMOBICTH Ha 3aIlUT, a00 MOBIIOMIIAE, 10 1HGOPMAIlIS HEIOCTyITHA a00 He
icaye. DNS—cepBepyn TOMUIAIOTBCS Ha OCHOBHI (IIOBHOB&XKHI) Ta pE3epBHI
(momaTkoBi).

J1ist KOKHOT 30HU MOE 1ICHYBaTH TUIBKH OJIMH OCHOBHHUI cepBep (Ha SKOMY
MO>XHa BHOCUTH 3MIHM B 30HHY 1H(pOpMaIlit0) 1 Oyab—aKa KUIbKICTh PE3EpBHHX
cepBepiB (SIKi OTPUMYIOTh 1H(MOpMAII0 MPO 30HY 3 OCHOBHOTO CEpBEpPY).
BcranoBnennss pesepBHux DNS cepBepiB J03BOJISI€ BUPIMIMTH JBI 3ajadi:
30UTBIIUTH HANIWHICTh poOoTH cuctemMu DNS, po3noaiiuTy 3anmuTH KIIEHTIB MO
pI3HHM cepBepaM, 30UTBIIYIOUM TaKUM YUHOM MPOJAYKTHUBHICTH POOOTH CHCTEMH
DNS.

3ona DNS (DNS zone) — 1ie equna yactuHa npoctopy imen ta IP — azapec,
10 0OCITYTOBYETHCS MOBHOBAXXKHUM cepBepoM [5]. CepBep Moke 0OCITyroByBaTH 1
KUIbKa 30H, a 30Ha MOXE€ MICTHUTH OJuH abo Jekinbka [HTepHeT — JoMeHiB.
Hanpuknan, oauH cepBep Moke OyTH MOBHOBaXHMM JuIs 30H Kpi.ua i kpi.edu,
KOXKHA 3 SIKUX MICTUTh JeKijabka noMeHiB. CyMikHI JOMEHH, Hampukiajd, kpi.ua,

fel.kpi.ua i keoa.fel.kpi.ua MoxHa mepeTBOPUTH B OKpPEeMi 30HH, 3aCTOCYBaBIIIH
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JIeJIETYBaHHS, TMPHU SKOMY BIJAMOBIIAIBHICTS 3a MIJJIOMEH BCEPEIWHI MPOCTOPY
iMmeH DNS npucBoroethest okpemomy 00'ekTy (BimmoBimaomy DNS — cepsepy).

@aiinu 30H (zone fileS) MicTATH 3amUCH PeCypciB 30H, B SIKHX CEpBEp €
NOBHOBaXHUM. Y Oaratbox peamizanisix DNS—cepBepa gaHi 30H 30epiraloTbcs B
TekcToBUX (aitnax; DNS—cepBepr Ha KOHTpoJiepax TOMEHIB il KepyBaHHSIM
Windows 2000 a6o Windows Server 2003 MOXyTh TakoX 30epiratu 30HHY
iHpopmariro B Active Directory.

IcHytoTH ABa BUIM 30H: MPSAMOTO 1 3BOPOTHOTrO meperysiay [S]. Y meprmx
BUKOHYeThCs 3icTaBieHHss FQDN-imen 3 IP-anpecamu, y npyrux HaBmaku, |P—
aapecH 3ICTaBJIAIOTHCS 3 MOBHUMU JOMEHHHUMH iMEHaMH. TakuM YWHOM, 30HU
MPSIMOTO Meperisily 0OCIyroByIOTh 3alUTH 10 BCTAHOBJICHHIO BIJMOBITHOCTI MIX
FQDN-imenamu i IP—agpecamu, a 30HHM 3BOPOTHOTO Tmeperisigy — Mik [P—
aapecamu 1 FQDN—-imenamu.

Axmio 1M’ mpsiMOT 30HU CIIBIIaJIa€ 3 IMEHEM JOMEHY, TO IM’S 3BOPOTHOI
30HU (OPMYEThCA 3 MEpexHOi dacTuHu |P—anpecu, 3amuicaHoi B 3BOPOTHOMY
HOPSZIKY, IO SIKOI JTOMA€ThCs CTaHmapTHUM mpedikc — in—addr.arpa. Hampukman,
kadeapi KEOA Buaineno 6nok IP—aapec 10.12.80.0/24. Im’st 3BOpOTHOT 30HU —
80.12.10. in—addr.arpa. IcHy1OTb MOHSATTS OCHOBHOI 30HH, JIOJaTKOBOI 30HH 1 30HU
— 3arnymku (puc. 1.8).

OcHOBHA 30HA

3bepirae bazoEi Aani WA Beix JOMeHIB B 30H]. PesepBHa Komid 0asH JaHHX 30HH MOXe
CTBOPIOBATHCA B JOAATKOBIH 30Hi

JoxaTkoBa 30Ha

IToeHOBa#HA pe3epEHA 30HA OTT OCHOBHOT 30HH 200 iHIIHX OOOaTKOBHX 30H

3oHa3araymKa

Komig 30HH, MO MiCTHTG TiNBKH 3aIHCH pecypciB NOBHOB@KHEX DNS—cepBepis OCHOBHOL
30HH (aster zone)

3anncH pecypcis

Iropmanis, mo 30epiracTbes B 0asi mammx DNS i BHKOPHCTOBYBaHA ANA BiANOBiai Ha
samiTH DNS—KITieHTiB

Pucynok 1.8 — 3oan DNS



19

Koxxen DNS-—cepBep MiICTHTh 3ammcu pecypciB, HEOOXimHI HOMY IS
BI/IMOBIZII HAa 3allUTH, IO BIJHOCATHCS 0 HOro 4yacTuHU Tpoctopy imeH DNS.
3anucu pecypciB pO3pI3HAIOTHCS 3a TUIIAMH: HANPHUKIIA, aapecHuil 3amuc (A),

kanoHiuHe iM's (CNAME), cepsep imen (NS), momroBuit ooMiHHHK (MX).

N

Haii6inpm Basknusi Tunu DNS—3anuciB (puc. 1.9).
3anmc
A
Jamme 3anmc
SOA
Trm
DNS-

‘
Januc Bl 3aICIE 3amuc

Y. \
yd
PTR / \ L
Janmc Janmc
NS MX

ME
Pucynox 1.9 — Turmm DNS—3anucis

3anuc A (address record) aGo 3amuc ampecu — 3B's3ye im's Bysna 3 [P —
anpecor. Hampuknan, 3anmut A—3amucy Ha iMm's WWW.Kpi.ua moBepHe #oro |P—
anpecy — 10.7.10.22.

3amuc AAAA (IPv6 address record) 3B's3ye iMm's By3lia 3 aapecoro
npoTtokoiy IPV6.

3amuc CNAME (canonical name record) abo KaHOHIYHMI 3amKC IMEHI
(TICeBIIOHIM) BHUKOPHUCTOBYETHCS Uil MEpEeHANpaBieHHS Ha iHIIe iM's. Jlo3Bolse
onHit IP— aapeci mocTaBUTH y BIAMOBIAHICTD JEKiJIbKa IMEH.

3anuc MX (mail exchange) abo momroBuii 0OMIHHUK — BKa3ye cepBep (1)
00OMIHY TOIITOO JJIS TAaHOTO JIOMEHY.

3anmc NS (name server) — Bkasye Ha DNS—cepBep 17151 JaHOTO JIOMEHY.

3anuc PTR (pointer) abo 3ammc BkasiBHUKA — 3B's3ye [P — aapecy Bysna 3
HOro KaHOHIYHMM IM'ssM. BUKOPHUCTOBYETBHCS Y 3BOPOTHIM 30HI 1 € aHajgorom A—

3anucy y npsMiid 3oxi. 3amut PTR 3amucy B 3BopoTHiii 30H1 in—addr.arpa Ha IP —
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aapecy Bysia nosepHe iM's (FQDN) manoro By3ma. 3 METOO 3MEHILICHHS 00CSATY
HeOakaHO KOpecToHAeHIli (crnamy) 0arato cepBepiB—OAepKyBauiB €IEKTPOHHOI
NOIITA MOXYTh TepeBipsATH HasBHICT, PTR 3ammcy nis Bysna, 3 sIKOTO
B11I0yBaeThCsl BiAmpamieHHA. Y 1poMy Bumaaky PTR 3amuc gns [P — anpecu
MOBUHEH BIANOBIAATH IMEHI BIAMPABISAIOYOrO TIOIITOBOTO CEepBepa, SIKUM BiH
npeacTaBiseTbes B mporeci SMTP cecii.

3amc SOA (Start of Authority) abo modaTkoBHil 3amuC 30HU — BKa3y€e Ha
ocHoBHUI1 DNS — cepBep 30HH, Ha sIKOMY 30€piraeTbcs eTajJoHHa iH(popMarlis mpo
30HY, MICTUTh KOHTAKTHY 1H(OpMaIlito ocoou, BiIMOBIIaJIBHY 32 JIaHy 30HY, 3a/1a€
napaMeTpu (CepiiHMII HOMEp Ta 4YacoBl MapamMeTpH), HEOOXiAH1 sl OHOBJICHHS
1H(dopmartii mpo 30Hy pezepBauMu DNS—cepBepamu.

SRV-3amuc (server selection) Bka3dye Ha CepBEpH I NESIKUX CEPBICIB;
BHUKOPHCTOBYETHCS, 30KpeMa, [t Jabber i Active Directory.

3amuc TXT (Text) — TekcToBUM 3amuc, SKUM BUKOPUCTOBYETHCS IS

BHECEHHSI KOMEHTapiB, IOMITOK 1 TOLIO.

[Tporpama named, sika peanizye BIND, sik i 10BiIbHHI CEpBIC MPUKIIATHOTO
piBHs BUKopucToBye TpancnopT TCP ta UDP. fIkuio Mu He MOXEMO 3BEPHYTHUCH
JI0 TIEBHOTO KOMIT'IOTEpA, a paHillie MOIJIM, TO TepIl 3a Bce Tpeba mepeBipuUTH
JIOCTYMIHICTh KOMIT toTepa 3a Horo [P aapecoro. SIkmio mporo He MOXKHA 3poOUTH,
TO Tpeba HrykaTu NOMUIIKH abo 3001 B poOOTI cepBicy JoMeHHUX iMeH. KiieHTchka
JacTUHA — IIe TpoIleaypa I03BOJy iMeH resolver, a cepsep — mporpama named.
Resolver — e Habip mpouenyp 3 cuctemu OibGmiorexkn libc.a ski 103BONSIOTH
NPUKIAAHINA mporpami, sSKa BiApeaaroBaHa 3 MMM TMPOIEAypaMd OTPUMATH 32
noMeHHMM iMeHeM [P aapecy komm’torepa, ado 3a IP aapecoro nomenne im’s. Lli
IPOIICIypH 3BEPTAIOTHCS JI0 CHCTEMHOI KOMIIOHEHTH resolver, sika Beae miaor i3
CEpBEpPOM JIOMEHHUX IMEH 1 TaKUM YHUHOM OOCIYTrOBYE 3alUTH MPHUKIATHUX
nporpaM KOpHUCTyBada. 3arajibHy cxemy B3aemojii pizHux komioHeHT BIND

MOXHa MPEACTABUTH Ha pUCYHKY 1.10.
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3ammT Ha JJ03BLIT Kopernesuii  cepsep
iMeHi abo IP agpecn IOMEHHHX iMeH
7y
< AJlpeca BiJ-
aJIeHoTo cepBepa
3amT Ha aupecy JIOMEHHHX iMeH

A 4

BJIJTAICHOTO cepBepa

3anuT Ha aJpecy 3 30HH
BiImameHoro ceppepa

k4

| v Micnesmit cepsep | | Bigmanenmii cepsep
resolver b ”| HOMEHHIX IMeH | " TOMEHHIIX IMeH
ry T
OTprMaHHA ajipect Bimmosins Bij-
~ abo iMeH1y AIEHOTO cepBepa
BIJIIOBIAb Ha 3aIIHT JOMEHHHIX IMEH

Pucynok 1.10 — Bzaemonist komnonent BIND

CreriaibHOIO 0a3010 TaHUX KEPYEThCs NAMed, sika CKIIaIaeThes 3 IeKITbKOX
(aiisiiB 1 MICTUTH BIAMOBITHOCTI MIXK aJpecaMu 1 IMEHAMHU, a TaKOX aJApecH 1HIIHNX
cepBepiB BIND, 1o sikux gaHux cepBep MOKe 3BEPTATHCh B IIPOIIEC] MOIITYKY IMEH1
a60 anpecu. Ommparounch prucHOK 1.10 po3rissHeMO 1Ba CITOCOOU JT03BOJTY 3aIHUTY
Ha oTpuManHs [P agpecu 3a JOMEHHUM IMEHEM.

1-i1 Bumagok. 3amuT Ha oTpumanHHs [P azgpecu B pamkax 30HH
BI/IMOBIAAILHOCTI JAHOTO MICIIEBOT'O CEpBEpa IMEH.

1) [Mpuknaana mporpama uepe3 resolver samurtye IP ampecy 3a TOMEHHUM
IMEHEM y MICIIEBOTO cepBepa.

2)MicueBuii cepBep TOBiIOMIIsIE TpHKIagHiA mporpami [P anpecy
3aMMTaHOTO IMEHI.

2-1 BHIMAJIOK. 3alUT MPUKIIATHOT IPOTpaMH JI0 cepBepa JTOMEHHUX iMEH Ha
orpuManHs [P aapecu 3a JOMEHHUM iIMEHEM 13 JOMEHA, KU 3HAXOIUTHCSA B 30HI
BIJIMOBIIAJILHOCTI ~ BIJJAJICHOTO CEpBEpa JIOMEHHUX IMEH, TOOTO cepBepa
BIJIMIHHOTO BiJ] TOT0, JIOMEHY SIKOT'O HAJIGKUTh KOMIT IOTEP SIKU BUKOHYE 3aIuT.

B 3araJJbHOMY BUIIAAKY CXCMad BUIIIIA€ HACTYIIHUM YUHOM:
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1) [TpuknagHa mporpama 3BepTaeThCs 10 MiCIIEBOTO cepBepa JTIOMEHHUX iIMEH
3a [P anpecoro, moBIAOMIISIIOUN HOMY TOMEHHE 1M'A.

2) CepBep BH3Hauae, 0 ajpeca He BXOAWThH B JaHUU JOMEH 1 3BEPTAEThCS
3a aJIpecol0 cepBepa JOMEHA , SIKWH 3alHTy€e JO KOPEHEBOTO CepBepa JTOMEHHHX
iMeH.

3) KopeneBuii cepBep OOMEHHHX IMEH IIOBIZIOMIISIE MICIIEBOMY CEpBEpY
JIOMEHHUX IMEH aJpecy cepBepa TOro JOMEHa, SIKHH BUMara€eThesl.

4)MicrieBuii cepBep JOMEHHUX IMEH 3allUTy€ BIUTAJICHUH cepBep Ha
MpPEeAMET JI03BOJY 3alIUTy CBOTO KJIIEHTA — IPUKJIAJHOI TPOTpamMHu.

5) Binmanenwuii cepsep nosigomiisie IP agpecy miciieBomy cepBepy.

Micuesuii cepBep noBigomiisie IP agpecy mpukiaaHiii mporpami.

1.3 IIpodaemu pynkuionyBanusi DNS-ciy:xom

3ragaiimo DNS-anroputm Bigmanenoro momyky IP-agpecu Ha im'ss B
Mepexi:

— xoct nocunae Ha IP-anpecy DNS-cepBepa cBoro nomeny (BiH 3a7a€ThCS
npy HanamrtyBaHHI npoTtokoiy [P y mepexniit OC) DNS-3anuT, B IKOMy BKa3ye
M'st cepBepa, [P-anpecy sxoro HeoOX1HO 3HANTH;

— DNS-cepBep, oTpuMaBIIM 3amuT, TMEperisgac CBOKO 0a3zy IMEH Ha
HAsBHICTH Y HIM IMEHI, III0 MICTUTHCS B 3aMUTI. Y BUNAIKY, SKIIO iM'S 3HANUICHO, a
OTKe, 3HalIeHO 1 BiANOBIAHY oMy IP-anpecy, Ha xocT, mo 3anutaB DNS-cepBep
Bianpasisie DNS-BianoBiab, B skoMy 3anucana 1ykana [P-aapeca. SIkmo Bka3zane
B 3amuTi im's DNS-cepBep He BusSBUB y CBOid 0a3i imeH, To DNS-3zamur
Hajzcuinaerbest DNS-cepBepom Ha oauH 13 kopeHeBux DNS-cepepiB, agpecu sikux
MicTATbCs y (paitmi HamamTyBanb DNS-cepBepa root. cache, Ta onucana B 1iboMy
MyHKTI MPOIIeTypa MOBTOPIOETHCS, JOKH 1M'st HE Oy/ie 3HalIEHO.

AHaJi3youd 3 MOy O€3NeKH BpasJIMBICTh II€1 CXEMH BIJIJIaJICHOTO
HOIIYKY 3 T0NOMOToi0 npoTokoiay DNS, MoxkHa miiiTH HEBTIIIHOTO BUCHOBKY IIPO

MOJKJIMBICTh HEKOPEKTHOTO (yHkKIloHyBaHH DNS-cepBicy, came MOXHa
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BUJIUIUTH OCHOBHI IPUYMHHU HEMPABWIBHOTO ()YHKITIOHYBAHHS:

— BigmaneHa araka — «[lommnkoBuii o00'ekt PBC»  (po3moxiseHoi
OOYHUCTIOBAILHOT CUCTEMH), TOOTO. BIPOBAIKEHHS MPOMIKHOTO XOCTa, Yepe3
SAKUWA UTUME MOTIK 1HGOopMaIlii MK aTaKOBaHUM 00'€KTOM 1 cepBepoM abo miamiHa
(BumpaBneHHs) iH(QOpMaIlii Ipo 30HY;

— MDKCETMEHTHA BijjajeHa aTaka — ataka Ha DNS nuisixom danbcudikarii
BinmoBini DNS — cepepa;

— xubH1 aii agmiHicTpatopa DNS-cepBepa, ToOTO. HempaBUiIbHA BKa3iBKa
BiAmoBigHOCTI MK IP-agpecoro xocTa Ta Mioro iM'sm.

Binnaneni araku Ha DNS-cepsep. [IpakTudni mOnIyku Ta KpUTHIHUMA aHATI3
oesneku ciay>k6u DNS 103BOJIAIOTH MPUITYCTUTH, IO ICHYIOTh, SIK MIHIMYM, JBa
MO>KJIMB1 BaplaHTH BIJIJAJI€HOI aTaky 3 BUKOPUCTAHHSIM IMOMUJIIKOBOTO 00'€KTa Ha
10 CIIYKOY:

«IIITopm» momunkoBux BianoBiged DNS. Ilepmmumii BapiaHT mpoBeneHHS
BianeHoi araku, cupsMoBaHoi Ha ciayxOy DNS, 3acHoBanmii Ha pi3HOBHII
TUMOBOI BimnmaneHoi ataku «IlomunkoBuit 00'ekt PBC» [2]. V npoMy BuUIaIKy
aTaKyHO4Ui 371HCHIOE TIOCTIHHY Tepeaady Ha XOCT, IO aTaKy€eTbCs, 3a3JalIeTib
miaroroBjaeHoro momMmikoBoro DNS-igmomimi Bim iMeHi cmparxkHbOr0o DNS-

cepepa 6e3 npuitomy DNS-3anuty (puc 1.11).
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Mapurpytuzarop

i =LY
Cepaep
secret.com

| - “IITopM” XHOHHX

DNS- BifmoBizei Bij iMeHi
DNS-cepeepa

—

DNS-cepsep

XubHnii cepsep
secrel.com
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Pucynok 1.11 — «IllTtopm» XMOHKMX BIMOBIIEN

[HmmMu croBaMu, aTakyrouuMid CTBOPIOE B Mepexi Internet crnpsmoBaHwMiA
«mropm» nomuiakoBux DNS-piamosigei. lle MoXIMBO, OCKIUIBKH 3a3BUYAl
nepenadi DNS-3anuty BHKOpHCTOBYeThCs mpoTtokon UDP, y sxomy BiacyTHI
3acobu iaeHTHdikamii naketiB. Kputepii, mo mpexa'sBistorbes mepexeBuit OC
xocTa 10 orpuManoi Big DNS-cepBepa Bianosii, — 1€, no-nepiie, 30ir [P-aapecu
BiampaBHUKa Bianosiai 3 IP-agpecoro DNS-cepBepa; mo-apyre, He0OXiIHO, 100 Y
DNS-Bigmogini O6ysio BkazaHo Te came iM's, o i y DNS-3amuTi; mo-tpere, DNS-
BIJINOBIJIb Mae OyTU cripssMoBanuii Ha Toil ke UDP-niopT, 3 sikoro OyB HamiciaHui
DNS-3anut, 1, mo-yerBepre, y DNS-BiamoBiai mosie iIeHTH(IKATOp 3aluTy B
3aronioBky DNS (ID) mae micTuTu Te came 3HayeHHs, 110 ¥ y nepegaHomy DNS-
3aInTI.

[Tepexomnennss 3anuty DNS. 3 posrisHyToi paHilie cXeMH BiJJajI€HOrO
DNS-nomryky BumimBae, 1o B TOMy BUIIAJKY, SIKIIO BKa3aHe B 3anuTi iM'ss DNS-
CepBEp HE BUSBHB y CBOiil 0a3i IMEH, 3alUT HAJACWJIAETHCA CEPBEPOM HA OJUH 3
kopeHeBux DNS-cepBepiB, agpecu SKUX MICTAThCS y (aiiil HalallTyBaHb cepBepa

root. To6to y Tomy Bumaaky, skmo DNS-cepBep HEe mMae BIIOMOCTEH MpPO 3amUT
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XOCTI1, BIH TMEpecuyiae 3amuT Aaji — I o3Hayae, mo tenep cam DNS-cepep €
iHimiaropoM BiggaigeHoro DNS-momryky. Tomy HImO HE 3aBakae aTaKylOdid,
JI0YM ONMUCAHMMHU BHIINE METOJIaMM, MEPEHECTU CBi ynap Oe3nocepenHbO Ha
DNS-cepgep [2]. [Hakiie kaxyuu, SIK METa aTaku TENep BUCTYMATHUME HE XOCT, a
DNS-cepsep 1 mommikoBi DNS-BinnoBiai OyAyTh HampaBiIsITHCS aTaKyIOUUM Bij
iMeH1 kopeHeBoro DNS-cepBepa Ha arakoBanuii DNS-cepep. [Ipu 1pomy
BOXJIMBO BpaxoBYyBaTH TaKy ocoOiuBicTb poOotu cepBepa DNS. s
npuckopeHHs pobotu koxeH DNS-cepBep kemrye B 00iacTi mam'sti CBOIO
TaOJIUITIO BIAMOBIAHOCTI iMeH Ta IP-anpec xocTiB. Y TOMy 4HnCIl B KEIT 3aHOCUThCS
iH(popMarlis, O AMHAMIYHO 3MIHIOETBbCS, Tpo iMeHa Ta I[P-agpecu XOCTIB,
3HaieHux y npoiieci pyukiionyBanas DNS-cepBepa. TooTto. saxiio DNS-cepsep,
OTPUMABIILIY 3aIUT, HE 3HAXOJIUTh y ceOe B KelI-TabJauIl BIANOBIAHOTO 3aMHUCY BiH
NIepeCUIae BIAMOBI/Ib Ha HACTYIHUN CEpBEp 1, OTPUMABILIM BIJINOBI/lb, 3aHOCUTH
3HalCHI BIJIOMOCTI B KemI-Ta0iuiio. TakuM 9rMHOM, IpH OTPUMAaHHI HACTYITHOTO
3anuty DNS-cepBep Bke He NOTpPIOHO BECTH BIAJANCHUM TOIIYK, TaK SIK
HeoOx1Ha 1H(hOopMAaIlis BXKE 3HAXOJAUTHCS B TIaM'SITI.

3 anamizy onucaHoi cxemu BigganeHoro DNS-momyky crae o4eBUIHO, 110 B
TOMY BHUIAAKy SKIIO Yy BiAMoBiAbL Ha 3anmuT Bix DNS-cepBepa arakyroumii
HampaBuTh noMuikoBy DNS-BinmoBinb (a0o y pasi «ITopmMy» MOMHIKOBHX
BiAMOBIZeH OyjJie BECTH IiX MOCTIHHY TNepeaady), TO B Kell- TabJuIll cepBepa
3'SIBUTHCSl BIAMOBIAHUHN 3alUC 3 HEMPABAUBUMH BITOMOCTSIMH, 1 HaJasll BCl XOCTH,
1110 3BepHyJucs 10 1boro DNS-cepBepa, OyayTh Ae3iHPOpMOBaHi, 1 TpH 3BEpHEHHI1
0 XOCTa, MapmipyT 10 SKOTO aTaKylOYWd BUPIIIMB 3MIHUTH, 3B'SI30K 3 HHAM
3MIIMCHIOBATUMETHCS YEPE3 XOCT aTaKyIouoro 3a cxeMoro «00'ekt PBC». [ 3 wacom
s xuOHa iHpopmalis, mo norpanuia B ke DNS-cepBepa, nommproBaTUMEThCS
Ha cycingni DNS-cepBepu HallBUIIUX PiBHIB.

Bignanena wmixkcermMeHTHa artaka Ha DNS-cepBep. 3HauHO 3arajabHINIAM
BUITAJIKOM € MDKCEIrMEHTHA araka, III0 HE BHMMarae JyUIsl CBO€I peaiizaiii TaKux
YKOPCTKUX YMOB, KOJIU aTakyro4uil 1 1inboBuil DNS-cepBep momiisitoTh 3arajibHe

Gbi3uyHe cepeoBUIIE TIepeaadi.
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MixcermenTHa araka Ha DNS-cepBep mae takuii Burisia. [Ipumyctumo, 110
MeTOI0 aTaku € «migmina» IP-agpecm web-cepBepa www.coolsite.com Ha IP-
ampecy cepBepa www.badsite.com a1 KOPUCTYyBadiB JEsAKOI MiIMEPexKi, SKy
oociyropye DNS-cepsep ns.victim.com. VY mneprriii ¢asi ataku ns.victim.com
MIPOBOKYEThCS Ha momyk iH(opmartii npo [P-anpecy www.coolsite.com nuisixom
HAJICWJIAHHS IOMY BIJIIIOBITHOTO PEKYPCUBHOTO 3anuTy. Y Opyrii a3l aTakyrouui
HAJICHJIa€ CepBepy ns.victim.com CKJIaJHy BiINOBLAb BiJ iMeHi NS.coolsite.com,
gKa € BIANOBIJAIBHOIO 3a JOMEH coolsite.com. Y XwuOHIi BIiAMOBIAI 3aMiCTh
peansHOi [P-ampecu www.coolsite.com Bkazyetbcs [P-agpeca www.badsite.com.
CepBep ns.victim.com Kemlye OTpUMaHy 1H(pOpMaIioo, B pe3yJbTaTi YOro
MPOTATOM NIEBHOTO MPOMIKKY Yacy (BeTMYMHA I[OTO MPOMIXKKY BKa3y€ThCs B TOJII
TTL nomunkoBoi BIAMOBIAI 1 MOXE JOBUIBHO BHUOUpATUCA aTAKyIOUHM)
KOPHUCTYBaul, 110 HIYOTO HE MiJA03pPIOI0OTh, 3aMICTh cepBepa Www.coolsite.com

HOTPAIISIOTh Ha Www.badsite .com (puc. 1.12).

1P (\W\'\v.coolsite.cgm) ?
- )

PexypcuBHimii 3annT Ha
nomyk IP-aznpecy caiita ... daza 1

www.coolsite.com  TTttea, @
Qaza3 T

Xubumit " =
IP (www.coolsite.com) ="
=123.123.123.123

Pucynox 1.12 — MixkcerMeHTHa BiJaJIcHa aTaka

Jlns  toro, mo0 TOMUJIKOBA BIAMOBIAL OyJla CHpUHHATA CEpPBEPOM
ns.victim.com sk iICTHHHA, TOCTATHO BUKOHAHHSI YOTUPHOX YMOB:

— IP-agpeca BiampaBHHMKa BIiANOBIAI TOBMHHA BiamoBimatu IP-agpeci
3alUTYyBaHOTO cepBepa (B JaHOMY BHITAIKY ns.coolsite.com);

— UDP-miopT, Ha sSKHi HAJICHUIAETHCS BIJAMOBiAb, MOBUHEH 30iratucs 3

MOPTOM, 3 SIKOT0 OyJI0 Ha/IiCJIaHO 3aIlUT;
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— i1eHTUdIKaTOp BIAMOBIAI Ma€ 30iratucs 3 1IeHTU(IKATOPOM 3aIUTY;

— BIJIMIOBi/Ib TOBHHHA MICTUTH 3aluTyBaHy iH(opMarito (y 1boMy BUTIAIKY
IP-anpeca web-cepepa www.coolsite.com).

O4eBuHO, IO BUKOHAHHS MEPIIOT Ta YETBEPTOI YMOB HE MPEICTABIISE IS
aTaKyl4oro OCOOJMBHX TPYJIHOIIIB. 3 APYrol0 Ta TPETHOIO yMOBAMH CHUTYaIlis
Ha0aratro CKJIaJHIIIA, OCKUIBKH Yy BUNAAKY MDKCETMEHTHOI aTakKh y aTaKyrdoro
HEMa€ MOJKJIMBOCTI TEPEXONMHWTH BHUXITHUN 3amMUT 1 «IIATISHYTH» HEO0OXITHI
napaMmeTpH.

[TomunkoBi  mii  agminictpatopa  DNS-cepBepa.  [lomumnkoBi  mii
aaminicTpatopa cepsepa DNS, To06TO. HempaBuibHE BKa3iBKY BiAgmoBigHOCTI IP-
aJipecu XOCTa Ta Moro iIMeH1 MOXKYTb IPU3BECTHU JI0 MOUTUPEHHS MOMUJIKUA Ha 1HIII
DNS-cepsepa. Omxe, mpu 3BepHeHHI 10 DNS-cepBepa BiH BuAaBaTHUME
HenpaBwibHy [P-anpecy mrykanoro xocra.

Sk BUIHO 3 PO3AUTY — Y MEpEeXl ICHY€E JHOCTaTHBO MPOoOJeM, MOB'SI3aHUX 3
KOpEeKTHICTIO (GyHKIioHyBaHHS DNS-cayx0u, 1 11e TOCUTh Ccepiio3Hi MpoOIeMH,
K1 MOXKYTh YCKJIQIHUTU pOOOTY KOPHUCTYBauiB 1 MEPEKEBUX aAMIHICTpaTOpiB. Y
HACTYITHOMY PO3JUII OyIyTh PO3MVISIHYTI ACSKI Cy4acH1 pIIIEHHS Ta MOpajgu s
YHUKHEHHS [IUX MPOOJIeM.

Hesiki pimenHst npoosieM ¢yHKioHyBaHHs ciy)0u DNS. OntumansHuM 3
TOYKHU 30py O€3MEKH PIIICHHSIM B3arajii BIIMOBUTHUCS BiJ BUKOPUCTAHHS CIIyKOH
DNS B cerMenTi, MmO 3aXHIA€TbCA. 3BHYAHHO, 30BCIM BIIMOBHUTHUCH BIJ
BUKOPHUCTAHHS IMEH TPH 3BEPHEHHI J0 XOCTIB JUJII KOPUCTyBadiB Oyae AyKe He
3pydyHo. ToMy MoOXHa  3ampoOINOHYBAaTH Take KOMIIPOMICHE  PIIICHHS:
BUKOPUCTOBYBAaTH IMEHA, ajie BIAMOBHUTHCS Bl MexaHi3Mmy BimmaieHoro DNS-
MOIIYKY, SIKHA BUKOPUCTOBYBaBCs 10 MosiBH ciay>k0u DNS i3 Bunpinenumu DNS-
cepBepamu. Toxal Ha KOXHIA MalIMHI B Mepexi ICHyBaB hosts ¢aity, B sikomy
3Haxoawmiaca 1H(opmals mpo BiAMmoBigHI iMeHa Ta [P-ampecw BCiX XOCTIB y
Mepexi. OUueBUIHO, 1110 Ha CHOTOJHINIHIA JIEHh aAMIHICTPATOPy MOHA BHECTH B
noaiOHuii aitn iHpopMallio Tpo JHIIE HaJaCTIIEe BiJBIIyBaHI KOPUCTYBauyaMu

JTAHOT'O CETMEHTa CEPBEPH MEPEXKI.
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3oBHimmHii DNS-cepBep !
Pucynok 1.13 — BaytpimHiii cepBep DNS o06ciyroBye KopropaTuBHY

MepexKy 1 He BUJIHO 330BHI. 30BHIIIHIA DNS-cepBep Hagae nurie 4acTuHy

1H(pOopMaIli PO Mepexy

JUist yTpyaHEHHS 3MIMCHEHHS BIIJAJICHOI aTaKu MOJYKHA 3alpOINOHYBaTH
aJAMIHICTpaTopaM BUKOPUCTOBYBATH 1 ciiykO0u DNS 3amicts npotokosnry UDP,
KM BCTAHOBJIIOETHCS 3a 3aMOBUYYBaHHAM, mpoTokos TCP (xoda 3 mokymeHTarlii
HE OYEBHIIHO, SK Horo 3MmiHWTH). [le CyTTe€BO yTPYIHWUTH UISI aTaKyK4OTro
nepeaaydy Ha xocT moMusikoBoro DNS-BianoBiai 6e3 npuitomy DNS-3anuty.

Takox MOKHA 3amPONOHYBAaTH BUKOPUCTOBYBATU KOMIUIEKT AoaaTkiB BIND
(Berkley Internet Name Daemon) — OepkiiBcbkuii aeMoH iMeH Internet.
[Tounnaroun 3 Bepcii 4.9.3, y cnenudikariito BIND O6yno BHECEHO KilbKa TUPEKTUB
1 TumiB 3anuciB DNS, sxi mokiauKaHi JIemo0 MOKPAIUTH 3aXUCT CEPBEPIB 1IMEH.
JupexTtusa xfrnets ¢aitny moyatkoBoro 3aBantaxkeHHs (/etc/named.boot) qo3BosIsIE
BKazatu cnucok [P-agpec mepex i cepBepiB iMeH, Ha K1 JaHUW CEpBEpP Ma€ MPABO
nepecusiatd iHGoOpMaIlilo mo 30H1 (omeparlissi 30HHOTO TmepecuiaHHs). [pyra
BaKJIMBA HOBAIlIS — BBEICHHs 0coOmBoro tuiry 3anucy pecypciB TXT mig Hazsoro
SECURE_ZONE. Takuii 3anuc ynpasise CIMCKOM MamuH 1 mepex (3a IP-
aZpecamMu), SKUM MOXHa 3alUTyBaTH JaHUN cepBep IMEH. AJie HEe3BaXKar0uu Ha 11l
HOBOBBEJICHHS JUIS BIIOOpakeHHs aTak 13 3amiHo0 DNS moTpiOHO BXHTH IIIe

HU3Ky 3axoiB. Cepesl HUX HaAWOLIbII MOLIMPEHOI € YCTAaHOBKA JIBOX CEPBEPIB
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DNS: 30BHIIIHBOr0 Ta BHYTPIIHLOTO (AuB. puc. 1.8).

Buytpimuiit DNS-cepBep mpu3HaueHUN BUKIIOUHO AJsi OOCITYTOBYBaHHS
BHYTPIIIHIX KJIIEHTIB Mepexi. Ha Hbomy 30epiraeTbcs Besi 1HPOpMAIlis PO XOCTI
KOPIOpPaTUBHOI Mepexi. 3aBlgku BukopuctanHio 3anuciB tuny SECURE_ZONE
el cepBep MOXKYTh BHUMAaraTd JIMIINE BHYTPIIIHI XOCTH. bimemm TOro, Ha
OpaHaMayepl BCTaHOBIIOETbCS GUIBTP, SKUM He mnpomyckae IP-makeru, 110
HAIPaBIIOTHCS B KOPIIOPATHBHY MEPEXKY Ta TMpU3HAYEHI ISl TMOpTy 53
nporokoniB UDP ta TCP Baytpimmboro cepBepa DNS. ToOTo. 30BHI Takuid
cepep DNS pobutbcs HeBuaumum. OJHaK BIH caM MOXE 3BepTaTHCS 3a
1H(popmariieto 10 cepBepiB DNS mepexi Internet.

Ocranns  Bepcis BIND 8.2.2. Brmouae miarpumky (RFC  2065)
KpunTorpadiuHoro muQpoBoro miAmmucy, To0To. 1e Bxke He cTanmapTHuii DNS-
MPOTOKOJI, a po3MmMpeHuid, B skoMy B Tino DNS-zamury BrIrOuaTUMETHCS
nudpoBuit mianuc. lle pimeHHs NPAaKTUYHO TMOBHICTIO YyOe3MeuuTh podoTy 13
DNS-cnyx60r0. Ha xanp, OaxaHuii pe3yiabTaT MOXKE JaTd  JIMIIE
MIMPOKOMAcIUTaOHE BIPOBA/KECHHS HOBUX MPOTOKONIB, SIKE€ IIOB'si3aHE 31
3HAYHUMH OpTaHi3alliiHUMU TPYJIHOIIAMH Ta HE MOXe OyTH TpOBeleHE 3a
KOPOTKHM 4ac.

BucHoBkHM 3a po3aiiom

DNS - e cucrema, sika 103BOJIIE KOPHCTyBadaM BBOJIWUTH 3pPO3YMUTI IS
JIOJMHU Ha3BM CaWTIB y MOILIYKOBUW PSIOK, a Opay3epy otpumyBatu IP-anpecy
pecypcy, 10 SIKoro moTpioHo 3BepHyTHCS. CrcreMa 36epiranus DNS-manux (30H)
pPO3MOJLIEHA, a OCh CEPBEPH, HA SKUX 30€epiratoThCs JaHi, BUOYJOBaH1 1€papXiyHO.
Ha Bepxubomy piBHI 3HaxoAsThCs KopeHeBi DNS-cepBepu, Huxue - DNS cepBepu
reorpaiyHUX 30H, L€ HA HUXKYMM piBeHb - JokaibHi DNS-cepBepu. DNS-3anut
Opay3epoM NocHIIaeThesa croyatky Ha JiokanbHi DNS-cepBepu (resolve), a motim
BOHHU IIyKarOTh moTpiOHYy DNS-3ammc mo iepapxii Bume. DNS-gani ko>kHOTO
noMeHy HaszuBaroTbcsi DNS-3oHamu 1 30epiratotb DNS-3ammcu pi3HMX THUIIB.
DNS-30HaMun MOXHa KepyBaTH 3a JIOMOMOIOI0 IUIATHUX Ta OE3KOIITOBHUX

CEpPBICIB.
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PO3/ILI 2
JOCJIKEHHS ITPOLIEAYP OEMIHY NOBIJIOMJIEHbL DNS
(AHAJII3 IPOTOKO.IIB)

2.1 3nauyeHHsI Mepe:KeBUX aHATI3aTOPIB Ta iX 000 IMBOCTI

AHani3aTopu Mepex, TaKOXK BiJIOMI SIK aHAIi3aTOpH TpadiKy, MPOTOKOIIB YU
NaKeTiB, € MporpamMaMyd YM MPHUCTPOSMH, MPU3HAUYCHUMH JUII MOHITOPUHTY Ta
aHalizy TMOTOKY JMJaHux Yy Mepexi. Lli 1HCTpyMEHTH MOXyTh 0O0poOIATH
HeoOpoOJieH1 JBIMKOBI JaHl, IMEPETBOPIOIOYM 1X y 3po3yMinuii dopmar, Mo

CIIPOIIY€ TTOJAIBIINKN aHaATII3 MEPEXKi.

3aKoHHE BHUKOPUCTAaHHS aHalli3aTopa MEpeXkl BKIOYae B ceOe BUPIIICHHS
npoOJjieM, KOHTPOJIb 32 MEPEKEBOK O€3MEeKO Ta HaJaHHS JOMOMOTHU
aaMmi”icTpatopam Mepexi. OaHak ICHye TIOTEHIal JUIsi  HEJIerajJbHOTO
BUKOPHCTAHHS, OCOOJMBO Yy BHIAJKaX, KOJU XaKepPW HAMararThCs OTPUMATH
KOH(DiIeHIHY 1H(pOpMAaIiI0 Y HE3aKOHHO OTPUMATH JOCTYyI J0 Mepexi 0e3

Bioma IT-agMminicTpaTopa.

BOymoBana ¢yskiis "¢iapTpa" 'y MepexeBux amantepax Ethernet
IpU3HayYeHa ISl ITHOPYBAaHHS Tpadiky, SIKUHA HE NPU3HAYEHUH JJIs1 KOHKPETHOIO
agantepa. Kampu, sKi He BIJANOBIIAIOTH NMPU3HAYCHHIO, BIAXHWISIOTHCS, HABIThH
KO MEPEKEeBUU anantep mnepedyBae B "OesnagHoMy pexkumi” 1 OTpUMYE BCi

Kajapu, HaBiTh k0 MAC-anpeca He BiANOBIIa€E HOMY.

Pi3H1 KOMIIOHEHTH MEpEKEBUX aHAII3aTOPIB, TaKi K AeKoaepH, Oydepu, GpiabTpu
3aXOIUICHHS Ta OOJagHaHHS, BUKOHYIOTH BaxiauBl (QyHkiii. I[lponenypa

"MepexoryIeHHs" MEpeKi ONUCcaHa HUKYE:

1. 306ip: Ilepmmii eram poOOTM MeEpekKEBHX aHAII3aTOpiB - 1€ 301p JaHUX.
MepexxeBi aHai3aToOpyd HAJIANMITOBYIOTH MepekeBl kaptu iHTepdetricy (NIC) B

"0esnmannomy pexumi". Ile mo3Bonsie NIC 1mporo komm'rorepa (QikcyBatu Ta
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clyxatd Bech Tpadik y CBOEMY CErMEHTI Mepexi, 30epirarouum HeoOpoOJseHi

JIBIIKOBI JaHl.

2. IleperBopenns: [Ipyruili eram BKIIOYa€ TPOIEC TEPETBOPEHHS, SKUN
3MIMCHIOETHCS KOMITOHEHTOM JieKojepa makeTiB. lleli eranm mepeTrBoproe 3i0paHi

HeoOpoOJIeH1 ABIMKOBI JaHl B UNTAOENbHUN (opMmart.

3. Amnamiz: OcTaHHIH KpOK - 1€ aHaji3, SKUH BKJIIOYae B cebe Tmporec
MPOCIyXOBYBaHHA (aHami3 mpoTokoiry). IlpoTokonmu, ski Oynu 3i0paHi Ha
NOMEPEIHbOMY €Tall Ta BUKOPUCTOBYIOTHCS Y MEpEXKEBOMY Tpadiky, MOXKYTb
OyTH PO3TJISIHYTI Ta MpoaHali30BaHl JJs OTpUMaHHA 1HPopMalii. 3 TOYKH 30py

MPOTOKOJIB, BCl MAKETH MOXYTh OYTH THTEPIPETOBAHI Ta IIPOAHAJI30BaHI.

2.2 3arajibHe BUKOPUCTAHHA

MepexeBl aHaII3aTOPU MOXKYTh OyTH BUKOPUCTaHI SIK JJIS JIETAIbHUX, TAK 1
JUIsL HE3aKOHHUX 3aBJaHb. Y 3aKOHHOMY BUKOPHCTaHHI BOHU MOXXYTh HPUHOCHUTHU
0e3:114 mepeBar Mepexi. AAMIHICTpaTOPU MEpPEXl AKTUBHO BUKOPHCTOBYIOTH Il
3aco0u /I ONTUMI3AIll MEPEeKi, BUSBICHHS Ta YCYHEHHS MPOOJieM, a TaKOX s
3aXMCTy B TOpPYyIIEHh Ta 3aTpuMmok. Lli 1HCTpyMEeHTH J0moMararoTh
aaMiHicTpatopaM €(eKTUBHO BHBYAaTH €(EKTUBHICTb OpaHIMayepiB, CIHCKIB
KOHTPOJIIO TOCTYITY Ta (PYHKI[IOHATY TTPOTOKOJIB.

BoaHoyac BOHM MOXYTh BUKOPHCTOBYBATHCS JJIsl 3/11MCHEHHS HE3aKOHHHX
N, TAKUX K KpaaikKka KOHQIAESHIIHHOT 1H(pOpMaIli YM MiICTyXOBYBaHHS MEPEXKI
xakepamu. Taka JisIbHICTH, O€3CYyMHIBHO, Kapa€eThCsl 3aKOHOM. 3 METOI0 3aXHCTY
Ta MU(PPYBAHHSI MEPEkK1 BUKOPUCTOBYIOTHCA KpUNTOrpadivuHi MPOTOKOIH, TaKI 5K
SSL, SSH, TLS Tomio, xo4a pi3Hi aTaku, HAPUKJIA], aTaka rpy0o0i CUITU YU aTaKu

MITM, MOXyTh 3aJIUIIATUCS 3arPO3010 JIsl OE3MEKHU MEPEKI.
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2.3 Binomi mepe:xeBi anagizaropu

2.3.1 Wireshark

Wireshark, mupoko BU3HaHUN IHCTPYMEHT JJIs1 aHAJI3y MEPEKEBUX MAKETIB,
€ BIAKPUTUM JOJAaTKOM, PO3pOOJEHUM [JIsi JIarHOCTHKH, MOHITOPUHTY Ta
JIETATHLHOTO BHUBYEHHS MEPEKEBUX IMPOTOKOIIB, 1 JOCTYMHUN OE3KOIITOBHO.
Cnouatky Bimomuii sik Ethereal 1 mammcanmit moBamu nporpamyBanus C 1 C++,
notovyHa crabimpHa Bepcis Wireshark - 2.0.2, Oymna Bumymena 26 rotoro 2016
poky. Omna 3 #oro BiA3HAYHUX QYHKIINH - 1€ MOXJIHMBICTE KOJHOPOBOTO
KOJyBaHHSl MAaKETIB 3a MPOTOKOJAMH, a TaKoX (uIbTpalis Ta 3aXOIUIEHHS
MOTOYHOTO Tpadiky B peaibHOMY Yaci. Takoxk BiH MOke CTBOPIOBATH rpadiku, sKi
UTIOCTPYIOTh J1aH1 BBEJACHHS/BUBEACHHS Ta 1HIILY CTATUCTHKY.

Baxnugo Big3Hauutu, mo Wireshark no3Bossie ekcnopTyBaTu AaHl MakeTiB
y pi3HOMaHITHI GopMmatu QaitmiB. 3pyunuil rpadiuyHuil iHTEpPeiic KopUCTyBayda
(GUI) cmpormrye aHami3 MakeTiB, CHOPUSIOYH MIMPOKOMY BUKOPUCTAHHIO IIHOTO
iHcTpyMmeHTa. Kpim Toro, mporpama migTpUMy€ BUKOPUCTAHHS uepe3 iHTepderic
KOMaHJIHOTO psiika. 3AaTHICTh OOpOOJSTH TMOHAJ THCSYY MPOTOKOIIB POOUTH
Wireshark npuBabnuBum BuOOpOM Mg aHamizy NpOTOKOJNiB. Hukue HaBeneHO

npukiaa rpadigaoro inrepdeiicy kopucryBaua Wireshark.

PR ——— o x

Wi - Questons s Answess - Mallng sty Sharkfest - Wireshork Dscord - Donate

Puc. 2.1 I'padiunmii intepdeiic kopucrysaua Wireshark
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2.3.2 Tcpdump

Tcpdump - 11e e oMH BU3HAHUN MEPEKEBUI aHAI3aTOP, KU MPaIioe y
TEKCTOBOMY iHTepdeiici KOMaHIHOTO psjaKa. MOro MOMIMBOCTI BKIIOYAIOTH
nepersisy i1eHTu(iKaTopiB MEpeKi, aHaII3 MOBEIIHKH MEPEXKi, MePerJisia MapoJIiB,
Be0-CaliTiB Ta IXHLOTO BMICTY, KU BifBiaye kKopuctyBad. [Togiono mo Wireshark,
tcpdump € 6aratoraaThOpMOBHM 1 TOCTYITHUM JIJIs1 BAKOPUCTAHHS OE3KOIITOBHO.

[Ipore mna BukopucranHs tcpdump KopucTyBaueBi NOTpIOHI mpaBa
aaMmiHicTparopa. BaxiuBo Big3HauuTH, mo tcpdump HE Takuil IHTYITUBHHMM Ta
npocTuid 'y BUKOpHUCTaHHI, sk Wireshark. [ 3BuyailHOro kopuctyBaya MOKe
OyTH BaXXKO poO310paTucs 3 KOMaHJIHUM PSIKOM, OCKIJTBKM BIH ONOCEPEIKOBAHO

B32€MO/II€ 3 0OMEXEHOI KIJIbKICTIO IPOTOKOTIB.

2.4 3araabHi pimennst MeToaiB nepiogusanii Tpadiky Wireshark

2.4.1 Tucraasuis Wireshark

[Ilo6 moyaTu KOpUCTyBaTUCS TNporpamMHuM 3abe3nedeHHsM Wireshark,
KOPUCTYBau€Bl HEOOXIIHO Horo BcTaHOBUTH. Ll mporpama Bigoma cBOIMHU
nepeBaraMM B Tally3l aHajidy TNakKeTiB, TakKuMU sK miarpuMka monan 1000
MPOTOKOJIIB, CYMICHICTh 3 YyCiMa OCHOBHUMHM OIEpallIMHUMU CUCTEMaMH Ta
3pyuHuit rpadiunuii iHTepderic. OnHak s yCHiHoro BctaHoBiaeHHs Wireshark
MOBUHHI OYyTH BUKOHaH1 MIEBHI CHCTEMHI BUMOTH:

* [Iponecop minimym 400 MI 11,

* Minimym 128 Mb onepatuBHOT mam'siTi.

* Minimym 75 MB BUIBHOTO MiCIIsl HA KOPCTKOMY JUCKY.

* [TinTpuMKa MepekeBOro aganTepa B peKuMi MPOCITyXOBYBAHHS.

* Bcranosnenwuii npaiiBep 3axomienns WinPcap.

Wireshark MOYHa 3aBaHTAXKUTHU 3 oQiLIiHHOTO canry
http://www.wireshark.org mns omepariitaux cucrem Windows, Mac OS X Ta

Linux. Ha cropiHIli 3aBaHTaXeHHS MpeACTaBiICHHUN iHCTansTop st Windows,
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DMG pna Mac OS 1 Buximaumii kon mns Linux. Jns mmatdopmu Windows
KOPHUCTYBa4 TMOBHHEH 3aBaHTAXUTU (aiil .exe 1 3aBepLIMTH MPOIEC 1HCTAJIALI],
NEepPEeKOHABIINUCH, 10 JpaiiBep 3axoruieHHs WinPcap nmpucyTHiil. V pasi cucrem
Linux kopucTyBau MOX€ BHOHMpATH MDK 3aBaHTAKEHHSIM BHUXIAHOTO KOIYy 3
o(QiIIfHOTO CaliTy Ta BCTAHOBICHHSM 4Ye€pe3 CHUCTEMHHUHN PEeCcypc 3a JOIMOMOTOI0
komanau apt-get install Wireshark mist muctpubyruBis, momionux g0 Debian. s
IHIMX TUCTPUOYTHBIB BU MOXKETE CKOMIILTIOBATH MPOTpaMy 3 BUXIAHOTO KOIY,
HaBEJIEH] HIDKYE eTany KOMITUIALT:

1. 3aBaHTa)xTe BUXITHUHN KO 3 OIIIAHOTO BeO-CanTy.

2. Posmaxkyiite apxiB 3a mormomororo komanau tar —jxvf downloaded_filename-

version.tar.bz2.

2.4.2 3axonyieHHA JaHUX

[Ticnsa ycmimHoi iHcTamsmii Wireshark, nmepmmii Kpok - 3axoIieHHs Ta
aHai3 makeTiB Mepexi. Hikdue mogaHi eranu 300py, 1HINIIOBAaHHSA Ta OTPUMAaHHS
JTAHUX:

Bigkpuiite Wireshark (3amyctiTh #oro udepe3 000JOHKY abo MEHEIKep
BIKOH).

KopuctyBay mounHae 3ax0IUTIOBaTH MAKETH, BIAKPUBIIHA BIKHO 3aXOIUICHHS.
VY BiKHI 3alycKy BiAOOpaXaroTbCsA BCl IOCTYMHI 1HTEphENCH Mepexi, siKi MOKHA
BUOpaTH MPOCTUM JIBiYl KJIAIIAHHSIM Ha aKTUBHOMY 1HTepdelci, o0 po3novyaTu
MIPOIIEC 3aXOIICHHS.

KopuctyBau Takok MOe 1HIIIIOBATHA 3aXOIUICHHS, TIEPEHUIIIOBITN B MEHIO
3aXOIJIEHHSI Ta BUOPABIIM MapaMeTpH 31 CMAJHOT0 MEHIO 3aXOIUICHHS. Y BIKHI
iHTep(dENCIB 3aXOTUICHHS BIIOOPAXKAIOTHCS JOCTYMHI 1HTepdecH, 1 KOpucTyBau
MOJK€ pO3MOYaTH TMeplle 3aXOIUIEHHS, HATHUCHYBIIM Ha iHTepdelc, B sKOMY
BiH/BOHa Oaxkae mpoBectn 3axoruieHHs. Komm Wireshark rorosuit 3axonutu
HEOOX1IHY KUIBKICTh JaHUX, KOPUCTYBad MOKE€ 3yMHHUTU MPOLEC, HATUCHYBIIU

KHOIIKY "3yNUHUTH" y CIAAHOMY MEHIO 3aXOIJIEHHS.
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[T N W R

ri ‘ Wireshark . Capture Options x
w* 8
we
W Input  Qutput  Options
Interface Traffic Link-layer Header  Promisc Snaplen (B) Buffer (MB) Monitor Capture Filter
w1 MogknioueHne no nokaneHo cet™ 8 Ethernet default 2 —
e MNoagkntoUeHWe No nokaneHoi cetw* 7 Ethernet default 2 —
MogkntoUeHWE No nokaneHoil cetw™ 6 Ethernet default 2 —
» Ceresoe nogkntoueHne Bluetooth . Ethernet default 2 —
o] » Becnpoeogtan cete - Ethernet default 2 —
» Ethernet | — Ethernet default 2 —
» Mogkntovenne no nokaneHoi cetn™ 100 Ethernet default 2 —
» MogkntoueHue no nokaneHoi cetw™ 9 Ethernet default 2 —
> Adapter for loopback traffic capture -~ BSD loopback default 2 —
> Ethernet 2 - Ethernet default 2 —
> Wintun - Raw [P default 2 —
@ Event Tracing for Windows (ETW) reader _____ DLT_ETW — — — —
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: [ | Enter a capture filter ... '] Compile BPFs
Close Help

Puc. 2.2. BuOGip inTepdeiicy s moyaTka 3aXOIIeHHS MaKeTiB
[I[o6 3abe3meynTH KOPUCTYBaueBl JETKICTh Ta 3pPYYHICTh BHUKOHAHHS
3aBmaHb, Wireshark BukopucToBye pi3HI po3IiiM 3 PIBHOMIPHOK KiTBKICTIO
KIoUoBUX (QyHKIIN y cBoemy rpadiuHomy iHTepdeiici. Ha pucynky 2.2
JEMOHCTPYETBCS Pi3HI CEKIlli KOPUCTYBAIBKOTO iHTEpdeENCcy MICIs 3aXOTUICHHS

JIEAKUX MTAKETIB.

M Capturng from Ethemet - B8 X
File Edt View Go Captume Amabze Swtistis Telphony Wiess Tocks elp
[ RER+==F 4 qeam
[a] 2+
He. Trme Source Protcd Langth efe
I 1 8000000 162.247.241.14 TLSW1.2 527 Application Cata
2 0.001301 105 s tandard query @x228e A ban.r-data.net
3 ons 4 query respense xa76e A bam.nr-data.net CUARE bam.cell.nr-data.net N bas,nr-data.net. cdn. cloudfla
© 0.08779 e 54 50156 + 443 [ACK] Seq-1 Ack=1 Nin=131328 Le
7 0.007979 T3 6oL Client tello (shi-bam.ne-data.net)
& 0.013828 T 60 443 + 50156 [ACK] Seqe] Acke54 Win=57344 Len=d
5 0.014852 TLSV1.3 272 Server Hello, Change Cipher Spec, Application Data
10 0024317 TLSW1.3 116 Change Cipher Spec, Application Data
11 0.m5035 T3 1097 spplication pats
12 b.520321 T 60443 + 5156 [ACK] Sequ2ld Acke1655 Wine8S535 Len=s
13 0.050218 e 5449906 + 443 [ACK] Seqe1 Ack=473 Kine587 Len-d
14 0.212914 TLSV.3 923 Applicstion Dats, Application Dsta
15 9.267255 o 54 50156 + 443 [ACK] Seqe1655 Ack=2088 Win-130304 Len-.
15 1321572 T 55 63518 + 443 [ACK] Seqel Acke1 insS15 Len=1 [TCP segment of o reassenbled POU]
17 157823 e 66443 » 65518 [ACK] Seqe1 Ack=2 Win-16389 Len-d SLE-1 SAE-2
18 2.863215 ssi 159 Continustion Data
19 2.m2188 o 5449591 + 443 [ACK] Seqel Acke106 Win=510 Len=d
20 3.909483 TLSN.2 164 Application Date
21 2023788 e 60 8095 + 50181 [ACK] SeqeL AckeS1 Wine115 Len=d
224257648 TLSW.2 111 Applicstion Dats
23 4,055 TS 100 spplication ato
24 4.35793 52,123.137.146 54 65531 + 43 [ALK] SequSE Ack=47 WineS12 Len=d
15 s.as148 LeFCElectran_f3: 68 bha ha 192.168.0.1057 Tell 152.163.6.1
255815163 LCRCELectron £9:15:.. ToinkTechno_Sh 42 192.168.0.105 s at 8B:0d:c2:13:15:00
17 5.308920 149.154.267.41 ssu 367 Continustion Data
26 5.418918 192.166.9.185 o 60 443 + 49591 [ACK] 564106 Ack=314 Win=11328 Len-0
29 6.396128 6236508 T 5549745 + 5220 [ACX] Sequd. Acksl WineS11 Lenel
B EATIA GL23AS.0EE 1921568105 o 66 5228 + 45745 [AX] Seqrl dck=2 Uinw265 Lend SLER1 SAE:
Frame 1: 527 bytes on wire (4216 bits), SZ7 bytes captured (4216 bits) { [6060 85 nd c2 f3 15 bo PPN Sb &2 64 06 00 &5 o8 . [TR ~
Ethernet 11, Sre: TpLinkTechno_Shi62:06 (ac:86:c6:5b:62:06), Dst: LCFCE] 02 01 5e 6340 00 3a 96 Bb Sc a2 7 F1 0 \
Internet Protacel Version 4, Sec: 162.247.241.14, Dst: 192.158.8.105 BEamo o nnae6s
;:::;::;'::'::“;::}:;:‘“‘“‘ LAl e n e I S Lkt | 9 66 13 93 97 06 97 be 91 92 e 34 ¢f 33
ca B 30 % 4156 77 06 7b 6o 60 #6 25 3
78 d5 54 18 8 64
CF 65 ac % 28 b1
S 56 60 b 47 33 b7 73 65 <6 08 fe 37 fa
. N 314 28 dB 20 03 27 dc 73 97 ec €8 ¢ B
@ 7 Ehemet: <live captuse in progress>. Packets: 30- Displayect 30 (100.0%) Profie: Default

Puc. 2.3 T'o10BHE BIKHO ITiC/I 3aXOIUIEHHS MTAKETIB
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YacTHuHy, 3 IKUX CKJIaJa€ThCcsa OCHOBHE BikHO Wireshark:

MeHn1o. 3HaXOAUTHCS Y BEPXHIM YaCTHHI OCHOBHOTO BiKHA. ['0JIOBHI MMyHKTH

300paXeHO Ha PUCYHKY 2.4 HIDKYE:

File Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

B ® RE |Reax=EF L S5 - E ]

Puc. 2.4 Mento ananizaropa Wireshark

File. Menro Brimrouae pi3Hi OmIii, Taki SK JIPyKYBaHHS, BIJAKPUTTS,
30epexeHHsT Ta O00'€HaHHS 3axOIUieHWX @ailliB, a TaKoX EKCIOpPT
3aXOIJICHNX JAaHuX. TyT TakoXX [OCTyINHA OIIlisg BUXOAY 3 MPOTrpamu
Wireshark.

Edit. Ile MeHIO MICTUTB OIIIIT JAJIA O3HAYCHHS Ta CKACyBaHHS TMO3HAYCHHS
MaKEeTIB.

View. Bximodyae ¢yHKINT BiTOOpaXKeHHS TMaHEl IHCTPYMEHTIB 1 Kepye
3a0apBJIECHHSM Ta IIPaBUJIAMU JIJIS TTAKETIB.

Capture. Kepye ¢yHKIIi€I0 3aX0IUICHHS, J03BOJISIE€ KOPUCTYBAUYEBI 3aITyCKaTH
Ta 3yNUHATH nporiec. TyT TakoX AOCTYIHI HANAIITYBaHHS AJid 1HTEp(EIciB
3aXOIUICHHS Ta (PUIBTPIB.

Analyze. Bxirouae omii ajist ruiaridis, GiIbTpiB BiqoOpaXKeHHs Ta (PyHKIIIH
JMCEKTOpa JUIsl aHali3y KOHKPETHMX MpoTokoiiB, Takux sk TCP, UDP i
HaJIa€ eKCIEPTHY 1H(OopMaIrito.

Statistics. Mento Hagae rpadiku BBOIY-BUBOIY Ta IHINI CTATHCTUYHI JaHi
JUTsL Pi3HUX TPOTOKOdiB, Takux sik HTTP, DNS, a takox iHpopMmatito mpo
MOTIK Ta 1HIIIE.

Telephony. Mictute omitii aas BimoOpakeHHS BIKOH CTATUCTHKH, IO
CTOCYIOThbCsl TenedoHii, Bkimovaroun iHdopmanio npo VOIP-n3BiHKM Ta

anami3 naketiB GSM depe3 rpadiku i TenedOHHUX MOTOKIB.
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e Wireless. MicTuTh MyHKTH JUIsl HaJlaHHS cTaTHCTUKH Tpadiky Bluetooth Ta
0€3pOTOBUX MEPEK.

e Tools. MeHro BKJIIOYA€e OMINii JJIS HAMMCAHHS JMCEKTOPIB 3a JOMOMOTOIO
nporpamyBaHHsi Lua mms Wireshark, a Takoxk s CTBOpEHHS PI3HUX
IpaBWI, TaKUX SK CIUCKA KOHTPOIIO JNOCTYIly OpaHamayepa. HaBeneHHs

Kypcopy Ha eJIeMEHTH HaJla€ 10AaTKOBY 1H(GOpMaIIiio.

[lanenp 1HCTpYMEHTIB (inbTpa CHpPUSE 3aCTOCYBAHHIO Ta peaaryBaHHIO
GbinpTpiB  BIIOOpaXKEHHS 4Yepe3 BBEACHHS Ta peAaryBaHHA psiaka (uibTpa.

[Tpumipom Moxke OyTH TaHe b IHCTPYMEHTIB QiIbTpa, 300paskeHa Ha PUCYHKY 2.4.

Fite Bttoes Prefeences. Lotk t desoigion fonte e buion Ftes: | Entera diplay fi

Cance

Comment: | e  comment o She it bt

Puc. 2.5 [1anens iHCTpYMEHTIB QiIbTpa 3aXBaTy

[TaHens COHCKY IaKETiB € KIIOYOBHMM KOMIIOHEHTOM TOJIOBHOTO BiKHA
Wireshark. ¥V nipomy cnicky BimoOpakaroThCsl BC1 MAKETH TIiJ] 4ac MEBHOTO CEaHCy.
Y 1bOMYy CHHUCKY KOXKEH MaKeT MNpPeICTaBICHUA OKpeMHUM psAIKoM. BubOpasiiu
MEBHUM PSAAOK Yy BIKHI CIHCKY MAKETIB 1 MEPEeUIIoBITN Ha naneni «BigomocTi mpo
naket» Ta «baifTu makeray, KOpUCTyBau MOXE OTPUMATU JNOKIAIHY 1HGOpPMAIIiI0
po BUOpaHUM Maker.

Posmupena ingopMaitiisi mpo MakeTu MPEACTaBICHA B PI3HUX CTOBIIIAX HA
naneni. Ilg 1Hdopmarllis BkIOYaE JOJATKOBI JaHl TIPO BMICT TaKeTa,
BUKOPHCTOBYBAHUI MPOTOKOJI, IOBKHHY KOXKHOTO TIaKeTa, aJipecy MPU3HAYCHHS,
azpecy JpKepesa, yac BUTPAT Ta KUIBKICTh 3aXOIUICHHX MakeTiB. O0iacTh CIHCKY

MAKEeTIB 13 3a3HAYEHUMU CTOBMISIMU MPEACTABICHA Ha PUCYHKY 2.5,
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Ne. Time Source Destination Protocol Lengtt Info
260 62.532521 216.58.208.206 192.168.8.1685 UopP 72 443 » 62362 Len=38@
261 62.539139 192.163.0.165 216.58.208.2086 uopP 75 B2362 + 443 Len=33
262 62.557723 216.58.2088.286 192.168.8.185 uopP 122 443 » 62362 Len=8@
263 62.557864 192.163.0.165 216.58.208.2086 uopP 79 62362 + 443 Len=37
264 62.558577 216.58.288.286 192.168.8.185 ubpP B5 443 + 62362 Len=23
265 62.569912 192.163.08.165 216.58.208.286 UopP 75 62362 » 443 Len=33
266 62.584514 216.58.2088.2086 192.168.8.185 uop 68 443 » 62362 Len=26
267 62.916559 192.168.8.185 149.154.167.41 SSL 191 Continuation Data
268 62.95367@ 149.154.167.41 192.168.0.185 TCP 6@ 443 » 49591 [ACK] Seq=3712 Ack=1648 Win=11529 Len=@
269 62.954859 149.154.167.41 192.168.8.185 SSL 882 Continuation Data
270 62.957726 149.154.167.41 192.168.8.1685 SSL 143 Continuation Data
271 62.957747 192.168.08.1685 149.154.167.41 TCP 54 49591 + 443 [ACK] Seq=1648 Ack=4549 Win=518 Len=8
272 63.896787 192.163.08.165 52.285.227.248 TLSv1.2 184 Application Data
273 64.810320 52.205.227.248 192.168.0.185 TCP 6@ 3895 » 50181 [ACK] Seq=1 Ack=443 Win=118 Len=0
274 68.878845 192.168.8.185 52.2@5.227.248 TLSv1.2 185 Application Data
275 68.992291 52.205.227.248 192.168.0.185 TCP 6@ 3895 » 50181 [ACK] Seq=1 Ack=494 Win=118 Len=0
276 78.835568 192.168.08.1685 162.247.241.14 TLSV1.2 821 Application Data
277 78.847571 162.247.241.14 192.168.8.1685 TLSv1.2 527 Application Data
278 70.0848495 192.165.0.165 162.247.241.14 TLSv1.3 1097 Application Data
279 7@8.854335 162.247.241.14 192.168.8.185 TCP 68 443 » 58156 [ACK] Seq=36@82 Ack=8956 Win=57344 Len=08
= 280 70.896950 192.163.0.165 162.247.241.14 TCP 54 49986 + 443 [ACK] Seq=537@ Ack=3735 Win=589 Len=0
281 78.226236 162.247.241.14 192.168.8.185 TLSv1.3 473 Application Data
282 70.269707 192.163.08.165 162.247.241.14 TCP 54 58156 » 443 [ACK] Seq=8956 Ack=4821 Win=138560 Len=8
283 71.616644 192.168.08.1685 3.86.136.145 TLSV1.2 92 Application Data
284 71.732615 3.86.136.145 192.168.8.185 TCP 6@ 9988 - 50104 [ACK] Seq=77 Ack=115 Win=114 Len=0
285 71.850557 192.163.0.165 149.154.167.41 SSL 223 Continuation Data
286 71.929737 149.154.167.41 192.168.8.185 TCP 68 443 -+ 49596 [ACK] Seq=492 Ack=837 Win=16968 Len=8
287 72.746374 149.154.167.41 192.168.8.1685 SSL 351 Continuation Data
288 72.796964 192.168.08.1685 149.154.167.41 TCP 54 49591 + 443 [ACK] Seq=1648 Ack=4846 Win=589 Len=8
289 72.954231 192.163.08.165 149.154.167.41 SSL 415 Continuation Data
290 73.837721 149.154.167.41 192.168.0.185 TCP 68 443 » 49591 [ACK] Seq=4846 Ack=2089 Win=11562 Len=@
291 76.673598 3.86.136.145 192.168.8.185 TLSv1.2 92 Application Data
292 76.723474 192.163.0.165 3.86.136.145 TCP 54 50104 + 9868 [ACK] Seq=115 Ack=115 Win=51@ Len=0
293 77.241673 192.168.8.185 216.58.288.286 ubpP 197 62362 + 443 Len=155
294 77.263445 216.58.208.206 192.168.8.1685 UopP 72 443 » 62362 Len=38@
295 77.269087 192.168.8.1685 216.58.288.286 uop 75 B2362 + 443 Len=33
296 77.321449 216.58.2088.286 192.168.8.185 uopP 687 443 » 62362 Len=565
297 77.321449 216.58.208.206 192.168.0.185 uopP 69 443 + 62362 Len=27
298 77.321449 216.58.288.206 192.168.8.185 ubpP 148 443 = 62362 Len=98
299 77.321735 192.163.08.165 216.58.208.286 UopP 79 62362 » 443 Len=37
380 77.332569 192.168.8.1685 216.58.288.286 uop 75 B2362 + 443 Len=33
381 77.349516 216.58.208.206 192.168.8.1685 UopP 68 443 =+ 62362 Len=26

Puc. 2.6 O6GnacTb CIUCKy MaKeTiB
B o6macTi neranei makera MokHa OTPUMATH OLIBII JAeTaNbHY 1H(pOpMAILito,
SKIIO BUOpATH KOHKPETHHUM MaKeT y CIUCKY MakeTiB. Y 11 00JacTi mpencTaBiieHa
iH(popMalliss mpo MPOTOKOJIM Ta moJia BuOpaHoro mnakera. [lons Ta mpoTokosn
nakeTa BiJOOpakaroThCsA Yy BUIJISAL 1€papxii JepeBa, sSIKy MOKHA pO3ropTaTh Ta

sroptaT. Ha pucynky 2.6 mokasano npukiaj 1i€i o06IacTi qetanei makera.

Frame 1: 104 bytes on wire (832 bits), 104 bytes captured (832 bits) on interface \Device\NPF_{C(7(3378-E5AB-4250-B3ED-EAD939510448}, id @
Ethernet II, Src: LCFCElectron f9:15:b@ (88:a4:¢2:79:15:b@), Dst: TplLinkTechno_5b:62:06 (ac:84:c6:5b:62:06)

Internet Protocol Version 4, Src: 192.168.8.165, Dst: 52.285.227.248

Transmission Control Protocol, Src Port: 50181, Dst Port: 8895, Seq: 1, Ack: 1, Len: 50

Transport Layer Security

O 7 Interface id (frame.interface_id)

Puc. 2.7 O0nactp gerajiei makera
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Ha pucynky 2.8 nokazano HacTynHy 1H(GOpMallio, 110 BijoOpaae cTaTyc
piaKa, KoM BUKOHYETHCS OyIb-sKE 3aXOIUICHHS UM 3aBAaHTAXY€EThCS (paiin

3aXOIIJICHHA.

L
|O td Ethemet: <live capture in progress> Packets: 4204 - Displayed: 4294 (100.0%) | Profile: Default

Puc 2.8 Psanok crany miciisi 3aBaHTaXXEHHSI 3aXOTUICHHS

VY psnky craHy, po3TaliOBaHOMY IMOPYY 13 HUM Y JIIBOMY HI>KHbOMY KYTI,
BIJIOOpaXka€eThCs KIOUOBA 1H(OpMalis Bl €KCHepra — Ha3Ba 3aXOIUIEHOIO
daiiny. Takox, Ha MpaBiii CTOPOHI psAJiIKa CTaHY BKA3aHO KUIBKICTh 3aXOTUICHHX
MAaKeTiB, a B NIPAaBOMY HIKHbOMY KyTlI BIJBEJIEHO Miclle UIsl KOH(ITypaliifHOoTro

npoditto, SIKH BUKOPUCTOBYETHCS AJIs1 300py JaHUX.
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2.8. Nocaimxennsi poooru JJTHC cepBepa cTBOpeHOro Ha BipTyaJibHiii

MAIIHHI.

2.8.1 CTBopenHs BipTyanbHoi Mmamunan Ha 6a3i Windows Server 2012 y

cepeni Oracle VM Virtualbox

[Tics 3aBanTakeHHs ta BctaHosieHHs Oracle VM Virtualbox nac 3ycrpivae

BiKHO «MeHemxep»,

HAaTUCKaHHAM KHOIIKH ((CTBOpI/ITI/I».

¥
DRy '
ﬁﬁﬁ Tools
CreopuTi... [Jogatw
S serv @ General
-lq?i! @) BumrcreHo Hazga:
OnepaLiiiia cucTema:
E!'. server Qo ncrema
Lo @) B g ,
M MMEHEHD [ (JCHOBHE NaM'ATe:
Mpouecopi:

MpUCKOPEHHA:

@ Expan

Biaeonam'aTe:
Graphics Controller:

Recording:
] nam'are

KoHTponep: SATA
MopT SATA O:
Mopt SATA L:

KoHTponep: Floppy
MPMCTRIRA AMckeT 0
tDII Aypio

Host Driver:

Krurnanan:

Tunosa

HDDFU:LDK ZABaHTaHEHHA:

Remote Desktop Server:

€ MU TIOYMHAEMO CTBOPEHHS BIPTyalbHOI MAaIIUHH

HanawTysaHHA... B YTH  SanycTHTH

LMH
@ Mepernag

server
Windows 2012 (54-bit)

2043 MB

2

HopcTrmi gk,
ONTHYHKA AuCK,
AuckeTa

BrnaneHe 3amMilleHHA
CTOPIHOK,
MNapasipTyanisawa
Hyper-¥

128 MB
VBoxSViGA
Disabled
Disabled

server.vdi (3emdalinmii, 50,00 B)

[OnTIuHIiA npreia)
ru_windows_server_2012_r2_vl_with_update_x64_dvd_6052827.iso (5,08 B)
Unattended-b 16bd 35c-b490-40eb-a2b4-dbc149c9e84d-aux-floppy.img (1,41
ME)

Trtal HM Audin

Puc. 2.9 Iarepdetic Oracle VM Virtualbox
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CreopuTi... |Qoaatw  HanawTyBaHHA... BiokuHyTv  3anycTuti
@ General @ Mepernag
Hazsa: server

Onepauiiina cvcTema:  Windows 2012 (54-bit)

= I

ﬁ V¥ CTBOpPWTA BipTyanbHy MaLHy ? *

losinka

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be used
to install the guest operating system.

Hassa: || ‘ [

Folder: | C:\Wsers\AamnmctpaTop(wa)irtualBox VMs V|
150 Image: | <HEMa BUBPEHMN > v|
Edition:
Tun: | Microsoft Windows >
Bepds: |Windows 10 (54-bit) e

Skip Unattended Installation

@ Mo IS0 image is selected, the guest OS will need to be installed manually.

Pexm excnepTta Hazan MNext Cracysath

Puc 2.10 CrBopenHns BipTyanbHoi Mammmuu Ha 6a3i Windows Server 2012

Host Driver:  Tunosa

[B)

41

VY BIKHI CTBOpeHHs MU 3agaemMo M’ 11t BM ta oOupaemo oOpa3 AHCKY.

Hactynaum ertanom Oyne

Biacuoro I1K.

HaJIallITYBaHH:A Bi,Z[IHTOBXYIOLII/ICB Bi,[[ XApaKTCPHUCTHUK

V¥ Oracle VM VirtualBox Manager

®aiin  MawwHa  [losiaka

Ol ==

i P

CTeEOpMTH... [JogaTw
[ General

Hassa:
OnepaljiHa cucTema:

Cuctema

g—
— OcHOBHa NamM'ATb:
Mpouecopu:

MNopAAOK 3EBAHTEMEHHA:  MOPCTKMA ANCK,

MpucKopeHHaA:

@ Expan

Bineonam'aTb:
Graphics Controller:

HanawTtysaHHA... BinkkHyTH  3anycTuTi
@ Mepernag

server
Windows 2012 (54-bit)

2048 M
2

ONTHYHWIA AWCK,
AuckeTa

BrnageHe samileHHs
CTORIHOK,
MNapasipTyanizawia
Hyper-V

128 MB
VBoxSVGA

Remote Desktop Server: Disabled

Recording:
] naware

KoHTponep: SATA
MopT SATA 0:
MopT SATA 1:

KoHTponep: Floppy
MpuCTpil anckeT O
(DZI Aynio

Host Driver:  Tunosa
K TIntal HO

Disabled

server.vdi (3enuainmia, 50,00 IB)
[OrTiaHmi npueia]
ru_windows_server_2012_r2_vl_with_update_x&4_dvd_6052827.is0 (5,08 B)

Unattended-b 16bd 35c-b430-40eb-a2b4-dbc 149c9e84d-aux-floppy.img (1,41
ME)

Avdi

Puc.2.11 CrBopena BM 3 im’sim «Server»
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OtpuMmaBmm ctBopeHy BM 3 iM’siM «SErver» HaTUCKaeEMO «3amyCTUTH» Y
BEPXHbOMY IPABOMY KYTKY BIKHA 1 YEKAa€MO 3aBEpIICHHs 1HCTAJALIT OnepamiifHol

CHCTCMU.

2.8.2 Peectpanis DNS-cepBepa

B = r
vain | P
Q 8@
5 Ducneruep cepsepia ~lo % erpauin sawi S
Aerosssaonym sasen 2

- (@) 1 Ynpaeninus 3acobu Bua flosinka

aHanaLuTyBam uen nokanbHWi cepsep

2) [lonatu poni Ta KOMNOHEHTH
3) [lopatv iHWi cepBepu Ans KepyBaHHA
4) CteOpuMTY rpyny cepeepie

5) MNipkntounTH cepeep A0 XMapHUX Cnyx6

=m Palinosi cnyx6l
i Bi cnyx6m Ta

= [lokanbHuit cepeep
cnyw6u cxosua

+ Keposanicte + Keposaticts

R POBG vnmm |

Puc.2.12 3ycrpiuarode BikHO Imij yac repuioro 3amycky OC

[Tounnaemo peectparito DNS-cepepa natuckanusm «/lomatu pomi 1
KOMITOHEHTH». AJie mepe]l MOYaTKOM HaM MOTPiOHO CTBOpUTH cTaTU4Hy [P-anpecy

y «[Tapamerpax MepexeBUX MIAKIIOUYEHBY.
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Mepexesi nigknioueHHs -

B!I
by

| 1_'_« Mepexa ta IuTepHeT Mepexesi niAKnioYeHHA

x__Ox romis MiarxocT

g Ethernet: anacTusocTi [ x|

=1

iz

ﬁ Nanens

Jarani

= Micuesuit
i_ e MNiginiouennn vepea NapameTpy IP MOXHA NPH3HAYATH ABTOMATHHHO, AKWO -
& ‘ - -
[ Asanrep pososoro crony Il PRO/000 I | MODKETOUMYS o MoKTWOGTY B ok MRaRY AlaiTecn
ii Daiino| (LS + OtpumaTy IP-aapecy aBTOMATUUHO
M Nigy B
4 * BukopucTOBYBaTH HacTynHy IP-aapecy:
] oM Knient ans mepex Microsoft
M EEnyx6a nocryny no tainie Ta npuHTepie Mepex Micro., [P-apec:
W AlinanysansHuk naketis QoS Macxa Haragye:
O 4. MpoToxon MynsTHNNEXCOPa Mepexesoro asanTepa (Mai.
| : e
M 4. Bianosiaay BUABNEHHA TONONONT KAHANLHOMO PIBHA
™ 4.8Bi i Tononorii oro piaHa
e 4_NipoToron Ik o1y Bopcii 6 (TCE/IPVE) = OTpumar anpecy DNS-cepsepa asTomaruuHo
M - Nporokon IuTepHer sepcii 4 (TCP/IPv4) - BukopucTosysaTi Taki agpecu DNS-cepeepia:
[ BT aHoBHTH. 11 BnganuTM BnacTwaocTi MepesaxHuii DNS-cepaep:
O AnsTepHatuani DNS-cepsap: 8 .8 .8 .8
Mpotokon TCP/IP crangapthmi npotokon rnoGansknx

Mepex, Wo sabeaneyye 36'AI0K MDK DISHHMK

e s . . e st e e

i
JacTocyBaTH Bigmina

1 enewenr BuBparo 1 enement = e

e, Taxox
Bpanamayep Windows Ha iCTpyKyji

Bnacrweocti Gpayaepa

e SOl

Puc. 2.13 CtBopenns cratuunoi [P-agpecu nins BM

[ToBepHyBIIHCH A0 BikHa «MaiicTep monaBaHHs poyield 1 KOMIIOHEHTIB» Ha
eram «Pomi cepBepa» crtaBumo rajouky HaBmpotu «DNS-cepBep» 1 TucHemo
«Jlami» noku He niiaemo ao ertamy «llinTBepmxenHs». TucHemo «BcTaHoBUTH» 1

YCKAa€EMO 3aBCPIICHHS.
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[ucneTyep cepsepis

MaHens MoHITOpWHry

KIHUERU# CEPBEP

= Mokan :
Xig ycTaHoBKM
fF Beece
g Qaiin Mepeq, novarkom pobath Mepernan xoay yeTaHoBKA
THIN yCTaHOBKH @ ooeoens ounonens
Bubip cepaepa —

DNS-cepsep
DNS-cepeep 3acobu sinnanexoro agmiHicTpysaHHs cepeepa

MiareepaxeHHn 3acobu aaMiHICTpyBaHHA ponei

3acobu DNS-cepeepa 3

Mposar

Liei MalCTep MOXHA 38KPHTH, HE NEPepUBAIcYM 38BAAHHS. CNIOCTEPIraiTe 33 XOAOM BHKOHAHHA
[ 39BnanHA aGo BiAKpuIATE Lo CTOPIHKY 3HOBY, BUGPABLUN HA NAHEN KOMAHA MyHKT
“TMosifounexHs", a noTin “BiAOMOCTi NP 3aBAAHHA"

EkcnopT napametpie koHdirypauii

a Hani > 3akputi Blanivia

PeayneTatu BPA MNpoayKTMBHICTE

< Hasay

Peaynetatii BPA

| == rife

Puc.2.14 Tlpouec iHcTaNAIIl cepBepy

3aB€pHI€HH5IM HaJIalITyBaHHA 6y,ue ¢Trall CTBOPCHHA 30H «pr[MOl"O

Hepersiay» Ta «3BOPOTHOIO MEPETIIALY .

[ [ucnetyep cepeepis - a

Oucnetyep cepsepis * DNS

ﬂ CEPBIPU
>
MaHens MOHITOpUHIy [ Yci cepeepu | Besoro: 1 JMBAHHA W

= Jokans § % Ducneryep DNS [= o
v
iz Bcecepf| Camn Oin Bua  [losiaka
! | 3 3 =
XD - 26 ol @m0 o =1 1
3 oaiinof| & DNS Hassa Tun Cran CranDNSSI | m
4SERVER 7 0.10.10.in-addr.arpa Ocsoara BukoHyeTses He nignucano
2. ['nobanbHi xypHanu
4 ® 30HW NnpaMoro nepernaay
vasiev.ua
4 || 30HK 380pOTHOrO MEPEr
0.10.10.in-addr.arpa
" TOUKM QOBIPW
» Cepsepu yMOBHOI Npos ¥
MBMAHHA W
v
[ "
Il
v

CHE N 2] PORG e

Puc.2.15 HanamroBani 30uu «IIpsimoro» ta «3BOpOTHOT0» MEPETIISIIB
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s nepesipku miakmouenus kiaienty (ITIK) mo cepsepy (BM) cmouatky

BukopucroByemo Windows Powershell Beemennsim IP-agpecu cepBepy 3

KoMaH1010 «SSh». B Hamomy Bumaaxy me «ssh 10.0.1.6»

> sch 10.0.1.6

Sepruer: [10.m.1.61

b
Address: 10.0.1.6

Puc.2.16 IlepeBipka migKIFOUEHHS KOMaHI0k0 «SShy

[Tepexomumo no mporpamm Wireshark ta BuUkKOHyeMO «3axBaT» Mepexi

Ethernet, 1o stkoi miaKIiIrOUeHi 1 cepBep 1 KITIEHT.

M Wireshark. Capture Options X
Input Output ~ Options
Interface Traffic Link-layer Header Promisc  Snaplen (B) Buffer (MB) Monitor Capture Filter
NigknioyeHHn Yepes nokansHy mepexy* 8 Ethemet 7l default 2
MinknioYeHHn Yepes nokansHy Mepexy” 7 Ethernet default 2 —
TiAKNIOHEHHA Yepes NoKanbHy Mepexy* 6 Ethernet default 2
3'egHanHA Bluetooth Ethernet @ default
besgpoTosa Mepexa Ethemet E default 2 —
I Ethernet Ethernet 1 default = — |
NiaknioueHHA Yepea nokansHy Mepexy” 10 Ethernet M default 2 —
MigknioueHHn Yepes nokankHy mepexy” 9 Ethernet @ default 2 —_—
Ethernet 3 Ethemet defauit  ,
Adapter for loopback traffic capture BSD loopback @ default 2 —
Ethernet 2 Ethemet @ default 2
Wintun Raw IP @ default 2 —
@ Event Tracing for Windows (ETW) reader DLT_ETW - - - —
Enable promiscuous mode on all interfaces Manag_e Interfaces...
Capture filter nna selected interfaces: | I Enter a capture filter... '1 Compile BPFs

Puc.2.17 «3axBat» mepexi Ethernet
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Jns  ¢inerparii nmporokoiay DNS BBogumo y psmok «current filters»
3HaYeHHs «udp.port == 53».

Jlani 3HaXOOMMO MIAKIIOYEHHS, K€ MM BHUKOHYBAJId BHINE, Y JaHOMY

CITUCKY.
Ml Bhene - 0 X
Fle Edt View Go Cipiue Anshze Stafisics Telephony Wireless Took Help

4128 |BREResEfiSEQARE

| Bluto por == I @i‘ dns
He. Time Source Desfination Protocol Lengtt info

1548 17204231 192.168.8.165 192.168.8.1
1549 17.275676  192.168.8.1 192.168.8.185
71755 8274132 192.168.8.165 10.8.1.6
TG 847463 190.168.8.105 10.8.1.6

81 Standard query Dot PR 6.1.8.18. 1n-addr . arpa

149 Standard query response Bx@08z No such nane PTR 6.1.8.16. in-addr.arpa S04 localhost
63 Standard query Bogef A ssh

63 Standard query G919 AAMA ssh

z g TEmeT e VT g
1822 126.292988  192.163.8.1 192.163.8.165 142 Standard query response Bxc4%§ AMA nozilla. cloudflare-tns.con ARAR 2883:809:53::4 AAMA 2aB6:981:52::4
1096, 127.953482  192.163.9.165 192.168.8.1 89 Standard query Bxddff A v19.events. data.microsoft.con
1096, 127.9584%3  192.168.8.1 192.163.8.165 226 Standard query response Bxddff A v18.events. data, microsoft.con CNAME win-global-asinov-leafs-events-data, trafficuanager.net CHAME onedscolprdeustd. eastus. cloudapp.azure. com A 52.168.112.67
1312 152.4176%  192.163.8.165 192.168.8.1 81 Standard query Bx688f & autopatch. juno.ea.con
1312 152.418544  192.168.8.1 192.163.8.165 167 Standard query response Bx68T A autopatch. juno.ea.com CHAME ealS. con.edgekey.net CONAME e16166.e12. akanaiedge.net A 184.81.227.183
1467 164.304748  19.163.8.165 192.168.8.1 7 Standard query etidd A susic.youtube. con
1467 164.304842  190.163.9.165 192.168.8.1 T7 Standard query 84398 HTTPS misic.youtube. con
1467 164.386673  192.163.8.1 192.163.8.185 275 Standard query response Bx414d A nusic.youtube.con CMNE youtube-ul.1.google.con A 142.256.263.206 A 142.250.75.14 A 142.256.186.206 A 142.250.263.142 A 216.58.215.118 A 216.58.209.14 A 216.58.
1467. 164.306673  192.168.8.1 192.163.8.185 126 Standard query response Bx4398 HTTPS music.youtube.com CHAME youtube-ui.1.google.com HTTPS
1671 199.306334  192.163.9.165 192.168.8.1 T4 Standard query @xebfé & arc.msn.con
1671 199.307269  192.168..1 192.163.0.165 188 Standard query response @xebfd A arc.nsn.com CMME arc.trafficmanager.net CNAME iris-de-prod-azsc-v2-weu.westeurape. cloudsgp. azure. con A 20.103.156.88

286. 256.135663  192.163.8.165 192.163.0.1
286. 256.135726  192.163.8.165 192.163.0.1
286. 256.137082  192.163.8.1 192.163.0.185
286. 256.138218  192.163.8.1 192.163.0.185

89 Standard query @xféc & clientservices. googleapis.con

89 Standard query @xbb42 HTTPS clientservices. googleapic. con

185 Standard query response Bxfcée A cLientservices. googleapis.con A 142.250.75.3

146 Standard query response Bxbbd2 HTTPS clientservices.poogleapis. con SOA nsL.google. com

EEEEEEEEEEEEEEE B EE

Puc.2.18 Pesynbrat inpTpariii mpoToKomiB

Pa3zom otpumMyemo ouikyBaHuid aHami3 miakmodeHHs kirieaTa (IIK) qo DNS-

cepsepa (BM).

Frame 71755: €3 bytes on wire (584 bits), 63 bytes captured (584 bits) on interface \Device\NPF_{(C7(9378-ESAB-4250-83E0-EADI39510448}, 1d @
Ethernet I1, Src: LCFCElectron f9:15:b0 (88:a4:c2:79:15:04), Dst: TpLinkTechno Sh:62:86 (ac:8%:c6:5h:62:06)
Internet Protocol Version 4, Src: 192,168.8.165, Dst: 10.0.1.6
User Datagram Protocal, Src Port: 57427, Dst Port: 53
¥ Dosain Name System (query)
Transaction 10: @xdeef
Flags: ¥6189 Standard query
Questions: 1
Hnswer RRs: @
Buthority RRis: @
Additional Rs: @
(uerles

CuMEhaKEBS o sBERs e [b E
BilGl70mwLl Mol MBEm 1 dd
M@kl dsewefaemel 55
© 1906 B2 06 90 B9 83 73 73 68 00 0 01 og oL 5 sh

07 wireshark FthemetSFPUE peay Packets: 32357 - Displayed: 20 (0.0%) - Dropped: [ [L07%) Profile: Defautt
) E i

Puc.2.19 Anani3 nmigkmouenss kimienta 1o DNS-ceppepa
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BucHoBkHM 32 po3aiiom

JocmimkeHHs nmporeayp ooMiHy moBigomiieHb B cuctemi DNS BUSBIIIO psif
KJIFOYOBHUX aCIEKTIB, Kl BU3HAYalOTh €(DEKTUBHICTh Ta HAAIMHICTD M€ CITY>KOU B
MEpEeXEeBOMY cepeoBuIli. 3'scoBaHO, 110 Mpolec oOMiHy MOBigomiieHb Yy DNS
IPYHTY€TbCS Ha 4YITKO BHU3HAUEHUX MPOTOKOJAX Ta CTaHAApTaX, 30KpeMa Ha
npuHIMNax poOoTu mnpotokoiay DNS, sikuil BU3HAYae B3a€EMOJII0 MIX PI3HUMHU
CKJIaJIOBUMHU CHCTEMH.

MeperkeBi aHali3aTopH, SIK KJIOYOBUN THCTPYMEHT y cdepi iHpopmaIiiitHux
TEXHOJIOT1M, BHUSBISIOTHCS  HEBII'€MHOI0O YACTHHOIO aaMIHICTPYBaHHS Ta
MOHITOPUHTY KOMIT'FOTEpHUX Mepex. JlocaimkeHHs ix (yHKIIN Ta MOXIUBOCTEN
MIATBEPKYE, MO 111 3aCO0M TPalTh BAXJIMBY POJb Yy BUSBICHHI, aHali3l Ta
BUpPILIEHH] Tpo0JeM, MOB'SI3aHMX 13 TpadikoM, OE3MEKO Ta €PEKTUBHICTIO
MEpEKEBOT0 B3aEMO/III.

OmHuM 13 KJIIOYOBMX BHCHOBKIB € T€, M0 MEpPEKEBl aHali3aTopu
3a0€3MeuyloTh ONepaTopaM MEpPEXlI BHCOKHI pIBEHb BHAMMOCTI B IIpoliecax
nepeaadl JaHuX, JO03BOJISIIOYM BYACHO BHSBJISTH 1 BHUPINIYBaTH MpoOJieMH 3

HIATPUMKOIO CTa01IBHOCTI Ta MPOIYKTUBHOCTI MEPEXKI.
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PO3/11 3
PO3PAXYHKHU MMAPAMETPIB DNS CEPBEPY TA 3AIIUTIB 10 HAX

3.1 Po3paxyHok kinbkocTi 3anuTiB DNS

Kinbkicte 3anutiB DNS wMoxke OyTu po3paxoBaHa 3a HACTYIHOIO
dbopmyoro:

Q=N*R

ne:

Q - kiIbKicTh 3anuTiB DNS

N - KUIbKICTh KIHIIEBUX KOPUCTYBaYiB

R - cepennst KUIBKICTB 3alUTIB HA OJJHOT'O KIHLIEBOTO KOPUCTyBaya

JlaBaiite po3riasiHeMo cueHapid, ne B mepexi npucyTHi 1000 kiHIEeBUX
KOPHUCTYBayiB, 1 B CEPEJHPOMY KOXEH KIHIEBUN KOpHUcTyBau reHepye 10 3amnuris
DNS na nens. BiamoingHo, 3araibHa KUIbKICTH 3anmuTiB DNS po3paxoByerbes
HactymHuM yrHOM: Q=NXR=1000x10=10000Q=NxR=1000%x10=10000 Otxe, B
Mepexi moaeHHo BigOyBaeTbes 10000 3anutie DNS.

Tenep npaBaiiTe OIIHMMO MOXJIUBE 30UTbIIeHHA 3anuTiB DNS, skmio
KUIBKICTB KiHIIEBHX KopucTyBadiB 3pocte 10 10000. ITizcTaBuBIIM HOBY KUIBKICT
KIHIIEBUX KOPHUCTYBayiB y bopmyiy, MU OTPUMYEMO:
Q=NxR=10000x10=100000Q=NxR=10000x10=100000 Lle o3nauae, uo npu 10000
KIHIIEBHX KOPHUCTYBavyax B Mepexi 1moieHHo BioyBaeThess 100000 3amutie DNS.

31 30UTbIIEHHSM KUIBKOCTI KIHIEBUX KOPUCTYBAYiB 30UIBIIYETHCSA 1
KUIBbKICTh 3anmuTiB DNS, OCKUTbKM KOXKEH KIHIIEBHI KOPUCTYBad IHIIIIOE OLIbIIE
3anuTiB DNS.

Posrnsg naBantaxkenHss Ha DNS-cepsep: [lpumyctumo, 1m0 KUIBKICTh
3amuTiB DNS ctanosuts 10000 3anuTiB Ha 1eHb, a cepeAniil po3mip 3amuty DNS
cknagae 100 OaitiB. Toml HaBanTaxkeHHss Ha DNS-cepBep po3paxoBYeEThCS
HacTynmHuM umHOM: L=QxS=10000%100=1000000L=Qx=S=10000%100=1000000

Ile o3nauae, mo DNS-cepBep moaenno 06poosie 1000000 GaitTiB 1aHKX.
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Tenep naBaiiTe OIIHMMO BIUIUB 30UIBIICHHS CEPEAHBOTO PO3MIPY 3aIlUTY
DNS nmo 200 Oaiitie. IlimcraBuBIIM HOBHUM cepenHiii po3mip y dopmymny, Mu
orpumyemo:  L=0QxS=10000%200=2000000L=QxS=10000%x200=2000000 IIe
o3Hauae, 10 HaBaHTakeHHS Ha DNS-cepBep 30utbmmthes 10 2000000 OaiiTiB
JaHUX.

Sx BuUOHO, 31 30UIBIIEHHSAM CEPEeaHBOTO po3Mipy 3anuty DNS
HaBaHTaXeHHA Ha DNS-cepBep Takoxx 30umbinyeThcs. Lle mos'sizano 3 TuM, 10

DNS-cepBep nmoBuHeH 00po0IsATH O1IbIIE JAaHUX TSI KOKHOTO OKPEMOTO 3aIlHTy .

3.2 HaBanraxxennst Ha DNS-cepBep

Mapametp Onuc
KinkKicTe 3anuTie Ha KinkkicTe 3anuTie, AKi HAOX04ATE
XBUMUHY Ha DNS-cepeep 2a XBUNWHY.

CepenHii yac, AKWIA
BWTpaYyacTLCA Ha oDpobKy ogHoro
CepenHii yac Ha 3anuT  3anuTy.

LLpuHa cayr LLmpuHa cuyru NnponyckaHHA, AKa
Mpony CKaHHA noctynHa DNS-cepeepy.

Pucynok 1.1 — Buznauenns kuibKkocTi 3anutiB Ha DNS-cepBep 3a neBHui

nepioJ yacy

Jlns po3paxyHky HaBaHTaxkeHHsT Ha DNS-cepBep HeoOXigHO 3HATHU JBa
3HAYCHHS:
e KimbkicTs 3anutiB DNS

o Cepenniit po3mip 3anuty DNS
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3.2.1 KiapkicThb 3anuTtiB DNS

Kinekicte 3anmutiB DNS - 1ie kinmbkicth 3anmuTiB DNS, ski 06po06ise DNS-
CepBep 3a MEeBHUM MEPioJ vacy.
Cepenniit po3mip 3anuty DNS - e po3mip ognoro 3amuty DNS.
Ipuxiaanx po3paxyHky HaBaHTaxxeHHs1 Ha DNS-cepBep
[Mpumyctumo, mo kinbkicTh 3anuTiB DNS cranoButs 10000 3amutiB Ha
JeHb, a cepeaniil po3mip 3amuty DNS cranoButh 100 6aiit. Toai HaBaHTaKCHHS
Ha DNS-cepBep ckiaje:
L=Q *S=10000* 100 = 1000000
Ile o3nauae, mo moaus DNS-cepBep 06po6:asie 1000000 6aiiT nanux.
Po3paxyHok HaBaHTakeHHsA HA DNS-cepBep Ha 0CHOBI CTATHCTUKH
SAxmo y Bac € nmoctyn A0 cratucTukd 3anuTiB DNS, To B Moxere
BUKOPHCTOBYBATH ii JJI1 po3paxyHKy HaBaHTakeHHsS Ha DNS-cepsep.
Cratuctuka 3anutiB DNS Moke MICTUTH Takl JaHl:
e KinbkicTh 3anuTiB DNS 3a neBHuii nepio yacy
e Tunu 3anutiB DNS
e JloMeHH, Ha siKi OyiM 3A1MCHEH] 3aUTH
BuxopucTtoBytouu 11i 1aHi, BU MOXKETE po3paxyBaTH HaBaHTaxeHHS Ha DNS-
CepBEp 3a TMEBHUN TEPIOJ 4Yacy, a TaKoX PO3MOJLT HaBAaHTAKEHHS MO THUMaX 1
JIOMEHaM.
Po3paxyHok HaBaHTa:xxeHHsI HA DNS-cepBep Ha 0CHOBI IPOrHO3y
Akimio BUM XOuyeTe CHPOTHO3YBaTM HaBaHTaXeHHs Ha DNS-cepBep B
MaiiOyTHHOMY, BU MOXKET€ BUKOPHCTOBYBATH HACTYIHI (haKTOPH:
e (OuikyBaHe 3pOCTaHHs KUTbKOCTI 3anuTiB DNS
e (uikyBaHe 3pOCTaHHs CEPEIHbOr0 po3Mipy 3anuTy DNS
BuxopucTtoByroun 111 pakTopu, BU MOXKETE CKJIACTH MPOrHO3 HaBAaHTAKEHHS

Ha DNS-cepBep Ha neBHUl nepio]l yacy.
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JlonaTkoBi (pakrTopu, fIKi MOXKYTh BINIMBATH HA HABaHTAa)KeHHSl Ha
DNS-cepBep
HaBantaxkenHs Ha DNS-cepBep Moke TakoX BIUIMBaTH psAJ 1HIIMX
(bakTopiB, TAKUX SIK:
e Tunwu 3anutiB DNS
e Jlomenu, Ha siKi OyJH 3/11MICHEHI 3alUTH
e Yac nobu
e JleHb THXKHS
BpaxoByroun 11 gakropu, BU MOXKETE€ OTPUMATH OUIbII TOYHUUA MPOTHO3

HaBaHTaxeHHs Ha DNS-cepgep.

3.2.2 Po3mip noBigomiiennst DNS

Po3mip noBigomaenns DNS MokHa 3HalWTH 3a HACTYITHOIO (POPMYJIOIO:

Posmip = 12 + (Kinvkicmo pecypcie * Posmip pecypcy)

ne:

Po3zmip - po3mip noBigomieHHs DNS

12 - po3mip 3arosioBka mosigomiaeHHs: DNS

Kinvkicms  pecypcie - KIUIBKICTB peCypCiB, SIKI MICTATBCA B TUII
MOB1IOMJICHHSI

Posmip pecypcy - po3Mip OJHOTO pecypcy

IIpuxnax po3paxyHky po3mipy nosizomienuss DNS

[Tpunyctumo, mo B Tiai noigomsieHHs: DNS mictutbest 10 pecypciB, KOxeH
3 akux mMae po3Mip 20 6aitt. Toai po3mip moBimomierass DNS cknaze:

Poszmip =12 + (10 * 20) = 222

Ile o3nauae, mo nosigomieHHss DNS Oyae matu po3mip 222 Gaiita.

Po3paxyHok kiiibKoCTI pecypciB B nmoBizomiiensi DNS

Kinbkicte pecypciB B mnoBigomsieHHi DNS  MoxHa po3paxyBatd 3a
HACTYTHOIO (POPMYJIOI0:

Kinvxicmo pecypcie = (Posmip - 12) / Po3mip pecypcy
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ae:

Kinvkicme  pecypcié - KIIBKICTb pECypciB, SKI MICTATbCA B TLII
[MOB1IOMJICHHS

Po3zumip - po3mip nosigomieHdss DNS

12 - po3mip 3aronoBka nosigomieHHs DNS

Posmip pecypcy - po3Mip OJHOTO pecypcy

IlpukJiaa po3paxyHky KiJIbKOCTI pecypciB B moBizomiieHHi DNS

[Ipumyctumo, mo posmip moBigomiaeHHs DNS cranoButh 222 Oaiita, a
po3mip onHOro pecypcy craHoBuTh 20 Oaifr. Toal KUIBKICTE pecypciB B
noBigoMmiieHH1 DNS cknaze:

Kinvkicmo pecypcie = (222 - 12) 1 20 = 10

Lle o3nayae, mo B TuT noBigomiaeHHss DNS mictutses 10 pecypcis.

JlonaTkoBi po3paxyHKH

Po3paxyHok dacy, HeoOxiqHOTO JJis mepenadi nopigomseHHs DNS - gac,
HeoOXigHe g nepenadi  nosigomiieHHs DNS,  3anexuts BiI  po3mipy
MOB1JIOMJICHHS 1 IPOITYCKHOI 31aTHOCT1 KaHAITy 3B'A3KY.

Po3spaxyHok BuTpar Ha mnepemady mnoBimomsieHHs DNS - BuTpatu Ha
nepenauy nosigomiieHHa DNS 3anmexaTs Bii po3Mipy MOBIAOMIIEHHS 1 BapTOCTI
Tpadiky.

{1 po3paxyHKH MOXYTb OyTH KOPHMCHI JJi IUIAHYBaHHA Ta ONTHUMI3alii

poOOTU CUCTEMU JOMEHHHUX IMEH.

3.3 Po3paxyHok 4acy, HeoOXiaHoro ajsi orpuManHs Bianosigi DNS

Uac, HeoOximHe mis oTpumaHHs BiamoBial DNS, 3anexuTs Bl Takux
(bakTopiB:
Hapantaxxennst Ha DNS-cepBep - wac, HeoOxinHe 11t 00pooku 3anuty DNS,

30UIBIIYETHCS 31 301IbIIIEHHSIM HaBaHTakeHHsI Ha DNS-cepgep.
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Bincrtanp mix DNS-xmientom 1 DNS-cepBepoM - yac, HeOOXigHUU s
nepemadi 3anuty DNS 1 Bigmosigi DNS, 30imbmnyeTbest 31 301IbIICHASIM BiICTaHI
Mk DNS-kmientom 1 DNS-cepBepom.

Yac, HeoOXigHui 11t orTpuMaHHs Bianosiai DNS

[Tpumyctumo, mo HaBanTaxkenHs Ha DNS-cepsep cranoButs 10000 3anuTiB
Ha CEeKYH]y, a BijictaHb Mixk DNS-kmientom 1 DNS-cepBepom cranoButs 1000 kM.
Toni wac, HeoOxinHe s oTpuManHs Bianosiai DNS, cknane:

Yac = (1/10000) * 1000 * 8 / 1000000000

ne:

Yac - yac, HeoOX1IHUH AJ1s1 OTpuMaHHs BinoBial DNS

1 /10000 - cepeans TpuBaigicTb 00poOKu oaHOro 3anuty DNS

1000 - Bigctans mixk DNS-kmienTom 1 DNS-cepBepom B kimomeTpax

8 - mMBHUIAKICTH Mepeaayl JaHUX 0 ONTOBOJIOKOHHOMY Ka0emro B MeradiTax
Ha CEKYHJY

1000000000 - 1 merabiT B KioOiTax

VY npomy BUNAAKY yac, HeoOXiaHe At oTpuManHs Bianosial DNS, cknaze:

Yac = (1/10000) * 1000 * 8 / 1000000000 = 0,00008 cexynmu

Ile o3nauae, mo BianoBias DNS Oyae orpumana yepe3 0,00008 cexynau.

JlonaTkoBi po3paxyHKH

Po3paxyHok kuibkocti 3anuTiB DNS, sxi MoxyTs 00poOutn DNS-cepBepu -
KuIbKicTh 3anmuTiB DNS, gxi MoxyTe oOpoOutu DNS-cepBepu, 3alexuTh BijJ
HaBaHTakeHHA Ha DNS-cepBepu 1 Bij mpoaykTuBHOCTI DNS-cepBepiB.

Po3paxyHok Butpar Ha mnepepady 3anuty DNS - BuTpatn Ha nepenady
sarmuty DNS 3anexars Bif Bifctani mixx DNS-kmientom 1 DNS-cepBepom, a Takox
B1J1 BapTOCT1 TpadikKy.

i po3paxyHKH MOXYTb OyTH KOPHUCHUMH JJi TUIAHYBAaHHS Ta ONTHMI3aLlii
po6otu DNS-ciyx06u.

3axoam moa0 BUpimeHHs nMpodaeM pyHkuionyBaHHa DNS-cayxoun

Jlna BupitieHHs npobaem ¢yHkiionyBanHs DNS-cinyx01 HE0O0X1THO BXKUTH

TaKUX 3aXO/1B:
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e Posmupenns mepexi DNS-cepBepiB - AJi 3HH)KEHHS! HAaBaHTaKEHHS Ha
DNS-cepBepu  HeoOximgHO ~ 30umbmmMTH  KUIbKICTE  DNS-cepBepis,
pO3TaIllOBaHWX Yy PI3HUX dYacTUHaX cBiTy. lle 103BOAUTH po3MOALIATH
HaBaHTAXXEHHS Ha OUIBIITY KIJIBKICTh CEpBEPIB, IO MPHU3BEIC 10 3HMKCHHS
qacy, He0OX1THOTO JUIsl OTpuMaHHA BinmoBiai DNS.

e Po3poOka HOBux meroaiB 3axucty DNS-cepBepiB Bij aTak - sl 3aXHUCTY
DNS-cepBepiB Bij aTrak HEOOX1THO PO3POOJIATH HOBI METOAM 3aXHUCTY, SIKI
OynyTh yCKIQAHIOBAaTH a00 YHEMOXJIHMBIIOBATH TMpOBeAeHHS aTak. [li
METOAM MOXYTh BKIIOYAaTH B ceO€ BUKOPUCTAHHS HOBUX IPOTOKOJIB
0e3MeKH, a TAKOXK BJOCKOHAJIICHHSI ICHYIOUHMX ITPOTOKOJIIB OE3IMEKH.

e [lokpamenns cradimbHOCTI DNS-cucTeMu - JuIs MABUIIEHHS CTa0lIbHOCTI
DNS-cuctemn HEOOX1AHO BXXUATH 3aXO0/1B MO0 MIJABHUIECHHS HAaIIMHOCTI Ta
BinMoBocTiiKocTi DNS-cepBepiB. 1li 3axoam MoXyTh BKIOUatu B cebe
BUKOPHCTAHHS PE3CPBHUX KOMIN JaHWUX, a TAKOX BIPOBAHKCHHS HOBUX
METO/11B BUSBJICHHSI Ta YCYHEHHS HETMOJAI0K.

KonkperHi npukaaamn

Ochb KiUJIbKa KOHKPETHUX MPHUKIAAIB 3aX0/1B, Kl MOXYTb OyTH BXKHUTI IJIS
BUpIIIEHHS TTpo0seM ¢yHKionyBanHa DNS-ciyxou:

Posmmpennst mepexi DNS-cepBepiB - MokHa 30UIbIIATH KUTbKICTh DNS-
CepBepiB, SKI HAJIEkKaTh JEpKaBHUM a0o0 mpuBaTHUM opranizamisM. LI cepsepu
MOXXYTb OyTH pO3TaIlloBaHi1 B PI3HUX YACTUHAX CBITY, IO JOMOMOXXE PO3MOIIIUTH
HaBaHTAXXEHHS 1 3HU3UTHU Yac, HEOOX1THUM 1J11 OTpuMaHHs BianoBiai DNS.

Po3pobka HOBux MeromiB 3axucty DNS-cepBepiB Bi arak - MOXXHA
pO3pOOMTH HOBI MPOTOKOJIM Oe3neku, K OyayThb YCKJIAIHIOBAaTH abo
YHEMOXKJIMBIIIOBAaTU TpoBeneHHs atak Ha DNS-cepsepu. Lli mpoTokoan MOXyTb
BKJIIOYaTH B ce0€¢ BUKOPUCTAaHHS HOBHUX AaJTOPUTMIB IM(PPYBaHHS, a TaKOX
BIIPOBAX)KCHHSI HOBUX METO/II1B ayTeHTU]IKaLIIi.

ITokpamenns crabinpHOCTI DNS-cucTeMu - MOXKHA BIPOBAIUTH HOBI
METO/JM BUSIBJICHHS 1 YCYHEHHS HEMOJIAJOK, SKI JTOTIOMOXYTh IIBUJKO BUSBHUTH 1

YCYHYTH TpOOIeMH, K1 MOXKYTh TPU3BECTH 10 300iB B poo60oTi DNS-ciyxou.
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BupoBagxenHsi 3axoaiB

BnpoBamkeHHs 3ax0/iB MIOA0 BUPIMIEHHS mpodieM ¢gyHKiionyBaHHs DNS-
CIYy)KOM € CKJIaJHUM 3aBJaHHSAM, SKe MOTpeOye ydacTi pI3HHUX OpraHizallii.
JepxaBHi opraHizaiii MOXYTb CHOPHSATH BIPOBAXKEHHIO 3aXOMIB  IOJ0
posmmperHs mepexki DNS-cepBepiB 1 po3poOku HOBUX MeTOAIB 3axucty DNS-
cepBepiB Bia arak. IlpuBaTHI oprasizaiii MOXYTb CIPHATH BIPOBAKCHHIO
3ax0/IiB MO0 MOKparieHHs ctabimbHOCcTI DNS-cructemu.

BnpoBamkeHHs 3ax0/iB MIOA0 BUPIMIEHHS mpobieM ¢yHKiionyBanHs DNS-
CITY>K0U Ma€ BaXKJIMBE 3HAYCHHS /IS 3a0e3meueHHs cTabiibHOT poOoTH [HTEpHETY.

Jocaimzkennst podoru DNS-cepBepa cTBOopeHOoro Ha BipTyaJubHii

MAaIIMHi
MNapametp Onuc
BipTyansHa mawmuHa, Ha AKil
BiptyaneHa mawmuHa scTaHoeneHo DNS-cepeep.
OnepauiiiHa cucTema, Ha AKIA npayoe
Onepauiiiia cucTemMa DNS-cepeep.
Bepcin DNS-cepeepa, AKuWi
Bepcia DNS-cepeepa BCTAHOBNEHWIA Ha BIpTy anbHii MaLmHI.
MeTog poznogimy MeTog po3anoginy HaBaHTaMEHHA, AKWA
HaBaHTa¥eHHA BUEOPUCTOBYETLCA Ha DNS-cepeepi.

LLpuHa cmyrk NponyckaHHA, AKa
LpuHa cmyru nponyckanHA  gocTynHa DNS-cepeepy.

KinkkicTe 3anuTie, AL HAAX0O0ATL Ha
KinekicTe 3anutie Ha xeuwnudy  DNS-cepeep 2a xBunuHy.

CepegHiid yac, AKWA BUTpaYacTLCA Ha
CepegHiil yac Ha 3anuT oDpobKy ogHoro zanuy.

HaeanTaxeHHA Ha DNS-cepeep, Ake

BM3HAYaAETLCA 33

thopmy noto:HaeaHTaxeHHA = KinkkicTs
HaeaHTaxeHHA Ha JanuTie Ha xeunuHy * CepegHiid yac Ha
DNS-cepeep 3anuT

Pucynox 1.2 — Jlocmimkenns podbotu DNS-cepsepa
Hnst pocmimpkerass podotu DNS-cepBepa, CTBOpEeHOro Ha BipTyasbHIN
MalInHi, MO’KHAa BUKOHATH HACTYITHI KPOKH:
1. BcranoButu DNS-cepBep Ha BipTyaldbHy MallIUHY.

2. HamamrryBatu DNS-cepsep.
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3. BuszHauuTH MeETOA pPO3MOIiTY HAaBaHTAXKCHHS, KWW BHUKOPHUCTOBYETHCS Ha
DNS-cepgepi.

BuszHaunTy mmpuHy CMYyTH TIpOIyCKaHHs, sika qoctynmHa DNS-cepsepy.
BumipsaTu KiIbKICTh 3alUTIB, K1 HaaxoasaTh Ha DNS-cepBep 3a XBHIHMHY.

BumipsTu cepeHiil yac Ha 3armur.

N o g bk

Po3paxyBatu HaBaHTaxkeHHs: HAa DNS-cepsep.

Pe3yabTaTu 10/ IiIzKeHHS

Pesynbratn pocmimkerHss podotu DNS-cepBepa MoOkHa TPEICTABUTH Y
BUTJIsA/I1 TabmuIi. Y TaOiHIll MOXKHA BKa3aTH BCl MapaMeTpH, K1 OyJiM BU3HAYCHI B
MPOIIEC] JOCIIIIKCHHS.

HaHpI/IKHaII, Ta6JII/I]_IH MOKC BUIVIAAATH TaK:

Mapametp JHAUEHHA
BiptyansHa mawmuHa Ubuntu 22 04 LTS
OnepauiiHa cuctema Linux

Bepcia DNS-cepeepa Bind 9.16.1
Metog poznoginy HaeaHTaxeHHs Round-robin
LLpuHa cmyri npony ckaHHA 100 Moit'c
KinbKicTe 3anuTe Ha XBUNUMHY 10000

CepegHii yac Ha 3anuT 100 minicekyHg,

Haeantaxenna Ha DNS-cepeep 100 aanwTie/c

Pucynox 1.2 — Tabmurs 3 qocmimkeHHsM podotu DNS-cepBepa

Hpuxnan 1.

DNS-cepBep, cTBOpeHuil Ha BipTyallbHI MaIlInHi, 00pO0Jsie B CEPEAHBOMY
1000 3anuTiB Ha cexyHay. [Ipu nmpoMy cepenHiii po3mip 3anuTy craHoButh 100
Oaiit. Tomi 3aBaHTaXXEHHS BIPTyaJIbHOI MAIITMHU CKJIAJIE:

3asaumasicenns = Kinokicmo zanumie * Poszmip 3anumy / Ilponyckua
30amuicmo

3asanmasicenns = 1000 * 100 / 1000000

3aeanmasicenna = 0,1

Lle o3Hauae, 1110 3aBaHTAKEHHS BIPTYaJbHOI MalllMHU cTaHOBUTH 10%0,
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k1o nmpormyckHa 3/IaTHICTh BIpTyaibHOT MamuHu ctaHoBuTh 100 MOIT/c,
TO Yac, HeOOX1THUM 1711 0OpPOOKH OJTHOTO 3aMHTY, CKIIAJE:

Yac = Posmip 3anumy / I[lponyckna 30amuicme

Yac = 100/ 1000000

Yac = 0,0001

Ile o3nayvae, 1o oauH 3anmut oopoobiserhes 3a 0,0001 cexyHu.

Ipukaan 2.

[Ipumyctumo, mo mu xoueMo cTtBoputH DNS-cepBep Ha BipTyanbHIl
MaluHi, sika Oyzae oOpooOsstu B cepenubomy 1000 3anutiB Ha cekyHay. [lpu
BOMY CEepeAH1N po3Mip 3anuTy cTaHoBUTH 100 OailT.

Jlist boro HaM HEoOX1JHO BHOpaTH BIPTyallbHy MAIIMHY 3 JOCTATHHOIO
IPOIMYCKHOK 3JaTHICTIO. BuXxoasun 3 po3paxyHKIB, MPOMYCKHA 3JaTHICTb
BIPTyaJIbHOI MAallMHU TOBUHHA CTaHOBUTH He MeHIe 10 Moit/c.

Takox HaM HEOOXiIHO BHUOpAaTH BIPTyaJlbHYy MAIIMHY 3 JOCTATHHOIO
nam'siTTro. [{s 30epiranss iHopMmaliii mpo TOMEHH1 IMeHa Ta iX BiAmoBigHICTh [P-
ajpecaM HaMm 3HaJ00uThCs He MeHmie 1 ['06 onepaTuBHOT mam'siTi.

Hapemiti, HaMm HEOOXiJHO BCTAHOBUTH HA BIPTyalIbHY MAIlIMHY MPOTPaMHE
3abe3neuenHs DNS-cepsepa. [li1g 11b0ro MokHa BUKOPUCTOBYBAaTH, HANPUKIA,
nporpamae 3a6e3neuenHs BIND a6o PowerDNS.

[Ticnst Toro, sk MM BUKOHA€EMO BCI IIi KPOKHU, MM 3MOXEMO IMPOTECTyBaTU
pobotry DNS-cepepa. I 1poro MokHa BUKOPHUCTOBYBATH, HANpPUKIA],
IHCTpYMEHT iperf 1711 BUMIpIOBaHHS MTPOyKTUBHOCTI cCepBepa.

Ipukaan 3.

[Ipunyctumo, mo Mu xodemo migBuIMTH Oe3meky DNS-cepsepa,
CTBOPEHOI'0 Ha BIpTyalibHIi MatuHi. /{15 iboro HaMm HEOOX1AHO:

[3omoBatn DNS-cepBep Bix 1HIMX BipTyadbHuXx MamuH. Lle MoxHa
3poOHTH, BUKOPUCTOBYIOUH (DYHKIIIT BIpTyasti3allii, Taki K BIpTyaJibHI Mepexi a0o
BIpTYyaJIbHI IUCKHU.

3actocyBatu OpaHamayep s OJ0KYBaHHS HECAHKI[IOHOBAHOTO JOCTYITY IO

DNS-cepBepa.
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OnoBuTH nporpamue 3abesneueHHss DNS-cepBepa 10 0OCTaHHBOI BepcCii.
[Ticast Toro, IK MM BUKOHA€EMO 111 KPOKH, MU 3MOXKEMO IiIBUIIUTH O€3MeKy

DNS-cepBepa 1 3aXUCTUTH HOTO Bij aTak.

3.4 CtBopeHnHs BipryaibHoi Mamuau Ha 6a3i Windows Server 2012

y cepeni Oracle VM Virtualbox

Budip anaparHoro 3a6e3ne4yeHHst
Jlist cTBOpeHHsI BipTyasibHOiI MammHu Ha 0a3i Windows Server 2012 y
cepeni Oracle VM Virtualbox HeoOXiAHO MaTh HaCTyIIHE anapaTHe 3a0e3MeYeHHS:
e Kowmn'torep 13 npouecopom He HIkue Intel Core 13 a6o AMD Ryzen 3
e OmneparuBHa nam'sTh HEe MeHIie 4 ['0
e JluckoBuit mpoctip He MeHie 20 ['6
Buoip po3mipy BipTyaJbHOI MALIMHHA
Po3Mip BipTyalibHOT MaIIMHU 3aJIEKUTh BiJl TOTO, SIKI POTpamMH Ta pecypcu
BU Oy/ieTe BUKOPUCTOBYBATH Ha BIpTyasibHIM MaruHi. {15 ycTaHOBKH Ta pobOTH
Windows Server 2012 neoOxinHo He MeHIe 10 I'6 1UCKOBOTO IpoOCTOPY.
Budip kisiibkocTi mpouecopis i mam'siTi 17151 BipTyaJIbHOI MAIIMHA
KinbkicTh mpoiecopiB 1 nam'sTi il BIpTyaldbHOI MAIIMHUA TAaKOXK 3aJI€KUTh
BiJl TOTO, SIKI MPOTPAaMU Ta PECYpCH BU OyjeTe BUKOPUCTOBYBATH HA BIPTyalbHIN
mamuHi. Jlas  ycraHoBkm Ta  pobotm  Windows Server 2012 moxHa
BUKOPUCTOBYBATH OJIMH Tpotiecop 1 2 ['0 mam'ari.
Ipuxknagu:
Hpuxnan 1
Komm'torep 13 npouecopom Intel Core 15, 8 I'0 onepatuBHoi mam'siti 1 1 Th
JTUCKOBOTO MpocTopy. [ToTpiOHO CTBOPUTH BipTyalbHy MalimHy Ha 6a3i Windows
Server 2012, sixa 6y1e BAKOPUCTOBYBATHCS 1S 30epiranHs (aiiiis 1 BeO-ceprepa.
Jis 1boro HeoOXIAHO CTBOPUTH BIPTYaJbHY MAIMHY 3 HACTYIHUMU
napameTpamu:

e Po3mip aucka: 20 I'6
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e KinbkicTs nporecopis: 1

e OrmeparuBHa naM'sTh: 4 I'6

o Ilpuxnan 2

e Kowmm'torep 13 mporecopoMm AMD Ryzen 7, 16 I'6 onepatuBHOi mam'siti 1 2

Th nuckoBoro mpocropy.

[ToTpiOHO cTBOpHTH BipTyaabHy MammHy Ha 6a31 Windows Server 2012, sika

OyJle BAKOPUCTOBYBATHUCS JJIsI BIpTyasTi3allii cepBepiB 1 poOOUNX CTaHIIIN.

JUiss 1pbOro HEOOXIJTHO CTBOPHUTH BIPTYaJIbHY MAallMHY 3 HACTYIHUMHU

napameTpamu:

e Po3mip aucka: 100 I'6
e KigbKICTh MPOIECOPIB: 2
e OneparuBHa nam'sate: 8§ I'0

IHcTpyKUisi MO CTBOPEHHIO BipTyaJbHOI MamMHU Ha 0a3i Windows

Server 2012 y cepexoumi Oracle VM Virtualbox

1.
2.
3.

3amycrith iporpamy Oracle VM Virtualbox.
Hatuchite kHOTIKy "CTBOpUTH".
VY BikH1 "CTBOpEHHS HOBOI BIPTyaJIbHOI MamiMHU" BUOEpIThH omnuito "CTBOpUTH

MyCTY BIpTyaJlbHy MalluHy".

. YBegiTh iM'a Ta pO3TalllyBaHHS BIpTyalbHOI MAIIMHHU.

4
5. ¥ nomi "Cucrema" Bubepith onepaiiiiiny cucremy "Microsoft Windows".
6.
7
8
9

VY momi "Bepcis" Bubepith Bepcito Windows Server 2012,

. HatucHite kHOnKy "Jlam".
. BubepiTh po3mip aucka s BIpTYyalbHOT MalIMHU.

. Haruchite kHonky "CtBOpHUTH".

10.BipTtyanbHa MamuHa OyJie CTBOPEHA.

11.Ins ycranoBku Windows Server 2012 Ha BipTyajbHy MalllMHy HATUCHITH

KHOIIKY "3amyck".

12.BukoHaiite iHCTpyKIito 1o ycranoBli Windows Server 2012.
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13.1Ticnsa ycranoBku Windows Server 2012 BipTyasibHa MaidHa Oyjie TOTOBa 10
BUKOPHCTAHHS.
Hpuxaan 3
CtBopeHHs1 BipTyanbHOi MamuHu Ha 0a3i Windows Server 2012 s
BUKOPHUCTAaHHA SIK BIpTyalnbHOTO BeO-cepBepa. s mboro HEOOXiHO CTBOPHUTHU
BIpTyaJIbHy MallIMHY 3 HACTYITHUMH ITapaMeTpaMHu:
e Posmip nucka: 20 I'6
e KiunbkicTh nporiecopis: 1
e OmneparuBHa naM'sTh: 4 1’0
Takox HEOOXiZIHO BCTAaHOBUTHM Ha BIPTyallbHy MaIIUHy BebO-cepBep,
Hanpukiaza, Apache ato IIS.
Hpuxaan 4
[ToTpiOHO cTBOpPUTH BipTyasibHy MamuHy Ha 6a31 Windows Server 2012 s
BUKOPHUCTaHHA B SIKOCTI BIpTyaiabHOi 0a3u naHux. /[ uboro HeoOXiJHO CTBOPUTH
BIpTyaJIbHY MallliHy 3 HACTYITHUMH ITapaMeTpaMHu:
e Po3mip aucka: 50 I'0
e KigpKiCTh MPOIECOPIB: 2
e OneparuBHa nam'site: 8§ I'0
Takox HeoOXiTHO BCTAHOBUTH Ha BIpTyalibHY MAIIMHY cepBep 0a3 TaHUX,
nanpukiag, Microsoft SQL Server abo Oracle Database.
Hpuxnanx S
[ToTpiOGHO cTBOpPUTH BipTyalibHy MamuHy Ha 6a31 Windows Server 2012 st
BUKOPHUCTAHHSA SIK BIPTyaJbHOTO poOo4oro micud. s uboro HeoOXigHO CTBOPUTH
BIpTyaJIbHY MallliHY 3 HACTYITHUMH ITapaMeTpaMHu:
e Po3mip aucka: 100 I'6
e KigbKiCTh MPOIIECOPIB: 2
e OmneparuBHa nam'site: 16 ['6
Takox HEOOX1JHO BCTAaHOBUTH Ha BipTyallbHY MalllMHYy MOTPIOHI mporpaMu

Ta J0OaTKH.
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i mpukagu Juie IIOCTPYIOTh MOXKJIMBI BapiaHTH CTBOPEHHS BIPTYaJIbHOT
mammmar Ha 0a3i Windows Server 2012 y cepemi Oracle VM Virtualbox.
KoHkpeTH1 mapaMeTpu BIpTyalbHOT MaIllMHU 3ajieXkaTh Bl MOTPeO 1 3aBaaHb, SIKi

OyJlyTh BUKOHYBATHUCS Ha BIPTyaJIbHIA MaIIMHI.

3.5 Peecrpania DNS-cepBepa

Bubip peectpaTopa

[Tepmm  kpoxkoMm y peectpamii DNS-cepBepa € BuOip peectpaTopa.
PeectpaTop - e KomnaHisi, sIKa HaJa€e MOCIYyTH peecTpalli foMeHHux iMeH. [lpu
BUOOPI peecTparopa HEOOX1THO BPaXxOBYBaTH Taki (haKTOPH:

[{ina - BapTICTh peecTpalii JOMEHHOIO IMEHI1 3aJI€KHUTh Bl peecTparopa.

@OYHKI10OHAIBHICTh - PEECTPATOPU MPOIMOHYIOTh Pi3HI HA0OpHU (PYHKIIN AJis
YIPaBJIIHHS JOMEHHUMH IMEHAMU.

[linTpumMka - BaXJIMBO, IIOO PEECTPATOP HAJABAB XOPOUIY MIATPUMKY
KJIIEHTaM.

Bubip noMmenHoro iMeHi

Hactynaum kpokoMm € BuOIp HOMeHHOTo iMeHi. JlomMeHHe iMm's - 1e Ha3Ba
BeO-caiity abo iHmoro pecypcy B IHrepueri. Ilpm BHOOpI JOMEHHOrO iMeHI
HEOOX1JTHO BPaXOBYBaTH TakKi (PaKkToOpH:

KopoTkicTh 1 mpocToTa 3anam'sTOByBaHHS - JIOMEHHE IM'sS MOBUHHO OyTH
KOPOTKHM 1 IPOCTHUM JIJIs1 3a11aM'ITOBYBaHHS.

VYHIKaIbHICTh - JOMEHHE 1M'S TOBUHHO OYTH yHIKaJIbHUM, 100 HOTO HE MIT
BUKOPHCTOBYBATH XTOCH 1HIIHH.

PeneBaHTHICTH - IOMEHHE 1M'St IOBUHHO OYTHU PEJIEBAHTHUM JO0 BEO-CalTy
a00 1HIIIOTO PeCypcCy, IS SKOTO BOHO BUKOPUCTOBYEThCHI.

PeecTpanisi 1oMeHHOT0 iMeHi

[Ticnst BuObOpy peecTparopa Ta JOMEHHOTO IMEHI MOXKHA MPUCTYIATH 10
peecTpariii JoMeHHOro iMeHi. {1 11boro HeoOXiHO BUKOHATH TaKi JIii:

1. 3apeectpyiiTecs Ha BeO-calTi peecTparTopa.
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BBeniTh JOMEHHE iM's, sIKe BU XOYETEe 3apeeECTPYBATH.

BBeniTh KOHTaKTHY iH(pOpMAIIiIO AJsl BJaCHUKA IOMEHHOTO IMEHi.
BubepiTh TepMiH peecTpallli TOMEHHOTO IMEHI.

OmnatiTh peecTpaliiro JOMEHHOTO IMEHI.

HanamrryBannst DNS-cepBepa

N g koD

[Ticns peectpariii JfomeHHOTO iMeH1 HeoOX1qHO HanamTyBaTu DNS-cepsep.

Jlnst manmamtyBanHsT DNS-cepBepa He0OX1JHO BUKOHATH TaKi Jii:
1. BubGepitb DNS-cepBep, sikuii BU X04eTe BUKOPUCTOBYBATH.
2. Otpumaiite IP-anpecu DNS-cepBepis.
3. Hanamryiite DNS-KIi€eHT Ha BaiomMy KOMITIOTepi ab0 IPUCTPO.
Po3paxyHOK BapTOCTI peecTpallii JOMeHHOI0 iMeHi
Bapricte peecTpailii JOMEHHOro I1MEHI 3aleXUTh BiJ peecTtpaTopa. B
CepeHLOMY BapTICTh peecTpallli JOMEHHOro iMeHi craHoButh Big 10 mo 100
noiapiB CIIIA Ha pik.
BapricTts HanamryBanas DNS-cepBepa
Bapricte namamryBanus DNS-cepBepa 3anexuth Bijg Toro, sxkuii DNS-
CEpBEp BHM BHKOpUCTOBYeTe. Skmo Bu BukopucroByere DNS-cepsep, skui
HAJA€ThCS BAlllUM PEECTPATOPOM, TO TOJATKOBUX BUTpAaT He Oyne. Skio Bu
BUKOpPUCTOBY€eTE cTOpoHHIMT DNS-cepBep, To Bam HeoOxigHO Oyzae npuadatu adbo
OpEH/IyBaTH CepBEp, a TAKOXK HANAIITYBATH HOTO.
Ipuxaan 1
[ToTpiOHO 3apeecTpyBatu JOoMeHHE iM's "example.com" Ha pik. Bubupaemo
peecTparopa, KU MPOIMOHYE MOCIYTY peecTpallii TOMEHHUX IMEH 3a I[IHOI0 15
nonapiB CIIIA na pik. TakuMm 4MHOM, 3arajibHa BapTICTh peecTpalii JOMEHHOIO
iMeHi "example.com" cknazae 15 gonapis CIIA.
Hpuxaan 2
Tpeba BukopuctoByBaTu cTopoHHid DNS-cepBep, sikuil komtye 50 nonapis

CIIA na micsmps. TakuMm 9iMHOM, 3arajibHa BapTICTh BUKOPUCTAHHS CTOPOHHBOTO
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DNS-cepBepa miis nomennoro imeni "example.com" ckinane 600 gonapis CIIIA Ha
piK.

Hpuxaan 3

JlonmycTumo, 1110 MOTPiOHO 3apeecTpyBaTH JoMeHHe iM's ""example.com" Ha 5
pokiB. O0upaeMo peecTparopa, KU MPOTIOHYE IMOCIYTy peecTparlii JOMEHHHX
iMeH 3a 1iHow 15 momapiB CILIA na pik. TakuM YumHOM, 3arajbHa BapTICTh
peecTpaiiii JomeHHOTO iMeHi "example.com" cknaae 75 momapis CIIA.

Hpuxnan 4

BuxopucroByetscsi ctopoHHit DNS-cepep, saxuii komrye 50 monapis
CIIA na wmicsnp, ane nponoHye 3HWKKY 10% mnpu mopiudiil omnati. Takum
YMHOM, 3arajbHa BapTICTh BHUKOPHUCTaHHS CTOpoHHbOro DNS-cepBepa mis
nomeHHoro iMmeHi "example.com" ckmane 6000 monapis CLIA npu mopiuHii
OILIATI.

Hpuxaan S

[IpunycTrmo, mo B X04eTE BUKOPUCTOBYBATH BilacHul DNS-cepBep, sxunii
Bu npunadanmu 3a 1000 qonapis CIIA. Bu takox Butpatuiu 500 nonapis CIIA nHa
Horo HamamTyBaHHS. TakuM YHMHOM, 3arajibHa BapTICTh BUKOPHUCTAHHS BJIACHOTO
DNS-cepBepa mist tomenHoro imeHi "example.com" ckmazge 1500 mqonapis CLIA.

[{i mpuxianu JIuine UTFOCTPYIOTh MOKJIMBI BapiaHTH PO3PaxyHKIB BapTOCTI
peectpamii DNS-cepBepa. KoHkpeTHI BHTpaTH 3ajexarh BiJ Bammx HOTped i

BUOOpPY peectparopa Ta DNS-cepsepa.



64

3.6 IlepeBipka minkiaouenns 10 DNS-cepBepa

lNepeeipka Komanga Peaynerar 3HauEeHHA

MNigknouerHa oo Reply from [IP-agpeca

DMNS-cepeepa no DMNS-cepeepa): bytes=32

IP-agpeci ping [IP-agpeca DNS-cepeepa] time=1ms TTL=128 lMigrkmoueHHA yonilwHe
Server: [IP-agpeca

MNigknouerHa oo DMNS-cepeepa] Mame:

ONS-cepeepa no [aomenHe iM'A] Address:

LOMEHHOMY iMeHi nslookup [gomeHHe im'A] [IP-appeca] MigknroueHHA yoniwHe

Pucynok 1.1 — IlepeBipka niaxntoueHHs: 10 DNS-cepsepa

IHepeBipka nigkiawdeHHs A0 DNS-cepBepa 3a 10m0OMOroww KOMaHIU
ping
st mepeBipku miakiarodeHHs 10 DNS-cepBepa 3a J0mMOMOrorw KoMmaHAM
ping HeoOXiTHO BUKOHATH HACTYIIHI Jii:
1. BigkpuiiTe KOMaHIHUHN PSIIOK.
2. BBeniTh HACTYITHY KOMaHY:
ping [IP-aopeca DNS-cepsepa]
Hampuknan, nns nepesipku migkimouenHs 10 DNS-cepsepa 3 IP-agpecoro
192.168.1.1, BBeaiTh HACTYITHY KOMaH/IY:
ping 192.168.1.1
Sxmo kKoMaHJa ping YCIHINIHO 3aBEPIIUTHCS, BU MOOAYUTE HACTYITHHIMA
pe3ynbTar:

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=1ms TTL=128

Reply from 192.168.1.1: bytes=32 time=1ms TTL=128
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Reply from 192.168.1.1: bytes=32 time=1ms TTL=128

Reply from 192.168.1.1: bytes=32 time=1ms TTL=128

--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 2999ms

rtt min/avg/max/mdev = 1ms/1ms/1ms/Oms

Lle#t pe3ynbTar 03Hauae, mo niakaodeHHs 10 DNS-cepsepa ycmimise.
IlepeBipka mniakiawyeHHss a0 DNS-cepBepa 3a 10m0OMOroww KOMaHIU
nslookup
st mepeBipku miakiarodeHHss 10 DNS-cepBepa 3a 10mMOMOror KOMaHAM
nslookup HEOOX1THO BUKOHATH HACTYITHI JI1i:
1. Binkpuiite KOMaHIHHUHN PSIOK.
2. BBeniTh HACTYIIHY KOMaH/IYy:
nslookup [oomenne im's]
Hamnpuknan, muist nepeBipku miakitoueHHs 10 DNS-cepBepa [j1s1 TOMEHHOTO
iMeH1 "example.com", BBEITh HACTYITHY KOMaH/Ty:
nslookup example.com
Sxmo komanga nslookup ycmimHo 3aBepmuThCS, BU MOOAYUTE HACTYITHHIMA
pe3ynbTar:
Server: 192.168.1.1
Address: 192.168.1.1#53

Name: example.com
Address: 192.168.1.10
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Ileit pesynbTaT O3Havae, 1m0 migkiaoueHHs a0 DNS-cepBepa ycmimHe 1
DNS-cepBep mpaBWIbHO BIANOBIOAa€ Ha 3amuT Ha Bu3HaueHHsa [P-anpecu
JIOMEHHOT0 iMeH1 "example.com".

Yac BUKOHAHHS KOMAaH/IU ping

Yac BUKOHAHHS KOMaHIA Ping 3aJIe)KUTh BiJl HACTYMHUX (PaKTOpiB:

e BinctaHp MK KOMITIOTEPOM, 3 SKOTO BHKOHYEThCS KomaHma, 1 DNS-

CEepBEPOM.

e 3aantaxkeHHs DNS-cepsepa.
e 3aBaHTAXXECHHS MEPEXKI.

3a3Bu4ail, 4ac BUKOHAHHS KOMaH/IU pIng CTAHOBUTH BiJ KIJILKOX MUTICEKYH/I
JI0 NEKIJIBKOX CEKYH/I.

Yac BukoHaHHs koMaHau nslookup

Yac BukoHaHHS KOMaHIU nslookup 3a/Ie’kUTh BiJl HACTYITHUX (DAKTOPiB:

e BijacTtaHp MK KOMITIOTEPOM, 3 SKOTO BHKOHYEThCS Komanna, 1 DNS-

CEPBEPOM.

e 3aBaHTaxkxeHHs DNS-cepsepa.
e 3aBaHTaXKECHHS MEPEKI.
e CKIaaHICTD 3aIUTY.
3a3Buuail, yac BHKOHAHHS KoMaHAM nslookup CTaHOBHUTH BiJl HEKIIBKOX

MITICEKYH/I 10 JEKUTBKOX CEKYH]I.
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BucHoBku 3a po3aiyiom

Po3spaxynku mnapamerpiB DNS-cepBepa Ta 3amuTiB 10 HUX € BaKJIMBUM
3aBJaHHAM, SKE J03BOJISE 3a0e3neunTd e(PeKTUBHY Ta HaniiHy poboty DNS-

CHCTCMU.

Po3paxyHok HaBaHTakeHHS Ha DNS-cepBep M03BOJSIE BH3HAUUTH, YU MOXKE
cepBep 00poOIATH HEOOX1THY KUTBKICTh 3amuTiB. J{J1s1 11OTO HEOOX1THO BpaxyBaTH

Taki pakTopH, AK:

o KuIbKICTh 3aIMTIB Ha XBWINHY
o Cepenniii yac Ha 3aIUT

o [llupuHa cMyru mpomyCcKaHHs

Axmo HaBanTaxxeHHs HAa DNS-cepBep nepeBHiilye Moro nNpomyckHy 34aTHICTb, TO

1€ MOKE MPU3BECTH JI0 3aTPUMOK 200 HaBITh BIIMOB y pOOOTI.

PospaxyHok mnapamerpiB DNS-3anuTy [103BOJIS€ BU3HAYUTH, SK IIBUIKO 1
eexkTuBHO Oyjae o0poOmsTucs 3anut. s 1poro HEOoOXITHO BpaxyBaTH Takl

dakTopu, sK:

o JloBxXrHA JOMEHHOTO IMCHI
o Tum 3anury

e MeTton po3noiy HaBaHTAKEHHS

Axo napameTpu 3anuTy OyAYTh 3aHAATO BEJIMKHMMHU, TO L€ MOXKE MPHU3BECTU IO

3aTPUMOK y 0OpOOIIi.

Ha ocHoBi po3paxyHkiB mapametrpiB DNS-cepBepa Ta 3amuTiB 10 HUX MOXHA
OPUIHATH PIMIEHHS NpPO HEOOXIJHICTh MIJABUIIEHHS NPOAYKTUBHOCTI DNS-

CHCTCMU. I[J'I?[ IbOI'0O MO’KHAa BUKOPUCTOBYBATHU TaKi MCTOOU, SK:

o Poznonin HaBaHTaXXeHH MiX AekiTbkoma DNS-cepBepamu

o BukopucTtaHHs KellyBaHHs



68

o Buxopuctanus epeKTUBHUX aITOPUTMIB OOPOOKHU 3aIUTIB

BukopucranHs 1uxX METOAIB J03BOJIAE€ 3a0€3MeUuTH HaAiHy Ta e(EKTHBHY

po6oty DNS-cructemMu HaBITH IPU BUCOKOMY HaBaHTAKECHHI.

Ocp KiTbKa KOHKPETHMX TNPUKIAIIB TOro, SK MOXHA BHKOPHUCTOBYBATU

po3paxyHku nmapamerpiB DNS-cepBepa Ta 3aluTiB 10 HUX:

o Sxmo Bu xouere ctBoput DNS-cepBep i1 HEBETUKOI MEPEXi, TO BaM HE
NOTPIOHO MPOBOAMTH CKIAIHI po3paxyHkH. OJHaK, SKIIO BU IUIAHY€TE
BUKOpucToBYyBaTH DNS-cepBep 17151 BETMKOi Mepexi a00 JUIisl KpUTUIHUX J10
Jacy J0oAaTKiB, TO BaM HEOOXIJHO MPOBECTH PETEIbHI PO3pPaxyHKH, II00
3a0e3neunTr HaiiHy poooTy DNS-crucremu.

o JSIkmo BM Xouere ONTHMI3yBaTH poOOTy icHyrouoro DNS-cepsepa, To Bu
MOXETE MPOBECTH PO3PaXYHKH MapameTpiB 3alUTiB, 00 BU3HAUYUTH, SIK1
TUIN 3alUTIB 00pOOJISAIOTHCS MOBUIBHO. Ilicis 1IbOr0 BHM MOXXETE BHECTH
3MiHu B koHirypamiro DNS-cepBepa, 1mo0 mokpamuta 0O0poOKy Iux

3aIIATIB.

Po3paxynku mnapamerpiB DNS-cepBepa Ta 3amuTiB 0 HHUX € BaXJIUBUM
IHCTPYMEHTOM, SIKUU J103BOJIsiE€ 3a0e3neunTr e(heKTUBHY Ta HaliiHy poboty DNS-

CHCTCMU.
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Jlonatok A
INVESTIGATION OF THE PRINCIPLES OF CONSTRUCTION
AND FUNCTIONING OF DNS

1.1 Principles of DNS Protocol Construction

To establish correspondence between node names and their IP
addresses, the Domain Name Service (DNS) protocol is employed. The
domain name system constitutes a distributed database utilized by TCP/IP
applications to establish this correspondence. DNS is also employed for email
routing. The term "distributed database" implies that it is not stored on a single
network node. Each node maintains its own information database and runs an
application that sends queries to other servers. The DNS protocol enables
communication between clients and servers.

A resolver provides access to DNS applications. A resolver is a
subroutine used to create requests and interpret packets used by name servers
on the network. For a network program, it is necessary to transform the node's
name into an IP address before initiating a TCP connection or sending a
datagram using UDP. The concepts of DNS are outlined in RFC 1034, while
the details of development and DNS specifications are presented in RFC 1035.

1.1.1 Fundamentals of DNS

The DNS namespace possesses a tree-like hierarchical structure, as
illustrated in Figure 1.1 depicting the organization of DNS.

Each node in Figure 1.1 carries a label with a length of 63 characters.
The root of the tree is a special node without a label. Labels can consist of
uppercase or lowercase letters. The domain name for any node in the tree is a
sequence of labels starting from the root node, with labels separated by dots.
Each node in the tree must have a unique domain name, but identical labels

may be used at different points in the tree.
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Figure 1.1 - Hierarchical Organization of DNS

An absolute domain name, denoted as an FQDN (fully qualified domain
name), is a domain name ending with a dot, for example, "static.rada.gov.na."”
agra - a special domain used for mapping addresses to names.

Seven three-character domains are referred to as generic or
organizational domains. Their classification is provided in Table 1.1. Names
like .edu, .gov, .mil are reserved for U.S. organizations, while others can be
used outside the U.S. In 2000, seven new top-level domains were introduced.

All two-character domains correspond to country codes, and their list

can be found in 1ISO 3166. They are called country or geographical domains.
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Table 1.1 - Generic Domains

. . Domain .
Domain Description Description
P (Introduced P
in 2000 )
Commercial organizations Aviation-related sectors
.com .gero
Educational organizations i Business-related entities
.edu bis
u.s. Go_ver_nment Non-commercial entities
.gov organizations .coop
. International organizations . For unlimited use
ant nto
Networks Museums
net .museum
Other organizations Individual persons
.org Name
U.S. Military organizations Accountants, lawyers,
.mil .pro doctors

The delegation of responsibility within DNS is a crucial characteristic.
No single organization serves the entire tree. Instead, a single organization, the
NIC, serves only a portion of the tree (top-level domains), and responsibility
for individual zones is delegated to other organizations. A zone is a separately
managed part of the DNS tree. The organization responsible for managing a
zone configures DNS servers (name servers) for that zone. When a new node
appears in a zone (and, consequently, a new name), the zone administrator
adds the name and IP address of the node to the DNS server's database.

A DNS server can handle one or more zones. The primary DNS server
is created for a specific zone, along with one or more secondary servers. To
ensure the stability of the DNS system in the event of a server failure, primary
and secondary servers must be independent and redundant.

In the absence of necessary information, a DNS server contacts another

DNS server. Each server must know how to contact the root DNS servers. In




turn, the root servers know the names and IP addresses of each official DNS
server for all secondlevel domains.

Caching is a fundamental feature of DNS. When a DNS server receives
information about the correspondence between a name and an address, it
caches this information so that it can be used in case of subsequent requests
without querying other servers.

1.1.2 DNS Message Format

The primary function of the DNS protocol is to manage the interaction
between a DNS client and a DNS server. The DNS client sends a query, and
the DNS server returns a response containing the necessary information for the
client. The local DNS server forwards responses to clients and sends queries to
other servers. Root servers only provide responses. For instance, if a program
needs to determine the IP address for www.test.site.com, the client contacts
the local DNS server, which, in turn, queries the root DNS server to find the IP
address of the .com DNS server.

Next, the local DNS server sends a DNS query to the .com DNS server
to discover the IP address of the site.com DNS server. After that, the local
DNS server sends a query to the DNS server of the site.com zone. If the zone
has subzones, an additional query for the test.site.com domain may be issued,
providing the IP address for www.test.site.com in the response.

All DNS queries are categorized as recursive or iterative. A recursive
query requires the DNS server receiving the query to perform the entire
resolution process. For example, a resolver issues a recursive query to the
local name server to translate a domain name into an IP address. In Figure 1.2,
the resolver is activated through a system call at stage 1. The resolver then
sends a DNS query to the local server (stage 2) and waits for a response (stage
9). The local DNS server carries out the resolver's query processing actions.

An iterative query requires the server in the response to provide the
client with the IP address of the next DNS server in the hierarchy. Root servers

only handle iterative queries. The local DNS server sends a query to the root
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DNS server (stage 3) to obtain the name and IP address of the DNS server for

the next level in the hierarchy (stage 4). This helps offload the root servers.

The local DNS server may send queries to the next server in the hierarchy

(stages 5, 6, 7, 8). Finally, the local server responds to the resolver (stage 9),

and the resolver provides the IP address to the application (stage 10).
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Figure 1.2 - Processing of DNS Query

However, the same format is used for both DNS queries and DNS

responses.

Figure 1.3 illustrates the general format of a DNS message.
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Figure 1.3 - DNS Message Format

The fixed 12-byte header contains the message, followed by four

variablelength fields:



Identification field: Set by the client and returned by the server. This
field allows the client to determine which query the response corresponds to.

16-bit Flags field: Divided into several parts, as shown in Figure 1.4.

1 4 1 1 1 1 3 4

QR opcode AA | TC [ RD | RA zero rcode

Figure 1.4 - Flags Field of DNS Message Header

Here:

QR (Message Type): A 1-bit field; 0 indicates a query, and 1 indicates a
response.

OP code (Operation Code): A 4-bit field. Typically contains the value 0
(standard query). Other values include 1 (inverse query) and server status
query.

AA (Authoritative Answer): A 1-bit flag indicating an authoritative
answer. The DNS server has authority for this domain in the query section.

TC (Truncated): A 1-bit field indicating truncation. For DNS, this
means the full response size exceeds 512 bytes, but only the first 512 bytes of
the response have been returned.

RD (Recursion Desired): A 1-bit field indicating the desire for
recursion. This bit can be set in a query and then returned in a response. This
flag requests the DNS server to process the query recursively, meaning the
server should determine the required IP address itself rather than returning the
address of another DNS server. If this bit is not set and the receiving DNS
server does not have an authoritative answer, it returns a list of other DNS
servers to contact for an answer. This is called an iterative query.

RA is a 1-bit field that means "recursion available™. This bit is setto 1 in
the response if the server supports recursion. Most DNS servers support

recursion, with the exception of a few root servers that are too busy;

. zero is a 3-bit field that must be O;
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. rcode is a 4-bit response code field. Normal values: 0
(no errors) and 3 (name errors). A name error is returned only
from a reputable DNS server and means that the domain name
specified in the request does not exist;

The next four 16-bit fields indicate the number of items in the four
variablelength fields that end the message. In the request, the number of
questions is usually 1, and the other three counters are 0. In the returned query,
the number of responses is at least 1, and the others can be either zero or non-
zero. The format of each DNS query in the question field is shown in Figure

1.5 (usually there is only one question).
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Figure 1.5 - Format of the DNS message field

Name:

- The query name is the name you are looking for. It looks like a
sequence of one or more labels. Each label starts with a 1-byte counter that
contains the number of bytes that follow it. The name ends with a byte
equal to 0. It is a zero-length label and also the root label. Each byte
counter must be in the range of 0 to 63, since the length of the label is
limited to 63 bytes. This field may end at a trailing character that is not
equal to 32 bytes. No placeholder is used. Figure 1.6 shows how the

domain name is stored.
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Figure 1.6 - Storing the domain name test. domanin. edu. ga in the part of the

DNS query field name



each question has a query type, and the answer has a type. There

are about

20 different values, some of which are already outdated. Table 1.2 shows some

of these values. The query type is a superset (a set of which this set is a subset)

of the types: two of the values listed can only be used in questions. The most

common type of record is type A, which means that the IP address for the

specified name (query name) is required. A PTR query requires a name that

matches the IP address.
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Name N\lj;Tj:C Description Type Query type
A 1 IP-address Yes Yes
NS 2 Server- DNS Yes Yes

CNAME 5 Canonical name Yes Yes

PTR 12 Pointer record Yes Yes

NINFO 13 Node information Yes Yes

MX 15 Mail exchange record Yes Yes

AXFR 252 Zone transfer request No Yes

ANY 255 Request all records No Yes

Table 1.2 - Values of the query type of the DNS message question field

- The query class is usually equal to 1, which indicates Internet
addresses;

4) the last three fields of the DNS message are answers, authority and

additional information. The general format is called an RR-resource record.

Figure 1.7 shows the general format of a resource record.

0 15|16 31
Domain name

Type Class

Lifetime

Resource data length

Course data

Figure 1.7 - General format of a resource record



Let's analyze the corresponding fields in Figure 1.7:

- type indicates one of the types of RR codes. This is the same as
the value of the request type. For Internet data, the class field is usually set to
1;

- domain name is the name to which the following resource data
corresponds.

The name format is the same as shown in Figure 6.7 for the question field,;
- the TTL-time-to-live field is the number of seconds during which

the RR can be cached by the client. Usually RR is equal to 2 days;
- resource data length indicates the amount of resource data. For a

type equal to 1 (record A), the resource data is a 4-byte IP address.

1.2 Principles of the DNS protocol

Both the local node and the centralized service can establish a
correspondence between domain names (FQDN) and IP addresses [5]. The
simplest solution is to manually create a text file named hosts. This file
consists of a number of lines, each of which contains a record of the "IP
address - domain name" type, for example, 77.47.129.30 - www.kpi.ua. The
file must be placed in the appropriate system directory (for example, in the
case of Windows, this is the
\WINDOWS\system32\drivers\etc directory).

In general, DNS is used to solve the problem of matching domain names
and IP addresses). The DNS service uses a client-server interaction scheme in
its work. Within this interaction, DNS servers and DNS clients are defined.
DNS servers maintain a distributed database of records, and DNS clients
contact the servers with requests to determine the IP address for a particular
domain name of a host or resource. Thus, DNS provides mechanisms for both
naming hosts and looking up IP addresses of hosts by name.

The DNS service uses text files in much the same format as the hosts

file, and these files can also be edited by the administrator.
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Within this interaction, DNS servers and DNS clients are defined. DNS
servers maintain a distributed database of records, and DNS clients query the
servers to determine the IP address for a particular host or resource domain
name. Thus, DNS provides mechanisms for both naming hosts and looking up
IP addresses of hosts by name.

The DNS service uses text files in much the same format as the hosts
file, and these files can also be manually edited by the administrator. However,
the DNS service is based on a domain hierarchy, and each DNS server stores
only a portion of the network names, not all of them, as is the case with hosts
files. As the number of nodes in the network grows, the scaling problem is
solved by creating new domains and subdomains of names and adding new
servers to the DNS service.

A DNS server is created for each name domain. This server can store
domain name-IP address records for the entire domain, including all its
subdomains. More often, a domain server stores only names that end at the
next lower level of the hierarchy compared to the domain name. It is with this
organization of the DNS service that the load is distributed more or less evenly
among all DNS servers in the network. For example, in the first case, the DNS
server for the kpi.ua domain will store the mapping for all names ending in
kpi.ua. In the second case, this server stores only names like fel.kpi.ua,
fiot.kpi.ua, and all other records of lower hierarchy levels should be stored on
the DNS servers of the fel and fiot subdomains.

It is necessary to properly configure DNS servers, zones and make the
necessary records for the normal operation of DNS [5].

A DNS server is a computer with appropriate software applications, for
example, the DNS server service in Windows, or the BIND service in UNIX
systems. DNS servers maintain a DNS database with information about parts
of the DNS domain tree structure and process name resolution requests from
DNS clients. In response to a client's request, the DNS server provides the

requested information, provides a link to another server that can respond to the
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request, or reports that the information is unavailable or does not exist. DNS
servers are divided into primary (authoritative) and backup (additional)
servers.

For each zone, there can be only one primary server (on which you can
make changes to zone information) and any number of backup servers (which
receive zone information from the primary server). Installing redundant DNS
servers allows you to solve two problems: to increase the reliability of the
DNS system, to distribute client requests to different servers, thus increasing
the performance of the DNS system.

A DNS zone is a single part of the namespace and IP addresses served
by an authoritative server [5]. A server can serve several zones, and a zone can
contain one or more Internet domains. For example, one server can be
authorized for the kpi.ua and kpi.edu zones, each of which contains several
domains. Adjacent domains, for example, kpi.ua, fel.kpi.ua and keoa.fel.kpi.ua
can be transformed into separate zones by applying delegation, in which
responsibility for a subdomain within the DNS namespace is assigned to a
separate object (the corresponding DNS server).

Zone files contain records of zone resources in which the server is
authoritative. Many DNS server implementations store zone data in text files;
DNS servers on domain controllers running Windows 2000 or Windows
Server 2003 can also store zone information in Active Directory.

There are two types of zones: forward and reverse lookup [5]. The first
type maps FQDN names to IP addresses, while the second type maps IP
addresses to full domain names. Thus, forward lookup zones serve queries to
match FQDN names with IP addresses, and reverse lookup zones serve queries
to match IP addresses with FQDN names.

If the name of the forward zone matches the domain name, the name of
the reverse zone is formed from the network part of the IP address written in
reverse order, to which the standard prefix in-addr.arpa is added. For example,
the KEOA department is allocated the IP address block 10.12.80.0/24. The
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name of the reverse zone is 80.12.10. in-addr.arpa. There are the concepts of
the main zone, additional zone and stub zone (Fig. 1.8).
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Figure 1.8 - DNS zones

Each DNS server contains the resource records that it needs to respond
to queries related to its part of the DNS namespace. Resource records differ by
type: for example, an address record (A), a canonical name (CNAME), a name
server (NS), a mail exchanger (MX).

The most important types of DNS records are shown in Figure 1.9.
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Figure 1.9 - Types of DNS records
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A (address record) or address record - associates the name of a host with
an IP address. For example, an A-record request for the name www.kpi.ua will
return its IP address - 10.7.10.22.

The AAAA (IPv6 address record) associates a host name with an IPv6
address.

The CNAME record (canonical name record) is used to redirect to
another name. It allows you to assign several names to one IP address.

MX (mail exchange) record or mail exchanger - specifies the mail
exchange server(s) for this domain.

NS (name server) record - indicates the DNS server for this domain.

PTR (pointer) record - associates the IP address of a host with its
canonical name. It is used in the reverse zone and is analogous to the A-record
in the forward zone. Requesting a PTR record in the reverse zone in-addr.arpa
to the IP address of a node will return the name (FQDN) of this node. In order
to reduce the amount of unwanted correspondence (spam), many email
recipient servers can check for a PTR record for the node from which the
email is sent. In this case, the PTR record for the IP address must match the
name of the sending mail server as it appears during the SMTP session.

SOA record (Start of Authority) or initial zone record - indicates the
main DNS server of the zone, which stores the reference information about the
zone, contains contact information of the person responsible for this zone, sets
the parameters (serial number and time parameters) necessary for updating the
zone information by the backup DNS servers.

SRV record (server selection) indicates the servers for some services; it
Is used, in particular, for Jabber and Active Directory.

TXT (Text) entry - a text entry used to make comments, notes, etc.

The named program that implements BIND, like any application layer
service, uses TCP and UDP transport. If we can't access a particular computer,

and we used to be able to, then the first thing to do is to check the availability
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of the computer by its IP address. If this cannot be done, then we need to look
for errors or malfunctions in the domain name service. The client part is the
resolver name resolution procedure, and the server is the named program. A
resolver is a set of procedures from the libc.a library system that allow an
application program that is edited with these procedures to obtain a computer's
IP address by a domain name, or a domain name by an IP address. These
procedures call the resolver system component, which dialogs with the domain
name server and thus serves the requests of user application programs. The
general scheme of interaction between different BIND components can be

seen in Figure 1.10.
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Figure 1.10 - Interaction of BIND components

A special database is managed by named, which consists of several files
and contains correspondences between addresses and names, as well as the
addresses of other BIND servers to which the data server can refer when
searching for a name or address. Referring to Figure 1.10, let's look at two

ways to resolve a request for an IP address by a domain name.
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1st case. Request to obtain an I[P address within the area of
responsibility of a given local name server.

1)  The application program requests the IP address by domain name
from the local server through the resolver.

2)  The local server informs the application program of the IP
address of the requested name.

2nd case. An application program'’s request to a domain name server to
obtain an IP address for a domain name from a domain that is in the area of
responsibility of a remote domain name server, i.e. a server other than the one
to which the computer making the request belongs.

In general, the scheme looks like this:

1)  The application program contacts the local domain name server
by IP address, informing it of the domain name.

2)  The server determines that the address is not part of the domain
and addresses the domain server, which requests the root domain name server.

3)  The root domain name server informs the local domain name
server of the server address of the requested domain.

4)  The local domain name server queries the remote server for
permission to authorize the request of its client, the application program.

5)  The remote server reports the IP address to the local server.

The local server reports the IP address to the application program.

1.3 Problems with the DNS service

Let's recall the DNS algorithm for remotely looking up an IP address by
name on the network:

- A host sends a DNS request to the IP address of the DNS server
of its domain (it is set when configuring the IP protocol in the network OS), in

which it specifies the name of the server whose IP address is to be found;
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- The DNS server, upon receiving the request, looks through its
name database to see if the name contained in the request is available. If the
name is found, and therefore the corresponding IP address is found, the DNS
server sends a DNS response to the requesting host, which contains the
requested IP address. If the name specified in the request is not found by the
DNS server in its name database, the DNS server sends the DNS request to
one of the root DNS servers whose addresses are contained in the root. cache
DNS server configuration file, and the procedure described in this paragraph is
repeated until the name is found.

Analyzing the security vulnerability of this remote search scheme using
the DNS protocol, we can draw a disappointing conclusion about the
possibility of incorrect functioning of the DNS service, and we can identify the
main causes of malfunctioning:

- remote attack - "False object of the DSS" (distributed computing
system), i.e. introduction of an intermediate host through which the flow of
information between the attacked object and the server will go or substitution
(correction) of information about the zone;

- intersegment remote attack - an attack on DNS by falsifying the
DNS server response;

- erroneous actions of the DNS server administrator, i.e. incorrect
indication of the correspondence between the host IP address and its name.

Remote attacks on the DNS server. Practical searches and critical
analysis of the security of the DNS service suggest that there are at least two
possible variants of a remote attack using a false object on this service:

A "storm™ of false DNS responses. The first variant of a remote attack
targeting the DNS service is based on a variant of the typical remote attack
"False RNS Object" [2]. In this case, the attacker continuously transmits a pre-
prepared false DNS response on behalf of a real DNS server to the attacked
host without receiving a DNS request (Fig. 1.11).
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Figure 1.11 - A "storm" of false responses

In other words, the attacker creates a targeted "storm™ of false DNS
responses on the Internet. This is possible because the DNS query is usually
transmitted using the UDP protocol, which does not have any means of
identifying packets. The criteria that the host's network operating system
imposes on the response received from the DNS server are, firstly, that the IP
address of the sender of the response matches the IP address of the DNS
server; secondly, the DNS response must contain the same name as the DNS
query; thirdly, the DNS response must be sent to the same UDP port from
which the DNS query was sent, and fourthly, the DNS response must contain
the same value in the DNS header field (ID) as the transmitted DNS query.

Intercepting a DNS request. From the previously discussed scheme of
remote DNS lookup, it follows that if the name specified in the request is not
found by the
DNS server in its name database, the request is sent by the server to one of the
root DNS servers, the addresses of which are contained in the root server

configuration file. In other words, if the DNS server does not have information
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about the host's request, it forwards the request further, which means that the
DNS server itself is now the initiator of the remote DNS lookup. Therefore,
nothing prevents an attacker from using the methods described above to
transfer their attack directly to the DNS server [2]. In other words, the attacker
will now target the DNS server, not the host, and false DNS responses will be
sent by the attacker on behalf of the root DNS server to the attacked DNS
server. It is important to take into account this feature of the DNS server. To
speed up the work, each DNS server caches its own table of correspondence
between host names and IP addresses in the memory area. The cache also
contains dynamically changing information about the names and IP addresses
of hosts found during the operation of the DNS server. That is, if a DNS server
receives a request and does not find a corresponding entry in its cache table, it
forwards the response to the next server and, upon receiving the response,
enters the information found in the cache table. Thus, when the next request is
received, the DNS server no longer needs to conduct a remote search, since the
necessary information is already in memory.

From the analysis of the described remote DNS lookup scheme, it
becomes obvious that if the attacker sends a false DNS response in response to
a request from the DNS server (or in the case of a "storm™ of false responses,
he will constantly transmit them), then a corresponding record with false
information will appear in the server's cache table, and subsequently all hosts
that accessed this DNS server will be misinformed, and when accessing the
host to which the attacker decided to change the route, communication with it
will be carried out through the attacker's host using the "RVS object” scheme.
And over time, this false information, which got into the DNS server cache,
will spread to neighboring DNS servers of the highest levels.

Remote cross-segment attack on a DNS server. A much more general
case is a cross-segment attack that does not require such strict conditions for
its implementation, when the attacking and target DNS servers share a

common physical transmission medium.
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A cross-segment attack on a DNS server looks like this. Let's assume
that the purpose of the attack is to "spoof" the IP address of the web server
www.coolsite.com to the IP address of the server www.badsite.com for users
of a certain subnet served by the DNS server ns.victim.com. In the first phase
of the attack, ns.victim.com is provoked to search for information about the IP
address www.coolsite.com by sending it a recursive query. In the second
phase, the attacker sends a complex response to the ns.victim.com server on
behalf of ns.coolsite.com, which is responsible for the coolsite.com domain.
The false response contains the IP address www.badsite.com instead of the
real IP address www.coolsite.com. The ns.victim.com server caches the
information received, as a result of which, within a certain period of time (the
value of this period is indicated in the TTL field of the false response and can
be arbitrarily selected by the attacker), unsuspecting users are directed to

www.badsite .com instead of the www.coolsite.com server (Figure 1.12).
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Figure 1.12 - Cross-segment remote attack

For a false response to be perceived as true by the ns.victim.com server,
four conditions must be met:
- The IP address of the sender of the response must match the IP

address of the requested server (in this case, ns.coolsite.com);
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- The UDP port to which the response is sent must match the port
from which the request was sent;

- the response identifier must match the request identifier;

- the response must contain the requested information (in this case,
the IP address of the web server www.coolsite.com).

Obviously, fulfillment of the first and fourth conditions is not difficult
for an attacker. The situation with the second and third conditions is much
more complicated, since in the case of a cross-segment attack, the attacker has
no way to intercept the original request and "spy" the necessary parameters.

Erroneous actions of the DNS server administrator. Erroneous actions of
the DNS server administrator, i.e. incorrect specification of the
correspondence between the host IP address and its name, can lead to the
spread of the error to other DNS servers. Consequently, when you access the
DNS server, it will give you the wrong IP address of the desired host.

As you can see from the section, there are a lot of problems in the
network related to the correct functioning of the DNS service, and these are
quite serious problems that can complicate the work of users and network
administrators. The next section will discuss some modern solutions and tips
for avoiding these problems.

Some solutions to DNS service problems. The best solution from the
security point of view is to refuse to use the DNS service at all in the protected
segment. Of course, it will be very inconvenient for users to completely
abandon the use of names when addressing hosts. Therefore, you can offer the
following compromise solution: use names, but abandon the remote DNS
lookup mechanism that was used before the advent of the DNS service with
dedicated DNS servers. Back then, each machine on the network had a hosts
file that contained information about the corresponding names and IP
addresses of all hosts on the network. Obviously, today an administrator can
enter information about only the most frequently visited network servers by

users of a given segment into such a file.
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To make a remote attack more difficult, you can suggest that
administrators use the TCP protocol for the DNS service instead of the default
UDP protocol (although it is not obvious from the documentation how to
change it). This will make it much more difficult for an attacker to send a false
DNS response to a host without receiving a DNS request.

We can also suggest using the BIND (Berkley Internet Name Daemon)
application suite. Starting with version 4.9.3, several directives and DNS
record types have been added to the BIND specification to improve the
security of name servers. The xfrnets directive of the initial boot file
(/etc/named.boot) allows you to specify a list of IP addresses of networks and
name servers to which a given server is authorized to forward information
within a zone (zone forwarding operation). The second important innovation is
the introduction of a special type of TXT resource record called
SECURE_ZONE. This record manages the list of machines and networks (by
IP address) that can query this name server. But despite these innovations, a

number of other measures need to be taken to prevent DNS spoofing attacks.
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Among them, the most common is the installation of two DNS servers:
external and internal (see Figure 1.8).

The internal DNS server is designed exclusively to serve internal
network clients. It stores all information about the hosts of the corporate
network. Due to the use of records of the SECURE_ZONE type, this server
can be requested only by internal hosts. Moreover, a filter is installed on the
firewall that does not allow IP packets sent to the corporate network and
destined for port 53 of the UDP and TCP protocols of the internal DNS server.
That is, such a DNS server is made invisible from the outside. However, it can
access the DNS servers of the Internet for information.

The latest version of BIND 8.2.2. includes support (RFC 2065) for
cryptographic digital signatures, i.e. it is no longer a standard DNS protocol,
but an extended one, in which the body of the DNS request will include a
digital signature. This solution will almost completely secure the work with
the DNS service. Unfortunately, the desired result can only be achieved
through the large-scale implementation of new protocols, which is associated
with significant organizational difficulties and cannot be implemented in a
short time.

Conclusions to the chapter

DNS is a system that allows users to enter human-readable website
names in the search bar and for the browser to receive the IP address of the
resource to be accessed. The system for storing DNS data (zones) is
distributed, but the servers that store the data are organized hierarchically. At
the top level are the root DNS servers, below them are the DNS servers of
geographic zones, and even lower are the local DNS servers. A DNS query
made by a browser first refers to local DNS servers (resolve), and then they
look for the required DNS record in the hierarchy above. The DNS data of
each domain is called DNS zones and stores DNS records of different types.

DNS zones can be managed using paid and free services.
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Hoxaroxk b

YK 621.396
O.C. JKyuenko, 0.m.n., ooyenm,
A.J[. Baces, macicmpanm
Hayionanvnuii ynisepcumem «llonmaecvka nonimexunika imeni FOpis
Konopamrorxa»

OCHOBMU INIOBYJ1OBU TA ®YHKHIOHYBAHHS DNS

Jlns oTpuMaHHS BIAMOBIAHOCTI MDK 1MEHaMmHu BY3miB Ta iXx IP-ampecamm
BUKOpUCTOBY€EThCs mpoTokonr DNS (Domain Name Service). Cucrema TOMEHHUX
IMEH SBisIE COOOIO0 PO3MOAUICHY ©0a3dy MJaHWX, M0 BUKOPHUCTOBYIOTHCS
3actocyBanHsM TCP/IP nns BcranoBimeHHs naHoi BimmoBimambHOCTI. Takox DNS
BUKOPUCTOBYETHCS ISl MAPLIPYTHU3ALlil eIeKTPOHHOI nomTH. Ha BepXHbOMY piBHI
3HaxoAAThcsl KopeHeBl DNS-cepBepu, Hmkue - DNS cepBepu reorpadiuaux 30H,
1€ Ha HIDKYUH piBeHb - IoKkaiabHI DNS-cepBepu.

Bzaemogiero mixk DNS-kiientom Ta DNS-cepBepom kepye mpotokon DNS.
DNS-kmienT Bignpasnse 3anut, a DNS-cepBep moBepTae BiAmoOBib, IO MICTUTH
HeoOX1HYy Juisl KiieHTa iHpopmariito. DNS-3anuT Moxe OyTH peKypcUBHUM abo
iTepatuBHUM. Ha puc.] mokazano, mo Ha erami 1 mepeTBoproBad aKTHBI3YETHCA
yepe3 cucTeMHui BUKIMK. Jlani neperBoproBay Hajacmiae DNS-3anut nokansHOMY
cepBepy (eTam 2) 1 yekae BIANOBIAL (eTam 9).

Kowmr’rotep kiienTa /37 Kopenesuii cepsep
Web-0paysep )
i
1 | 410 —SbCepBep JIOMEHY

* | 2 DNS-zamur <6— BEPXHbOIO PiBHA

DNS- | P JlokaneHUi

nepeTBopoBay ) 9 \__DNS-cepsep ,\
XCepBep JIOMEHY

JPYroro piBHs

Puc.1. OnpamroBanas DNS-3amuty

Bigmosignicte Mixk nqomenHumu iMeHamu (FQDN) i1 IP-agpecamu moske
BCTAHOBJIIOBAaTUCSA SIK  3aco0amMu  JIOKAIBHOTO By3Ja, Tak 1 3acobamu
LEHTPaJi30BaHOl CIyKOU. ICHYIOTh MOHATTSI OCHOBHOI 30HHM, JTOJATKOBOi 30HU 1
30HH — 3arJIyIIKH (puc. 2).
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OcHOBHA 30HA

36epirae Ga3oEi fami A4 ECiX TOMEHIE E 30Hi. PesepEHa Kormia 02311 JaHIT: 30HH MOKe
CTEOPIOEATHCA B JOJATKOE 308

JoIaTKoBa 30Ha

IloEHOEa#HA pesepEHA30HE OIIA OCHOEH 30HM 200 {Humm OOOaTKOEMX 30H

3oHa—3arIyImKa

Flomia 30HM, 0 MICTHTE THTBKH 3IHHCH pecypoE NoEHoEa#En DN S—cepEepiE 0CHOBHOT 30HI
(masterzone)

3anuHcH pecypcis

Indoprania, mo sbepiraeThea & 6asi garm DNS 1 EMKOpHCTOEYEAHA A EIATIOET] Ha SarmITi
DNS—xmieHTiE

W

Puc. 2. 3ouu DNS

Koxxen DNS — cepBep MICTUTH 3amucH pecypciB, HEOOXiTHI HOMY IS
BI/IMOBIZII HA 3alUTH, IO BIJHOCATHCS 0 WOro 4acTUHU Tpoctopy imeH DNS.
3amucu pecypciB PO3PI3HSAIOTHCS 3a TUMIAMU: HANPHKIAA, aapecHui 3amuc (A),
kaHoHiuHe iM's (CNAME), cepsep imen (NS), momtoBuit oomMiHHHK (MX).

Hari6imem Baskiusi Tunm DNS—3anmciB (puc. 3).

Tum

DNS—
3aIHCIB

Puc. 3. Tunu DNS—3amucis

Hait0inbi momysisspHa mporpama miATPUMKH JTOMEHHOI aapecartiii € named.
Bomna peanizye BIND. B cuctemi Windows NT 4.0 e cBiii cepBep JOMEHHHX IMEH,
akuil miarpumye crnemudikamiro BIND. Lle cepBep AoMeHHuX iMeH sikuii OyB
3anponoHoBaHuil B yHiBepcuteTi bepkii. Bin 3abesneuye momyk [P aapec ta
JIOMEHHUX 1IMEH JIJIsl JOBUIBHOTO BY3JIa MEPEXKI.

MoxHa BUIUIATA OCHOBHI TPUYMHU HEMPaBUIBHOIO (PYHKIIIOHYBaHHS
DNS-cmyx6u: Bimmaneni araku Ha DNS-cepep, mepexorutennst 3amuty DNS,
MOMUJIKOBI i1 aaminicTparopa DNS-cepsepa.
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AKTYyaJIbHICTH POOOTH IIOJIATAaE y TOMY, IO CUCTEMA JOMEHHUX iIMEH € AyXKe aKTya/IbHOK TeMOK B Cyd4acHOMY iHpopmauinHomy
CYCninbCTBi, BiAirpac KAYOBY ponb B IHTepHeTi, 3abe3neuyoun NepeTBopeHHA /lerko3anam'aToByBaHUX AOMEHHUX imeH Ha |IP-
agpecu, Wo A03BONAE KOMM'IOTEpPaM 3HAaXO4UTU OAUH OAHOTO B mepexi. [locnig)KeHHs B LA 061acTi Moxe NPpUHeCTU KopucTb ANA
PO3YMIiHHA Ta MNOKpaleHHA edeKTMBHOCTI Ta 6e3neKkn iHTepHeT-iHGPaCTPYKTYpU. TaKoXK, 3 ypaxyBaHHAM MNOCTIMHOrO PO3BUTKY
TEeXHONOrin Ta 36inblWeHHA KinbKoCTi Nnpobnem be3nekn B IHTEPHETI, BUBYEHHA CUCTEMM AOMEHHUX IMEH 3a1ULLAETLCA aKTyalbHUM

3aBAaHHAM.

Metolo poboru € po3pobka pekomeHAaUi ANA NOKpaleHHA epeKTUBHOCTI, 6e3nekn Ta iHHOBALiM B L BaX/NMBIM CKNAZOBIM
IHTEpPHET-IHOPACTPYKTYPHU.

JI71s1 BUKOHAHHSI [TOCTABIEHOI METH B poOOTH HeOOXiTHO BUKOHATH HACTYIIHI 3aBIaHHA:
* posibparncs y npuHnunax modymosu ta dpynkmionysanas DNS;

* JIOCIIIUTH poOOTy cepBepa CTBOPEHOTO Ha BIpTYyaJbHiil MaIllUHI;

* po3paxyBaTH IIapaMeTpH CepBepy Ta 3alUTiB 0 HHOTO.

06’exT Hocaipkenas — QYHKIIIOHYBAaHHS, 3HAYEHHS Ta 3arajbHe Bukopuctarus DNS.

IIpeamer mocaimkennss — cucrema jomeHHux imed, DNS-cepsep, sanuTu Ta moBijoMIeHHS.



MpuHunMnu nobyaosu nporokony DNS

[na oTprMaHHA BIANOBIAHOCTI MiXK iMeHamMK BY3AiB Ta iX IP - agpecamu BukopuctoByeTbea npotokoa DNS
(Domain Name Service). Cuctema soMeHHUX iMeH fiBAsie coboro po3snoaineHy 6asy aaHux, Lo
BUKOpUCTOBYIOTbCA 3acTocyBaHHAM TCP/IP ana BctaHoBAeHHs aaHol BianosigansHocTi. Takox DNS

BMKOPWUCTOBYETLCA AJ1A MapLUPyTU3aLil e1eKTPOHHOT NOLWTK.
NMpotokon DNS ao3BoAse KnieHTaMm i cepBepaM cniskyBaTUca Mix coboto.

BusHauHuk (resolver) BukoHye goctyn ao DNS 3actocyBaHHsA. BusHauHuK— Le nignporpama, Wwo
BMKOPUCTOBYETLCA AN CTBOPEHHA BiNpaBieHHA i iHTepnpeTaLlil nakeTis, LLO BUKOPUCTOBYHOTHLCSA

cepsBepamu iMeH y Mepexi.



OcHoBu DNS

ICHyOTb TPY TUNW AOMEHIB:

1) arpa — ue cneLjiaibHUA JOMEH, LLIO BUKOPUCTOBYETLCS ANA 3iCTaBNEHHS aapec Ta iMeH;
2) 3aranbHi abo opraHi3aLiiHi JOMeHM — iX YCbOro CiM, MatoTb Y cobi TPUCUMBObHE
3HaueHHs (com, edu, gov, int, mil, net, org);

3) AoMeHu KpaiH abo reorpadiuHi — MaroTb ABOCMMBOJIbHE 3HaueHHs (Ua, ru, ag, by).

Yci BOHM YTBOpPIOIOTb pa3oM oaHe "abcontoTHe JoMeHHe im's".

l\'npencnul“l JloMen 6e3 Ha3BH

JIOMCHH
pEEmDE @ @ @ @ ° @
PIBHA
JIOMEHH

apyroro
PpiBHA

@ sun.vat.edu rada.gov.ua

| 3ara/ibHi I0MCHH | JOMCHH KpaiH
| ) < >

A

33.13.252.140.in-addr.arpa.



dopmat nosigomneHHa DNS

fonosHoto dyHKLUieto npoTokony DNS e kepyBaHHA B3aemogiero Mk DNS-knieHTom Ta DNS-cepsepom.
DNS-knieHT Bianpasase 3anuTt, a DNS-cepsep noseprae BigNOBiAb, WO MIiCTUTb HEOBXiAHY ANA KNiEHTa
inpopmauito. lokansHuin DNS-cepBep Haacunae BigNoBIAl KNi€EHTaM | BUAAE 3aMUTU IHLUUM cepBepam.

KopeHesi cepBepu HajaroThb inLe BIANOBIAI

Bci DNS — 3anuTu noainatotbc Ha pekypcuBHi abo iTepaTuBHiI.
PekypcuBHUIA 3anuT BuMarae, wob DNS-cepsep, akmii npuintmac 3anut, cam BUKOHYBaB NepeTBOPEHHS.
ITepatvBHuii 3aNvT BUMarae, Wob AaHWiA cepBep Yy BIANOBIAI KNieHTy Hadas IP-agpecy HacTynHoro B

iepapxii DNS-cepBepa. KopeHeBi cepBepyn 0bCayroByroTb NnLIe iTepaTUBHI 3anuTu.



MpuHunnu PpyHKuyioHyBaHHA DNS

PosnopgineHa 6asa
BaHUX

DNS BukopucToBye
posnoaineHy 6asy aaHux,
L0 AO3BONAE WBUAKY
06pobKy 3anuTIB Ta
36epeKeHHA pe3epBHUX

Komin.

KewyBaHHA

Cepsepu DNS
BMKOPWCTOBYIOTb Kelll A/1A
3bepexeHHA pe3y/bTaTiB
nonepeaHix 3anuTise, WO
3MeHLWye Yac BignoBiai Ha

MaWBbyTHI 3annTK.

3aranbHOAOCTYMNHICTb

DNS € zaranbHOAOCTYMHUM
cepsicom, LLO AO3BOAAE
Be6-bpaysepam Ta iHLWKUM
nporpamam 3BepraTucs Ao
cepsepis DNS ansa
oTpUMaHHA HeobxiaHoT
iHpopmalLii Npo AOMEHHI

imeHa.



Mpobnemu PpyHKUiOHYBaAHHA DNS-cnymGu

v.coolsite.com)=?

secrel.com

“Irops” xubimx

DNS- zimoBsLieit 801 incHI
DINS-cepeqss
E g

Xoerl Xoer2

Xubmit cepoep
DN ‘q‘"q' secret L‘u‘l:n !
Dasa | (XOCT araxyviodorn)
Pexypeunmil 3 ma
nowmyx [P-anpecy cafira -
wwweoolsite.com Tt Mapmpyruzarop @ =

e T

secret.com

Xubmnit

TP (www coolsite com) E
123.123.123.123 @

Xoer 1 Xoer2

XuGuuii cepsep

OpHieto 3 OCHOBHUX Npobaem € atakm Ha DNS, Taki Ak DN S-
nigmiHa Ta DN S-oTpyeHHa. Li ataku cnpamoBaHi Ha
nepexonneHHa abo mogudikauio DN S-3anuTis, WO MoxKe
NpuW3BecTM 40 NepeHanpas/ieHHA KOPUCTyBaYiB Ha ¢anblumBi BeO-

cantn abo obmerxkeHHs AOCTyny A0 NeriTMMHUX pecypcis. - s
AeCIVIV Y PGV TaKkoK BaXkMBOK € Npobiema BUTOKY KOHDIAEHLAHOI

iHbopmauii yepes DN S-3anutn. HewundposaHa nepegaya
iHbopmaLii moxke cTaTh 06'eKTOM aTak Ta NOPYLUMTU NPUBATHICTb
[pyroto npob1emoto € CKapru Ha BiACYTHICTb CTaHAapTM3aLji Ta KOpMUCTyBadiB.
CYMICHOCTI MiXK pisHUMmU peanisauiamm DNS. Le moxe
NPU3BOAUTM A0 TOTO, WO AEAKi Pecypcn MoXKyTb ByTU HeAOCTyMHi
ONA KOPUCTYBaYiB, AKIi BUKOPUCTOBYHOTb NeBHi DN S-KnieHTH umn
cepsepu.



3Ha4YeHHA mepeXkeBUX aHanNi3aTopiB Ta ix
ocobausocrTi

MepexeBi aHani3aTopu, TaKoX BIAOMI AK aHanizaTopu Tpadiky, npoTokonie abo nakeris, €
nporpamamu abo NpUCTPOAMU, NPU3HAUEHUMW ANS MOHITOPUHTY Ta aHanisy Tpadiky, Wo NPOXoAUTL
yepes Mepexy. Lii aHanisatopu MoxyTb OnpaluboByBaTh HeobpobieHi ABIMKOBI AaHi, NepeTBopoYM

iX Y 3py4HMii A9 yutaHHa GOPMAT | CNpUAIOYM NOAANbLIOMY aHanNi3y Mepexi.

KomnoHeHTn mepexeBnx aHani3atopis, Taki K Aekoaep, bydepu, dinbTpn 3axonneHHs Ta
obnagHaHHS, BUKOHYHOTb TaKi BaXX MBI GYHKLI:
+ 36ip (NepLunin etan, mepeskesi aHani3aTopu BCTaHOBAOWOTL Mepeskesi KapTku iHTepdeiicy (NIC) B
"6e3nagHuin pexum");
* nepetBopeHHA (Apyruit eTan, nepeTBopeHHA 3ibpaHMx HeobpobneHUx ABIMKOBUX AaHWUX B 3py4HUI
ANA YuTaHHa Gopmar);
* aHani3 (TpeTiii eTan, NPOTOKOAWN, AKi byau 3ibpaHi Ha nonepeaHbOMY eTani Ta BUKOPUCTOBYIOTbCS Y

MepexeBoMY Tpadiky, MOXYTb BYTW ornaHyTi Ta npoaHanizoBaHi AN oTpMMaHHA iHGopmaLyi).



3arasibHe BUKOPUCTAHHA MmeperKeBUx
aHani3artopis

Y 3aKOHHOMY BUKOPUCTaHHI BOHWU MOXYTb MPUHOCUTK Be3nidv nepeBar Mepexi. AAMIHICTpaTopu Mepexi
aKTUBHO BUKOPUCTOBYHOTh Lii 3aCObU Ana onTUMI3aLlii MepeXi, BUABNEHHS Ta yCyHeHHs npobaeM, a Takox

ANs 3aXUCTY Bifl MOPYLUEHb Ta 3aTPUMOK.

BogHo4Yac BOHU MO>XKYTb BUKOpKUCTOBYBaTtlca ANA 34IMCHEHHA HE3aKOHHWX AiN, Taknx K Kpa,u.ix(Ka

KoH}iaeHUiHOT iHdOopMaLii UM NiACNYXOBYBaHHA MepeXi Xxakepamu.



Wireshark

Wireshark, BigoMuii aHanizatop MepexeBux nakeTis, NpeacTaBAse cOBO BIAKPUTUIA KOA ANA aHaNi3y

YCYHEHHA HecrnpaBHOCTel, MOHITOPUHIY Ta NPOTOKONIB MepeXi, AOCTYMHWIA 6e3KOLLTOBHO.

Takox BapTO Bia3HauuTK, WwWo Wireshark go3Bonsie ekcnopTyBaTy AaHi NakeTiB y pi3Hi dopmatn daiinie.
3py4Huii rpadivuHni iHTepdeic kopuctysada (GUI) pobute aHanis nakeTiB Nerknum ta AOCTYNHUM, WO

pobuTb Llei aHanizatop nonynapHuUM. Kpim Toro, nporpama TakoX niaTpUMYe BUKOPUCTaHHA Yepes
iHTepdeic KOMaHAHOro pajka.



rootakali:~# tcpdump -i eth® icmp -c 10 -w file.pcap

tcpdump: listening on eth®, link-type EN10MB (Ethernet), capture size 262144 bytes
10 packets captured

10 packets received by filter

0 packets dropped by kernel

rootokali:~# tcpdump -r file.pcap

reading from file file.pcap, link-type EN10MB (Ethernet)

:03:
103:
103:
:03:
103:
:03:
:03:
:03:
o'k H
103:

24,
24.
25.
25.

.163092 192.168.0.7

.165332 IP 192.168.0.7
.319381 IP 104.28.6.89
.168736 IP 192.168.0.7
.323582 IP 104.28.6.89

157259 IP 192.168.0.7 > 104.28.6.89: ICMP echo request, id 2153, seq 2836,
313600 IP 104.28.6.89 192.168.0.7: ICMP echo reply, id 2153, seq 2836,
160549 IP 192.168.0.7 104.28.6.89: ICMP echo request, id 2153, seq 2837,
314956 IP 104.28.6.89 192.168.0.7: ICMP echo reply, id 2153, seq 2837,
104.28.6.89: ICMP echo request, id 2153, seq 2838,

104.28.6.89: echo request, id 2153, seq 2839,
192.168.0.7: echo reply, id 2153, seq 2839,
104.28.6.89: echo request, id 2153, seq 2840,
192.168.0.7: echo reply, id 2153, seq 2840,

>
>
>
>
.317409 104.28.6.89 > 192.168.0.7: ICMP echo reply, id 2153, seq 2838,
>
>
>
>

Tcpdump

Tcpdump - Ue Wie 0ANH BU3HaHUIA MepeXxeBuii aHani3aTop, AKWIA NpaLoe y TEKCTOBOMY iHTepdeiici kKomaHaHoro paaka. Moro
MO/IMBOCTI BK/IHOYatOTb Nepernsj iAeHTudikatopis Mepexi, aHaniz NoBeAiHKM MepeXi, nepernaj napois, Beb-caiTis Ta iXHbOro

BMICTY, AKWI BIABIAYE KOPUCTYBauY.

MpoTe Ana BUKOpUCTaHHA tcpdump kopucTyBayeBi NoTpibHI NpaBa agmiHicTpaTopa. Baxanso Bia3Haunti, wo tcpdump He Takuit
IHTYITUBHWUIA Ta NpocTuii y BUukopwucTaHHi, sk Wireshark. lna 3su4ainHoro kopucryBada moxke 6yt Baxko posibpatuca 3 KomaHAHUM
PAAKOM, OCKiNbKYW BiH ornocepeiKoBaHO B3aEMOAIE 3 0OMeXeHO KiNbKICTHO MPOTOKONIB.

11



BMCHOBOK 12

* DNS - ue cucTema, AaKka 403BONAE KOPMCTYBa4am BBOLMTI 3p0O3YMIi ANA NOAWMHM HA3BKM CalTiB y NOWYKOBWUIA PALOK, a bpaysepy
oTpumysaTu IP-agpecy pecypcy, A0 AKOro NoTpiGHO 3BepHYTUCA.

*  OpHWM i3 KNHOYHOBMX BUCHOBKIB € TE, L0 MEPEXKEBI aHanizatopu 3abesneyyroTb onepatopam Mepexi BUCOKUIM piBeHb BUOMMOCTI B
npouecax nepenavi AaHux, 403BOMAKYN BYaCHO BUABNATH | BUpilyBaTK npobaemu 3 niaTpUMKOH cTabinbHOCTI Ta NPOAYKTUBHOCTI
MEpPEXI.

* 3'acoBaHo, Wo npouec 0bmiHy nogigomneHb y DNS rpyHTYETLCA Ha YiTKO BU3HAYEHMX NPOTOKO/AX Ta CTaHAAPTaX, 30Kpema Ha

npuHumMnax pobotn npotokony DNS, AKMIA BU3HAUAE B3aEMOAID MiX Pi3HUMM CKAAA0BUMM CUCTEMMU.

* MepekKesi aHanizaTopu, AK KAKYOBWUIA IHCTPYMEHT y cdepi iHhopMaLinHUX TEXHONOTIN, BUABAAOTLCA HEBIA'EMHOIO YaCTUHOI
aAMIHICTPYBAHHA Ta MOHITOPUHIY KOMN'IOTEPHUX MEPEXK.

* Ha ocHoei po3paxyHKkie napameTpie DNS-cepBepa Ta 3anuTie 40 HUX MOMHA NPUMHATU pillEHHA NPO HeobXigHicTb NiABULLEHHA
npoayktnsHocTi DNS-cuctemu. [Ina uboro MoxXHa BUKOPUCTOBYBATU TaKi MeTOAM, AK:

» Po3snopain HaBaHTaXeHHA MixK AeKinbKkoma DNS-cepsepamm

. BUMKOPUCTaHHA KellyBaHHA

. BuKopucTaHHA edeKTUBHMX anroputmis 0bpobKun 3anuTis

BMKOpUCTaHHA UUMX METOAIB A03BOAE 3abe3neunTn HaaiMHy Ta edpekTUBHY poboTy DNS-cMcTEMKM HaBiTb NPU BUCOKOMY HaBaHTaXKeHHI.



