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BCTYII

Komm’torepHi TeXHOJOT1i CTPIMKO PpO3BUBAIOTHCSA, KOXXEH HOBUH  PIK
IIPOMUCIIOBICTh TPOIMOHYE HOBI MPUCTPOI Ta TEXHOJOrI, SKI B MOAAIBLIOMY
3HAXOATh 3aCTOCYBaHHS SIK Y MOOYTOBOMY JKHTTI, TaK 1 HA BUPOOHUIITBI. BUWHATKOM
HE CTaJIM 1 KOMIT IOTEPHI MEPEeXKI1, SIK1 TAKOX MPONIIN JOBIUM €BOTIOLIAHUNA HUTSX.

Komm’torepHi Mepexi OynyroThCcsi 3a CEerMEHTHMM TmiaxoaoM. CerMeHTu
MOJIJISIOTh 332 MAacIIaTOHO — TEPUTOPIATBHOIO O03HAKOIO. Takui miaxij nepemdadae
MOJILJT CETMEHTIB 3a 1€EpapXI€lo.

[mo6anpra Mepexa (Global Area Network, GAN) - 1ie 3arajbHOIIIIaHETApHA
Mepexa, sika 00’€/IHye BCl KpaiHU Ta KOHTHHEHTH, 3a0e3Mneuye JOCTy KOPHUCTYBadiB
Mepexi B OyAb-sIKIA TOYL1 36MHOI KYJII.

Benukomacmitabna teputopiaapbHa Mepexka (Wide Area Network, WAN) —
CErMEHT, MpHU3HAYCHUN i1 00’ €THAaHHSI MEPEX MICHKOro Maciitady abo CUIbChKUX
pailoHIB, PO3TAIIOBAHUX HA TEPUTOPIi BEIUKOIO PETiOHY, JAEp’KaBH, KOHTUHEHTY, a
TaKOXX Ha PI3HUX KOHTUHEHTAX.

Mepexa wmeranonicy (Metropolitan Area Network, MAN) — cerment, 1o
OXOILIIOE TEPUTOPIIO MICTa, CLIBCHKOTO paiioHy, 061acTi abo perioHy.

JloxansHa mepexka (Local Area Network, LAN) — cermeHt, y sKoMy OCHOBHa
yacTMHa TpadiKy 3aMUKAE€TbCS BCEPEAMHI HEBEJIMKOI TEepUTOpIli, YCTAHOBH,
npoMucioBoro mignpueMmctBa 1 T. m. Cermentamu tumy LAN Takox € Mepexi,
YTBOPEHI MOETHAHHSAM JCKUTBKOX JIOKAJTHbHUX MEpPEXkK, PO3TAIIOBAHUX HA HEBEIUKIH
B1JICTaH1 OJIMH BiJ] OJJHOTO (MEPEX1 KaMITyCiB).

MeTor0 10CTiKEHHS € MOJIEpHI3allisi KOPIOPATUBHOT MEPEXKI MiAMPUEMCTBA .

OO0’ €KTOM JTOCIIJPKEHHS € MPUBATHE MiAIPUEMCTBO.

[Ipenmer mociikeHHS — TEJIEKOMYHIKAIliiHA MepeXka IMANmprueMCTBa. 3a1adi
kBanadikaiiiHoi podotu: MoaepHizallis JOKaabHOT MEPEX1 MANMPUEMCTBA Y 3B A3KY
3 PO3LIUPEHHSIM BUPOOHUYMX CIIPOMOKHOCTEH. Po3pobieHa 1 moOynoBaHa JoKaabHa

Mepe)ka TMOBHMHHA CKJIQJAaTUCA 3 pOOOYMX CTaHIN Ta TpeudepiiHuX TPHUCTPOIB,



MapIIpyTH3aTOPiB, TAKOXK MOBWUHHI Oyt Touku noctymy Wi — Fi, cepBep mis
PE3EPBHOIO KOIMIIOBAHHSA JAHUX.

Oxpemoro BUMOTroto Oyle HasBHICTb JiKepena 0e3nepeOiifHOro >KUBICHHS st
KOMIT FOT€pPIB Ta MapHIpyTHU3aTOpiB, a TAaKOX PE3EpBHOIO TreHparopa ajisg poOoTH
Mepexi B yMOBaXx, KOJIA € IPOOJIEMHU 3 )KUBJICHHSIM.

Jlist mepeBipKu Tpare3aaTHOCTI JTOKAIBHOT MEpEeXKI 1] 4ac MPOEKTyBaHHS Oy/ie
BukopuctoByBarucsi Cisco Pocket Tracer — cumynstop Mepexi mnepenadi,
po3pobnenuii komnaniero Cisco Systems. BoHa no3Bosisie OyayBaTu Mparie3aaTHi

KOMIT FOT€pHI MEPEXKi, HAJIAIITOBYBAaTH MapIIPYTU3aTOPH Ta KOMYTATOPH.

1 OCHOBHI EJIEMEHTH MEPEKEBUX TEXHOJIOT'TH

1.1 MepexHi TomoJiorii



Tomonoriss «muHa» mnependadae, MO BCl MPUCTPOI MEPEXi MIAKIIOYEHI 0
onHoro kab6enss (Pucynoxk 1.1), Ha KIHISX $KOTO TOBIMHHI OyTH 3anTyIIKd
(repminaropu). Ha 0a3i Takoi Toaonorii Oyaytorecs 10-tu MeraOitHi mepexi Ethernet
(10Base — 2, 10Base — 5). BUKOpPHCTOBY€ThCS, SIK MPABUIIO, KOAKCIaIbHUN KaOEeb.
Taka Mepeska pocTa y HaJalITyBaHHI Ta MOHTaXi, JICIIEBA, SKIIO BUXOAYTH 3 JIaTy
ofgHa poOoua CTaHIIisI, MEpeka MPOAOBKYE MpaloBaTU. AJle SKIIO BHHHUKAE SKACh
HECIIPaBHICTh B SIKOMK — HEOYTh MICIIl, TO BUXOIUTH 3 Jady Bcs Mepexa. Jlocuth
CKJIQJHO IIyKaTH HecnpaBHOCTI. Hu3bka MPOAYKTUBHICTH Yy IMOPIBHSAHHI 3 1HIIUMU

TOIOJIOTISIMH.

Poboya ctanuin  Pobova cranuin Poboya cranuin

Pucynok 1.1 — Tonosiorist «ImHa»

Tomosorist «kible» nepeadadae, MO yci pododi cTaHIlii 3B’s13aHl GI3UYHUM
KuTblleM. SIK cepuaoBWINE Tepenadyi JTaHWX BUKOPHUCTOBYIOTHCS, TIEPEBAKHO, BUTA
mapa Ta ONTOBOJOKHO. [lOBIAOMJIEHHS HMPKYIIOIOTH MO KOMY. SIKIIO KOMIT FOTEp
pO3Mi3HA€E aJpecoBaHl HOMY JIaHi, BIH KOIIIOE iX y BHYTpilHIA Oydep. Yac nepenaui
MOBIJJOMJICHb 3pPOCTA€ TPOMOPIIMHO 30ITBIICHHIO KUIBKOCTI POOOYMX CTaHINHN Yy

mepexi. s mepexx Ethernet Taka Tonosorist He BAKOPUCTOBYETHCSI.



Pucynok 1.2 — Tomosoris «KiIbIe»

B ocHOBI JOKanmbHOT Mepexi, sika ToOyJIoBaHAa 3a TOIOJOTIEID «3IpKay
(Pucynok 1.3). Ii npunnun nonsrae y ToMy, IO KOXEH KOMII'IoTep a60 iHImii
MPUCTPIA MiIKITIOYAETHCS KaOeleM He 10 I1HIIOTO KOMIT IOTepa, a JO0 CIeiaIbHOTO
MepeXeBoro oOJagHAHHS, B POJII SKOTO MOXYTH BUCTymnatu KoHieHTpartop (hub),
KoMKTarop (switch), mapmpytusarop (router). IlepeBaroro Takoi TOMo’dOrii € Te, IO
IpU pO3pWBI 3’€MHAHHS MDK OJHHM 3 TMIIKIIOYEHUX TPUCTPOIiB 1, HANPHUKIAI,

KOMYTaTOPOM, TO BCS 1HIIIA MEpPEeXkKa MPOAOBKYE MPAIIOBATH.

Pucynok 1.3 - Tonosoris "3ipka"

[TpaBna, KO UMM NPUCTPOEM OyB €IMHUN CEpBEpP, TO BIAHOBUTU POOOTY
Mepexi Oyae nocuTh Baxko. [lpum Buxomi 3 saay KoHUEHTparopa (a0o 1HIIOrO
"meHtpa'") Mepeka mepecTaHe IMpalfioBaTd. Taka TOIMOJNOTIS Mae TepeBary Ipu
MOIIYKY YIIKOKEHb €JIEMEHTIB Mepexi: Kadess, MEpeKHUX aJanTepiB, 3'€AHaAHb Ta
1H.. Taka TOMOJIOrisd TAaKOX 3pyHa IpHU JI0JaBaHHI HOBUX IMPUCTPOIB JO Mepexi. Sk
CEepUJOBMILE Mepeaadyl JaHUX BUKOPHCTOBYETHCS BHUTAa Iapa Ta ONTOBOJOKOHHI
kabeni. B temepimHiii wac 100 1 1000 MO6itHi mepexi Ethernet OymyroThbes

NepeBaKHO 3a TOMOJIOTIE0 "3ipKa".



1.2 KaGeabHi cuctemMu

HeBing’emHor0 9yacTuHOIO Oynah — SKOI TEJICKOMYHIKAIIMHOI Mepexi € JiHii
3B’s13Ky. JIiHis 3B'SI3Ky CKJIaJIa€ThCsl B 3araJIbHOMY BUMIAAKY 3 (PI3MYHOTO CEPE/IOBHUIIIA,
M0 SIKOMY TEpEeJaloThCs EJICKTPUYHI 1H(POpMAIlIiHI CUTHAIH, amaparypd nepeaadi

JAHUX 1 TPOMDKHOT anaparypu. MHOHIMOM TepMiHa JiiHis 3B's13K (line) € TepmiH KaHa

3B's13Ky (channel)[2].
ANapaType Mepelad  Ng iwuix gyanie D3 HE CEPRAOBHILE IEPEIAYT AAHNAX
nandx (AND) wepeH
abo (DICE)

. MyneTi= Komty= DewmynsTi= - |:|
| ——{ Momewm Mipcumosay }7 eKCOp rartop o 4|I1|,qcm.nm3a~4 Mogem -
Kirnere DCE

(RTINS Mpomixcke oBaaTnanun Ainil 3"w3Ky (AN DTE
nunm (KO Iy o o gl (Kon)
1o DIE |, Jimis 38'mKy )

Pucynok 1.4 — Cxewma niHii 3B’ 53Ky

Cxama kaHany 3B’s3Ky 300pakeHaH Ha pucyHky 1.4. CepuaoBule nepenayi
JAHUX MOXKE TPEJICTABIATH co00t0 K Kabenb (Pucynok 1.5) — Habip mpoBIIHUKIB 1
130JISIITHUX O0OJIOHOK, TaK 1 3eMHY arMocgepy 4d KOCMIHUM MpOCTIp, yepe3 fKi

NOIIHUPIOIOTHCS eIeKTpoMarHiTHi Xxsui (PucyHnok 1.6).

B
N

MPOEa0o0oel (NOSIMPAHI)

o

™ KabenbHl (MIOHI | 00KOHHO-ONMUYHI)

Pucynok 1.5 — IIpoBoaoBi Ta kabenbHI KaHAIN 3B’ I3KY



PadiokaHaiu HA3eMHO20 1 CVIVINHUKO8020

36A3KY

Pucynok 1.6 — Kanan cylyTHUKOBOTO 3B’ 13Ky

[TpoBomOB1 JiHII 3B’S3KYy MPEICTABIISIIOTH COOOK MPOBiA 0e3 130JIAI1, KUK
NPOKJIAJICHUNA IO CTOBHNAM 1 BUCUTH y TOBITpl. Taki JdiHIT 3B’S3Ky, AK HpaBUIo,
BUKOPHCTOBYIOThCSL JUIsl Tepefadl TenedOHHUX YW TelerpadHUX CHUTHAJIB, a 3a
noTpeOr HUMHU MOXKHA TIiepeaaBaTH 1 koM roTepHi ganHi. [IIBuakicTs nepeaayi janux
1 3aBaJ03aXMILEHICTh Yy TAaKUX JIIHIAX JaJeKO HEe HalKpalla, TOMY ChOTOJHI BOHH
IIIBUJIKO BUTICHSIIOTHCSI KaOCITbHUMH KaHaJIaMH 3B’ SI3KY.

KabGenbHi niHIT SBASAIOTH COOOK JOCUTH CKJIQJIHY KOHCTpyKIio. Kabenb
CKJIaIa€ThCSl 3 TMPOBIIHUKIB, YKJIAJEHUX Yy KUIbKa INapiB 130JAMii: €eNeKTPUYHOI,
CJICKTPOMArHITHO1, MEXaHIYHO1, a TaKOXX, MOXKJIMBO, KiiMaTu4dHOi. Kabens Moxe OyTr
OCHAIIICHUH po3'eMaMu, IO JO3BOJISSIOTH IIBHUJIKO BUKOHYBATH MPUETHAHHS 10 HHOTO
pI3HOTO yCcTaTKyBaHHsI[2].

VY KOMIT’IOTEpHUX MEpPEKax BUKOPUCTOBYIOTHCS TPU OCHOBHI THUITU KaOeiB:

1. Kabeni Ha OCHOB1 BUTOI NTapy MIAHUX MPOBIIHUKIB.

2. KoaxkcianpHi ka0ei 3 MiTHOIO KHJIOKO.

3. BosiokoHHO — ONTHUYHI Kabei.

Tun xabenro «BuTa mapa» abo «CKpydeHa mHapa» € HaWmomupeHimuM. Bix
MICTHTh JIBI a00 OLIbIlIe Mapy MPOBITHUKIB. B KOXHINM Mapi MPOBIIHUKUA CKpyYEHI
OJIMH 3 OJHHUM II0 BCii HOBXKHHI KaOemto. Lle m103BojIsg€e MABUIUTH 3aBaJOCTIMKICTh
Ka0ero 1 3MEHIIUTH BIUTMB CUTHANY B KOXKHIN mapi Ha Bci iHml. MakcumasiabHa

BIJICTaHb TME€pelaBaHHs MpuU Horo BuUKopucTaHHi 1.5-2.0 kM, a MakcuMaiabHa



mBUAKICTb- 1.2 T'6iT/c. TpuBamicte mommpeHHs curHamy 8-12 Hc/M. 3aracaHHs
curHany 12-28 J16 va 100 m Ha yactoti 10 MI'11.

HailinommpeHimuM cepuoBUIIEM JUIsl NIEpeadl JaHUX Ha KOPOTKI B1JICTaHI
(mo 100 metpiB) € HeekpanoBaHa Buta napa UTP (Unhielded Twisted Pair). Kpyuena
napa UTP — ue BiciM MIAHUX APOTIB, CKPYyY€HI OMApHO B CHUIbHIN 130ss11ii. BoHa €
HAWUTIOMMPEHINIO Ta HAWIEMICBIIO KpPY4YeHOI I[aporo, MpoTre B pasl 1l
eKCILTyaTallii BAHUKAIOTh IPOOIEMHU 3 €JICKTPOMArHITHOK CYMICHICTIO[2].

€ TakoX eKpaHOBaH1 BaplaHTH BUTOI MapU:

1. FTP (Foiled Twisted Pair) — ¢onbroBana Buta napa.

2. STP (Shielded Twisted Pair) — ekpaHoBaHa BuUTa mapa.

VY nopiBasaHl 3 UTP, ekpaHoBaHI BapiaHTM BUTOI Mapu MarOTh IIHPUINI
YaCTOTHUH [lana3oH MepeaBaHHs, MEHIIE €JIEKTPOMAarHiTHE BUIIPOMIHIOBAHHS, alie
iX Il1Ha 3HAYHO JIOPO’KYa, a TAKO’K BOHM CKJIAQJHIII Y MOHTaXi. Biibln geTanbHO 11e
nokazaHo y tabmuui 1.1.

Tabnuis 1.1 — IopiBHSUIBHI XapaKTEPUCTUKU CKPYUYECHHX Tap

ITokasuuk UTP FTP S/FTP S/STP
Iina B $3a 1 km 200-300 280-420 460-690 700-1050
MaxkcumainHa 100 150 300 300

yacrtora, MI'1q

ToBmiuHa, MM 5.1 6.2 6.5 7.3
Bcranosnenus Jlerke Jlerke Jlerke Baxxke
3a3zeMIIeHHSA Jlerke Baxke Jlerke Jlerke

KoakcianbHuii kabenb (coaxial) Mae HECUMETPUYHY KOHCTPYKIIIO 1
CKIIQJAE€ThCS 3 BHYTPIMIHBOI MIAHOT KHJIM ¥ OTUIETKH, BIIIUICHOI BiJ UM IIApOM
130ms111i.  IcHye Kinbka THIIB KOAaKCialbHOTO KaOearo, 10 BiAPIZHAIOTHCS
XapaKTepUCTUKAMU W OOJAcCTIMHU 3aCTOCYBaHHS — ISl JIOKAJIBHUX MEPEXK, IS
r7100aJIBHUX MEPEXK, M1 KabeapHOro TejaedadyeHHs 1 T.1.[2].

BynoBa koakciaJibHOTO Kabeo 300pakeHa Ha PUCYHKY 1.7.



Pucynok 1.7 — bynoBa koakcianpbHOTO Kabes

| — IeHTpanbHa xuia.

2 — BHyTpilIHA 130J51114.

3 — Meranesa ormiTKa.

4 — 30BHIIIHSA 000JIOHKA.

JloHegaBaHa MIMPOKO 3aCTOCOBYBABCs 1 OYyB JOCUTH MOMYJISIPHUN depe3 Te, 110
Mae Kpally 3aBaj03axHuIeHICTh, HDK BUTA Mapa. Tako TaKWi TUIT KaOearo Mae OUIbII
MUPOKy cMyry nponyckanHs (Oumemie 1 I'Tu), Jlo HBOro Bakue MeXaHIYHO
HIJKITIOYUTUCS U1l HECAHKI[IOHOBAHOTO IMPOCIYXOBYBaHHS MEPEXi, BIH A€ TaKOXK
MOMITHO MEHIIIE EJeKTPOMArHiTHUX BUIIPOMIHIOBaHb 30BHI[2]. Aje MOHTax 1
00CJIyroByBaHHS Takoro kabemto OUTbII CKIAHIII, HIXK BUTOI TapH, BapTICTh BUIIA B
1,5 — 2 pa3u. CkmangHima i yCcTaHOBKAa po3’€MIB Ha KIHIAX Kabemro. Yepes i
dakTopu 3apa3 oro 3aCTOCOBYIOTh PiJIIIE.

BonokonHo-ontuunuii kabenb (optical fiber) ckimamaerbcst 3 ToHkux (5-60
MIKpPOH) BOJIOKOH, IO SIKUX TOIIUPIOIOTHCS CBITIOBI CUTHANMU. [le HalO1mbI SKiCHUN
THUIT KaOeao — BiH 3a0e3neuye nepeaady JaHuX 3 Jy’Ke BUCOKOIO MBHUAKICTIO (110 10
['6iT/3 1 Bumie) 1 A0 TOro * Kpaille IHIIMX THUIIB TMepeaaBalibHOI CEepelIOBUIIA
3a0e3mneuye 3aXHCT JIaHUX BIiJl 30BHINIHIX Tepemkoa. bymoBa BOJOKOHHO —

ONTUYHOTO Kabessi 300pa’keHa Ha pUCYyHKY 1.8.
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Pucynok 1.8 — bynoBa BOJIOKOHHO-ONTUYHOTO Ka0ems

VY neHtpi kabesst 3HAXOJUTHCS CepPIIEBUHA — CEPHUIOBHUIIIE, MO SKOMY CHUTHAIIA
nepeaarThbesl Y BUMIISIII MOAYILOBAHUX CBITIOBUX IMITYNbCiB. HaBKoO cepumoBuiia
po3MIleHa OOOJIOHKAa 3 BEIMKAM KOE(DIIIEHTOM TEPEIOMJICHHS, 3aBISKH YOMY
MpoMiHb CBiTIa BigOuBaeThes B ceprieBuny BOK. Ile 3amobirae po3citoBaH HIO CBITIIA
IpU IPOXOJKEHH1 Horo mo kabemto. Bece ne 3axumae 30BHIMIHSA 00070HKA. Moxe
OyTH BUKOHAHA Y BUIVISZII OpOHBROBAHOTO TUIETIHHSA 31 CTaJ, YU TUIACTHKY.

OnToBOJIOKOHHI Kabesi OyBaroTh 2-0X THUITIB: OJTHOMOJIOBI Ta 6araToMoI0BI.

ToBmuHa XWX B OAHOMOAOBOMY KaOeml BIAMOBINAE JOBXKHUHI XBHII
cBITIIOBOTO curHany (~10Mkm), ociabieHHsi curHainy He3HauHe. CBITJIO T€HEpPYIOTh
HaIlIBIPOBIHUKOBI Jiazepu. MakcumaibHa IMIBUAKICTh TEPEAaBaHHSA JIOXOAUTH O
200 I'6it/c, a BincTans nepenadi 10 110 k.

Y GaratoMo0BOMY KaOei ACKUIbKa XKHUJI, € MOXKIHUBICTh OJHOYACHO IMOCHIIATH
KUJIbKa MOTOKIB JJaHuX. BifacTanpe nepenadi 10 2-3 K.

OnToBOoNIOKOHHUM Kabenb Mae OaraTto IiepeBar: BelMKa BiJCTaHb Iepenadi
(curHan y BOJIOKHI MaiiKe HE 3raca€), BUCOKa IIBHIKICTh Mepeaadi JaHUX, BHUCOKa
3aBaJI03aXUIICHICTh (HEMa€ 3aJeKHOCTI BIJ EJIEKTPOMArHITHUX MEPEUIKO),
3aXMINEHICTh, BIlJ HECAHKIIOHOBAHOro MMiAKIOUYeHHA. OCHOBHUMH HENOJIIKAMH €
BHCOKA BapTICTh KaOeto 1 o0MaHaHHs J1s MOro MiKIIOUEHHS, a caM Ka0elb € JayKe
YyTIMBUM 1 Mae€ MoraHy rHydkictb. Llepe3 mi ¢akropu onToBONIOKOHHI Kabeni
BUKOPHCTOBYIOTh MPU CTBOPEHHI MAaricTpajibHUX JiHIN 3B’S3KY, /6 BaKJIMBa came

JAJBHICTH 3B’ SI3KYIO.



Paniokananu Ha3eMHOTO 1 CYIMyTHHKOBOTO 3B'SI3KY YTBOPSITHCS 3a JIOTIOMOTOIO
nepefaBadya 1 MpuiiMada pajioXBUIb. ICHye BelMKa KUIBKICTh PI3HUX THIIIB
pajioKaHaiB, O BIAPI3HAIOTHCS K BUKOPUCTOBYBAHUM YAaCTOTHHUM [1alla30HOM, 75
TaK 1 JaJbHICTIO KaHamy. Jliama3oHu KOpoTKuX, cepenHix 1 moBrux xBuib (KX, CX 1
JX), Ha3uBaHI TakoX JAianazoHaMu amIuTiTyaHoi Moy (Amplitude Modulation,
AM) 1o THITi BUKOPUCTOBYBAHOTO B HUX METOAY MOIYJISAII CUTHATY, 3a0€3MeUyI0Th
JTaJeKuil 3B'A30K, aje TPH HEBUCOKIM IBHAKOCTI TIepenadi  JaHuX. binbm
IIBUKICHUMHM € KaHaju, IO MPaIoTh Ha Jialla30Hax YJIBTPAKOPOTKUX XBUIIb
(YKB), nns sixkux xapakrepHa yactotHa monyisiis (Frequency Modulation, FM), a
TaKoX Jiana3zoHax HajaBucokux yactoT (HBY uu microwaves)[2].

KoskeH npucTpiii Mepexi OCHAIEHUI aHTEHOIO SIKa € OJJHOYACHO 1 MPUUMaYeM 1
nepenaBayeM eJIeKTPOMArHiTHUX XBWJIb, $IKI TOIIMPIOIOTBCA Yy arMocdepi abdo
BakyyMi 3i mBigkicTio 3 * 10% m/c.

EnexTpoMarHiTHuii cnektp Mae Oarato miama3oHiB. € OUISHKH YacTOTHOTO
Jana3oHu, SIKI BUIUTWIM U1 BUKOPUCTAHHS MPUCTPOSMM, IO HE BHUMAararoTh
miueH3ii HamsiaoBux opradiB. Lle mepudepiitni npuctpoi IIK, 6e3gporoBi LAN,
6e3napotoBi Tenedonu. Taki mpUCTPOi MPAIIOIOTh Ha YAacTOTHUX iama3onax 900
MIn, 241T, 15T,

Jns  nmoOymoBu ~ O€3ApOTOBUX  JIOKAJbHUX  KOMITIOTEPHHX  MEPEx
BUKOPUCTOBYIOTh TexHOJoriro Wi — Fi. Ile 3araapHOBXKHMBaHA Ha3Ba JJIA CTaHIAPTY
IEEE 802.11 nepenaBanHs u(ppoBHUX MOTOKIB AaHUX MO paaiokananax[2]. Crangapt
IEEE 802.11n BukopuctoBye cmyry dactotr 2,4 ['T1. Takox HaOupae momymsipHICTh

crauaapt IEEE 802.11ax (Wi — Fi 6), sikuii BukopucroBye cmyry yactot 5 I'T.

1.3 KomyHikauiitHi 3acodu Mepeski

Mogens OSI/ISO € KOHIENIIEI0 3aCTOCYBaHHS BIJKPUTHX CTaHAAPTIB,
COPSIMOBAHOKO Ha 3a0€3MEYEHHsS] CYMICHOCTI MK PI3HMMH CHCTEMaMH, IO J103BOJISE
MIHIMI3yBaTl KUIbKICTh YTOJ, SIKI HE MalOTh O€3MOCEepeIHHOTO BITHOIICHHS 10

oprasizaiii camoro 3’€lHaHHS MK cuctemamu. [lepma Bepcis cTaHIapTiB MOJENI



OSI/ISO Oyna BumymieHna sik cranmapt X.200. PoGora 31 crammapruzariii momemi

OSI/ISO, cninpHy yuacts y ki 6epyTh ISO 1 ITU-T, tpuBae no cborogni[1].

[{s Mmonenp nepenbavae 7 piBHIB, SIK MOKa3aHo y Tadmumi 1.1.

Tabmauws 1.1 — PiBa1 Mmomem OSI

Ne piBHs VYkpainceka Ha3Ba | AHriidicbka Ha3Ba | [lo3HaueHHs piBHS
7 [Tpukiaaamii Application A
6 IIpencraBneHns Presentation P
5 CeancoBuit Session S
4 TpancriopTHuii Transport T
3 MepesxeBuii Network N
2 Kananbauit Datalink DL
1 d13uyHul Physical Link PL

Ha ¢i3uuHoMy piBHI ONHUCYETHbCS SIK PO3MINIYIOTbCS OiTH 1H(OpMaIi y
cepumoBuill mepenadi maHux. lle mMoxxe OyTm BuTa mapa, KOoakCiadbHUN Kabemb,
ONTOBOJIOKOHHMHN Kabenb abo pamiokaHan. Ha 1mpoMy piBHI  OCHOBHUMU
XapaKTePUCTUKAMH € CMyTa TPOIMyCKaHHs, 3aBaJ03aXHINEHICTh, XBHJILOBUN OITip Ta
inme. Takoxk  peanizytorbest  Gi3uuHiI  1HTEpPEHCH MPUCTPOIB 3 TepeaaBaIbHUM
CEPENIOBUIIEM Ta IPUCTPOSIMU, MK SIKUMU BUKOHYETHCS TIEpe/laBaHHs OITIB.

KananpHuil piBeHb BIJNOBIJAE 3a SKICTh Hepenadi iHGopmaiii MK JBOMA
By3JlaMH MEpeXi, SKl 3B’s3aHI (PI3MYHMM KaHAJOM 3 ypaxyBaHHSM OCOOIMBOCTEH
CEepUIOBHUIA Tiepeaayul JaHuX. SIKIIO 3’€IHaHHS BCTAHOBIIOETHCA MIXK JIBOMA
KIHIIEBUMH CHUCTEMaMH, HE TOB’S3aHUMH O€3MOCepeHb0, TO BOHO Oyle BKIIOYATH
JeKUTbKa He3alle)KHO (PYHKIIOHYIOUMX (GI3UMYHUX KaHAIIB Tepefadi jJaHux. [lpwu
nboMy (hi3UYHI CepeoBUIllA TMepeaadyi MOXKYTh BIAPI3HATHCS (Millb, OINTHUYHE
BOJIOKHO, e(dip). HecymicHUMU MOXYTh BUSBUTHCA ¥ BUMOTH 110 (OpMaTy MOAAHHS
JAHUX Yy KO)KHOMY KaHaldl, 10 Ha3UBA€ThCS JIHIMHUM KomyBaHHsAM[1]. ¥V Takomy
BUIAJIKy KaHAJbHUI PIBEHb BUKOHYE (DYHKUIIO aJanTaiii JaHUX 0 TUIY (P13HYHOTO
KaHally 3B’s3Ky. BIOK JaHMX Ha KaHaJbHOMY pIBHI HA3MBAETHCS KaapoMm abo

¢bpeitmoM. [HIIIOIO BakJIMBOIO (DYHKIIE€I0 KaHAJIBLHOTO PiBHS € KEPYBaHHS JOCTYIIOM



JI0 KaHaTy 3B’SI3KYy, CHHXPOHI3aIlisl KaJapiB, KEPyBaHHsS TMOTOKOM JaHUX, aapecarlis,
BCTAHOBJICHHS 3’ €HaHHS Ta po3’eqHaHHs. [IpoTokonu kaHaaOHOTO PiBHS:

1. HDLC — npouenypa ympaBiiHHS JaHKOIO JaHUX BEPXHbOTO PIBHS IS
MOCJTIZIOBHHU 3’ €JTHAHb.

2. IEEE 802.2 — 3a0e3neuyye ynpaBliHHS JIOTIYHUM KaHAaJIOM, a TaKOX

MIPaBIIHHS J0CTyNoM 10 cepenosuiia nepeaadi (MAC).

3. Ethernet (IEEE 802.3) — mnokambHa Mepeka Ha OCHOB1 TIIPOTOKOJY
CSMA/CD.
4. Token Ring (IEEE 802.5) — wmepexeBa apXiTekTypa 3 TOIOJIOTIEO

«K1IpLe»po3podiaeHa pipmoro IBM 1 mparroroya 31 mBuaKicTIO 4 MOiT/C.
MepesxeBHil piBeHb — 1€ KOMIUIEKCHUW P1BEb, IKUH BUKOHY€E HAWBAKIIMBIILY
GYHKINI0 TEJIEKOMYHIKAIIMHOT Mepexi — 3a0e3nedye 3B’SI30K MK KIHIIEBUMU
npuctposMu Mepexi. Lle 3abe3nedyeThcsi MIIIXOM HaJaHHS HACKPI3HOTO KaHaly,
KU KOMYTOBAaHUN 3 OKPEMUMH JUISHKAMHU BIAMOBIIHO O ONTUMAaJIbHO OOpaHOro
MapHipyTy, JIOTIYHOTO BIPTyaJdbHOTO KaHaldy abo Oe3lmocepenHbhOi MapiipyTh3alli
OJOKYy JaHUX y mpoleci oro qoctaBku. OCHOBHOIO (DPYHKIIIEI0 MEPEKEBOIO PIBHS €
MapmpyTtu3aiis. BoHa monsrae B TPUAHATTI pIIIEHHS, Yepe3 sKi KOHKPETHO
OPOMDKHI TNYHKTH TOBMHEH TMPOWTH MapuIpyT T[epelaBaHHs JaHUX, fAKi
HAIpaBJSIFOTBCA 3 OJHIET KIHUEBOI CHCTEMHU B 1HIIY, Ta SIK Ma€ BUKOHYBaTHUCS
KOMyTallisg (ska BIAMOBIJAE KOHKPETHOMY MapIIpyTy) MiIX BXOJaMU Ta BHXOJaMHU
MEpEeXKEBUX MPUCTPOIB, PO3TAIIOBAHUX Yy TMPOMDKHMX MyHKTax Mepexi[2].
OCHOBHHMMHU IIPOTOKOJIAMH MepekeBoro piBHA € IPv4, IPvo, ICMP, IGMP, IPX.
TpancnoptHuii piBeHb 3ae3leuye KepyBaHHSAM 1 OE3[OMWIKOBY Iepenady
JAHUX MiJ JBOMa KOpUCTyBadaMu Mepexi. Uum BuUIAa CKIAAHICTH IPOTOKOJIIB
TPAaHCIIOPTHOTO  PIBHA  3BOPOTHO  TPOMOPIiiiHA  HAAIMHOCTI  CEpBICIB
HIDKYEPO3TAIIOBAaHUX PIBHIB (MEpPEKeBOro, KaHaibHOTO ¥ (pizuunHoro). Ile Bumarae
pO30OUTTS BENMKUX OJOKIB JAaHHUX Ha MeHIl (parMeHTH, $KI Ha3HBAaKOThCA
CEerMEHTaMH, OCKIJIbKM MEpPEXEBUU PIBEHb BH3HAUYa€ MAaKCUMAJIbHUIA PO3MIp MaKeTa,
KWW Ha3UBAETHCS MaKCUMaJIbHOIO onuHuIero nepeaadi (MTU), 1 axuii 3a71eXuTh Bl

MaKCUMaJIbHOTO PO3MIpy MakeTa, 0 HAKIaJAa€ThCsl BCIM KaHAJIOM Tiepenadi JaHuX.



OOcsr nmaHux y cerMeHtiMae OyTH TOCTaTHBRO MaJiMM, MO0 BMICTUTH 3aroJIOBOK
MEpPEKEBOT0 PIBHSI Ta 3ar0J0BOK TPAHCIIOPTHOTO PiBHS. TpaHCHIOPTHUIN PIBEHb TAKOX
KOHTPOJIFOE HAJIMHICTh 33JaHOTO 3B’A3Ky MDK BHUXIIHMM 1 KIHUEBUM XOCTOM 3a
JIOTIOMOTOI0  KOHTPOJIBHOTO  TMOTOKY, KOHTPOJIO TIOMHJIOK 1 MiJATBEPIKCHHS
MOCIIZIOBHOCTI Ta ICHYyBaHHSA. TpaHCIOPTHHUI pIBEHb TakKoX 3a0e3MeuuTh
MiATBEPHKEHHS YCIIIIHOI Tepeaadi JaHuX 1 HaJACWIA€ HACTYIHI JaHi, SKIIO HE
BUSBUTH TOMWJIOK. OCHOBHI ITpoTOKOIM TpancnoptHoro piBus: TCP, UDP, SCTP.

CeaHcoBHil piBEHb CTBOPIOE, HAJIAIITOBYE, KOHTPOJIIOE Ta 3aBEPUIYE 3’ €THAHHS
MDK JBoMa 4 Ounbiiie xoctamu. CeaHCOBUM piBeHb 3a0e31meuye BUKOHAHHS (QYHKITIN
KepyBaHHS CEaHCOM 3B'SI3Ky (CECi€l0), OpIEHTOBAaHMM Ha HACKpI3HY Mepenady
MOB1IOMJICHb, TaKUX, HANPUKIIA, K BCTAHOBJICHHS M 3aBEpILEHHS Cecii; KepyBaHHS
YEeproBiCTI0O ¥ pPEXKUMOM Tiepenadi JaHuX (CUMIUIEKC, HaIiBIYIUIEKC, IYILUIEKC);
CHUHXPOHI3allisl; KepyBaHHS aKTHBHICTIO CeCli; CKJIaJaHHS 3BITIB MPO HaJ3BUYalHI
cutyartii. Pazom i3 TpaHCIIOPTHHM piBHEM CEaHCIB pPiBE€Hb (POPMy€E MPOTOKOIH,
OpIEHTOBaH1 Ha BCTAHOBJICHHS 3'€ JHAHHS I MPOTOKOJIU, SIK1 320€3MEeUYIOTh JIs1 BUILIUX
pIBHIB HaJliHMUI cepBic 0e3 BcTaHOBIEHHs 3'eqHaHHA[2]. IIpoTokonu ceaHcoOBOTo
piBas: RPC, PAP, L2TP, gRPC.

PiBeHb npezacTaBieHHs BCTaHOBIOE (OpMaT JAaHUX 1 MEPETBOPEHHS AAHUX Y
dopmar, BHU3HAUEHUN NPHUKIATHUM pIBHEM, a TaKoX 3BOPOTHE IEPETBOPEHHSI.
3abe3neuye MOJAHHS JTaHUX B Y3TOIKEHUX (opMaTax 1 CUHTAKCHC 1, TPAHCIALI U
IHTEpIpeTalilo MporpaMm 3 pI3HUX MOB, MWUGPYBaHHS W CTUCHEHHS JaHHX.
ITporokomnm piBHs npeactasieHns: AFP, ICA, LPP, NCP, NDR, XDR, X.25 PAD.

[Ipukiagauii piBeHb — II€ PiBEHb, SKUW € HaWOIMKUYUM 10 KOPHCTyBaya 1 11e
O3Ha4yae, M0 KOPHUCTYyBad B3a€EMOJIE€ 13 JONATKOM, B SIKOMY pealli3oBaHa KIII€HT -
cepBepHa apxitekrypa. [lpukimagom Takux nomatkiB € BeO — Opaysep, cepBicu
eJIEKTPOHHOT ToiTH, (aiinm — cepsep. Lleil piBeHb Hamae cepBicu 0e3MOCEPETHBO
JUISL IPUKJIQJHUX [porpamMaM KOPHCTYBadiB, 1AEHTH(IKY€E 1 BCTAHOBIIOE HASIBHICTH
NPUKJIAJHUX TPOLECIB, a TaKOK BCTAHOBIIOE 1 MOTOPKYE MPOLEAYPH YCYHEHHS
MOMMJIOK 1 YIIPABIIIHHS LUTICHICTIO 1H(GOopMarii [1].

[ToBTOproBaui (Repeaters) — BUKOHYIOTh (DYHKITIFO BIATBOPEHHSI CHTHAJIB 1 UM



JI03BOJISIFOTh TIOJIOBKUTH MAaKCUMaJbHY JIOBKHHY KabenbHOTO cermeHTy. CerMeHTH
Ethernet, 3’enHaHi MOBTOpIOBauYaMu, CTBOPIOIOTH €JMHE PO3AUICHE CEpPEIOBHILE
nepenadi ado JTOMEH KOJi3ii, TOOTO B yCIX CErMEHTaX BECTH Mepeadyy MOXKE TUIBKO
OUH TMpHUCTpi. MeTa Takoi peTpaHCiAIli CUTHANIB CKIAJAETHCS BHUKIIOYHO B
30UIBIIICHH] JOBKUHU Mepexi[2].

Konmnenrparop (hub) — 11e 6aratomoproBuii mosToproBad. Llepes 11e BiH 00’ €aHy€
BCI IIPUCTPOI B MEPEKY.

KonneHTparopu 1HOA1 BTpYy4arOThCS B OOMiH, JOTIOMAararouu yCyBaTu ACsiKi SBHI
MOMHJIKH OOMiHY. Y Oy/b-IKOMY BUIAJKy BOHHU MPAIIOIOTH HA MEPIIOMY PiBHI MO
OSI, tak sk MalOTh CIpaBy TUIBKH 3 (DI3UYHUMM CHUTHAjaMM, 3 OiTaMU MaKeTy 1 He
aHaNI3yI0Th BMICT MAaKETy, pO3MINIAJAI0UM MMAKET K €auHe uie. Ha nepumomy x piBHI
MPAIOIOTh 1 TPAHCIBEPH, 1 periTepH.

Ha nmanuiit MOMEHT BBa)XKA€ThCS 3aCTAPLIIUM, Mali’Ke HE BUKOPUCTOBYETHCS. Horo

3aMIHWIA KOMYTaTOPHY 1 MapIIpyTH3ATOPH.
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Pucynox 1.9 — 30BHIiNIHIN BUIIISIT KOHIIEHTPATOpa

Moctu (Bridges) Takox 3’€IHYIOTh CETMEHTHM MEpEXi, aje Ha BIAMIHY BIiJ
MOBTOPIOBAYiB, MAIOTh MEBHY JIOTIKY. BiH, K 1 MOBTOPIOBaY, BIATBOPIOE CUTHAI, SIKUN
HAJXOAUTh J0 HHOTO. AJie BIH TaKOXK Ma€ MOXKJIUBICTh MEPeBIpUTH (Hi3UUYHY aaApecy,
sKa HaJXOIUTh Yy MAKETi, Ha K1 JUISATHCS JlaHl mij yac nepegadi. MocTu nepeaaroThb
JIUIIIE T MaKeTH MEPexi, IKi MOTPiOHI B KOHKPETHOMY CErMeHTI Mepexi. [ MocTiB
€ Oarato ajroputmiB (unbTpamii maketriB. MOCTH AUIITH MEpexXy Ha CErMEHTH

(miamepexi). Tabmurs MocTa CrodaTKy MOPOXKHS, aje SK TITBKH MICT OTPUMYE 1



nepenae BIEpen MakeT, BiH CTBOPIOE B CBOIM TaOMUIN BXiJ 3 BHXITHOIO aJpEcoro 1
iHTepdeiicom npulyTTsa. 3 TUX Mip MICT 3HAE, Bl KOTO HAJAXOAUTh KOXKEH IAaKET, J0
SKOTO IYHKTY MpPU3HAYEHHS, BIJ SIKOro iHTepdeicy. MIcT TakoX poOUTh 3ammc
1H(bOpMAaIIil PO MYHKT MPU3HAYEHHS, BUKOPUCTOBYIOUM 1HPOPMAIIIIO, IO MICTUTHCS
B naketi. Mict 30epirae tabnuiio BianosigHocTi Mk MAC-aapecamu IpUCTPOIB 1
HOMEpPaMH CBOiX TOPTIB, K SKUM MiIKITIOYCHI CETMEHTH 3 TAHUMH MIPUCTPOsSIMHA|[2].
KomyTtatop (Switch) BukopucToBye TOmosorito Tumny "3ipka", € IpUCTPOEM 2-T0

piBHA 1 (PYHKIIIOHAJIBHO SIBJIsiE COOOK0 0araTtomopToBHM MICT, 10 KOXKHOTO MOPTY
SKOTO MOXKe OyTH TIIKIIOUCHHH OKPEMHM XOCT, KOHIIGHTPAaTop, cepBep abo
MapiipyTusartop|2].

Bin 3milicHIoe cermeHTailito Mepexi (oAUl Mepexi Ha miaMepexi). Takox
3a0e3neuye MexaHi3M MI>KCErMEHTHOTO 0OMiHY 1H(pOopMaIlii 3 BACOKOIO IIBUJIKICTIO.

[Ipyn miagkIrOYEeHHI J0 KOMKTaTopa KIHIIEBOTO MPHUCTPOI0 Mepexi (pobdoda
CTaHIli YW iHIIE OONaHAHHS) BCTAHOBIIOETHCA NBOOIHUHN (AYIUIEKCHUI) PEXUM
3B’ SA3KY.

Komyratop mae BHyTpimHio Tabmuuo MAC — azgpec, e KOXHOMY MOPTY
npucBoroeTbcss MAC — azpeca MiJKIIOYEHOTO A0 HBOTO MPUCTPOr0. Taky Tabiuirto
MO’KE€ CTBOPHUTH aJIMIHICTPATOp MepexXi , 800 BOHA MOXKE CTBOPIOBATHCH aBTOMAaTUYHO
KOMYTaropoM. 3a JOMOMOTro TaONuill ajapec 1 aapec oJiepkKyBaua, KOMYTaTop
Oprasisye BipTyaJibHE 3'€/IHAHHS TOPTY BiANPaBHUKA 3 TOPTOM OJIepKyBaya 1 mepeae
MAKeT Yepes 1€ 3'€THaAHHS.

Tabmurs 1.2 — Tabnums MAC-agpec komyTaropa

MAC — anpeca Homep nopra
A 1
B 2
C 3
D 4

Ha Pucynky 1.10 By3om A mnocwiae maketr By3ny D. Komu komytaTtop

3HAXOAUTh aJpecy OTpMMyBaua B CBOiM BIpTyajbHIA TAOMUI, BiH Mepeaae MakeT y



nopr 4.

1. Byzon A Hagcwnae
nakeT eyany D

BryTpiwHa
Tabnuus agpec

2. KomyTaTop Yitae anpecy ﬂ

—, 3. KOMYTaTop 3HaxX0guTh
OTpUMYEAYAE 3 NakeTa

appecy D e ceoiidl Tabnuui
i HAACWNae nakeT B NOpT 4

Pucynok 1.10 - BipryanbsHe 3'eqHaHHSA

BipryanbHe 3’€qHaHHS 3ajMILAETHCS Ha 4Yac Mepeaadl OJHOrO MakeTa, s
KOXKHOTO HOBOTO TakeTa BIPTyajbHE 3'€JHAHHS OPraHi3yeThCS 3HOBY Ha OCHOBI
aJpecH, U0 MICTUTHCS B JAHOMY MaKeTI.

[TakeT HaAXOAUTH JIMIINE HA TOH TOPT, A0 SKOTO MIIKIFOUCHHM ajapecar, 1HIII
KopuctyBaul (y Hamomy Bunaaky — B 1 C) He oTpuUMYIOTh 1ieH makeT. 3a JOMOMOT 010
Takoi TEXHOJIOT1] KOMYTaTOpH 3a0e3MeuyroTh 3aco0M Oe3MeKH, siKi HeIOCTYIHI Jis
KOHLIEHTPATOpI1B Ta OBTOPIOBAYIB.

[lepenaua paHux M™MbK Oyap — SKUMH [apaMud  [OPTIB  BIAOYBalOTHCS
HE3aJIe)KHO, 11€ 03HAYae, M0 JJIs KOKHOTO BIPTYaJbHOTO 3’ €IHAHHS BUIUIAETHCS BCS
cmyra npornyckanHs kaHaiy. Komyrarop 10 MOit/c Ha Pucynky 1.11 3a6esneuye
ogHo4acHy nepenady makera 3 A B D i1 3 mopty B mopt C 31 cmyroro 10 M6it/c ans

KOYKHOTO 3'€¢THAHHS.



Pucynok 1.11 — OpgHouacHe 3’ € HaHHS

JIst KOKHOTO 3’€THAaHHSA BUAUIAETHbCS cMmyra mporyckanas 10 MoOit/c, oTxe
CyMapHa NpOIIyCKHa 3/aTHICTb KOMTAaropa, SKWH NpUBEAEHO Buule, ckiagae 20
MO6it/c. Y BumaaKy, KOJIW JaHl MEPEeAaroThCs MK OUIBLIIMM YHCIOM Iap MOPTIB,
CMyra MpOMYyCKaHHS BIAMOBIIHO po3muproeThes. g npuknany, 48 nmoprosuid, 100
MerabiTHuil komytarop Ethernet moxe 3abe3neduyBaTu cyMapHy NMpPOIMYCKHY 3/1aTHICTh
2400 Mbirt/c.

[E]

10 Mi/s

10 MEle

Pucynok 1.12 — BapiaHT O10KyBaHHS

Bucoka mporyckHa 37aTHICTh KOMYyTaTopa 3a0e3IedyeThCs JIMIIE 3a YMOBH,



KOJIM OPTaHi30BaHO OJHOYACHE 3 €HAHHS MK yCiMa Iapamu MOPTiB. Alle pealbHUN
Tpadik, SK TMPUBUIO, TMPEIACTABISIE COOOK CHUTyaIlll0 «OAWMH 10 Oararbox»
(Hanpukian, OaraTo KOPUCTYBadyiB MeEpexki 3BEPTAIOThCA JO OJHOTO cepmepa). Y
TaKOMY PEXHMi POOOTH MPOMYCKHA 37]aTHICTh KOMYTaTropa, 10 HaBEACHO y TMPUKIIAIL,
He Oyne nepeBuiyBati 10 MOiT/c. 3a Takoro pexuMy poOOTH KOMyTaTOp HE MaTUMeE
CYTTEBOI ME€peBar, MOPiBHAHO 3 3BUYAHUM KOHIIEHTPATOPOM a00 MOBTOPIOBAUEM.
Ha pucynky 1.12 tpu By3nu A, B i1 D nepenatots nani By3zny C. Komyrtarop
30epirae maketu BiJ By3JiB A 1 B y cBOill mam'siTi IOTH, JOKM HE 3aBEPILIUTHCS
nepenaya nakera 3 Bysna D. Ilicns 3aBepiuieHHs nepegayi nakera KOMyTaTop MOYUHAE
nepeaBaTy MakeTH BiJ By3/iB A Ta B, siki 30eperiucs B mam’siTi KOMyTaropa.

Y naHoMmy BUNAJAKY NEPENyCKHA 3AaTHICTh KOMYTaTOpa BU3HAYAETHCS CMYTOIO
kanany C (y nanomy Bumaaky 10 Mo6it/c).

OaHuM 3 HaBaXJIMBIIMIMX IMapaMeTpiB € MNPOAYKTUBHICTH KoMmyTaropa. B
SKOCTI TTapaMeTPiB MPOAYKTHBHOCTI BUKOPUCTOBYIOTh TaKl MMOKA3HHUKHU:

1. IlIBigKiCTh MepeaBYl JaHUX MK ITOPTaAMHU.

2. 3arasibHa NMPOMYCKHA 34aTHICTb.

3. 3aTpumMKa.

[IBuakicTh Iepeaayl f1anux Mixk mopramu. [Ipu cmy3i nmpomyckanus 10 M6it/c
Ethernet moxe mnepemaBaru 14880 makeTiB MiHIMaJIbHOTO po3Mipy (64 Oaiita) B
cekyHay (PPS). Ilg xapakTepucCTHKa 3aJICKHTh BiJ BJIACTUBOCTECH CEpHIOBHUIIA
nepenasi JaHuX. Y TakoMy BHIIAJKy MOXKHa CKaszaTH, [0 KOMYTarop IIJIKOM
BUKOPUCTOBYE MOXKIIMBOCTI CEPHAOBHUIINA, HANAIOYM KOPHCTyBauyaM MaKCHUMAaJbHY
CMYTY MPOIMYyCKaHHS.

3aranpHa NpONyCKHA 3AaTHICTb. BuMiproerbest B M0Oit/c abo PPS i1 Bkasye, 3
SKOI0 MaKCHUMAaJIbHOIO IIBHJIKICTIO MOXKYHUT MEpeAaBaTUCs MaKeTH yepe3 KOyMyTaTrop
aapecaraMm. [l mpukiagy, SKIIO yCl MOPTH KOMYTAaropa MarTh MaKCHUMAJIbHY
mBuAKicTb 10 MOiT/c, cymapHa NpoOINyCKHA 34aTHICTh JOPIBHIOE MaKCHUMAaJbHIN
MIBUJKOCTI TMOPTY IOMHOXKEHOT Ha YHCIO BIPTyaJbHUX 3 €lHaHb, IO MOXYTh
ICHYBaTl OJIHOYACHO (YMCIIO MOPTIB, MOAUIEHE HA 2). Y KoMyTaTopa, sSIKUi 31aTHUN

3a0e3meuyBaT MaKCHUMaJIbHY IIBUAKICTH Tepenadyi, HE Ma€ BHYTPINIHBOTO



OJIOKyBaHHSI.

3arpuMKa. 3aTpUMKOI0 HU3MBAIOTh YAaCOBUHM 1HTEPBAJI MK MDK OTPHUMAaHHSM
MakeTa BiJ BIANpaBHUKA 1 TepeAadeto WOoro aapecary. 3aTpUMKY BUMIPIOIOTh 1100
nepmoro Oita maketa. Uepes Te, IO ajapeca OTpUMyBada po3MillleHa Ha IMOYaTKY
nakera, komytarop Ethernet mounnae mepenady 10 TOro, SIK MakeT OyAe IIJIKOM
NPUIHATUHN Bix BiampaBHUKA. L[ TexHOMOTIS Mae Ha3By «KOMYyTaIlis Ha JhOTYy (cut-
through)» 1 3a0e3neuye MiHIMaNbHY 3aTpUMKY. Lle Mae Benuke 3HaUY€HHS, OCKUIBKH
3aTpUMKa HampsiMy BIUTMBAa€ Ha IIBHIKOMII0 KOMyTaropa. AJjie TaKMil MeETOm He
nependadae MepeBIpKy MAKETIB HA MOMWIKH, TOMY KOJH KOMYTaTOp BUKOPUCTOBYE
TaKUil METOJ|, BIH MepeAae yCl MaKeTH, BKIIOYAIOUU Ti, SIKI MalOTh TOMMJIKH. Takox
KOMYTAIlif0 Ha JTHOTY HEMOXXJINBO BUKOPHUCTOBYBATH IIPH Tepeaadi MakeTiB 3 TOPTY,
KWW Ma€ HU3bKY IIBIIKICTh, Y MOPT, SKUA Ma€ OUIbINY IIBUAKICT (HANpUKIAM 3
notpy 10 M6it/c y mopt 100 M6iT/c). Skmio He 3acTocyBartu Oydepusallio makeTis,
BUHUKATUMYTh TTOMIJIKH.

Marna 3arpumKa MmiiBUILY€ MPOAYKTUBHICTh MEPEXK, Y SKUX JIaHl MepeaatoThCs y
BU/I1 TTOCIIIJIOBHOCTI OKPEMUX IMAKETIB, KOKHUM 3 SIKUM MICTUTh aApecy OJepKyBaya.
VY Mepexax, 1ie JaHl nepeaarThes y (GopMi TMOCHIIOBHOCTI MAKETIB 3 OpraHi3alli€ro
BIPTYaJIbHOTO KaHay, Maja 3aTpUMKa MEHIIIE BIUIMBAE HA MTPOJYKTUBHICTb.

Mapmipytuzatopu (Routers) — 11e npucTpiil, skuid 3’€IHy€ Mk COO0I0 Mepexi
3 PI3HUMU MEPEeKHUMH ajpecamu. BiH mpairoe Ha Tphox piBHAX mozgemi OSI. Ha
¢G13M4HOMY pIBHI BiH BIJIHOBIIOE€ OTpUMaHuil curdHai. Ha kaHanbHOMY piBHI
apuIpyTu3zarop nepeBipse Gi3udHI afpecw (JDKEpeno 1 MyHKT MPU3HAYCHHS), IO
MICTIATBCS B TakeTi. Ha MepexeBoMy piBHI MapIIpyTH3aTOp €peBipse aapecu
MepeXeBoro piBHA (aapecu B piBHI [P).

®DyHKIII1, IKI MOKEe BUKOHYBAaTH MapIIpyTHU3aTOD:

1. 3’eaHyBaTH JIOKAJIBHI MEPEKI.

2. 3’eaHyBaTH pa3oM MEPEXKI 3arajJbHOrO MPU3HAUYCHHS.

3. [TigkmrouaTy TOKaJIbHI MEPEX 10 MEPEK 3arajJbHOTO MPU3HAYEHHS.

€ Tpu TOJNOBHI BIAMIHHOCTI MDK MapHIpyTH3aTOPOM 3 PETPAHCIATOPOM abo

MOCTOM:



1. Mapmpytuzarop mae ¢hizuunuii 1 moriunuit (IP) agpeca nms koxHOTO 3 HOTO
iHTEepdeiiciB

2. Mapmipytuzarop Ai€ TUTbKA Ha THUX TAKeTax, B SKHUX aJpeca OfepKyBada
BIIMIOBIa€  azapeci iHTepdeiicy, Kyau maker mnpuOyBae. Ile BipHO 15
OJTHOCIIPSIMOBAHO1, TPYyMOBOI 200 MIMPOKOMOBHOT ajipecu 132

3. MapmpyTtuzatop 3MiHIO€e (i3U4HY aapecy maketa (1 JpKepeno, 1 MyHKT

MIpU3HAYEHHsI ), KOJIM BIH Iepeae maket suepen[2].

Pucynok 1.13 — Cxema Mepexi 3 BUKOPUCTAHHIM MapIIpyTU3aTopiB

Ha BiamiHy BiJ MOCTa/KOMyTaTopa, KU HE BOJOAIE 1H(GOPMAIIIEIO TIPO TE, SIK
3B's3aHI CETMEHTH MEpeXl 3a MEKaMH HOro MOPTiB, MapUIPYTU3aTOp aHAII3ye BCI
ICHYIOUl 3B'SI3KM TIAMEpEX, TOMY BIH MOXXE BHOpaTH ONTUMAIbHUN 3a JESIKUM
KpUTEPIEM MapUIpyT TMPU HASIBHOCTI JEKUIBKOX aJbT€PHATUBHUX MAapUIPYTIB.
PimmenHs mnpo BuOip TOro YW 1HIIOTO MAapUIPYTy MNPUHAMAETBCA KOXKHUM
MapIIpyTH3aTOPOM, Yepe3 KU MPOXOAUTH MAKET.

PoGoTta MapuipyTu3aTopiB 3aj€KUTh Bl MEPEKHUX MPOTOKOIIB 1 BU3HAYAETHCS
3B'S13aHOIO0 3 MPOTOKOJIOM 1H(OpMaII€l0, TEPEIaHOI B MTAKETI.

MepesxeBuit o3 (Pucynok 1.14) — mpuctpiit st 00’€qHaHHS MEPEX, SKi
BUKOPHUCTOBYIOTh PI3HI CTEKM HPOTOKONIIB a00 okpemi mporokonu. Lllmo3 moxe

npairoBaty Ha Beix piBHAX mozaeni [SO/OSI. 11nto3u BUKOPUCTOBYIOTHCS ISl 3B’ SI3KY



CUCTEM, IKi BUKOPUCTOBYIOTh Pi3HI CTPYKTYpH 1 OpMaTH TaHUX, KOIyBaHHS, MAlOTh
pI3HY apXITeKTypy|[2].
B 3anexHOCTI Bl IPU3HAYEHHS, 103 MOYKE BUKOPUCTOBYBATH BC1 PIBHI MOZENI

OSI, a Moxe 0OMeKHUTHCS ASKITEKOMa a00 OTHUM.
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Pucynok 1.14 — 30BHINIHIN BUTIISAT MEPEKEBOTO MTUTIO3Y

MepexeBuii agaprep (MepexeBHil KOHTposiep, iHTepdeiic) — 1e iHTepdeiic,
OCHOBHOIO (DYHKIII€IO SKOTO € 3’€qHaHHS KOMII toTepa(ado I1HIIOTO IMPHUCTPOIO) 3
MEpEeXero 1 YTBOPEHHSI KaHaly 3B’3Ky. BiH mpalitoe Ha mepuioMy Ta APyroMmy piBHI
mozeni OSI.

MepexeBuii amantep Moke OyTH BHKOHAHHUW Yy BHIJSAAlI OKPEMOi IUIaTu
po3iupeHHs, sika MOHTyeTbest y cioT PCI a6o PCI — e a6o OyTu 1HTErpoBaHUM Yy
CUCTEMHY IUIaTy KOMIT IOTepa abo IHIIOTO MpucTporo mepexki. CydacHl CHCTeMHI
IJIaTH KOMIT FOTEPIB MalOTh IHTETPOBAHUM MEpeXeBHM 1HTepdeic, SKUl MATPUMYE
MIBUJIKICT Tepemadl maanux g0 1 I'6it/c. MepexeBuil aganTep B3aeMofie K 13
CUCTEMHOI0 IIMHOK KOMIT'[oTepa (I3HAaHHS CBO€l MariCTpaJibHOI — aJpecH,
NepecuiaHHsg JIaHUX B KOMI'IOTEp 1 3 KOMI'IOTE€pa, BHUPOOJEHHS CHUTHAILY

nepepuBaHHs Mpoliecopa 1 T.11.), Tak 1 3a0e3neuye QyHKIIIi CIUIKYBaHHS 3 MEPEKEIO.
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Pucynok 1.15 — Cxema MepexkeBoi kapTH

1 — po3’em RJ — 45 (an1g BuTOi napn);
2 — po3’€M KOAKCIaIbHOTO KaOeIto;

3 — po3’em cioty PCL.

2 MIPOEKTYBAHHS TEJIEKOMYHIKAIIHHOI MEPEXKI

2.1 BuxiaHi 1aHi Ha IPOEKTYBAHHS



Buxigai madi s NpoeKTyBaHHS KOMII IOTEPHOI MEpel HaBeICH1 y TaOHIl

2.1.

Meperka moBuHHA ckiagatucs 13 Tpbox niamepex (VLAN):

1. Bigain TeXHIYHOI M ATPUMKH.

2. 1T — Bimmin.

3. KoHCTpYyKTOpCHKUH BiUTi.

Tabnuis 2.1 — BuxigHi AaHi A7 TPOEKTYBaHHS.

Texuomorii Kinmekicts | [Tnoma | Kimnar Komm'torep | Opranizarii
MOBEPXiB | KIMHAT Ha B y| s
[M%] nosepci | kimHari KOPUIOPY
*
100Base — TX, |3 30 4 10 1*35wM

2.2 ®izuyHa MojeIb Mepexi

di3uyHa MOZIETTh MEPEXK] TTOKA3y€e SIK PO3TAIIOBYIOTHCS CTaHIT (KOMITIOTEpH) B
MeXax TMoBepxiB. Takox CIiJl mepeadauyuTu PO3MIMICHHS Ta 3'€IHAHHS MEPEKHOIO
oOnagHanHs. i1 IbOTO CTBOPEHO YMOBHI IJIaHU MOBEPXIB 31 3'€ JHAHHIMH B MEXKax
MOBEPXY, Ta 3arajbHUM TUIaH OymiBimi 31 3'€IHAHHAMH MDK moBepxamu. Ha mmanax
TaKOX CJIJI IOTPUMYBATUCh BIAMOBITHOCTI MacIITaly /Jis IEBHUX €JIEMEHTIB.

YMOBHI ITO3HAYECHHSI €IEMEHTIB MEPEKI Ha CXeMi MMOKa3aHo y Tabmui 2.2.

Taomuisg 2.2 — YMOBHI MO3HAYEHHS HA IUIAHAX.

poboya  cTaHIis, IO  BIANOBIigAE

OJTHOMY POOOYOMY MICITIO B MEPEXKI1

KOMYTAarop
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Ha pucynky 2.1 300paxeHO yMOBHUH IUIaH TOBEpXy Oy

MPOKJIAIAETHCS KOMIT I0TEpHA Mepeka.

13MYHa MOJCIIb ITOBCPXY
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Pucynok 2



Ha pucynky 2.2 moka3aHi po3pi3u BIANOBIIHMX MoBepxiB. IlpeacrtaBneni
KIMHaTl 3 pO3TAlllyBaHHAM B HHUX CTaHILii. BianoBigHO 10 YMOBHHX TIpadiuHHX
MO3HAYEHb, 1110 OMHMCAHI BUIIE, HA PUCYHKAX MPENICTaBIIEHI BCl 3B'A3KU MEPEXKi, BCl
NPUCTPOi, MO 3a0e3meuyoTh (PYHKIIOHYBAaHHS Mepexki Ta 3B'SI3KH, 10 HAYyTh J0

THIINX TTOBEPXIB.
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Pucynok 2.2 — ®i3uyHa MOJIeIb Y po3pisi

[Ipomopritino  BuMipaM  mpeAcTaBieHl  poOodi  Micis  (KpY>KEYKH),
KOHIICHTpaTopu Ta KomyTatopu. Lle oOymoBieHe TuM, 110 HaM HEOOXIJHO JIMIIE
"TouHe" 3HAUCHHS JOBXKHWHM 3'€/lHAHb MIXK By3JIaMH 1 MPaBAUBI PO3MIpU poOOUYOTO
MICIII Ta KIMHAT, a KOMYTaTOpH Ta KOHIIEHTPATOPH TOBUHHI JEMOHCTPYBaTH BCl
mia'eJHaHl 1O HUX JI1HII.

Oxpemo cniJi BUAUIMTH MEpHHidi moBepx (pUCyHOK 2.3), OCKUIbKH TaMm Oyne

3HAXOJAUTHUCH TOJIOBHUN MapuipyTu3atop Ta ¢aiin — cepsep (FTP — server).
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Pucynok 2.3 — ®i3uyHa MoJIeIb NEPIIOTO MEPUIOTO MOBEPXY

2.3 Jloriuyna MmoaeJib Mepexi

Jloriuna Mozenb KOMI'IOTEpHOI (pucyHOK 2.4) Mepexi BigoOpaxkae MIUISX
MPOXOIKEHHsT 1H(opMallli mo mMepexi. Tomy Ha Hil, SK MpPaBWIO, BKa3yHOThCS
nigmepexi (VLAN, macku, agpecu), MEpEKEBl MPUCTPOI, Taki SIK MAPUIPyTU3ATOPU
Ta KOMYTaTOpH, a TAKOXK MPOTOKOJIN MapIIPyTHU3ALIii.

B pamkax mopeni B3aemonii Biakputux cucrem (OSI) iHbopmaliist Ha JIOTT4HIMI
MoJiei Mepexi Bianosinae iHpopMmauii 3-ro piBHs moneni OSI. Tpertiii piBens OSI
(MepexeBHUil piBeHb) — I1€ piBEHb a0CTpaKilii, IKUW BigoOpaXkae Te, sk BiOyBa€EThCS
MepeCcusiaHHs TaKeTiB depe3 MPOMIKHI MapuipyTuzaropu. Ha napyromy piBHi
IIPEICTaBIICHI KaHAJIM Mepeaadl JaHuX MK CYCIIHIMU BY3JIaMH, a Ha TIEPIIOMY PiBHI

— TUIBKH 1X (pi3WYHE pO3TalTyBaHHS.
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Pucynok 2.4 — Ilpukian 10T19HOT MOENI MEPEXI.

Jloriuna mopenb Mepexi Oyae CTBOPIOBATHUCA 3a JOTMOMOIOI0 CHUMYISTOpA
nepenaul qanux Cisco Pocket Tracer.

Cisco Pocket Tracer — 1e cumynaTop mepenadi TaHux, po3poodneHuit Gipmoro
Cisco Systems. BiH [103Bojisse CTBOpIOBaTH TIpare3aTHI  MOIENl MEPEK,
HanamroByBatu (komangamu Cisco 10S) mapmpyTuzatopy Ta KOMYyTaTopH,
B3aEMOJIISITH MIXK JICKIJTbKOMa KOPUCTyBauaMu (4epe3 «XxMapy»).

Pocket Tracer nmo3Bojise TPOEKTyBaTH CKJIaJHI Ta BEJIHUKI MEpexi, 1o,
HalyacTiilie, HeMOXJIUBO 3 (PI3MUHUM OONaHAHHSM Yepe3 BEIUKI IPOIIOBI 3aTpaTH.

Cisco IOS (Internetwork Operating System) — nporpamue 3a0e3redeHHs, sSKe
BUKOPHCTOBYETHCSI MapIIPyTU3aTOpaMu Ta MepexeBuMu komyratopamu Cisco. Cisco
IOS mpencrapnsie coboro Oararo3agadHy OInepalliiiHy cucTeMy, sika BUKOHY€E (DyHKIIT
MEpeKeBOi OpraHizallii, MapIpyTH3aIlii, KOMyTaIlii Ta mepeaayl JaHuX.

B Cisco IOS € inTepdeiic koMmangHoro psaka. IHrepdelic nmpornoHye HaOip
0araTociiBHMX KOMaH][ 3TiIHO BUOPAaHOMY pPEXHUMY 1 PIBHIO TNPUBUICHOBAHOCTI

kopucTyBaya. Pexxum rtobanbHoro kxoHdgirypyBanHs (Global configuration mode)



HaJla€ MOXKJIMBICTH JIJI 3MIHHM HAJIAIITYBaHh CUCTEMH Ta MEPEKEBUX IHTep(deiciB.
BciM komanaam HajaeThes MEBHUN piBeHb NpuBLIEiB Big 0 10 15, 1 10 HUX MOXYTh
3BEpTATUCS TUIbKM KOPUCTYBaul 3 BIAMOBIIHUM PiBHEM NpUBLIEiB. Uepe3 KoMaHIHUI

iHTepdeic MOKHA BU3HAUYUTHU JOCTYITHI KOMAH/IU JUTsl KOYKHOTO PIBHA.

2.4 IloOynoBa J1oTivHOI MOIeJIi Mepe:xi

Sk 3a3Hauamocs 'y TOMNEPEIHbOMY  PO3AUI, MOJICIIOBaHHS  POOOTH
TEJICKOMYHIKAIIMHOI Mepeki Oy/ie MPOBOMUTUCA y CEPENOBHUIII CUMYIIAIT mepeaadi
nmauux Cisco Pocket Tracer.

Po3mounemMo moOynoBy Mojei 3 BCTAaHOBICHHS TOJIOBHOTO MapIIpyTH3aTopa
Mepexi (pucyHok 2.5). Bin Oyme kepyBaTd TEpEeCHIaHHSIM TAKETIB MDK PI3HUMHU
CErMEHTaMH MEPEXKi, a TakoK HajaBaTu [P — ampecu mpucTposM JOKanbHOI Mepexi

3a nonnomororo TexHozorii DHCP, a takox BukonyBatu ¢pyHkuii DNS — cepsepa.
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PucyHok 2.5 — BcTaHOBIEHHS TOJIOBHOTO MApIIPYTH3aTOpa
Tak, aK Mepexa 3ailMae TpU MOBEPXH, TOAAEMO TPU KOMYTATOPH, MO OJHOMY

JUTSI KOOKHOTO 3 TIOBEpXiB. BoHM OyayTh MOCHIOBHO 3’€qHAHI 3 MapIIpyTH3aTOPOM



(pucyHok 2.6). Ha3Ba mapmipyTuszaropa BiANOBIIaTUME Ha3B1 MIAMEPEXKi, 3a SIKy BiH

Oy/e BiAMOBIAATH.
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Pucynok 2.6 — BcTaHOBIE€HHS KOMYTaTOPIB JIs BIAAUTIB

BukoHyeMo TmOCHiOBHE 3’€IHAHHSA KOMYTaTOpiB MiXK COOOI Ta TOJOBHHUM
MapupyTu3aTopoM (pucyHok 2.7). Jas 1mpOro BUKOPUCTAEMO MEPEXPECHUI Kadelb
(kpoc — kabenb) — 1e Tun kabdento Ethernet, skuii BUKOHYE mepexpecHe 3’ € THAHHS
CUTHAJIB mpuiioMy Ta mepenadi. Haifgacrine BiH BUKOPUCTOBYETHCS IS 3’ € THAHHS
OAHOTUITHUX MPHUCTPOIB OAWH 3 OAHHUM, HAMPUKIAA ABOX Xa0iB a00 JBOX MEPEKEBUX
KoMyTaropiB. [l 3’€THaHHS NPUCTPOIB PI3HOTO THUIY, HAPUKIIAJ KOMyTaropa Ta

MapupyTuzaTopa abo KOMIT I0Tepa Ta KOMyTaTropa BUKOPUCTOBYIOTh NMPSMUIA KaOeb.



~
S
1841 295p-24
FonoBHUI MapLpyTH3IaTOp Biagin TexHiurol nigTPUMKK

2950-24
HKOHCTPYKTOPCEKKI Biagin

Mpamuii kabenb Kpoc - kabenb

<

Time: 00:46:04 | Power Cycle Devices Fas)Fgrwary Time

SeEM ; = :
C ) ] 4] 3] -3 c] o
= 1Bk

Copper Cross-Over

Pucynok 2.7 — 3’eqHaHHs KOMYTaTOpPIB 1 MapIIpyTHU3aTOpaM

O000B’sI3KOBOI0O YMOBOIO € HasBHICTh y Mepexi (Qaitn — cepBepa s
30epiraHHs JaHMX, KyId [paliBHUKU MIIIPUEMCTBA 3MOXKYTh 3aBaHTaXyBaTu
pE3EpBHI KOMil BAXIMBUX JaHuX. Pailn — cepBep MNpalioBaTUME 3a MPOTOKOIOM
FTP.

FTP (File Transfer Protocol) — onuu 3 HaiicTapimux npotokodiB Internet. OOMiH
nanumu B FTP mpoxogute mo TCP — kanamy i1 moOymoBaHW 3a TEXHOJOTIEIO
«KJIEHT — cepBep» (PUCYHOK 2.8).

B FTP nigkitoueHHs HIIIOETHCS 1HTEPIPETATOPOM IMPOTOKOIY KOPHUCTyBada.
KepyBannss 0oOMiHOM [aHMMHM BUKOHYETHCS 1O KaHaldy KEpyBaHHS B CTaHAApTI
nporokony Telnet. Komanau FTP renepyroThcsi 1HTEpHpeTaTopoM MPOTOKOTY
KOpHUCTyBaua 1 TepeAaroTbcsi Ha cepBep. BiamoBial cepBepa HaJICWIAIOTHCSA
KOPUCTYBauy TaKOX 110 KaHaly KepyBaHHSI.

Komanau FTP Bu3HauyaroTh mapameTpu KaHajiy IMepefadi TaHuX 1 caM MpoIec

nepenavi. BoHM Tako)X BH3HAYAIOTh 1 XapakTep poOOTH 3 BIANAJICHOIO 1 JIOKATHHOIO



(baiI0BUMU CUCTEMAMU.

Cecia kepyBaHHs 1HIIIANI3y€e KaHAI Tepenadi gaHux. [Ipu opranizaiii kaHairy
nepenavl JaHWX MOCIIIOBHICTh J1M BIAPI3HAETHCA Bijg TOI, IO BiAOYBA€ETHCS Mij 4ac
oprasizaiiii KaHajdy KepyBaHHS. B 1miboMy BUIaJIKy cepBep iHIIIIOE OOMIH JaHUMU Y
BIJIMOBIJTHOCTI 3 apaMeTpamu, siKi OyJId y3ropKeHi IiJ1 4ac cecli KepyBaHHS.

Kanan mepenadi JaHMX BCTAHOBJIIOETHCS JUIsI TOTO CaMOTO XOCTa, IO 1 KaHal
KEepYBaHHsI, yepe3 SKUil B1OyBAa€ThCsl HaNlAITYBaHHs KaHaly aaHux. Kanan naHux

MO’K€ BUKOPHCTOBYBATHCS SIK JJI PUHOMY, TakK 1 Juisl mepefadl iHdopmarii.

User
interface Control
connection
Control
Process

Data
transfer

/ process
Data
connection
@ Client Server

Pucynok 2.8 — Mogens npotokony FTP

Control
Process

Data )
transfer
process

|

MoxnuBa cuTyalis, KOJu JaHl MOXYThb IepeAaBaTHCs Ha TPETId MPUCTPIi
Mepexi. Y [bOMYy BUMNAIAKYy KOPHUCTYBAad OpraHi3ye sSK KaHajl KEpyBaHHs JBOMa
CepBEpaMH, TaK i MPSAMHKA KaHaT JaHUX MK HUMU. KoMaHIM KepyBaHHS WIyTh Yepes
MaIIMHy KOPHCTYBada, a JaHl — HampsMy MK CEpPBEPaMH.

Kanan kepyBaHHS TOBMHEH OYyTH BIAKPUTHH TNpH Tepedadi JaHUX MIXK
MPUCTPOSIMU. Y BUIIAIKY HOTO 3aKPUTTSI Mepeada JaHUX 3aBEPITYETHCS.

Bubupaemo cepBep y posaimi «End devices» 1 mimkiodaemo #oro 1o

MapuipyTuzaropa (pucyHok 2.9).
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Pucynok 2.9 — [ligkmtoueHHs cepBepa 10 MepexKi

st Toro, mo6 cepsep nparitoBaB y pexxumi FTP, y po3ain «Services» Tpeba
BuOparu nyHKT «FTP» 1 BctaHOBUTH #oro y pexxuM «Ony. Bei iHm pexumu tpeda
nepextountu y nonokennss «Offh. YV pozaim «User Setup» momaemMo KOpUCTyBadiB i
HajgaeMo iM BiamoBiAHI npaBa (pucyHok 2.10). Cnucok KOpUCTyBadiB HaBEACHO Yy
Tabmu 2.3.

Tabmuis 2.3 — Cnucok kopuctysadiB st FTP — cepsepa.

Im’s1 koprcTyBaua [Tapons Pexxumu pobotu

User user Write (3anuc), read
(untanHA), list (BUBiT

BMICTY KaTaJioriB)

Admin admin Write (3amuc), read
(uutanus), delete
(BUIaneHH ), rename
(meperiMmenyBaHH#), list

(BUBI1 BMICTY KaTaJIOTiB)




- FTP-cepeep
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Services Desktop

SERVICES
HTTP
DHCP
DHCPE
TFTP
DNS
SYSLOG
AnA
NTP
EMAIL
FTP

Service
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Custom Interface

FTP
® on

Username |

| Password |

1 write [ read

Username

1 User user

2 Admin admin

Password

[ pelete [ rename
Permission
RWL

RWDMNL

I:| List

Remowe

asa8d2-ki.bin

+a [ ra -

File

c1841-advipservicesk9-mz.124-15.T1.bin
c184M-ipbase-mz.123-14.T7.bin

c184M-ipbasekS-mz.124-12.bin

Remowve

Pucynok 2.10 — HanamrtyBanusa FTP — cepsepa

Hactynmaum kpoxom Oyne mpusHadeHHs cepBepy cratudHoi [P — agpecu. [P —

aapeca mpenacraBisie cobowo 4 — OalWTOBY IOCHIOBHICTh, KOXXEH OalT

el

MOCTIJOBHOCT1 3alMCYEThCA Y BUINISIAL JIECSATKOBOTrO 4ucia. Afpeca CKIIalaeThes 3

JIBOX YaCTHH: aJpecu Mepexi 1 HoMep XocTa. [lig MOHATTAM «XOCT» PO3yMIIOTh

KOMIT I0Tep, ajie I1e MoXKe OyTH 1 IPUHTEP 3 MEPEKEBOIO KapTOl0, TepMiHal abo Oy1b

— SIKAW TIPUCTPI, AKUH Ma€ BIACHUI MEpEexXeBUI 1HTEpPENC.

Icnye nexinmbka kmaciB [P — agpec, gki BiIPI3HSIOTBCS OIWUH BiJl OJHOTO

KUIBKICTIO O1T, BIABEACHUX JIJISL aAPEeCU MEPEXI1 1 aipecu X0cTa B Mepexi. Y TabiuIll

2.4 noka3zaHa knacudikaiis [P — agpec.

Tabmuus 2.4 — Kiacu IP — anepc

Knac IP — angpecu

Harimenina agpeca

Haiibinpmra anpeca

KispkicTh XOCTIB

JUTSI KJ1acy

Class A 1.0.0.0 126.255.255.255 [Tpubnuzno 16
MUIBHOHIB XOCTIB

Class B 128.0.0.0 191.255.255.255 16320 mepex 3

65024 xoctamu y




KOXHII

Class C

192.0.0.0

223.255.255.255

binsbko 2
MUIBHOHIB MEpEX 3
254 xoctamu y

KOXKHIN

Class D, E

224.0.0.0

254.0.0.0

€ gocmiaHUMA

Crnouarky Tpeba nmpusHauutu [P — agpecy mopTy mapuipyTusaropa, 10 SKOTO

nigkmodeHnii FTP — cepsep. g 11s0r0 Ha TOJIOBHOMY MapHipyTH3aTopi Tpeba

3aiiTu y po3aun «CLI» 1 yBiiTH B MpuBLICHOBAHUN PEKUM 3a JIONTOMOTOI0 KOMaH]IU

«enable». Jlani BXOOUMO y PEXHUM TI100AJIbHOTO KOH(ITYpYBaHHS 3a JIOMOMOTOIO

koMmaHsu «config terminal». Obupaemo iHTEpPeiic, sIKui 3’ €THYyE MapUIPyTU3ATOP T

cepBep (B manomy Bumanky e iHtepdeiic Ethernet 0/0/0) xomanmoro «interface

Ethernet0/0/0». HacTymHnME KOMaHIaMi BUKOHY€EMO HAJTAINTYBaHHS 1HTEpQEHCy:

1. no shutdown — 3po6uTu 1HTEpPEC aKTUBHUM;

2. 1p address 128.96.10.1 255.255.0.0 — npuznauaemo intepdeiicy IP — anpecy
128.96.10.1 ta macky migmepexi 255.255.0.0

& Tonosnnii MapLUpyTUIaTOp

Physical

Config

CLI

GLOBAL
Settings
Algorithm Settings
ROUTING
Static
RIP
SWITCHING
WLAN Database
INTERFACE
FastEthernet0/0
FastEthernet0/1
Ethernet0/0/0
Ethernet0/1/0

Port Status
Bandwidth
Duplex

MAC Address

IP Configuration

IP Address
Subnet Mask

Tx Ring Limit

Ethernet0/0/0

10 Mbps ¥ Auto
Full Duplex [+] Auto

Half Duplex

i on

0040.0B81.2743

128.96.10.1

255.255.0.0

10

Pucynok 2.11 — HanamryBanns intepdeiicy Ethernet 0/0/0

Tenep nmpusznauaemo IP — anpecy camomy FTP — cepgepy. 11106 11e 3pobuTw,




noTpiOHO B HAJAIITYBAaHHSAX cepBepa mepertu y posain «Desktop». Y Hpomy Oyme
nyHKT «IP Configuration», B HbOMy mpomucyeMo IP — ampecy Hamoro cepBepy Ta
Macky miamepexi. Y mapametrpi «Default Gateway» Bkazyemo aapecy iHTepdeicy

poyTepa, 10 SKOTo Mij’ €HaHui cepBep (pucyHok 2.12).

IP Configuration

Interface FastEthernet0 A
IP Configuration
(O DHCP ® Static
| IP Address 128.96.10.10

| Subnet Mask 255.255.0.0

Default Gateway 128.96.10.100

DNS Server

Pucynok 2.12 — IIpu3HaueHHs apecu cepBepy

Hactynaum kpokoM Oyie po3IIMPEHHS JOTTYHOT MOJIEN1 BIAMOBIAHO 10 BUMOT
3aBlaHHg Marictepchkoi pobotu. CepenoBuiie po3podku Cisco Pocket Tracer
JTIO3BOJISIE€ JJISI 3PYYHOCTI BHJIUIMTH KOJIBOPAMHU Pi3HI YACTUHMU OMAHIET Mepexi. Sk
3a3HAUaAJIOCs paHilIe, MEPEka, sSKa MPOCKTYEThCS B paMKaX MariCTepchbKoi poOOTH,
CKJIQJIA€ThCS 13 TPHOX IMIIMEPEIK:

1. IlitmMepexxa KOHCTpYKTOpCchbKoro Bimaury: 30 pobOoumx craHmii, 3
KOMYTaToOpH.

2. Iligmepexi IT — Bigaury: 40 pobodyux craHIlii, 4 KOMyTaTOpPH.

3. Iliamepexxa BIOATy TexXHIYHOI mMmiaATpuMku: 40 poOouux craHmiii, 4
KOMYTaToOpH.

OxpeMo ciii BUIUIUTH CEPBEPHY, 1€ 3HAXOAUThCA MapuipyTtusarop ta FTP —
cepsep.

Po3mouneMo po3mupeHHs Mojeni 3 MOOy0BU MiAMEPEXl KOHCTPYKTOPCHKOTO
BiILTY. 1 IbOTO MOTPIOHO PO3MICTUTH TPHU KOMYTATOPH (OUH KOMYTATOP HA OIHY
KIMHATy) , SKi 3HaXOmAThCcs y po3aini «Switchesy. Jlo kokHOTOo KOomyTaropa
nigkiarodaemMo 10 pobounx cTaHIii, siKi MoxHa 3HaTH y posauil «End Devicesy —
«Laptop — PT» ab6o «PC — PT». 3’enHyeMO KOMyTaropu 3 OCHOBHUM KOMYTaropoM
MOBEPXY 3a JIONMOMOTOI0 KpocoBoro kabemto. IligkmogaemMo pobodi KoMIl IOTepu 3
KOMyTaTropaMu NpsiMUM KaOeseM. BimMiuaemo BiJIMOBIAHUMU KOJLOPAMU MIAMEPEKY

CEPBEPHOI Ta KOHCTPYKTOPCHKOTO ISl TOTO, 100 3p0OUTH MOAEIb OUTBI JEeTaTbHOIO



(pucyHok 2.13).
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FTP-cepeep

Pucynox 2.13 — Iligmepeska KOHCTPYKTOPCHKOTO BIJLTY Ta CEPBEPHA

3a J0MOMOTOI0 TaKOTO X auropuTMy npomaemMo mo wmomeni IT — Bigmin
(pucyHok 2.14) Ta BiAALI TEXHIYHOT TIATPUMKH (pUCYHOK 2.15). BoHU BiApI3HAIOTHCS
BiJl KOHCTPYKTOPCBKOTO BIAAUTY JHIIE€ THM, II0 MalTh OUIBIIY KUIBKICTh

KOMYTaTopiB 1 pOOOYMX CTaHIIIH.

Pucynok 2.14 — Iligmepexa [T — Bigainy
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Pucynok 2.15 — IlizMeperka BTy TEXHIYHOT TIATPUMKH

2.4 Po3noaij MepesKi Ha migMepexi Ta HAJTAIITYBaHHS AMHAMIYHOI [P —
aapecamii

Sk 3a3Havasiocsl BUINE, OCHOBHOIO (YHKIIEI JIOTIYHOI MOJETIl MEpPEexi €
JIEMOHCTpAIIis, K mepeaacThes iHdopmarlis B Mexxkax Mepexi. OCKUTBKU Mepexa, sika
pO3pOOIIAE€ThCS, TTOBUHHA OXOIUTIOBATH JIEK1IbKa BIIUIIB MIANMPHEMCTBA, B pamMKax
3abe3rnedyeHHs 1HQopMalliitHOT Oe3neKku, CiJl pO3AUIUTH BIAJUIA TakK, 100 BOHU HE
MaJi JOCTYITy OJMH 10 onHOro. lle MoxHa peanizyBaru 3a JIONMOMOTOIO TEXHOJOTIT
BipTyaslbHUX JIOKATbHUX Mepex (VLAN).

BipryanpHa nokanbHa Mepexka — II€ Tpyla BY3JIiB Mepexi, Tpadik sSkoi Ha
KaHaJIbHOMY PIBHI OBHICTIO 130JbOBAaHUM BiJl IHIIUX By31iB Mepexi. Lle o3Hauae, 1mo
nepenaya KaJapiB MDK pPI3HHUMU BIpTyaJlbHUMH MeEpeXaMu Ha OCHOBI aJpecu
KaHAJIbHOTO PIBHS HE3QJIEKHO BiJ THUIY agpecH — YHIKaJIbHOTO, TPYNOBOTO YU
mpokoMoBHMM. OJIHAK BCEpelMHI BIPTyalbHOI MeEpeXl KaJpu TMepelaroThCs 3a
TEXHOJIOTIEI0 KOMYTAIlli, a TOYHINIE HAa TOW MOPT, SIKUM TOB’A3aHUU 3 aAJPECOI0
MpU3HA4YCHHS Kaapy. B To# jke yac BipTyaiabHI MEpEKi MOXKYTh MEPECIKATUCS, SKIIO
OMH a00 JEeKUIbKa XOCTIB BXOIATH M0 CKJIaAy OUIbIIE HIXK OMAHIET BIpTyaJdbHOI

MEpexi.



BipTyaneHa Mepeka 2

BipTyaneqa mepexa 1
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Biﬂ:-la Mepeska 3

Pucynok 2.16 — CxeMa B3aeMOIi1 BIPTyaJIbHUX MEPEK

Ha pucynky 2.16 cepBep €leKTpOHHOI MOIITH BXOJIUTH IO CKIATy TPETHOI 1
4YeTBEpTOl BipTyaslibHOI Mepexi. lLle o3Hadae, 1m0 HOro Kaapu MepearoThes
KOMYyTaTOpaMHy BCIM KOMIT IOT€paM, sKi BXOASTH B Il MiAMEPEKi. AJie SKIIO SKUHCH
KOMIT'IOT€p BXOIUTH 1O CKJIAJy JHIIE BIPTyaJbHOI Mepexi 3, To Horo Kajapu [0
Mepexi 4 NOXOAUTH He OyayTh, ajieé BIH MOXE B3a€EMOJIATH 3 KOMI IOTEpaMu
BIpTYyaJbHOT Mepexki 4 uepe3 CHIILHUN MOIITOBUM cepBep. Taka cxema He MOBHICTIO
3aXHUIIA€ BIpTyaabHI MEPEXKI.

TexHomorii BipTyanbHUX MEpPEXK TMPU3HAYCHI IS TIOJETIICHHS MPOIECY
CTBOPEHHS 130JIbOBAHUX MEPEXK, SIKI MOTIM TMOBUHHI 3B’SI3yBaTHCS 3a JOIMOMOTOI0
MapIlIpyTU3aTOPIB, SKI peaizyloTh IMPOTOKOIM MEpPEXEBOro piBHs, Hampukiaz IP.
Takuii croci6 moOymnoBU CTBOPIOE HabaraTto OIBIN CKJIAJHI MEPENIKOAN Ha IMUIAXY
MOMUJIKOBOTO Tpadiky 13 0/IHOT Mepexi B iHITy. Ha chorogHimmHii eHb BBAXKAETHCH,
mo Oyap-sSka BeNUMKa KOMIT'IOTEpHA Mepeka IMOBHHHA BKIOYaTH B  cebe
MapIIpyTU3aTOPH, 1HAKIIE TOTOKM TOMHIJIKOBUX KaApiB OyayTh MEPIOJUYHO
MIEPEeBaHTAXYBAaTH BCI0O MEPEXKY dYepe3 Mpo30pi [UIsl HUX KOMYTaTOpH, POOISTIU

MCPCIKY HCIIPAUC3AaTHOLO.



Texnomnoris VLAN cTBOpro€ rHydYKy 1 MacimTaboBaHy OCHOBY JJi MOOYIOBH
BEJIMKUX MEpeX, 00’€lHaHUX MaplIpyTU3aTOpaMH, OCKUIBKA  KOMYTaToOpU
JO3BOJISIFOTh CTBOPIOBATH IMOBHICTIO 130JIbOBAHI CEIMEHTH IMPOrPAMHUM IUIIXOM, HE
BUKOPHUCTOBYIOUU (DI3UYHY KOMYTAIIIIO.

Jlo Toro, sk 3’sBHWJACS TEXHOJOTiSA BIpTyalbHUX JIOKATBHUX MEPEX, s
noOyIoBH OKpemMoi Mepeki abo (I3MYHO 130JbOBaHI CETMEHTH KOAKCIaJIbHOTO
kabemto, ab0 He TMOB’s3aHI MIX COOOK CEerMeHTH, MOOYIOBaHI 3 BUKOPUCTAHHSIM
NOBTOPIOBaYiB 1 MOCTIB. [loTiM 11 cerMeHTH 3B’S3yBajiMCsl MAapUIPyTU3aTOpPaMU B

€IUHY MEpexy (pucyHok 2.17).

re—— W TSI Y (a1

CerMeHTH Ha
NOBOPHBaYEX

Pucynok 2.17 — Ctpykrypa miaMepex, moOy10BaHUX Ha OCHOBI

MTOBTOPIOBAYiB

3MiHa CKJIaay CerMeHTiB (mepexiJi KOpHCTyBada B IHIIY MEpexKy) 3a
BUKOPUCTAHHSIM TaKOi TEXHOJIOTil BuUMarae (i3MuHOi MepeKkoMmyTallli MOpTIiB Ha
NEepeHIX MaHeNsIX MOBTOPIOBAYIB, 10 3MEHIINY€E HAAIMHICTh Ta 3pYYHICTh BEITUKHUX
MEpeX: uepe3 BEIUKY KUIbKICTh (I3UYHOI POOOTH 30UIBIIYETHCS BIpOT1AHICTD
BUHUKHEHHS TTIOMUJIKY.

st Toro, mo6 yHUKHYTH TipoOiiemu (pi3uyHOI mepekomyTarlii By3JiB, CTajlu
BUKOPHCTOBYBAaTH 0ararocerMeHTH1 KoHIeHTparopu. CTajlo MOXIJIMBO MPOrpamMyBaTu
CKJIaJ] CETMEHTA, KU BIAAUIAETbCA, 0€3 (P13MYHOI MepeKoMyTallii.

Ane Taka oprasizailisg HaKJIaJa€ 3Ha4HI OOMEKEHHS Ha CTPYKTYpy MEpexi —
KUIBKICTh CErMEHTIB TaKOro IMOBTOpIOBaya HEBEJIMKA Yy TMOPIBHAHHI 3 THUM, SK 1€

MOXKHa 3pOOMTH 3a JIOMOMOTOI0 KOMyTaropa. TakoK 3a BHKOPUCTAHHSIM TaKOTO



MiIX0My YCIO POOOTYy MO mepenadi JaHuX BUKOHYIOTh MapHIpyTH3aTOpH, IO HE
JI03BOJISIE  MAaKCMMAaJIbHO BHKOPUCTaTH MPOAYKTHBHICTH KoMyTartopiB. Yepes 1ie
Mepexl, sKi MOoOylnOoBaHI 3 BUKOPUCTAHHSM IOBTOPIOBAYiB 3 KOH(DIrypOBaHOIO
KOMYTAIII€10, SIK 1 paHillle BUKOPUCTOBYIOTh PO3JILJIEHHS CEPEOBUINA TIepeiadl JaHUX
MIXK BEJIMKOI KUIBKICTIO BY3JIIB 1 MalOThb MEHIIY MPOAYKTUBHICTh Y MOPIBHAHHI 3
MepekaMmu, MoOyI0BaHUMH Ha 6a31 KOMyTaTOPiB.

[Ipu Buxopuctanui texHomorii VLAN y koMmyTratopax OIHOYACHO
BUPILIYIOTHCS TaKi 3a/1a4i:

1. ITigBuIIIeHHST TPOAYKTHUBHOCTI B KOXKHIHM BIPTyaJIbHIN MEpexi, TaK sIK KaJapH
B TaKiil MEpexi MepeatoThCs JIMILE By3J1y MPU3HAYCHHS.

2. Po3mexxyBaHHS Mepex MK cOOOI0 il KepyBaHHS IpaBaMU JIOCTYMY 1
CTBOPEHHS 3aXMCHHX Oap’€piB Jyisl 3a1100IraHHs ITUPOKOMOBHHX IITOPMIB.

Jnst 3B’si3yBaHHS BIPTYyaJIbHUX MEPEX MK CO00I0 HEOOXiTHO BUKOPHUCTATH
MepexkeBHil piBeHb (TpeTii piBeHb Momeni OSI). e MoxHa 3poOUTH 3a TOTIOMOTOIO
KoMmyTaTopa abo 3a jornomoror komytaropa 3-ro piBHsa (L3 Switch). Lle komyTatop,
SAKUWA Mae€ MporpaMHe 3a0e3nedeHHs st poOoTH Ha TpeThoMy piBHI Moaesni OSI.

X04 TeXHOJIOT1] BIpTyaJdbHUX JIOKAJTLHUX MEPEXK 1 Oylu peasizoBaHi Oararbma
BUPOOHUKAMHU KOMYTAaTOpiB, ajie JOBTMM 4Yac CTaHapTH3allis y I ramy3i He
npoBoawiaca. Ane ue 3miHwiocs y 1998 poui micnst npuiiasatts cranaapty [EEE
802.1Q, saxuii Bu3Hauae 0a30Bl MpaBWiIa 1 TPUHIUMON MOOYJOBH BIpTyalbHUX
JOKaNIbHUX MEPEX, SKI HE 3alieKaTh BiJ MPOTOKOJNY KAHAJIBHOIO PIBHS, SKUAN
MiATPUMY€E KOMYTaTOp.

Crnoci6 opranizamii VLAN ocnoBi crannapry [EEE 802.1q nepenbauae
po3MillleHHsT BcepenuHi kajapy Ethernet gomaTkoBoro ciy>k00Boro mosist po3mipom 4
OaifTH, 10 T03BOJISIE TIepeaaBaT TaKky iHpopmarrito (pucyHok 1.5):

1) Tag Protocol Identifier (TPID) — inenTudikarop mpotokoiay po3mipoM 16 6iT
— 0x8100, sikuii Bianosinae cranaapty 802.1q, o BKa3ye Ha BUKOPUCTAHHS y KaJpi
JPYTOro piBHS I[LOTO CTAHAAPTY;

2) Tag Control Information (TCI) — mone kepyBaHHs po3mipom 16 Oit, 110

MICTUTH B CO01 TaKi ITOJIA:



— Priority — mpioputeT kaapy po3mipom 3 61T BianoBigHO a0 crangaptry IEEE
802.1p;

— Canonical Format Indicator (CFl) — iHgukaTtop KaHOHIYHOrO (opmary
po3mipom 1 Oit, axuii Bkazye Ha ¢dopmatr MAC-ampecu (0 — kaHoHIuHMMA, 1 —
HEKaHOHIYHUM), 110 3a0e31euye cyMmicHICTh Mk Mepexkamu Ethernet Ta Token Ring

— VLAN Identifier (VID a6o VLAN ID) — ineatudikatop VLAN posmipom
12 Oir (miama3oH MOXJIMBUX 3HAYeHb iAeHTH(dIKaTopa B JeCITKOBOMY (opMmari
craHoBuTh Big 0 o 4095, mo Hamae MoxnMBICTH yTBOpeHHs 4095 BipTyallbHHX
Mepex). BiamiTumo, 1mo MiHIMaIbHUA Ta MAaKCUMAJIbHUN PO3MIPH TOJISL TAHUX KaJpy
Ethernet 3MeHIIIy€eThCsI HA BETUYUHY CITY»KOOBUX ToJ1iB cTanaapty 802.1q, To6To Ha 4
OaiiTH, a kKoHTposibHA cymMa FCS 00uncIoeThCs 3HOBY 3 ypaxyBaHHSIM LIMX IOJIIB.

[TopTu KOMyTaTOPIB, SIKI BUKOPUCTOBYIOTHCS Jyist opraHizaiii VLAN Ha ocHOBI
cranaapty 802.1q, marots Tun Trunk (tagged, mapkoBanuii nopt). Lli moptu MOXyTh
nepenaBaru kaapu Ethernet, siki MicTATH cayKO00BE TOJIe BIAMOBIAHO 10 CTAaHIAAPTY
IEEE 802.1q, Bim pgekinbkox VLAN, 1o go3Bonsie 3IIMCHIOBAaTH 3’ €IHAHHS
KOMYTAaTOpIB MEPEKI TUIBKU OJTHUM TPAKTOM Iepeaadl (pucyHok 1.6), Ha BIAMIHY BiJl
VLAN Ha 0CHOBI MOPTIB.

Jns poOoTH KOMyTaropa 3 HECYMICHHUM o0OjagHaHHsIM, 3a cranaaprom IEEE
802.1q, mepenbauarorhesi moptu TNy Access (untagged, HemapkoBaHi MoOpTH). 3
pucyHka 1.6 BUAHO, IO TIOPTH KOMYTAaTropiB, O SKUX NPHUETHAHI TEPCOHAIbHI
KOMIT'IOTepU (TYT BBAXKAEThCS, IO MEPEXKEBI aJaNTepyd KOMII IOTEPIB HE MAarOTh
ninrpumku ctaagapty IEEE 802.1q), marote tum Access. Bigmitumo, mo moptu

TUITY Access MOXYTh OyTH BHKopHcTaHi i opranizaiii VLAN Ha ocHOBI mopTiB[3].
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Pucynok 2.18 — Crpykrypa kaapy Ethernet BianoBigHo 10 cranmapty
IEEE 802.1q

Yepez Te, mo mna texHomorlii VLAN noBruii wac Oyma BIJACYTHS
CTaHJapTU3alllsl, KOXEH BEIUKHM BUPOOHHUK KOMYTATOpPiB PO3POOJISIB  CBOIO
TEXHOJIOT1I0 BIpTyallbHUX MEPEX, SKa HaivacTime He Oyina CyMiCHOIO 3 TEXHOJOTIEI0
iHImoro BUpoOHMKa. HaBiTh mosiBa cTaHAapTy HE BHUKJIOYAJla CHUTYyalli, KOJU
BIpTyajbHI Mepexi, NoOyAOBaHI 3 BHKOPUCTaHHSAM OJHOIO BHpPOOHHMKA HE
po3ITi3HaBAIUCs OO IHAHHSIM 1HIIIOTO BUPOOHHUKA.

[Ipn nmoOynoBl BIPTyaldbHUX MEPEX 3 BUKOPUCTAHHSAM OJHOIO KOMyTaropa
BUKOPUCTOBYIOTh METOJ, SIKUH TMependayae, 1o KOKEeH MOPT MPUITUCYETHCS 10 TOI YU

1HI10T Mepexi (puCyHOK 2.19).

BipTyanbHa
mepexa 1

BipTyaneHa
nMepesa 2

BiotyaneHa
[ mepexa 3

Pucynok 2.19 — Ctpykrypa BipTyaJIbHHX MEPEX, MOOYTOBAHNX HA OTHOMY

KOMYTaTopi



Kanp, saxuii mpuifiiioB BiJ MOPTY, HANPUKIAA, BIpTyalbHOI Mepexi 1, He Oyne
nepelaHuii MopTy, SIKUK HAJEXKUTh 1HIIN Mepexl. [CHye MOKIIUMBICTh MPUCBOITH MOPT
JIEKUTBKOM BIPTyallbHUM MEpEeKaM, ajie, K MPaBujo, TaK HE pOOJATh depe3 Te, 110
3HUKA€E e(PEKT MOBHOI 130JIA111T MEpEXK.

Hait6inpm panionansauii ciocid nodynosu VLAN — rpymnyBaHHS NOPTIB AJis
OJHOTO KoMyTaTopa. BipTyanbHuX mMepex, moOynoBaHUX HA 0a3i OJJHOTO KOMyTaTopa
HE Moxe OyTh Ouiplie, HDK HOPTIB HAa caMoMy KOMyTaropi. SKmo a0 mopry
H1AKTIOYEHUI CerMEHT, OPTaHi30BaHUi 3a JOTIOMOTOI0 MOBTOPIOBayua, TO HEMA€E CEHCY
BKJIFOYATH BY3JIM TAKOTO CETMEHTY B Pi3HI Mepexi, Bce 0AHO Tpadik UX By3IiB Oyie
CHIJIbHUM.

Takuit cioci® moOynoBU BIpTyadbHUX MEPEX HE MOTpeOye Bij aaMiHICTpaTopa
Mepexi Oararo (i3uyHOi pPOOOTM — JOCTaTHHO KOXKEH MOPT MPOINUCATU 10
BiAmoBigHOT Mepexi. Ile poOWThCA 3a JOMOMOIrO0 CHEIiaJIbBHOTO IPOTrPaMHOIrO
3a0e3rneueHHss KOMyTaropa. AJIMIHICTpAaTOp 3a JOMOMOIOI0 CIEHiaJIbHUX KOMAaH]
CTBOPIOE Ta IMEHY€E BIPTyaJbHI MEPEXI.

BipryansHi Mepexi CTBOPEHi IJIs TOTO, 00 PO3ALIUTH KOMIT FOTEPHY MEPEKY
Ha cerMeHTH 3a gonomoror komytatopiB (Virtual Local Area Networks — VLAN).
Bonu mnpexacraBisitoTe co00K0 rpymny poOOYMX CTaHUId Mepexi, 00’€THaHuX 3a

MEBHOIO (PYHKIIEIO YK MTPU3HAYEHHIM (pucyHoK 2.20).

VILAN1 VLANZ VLAN2
192 . 168.10.0/24 1922 .1683.20.0/24 192.168.30.0/24
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Pucynok 2.20 — BynoBa BipTyalibHUX JIOKaJIbHUX Mepexk VLAN



3azBuyail poOoui craniii o0’enHyr0Thcst Y VLAN 3a (QyHKIIOHATbHUMU
0COOJIMBOCTSIMU POOOTH, HE3ANEKHO BlJ (PI3UYHOTO PO3TALIYBAHHS KOPHCTYBadiB.
OOwMmiH iH(DOopMaIIi€ro BiI0OYBa€ThCA JIUIIIE MIXK IPUCTPOSIMU, SIK1 PO3TAIIOBaHI B OJHIN
BipTyanbH1A Mepexi. OOMiH nanuMu MK pi3HUMH VLAN Bi10yBaeThCs TUIBKH Yepe3
Mapmpytu3atropu. PobGoua cranmis Host — 1 y BipryampHiii Mepexi VLAN 1
oOMexxeHa OOMIHOM JaHUMH JIMIIE 3 CEPBEPOM, SKHM 3HAXOMUTHCS B IIH camiit
nigMepexi. BipTyanbHl  MepeXl CEerMEHTYIOTh KOMII'IOTEpHY MEPEXy Ha
IITUPOKOMOBHI JJOMEHHU TaK, MO0 IMaKeTH IepeaaBalnics TIIbKH MK TUMH TIOPTaMH,
10 BXOZSATH B OJIHY U Ty camy BipTyaJIbHy MEPEXKY.

Jnsi kopekTHOiT poOOTH BIPTyaJlbHUX MEpEeX HEOOXITHO Ha KOMYTaropi
BU3HAYMTHU 1 HAJIAIITYBAaTH BCl1 BIPTyasibHI JIOKAJIbHI MEpPEKl BU3HAUWTH, SIKI MOPTU
OynyTh Hanexatu 10 BignmoBigHuX VLAN. Skimio kajap MOBUHEH MNPOWUTH dYepe3
komyTtatop i MAC — azapeca npu3Ha4eHHS BiJioMa, TO KOMyTaTOp HaJCUiIa€ Kaap Ha
BianoBigHui nmopt. ko MAC — anpeca HeBiioMa, TO B1I0YBAETHCS IIMPOKOMOBHA
nepegaya y BCl MOPTU IMIMPOKOMOBHOTO JIOMEHY, a SIKILO JIeTaJIbHIIIE — BCEPEIMHI
VLAN, okpiM BHUXIJHOTO TOPTY, 3BIAKH OyB OTpUMaHUN Kajp. Ay 11e 3MEHIIy€e
3aXUIIEHICTh MEPEKI.

KepyBaHHsI BIpTyaJbHUMH JIOKAJIbHUMH MEPEKaMU BIIOYBAETHCS YEpE3 MEPITY
mepexxy VLAN 1 1 peani3yerbest uepe3 KepyBaHHs MMOpPTaMH KomyTaropa. Mepexka
VLAN 1 € wmepexeto 3a 3amoBuyBaHHsIM (default VLAN). Ane Ha mnpakTui
aJMIHICTpaTOpH MIHSIOTh HOMEpP MEpeXi 3a 3aMOBYYBAHHSM, OCKUIBKH XaKepu
OyIyTh HaMaraTHCs aTaKyBaTH B MEPIILY YEPTY IH0 MEPEXKY.

[Tpy HanamTyBaHHI KOXHIM BIpTyasibHIM Mepexi Tpeba nmpuszHauutu [P —
aJipecy Ta MacKy MiJMepexi IS TOro, o0 BIpTyalibHI MEPEX1 MOIJIM B3a€EMOIISTH
MDK  CcO0OI0. Hampuxman VLAN 1 (pucynok 2.20) Moxe MaTud ajapecy
192.168.10.0/24, VLAN 2 — 192.268.20.0/24, VLAN 3 — 192.168.30.0/24. KoxHiii
pobouiii craniii Mepexi moTpioHO TpucBoiTH [P — anpecy 13 miana3oHy BiAMOBIIHOI
BipTyanbHO1 Mepexi. [ns npuxnany host-1 — agpeca 192.168.10.1, host-2 — agpeca
192.168.20.1, host-3 — aapeca 192.168.20.2, host-7 — agpeca 192.168.20.3, host-10 —



aapeca 192.168.30.4.

[nentudikaTtopu BipTyadbHUX MEPEX MOXYTh NMPHU3HAYATUCS 13 HOPMAJIHLHOTO
nianazony 1 — 1005, ne inentudikaropu 1002 — 1005 3apeszepBoBani qisi VLAN,
aki Oymyrotbest Ha 6a3i Token Ring ta FDDI. Takox icHye po3mMpeHU# Jiara3oH
inentudikaropie 1006 — 4094, ane g onTuMizallii KepyBaHHsS PEKOMEHIOBAHO,
o0 migMepex Oyno He Outbie 255 1 BOHH HE PO3IMIUPIOBAINCS 11032 APYTHM PiIBHEM
mozeni OSI (piBeHb, Ha AKOMY MPAIIOE€ KOMYTATOP).

Takum ynnom VLAN mpezactaBisie coO0I0 MIMPOKOMOBHHUU JIOMEH, sIKMil OyB
CTBOPEHUI 3a JOMOMOTOK OfHoro 1 Oimeiie komyTtaropa. Ha pucynky 2.21
npeactaBieHo Tpu VLAN, saxi Oynum moOyaoBaHi 3a  JIONOMOTOK  OJHOTO
MapIIpyTH3aTopa Ta TpbOX KoMyTaropiB. TpadikomM Mik BIpTyaJbHUMHU Mepexamu

Kepy€e MapIIpyTH3aTop.

VLAN3

=]

7.2 VLAN2
1 VLANI =
Vo /

T

Pucynok 2.21 — Cxema TpboX BipTyalibHUX Mepexk VLAN

Axmo womm’rotep 3 VLAN 1 BignpaBuTh Kaap  KOMIT IOTEpY, SKHMA
3HAXOJIUThCS B TIH camiil miaMepexi, aApecor Mpu3HadeHHs kaapa Oyne MAC —

aZpeca MEpPEKEeBOi KapTH KOMII KOTEpa, SIKOMY MPU3HAYEHO MOBIAOMIIEHHS. SIKIIO



poboua cranmist 3 VLAN 1 BigmpaBuTh kaap poOouiii cranmii 3 VLAN 2, xampu
oynyTh BimmpaBieHi Ha MAC — agapecy intepdeiicy F0/0 mapmpyrtuzaropa.
Mapumipytuszaniss BukoHyeTbcss uepe3 [P — azgpecy iHTepdeiicy F0/0
MapIIpyTU3aTopa.

[I{o6 BukoHYyBaTH CBO1 (YHKIIi y BIpTyaJIbHUX Mepexkax, KOMyTaTop MOAUHEH
MaTu TaOmuill komytamii s kokHOoro VLAN. Jlns kopekTHoi mepenmadi Kajapis,
MPOBOJIUTHCS TIOMIYK ajapecu B Tabmuil Timbku g gaHoi VLAN. Skmio anpeca
JoKepesia padimie He Oyja BiJioMa, TO MPU OTPUMAHHI KaJpy KOMYTaTrop AOAAE IO
aapecy 10 TaOJIHIII.

J{ns HopMalIbHOT pOOOTH MEPEKi MOTPIOHO KOKHOMY MEpEeKeBOMY 1HTEpdENCy,
Ha sSkui HagxoasaTe IP — makeru, npusnauntu [P — anpecy. Lle mokHa BUKOHYBaTn
BpPYUHY, aji¢ MpHU IIbOMY CHUCTEMHHUU aJMIHICTpaTOp MOBUHEH mam’siTaTH, ki [P —
aJpecu 3 HasIBHOI KUIHBKOCTI BXK€ 3alHATI, a K1 BUIbHI. [ BETMKUX MEpEX Taka
MpoIeypa HEe € HATIHHOI0, OCKUTBKY Yepe3 BENUKUN 00’ €M pydHOT poOOTH OiTbIIImiA
[IaHC BUHUKHEHHS oMuiiku. [{ro mpobnemy Bunpasise nmporoxoia DHCP.

DHCP (Dynamic Host Configuration Protocol) — mepexxeBuit mpoToKo, SIKHUit
JI03BOJISIE TIPUCTPOSIM MEpEXi aBTOMaruyHo oTpumyBatu [P — anapecy Tta iHmI
napamMeTpu, HeoOxiiHi 1jist podbotu B mepexi TCP / IP[4].

DHCP niaTpumye aBTOMaTUYHUN TUHAMIYHUN pO3MOALT aapec. Bin mpaiitoe 3a
KIIIEHT — CEPBEPHOI0 apxiTeKkTyporo. [1i7 yac 3amycky koM 1oTep, SIKHil BUCTyTAE y
poni DHCP — kuieHTa, BiilipaBisie y MEpeXy MIHUPOKOMOBHUMN 3alIUT Ha OTPUMaHHS
IP — anpecu. Y BigmoBime DHCP — cepBep mocwiae TOBIIOMIICHHS, B SIKOMY
MictuThcsl I[P — ampeca Ta iHIm koHirypariiiiai nmapamerpu. Ilependayaerses, 110
DHCP — kiient 1 DHCP — cepBep 3Haxonatbes B oaHiil [P — mepexi.

Ha Ta6muti 2.5 mokaszana ctpykrypa npotokory DHCP.

Tabnuus 2.5 — cTpykrypa npotokory DHCP.

[Tone Onuc Jomxuna(B OaiTax)

op Tun noBiTOMIICHHS. 1
Hanpukitan moxe

MPUMMATH 3HAYCHHS:
BOOTREQUEST (1,




3aIUT BiJ KJIIEHTA 10
cepsepa) i BOOTREPLY
(2, BiAMOBIAK BiJl cepBepa

JI0 KJTIEHTA).

htype

Tun araparHoi aapecu.
JlonmycTuMi 3HAUCHHS
I[LOTO TIOJISl BU3HAYEHI B
RFC1700 «Assigned
Numbers». Hanpukian,
115t MAC-aapecu Ethernet
10 M6it/c e nomne
npuMMae 3Ha4eHHS 1.

hlen

JloBxnHa anaparHoi
aapecu B Oairtax. s
MAC-anpecu Ethernet —
6.

hops

KinbKicTh TPOMIKHUX
MapuIpyTH3aTopiB (Tak
3BaHUX arcHTIB
perpancisanii DHCP),
gyepes AKi MpoHIIIo
noBigmoMiieHHs. Kiment
BCTAHOBJIIOE 11€ 11oJIe B 0.

xid

VYHikanbHUN
11eHTU(IKaTOp TpaH3aKIIli,
1110 TEHEPYETHCSI KIIIEHTOM

Ha [104YaTKy Mpolecy
OTPUMAaHHS aJJPECH.

Secs

Yac B ceKyH1ax 3 MOMEHTY
MOYATKY MPOLECY
OTpUMaHHs agpecu. Moxe
HE BUKOPUCTOBYBAaTHUCS (B
[bOMY BUIIaJIKy BOHO
BCTaHOBIIOETHCS B 0).

flags

[Tone nns npanopiB —
creniajJbHUX MapaMeTpiB
nporokoiry DHCP.

ciaddr

[P-anpeca kiieHTa.
3aIl0BHIOETHCA TIIBKU B
TOMY BHITAJIKY, SIKIIO
KIIIEHT BXe Mae BiacHy [P-
azpecy 1 37aTHUN




BIJIMIOBIJIAaTH HA 3aIIUTH
ARP (11e MOXXITHBO, SIKIIIO
KJIIEHT BUKOHYE MPOLIETYPY
TTOHOBJICHHS aJIPECH ITICIISI
3aKIHYEHHS TEPMIHY

OpEH/IN).

yiaddr

Hoga IP-anpeca kiieHra,
3allpOIIOHOBAaHA CEPBEPOM.

siaddr

[P-anpeca cepsepa.
[loBepTaerbcs B peyeHH1
DHCP (auB. Hux4e).

giaddr

IP-aapeca arenra
peTpaHCIIALI, SIKIIO TaKUi
OpaB ydacTh B IIpoliect
JOCTaBKH MOB1JIOMJICHHSI

DHCP no cepsepa.

chaddr

AmaparHa ajpeca
(3a3Buuait MAC-anpeca)
KITIEHTA.

16

sname

Heo0OoB's13k0Be iM'st
cepBepa y BUTTISII HYITb-
TEPMIHOBAHOIO PSAKA.

64

file

HeoO6og'sa3koBe iM'st haiimy
Ha cepBepi, 110
BUKOPHCTOBYETHCS
0€3IMCKOBUMH POOOUNMHU
CTaHIISIMU TIPU
BiJIJIaJIECHOMY
3aBaHTa)keHHI. SIk 1 sname,
MPEACTABICHO Y BUTJISAII
HYJb-T€PMIHOBAHOTO
psIKa.

128

options

[Tone onizt DHCP. Tyt
BKa3yIOThCS Pi3HI
JOJATKOBI MapaMeTpu
koHiryparrii. Ha mouarky
IILOTO TIOJISI BKA3YIOThCS
YOTUPHU 0COOJIMBUX OaiiTa
31 3HaueHHsMu 99, 130, 83,

99 («4apiBH1 YUCIaY).

3MIHHA




Bin mpairtoe aBToMaTuyHoO, 0€3 y4acTi CUCTEMHOIO aJMIHICTpaTopa, BUAAIOUH
KJIIEHTY BUnagkoBy [P — azapecy 13 MHOXMHU JOCTYNMHMX. MHOXHHY JOCTYITHHX
ajpec BHU3Hauae anMiHicTparop npu HajamryBanHi DHCP — cepBepa. Anpeca
BUJIA€THCS HAa TMOCTIMHINA OCHOBI, CTPOK OpeHAu He oOMmexeHuil. [aeHTudikarop
KJII€EHTA MOBUHEH BifmoBigatu ioro [P — aapeci. e BinOyBaeTbcs mij 9ac mepuioro
npusHadenns DHCP — cepsepom [P — anpecu xmienty. [Ipu HacTynmHux 3amurax
KJIIEHT OTPUMYE Ty camy aJipecy.

[Tpu nuHamiyHOMY po3mnoaiii [P — aapeca BumaeThcst KIIEHTY Ha MEBHUH Yac,
akuii Mae Ha3By 4ac opeHau (lease duration), 1e gae MOXIIMBICTH IOBTOPHO
BUKOpHCTaTh OAHy 1 Ty camy I[P — anpecy ane mis iHmoro komn rorepa. Lle
nigcwiroe ocHoBHy miepeBary DHCP 1 nmo3Bomsie OynyBatu mepexi, e poOoodmx
cTaHIid Ounbine, HiK JoctynHux I[P — azapec, dki € y poO3NOpsSIKEeHHI
aJMiHICTpaTopa.

Texuomoriss DHCP 3a6esnedye mpocTy Ta HaAiliHy KOH(DIrypaiiro Mepex
TCP/IP, 3abe3neuye BiACYTHICTh IyOJIOBAaHHS aJpec 3a PaxXyHOK IIEHTPaIi30BaHOTrO
posnoainy. SAxkmo DHCP — xiieHT BUIalmseTbes 13 MEpexi, agpeca cTae BUIBHOIO.
Bin Takox Moke MpU3HAYaTH TaKl HAaJAIITYBaHHS SIK Macka miamepexi, [P — aapecy
MapIIpyTH3aTOpa 3a 3aMOBUYBAHHSIM, aJIpecy cepBepa JoMeHHUX iMeH (DNS).

Jnst posnominy mepexxki Ha VLAN y Cisco Pocket Tracer ans mouarky
NOTPIOHO BHU3HAUYUTH HA3By Ta HOMEp BIANMOBIAHUX miaMepexi. lle Oyme
MpeICTaBiIeHO y Tabnuili 2.6.

Tabnuus 2.6 — BipTyanbHI MEpexKI.

Hazga Biginy Hassa VLAN Homep VLAN
KoncTpykTOpCchKuit BiIiI [T-Department 10
Bigmin rexaigao1 Tech-support 20
HiATPUMKH
Koncrpykropebkuii Bigaun | Construction-department 30

[Ticnst TOro moTpiOHO y KOKHOMY KOMYTaTOpl MEPEX1 J10aTH Ha3BU 1 HOMEPH

[IUX BIPTyaJIbHUX MEpeX (PUCYHOK 2.22).



# Koncrpykropcoknii sigain - O x

Physical Config CLI

GLOBAL ~ VLAN Configuration
SN VLAN Number [30 |
Algorithm Settings -
VLAN Name |Construc:t|on-departrnent |
SWITCH
VLAN Database Add I I Remove I
INTERFACE VLAN Mo VLAM Name ~
FastEthernet0/1 q default
FastEth t0/2
Z erneto/ 10 IT-Department
FastEthernetd/3
FastEthernst0/d 20 Tech-support
FastEtherneti/s 30 Construction-department
FastEthernet0/6 1002 fddi-default
FastEthernet0/7 1003 token-ring-default
FastEthernet0/s .
1004 fddinet-default
FastEthernet/9 w
| Factetharnatn/iin | ¥

Equivalent 10S Commands

Switch{config-vlan) fexit ol
Switch{config)#vlan 20

Switchi{config-vlan) #name Tech-support

Switch(config-vlan) fexit

Switch{config)#vlan 30

Switchi{config-vlan) #name Construction-department

Switchi{config-vlan) fexit

Switch({config)$ W

Pucynok 2.22 — BipryanpHi Mepexi y mapaMeTpax KoMyTaropa

JIy1sl TOIabIIoOro HaNAIMITYBaHHS CIIOYATKY IMOTPIOHO aKTUBYBATH TOPT, KU
3’€HY€ MapIIpyTHU3aTop Ta KomyTtartop. L{e MokHa 3poOUTH, SIKIIO Y HAJAIITYBaHHIX
MapiipyTu3aropa BHOpaTh BIANOBIIHMKM 1HTepdeiic (y mAaHOMY BHUIAIKY II€

iHTepdeiic FastEthernet 0/0) 1 aktuByBatu nmyHKT «Port Statusy» (pucynok 2.23).



& [onoeHWi MapLIpyTUIaTop — O >

Physical Config CLI

GLOBAL FastEthernet0/0
Settings Port Status on
Algarithm Settings Bandwidth 100 Mbps (| 10 Mbps ] Auto
ROUTING Duplex Half Duplex (' Full Duplex M Auto
S MAC Address 0001.6492.A801
Swr?é:IHG IP Configuration
WLAN Database IP Address
INTERFACE Subnet Mask
FastEthernet0,/0
FastEthernetd/1 Tx Ring Limit 10
Ethernetd,/0/0
Ethernet0,/1/0

Eguivalent 105 Commands

TTCUIILIg) FIIICELLSCE FaSCECIIELIIECT, o

Router (config-if) #no shutdown

RBouter (config-if)#
SLINE-5-CHRNEED: Interface FastEthernetl/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/0, changed state to
uE

Pucynok 2.23 — AxrtuBaritis inTepdericy FastEthernet 0/0

Jlns mojanbIIoro HallAlITYBaHHS BIPTYyallbHUX MEpEX BapTo MEpedTH [0
komangHoro psaka (CLI) omepariiinoi cuctemu wMapiipytusaropa. s 1mporo
MOTPiIOHO BUKOHATH HACTYITHI KOMaH/IH:

1. enable — BXiz y po3IIMpPEHUN PEKUM;

2. configure terminal — pexuM r100aIBLHOTO KOH(ITYPYBaHHS;

3. interface FastEthernet0/0.10 — inimiamizamis Ha iHTepdetici FastEthernet0/0
cyoinTepdeiicy FastEthernet0/0.10, sikuii Oyzne BiMOBIJATH 3a BIpTyaJlbHY MEPEKY 3
nopsiikoBuM Homepom 10 (IT — Bimmin).

Otxe, notpiOHMil cyGiHTepdeiic cTBopeHuit. Termep MOTPIOHO MOMICTUTH Y

Heoro VLAN IT — Bigauny, s mpoleaypa Ha3WBAa€ThCs I1HKaICylsiieo. BoHa



BUKOPHUCTOBYETHCS TOJII, KOJIM MOTPIOHO TepeaBaTH JIeKUIbKa MAMEPEkK depe3 OuH
nopt. Y Cisco Pocket Tracer 3a 1e Biamoigae koManjaa encapsulation dotlq. s
inkancymsii 10 — ro VLAN Ttpeba Bukonatu komanay encapsulation dotlq 10.
Tenep moxHa npuzHauuTH cyoiHTepdeiicy [P — agpecy Ta Macky migMepexi,
gk 1 ¢izuunomy iHtepdeiicy. Lle BinOyBaeThes 3a gomnomoror0 koManau ip address
192.168.10.1 255.255.255.0.
Takum  camuMm  cmocoboM  jomaeMo  cyOiHTepdedcn  MmaMepex

KOHCTPYKTOPCHKOTO BIJAUTY Ta BIJALLY TEXHIYHOT NIATPUMKH (pUCYHOK 2.24).

& TonoeHmii mapLpyTusaTop - O x

Physical Config CLI

I10S Command Line Interface

Router> ~
Router>

Routers

Bouterren

Routergeont t

Enter configuration commands, one per line. End with CNTL/Z.

Router {config)#int £a0/0.10

RBouter (config-subif) &

SLINE-5-CHRNGED: Interface FastEthernetl/0.10, changed state to up

SLINEPRCTC-5-UPDOWN: Line protocol on Interface FastEthermetl/0.10, changed state to up

Bouter{config-subif) #encapsulation dotlg 10

Router (config-subif) #ip address 1%2.1€8.10.1 255.255.255.0

Bouter (config-subif) #

Router (config-subif) exit

Router (config)fint £a0/0.20

Bouter (config-subif) #

SLINE-5-CHRNGED: Interface FastEthernetl/0.20, changed state to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthermet0/0.20, changed state to up

Bouter{config-subif) #encapsulation dotlg 20

Bouter {config-subif) #ip address 152.1€2.20.1 255.255.255.

Router (config-subif) dexit

Router{config)fint £fals0.30

Bouter (config-subif) #

SLINE-5-CHRNGED: Interface FastEthernet(/0.20, changed state to up

SLINEFRCTO-5-UFDOWHN: Line protocol on Interface FastEthermetld/0.30, changed state to up

Router (config-subif) dencapsulation dotlg 30

Router (config-subif) #ip address 192.1€8.30.1 255.255.255.0
Router (config-subif) #

Bouter (config-subif) #

RBouter (config-subif) #

Bouter (config-subif) #

Copy Paste

Pucynok 2.24 — HanamtyBanHs cyOiHTEpdEencIB sl TIAMEPEK

[Ticns HamamTyBaHHS cyOiHTepdeiiciB, nepedyBaoun y pekumMi I100aabHOTO
KoH(pirypyBanHs, Takox Tpeba HamamryBatu DHCP — cepBep ans aBToMaTuyHOTO
npusHadeHHs [P — agpecu BiJIMOBIHO A0 BipTyalibHOI Mepexi. i 1boro moTpioHo
BUKOPUCTATH HACTYITHI KOMaH/IH:

1. ip dhcp pool itd — Buznawae DHCP — myn, Ha3Ba SIKOTO BKa3y€ThCS B

SIKOCT1 OCTaHHbBOTO mapamMeTpa,



2. network 192.168.10.0 — 3amaemo Mepexy, sika Oy/ie Mpu3HAYaTUCS;

3. default — router 192.168.10.1 — 3amaeMo MLII03, B SKOCTI SIKOTO OyJie
BUCTYIIaTH MapIIPyTHU3aTOP;

4. dns — server 8.8.8.8 — mpu3HaUaEMO cepBep JTOMEHHHX IMEH.

5. ip dhcp excluded — address 192.168.10.0, ip dhcp excluded — address
192.168.10.1 — BuzHauaemo [P — azgpecwu, siki He MOXKYTh OyTH MTPU3HAYEHI.

AHaJOTIYHUM YMHOM HAJIAIITOBYEMO TWHaMIuHE mnpuszHaueHHs [P — agpec
JUTSL IHIIUX TIAMEPEXK, TUIbKUA TPETIM OKTETOM aJpecH BKa3yeEMO HOMEP BIJIMOBIIHOT

nigMepexi (pucyHok 2.25).
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I0S Command Line Interface

~
Router>
Router>
Router>
Routerren
Routerfconf t
Enter configuration commands, one per lime. End with CHNTL/Z.
Router (config) $ip dhcp pool ts
Router (dhep-config) #network 152.1€8.20.0 255.255.255.0
Router (dhep-config) gdefault-router 152.1€2.20.1
Router (dhcp-config) #dns—server 5.5.5.8
Router (dhcp-config) #ip dhep excluded-address 152.1€2.20.0
Router (config) #ip dhcep excluded-address 152 .1€2.20.1
Router (config)#ip dhcp pool kd
Router (dhep-config) gnetwork 152.1€8.30.0 255.255.255.0
Router (dhocp-config) §default-router 152.1€3.30.1
Router (dhcp-config) #dns—-server 2.2.8.2
Router (dhep-config) §ip dhep excluded-address 152.1€2.30.1
Router (config) #ip dheop excluded-address 192 .1€8.30.0
Rcuter-:ccn:'ig)#l W
Copy Faste

Pucynok 2.25 — HanamryBanast DHCP s BipryansHux mepex 20 Ta 30

Tenep Tpeba 3amatu mopTaM KOMYTAaTOPiB BIJIOBIAHI BipTyalabHI MEpexi, B
AKUX OyIyTh MpalOBATU MPUCTPOI, SIKI MIJKIIOYEH] JO LUX MOPTIB (pUCYHOK 2.26).
[Toptu, sKi 3’€NHYIOTH MDK CO0OI JIBa KOMyTaropu abo KOMYTarop Ta
MapHIpyTHU3aTop CJiJ BU3HAYUTH K trunk — mopt. 3a gomomMororw trunk — moprtiB
BIJI0yBaeThca mnepenada Tpagika aekiibkox VLAN 1mo ogHOMy KaHally 3B°SI3KY

(pucyHok 2.27).
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GLOBAL al
Settings Port Status
Bandwidth

Duplex

Algorithm Settings
SWITCH
WLAN Database
INTERFACE
FastEthernet0/1
FastEthernet0/2
FastEthernet0/3
FastEthernetd,/d
FastEthernet0/s
FastEthernetd/6
FastEthernet0/7
FastEthernet0/8

FastEthernet0/9
FactFtharnatn/ 10

Access

Tx Ring Limit

FastEthernet0/2

100 Mbps
Half Duplex

on
10 Mbps [#] Auto
Full Duplex i Auto

B

Equivalent I0S Commands

Switchrenakle
Switchiconfigure terminal
Enter configuration commands,
Switchi

one per line.
config)finterface FastEthernetl/1l
Switchi{config-if) ¢

Switchiconfig-if) fexit
Switchiconfig)finterface FastEthernetl/2
Switch{config-if) §

End with CNIL/Z.

Pucynok 2.26 — HanamryBanus nopty fuist poootu y VLAN 10

# Komkratop-IT-1 - O X
Physical Config CLI
GLOBAL A FastEthernet0/1
Settings Port Status on
Algorithm Settings Bandwidth 100 Mbps () 10 Mbps ] Auto
SWITCH Duplex Half Duplex @) Full Duplex i Auto
VLAN Database
INTERFACE Trunk - VLAN | 1-1005 :]|
FastEthernetd/1
FastEthernet/2 Tx Ring Limit |10 |

Pucynok 2.27 — HanamrtyBanus trunk — mopry

OTtxe, 1 nepeBipku MpaBUiIbHOCTI podoTu cinyx6u DHCP notpibHo 3aiiTu B

napameTpu npuctporo Ta y po3aut «Desktop» Bubpatu mynkt «IP Configurationy i

nepextounTu oro y nonoxkenas DHCP (pucynok 2.28).
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IP Configuration X

IP Configuration
(@ DHCP () Static DHCP request successful.

IP Address 192.168.20.6 i
Subnet Mask 255.255.255.0 i
Default Gateway 192.168.20.1
DMNS Server g.8.8.8

IPv6 Configuration
() DHCP (O Auto Config (® Static

IPvo Address !

Link Local Address FESO::20D:BDFF:FECE: 166 By
IPvE Gateway

IPve DNS Server .

Pucynok 2.28 — HanamtyBanHs [TuHaMidHOTO oTpuMaHHs [P — anpecu

Anpeca Oy/e 3anexaru Bijl BIpTyaJIbHOT MEpexi, K1l TPU3HAYCHHUH TTOPT.

s peanizariii MOAJIMBOCTI MIAKIIOYEHHS 3a JOTIOMOTOr0 TexHojorii Wi— Fiy
Cisco Pocket Tracer moTpiOHO ansi KOXKHOI BIPTyaJbHOI MEpEXi AOAATH TOUKY
noctynny Wi — Fi (Access Point). KoxHy TOYKy AOCTymy Ciif HiIKIIOYUTH 0
KOMYyTaTopa 1 npu3HauuTH i BianosinHuii VLAN, y sikomy BoHa Oyze mpartoBaru. Y
HajamTyBaHHAX HeoOximHo Bka3aTu SSID (Ha3Ba Wi — Fi Mepexi), a Takox y po3aii
«Authentification» BCTaHOBUTH Mapojb I 3alO0IraHHIO CTOPOHHIX MiAKIIOYEHb

(pucyHok 2.29).



@ Access Point2

Physical Config

PoGoua cranIis, ans MIIKIIOUYEHHS 10 O€3IpOTOBOI MEpeXki, MOBMHHA MaTH
cnemianbHy miaaty posmupenHs (Wi — Fi aganrep). Ilicnst #oro BcTaHOBIEHHS
MOTPiIOHO TMEepPeUTH 10 MmapaMeTpiB MpHUCTPoro 1 BuOpatu posain «PC Wirelessy. V

poszaini «Connecty 3’sIBUThCS ciucok qoctynHux Wi — Fi mepex (pucynok 2.30). I3

GLOBAL Port 1
Settings Port Status on
INTERFACE SSID |Tech_support
Port 0 Channel 4 -
Port 1 .
Authentication
(O Disabled O WEP WEP Key
® wpPa-PsK (O WPAZ-PSK PSK Pass Phrase/11111111
Encryption Type AES -

PucyHnok 2.29 — HanamTyBaHHS TOUYKH JOCTYILY

LBOTO CIUCKY BUOMPAEMO MOTPIOHY MEPEXKY 1 MIIKIFOYAEMOCS 10 HEN.

Jlnst peamizaiiii OCHOBHOTO TMPU3HAYEHHS TEXHOJIOTI] BIPTyaJIbHHX MEPEXK, a

caM€ PO3MEXKYBaHHS JOCTYIy MDK pPI3HUMH BiJUIaMHu, MOTPIOHO BHUKOPUCTATH

Connect

Below is a list of available wireless networks. To search for more wireless networks, click.
the Refresh button. To view more information about a network, select the wireless network
name. To connect to that network, click the Connect button below.

[59]
AP
a}
:

Site Information \

Wireless Mode Infrastructure
Network Type Mixed B/G

Radio Band  Auto
Security WPAIL-PSK
MAC Address 000D BDS0.0340 ~—

Refresh Connect

IT_Department

Tech_support

Adapter is Active

N Notebook Adapter Wireless Network Monitor v1.0 wedsi . WPCG300N

access control list (cicok goctymy).

Pucynok 2.30 — Cnucok JocTynmHUX 0€3ApOTOBUX MEPEK



Access control list (ACL) mpairroe Ha mpucTposix Tpetboro piBHs mozaeni OSI,
MOXYTh OyTH HajallITOBaHI Ha OKpPEMOMY cepBepi abo0 Ha MapHIpyTH3aropi, i
KEPYIOTb SIK BXIJTHUM, TaK 1 BUXITHUM Tpa(iKoM.

Jns Toro, mo6 crBoputu crimcku aoctymy y Cisco Pocket Tracer, morpiOoHo
nepelTy y mapaMmeTpu Mapuipytusaropa, a came y komaHaHui psgok Cisco 10S.
[ToTiM CTBOpEH1 CNHCKH JOCTYIy IPHUCBOIOIOTHCA BIANOBIAHUM iHTepdericam abo
cyOiHTepdericam.

Jns iHimiamizanii CnucKy AO0CTYHy MOTPIOHO MEPEeUTH Y PO3LIUMPEHUN PEXUM
omepartiinoi cucremu Cisco komaHaow «enable». Jlam Tpeba yBIUTH y pexuM
robanbHOi KOH(Iryparii, BBIBIIM KoMaHIy «config terminal». Cnucku noctymy
MOXYThb OyTH ctanaapTHumu (standart) abo posmupenumu (extended). Komanna «ip
access-list standart construct-department» CTBOpUTH CTaHAAPTHUN CIUCOK JOCTYILY,
AKUA MaTuMe Ha3By construct-department, depe3 Te, 110 BiH MNpU3HAYCHUN IS
MiIMEPEeKi KOHCTPYKTOPChKOTO Bijmury. Ilicmst Toro, sk CHHCOK JoCTyry OyB
CTBOPEHHUM, MOTPIOHO HANAIITyBaTH HOro. 3a KepyBaHHS OCTYIOM BIAMOBIAAIOTh
KkoMaHAu «deny» - 3a00pOHUTU Ta «permit» - JO3BOJIUTH. 3a yMOBaMHU 3aBJaHHS,
KOHCTPYKTOPCBHKHH BIJUIII HE MOBUHEH MaTu jaocTyiy a0 [T — Bigmiay Ta Biaainy
TEXHIYHO1 MIATPUMKHU. 3poOUTH 11e MOkHA koMaH10t0 «deny 192.168.20.0 0.0.0.255»
Ta «deny 192.168.10.0 0.0.0.255»: BkazaBIIM ajpecy Mepexi, 0 SKOi TOCTyI
3a00pOHEHO Ta 3BOPOTHIO MacKy miaMmepexi. Komanma «permit any» 103BOJHTH
JOCTYIT JO BCiX IHIIUX MEpeX. AJile CTBOPUTH CIHCOK JOCTYIy HE IOCTaTHbBO,
MOTPIOHO TMPHUCBOITH MOTO BIAMOBITHIA TigMepexi. lle BUKOHY€EThCS NLIAXOM
3B’si3yBaHHsT ACL 3 BiamoBigHuM iHTepdericom abo mimiHtepdericom. [ns mporo
HEOOX1IHO TMepelTH Ha cyOiHTep@eic BipTyallbHOI Mepexl KoMmMaHAow «interface
FastEthernet0/0.30» Komanpga «ip access-group construct-department outy» npucBoiTh
migiarepdeiicy  FastEthernet0/0.30 ACL  construct-department, sxuii Oyze
¢ipTpyBaTH BUX1OHUN Tpadik. ToMy kopHrcTyBad poO04Oi CTaHLli, IKa 3HAXOAUTHCS
Yy KOHCTPYKTOPCBKOMY BIJIUTI, HE 3MOXKE 3BEPHYTHCS 10 KOMII FOTEPIB IHIIHMX

niapo3AUTiB (pucyHok 2.31).
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% Invalid input detected at '*" marker. -
Router (config) §ip access-list standard construct-department
Router (config-std-nacl)fdeny 192.1€2.20.0 0.0.0_255

Router (config-std-nacl)fdeny 15%2_1€2.10.0 0.0_.0_255

Router (config-std-nacl) ipermit any

RBouter (config-std-nacl)fexit

Router (config)

Router(config) g

Router (config) #

Router (config)#

Router (config) g

Router (config) gint £a0/0.30

Router (config-subif) #ip access-group

Router#

%5YS5-5-CONFIE I: Configured from console by conscle

Routerg

Router#

Router#

Routerfen

Bouterfconft t

Enter configuration commands, one per line. End with CHNIL/Z.
Router{config)#int £a0/0.320

Router (config-subif) #ip access-group construct—department

% Incomplete command.

Router (config-subif) #ip access-group construct-department out
Router (config-subif) #do wr

Building configuration.. . b

Copy Paste

Pucynok 2.31 — HanamrtyBanus ACL 1151 KOHCTPYKTOPCHKOTO BIAALTY

3a TakMM CaMUM MPUHITUIIOM CTBOPIOEMO criucku goctymy juisi [T — Bigaimy
Ta BIAJLTY TEXHIYHOI MIATPUMKH 1 3B SI3y€MO iX 3 BIJMOBITHUMU CyOiHTepdericamu.
Hnsa IT — Bignuty Oyzme 3a0OKOBaHO BUXIAHUN Tpadik, SKUM TPU3HAYAETHCS
KOHCTPYKTOPCBHKOMY BIJIUTY Ta BIAJAUTY TEXMIATPUMKH, a JUIsl BIAJAUTY TEXIIATPUMKU
— Tpadik, kui HaaxoauTh IT Ta KOHCTPYKTOpPCHKUM Bigaiiam (pucyHok 2.32 Ta

pUCYHOK 2.33).
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105 Command Line Interface
[ELINEPALIL-5-ULDUNN : Line protocol oOn Lnterlace FastECthernetl/u.=u, changed sState

L]
to up
$LINEEROTO-5-UFDOWN: Line protocol on Interface FastEthernetd/0.30, changed state
to up
$LINEEROTO-5-UFDOWN: Line protocol on Interface Ethernet0,/0/0, changed state to up
Router=>
Routers
Houter>
Routerren
BEouterfcont t
Enter configuration commands, one per line. End with CHNTL/Z.
Bouter (config) §ip access-list standart IT-department
% Inwvalid input detected at '"~' marker.
Router (config) §ip access—-list standard IT-department
Router (config-std-nacl) §deny 15%2.1€2.20.0 0.0.0.255
Bouter (config-std-nacl) ¢deny 152 .1€2.30.0 0.0.0_.255
Router {config-std-nacl) §permit any
Router (config-std-nacl) §exit
Router (config) #ip access-list standard tech-support
Router (config-std-nacl) fdeny 132 _.1€2.10.0 0.0.0.255
Router (config-std-nacl) §deny 15%2.1€2.30.0 0.0.0.255
Router (config-std-nacl) gpermit any
Router (config-std-nacl) fexit
Router {config) g =

Copy Paste

Pucynok 2.32 — HanamrtyBaHHs CIUCKIB nocTymy juist [T — Bimainy 1

TEXTIATPUMKHU

Bouter>

Houter>

Bouter:>

Router=en

Bouterfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router {config)gint £ald/0.10

Router (config-subkif) $#ip access-group IT-department out

Bouter (config-subif) §exit

Bouter (config) fint £a0/0.20

Bouter ({config-subif) $#ip access—-group tech-support out

Bouter (config-subkif) $exit

Rcuter{ccnfig)#l W

Copy Paste

Pucynok 2.33 — npucBoroBanHs cyOiHTepdelicaM BIAMOBIIHUX access control
list

[lepeBipka JOTTYHOT MEPEkK1 Ha MPAE3aTHICTh Ta KOPEKTHICTh POOOTH.

1. TlepeBipka, un MOXyThb poOoul cTaHIli Mepexi 3Beprarucsa g0 FTP —

cepBepa. g 1bOro y KOMaHIHOMY PSIKY KOMII I0Tepa MOTPIOHO BBECTH KOMaHIY



«ftp 128.96.10.10». Ilpm mnpaBUIbHUX HAIAMTYBAHHSAX Y KOMAHIHOMY PAIKY

MMOBUHHO 3’ SIBUTHCS T0JIE JIJIs1 BBOJY 1M’s1 KOPHCTYyBaya Ta MmapoJib (pUcyHokK 2.34).

Command Prompt X

Packet Tracer PC Command Line 1.0
BC=ftp £.10.10
Trying --128_%9c_.10_10

E

y BT Ftp server

need password

Pucynok 2.34 — 3Bepuenns 1o FTP - cepBepa

2. IlepeBipka poOOTH CIHUCKIB AOCTYIy IS BipTyanbHUX Mepex. lle moxna
3pOOUTH, BUKOPUCTABIIN KOMaHIy «ping» y mapi 3 BianosigHow [P — anpecoro.
Pesynbratom po0OoTu Oyae TMOKa3HHWK, CKUIBKM 3 TECTOBUX MAKETIB MIANUIM 0
KOMIT FOTEpa, IKOMY BOHU HaJicUJIauCs. Y MPUBEICHOMY Ha PUCYHKY 2.35 mpukiasi
komm’torep 3 IP — aapecoro 192.168.30.4 Hajncunae TeCTOBI MakeTH JICOTOIY, SIKUI
Mae anpecy 192.168.20.9. Bonu 3HaxomsaThea y PI3HUX MiAMEpexax 1, 32 yMOBaMHU

3aBJAaHHA, HC MalOTh JOCTYIlY OJUH OO0 OJHOIO.

PC Command Line

0, Lost = 4 (1l00%

PucyHok 2.35 — mepeBipka J0CTyITy J0 poO0o40i CTaHIIii 1HIIOT miaMepexi
Ax 06auuMo, HEe OJUH 13 TECTOBUX MAKETIB HE JOCAT aJpecH MpU3HAYEHHS,
OCKITBKH BTpaTu csararoTh 100%. Ko X «IpoImiHTyBaTH» KOMIT IOTEp 3 TIET XK

BIpTyaJIbHOT MEPEXi, TO BC1 MAKETH JHOCITHYTh aipeCcH Mpu3HadeHHs (pUCYyHOK 2.36).
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Command Prompt

Packet Tracer P iand Line 1.0
BC> ping 152,

PucyHnok 2.36 — nepeBipka JOCTYITy A0 KOMII FOTEPa OJIHIE€T MEepex1
O1xe, MOXHA 3pOOUTH BHUCHOBOK, IO JIOTIYHA MOJIENb TEJICKOMYHIKAI[iHHOI

MEpexXi MNpaLIoe KOPEKTHO 1 MOKa3ye, K 1HPopMalis LUPKYIIOE y pakax yciel

MEpexi Ta y MekKaxX OKpEMUX BIPTyaIbHUX MEPEK.

3 BUBIP OBJIAJTHAHHS JIJISI TEJJEKOMYHIKAIIMHOI MEPEXI

3.1 MapumpyTu3arop

Ponb ronoBHOTO MapmpyTuzaTtopa mepexi Oyne BukonyBatu MikroTik Router



BOARD RB750GR3 hEX (pucynok 3.1). Lle nstunoproBuit GigabitEthernet
Mapuipytuzatop. Bin mae 16 M6 daem — nam’sti, USB — mopt, cinot st kapTu
nam’sati  MicroSD 1 miarpuMky amapatHoro mudpyBaHHsA. buibmr neranbH1
XapaKTepUCTUKH HaBeneHi y Tabmui 3.1.

Tabnuus 3.1 — XapakTepuCTUKHA MapILIpyTHU3aTOpa

[IBuAKICTH TOPTIB 1 I'6it/c

IIpouecop MT7621A

Yacrora npouecopa 880 MI'1g

KinbkicTs simep / moTokiB 2/4

OmneparuBHa mam’sITh 256 M6

dnent — nam’ STh 16 M6

[aTepdeiicu 5 * LAN 10/10/1000, 1 * USB type A
[linTpuMKa MPOTOKOIB PPTP, L2TP, Ipsec, PPPoE, DHCP, NAT

Pucynok 3.1 - MikroTik Router BOARD RB750GR3 hEX

3.2 Komyraropu

[Tim gyac moOymoBH TeNeKOMYHIKAIiiiHOT Mepexi Oyae 3acTOCOBYBATHCS JBi
mozeni komyTaropiB: Cisco SB SF110D — 08 — EU (pucynok 3.2) ta TP — LINK TL —
SF1016D (pucynok 3.3). Ilepmmit Oyne po3MimryBaTHCS y KOPHIOpaX, A0 HBOTO
OyZyTh MiJKIIOYATHCS KOMYTaTopH, sKi 3HAaXOIATHCS B KaOiHeTax. IX mapamerpu
nokasasi y Tabmuui 3.2.

Tabmurs 3.2 — XapakTepUCTHKHA KOMYTaTOPiB



Mopnens Cisco SB SF110D-08-EU TP -LINK TL-SF1016D

Kinbkicte optiB Ethernet |8 * RJ45 10/100 Moit/c 16 * RJ45 10/100 Moit/c

Tun HEKEPOBaHUM HEKEPOBAHUIN

Pucynok 3.2 — KomyTtatop Cisco SB SF110D-08-EU

Pucynok 3.3 — Komytarop TP -LINK TL-SF1016D

3.3 Po0oui cTanuii

Bubip xomm’roTepiB, siki OyayTh MpaIfOBaTH B MEPEXki, MA€ BEJIMKE 3HAUCHHS
gyepe3 Te, 10 BiJ iX MapamMeTpiB 3aJeXKUTh AKICTh 1 MIBUAKICTH pOOOTH, SIKY BOHU
OyayTh BUKOHyBaTH. Tomy Oyno mnpuiiHATE pimeHHsS oOpatu s 1i€i podi
MoHOOJ0KH. [{e koM toTep abo MiHI — KOMIT I0TEp, Y SKOTO BCl MPUCTPOi BBOIY —
BHUBOJY 3HaXOIATHCS B OAHOMY KOPITyCl pa3oM 3 MOHITOpoM. Taki MpUCTpOi MaroTh
psi TiepeBar, HAWTOJIOBHIMIUMH 13 SKUX € KOMIIAKTHICTh (HE TMOTPIOHO J0JaTKOBE
MicIle JUIi CHCTEMHOTO OJIOKy) Ta eHeproeeKTUBHICTh (B TaKuUX CHCTEMax

BCTAHOBJIIOIOTHCSl ~ KOMIUICKTYIOUl, $KI MalTh MajJuil 00CAT  CHOXHBaHHSA



€JIEKTPOCHEPTiI ISl KPALOTO OXOJIOMKEHHS B KOMIAKTHOMY KOPITYCi).
HaitontumaneHimum Bubopom Oyae mMonoosok HP 200 G4 (pucynok 3.4).
Horo xapakTepHCTHKH TI0Ka3aHi y Tabmumi 3.3.

Tabmuis 3.3 — Xapakrepuctuku HP 200 G4

Mopnens HP 200 G4

Hucnueit 21.5” IPS 1920 * 1080

[Ipouecop Intel Core 13 — 1215U (3.3 —4.4 [T)
OneparuBHa aM’Th 416

I'padiunmii anantep Intel UHD Graphics

OrmepariitHa cucteMa Windows 11 Home

Pucynok 3.4 — Mouno6nox HP 200 G4

3.4 ®aiia — cepsep

daitn — cepBep € OJHUM 3 HAWTOJOBHINIMX MEPEKEBUX MPHUCTPOIB, Yepe3 Te,
o0 Ha HbOMY Oyne 30epiraTucs OaraTo BakJIMBOI 1H(OpMallii 3 pi3HUX BIIILIIB
nignpremctsa. Moro HasBHICTH 1a€ HACTYIIHI epeBATH:

1. Jlac MOXJIMBICTh PO3MOAUIATHA 00JAcTi 30epiranHs 3a OyJap — SKHUM THIIOM
Ta HaJAIITyBaTH JOMYCK A0 1H(QOpMaIli 1isi BA3HAYEHUX KOPUCTYBayiB.

2. Tlokpamntye iHpopMaIliiiHy O€3MEKYy.

3. Jlo3BoJIsi€ pO3MOAUIATH 00’ €M JUCKOBOTO IIPOCTOPY.

Jns mBuaKOT Ta HAIIMHOI poOOTH MOTpeOy€e MOTYKHOTO MPOIIecCopa, 3HAYHOTO
oOcsiry OIepaTuBHOI MaM’ATi Ta HAKONUYyBauiB, SKIi MalOTh BUCOKY IIBHJKICTb
3aMyCy Ta YATAHHS JIJISl MIBUAKOTO JOCTYITY 110 1H(hOpMAIIii.

VY sxocti (daitnmoBoro cepBepy Oyno obpano cepep ARTLINE Business




R17v14 (pucynok 3.5). Bin Mae mapamerpu, siKi 3aJ0BOJIbHSIOTh HaBENIEHI BUIIE
BHMOTH.

Tabnuus 3.4 — I[lapametpu cepBepa ARTLINE Business R17v14

Monenb ARTLINE Business R17v14
ITpouecop Intel Core 15 — 10400F
Kinbkicts simep / motokiB |6/ 12

TakToBa yacToTa 29431Tn

Yincer Intel H470

OneparuBHa nam’sITh 16 I'b DDR4-2666

HDD 2*1TB

SSD 250 GB

I'padiunmii anantep Nvidia GeForce GT 710 1 GB
bnok xuBneHHs 400 Bar

Onepariiiina cucrema Linux Fedora — Server 39

Taki XapakTEepUCTHKU O3BOJISITH CEPBEPY IMBHUJIKO BIJIMOBITATH HA 3alHUTH
KIIIEHTIB MEpEeXi, a omepaiiiiHa cucremMa Linux 3a0e3reyuTh HaAIMHICTh Ta
MIBUAKOIF0. BoHa Takok € 6€3KOIMTOBHOIO, OCKUIBKH II€ TIPOTPaMHE 3a0e3MeUeHHS 3

BIJIKPUTUM BHX1JTHUM KOJIOM

Pucynok 3.5 — Cepep ARTLINE Business R17v14



4 PESEPBHE KUBJIEHHS MEPEXI

3a0e3neueHHs pe3epBHOTO KUBJIEHHS MEpPEkl Ma€ HaJABAKIMBE 3HAYEHHs, 00
came IIe J03BOJIIE MPOAOBKUTH HOPMaJbHY pOOOTY MIANPUEMCTBA B yMOBax
BIIKJTIOYCHHST eJIeKTpoeHeprii ado OmekayTy. Toxk pi3ke 3HECTPpYMJICHHS HETaTHBHO
BILUIMBAE HA MPUCTPOI MEPEkKi, 0COOIMBO HA CEpBEP Ta poOOUl CTaHIIT Yepe3 Te, 10
iH(bopMallis y HUX 30epiraeThCs Ha HAKOMMMYyBauyax Ha KOPCTKUX MArHITHUX JTUCKAaX.
Ko pi3KO BUMKHYTH >KMBIICHHS, TaKUIl HAKOMUYyBay MOXKE He 30epertu AaHi, siKi
3allMCYBaJIUCS HAa HBOTO 3amucyBajucs abo iH(opmalis MOXe 3amucarucs He
KOPEKTHO, 10 YHEMOXXJIUBUTH 11 3UMTYBaHHs 3r0J0OM. A BpaxoBYKOUU OCOOJIMBOCTI
KOHCTPYKLII OPCTKUX JUCKIB, TaKl OCOOJMBOCTI €KCIUTyaTalli MNpU3BEAYTh 0

IIBUIKOTO BUXOY 3 JIaly HAKOMMYYyBava 3 yCI€I0 HAsSBHOIO 1HPOPMAITIEI0 HA HHOMY.

4.1 3a0e3neueHHS pe3epPBHOIO KUBJICHHSA MApPLIIPYTH3aTOPa Ta KOMYTaTOPiB

Jlnst Toro, mio0 peamizyBaTH aBapiiiHE >KHUBJICHHS IS MapIIpyTH3aTopa,
ICHYIOTh CrHelialbHl MpUCTPoi, siki MaroTh Ha3By Mini UPS. Taki mpucTtpoi marorh
KOMITAKTHUI pO3MIp Ta IPOCTI y €KCIUTyaTalli.

VY mamomy Bumajky HalonTuMmaibHimuUM BuOOpoM Oyne Mini DC UPS KA —



DCI1018P. Bim npu3HaueHWii g 3a0e3leUeHHs  JKUBJICHHS  ApIOHHMX
SJICKTPONPIIIAIIB TIPU €KCTPEHOMY BIIKIIOYEHHI eJeKkTpoeHeprii. Moro MoximBocTi
BKa3aH1 y Tabmuui 4.1.

Tabnuis 4.1 — nmapamerpu Mini DC UPS KA — DC1018P

Buxinna noTyXHICTh 18 Bar

Jliama3oH BX1IHOT HANPyTH 85 — 265 BonbT 3MIHHOTO CTPyMy
Buxigni Hanpyru 5,9, 12 Boabr

€MHICTh aKyMyJIsSITOpa 8800 Miniamnep / roguH

Yac poboTH poyTepa Bijf aKkymMyasiTopa 8 — 10 I'ogun

Pucynok 4.1 — Mini DC UPS KA - DC1018P

4.2 3a0e3ne4eHHs pPe3ePBHOIO KMBJIEHHS POOOYNX CTAHUIN

Po3rnsayTi Bumie On0ku Oe3mepeOiifHOTO KUBJICHHS MOXYTh 3a0€3MMEYUTH
po0OOTYy KOMyTaTOpa, MapIIPyTU3ATOPa YU 1HILIOTO IPUCTPOIO, KU CIIOKUBAE JOCHUTD
Hebararo eHeprii. Aje X OTY>KHOCTI SIBHO HE BUCTAYUTh JIJIS )KUBJICHHS KOMIT I0TEpa
ab0 1HIOT TOMIOHOT OYHMCITIOBAIBHOI TEXHIKM. TOMYy TyT BapTO UIyKaTw OUIbII
eHeproeMkicHe pimeHHs. Takum pimenHsm Oyae ABX LogicPower LPM — 525VA —
P (LP3170). B Tabnutti 4.2 mpuBeAeH] HOTO MOXKIIUBOCTI.

Tabmuus 4.2 — JIBXK LogicPower LPM — 525VA — P (LP3170)



KinbkicTh po3eTok 2

Buxigna notyxHicTh 525 BA /367 Br

Jliara3oH BX1AHOT HAIPYTH 145—290V

AxymynsTopHa 6atapest BOy/I0BaHa

Tun 6arapei CBuHneBo — kucnotuuii, 12 'V, 4.5 A/
TO/IMH

Tum apxiTexTypu JliniliHO — 1HTEpaKTUBHI

Yac poboTH 3a MOBHOTO HaBaHTaXeHHS |10 — 15 XBuIUH

Pucynok 4.2 - JIbXX LogicPower LPM — 525VA — P

4.3 3a0e3neueHHsI pe3epPBHOIO *KUBJICHHSI cepBepa

Ha cepBepi 30epiratorbest Benuki oOcsru iHGopMmalii mianpueMcTBa, BTPaTy
KX HE MOXXHA JIONYCTUTH, 3 IIbOTO BUXOAWTbH, 110 BUMOTU JI0 MPHUCTPOIO, SKUN
3a0e3nevyBaTUMe aBapiiiHE >KUBJEHHS, MalOThb OyTH OuUlbll cyBopuMmH. LI BUMoru
3anoBinbHUTE J[DKB Must EO20 — R600W (DS275619). Bcei #ioro MOXIHUBOCTI

uTrocTpye Tadnuis 4.3.




Tabnuus 4.3 — napamerpu Kb Must EO20 — R600W

KinbkicTh po3eTok 2

BuxigHa notyxHICTb 750 BA / 600 Bt
Bxigna yacrora 50T

Buxigna nanpyra 220V

Buxigna yactota 50 I'n
AkyMynsiTopHa Oarapes 30BHIIIHSA
Hamnpyra akymynsaropa 12V

KinekicTs a3 1

Yac nepeMukaHHs Ha OaTapero <4 wmc

Pucynok 4.3 — napamerpu /Kb Must EO20 — R600W

4.4 3acTocyBaHHSl reHepPaTopa sl A0BIOCTPOKOBOI po0OTH

HasiBHicTh OsOKIB  0€31epeOiHOr0  KUBJICHHS  BUPINIYIOTH  OpoOsiemMy
3HECTPYMJICHHSI JIMIIE YacTKOBO, OCKUIbKM 3aps] akyMmyjasTopa 3 4acoMm
3aKIHYY€ThCS, TaKl PIIIEHHS BUPINIYIOTH MPpoOIeMy JIHIIE YaCTKOBO, MOKU He Oyne

3aJIITHO PE3EPBHUN TEHEPATOP CTPYMY.



EnexTpuuHuii reHepaTop — 1€ MNPUCTPOi, y SKUX MeXaHIuHa EeHeprisd
NEPETBOPIOEThCST B elekTpuuHy. [llupoke 3actocyBaHHS OTpUMAld Te€HEPATOpU
3MIHHOTO CTPyMY 4Y€pe3 JIETKICTh WOro OTPUMAaHHS 1 MEPETBOPEHHS, a TaKOX Yepe3
MPOCTOTY KOHCTPYKIIi reHeparopiB i nBuryHiB[4]. Ha pucynky 4.4 nmokazana Mojeinb
reHeparopa 3MiHHOTO CTPyMY.

[enepatopom cTpymMy I MEpexXi, siKa PO3POOISEThCA, Oyle BHUCTyHaTH
muszenbHuid reHeparop Daewoo DDAE 10500DSE — 3G, nortyxsictio 6 kBT. Bin
OCHAIIICHUI aBTOMAaTHYHHUM PETYIATOpoM Harpyru (AVR), BOIETMETPOM, TaUTIHMKOM
PIBHS MaJIUBa, JTIYWIBHIKOM MOTOTOAMH. Yac #ioro aBTOHOMHOI poOOTH CTaHOBUTH 12
TOAWH, a PIBEHb CIOKWBaHHS ManuBa — 1.65 miTpu Ha romuHy podOotu. Ilicis
BIJIHOBJICHHSI ~ €JIeKTpornocTtayaHHs cucteMa AVR — aBroMaTU4HO  BIJIKJIIOUUTH

YKUBJICHHS BiJl TeHEpaTopa.

Pucynok 4.5 — reneparop Daewoo DDAE 10500DSE - 3G

BUCHOBOK

VY mporieci BUKOHAHHSA MaricTepchKkoi poOoTH Oylio MpoaHaIi30BaHO aKTyalbHI

TEHJEHIIT PO3BUTKY TEJIEKOMYHIKAI[IHHUX Mepex. bylno aeranbHO pO3MISAHYTO



TOTOJIOTIi KOMIT'IOTEPHHX MEpEXK, CEPeIOBUINA PO3MOBCIOKCHHS CHUTHAIB,
MPUHIUANK POOOTH KOMYTAIIMHUX MEPEXKEBUX MPUCTPOIB Ta iX (PYHKIIOHAJbHI
MOXJIUBOCTI. Takox po3misganacs eTaloHHAa MOJETb B3a€EMOIl BIIKPUTHUX CUCTEM
(mozmenb OSI) Ta ii piBHI, HA OCHOBI SIKMX MPOEKTYIOThCS TEIEKOMYHIKAIIHI MEPexi.

Po3pobneno ¢i3zuuHy MOAelb KOMIT IOTEPHOT MEpEeXl, siIKa JIETaJbHO IMOKa3Ye,
AK MepekeBe oOOnagHaHHsS Ta poOodl CTaHIl pO3TAIIOBYIOTBCA Yy MeXax
MIPUMIILICHHS.

Takox Oyna moOygoBaHa JIOT1YHA MOJIETb MEPEXKI 3a JIOIOMOIOI0 CEepEeAOBHILA
monemtoBanHs Ta cumyisiii Cisco Pocket Tracer, sika neTrambHO JEMOHCTPYE, SIK
iHopMmallisi  mepenaeTbcsl MO0 MEpeXi, HaJalTyBaHHS  KOMYTaropiB  Ta
MapuipyTH3aTopa, Ta Ha fAKI BIpPTyaJlbHI MEpPEXl MNOAUICHA TeJIEKOMYHIKaIiliHa
Mepexa 1 AK Il AMEPEKi B3aEMOIIFOTh MK COO0I0.

byno BuOpane BiAmoBijgHE 00JaJHAHHS, a caMe KOMYTaTOpH, MaplipyTU3arop,
cepBep, poOoUi CTaHIIii, K1 BIMOBIAAIOTH Cy4aCHUM BHMOTaM.

Jns miaBUIEHHS HAAIRHOCTI 1 CTAIOCTI POOOTH OYyJIO pO3pOOJICHO CHCTEMY
PE3EpPBHOIO KUBJICHHS IIPH aBapiiiHOMY BIJKJIIOUEHHI eJleKTpoeHeprii. Bona Bkiouae
B cebe Onoku Oe3mepeOiiHOTO JKUBIICHHS, SKI MAlOTh aKyMYJISITOPH, Ta JU3EIbHUN
reHeparop.

3a  pesympTaraMd  MPOBENEHUX  JOCHDKEHb  Oylo  CIPOEKTOBAHO
TEJEKOMYHIKaIllifHy MEpexy, sika po3TallloBaHa Ha TPHOX MOBEpXax Ta pPO3/lIeHa Ha
TPH BIIJIUIU:

1. KoHCTpYKTOPCHKUH BiJUTi.

2. IT — Bigaun.

3. Bigain TeXHIYHOI MIATPUMKHU.

KopucTyBauli MOXKyTh B3a€EMOIISATH B paMKaxX OJHOIO BIJILIY, a Pi3HI BN
HE MalOTh JOCTYITY OJMH /10 OJTHOTO.

HasiBHicTh ~ O5iokiB ~ Oe3mepeOIidHOrO  JKHUBJICHHS — 3amodirae  pi3komy
BIJIKJIFOUYEHHIO TPUCTPOIB TMPU 3HECTPYMJICHHI, a HAABHICTh Te€HepaTopa JacTh

MIPOJIOBKUTH POOOTY Jali.
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1 BASIC ELEMENTS OF NETWORK TECHNOLOGIES
1.1 Network topologies

The "bus" topology assumes that all network devices are connected to one
cable (Figure 1.1), at the ends of which there should be plugs (terminators). Based on
this technology, 10 Megabit Ethernet networks (10Base — 2, 10Base — 5) are being
built. As a rule, coaxial cable is used. Such a network is easy to configure and install,
cheap, if one workstation fails, the network continues to work. But if there is a
malfunction in any part - there is no place, then the entire network fails. It is quite

difficult to find faults. Low performance compared to other topologies.

Poboya ctanuin  Pobova cranuin Poboya cranuin

Figure 1.1 — Bus topology

A '"ring" topology assumes that all workstations are connected by a physical
ring. Twisted pair and optical fiber are mainly used as a data transmission medium.
Messages circulate in a circle. If the computer recognizes the data addressed to 1it, it
copies it to the internal buffer. Message transfer time increases in proportion to the
increase in the number of workstations in the network. This topology is not used for

Ethernet networks.

Figure 1.2 — Ring topology



At the heart of the local network, which is built according to the "star"
topology (Figure 1.3). Its principle is that each computer or other device is connected
by a cable not to another computer, but to special network equipment, which can act
as a hub, switch, or router. The advantage of such a topology is that if the connection
between one of the connected devices and, for example, switches, is broken, the rest

of the network continues to work.

Figure 1.3 - Star topology

True, if this device was the only server, then it will be quite difficult to restore
the network. If the hub (or other "center") fails, the network will stop working. This
topology has an advantage when searching for damage to network elements: cable,
network adapters, connections, etc.. This topology is also useful when adding new
devices to the network. Twisted pair and fiber optic cables are used as a data
transmission medium. Currently, 100 and 1000 Mbit Ethernet networks are built

mainly according to the "star" topology.
1.2 Cable systems
Communication lines are an integral part of any telecommunications network.

A communication line generally consists of a physical medium through which

electrical information signals are transmitted, data transmission equipment, and



intermediate equipment. a synonym of the term communication line (line) is the term

communication channel (channel)[2].
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Figure 1.4 — Diagram of a communication line

The diagram of the communication channel is shown in Figure 1.4. The data
transmission medium can be either a cable (Figure 1.5) — a set of conductors and
insulating sheaths — or the earth's atmosphere or outer space, through which

electromagnetic waves propagate (Figure 1.6).
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Figure 1.5 — Wire and cable communication channels

PadiokaHaiu HA3eMHO20 1 CVIVINHUKO8020

36A3KY

Figure 1.6 — Satellite communication channel

Wired communication lines are wires without insulation, which are laid on

poles and hang in the air. Such communication lines, as a rule, are used to transmit



telephone or telegraph signals, and if necessary, they can also transmit computer data.
Data transfer speed and immunity in such lines are far from the best, so today they
are quickly replaced by cable communication channels.

Cable lines are a rather complex structure. The cable consists of conductors
wrapped in several layers of insulation: electrical, electromagnetic, mechanical, and
possibly climatic. The cable can be equipped with connectors that allow you to
quickly connect various equipment to it[2].

There are three main types of cables used in computer networks:

1. Cables based on a twisted pair of copper conductors.

2. Coaxial cables with a copper core.

3. Fiber optic cables.

The twisted pair or twisted pair cable type is the most common. It contains two
or more pairs of conductors. In each pair, the conductors are twisted together along
the entire length of the cable. This allows you to increase the interference resistance
of the cable and reduce the influence of the signal in each pair on all others. The
maximum transmission distance when using it is 1.5-2.0 km, and the maximum speed
is 1.2 Gbit/s. The duration of signal propagation is 8-12 ns/m. Attenuation of the
signal is 12-28 dB at 100 m at a frequency of 10 MHz.

The most common medium for data transmission over short distances (up to
100 meters) is unshielded twisted pair UTP (Unshielded Twisted Pair). UTP twisted
pair is eight copper wires twisted in pairs in common insulation. It is the most
common and cheapest twisted pair, however, in the case of its operation, there are
problems with electromagnetic compatibility [2].

There are also shielded versions of twisted pair:

1. FTP (Foiled Twisted Pair) — foil twisted pair.

2. STP (Shielded Twisted Pair) — shielded twisted pair.

Compared to UTP, shielded versions of twisted pair have a wider transmission
frequency range, less electromagnetic radiation, but their price is much more
expensive, and they are also more difficult to install. This is shown in more detail in

Table 1.1.



Table 1.1 — Comparative characteristics of twisted pairs

Name UTP FTP S/FTP S/STP
Pricein $ for 1 200-300 280-420 460-690 700-1050
km
Maximum 100 150 300 300

frequency, MHz

Thickness, mm 5.1 6.2 6.5 7.3
Installation Easy Easy Easy Hard
Grounding Easy Hard Easy Easy

Coaxial cable (coaxial) has an asymmetric design and consists of an internal
copper core and a braid separated from the core by a layer of insulation. There are
several types of coaxial cable, differing in characteristics and areas of application —
for local networks, for global networks, for cable television, etc. [2].

The structure of a coaxial cable is shown in Figure 1.7.

4

Figure 1.7 — Structure of a coaxial cable

1 — Central vein.
2 — Internal insulation.

3 — Metal braid.



4 — Outer shell.

Until recently, it was widely used and quite popular due to the fact that it has
better immunity than twisted pair. Since this type of cable has a wider bandwidth
(more than 1 GHz), it is more difficult to mechanically connect to it for unauthorized
eavesdropping, and it also emits significantly less electromagnetic radiation outside
[2]. But the installation and maintenance of such a cable is more difficult than that of
a twisted pair, the cost is 1.5 to 2 times higher. Installation of connectors at the ends
of the cable is also more complicated. Due to these factors, it is now used less often.

An optical fiber consists of thin (5-60 microns) fibers through which light
signals propagate. This is the highest quality type of cable — it provides data
transmission at a very high speed (up to 10 Gbit/s and higher) and, moreover, better
than other types of transmission medium, it provides data protection from external

interference. The structure of a fiber-optic cable is shown in Figure 1.8.
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Figure 1.8 — Structure of a fiber optic cable

In the center of the cable there is a core — a core, through which signals are
transmitted in the form of modulated light pulses. A shell with a high refractive index
is arranged around the core, thanks to which the light beam is reflected into the core
of the VOK. This prevents scattering of light when passing through the cable. All this
is protected by the outer shell. It can be made in the form of armored weaving of steel
or plastic.

Fiber optic cables are of 2 types: single-mode and multi-mode.



The thickness of the core in the single-mode cable corresponds to the
wavelength of the light signal (~10um), the attenuation of the signal is insignificant.
Light 1s generated by semiconductor lasers. The maximum transmission speed
reaches 200 Gbps, and the transmission distance is up to 110 km.

In a multimode cable, there are several cores, it is possible to send several data
streams at the same time. Transmission distance up to 2-3 km.

Fiber optic cable has many advantages: long transmission distance (the signal
in the fiber almost does not fade), high data transfer speed, high interference
immunity (no dependence on electromagnetic interference), protection against
unauthorized connection. The main disadvantages are the high cost of the cable and
the equipment for connecting it, and the cable itself is very sensitive and has poor
flexibility. Due to these factors, fiber optic cables are used in the creation of main
communication lines, where the communication range is important.

Terrestrial and satellite radio channels will be formed using a radio wave
transmitter and receiver. There are a large number of different types of radio
channels, differing both in the frequency range used, 75 and the range of the channel.
The short, medium and long wave bands (KX, CX and XX), also called the amplitude
modulation bands (Amplitude Modulation, AM) according to the type of signal
modulation method used in them, provide long-distance communication, but at a low
data transfer rate. The channels operating on the ultra-short wave (UHF) bands,
which are characterized by frequency modulation (Frequency Modulation, FM), as
well as the ultra-high frequency bands (MHF or microwaves) [2] are faster.

Each network device is equipped with an antenna that is both a receiver and a
transmitter of electromagnetic waves that propagate in the atmosphere or vacuum at a
speed of 3 * 108 m/s.

The electromagnetic spectrum has many ranges. There are areas of frequency
bands that have been allocated for use by devices that do not require a license from
the supervisory authorities. These are PC peripherals, wireless LANs, wireless

phones. Such devices operate on frequency bands of 900 MHz, 2.4 GHz, and 5 GHz.



Wi-Fi technology is used to build wireless local computer networks. This is a
commonly used name for the IEEE 802.11 standard for transmitting digital data
streams over radio channels[2]. The IEEE 802.11n standard uses the 2.4 GHz
frequency band. The IEEE 802.11ax (Wi-Fi 6) standard, which uses the 5 GHz

frequency band, is also gaining popularity.

1.3 Communication tools of the network

The OSI/ISO model is a concept of the application of open standards aimed at
ensuring interoperability between different systems, which allows to minimize the
number of agreements that are not directly related to the organization of the
connection between systems. The first version of the OSI/ISO model standards was
released as the X.200 standard. The work on the standardization of the OSI/ISO
model, in which ISO and ITU-T jointly participate, continues to this day [1].

This model involves 7 levels as shown in Table 1.1.

Table 1.1 — Levels of the OSI model

Ne layer Name Short name
7 Application A

6 Presentation P

5 Session S

4 Transport T

3 Network N

2 DataLink DL

1 Physical Link PL

At the physical level, it describes how bits of information are placed in the data
transmission medium. It can be twisted pair, coaxial cable, fiber optic cable or radio
channel. At this level, the main characteristics are bandwidth, immunity, wave
resistance, etc. Physical interfaces of devices with the transmission medium and

devices between which bits are transmitted are also implemented.



The channel layer is responsible for the quality of information transmission
between two network nodes that are connected by a physical channel, taking into
account the characteristics of the data transmission environment. If a connection is
established between two end systems that are not directly connected, it will involve
several independently functioning physical data links. At the same time, the physical
medium of transmission may differ (copper, optical fiber, ether). The requirements
for the data presentation format in each channel, which is called linear coding[1],
may also be incompatible. In this case, the channel layer performs the function of
data adaptation to the type of physical communication channel. A block of data at the
channel level is called a frame. Another important function of the link layer is
channel access control, frame synchronization, data flow control, addressing,
connection establishment and disconnection. Datalink level protocols:

1. HDLC is a high-level data link control procedure for serial connections.

2. IEEE 802.2 — provides logical channel management, as well as media access
control (MAC).

3. Ethernet (IEEE 802.3) is a local network based on the CSMA/CD protocol.

4. Token Ring (IEEE 802.5) is a network architecture with a "ring" topology
developed by IBM and operating at a speed of 4 Mbit/s.

The network layer is a complex layer that performs the most important function
of a telecommunications network — it provides communication between network end
devices. This is ensured by providing an end-to-end channel that is switched with
individual sections according to the optimally chosen route, a logical virtual channel
or direct routing of the data block during its delivery. The main function of the
network layer is routing. It consists in deciding through which specific intermediate
points the route of data transmission sent from one end system to another should pass,
and how the switching (corresponding to a specific route) should be performed
between the inputs and outputs of network devices located at the intermediate points
of the network[2]. The main protocols of the network layer are IPv4, IPv6, ICMP,
IGMP, IPX.



The transport layer provides control and error-free data transmission between
two network users. The higher the complexity of the protocols of the transport layer
is inversely proportional to the reliability of the services of the lower layers (network,
channel and physical). This requires breaking large blocks of data into smaller pieces,
called segments, because the network layer defines a maximum packet size, called
the Maximum Transmission Unit (MTU), which depends on the maximum packet
size imposed by the entire data link. The amount of data in the segment must be small
enough to accommodate the network layer header and the transport layer header. The
transport layer also controls the reliability of a given connection between the source
and destination host through control flow, error control, and consistency and
existence validation. The transport layer will also provide confirmation of successful
data transfer and send further data if no errors are detected. The main protocols of the
transport layer: TCP, UDP, SCTP.

The session layer establishes, configures, monitors, and terminates connections
between two or more hosts. The session layer provides communication session
(session) management functions focused on end-to-end message transfer, such as, for
example, session establishment and termination; management of queue and mode of
data transmission (simplex, half-duplex, duplex); synchronization; session activity
management; drawing up reports on emergency situations. Together with the session
transport layer, the layer forms connection-oriented protocols and protocols that
provide reliable connectionless service to higher layers[2]. Session level protocols:
RPC, PAP, L2TP, gRPC.

The presentation layer sets the format of the data and the conversion of the data
to the format defined by the application layer, as well as the reverse conversion.
Provides data presentation in consistent formats and syntax, translation and
interpretation of programs from different languages, data encryption and
compression. Representation layer protocols: AFP, I[CA, LPP, NCP, NDR, XDR, X.25
PAD.

The application layer is the layer that is closest to the user and it means that the

user interacts with the application in which the client-server architecture is



implemented. An example of such applications is a web browser, e-mail services, a
file server. This level provides services directly to the user's application programs,
identifies and establishes the presence of application processes, and also establishes
and agrees procedures for error elimination and information integrity management
[1].

Repeaters - perform the function of reproducing signals and thus allow you to
extend the maximum length of the cable segment. Ethernet segments connected by
repeaters create a single separated transmission environment or collision domain,
meaning that only one device can transmit in all segments. The purpose of such
relaying of signals consists exclusively in increasing the length of the network][2].

A hub is a multiport repeater. Because of this, it connects all devices to the
network.

Hubs sometimes intervene in the exchange, helping to resolve some obvious
exchange errors. In any case, they work at the first level of the OSI model, since they
deal only with physical signals, with the bits of the packet and do not analyze the
content of the packet, considering the packet as a whole. Transceivers and repeaters
work on the first level.

At the moment it is considered obsolete, almost not used. It was replaced by

switches and routers.
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Figure 1.9 — Appearance of the hub

Bridges also connect network segments, but unlike repeaters, they have a

certain logic. It, like a repeater, reproduces the signal that comes to it. But it also has



the ability to check the physical address that comes in the packet that the data is
divided into during transmission. Bridges forward only those network packets that are
needed on a particular network segment. There are many packet filtering algorithms
for bridges. Bridges divide the network into segments (subnets). The bridge table is
initially empty, but as soon as the bridge receives and forwards the packet, it creates
an entry in its table with the source address and destination interface. Since then, the
bridge knows from whom each packet comes, to which destination, from which
interface. The bridge also makes a record of the destination information using the
information contained in the packet. The bridge stores a correspondence table
between the MAC addresses of devices and the numbers of its ports to which the
segments with these devices are connected[2].

The switch uses a "star" topology and is a 2nd device level and functionally
represents a multi-port bridge, to each port of which a separate host, hub, server or
router can be connected[2].

It performs network segmentation (dividing the network into subnets). It also
provides a mechanism for high-speed inter-segment exchange of information.

When connecting to the terminal device of the network (workstation or other
equipment), a two-way (duplex) communication mode is established.

The switch has an internal MAC address table, where each port is assigned the
MAC address of the device connected to it. Such a table can be created by the
network administrator, or it can be created automatically by the switch. With the help
of the table of addresses and addresses of the recipient, the switch organizes a virtual
connection of the sender's port with the recipient's port and transmits the packet
through this connection.

Table 1.2 — Switch MAC address table

MAC — address Number of the port
A 1
B 2
C 3
D 4




In Figure 1.10, node A sends a packet to node D. When the switch finds the

recipient address in its virtual table, it forwards the packet to port 4.
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i Hancunae nakeT 8 nopT 4

Figure 1.10 - Virtual connection

The virtual connection remains for the duration of the transmission of one
packet, for each new packet the virtual connection is established again based on the
address contained in the given packet.

The packet arrives only on the port to which the addressee is connected, other
users (in our case — B and C) do not receive this packet. With this technology,
switches provide security features that are not available to hubs and repeaters.

Data transfer between any pair of ports occurs independently, which means that
the entire bandwidth of the channel is allocated to each virtual connection. The 10
Mbit/s switch in Figure 1.11 allows simultaneous transmission of a packet from A to
D and from port B to port C with a bandwidth of 10 Mbit/s for each connection.

Each connection is allocated a bandwidth of 10 Mbit/s, so the total bandwidth
of the switch shown above is 20 Mbit/s. In the case when data is transferred between
a larger number of port pairs, the bandwidth is expanded accordingly. For example, a

48-port, 100 megabit Ethernet switch can provide a total bandwidth of 2400 Mbps.



Figure 1.11 — Simultaneous connection
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Figure 1.12 — Block option

The high throughput of the switch is ensured only if a simultaneous connection
is organized between all pairs of ports. But real traffic is usually a one-to-many
situation (for example, many network users are accessing the same server). In this
mode of operation, the bandwidth of the switch given in the example will not exceed
10 Mbit/s. In this mode of operation, the switch will not have a significant advantage

compared to a conventional hub or repeater.



In Figure 1.12, three nodes A, B, and D transmit data to node C. The switch
stores packets from nodes A and B in its memory until the packet transmission from
node D is completed. After the packet transmission is completed, the switch starts
transmitting packets from nodes A and B, which are stored in the memory of the
switch.

In this case, the bandwidth of the switch is determined by the bandwidth of the
C channel (in this case, 10 Mbit/s).

One of the most important parameters is the performance of the switch. The
following indicators are used as performance parameters:

1. Speed of data transfer between ports.

2. Total bandwidth.

3. Delay.

Data transfer speed between ports. At a bandwidth of 10 Mbps, Ethernet can
transmit 14,880 packets of minimum size (64 bytes) per second (PPS). This
characteristic depends on the properties of the data transmission medium. In this case,
it can be said that the switch fully utilizes the capabilities of the network, providing
users with the maximum bandwidth.

Total bandwidth. It is measured in Mbit/s or PPS and indicates the maximum
speed at which packets can be transmitted through the switch to the addressees. For
example, if all switch ports have a maximum speed of 10 Mbps, the total bandwidth
is equal to the maximum port speed multiplied by the number of virtual connections
that can exist at the same time (the number of ports divided by 2). The switch, which
is capable of providing the maximum transmission speed, has no internal blocking.

Delay. The delay reduces the time interval between receiving the package from
the sender and transferring it to the addressee. The delay is measured with respect to
the first bit of the packet. Because the recipient address is placed at the beginning of
the packet, the Ethernet switch starts transmitting before the packet is fully received
from the sender. This technology is called "switching on the fly (cut-through)" and
ensures minimal delay. This is important because the delay directly affects the speed

of the switch. But this method does not check packets for errors, so when a switch



uses this method, it forwards all packets, including those that have errors. Also, on-
the-fly switching cannot be used when transferring packets from a port that has a low
speed to a port that has a higher speed (for example, from a 10 Mbit/s port to a 100
Mbit/s port). Failure to apply packet buffering will result in errors.

Low latency improves the performance of networks in which data is
transmitted as a sequence of individual packets, each of which contains the address of
the recipient. In networks where data is transmitted in the form of a sequence of
packets with a virtual channel organization, low latency has less impact on
performance.

Routers are devices that interconnect networks with different network
addresses. It operates at three layers of the OSI model. At the physical level, it
restores the received signal. At the channel level, the router checks the physical
addresses (source and destination) contained in the packet. At the network level, the
router checks network-level addresses (IP-level addresses).

Functions that the router can perform:

1. Connect local networks.

2. To connect together general purpose networks.

3. Connect local networks to general purpose networks.

There are three main differences between a router with a repeater or a bridge:

1. A router has a physical and logical (IP) address for each of its interfaces.

2. The router acts only on those packets in which the address of the recipient
corresponds to the address of the interface where the packet arrives. This is true for a
unicast, multicast, or broadcast address.

3. The router changes the physical address of the packet (both source and

destination) when it forwards the packet[2].



Figure 1.13 — Network diagram using routers

Unlike a bridge/switch, which does not have information about how the
network segments outside its ports are connected, a router analyzes all existing subnet
connections, so it can choose the route that is optimal for some criterion in the
presence of several alternative routes. The decision to choose one or another route is
made by each router through which the packet passes.

The operation of routers depends on network protocols and is determined by
the protocol-related information transmitted in the packet.

A network gateway (Figure 1.14) is a device for connecting networks that use
different protocol stacks or separate protocols. The gateway can work at all levels of
the ISO/OSI model. Gateways are used to connect systems that use different data
structures and formats, coding, and have different architecture[2].

Depending on the purpose, the gateway can use all levels of the OSI model, or
it can be limited to several or one.

A network adapter (network controller, interface) is an interface whose main
function is to connect a computer (or other device) to the network and create a

communication channel. It operates on the first and second layers of the OSI model.



Figure 1.14 — Appearance of the network gateway

The network adapter can be made as a separate expansion card that is mounted
in a PCI or PCI-e slot or be integrated into the system board of a computer or other
network device. Modern computer motherboards have an integrated network
interface that supports data transfer rates of up to 1 Gbps. The network adapter
interacts both with the system bus of the computer (knowing its trunk address,
sending data to and from the computer, generating a processor interrupt signal, etc.),

and provides functions of communication with the network.

Figure 1.15 — Diagram of a network card

1 — RJ-45 connector (for twisted pair);
2 — coaxial cable connector;

3 — PCI slot connector.
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Hamionaneuuit  yniBepcurer «llonraBchbka momiTexHika imeHi HOpis
Konaparroka»
JOCJIJKEHHS ITIPOTOKOJY «<ETHERNET» TA MOI'O
MOKJIUBOCTEM ITPU MOBYJOBI KOMIPIOTEPHUX MEPEXK

Komm’rotepHa Mepexa — HEBIJ'€MHa 4YacTWHA CydacHOi 1HdopmarliitHoi
iHppacTpykrypu. Lle KoMmyHikamiiiHa cucTeMa, sKka J03BOJIsIE KOPUCTyBayam
KOMIT'IOTEPIB (B JAHOMY BHIIQJIKy - MEPEXKHHX pOOOYMX CTaHLIM) OOMIHIOBATUCS
1H(pOpMaIIi€ro, CIJIFHO BUKOPUCTOBYBATH MPUKIIAJIHI MPOrpaMu, mnepeaaBaTa dhaiau
MDK KOMITHOTEpaMH, PO3AUISITH JOCTYN 1 CHIJIBHO BHUKOPHUCTOBYBAaTH PECYpCH
KOMITFOTEPIB, @ TaKOXK TAKWUX MPHUCTPOIB, MIAKIIOYCHHUX 10 MEPEXi, K MPUHTEPH,
IJI0TEPH, TUCKHU, MOJEMH, 1H.

[locTiiiHe 3poCTaHHS MOXIMBOCTEM 1 MPOAYKTUBHOCTI  KOMIT'HOTEPIB
00yMOBMJIO 3POCTaHHS BUMOT 710 €(peKTUBHOCTI (PYHKI[IOHYBaHHS MEPEXK.

Ethernet — HaWmomyJIsipHIIIMK MPOTOKON KaOEIbHUN KOMII IOTEPHUX MEPEK,
npaioe Ha (i3UYHOMY Ta KaHaJdbHOMY piBHI MepexeBoi moxaeni OSI. Cranom Ha
2016 pik 61u3bko 85 % ycix KOMI'IOTEpIB y CBITI OyJIU MIAKIIOYEH] 0 KOMITIOTEPHHUX
Mepex 1o npotokoiy Ethernet. Llei mpoTokos BiTHOCUTHCS 0 CiMENHCTBa MPOTOKOJIB
crangapty IEEE 802.3, xapakrepucTukaMu SKOrO €:

— TOTIOJOTIS - IIUHA;

— CepeNoBUILE TIepeadl - KoaKClaIbHUM KaOeb;

— MBUAKICTH nepeaadi — 10 Mo6it/c;

— MaKCUMaJIbHa JJOBKUHA MEPEXI1 - 5 KM;

— MaKCHMMaJbHa KUIBKICTh a00HEHTIB - 10 1024;

— JIOBKMHA cerMeHTa Mepexi - 10 500 wm;

— KUIBKICTh @OOHEHTIB Ha OHOMY cerMeHTi - 10 100.



Ethernet Oyno cnpoekroBano 3rigHO 3 TexHosnoriecto CSMA/CD (MHOXUHHUI
JOCTYI 3 KOHTPOJIEM HeCydoi Ta BHUABICHHAM KoOJi3iil). Xoua 3 MIUPOKUM
3aCTOCYBaHHSIM MEPEXKEBUX KOMYTATOPIB Ta CHOCOOY Nepenadl «IMOBHUN TYTIIEKC)»
npoOiieMa BUHUKHEHHS Koui3ii B Mepexkax Ethernet maiie He 3ycTpiyaeThesl.

Sk cepenoBuIle Mepenadi JaHUX — BUKOPHUCTOBYETHh BUTA mapa. ICHye Takox
CTaHJAPT JAJIS 3aCTOCYBAHHS B MEPEX1 OMTOBOJIOKOHHOTO Kabento. [l 00iKy 1bOro
y ctangapti IEEE 802.3 Oynu 3po6seHi BiAMOBIIHI 3MiHHU.

B 1995 poui 6yB BBaeHui nogarkoBuil cranaapt ans Ethernet, mo npairoe Ha
mBuakocti 100 Mo6it/c (tak 3anuii Fast Ethernet, cranmapr IEEE 802.3u), mo
BUKOPHCTOBYE SIK CEpEAOBHILIE Mepeaayl KpyuyeHy napy abo onTOBOJIOKOHHHM KaOellb.
B 1997 poui 3'sBunacs u Bepcis Ha mBuaxkocti 1000 Moit/c (Gigabit Ethernet,
crangapt IEEE 802.3z).

Icaytote ocHoBHi Tomosorii  Ethernet: mmnHa (TocnigoBHE 3‘€HaHHS
KOMII‘IOTepiB 3a jgomoMoror T-momioHux po3‘emiB (T-koHEKTOpIB)), 3ipKa Ta
po3mpeHa 3ipka (3°‘€HAHHS KOMII‘IOTE€pPIB  3a  JOMOMOTOK  KOMYTYIOYOTO
oOnaHaHHA).

Monudikamii Ethernet:

1. 10 Moir/c Ethernet mnigTpumye crangaptu: 10BASES (ToBcTuii
koakcianbHuil kabenb); 10BASE2 (tonkuii koakcianpHuii kabenb); 10BASE-T
(xpyuena napa); 10BASE-FL (onToBosokoHHU# KaOeb).

2. Fast Ethernet (100 MO6it/c) miarpumye crangapta: 100BASE-T4
(3ueTBepeHa kpyueHa napa); 100BASE-TX (3nBoena kpydena napu); 100BASE-FX
(OTITOBOJIOKOHHMM KaOEeIh).

3. Gigabit Ethernet (1 I'6it/c).

4. 10 Gigabit Ethernet (10 ['6it/c).

5.40/100 Gigabit Ethernet (40/100 I'6i1/c).

Mepexa Ethernet He BIAPI3HAETBCA HI PEKOPAHUMHU XAPAKTEPUCTUKAMM, HI
ONTUMAJIbHUMH aJITOPUTMAaMH, BOHA TOCTYIAETHCA 3a PAIOM TapaMmeTpiB IHIIUM
CTaHAAPTHUM MepexkaMm. AJjie 3aBAsSKUA NOTYXXKHIM MIATPUMII, HAUBUIIOMY pIBHIO

CTaHJapTU3allil, BETUYE3HUM 00CsTraM BHUITYCKY TEXHIUHUX 3aco0iB Mepexi Ethernet



HaOyJM BEJWYE3HOI TOIMYJISAPHOCTI, BHUCTICHHBIIM TakKi 3acTapiii TEXHOJOTIi, SK
Arcnet, FDDI i1 Token ring.
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