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Abstract
This study is dedicated to defining the conceptual foundations of digital trans-

formation in economic systems and the specifics of digital economy development 
in Ukraine amid an evolving information environment. It is substantiated that the 
integration of modern information technologies and digital innovations across all 
economic sectors lays the groundwork for establishing a new type of economic 
environment where information becomes a key resource. The study demonstrates 
that the technological-singularity vector of development, which reflects the in-
creasing importance of information as a critically important productive resource, is 
the conceptual foundation for the digital transformation of the national economic 
system. An analysis was conducted on the intensity of digital transformation in the 
economies of European Union member countries and Ukraine. Based on the ob-
tained data, it is shown that digitalization is a critical condition for global economic 
competitiveness and stability. This trend emphasizes the importance of investing in 
the development of information and communication technologies, infrastructure, 
and digital innovations as key drivers of further economic growth. An analysis of 
gross value-added formation across types of economic activities in Ukraine reveals 
an increasing share in sectors fundamental to the digital transformation of the na-
tional economy, particularly in the information and telecommunications sectors. 
The study proves that the digital sector also serves as an essential tool for reducing 
the shadow economy and corruption risks. The importance of information security 
in the context of digital economy development is highlighted. The study outlines 
prospects for the digital transformation of Ukraine's economy amid growing risks 
and threats in cyberspace.
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6.1  Introduction

Current trends in the development of the information environment are closely 
linked to the gradual establishment of the digital economy, which defines the vector 
of economic growth for leading countries around the world. The digital economy has 
become a key direction of strategic development, contributing to the formation of  
a digital society and the integration of security aspects into information and econo
mic processes at all levels of management – from macro to micro levels. This approach 
necessitates the modernization of management systems and the implementation of 
qualitatively new methods for monitoring and analyzing economic processes to en-
sure stable growth.

The digital economy is based on the utilization of digital data as a primary pro-
duction resource, which enhances the efficiency, productivity, and competitiveness 
of goods and services. The use of data as a resource factor transforms the core pro-
cesses of economic activity, enabling the creation of new types of services and im-
proving the quality of life for the population. Information and communication tech-
nologies, along with artificial intelligence, have become the main drivers of economic 
development, facilitating the transition to a knowledge economy and increasing the 
adaptability of society to new conditions.

Digital transformation of the economy encompasses not only the imple-
mentation of digital technologies but also changes in the approaches to utiliz-
ing information resources across all sectors of activity. From the social sphere to 
industry  and the financial sector, digitalization fosters profound changes in the 
structure of economic relations and creates prerequisites for building a society with  
a new quality of life, where technology serves as the foundation for socio-econo
mic development.

The integration of digital tools into the economy enables countries to strengthen 
their positions amid globalization, ensuring sustainable development and enhanc-
ing competitive advantages in the global market.

In light of the above, the relevance of studying the processes of digital transfor-
mation of the national economy in the context of the development of the information 
environment in Ukraine is undeniable.
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6.2 � Conceptual framework for the digital transformation of 
economic  systems

Digitalization encompasses all spheres of economic activity, significantly impact-
ing both the global economy and national economic systems [1]. The effects of im-
plementing information and communication technologies (ICT) at the macro level 
are manifested through the creation of added value for economic sectors and social 
spheres, while at the micro level, it results in innovative products and services with 
enhanced profitability and quality [2]. The introduction of digital technologies not 
only accelerates the process of developing ideas until the finished product reaches 
the market but also ensures increased economic efficiency and sustainable competi-
tive advantages for the country on the international stage.

Moreover, digitalization serves not only as a tool for achieving national econo
mic interests but also as a powerful factor in strengthening the economic security 
of the state. It can create new opportunities for economic development and ensure 
an adequate level of protection for the country's economic resources. However,  
digitalization also brings new challenges and threats, such as cybercrime and cyber-
attacks, which are characterized by rapid growth in contemporary conditions [3]. 
Their negative impact on economic indicators, infrastructure, and social security 
aspects is becoming increasingly significant, leading to considerable financial losses  
in the global economy.

Amid the intensifying processes of digitalization, significant transformational 
changes have occurred in the structure of the economy and productive forces. Infor-
mation, which traditionally served as one of the key resources in economic systems, 
has now evolved into a fundamental productive force, reshaping the way economic 
activities are conducted and driving innovation across various sectors. In contempo-
rary conditions, information holds a status equal to that of primary factors of pro-
duction – land, labor, and capital – highlighting its critical importance in fostering 
new economic opportunities and enhancing productivity. This shift emphasizes the 
evolving role of information, not merely as a supportive element but as a primary 
driver of economic growth and competitiveness. In this context, the ability to effec-
tively gather, analyze, and utilize information becomes a key determinant of success 
in the modern economy.

From an economic perspective, information functions as a dominant production 
factor that encompasses a wide array of functions beyond simple data exchange.  
It comprises a complex mix of data, knowledge, and insights that are essential for un-
derstanding and managing economic processes. This includes the production, distri-
bution, exchange, and consumption of both tangible and intangible goods. Economic 
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agents – ranging from small businesses to large corporations – rely on information 
not only to navigate market dynamics but also to make strategic decisions that opti-
mize production processes, enhance efficiency, and secure competitive advantages. 

The ability to harness information effectively allows firms to respond rapidly to 
changes in market conditions, consumer preferences, and technological advance-
ments. Furthermore, the role of information is crucial in facilitating innovation, as it 
enables businesses to identify trends, anticipate challenges, and develop new pro
ducts and services tailored to the evolving needs of the market. In this way, infor-
mation serves as a catalyst for innovation, driving the development of novel solu-
tions that can lead to increased profitability and market share. The universality of 
information is evident in its capacity to function simultaneously as both a means and 
an object of labor. This duality makes information an integral component of every 
production process, permeating all aspects of resource management and business 
operations. By integrating information into decision-making processes, organiza-
tions can enhance their operational efficiency and improve overall performance [4].

Moreover, the advent of digital technologies has further amplified the signi
ficance of information. The proliferation of big data, artificial intelligence, and ma-
chine learning enables businesses to analyze vast amounts of information swiftly, 
leading to more accurate forecasts and informed strategic planning. As a result, 
companies that can leverage information effectively gain a significant edge over 
their competitors, positioning themselves as leaders in their respective industries.

In summary, the transformation of information from a mere resource to a pivo
tal productive force reflects the broader shifts in the economic landscape driven by 
digitalization. As economies continue to evolve, the ability to effectively manage and 
utilize information will be paramount for achieving sustainable growth, fostering  
innovation, and maintaining competitiveness in an increasingly interconnected glo
bal marketplace. 

The modern economic system, dependent on technological development, in-
creasingly relies on information resources that allow for the rapid processing of 
large volumes of data, enabling the forecasting of market trends and adaptation to 
changes in market conditions. Technological progress and the development of in-
tegrated information solutions create opportunities for building economic models 
where information serves as a foundation for strategic management, accelerating 
the innovation process, and enhancing the overall efficiency of production systems. 
This requires continuous improvement of information support tools to ensure the 
relevance, accessibility, and usefulness of information resources.

Information, as an economic factor, possesses unique properties that distin-
guish it from traditional resources such as labor, land, and capital. It combines  
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characteristics of both scarcity and abundance, limitation and inexhaustibility,  
which makes it particularly significant in the context of the modern market [5, 6].  
The scarcity of information is determined by its significance and utility to specific 
categories of consumers; for individual economic entities, possessing certain infor-
mation can be crucial, providing them with competitive advantages. At the same 
time, information has the potential for widespread dissemination due to digital tech-
nologies, which ensure its accessibility to a broad range of users.

A distinctive property of information lies in its inexhaustibility during repeated 
use: unlike traditional resources, information does not lose its essence or volume 
when transmitted or exchanged. It is not subject to physical wear; however, it can 
lose its economic value if it becomes less relevant, obsolete, or no longer applicable 
due to changes in market conditions when certain data can no longer be effectively 
utilized. Therefore, information requires constant updating to remain a valuable re-
source, and its relevance depends on changes in the external environment and the 
ability of economic agents to adapt it to new conditions.

Overall, the significance of information in the modern economy is important 
not only because of its properties as a resource but also due to its strategic role in 
supporting economic development, achieving efficiency in production systems, and 
forming competitive advantages for business entities [7, 8].

The increasing significance of information in economic processes has contribu
ted to the development of a new stream of economic theory that focuses on studying 
the phenomenon of information inequality, or "asymmetric information", and its im-
pact on the functioning of economic systems. This direction contrasts with tradition-
al neoclassical theory, which assumed that economic agents, having access to com-
plete information, are capable of making rational decisions that ensure maximum 
efficiency in the functioning of the economy [9, 10]. Research within the theory of 
"asymmetric information", conducted by scholars such as G. Akerlof, M. Spence and  
J. Stiglitz [11–14], has demonstrated that under modern conditions, economic agents 
possess varying levels of awareness regarding market conditions, which can lead to 
significant deviations from optimal behavior and even hinder the development of the 
economic system.

The increasing significance of information in economic processes has contribu
ted to the development of a new stream of economic theory that focuses on study-
ing the phenomenon of information inequality, or "asymmetric information", and its 
impact on the functioning of economic systems. This direction stands in contrast to 
traditional neoclassical theory, which posited that economic agents, having access 
to complete information, are capable of making rational decisions that ensure maxi-
mum efficiency in economic functioning.
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Research within the framework of the "asymmetric information" theory, con-
ducted by scholars such as G. Akerlof, M. Spence, and J. Stiglitz, has demonstrated 
that, under contemporary conditions, economic agents possess varying levels of 
awareness regarding market conditions, which can lead to significant deviations 
from optimal behavior and even hinder the development of the economic system.

The founders of the theory of information asymmetry have developed models 
of market equilibrium that account for different access to information and empha-
size the importance of information in ensuring the sustainable functioning of various 
markets – from the agricultural sector to financial institutions. These models have 
shown that economic efficiency largely depends on the level of awareness among 
economic agents: insufficient or distorted information leads to disruptions in mar-
ket mechanisms, and asymmetry among participants in economic relations becomes 
one of the causes of low productivity and the absence of equilibrium in the market.

Researchers argue that by implementing mechanisms that reduce information 
inequality, it is possible to significantly enhance market self-regulation, which under-
scores the importance of government intervention [15] in ensuring the availability 
and accuracy of information. Addressing information asymmetry can lead to improved 
trust among market participants. When consumers and producers have reliable access 
to information, it encourages informed decision-making, reducing the likelihood of 
market failures and promoting a healthier economic climate. This is particularly crucial 
in sectors where trust is paramount, such as finance and healthcare, where misinfor-
mation can have dire consequences. The exploration of information asymmetry not 
only enriches our understanding of economic behavior but also underscores the vital 
need for robust information management strategies. By prioritizing the reduction of 
information inequality, policymakers can create a more equitable and efficient eco-
nomic landscape, driving sustainable growth and improving overall welfare in society.

In this context, establishing effective information flows that reflect the transfer 
and exchange of data between economic entities is extremely important. The circu-
lation of information within the economic system creates an information exchange 
that directly impacts the level of information asymmetry. This issue highlights the ne-
cessity of implementing mechanisms to ensure the reliability, accessibility, and integ-
rity of information resources, as well as to protect the information environment from 
potential risks and threats [16, 17]. Information asymmetry can be reduced through 
accessible channels for information exchange, which is a task for government policy 
aimed at supporting the effectiveness of market processes by creating transparent 
and reliable conditions for communication within the economic system [18].

The integration of modern information technologies and digital innovations 
into all sectors of the economy lays the foundation for the creation of a new type 
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of economic environment where information becomes a key resource  [19]. This 
shapes the information environment as an organic component of the economic sys-
tem, in  which production, distribution, and exchange processes increasingly rely 
on quick access to data, technological solutions, and analytics. This approach leads 
to the formation of a new structure of the national economy, focused on utilizing 
knowledge and digital resources to enhance competitiveness and resilience. In the 
context of the growing importance of information, it serves as a primary factor of 
production that ensures the dynamism of economic processes and facilitates the 
transition to a knowledge economy, where innovations and digital solutions become 
the basis for economic development [20].

The conceptual vision of the national economic system is increasingly based on 
the techno-singularity vector of its development, reflecting the growing importance 
of information as a critically important production resource. This not only contri
butes to an increased share of the information and communication technology sec-
tor in GDP but also fosters the formation of a global information space that ensures 
effective interaction among economic entities at the international level. Informa-
tion serves as the foundation for developing strategic, tactical, and operational goals 
for economic development, implementing them at all levels – from macro and meso 
levels to micro and nano levels.

6.3 � Development of the information environment and formation  
of the digital economy in Ukraine

The digital information environment is a crucial factor in forming competitive 
advantages, contributing to the innovative development of economic systems in 
various countries. Currently, the digital economy accounts for a significant share of 
global GDP – estimated to be between 15.5 % and 17.5 %. Notably, nearly 40 % of 
the added value generated by the global information and communication technology 
sector comes from leading economies, such as the USA and China. It is expected that 
by 2030, the share of the digital economy in the overall GDP of the world's largest 
economies will reach 50–60 % [21, 22].

The rapid growth of digital economy indicators demonstrates the dynamics of 
a global transition to an innovative economic model. Specifically, in 2018, the share 
of global GDP created by digitalized enterprises was valued at 13.5 trillion USD.  
It is projected that by the end of 2023, this figure could quadruple, reaching approxi-
mately 53.3 trillion USD, which would account for over half of the nominal volume of 
global GDP. This indicates significant changes in the economic environment, where 
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digitalization is becoming not only an important tool for enhancing business efficiency 
but also a critical condition for global economic competitiveness and stability [23, 24].

This trend emphasizes the importance of investing in the development of infor-
mation and communication technologies, infrastructure, and digital innovations as 
key factors for further economic growth (Fig. 6.1).
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Fig. 6.1 Volume of products from digitalized and non-digitalized enterprises in global GDP
Source: compiled by the authors based on data [23]

The International Digital Economy and Society Index (I-DESI) is one of the key 
indicators for assessing the level of digital economy development on the internatio
nal stage. It is based on an analysis of digital performance indicators for EU mem-
ber countries and an additional 19 countries worldwide, including Australia, Israel,  
Japan, the United States, the United Kingdom, South Korea, Canada, Turkey, and  
others [25]. This index allows tracking countries' progress in digitalization and iden-
tifying key areas for digital economy development.

According to the I-DESI results for 2022, five EU countries ranked among the top 
ten leaders, taking leading positions in the rating. In this context, Denmark became 
the most digitally developed country in the EU, confirming its leadership as indica
ted by the internal DESI score for 2021. Among non-EU countries, Iceland topped 
the ranking, showing high levels of digital readiness and performance. Overall, the 
average I-DESI scores remain higher for some countries outside the EU, indicating 
increased global competition in the field of digital economy.

The I-DESI ranking reflects not only the level of digital infrastructure devel-
opment but also shows how effectively countries implement digital technolo-
gies to improve citizens' quality of life, support economic growth, and enhance  
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competitiveness in the international market. The index serves as an important 
benchmark for policy development in the field of digital transformation, promoting 
the exchange of best practices among countries.

At the European Union level, the Digital Economy and Society Index (DESI) is 
calculated [26], serving as one of the primary tools for assessing digital transforma-
tion and competitiveness among EU member states. DESI is a composite index that 
combines various indicators of digital performance, including the level of digital in-
frastructure development, access to high-speed internet, digital skills of the popula-
tion, the degree of digital technology integration in business, and the development of 
e-government services. This enables not only a comparative analysis of digital readi-
ness across EU countries but also the monitoring of digital economy progress at both 
national and EU-wide levels.

DESI also provides data that allow for an assessment of the strengths and weak-
nesses of EU member states in digital transformation, identifying areas that require 
additional investment or reform. For instance, countries with a high level of infra-
structure might need to improve the digital skills of their population, while countries 
that already have a high level of digital competencies among citizens may focus on 
expanding e-government services. This facilitates the development of national digi-
tal transformation strategies aimed at achieving the EU's long-term goals of enhanc-
ing its global competitiveness and ensuring sustainable economic growth through 
innovative technologies [27].

Fig. 6.2 illustrates the progress of EU member states in the digitalization of the 
economy and society over the past five years. For each country it shows the relation-
ship between DESI scores for 2017 (horizontal axis) and the average annual growth 
rate of this index from 2017 to 2022 (vertical axis). Similar to the classical theory 
of economic growth, a convergence phenomenon can be observed: countries with  
lower initial levels of digital development exhibit higher growth rates, as represented 
on the left side of the chart.

The graph clearly illustrates the overall convergence trend among EU countries 
between 2017 and 2022. The blue line on the graph represents the predicted con-
vergence model, indicating the expected growth rates of countries based on their 
initial scores. Countries located above the blue line showed growth that exceeded 
the expected values according to the convergence model, highlighting their substan-
tial progress in the digital sector. Conversely, countries below this line experienced 
growth lower than the predicted rates, which may indicate a lag in digitalization 
compared to average expectations.

This analysis not only demonstrates the intensity of digital transformation in in-
dividual countries but also reveals the general dynamics that contribute to the con-
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vergence of EU member states in the field of digital development, ensuring more 
equitable opportunities for further economic growth within the European Union.

Fig. 6.2 Digital economy and society index – member states' relative progress  
in the period 2017–2022

Source: [26]

Given current trends in global development, it is important to note that deve
loped countries have a significant advantage over developing countries in terms of 
cybersecurity and digital economy indicators. This observation is supported by cor-
relational studies that demonstrate that the security of digital systems, as well as 
the transparency of digital actors, particularly in the context of data use, play a cru-
cial role in the diffusion of technology in society [28]. For example, e-government, 
which relies on effective interaction between the state and citizens, requires a high 
level of trust and information security.

In this context, addressing cybersecurity issues becomes not only import-
ant, but also necessary to facilitate the active use of e-participation resources. 
E-participation is an important component of the democratic process, as it pro-
vides citizens with the opportunity to participate in decision-making, which, in 
turn, increases the level of social awareness and activity [29]. Thus, the success-
ful implementation of e-services directly depends on the state of cybersecurity, 
which emphasizes the importance of integrating security aspects into all stages  
of digitalization [30, 31].
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In Ukraine, unfortunately, there is a significant shortage of models that could  
adequately assess the economic impact of information and communication techno
logies (ICT) on various sectors of the national economy. For example, 2018 data show 
that the total consumption of ICT equipment and services in Ukraine amounted to 
approximately 1.5 billion USD, which is significantly lower than in Poland, where 
it amounted to 6.5 billion USD [32]. This difference in consumption indicates that 
Ukraine is lagging behind in terms of digitalization, which may be due to a number of 
factors, including insufficient investment activity, limited access to the latest tech-
nologies, and insufficient training.

This low level of consumption of ICT products and services also indicates limited 
opportunities for the country's modernization, innovation and competitiveness.  
In the context of the global economy, where digital technologies are becoming the 
basis for development, Ukraine needs to take urgent measures to increase the con-
sumption of ICT products. 

Given the goal of reaching a GDP of 1 trillion USD by 2030, Ukraine needs to 
significantly increase its consumption of ICT products [33, 34]. This can be realized, 
in particular, through large-scale national projects in the field of digital transforma-
tion, which will include infrastructure development, investment in new technolo-
gies, and training of personnel capable of using these technologies effectively. Only 
by focusing on ICT development will Ukraine be able to increase its productivity, 
competitiveness, and sustainability in light of the current challenges facing the 
country's economy (Table 6.1).

Table 6.1 Projected indicators of economic digitalization in Ukraine

Indicator
Year

2023 2024 2025 2026 2027 2028 2029 2030

Domestic market (ICT con-
sumption), billion USD

3.0 4.5 6.0 8.0 10.0 12.0 14.0 16.0

Growth rate of ICT consump-
tion, %

– 150.0 133.3 133.3 125.0 120.0 116.7 114.3

GDP growth rate due to 
economic digitalization, %

2.0 3.5 4.5 6.0 7.5 9.0 11.0 14.0

Share of the digital economy 
in total GDP, %

5.0 8.0 11.0 15.0 20.0 28.0 40.0 52.0

Source: summarized by the authors based on data [20, 35]

In the event of a positive scenario for the development of the digital economy, 
the share of the digital economy in the overall GDP will demonstrate a steady growth 
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trend (Fig. 6.3), reflecting the successful adaptation of Ukraine's national economy 
to the new conditions of the global digital environment. This transformation will 
not only enhance the competitiveness of the national economy but also contri
bute to overall economic growth and improve the quality of life for the population.

Fig. 6.3 Projected share of the digital economy in total GDP, %
Source: compiled by the authors based on data [20]
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In the modern context of economic development, information has become a key 
asset that shapes a new paradigm in the functioning of national economies. The in-
formational nature of the national economy reflects significant changes in the ways 
of conducting business based on knowledge and emphasizes the importance of ge
nerating, processing, and effectively utilizing information to ensure competitive-
ness, enhance the productivity of economic entities, and ensure their financial se-
curity [36]. A key role in the informational transformation of the economy is played  
by the development of artificial intelligence (AI). AI enables the automation of pro-
cesses for processing and analyzing large volumes of data, which, in turn, allows busi-
nesses to make informed decisions more quickly and adapt to changes in the market 
environment [37]. The use of machine learning algorithms and data analytics helps 
companies uncover hidden patterns, forecast consumer behavior, and optimize their 
offerings, thereby enhancing their competitiveness.

Thus, in the rapidly changing global environment, information is regarded not 
only as a commodity but also as a critically important economic resource. This crea
tes added value not only at the macro level, where it shapes the overall economic 
potential of the country, but also at the micro level, where each specific product or 
service can gain increased value through the use of cutting-edge technologies and 
digital innovations [38]. 
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Therefore, studying the sectoral structure of Ukraine's national economy, par-
ticularly the formation of added value in different sectors, is extremely relevant.  
This allows for the identification of which industries are most sensitive to the imple-
mentation of digital technologies, as well as the discovery of potential reserves for 
improving efficiency and productivity. According to data from the State Statistics 
Service of Ukraine [39], a detailed analysis can be conducted that will enable impor
tant conclusions to be drawn about the relationship between information techno
logies and added value in various sectors of the economy.

Analyzing the dynamics of added value formation across sectors will enable to 
assess not only the effectiveness of their operations but also to understand how 
changes in the information environment impact economic development. Sectors 
that actively utilize information and communication technologies may demon-
strate higher rates of added value growth, indicating significant potential for de-
velopment [40, 41].

An important aspect of this analysis is considering not only production indicators 
but also the impact of information technologies on other factors such as innovation, 
competitiveness, and the adaptive capacity of enterprises. This allows for the for-
mulation of a comprehensive picture that reflects the complex interactions between 
information, knowledge, and economic outcomes.

Therefore, studying the formation of added value within the sectoral structure 
of the Ukrainian economy is a crucial step in determining its development strategy 
in the context of digitalization. It provides the opportunity to evaluate the current 
state as well as outline prospects for further growth and development of the national 
economy, which is becoming increasingly dependent on the effective use of informa-
tion resources. Examining the data presented in Fig. 6.4–6.7 will allow for a compre-
hensive analysis and informed conclusions regarding the observed trends in various 
sectors of Ukraine's economy.

Structure of gross added value by types of economic activity in 2010 is shown 
in  Fig. 6.4.

According to the presented results, in 2010 the largest contributions to the for-
mation of gross added value in Ukraine's national economy came from the following 
types of economic activity: wholesale and retail trade, which accounted for 16.4 % of 
the total volume; manufacturing industry, which contributed 14.8 %; and transpor-
tation, warehousing, postal and courier services, which made up 8.8 %. At the same 
time, the information and communications sector contributed 3.4 % to the overall 
structure of gross added value.

Structure of gross added value by types of economic activity in 2015 is shown 
in Fig. 6.5.
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Fig. 6.4 Structure of gross added value by types of economic activity (2010, in current prices)
Source: constructed by the authors based on data [42]
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Fig. 6.5 Structure of gross added value by types of economic activity (2015, in current prices)
Source: constructed by the authors based on data [42]

Over the five years – from 2010 to 2015, there has been a significant change in 
the share of industries in the national economy within the structure of gross added 
value. In particular, wholesale and retail trade, which accounted for 16.4 % in 2010, 
decreased to 16.2 %, while the manufacturing industry saw its contribution drop 
from 14.8 % to 14.0 %. These decreases indicate certain changes in the economic 
dynamics of the country and may result from the adaptation of enterprises to new 
market conditions, as well as the influence of external factors.
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At the same time, the contribution of agriculture, forestry, and fishing noticeably 
increased, rising from 8.4 % to 14.2 %. This can be attributed to the growing demand 
for agricultural products, particularly in the context of global market globalization, as 
well as an increase in investments in the agricultural sector. The growth of this sector 
indicates its potential for further development, especially regarding food security 
and sustainable development.

Equally important is the positive trend in the information and communications 
sector, whose contribution to gross added value was 4.3  %. This reflects the in-
creasing significance of information technologies in various areas of the economy, 
highlighting the trend toward digitalization and the implementation of innovations.

Structure of gross added value by types of economic activity in 2020 is shown 
in  Fig. 6.6.

Fig. 6.6 Structure of gross added value by types of economic activity (2020, in current prices)
Source: constructed by the authors based on data [42]
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In 2020, another important trend emerged: the contribution of intangible capi-
tal to the formation of added value exceeded that of tangible capital. This indicates  
a paradigm shift in economic development, where intellectual property, brands, 
and technologies are becoming key assets for enterprises. The contribution of the 
wholesale and retail trade sector continues to lead, maintaining a share of 16.2 %  
in the structure of gross added value.

There is also a noticeable increase in the share of public administration, which 
reached 8.5  % compared to 5.6  % in 2015. This indicates a growing role of the 
state in economic processes and the importance of public administration in ensur-
ing economic efficiency. All of this suggests that the modern economy of Ukraine  
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is undergoing structural changes that require the adaptation of development  
strategies to maximize the potential of sectors in light of new challenges and op-
portunities [43].

These changes in the structure of gross added value in Ukraine reflect the im-
pact of new government initiatives aimed at stimulating the digitalization of the 
economy, which began to be implemented in 2019. The launch of the EU program 
"EU4Digital: Support for the Digital Economy and Society in the Eastern Partner-
ship" has been an important step in extending the benefits of the European Union's 
Single Digital Market to Ukraine and other Eastern Partnership countries [44, 45]. 
This program aims to stimulate economic growth, create new jobs, improve the 
quality of life for citizens, and support businesses through the implementation of 
modern digital solutions.

The state has proven to be a key consumer and active user of innovations, re
cognizing digital transformation as a priority of national policy. The cultivation of  
a digital culture and the promotion of education in high-tech fields contribute to  
the upskilling of the workforce and the creation of a favorable environment for in-
novation. Important aspects include the implementation of infrastructure projects 
that ensure access to modern technologies for the population, such as connecting 
90 % of Ukrainians to 4G mobile coverage, which significantly improves commu
nication and access to information resources [46].

In addition, a number of digital transformation projects have been initiated and 
implemented, which are already actively being adopted in various sectors of the 
economy. For example, the "Prozorro" and "e-Health" systems have become key 
tools for enhancing transparency in public procurement and improving the quality 
of medical services, respectively, since 2020. The official launch of the "Diia" state 
services portal has provided citizens with convenient access to a variety of adminis-
trative services, which, in turn, contributes to reducing bureaucracy and increasing 
the efficiency of public administration [47].

These initiatives not only increase the level of digitalization in Ukraine but also 
contribute to the formation of a modern economy where information and commu-
nication technologies become the foundation for the development of various indus-
tries [48]. As a result, the country's economy gains new opportunities for innovative 
growth, which will undoubtedly have a positive impact on its competitiveness on 
the global stage.

Structure of gross added value by types of economic activity in 2022 is shown  
in Fig. 6.7.

The specifics of the presented results are undoubtedly related to the war of the 
Russian Federation against Ukraine, which has significantly affected the structure 
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of gross value added. In 2022, the largest share in this structure was occupied by 
the public administration and defense sector, accounting for 24 %. This figure is 
primarily due to the necessity of funding salaries for military personnel, which has 
become a priority for the state under martial law.

Fig. 6.7 Structure of gross added value by types of economic activity (2022, in current prices)
Source: constructed by the authors based on data [42]
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The agriculture, forestry, and fishing sector also had a noticeable presence in 
the structure of gross value added, comprising 9.3 %. Although this figure is rela-
tively high compared to similar indicators in European Union countries, it indicates 
a structural imbalance, as low-value-added products continue to dominate the ag-
ricultural sector. With significant competitive advantages in the agricultural field, 
Ukraine must focus on increasing the added value of products produced in this sec-
tor to achieve sustainable economic growth.

An analysis of real estate operations indicates that this sector does not function 
as a growth driver for the national economy. Despite its potential, it does not demon-
strate a significant contribution to the formation of gross value added. In contrast, 
the information and telecommunications sector, which belongs to the innovation 
sector, shows steady growth in the structure of gross value added. This indicates 
that information and communication technologies (ICT) play an increasingly impor
tant role in shaping an economy oriented towards knowledge and innovation [49].

According to the analysis conducted, there is a noticeable increase in the share 
of sectors that form the foundation of a post-industrial economy and serve as the 
basis for the development of a digital economy. This indicates a transformation of  
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the national economy towards greater innovation and digitalization. The transi-
tion to a post-industrial society requires strategic resource management aimed at  
ensuring sustainable development through increased productivity, innovation, and 
the integration of digital technologies into all areas of economic activity. These 
changes are critically important for the recovery and further development of 
Ukraine's economy in the face of contemporary challenges.

Despite the full-scale war, the IT sector in Ukraine has become the only indus-
try demonstrating positive export dynamics. Specifically, in 2022 the export re
venue from IT services increased by 5.85 %, reaching 7.3 billion USD. This exceeds 
the figures from the previous year by 406 million USD, indicating the resilience and 
adaptability of the IT sector amid war and economic instability [50].

The dynamics of changes in IT exports in Ukraine during 2021–2022 under-
score the importance of this sector for the national economy. This trend may be 
attributed to several factors, including the growing demand for Ukrainian IT ser-
vices in the international market, the high quality of the services provided, and the 
availability of skilled personnel. The information technology sector, thanks to its 
flexibility, has managed to quickly adapt to new conditions, continuing to execute 
projects for foreign clients despite internal challenges.

It is worth noting that the IT sector not only provides stable export income but 
also plays a crucial role in modernizing other sectors of the economy, contributing 
to their digitalization and increased efficiency [51]. The trends in the development 
of IT exports, presented in Fig. 6.8, 6.9, demonstrate how this sector, even in times 
of war, remains a driver of economic growth and innovation in Ukraine. In the long 
term, supporting and developing the IT sector may become critically important for 
the recovery of the national economy and its integration into the global market.

As shown in the graph illustrating the quarterly dynamics of exports, the peak 
of IT activity was recorded just before the Russian invasion in the fourth quarter 
of 2021, when exports reached 2.1 billion USD. Since then, the average volumes of 
computer service exports have gradually decreased to 1.7 billion USD, reflecting ap-
proximately a 20 % decline in quarterly export revenue in the IT sector.

Although the sector's share in the total exports of goods and services from 
Ukraine has increased from 8.8 % to 13.4 % over the year and a half of war (Fig. 6.9), 
the current role of the IT sector as a driver of export growth is far from the optimistic 
expectations that were formed prior to the conflict.

The resilience of the digital sector in times of crisis is an important factor that 
determines not only the economy's operational response to challenges but also its 
potential for recovery. The digital economy, in particular, has the capacity to become 
a key factor in the resilience of the national economy and a reliable source of tax 
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revenues, as it demonstrates less dependence on physical assets compared to tradi-
tional sectors such as industry or agriculture.
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Fig. 6.8 Quarterly dynamics of IT service exports from Ukraine, billion USD
Source: [42, 52, 53]
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Fig. 6.9 Share of the IT sector in the structure of goods and services exports from Ukraine, %
Source: [42, 52, 53]
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The strategic importance of the IT sector for the national economy is also con-
firmed by the regression analysis of the relationship between Ukraine's GDP and 
the share of IT sector in GDP (Fig. 6.10). 

Fig. 6.10 Relationship between Ukraine's GDP and the share of IT sector in GDP
Source: constructed by the authors based on data [42]
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The value of the coefficient of determination R2 = 0.9597 indicates the high 
adequacy of the model for analyzing this relationship. The correlation coefficient 
r = 0.846 indicates a strong positive relationship between the share of IT sector in 
GDP and the overall GDP. This suggests that an increase in the share of IT sector 
will ensure the growth of the country's economy. The high values of these coeffi-
cients confirm the importance of the IT sector for economic development. Given 
global digitalization trends, investments in the IT sector can serve as a key driver of 
Ukraine's economic growth in the long term.

In crisis conditions, information technologies become essential for increasing the 
efficiency and flexibility of economic processes. The development of the IT sector 
not only contributes to the creation of new jobs but also stimulates innovations in 
other industries by implementing digital technologies that allow for production opti-
mization, cost reduction, and improved product quality.

In addition, digital solutions can play an important role in the distribution of 
international aid provided to Ukraine in connection with the war and in moni-
toring its use. The utilization of technologies such as blockchain or e-governance 
platforms can reduce corruption risks by ensuring transparency and accountabi
lity in budgetary expenditures [54]. Through digitalization, citizens gain access to 
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information about government decisions, budgets, and expenditures in real time, 
which contributes to the demystification of government activities and allows so-
ciety to monitor the actions of officials. The simplification of administrative proce-
dures through digital solutions also reduces opportunities for corruption that of-
ten arise in complex bureaucratic systems. The automation of processes minimizes 
the human factor, which is one of the most vulnerable points for the emergence 
of corrupt schemes, such as bribery or nepotism. For instance, the use of online 
platforms for submitting tax declarations, registering businesses, and conducting 
public procurements eliminates the need for personal meetings, which could be 
exploited for corrupt agreements.

Furthermore, digital solutions enable the use of data analytics to monitor the 
activities of government bodies. This creates the possibility of detecting anomalies 
and patterns that may indicate corruption. The application of predictive analytics, 
for example, can reveal unusual expenditures or inefficiencies that would warrant 
further investigations.

E-government platforms provide citizens with direct access to public services, 
such as permits, licenses, and social services. This reduces dependence on inter-
mediaries who may abuse their positions to gain corrupt benefits. Direct interac-
tion between the government and society fosters a culture of integrity and trust. 
Additionally, digitalization may include feedback mechanisms that allow citizens 
to anonymously report cases of corruption or inefficiency. This encourages active 
citizen participation in governance and ensures a sense of security for those who 
voice their concerns.

Finally, the implementation of digital solutions in accordance with international 
standards can enhance the country's authority on the international stage and at-
tract foreign investment. Investors generally prefer governments that demonstrate 
a commitment to transparency and anti-corruption measures. Therefore, the digi-
talization of public administration not only optimizes processes but also fundamen-
tally changes the relationship between the government and citizens. By promoting 
transparency and accountability, it reduces opportunities for corruption and fos-
ters a more reliable and efficient governance system. This transformation is essen-
tial for ensuring effective management of the national economy and sustainable 
societal development.

Thus, the digital economy not only ensures resilience in crisis conditions but can 
also serve as a foundation for the transformation of the national economy, creating 
new opportunities for growth and development. In the face of the ongoing challen
ges posed by the war, it is precisely information technology that can become a cata-
lyst for recovery and stability in the future.
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6.4 � Prospects for digital transformation of Ukraine's economy amid 
deepening risks and cyber threats

Despite the challenges posed by the war, Ukraine is actively developing its di
gital economy, aiming to integrate into the European Union's Single Digital Market. 
This process involves removing barriers and establishing common rules for online 
services in the areas of digital marketing, telecommunications, and e-commerce, as 
well as enhancing the level of cybersecurity for networks and information systems. 
According to estimates from leading domestic economists, integration into the EU's 
Single Digital Market could lead to a GDP growth of up to 12 % for Ukraine, with the 
export of goods to EU member states increasing by up to 17 % and services by up to 
12.2 % [55, 56]. Thus, Ukraine's accession to the EU markets would not only facili-
tate the eurointegration processes but also bring significant economic advantages, 
enhancing the competitiveness and innovative potential of the national economy.

However, in the current context of digitalizing the national economy, information 
can sometimes take on a dangerous significance, as the emergence of new technolo-
gies brings about increased risks of information and hybrid threats. This is manifes
ted in the ability of information not only to foster development but also to become  
a tool for destabilization, particularly during information attacks that can lead to the 
disorganization of government systems, the collapse of financial structures, tech-
nological disasters, and even the outbreak of armed conflicts [57]. For example, the 
military aggression of the Russian Federation against Ukraine is accompanied by 
a  large-scale information war, which causes significant harm to the national econo-
my and society, often comparable in scale to the damage from combat actions.

In the context of armed confrontation and external aggression, the national 
economy requires a clear operational strategy based on the principles of informa-
tion security. This necessitates the creation and maintenance of an information in-
frastructure capable of withstanding external information attacks and ensuring the 
continuous operation of key economic and governmental institutions. A critical task 
becomes the integration of information protection systems into all areas of econo
mic management, which contributes not only to ensuring stability but also to forming 
a resilient economic system capable of adapting to new challenges.

Consequently, an important condition for successful digital transformation is 
the provision of cybersecurity at all levels, from government bodies to the private 
sector. This includes implementing modern information protection systems, training 
personnel in the fundamentals of cyber hygiene, and developing a national cyber-
security strategy that meets international standards. It is also necessary to devel-
op infrastructure to support digital technologies. This includes expanding access to  
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high-speed internet, developing e-government platforms, and investing in cut-
ting-edge technologies such as artificial intelligence, blockchain, and big data [58]. 
These technologies can help optimize business processes and enhance the effective-
ness of government management.

Furthermore, the digital transformation of Ukraine's national economy should 
be accompanied by the active involvement of all participants in the process, includ-
ing the government, businesses, and society. This will create conditions for forming  
a culture of digitalization, where information technologies are used to enhance 
transparency, accountability, and trust among all parties.

On the other hand, Ukraine should take into account international experience 
and adapt best practices in the fields of digitalization and cybersecurity. Coopera-
tion with international organizations, such as NATO, the European Union, and other 
entities, can help strengthen national security and improve the country's techno-
logical base.

Thus, the digital transformation of Ukraine's economy has enormous potential 
for creating new opportunities for growth and development; however, it requires 
a  systematic approach to ensuring cybersecurity and effectively managing risks. 
Only through a comprehensive resolution of these issues can we hope for a success-
ful integration of Ukraine into the global digital economy.

6.5  Conclusions

Given that digitalization processes are a key factor in the development of the 
national economy in current conditions, this section substantiates the conceptual 
foundations of the digital transformation of economic systems and the features of 
forming a digital economy in Ukraine. In Ukraine, as in many other countries, digita-
lization has become not only a catalyst for economic growth but also a crucial factor 
in enhancing the resilience of the national economy to crises. Observed correlations 
between the level of digital sector development and the economy's ability to with-
stand external and internal challenges indicate the high adaptability and efficiency 
of digital solutions. These solutions ensure economic flexibility, enabling companies 
to quickly switch to remote work, automate processes, and minimize dependency on 
physical assets, which is especially valuable during periods of instability.

The conducted research demonstrates current trends and dynamics in the de-
velopment of the information environment both in Ukraine and globally, highlighting 
the deep penetration of digital technologies into various sectors of economic activi-
ty and their contribution to GDP formation. Analysis of the formation of gross value 
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added by types of economic activity from 2010 to 2022 confirms that the advent of 
Industry 4.0 and the adoption of Industry 5.0 principles have fundamentally changed 
the structure of the national economy. Growth has been observed in sectors that con-
stitute the foundation of a post-industrial economy and are the basis for digital eco-
nomic development, particularly in the information and telecommunications sectors.

It has been proven that the digital sector also plays an essential role as a tool in 
reducing the shadow economy and corruption risks. The use of digital platforms and 
solutions, such as electronic document management, state registries, and expendi-
ture monitoring platforms, significantly limits opportunities for shadow operations, 
making economic activities more transparent and accountable. The effective integra-
tion of digital solutions in public administration and the corporate sector contributes 
to increased trust in government institutions and fosters a culture of transparency.

It is substantiated that despite the significant advantages of digitalization, 
Ukraine's national information environment faces new security challenges driven 
by the active development of technologies and the growing threats in cyberspace. 
Traditional threats, such as industrial espionage, commercial secrets leaks, and un-
intentional disclosure of confidential information, are intensified by new types of 
cyber risks. Improvements in information systems and their expanded accessibility 
make them potential targets for cyber-attacks, which can have serious consequen
ces for the economy and national security. Specifically, cyber-attacks aimed at dis-
rupting the integrity of databases can lead to the loss of critical data, reduced trust 
in government structures, and undermining economic stability. This underscores the 
need for a comprehensive cybersecurity strategy that will include not only protec-
tive technological solutions but also the development of early warning systems, in-
creased public awareness, and constant threat monitoring.

Thus, digital transformation requires an approach that simultaneously encom-
passes economic, informational, and security components to minimize risks and 
ensure long-term stability. This approach enables not only the strengthening of 
economic resilience but also creates opportunities to enhance Ukraine's competi-
tiveness on the international stage, where maintaining high cybersecurity standards 
becomes one of the key factors for integration into global digital markets.

References

1.	 Lee, C., Lim, C. (2021). From technological development to social advance: A re-
view of Industry 4.0 through machine learning. Technological Forecasting and 
Social Change, 167, 120653. https://doi.org/10.1016/j.techfore.2021.120653



193

Digital transformation of the national economy in the context  
of information environment development in Ukraine

Chapter 6

2.	 Onyshchenko, V., Onyshchenko, S., Verhal, K., Buriak, A.; Onyshchenko, V., 
Mammadova, G., Sivitska, S., Gasimov, A. (Eds.) (2023). The Energy Efficiency 
of the Digital Economy. Proceedings of the 4th International Conference on 
Building Innovations. ICBI 2022. Cham: Springer, 299, 761–767. https://doi.
org/10.1007/978-3-031-17385-1_64 

3.	 Krasnobayev, V., Yanko, A., Hlushko, A. (2023). Information Security of the 
National Economy Based on an Effective Data Control Method. Journal of In-
ternational Commerce, Economics and Policy, 14 (3). https://doi.org/10.1142/
s1793993323500217

4.	 Bezruchko, D. S. (2012). Kliuchovi osoblyvosti informatsii yak ekonomichnoi 
katehorii. Effective Economy, 12. Available at: http://www.economy.nayka.com.
ua/?op=1&z=1630

5.	 Kovalenko, Yu. O. (2011). Informatsiinyi resurs u konteksti teorii faktoriv vyrob-
nytstva. Ekonomika promyslovosti, 4, 148–152.

6.	 Terekhov, V. I., Odihaillo, B. M. (2018). (2018). Role information factors in shaping 
advantages in competitive markets. "Scientific Notes of the University "KROK", 
4, 36–44. https://doi.org/10.31732/2663-2209-2018-52-36-44

7.	 Svistun, L., Glushko, A., Shtepenko, K. (2018). Organizational Aspects of Deve
lopment Projects Implementation at the Real Estate Market in Ukraine. Inter-
national Journal of Engineering & Technology, 7 (3.2), 447–452. https://doi.
org/10.14419/ijet.v7i3.2.14569

8.	 Song, Y., Du, C., Du, P., Liu, R., Lu, Z. (2024). Digital transformation and corporate 
environmental performance: Evidence from Chinese listed companies. Techno-
logical Forecasting and Social Change, 201, 123159. https://doi.org/10.1016/ 
j.techfore.2023.123159

9.	 Buzhal, Yu. M.; Rozputenko, I. (Ed.) (2004). Informatsiina ekonomika. Rol infor-
matsii u formuvanni rynkovoi ekonomiky. Kyiv: K.I.S., 34–57.

10.	 Onyshchenko, S., Yanko, A., Hlushko, A., Maslii, O., Skryl, V., Onyshchenko, V., Mam-
madova, G., Sivitska, S., Gasimov, A. (Eds.) (2023). The Mechanism of Information 
Security of the National Economy in Cyberspace. Proceedings of the 4th Internatio- 
nal Conference on Building Innovations. Lecture Notes in Civil Engineering Vol. 299. 
Cham: Springer, 791–803. https://doi.org/10.1007/978-3-031-17385-1_67

11.	 Akerlof, G. A. (1970). The Market for "Lemons": Quality Uncertainty and the 
Market Mechanism. Quarterly Journal of Economics, 84 (3), 488–500. https://
doi.org/10.2307/1879431 

12.	 Akerlof, G. (1976). The Economics of Caste and of the Rat Race and Other Woeful  
Tales. The Quarterly Journal of Economics, 90 (4), 599–617. https://doi.org/ 
10.2307/1885324



194

Transformations of national economies under conditions of instability

13.	 Spence, M. (1974). Market Signaling: Informational Transfer in Hiring and Rela
ted Processes. Cambridge: Harvard University Press, 221.

14.	 Stiglitz, J. E. (1979). Equilibrium in Product Markets with Imperfect Information. 
The American Economic Review, 69 (2), 339–345.

15.	 Glushko, A. D. (2013). Directions of Efficiency of State Regulatory Policy in 
Ukraine. World Applied Sciences Journal, 27 (4), 448–453.

16.	 Onyshchenko, S., Yanko, A., Hlushko, A., Maslii, O., Cherviak, A. (2023). Cyber-
security and Improvement of the Information Security System. Journal of the 
Balkan Tribological Association, 29 (5), 818–835. Available at: https://scibulcom.
net/en/article/L8nV7It2dVTBPX09mzWB

17.	 Slayton, R. (2020). Governing Uncertainty or Uncertain Governance? Informa-
tion Security and the Challenge of Cutting Ties. Science, Technology, & Human 
Values, 46 (1), 81–111. https://doi.org/10.1177/0162243919901159

18.	 Wiktor, J. W., Sanak-Kosmowska, K. (2021). Information Asymmetry in On-
line Advertising. Routledge, 230. Available at: https://www.routledge.com/In-
formation-Asymmetry-in-Online-Advertising/Wiktor-Sanak-Kosmowska/p/
book/9780367680824

19.	 Onyshchenko, V., Yehorycheva, S., Maslii, O., Yurkiv, N. (2021). Impact of Innova-
tion and Digital Technologies on the Financial Security of the State. Proceedings 
of the 3rd International Conference on Building Innovations, 749–759. https://
doi.org/10.1007/978-3-030-85043-2_69

20.	 Amelin, A., Fishchuk, V., Lavryk, Ya., Yurchak, O., Cherniev, Ye., Matiushko, V. 
(2019). Ukraine 2030E – A Country with a Developed Digital Economy. Avail-
able at: https://strategy.uifuture.org/kraina-z-rozvinutoyu-cifrovoyu-ekono-
mikoyu.html

21.	 Onyshchenko, S., Skryl, V., Hlushko, A., Maslii, O. (2023). Inclusive Development 
Index. Proceedings of the 4th International Conference on Building Innovations, 
779–790. https://doi.org/10.1007/978-3-031-17385-1_66

22.	 Revenko, D., Romanenkov, Y., Polozova, T., Lebedchenko, V., Molchano-
va, K. (2024). The impact of digitalization on the economic growth of the 
European Union: an empirical study. Eastern-European Journal of Enter- 
prise Technologies, 3 (13 (129)), 46–56. https://doi.org/10.15587/1729-
4061.2024.304256

23.	 Boots – Worldwide. Statista. Available at: https://www.statista.com/outlook/
cmo/footwear/textile-other-footwear/europe

24.	 Onyshchenko, S., Bilko, S., Yanko, A., Sivitska, S. (2023). Business Information  
Security. Proceedings of the 4th International Conference on Building Innova-
tions, 769–778. https://doi.org/10.1007/978-3-031-17385-1_65



195

Digital transformation of the national economy in the context  
of information environment development in Ukraine

Chapter 6

25.	 European Commission. International Digital Economy and Society Index 2022 – 
Executive Summary (2022). European Commission. Available at: https://nqa.gov.
ua/news/indeks-cifrovoi-ekonomiki-2022-zvit-evropejskoi-komisii/

26.	 Digital Economy and Society Index (DESI) (2022). European Commission. Avail-
able at: https://digital-strategy.ec.europa.eu/en/policies/desi

27.	 Krasnobayev, V., Yanko, A., Hlushko, A., Kruk, O., Kruk, O., Gakh, V. (2023). Cy-
berspace protection system based on the data comparison method. Economic 
and cyber security. Kharkiv: PC TECHNOLOGY CENTER, 3–29. https://doi.
org/10.15587/978-617-7319-98-5.ch1

28.	 Onyshchenko, V., Onyshchenko, S., Maslii, O., Maksymenko, A. (2023). Syste
matization of Threats to Financial Security of Individual, Society, Business and 
the State in Terms of the Pandemic. Proceedings of the 4th International Con-
ference on Building Innovations, 749–760. https://doi.org/10.1007/978-3-031-
17385-1_63

29.	 Kutsenko, O. (2023). Elektronna demokratiia v Ukraini: cuchasnyi stan ta 
perspektyvy rozvytku. U-Plan. Available at: https://uplan.org.ua/elektron-
na-demokratiia-v-ukraini-cuchasnyi-stan-ta-perspektyvy-rozvytku/

30.	 Verhelst, A., Wouters, J. (2020). Filling Global Governance Gaps in Cybersecu
rity: International and European Legal Perspectives. International Organisa-
tions Research Journal, 15 (2), 141–172. https://doi.org/10.17323/1996-
7845-2020-02-07

31.	 Onyshchenko, S., Yanko, A., Hlushko, A., Maslii, O. (2023). Economic cybersecu-
rity of business in Ukraine: strategic directions and implementation mechanism. 
Economic and cyber security. Kharkiv: PC TECHNOLOGY CENTER, 30–58. 
doi:  https://doi.org/10.15587/978-617-7319-98-5.ch2

32.	 Pidhaina, Y. (2018). Pishly na proryv: ukrainskyi IT-rynok zrostaie shvydshe 
za svitovyi. Mind. Available at: https://mind.ua/publications/20189963-pish-
li-na-proriv-ukrayinskij-it-rinok-zrostae-shvidshe-za-svitovij

33.	 Natsionalna ekonomichna stratehiia 2030. Available at: https://nes2030.org.ua/
34.	 Tsyfrovizatsiia – odyn z holovnykh vektoriv rozvytku ekonomiky u nastupni 

10 rokiv (2020). Ministerstvo tsyfrovoi transformatsii Ukrainy. Available at: 
https://thedigital.gov.ua/news/tsifrovizatsiya-odin-z-golovnikh-vektoriv-roz-
vitku-ekonomiki-u-nastupni-10-rokiv

35.	 Skrypin, V. (2022). Infohrafika: ukrainska IT-haluz za 2021 rik – v tsyfrakh. ITC. 
Available at: https://itc.ua/news/infografika-ukrayinska-it-galuz-za-2021-rik-v-
czifrah/

36.	 Onyshchenko, S., Maslii, O., Kivshyk, O., Cherviak, A. (2023). The impact of the 
insurance market on the financial security of Ukraine. Financial and Credit  



196

Transformations of national economies under conditions of instability

Activity Problems of Theory and Practice, 1 (48), 268–281. https://doi.org/ 
10.55643/fcaptp.1.48.2023.3976

37.	 Shefer, O., Laktionov, O., Pents, V., Hlushko, A., Kuchuk, N. (2024). Practi-
cal principles of integrating artificial intelligence into the technology of re-
gional security predicting. Advanced Information Systems, 8 (1), 86–93.  
https://doi.org/10.20998/2522-9052.2024.1.11

38.	 Zhang, X., Wang, Y. (2022). Research on the Influence of Digital Technology and 
Policy Restrictions on the Development of Digital Service Trade. Sustainability, 
14 (16), 10420. https://doi.org/10.3390/su141610420

39.	 State Statistics Service of Ukraine. Available at: https://stat.gov.ua/
40.	 Sun, J. (2020). From digital economy to digital trade: Connotation, characteris-

tics, rules and influence. Int. Econ. Trade Explor., 36, 87–98.
41.	 Liu, C., Yan, M., Zhang, M. (2024). Digital Economy, Green Innovation and  

Urban-Rural Income Gap – Analysis Based on Prefecture-Level City Panel Data 
of China. Journal of Advanced Computational Intelligence and Intelligent In-
formatics, 28 (4), 845–853. https://doi.org/10.20965/jaciii.2024.p0845

42.	 Ekonomichna statystyka / Natsionalni rakhunky. Derzhavna sluzhba statysty-
ky Ukrainy. Available at: https://www.ukrstat.gov.ua/operativ/menu/menu_u/
nac_r.htm 

43.	 Onyshchenko, S. V., Masliy, O. A., Buriak, A. A. (2023). Threats and Risks of Eco-
logical and Economic Security of Ukraine in the Conditions of War. 17th Inter-
national Conference Monitoring of Geological Processes and Ecological Condi-
tion of the Environment, 1–5. https://doi.org/10.3997/2214-4609.2023520072

44.	 The EU4Digital Initiative. Available at: https://eufordigital.eu/uk/discover-eu/
the-eu4digital-initiative/

45.	 Ekonomichni perevahy vid intehratsii v Yedynyi tsyfrovyi rynok YeS: nazvani 
realni tsyfry (2020). Ministerstvo tsyfrovoi transformatsii Ukrainy. Available 
at: https://thedigital.gov.ua/news/ekonomichni-perevagi-vid-integratsii-v-ed-
iniy-tsifroviy-rinok-es-nazvani-realni-tsifri

46.	 How 4G Developed in Ukraine: Kyivstar Statistics for Five Years (2023). Ame
rican chamberof commerce Ukraine. Available at: https://chamber.ua/ua/news/
yak-rozvyvavsia-4g-v-ukraini-statystyka-kyivstar-za-p-iat-rokiv/

47.	 Mintsyfry zapustylo portal derzhavnykh posluh Diia (2020). Ministerstvo tsy-
frovoi transformatsii Ukrainy. Available at: https://thedigital.gov.ua/news/min-
tsifri-zapustilo-portal-derzhavnikh-poslug-diya

48.	 Zhao, T., Zhang, Z., Liang, S. K. (2019). Digital Economy, Entrepreneurial Activity 
and High-Quality Development: Empirical Evidence from Chinese Cities. J. of 
Management World, 36 (10), 65–76.



197

Digital transformation of the national economy in the context  
of information environment development in Ukraine

Chapter 6

49.	 Bahrini, R., Qaffas, A. A. (2019). Impact of Information and Communication Tech-
nology on Economic Growth: Evidence from Developing Countries. Economies, 
7 (1), 21. https://doi.org/10.3390/economies7010021

50.	 Export of Services in 2022: IT Share Reaches a Record 45% (2023). Lviv IT Clus-
ter. Available at: https://itcluster.lviv.ua/eksport-poslug-u-2022-chastka-it-sta-
novyt-rekordni-45/

51.	 Jiang, M., Jia, P. (2022). Does the level of digitalized service drive the global ex-
port of digital service trade? Evidence from global perspective. Telematics and 
Informatics, 72. https://doi.org/10.1016/j.tele.2022.101853

52.	 National Bank of Ukraine. Available at: https://bank.gov.ua/ua/statistic
53.	 YouControl.Market. Available at: https://youcontrol.market/
54.	 Onyshchenko, S., Hlushko, A., Kivshyk, O., Sokolov, A. (2021). The shadow econo-

my as a threat to the economic security of the state. Economics of Development, 
20 (4), 24–30. https://doi.org/10.57111/econ.20(4).2021.24-30

55.	 Ukraine continues to integrate into the EU single market: new opportuni-
ties for digital development (2023). Government portal. Available at: https://
www.kmu.gov.ua/news/ukraina-prodovzhuie-intehruvatysia-v-iedynyi-ry-
nok-ies-novi-mozhlyvosti-rozvytku-tsyfrovykh-tekhnolohii

56.	 Efekt tsyfrovoi synerhii. Yaki perspektyvy dlia rozvytku IT-sektoru ta star-
tap-industrii vidkryvaie ochikuvanyi vstup Ukrainy do YeS (2023). EUKraina 
Voice. Available at: https://forbes.ua/innovations/efekt-tsifrovoi-sinergii-
yaki-perspektivi-dlya-rozvitku-it-sektoru-ta-startap-industrii-vidkrivae-
ochikuvaniy-vstup-ukraini-do-es-29082023-15636

57.	 Implementation Guide for for Small- and Medium-Sized Enterprises (SMEs) 
(2017). CIS Controls. Available at: https://www.cisecurity.org/-/media/project/
cisecurity/cisecurity/data/media/files/uploads/2017/09/CIS-Controls-Guide-
for-SMEs.pdf

58.	 Onyshchenko, S., Yanko, A., Hlushko, A. (2023). Improving the efficiency of dia
gnosing errors in computer devices for processing economic data functioning 
in the class of residuals. Eastern-European Journal of Enterprise Technologies,  
5 (4 (125)), 63–73. https://doi.org/10.15587/1729-4061.2023.289185


