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Summary. The purpose of the study is to substantiate strategies for minimizing digital risks in the 

Ukrainian banking system. To this end, the study identified the risks associated with the digital 

transformation of the banking system, analyzed their impact on the digital security of the state, 

and developed strategic measures to minimize the impact of the risks of digitalization of the 

banking system. This allowed us to formulate recommendations for minimizing risks to ensure the 

stability of the banking system in particular and the state as a whole. The article generalizes models 

for analyzing the impact of digital risks on the activities of banks. A matrix of digital risks is formed. 

The main factors in developing a digital risk management strategy are identified. Critical aspects in 

the process of minimizing digital risks are identified. The main approaches to reducing the impact 

of digital transformation risks on the banking sector of Ukraine are identified. The novelty of the 

study is the development of strategies for minimizing the risks of digitalization of the Ukrainian 

banking system, and mechanisms for reducing cyber threats, taking into account the specifics of 

the banking sector of Ukraine, are proposed. The practical significance of the obtained results is 

the implementation of the studied solutions in the activities of banking institutions to ensure the 

stability and security of the banking system in Ukraine in the context of digitalization. The results 

of the study can be used by banking institutions to improve cybersecurity and reduce the risks 

associated with the digitalization of the economy. 

Keywords: digital risks, state’s economic security, banking system, cybersecurity, strategies for 

minimizing digitalization risks, digital security, digital risk management. 

 

 

Introduction. In the context of global digitalization, the state's economic 

security directly depends on the security level of digital systems. Digital risks, such as 

cyberattacks, unauthorized access to data, malware, and other cyber threats, can 

cause significant damage to strategic sectors of the national economy. This 

negatively affects the stability of the financial system, the economy's 

competitiveness, trust in government institutions, and the safety of citizens. 

One of the most critical industries facing strong pressure from digital risks is 

the banking system. The banking sector plays a key role in ensuring the stability of 

the national economy. It is the main link in financing businesses and households, 

managing payment systems, and ensuring the functioning of financial markets. 

The increasing digitalization of banking services and the active use of 

information and communication technologies make financial institutions particularly 

vulnerable to various cyber threats. Hacker attacks, phishing campaigns, and fraud 

in electronic communication channels, as well as the risk of leakage of personal and 

customer financial data, pose serious challenges to banking institutions and directly 

affect the financial stability of the country as a whole. 

https://doi.org/10.36074/grail-of-science.20.06.2025.019
https://orcid.org/0000-0002-6962-3236
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Therefore, the issue of minimizing digital risks in Ukraine's banking system is of 

particular relevance. The development and implementation of effective cyber 

defense strategies in banks is a prerequisite for reducing the level of threats and 

ensuring the economic security of the state. Successful implementation of such 

strategies will not only enhance the financial system's resilience to cyber threats but 

also strengthen the confidence of the public and businesses in the banking system. 

Given the key role of the banking system in ensuring Ukraine's economic 

security and the high level of digital threats in this area, there is a need to research, 

develop, and implement effective strategies to minimize digital risks in the banking 

sector. 

Review of literature. Digital risks in the context of a state's economic security 

are multifaceted and are becoming increasingly relevant as countries integrate 

digital technologies into their economic systems and, in particular, into the banking 

sector. This literature review synthesizes different perspectives on digital risks, 

illustrating both threats and mitigation strategies, and examining their impact on the 

banking system, its operational integrity, customer confidence, and overall financial 

stability. 

One of the most pressing issues facing financial institutions, which are vital to 

the economic infrastructure of any country, is the growing cybersecurity risks. Dey 

(2022) emphasizes the need for a proactive and adaptive approach to cybersecurity 

in the banking sector, noting that ongoing assessments and regular updates to 

security protocols are essential to protect the integrity of financial systems. Such 

adaptability is crucial as cyber threats are becoming increasingly complex and large-

scale [4]. The review by Oyeniyi et al. (2024) confirms this by discussing the complex 

web of cybersecurity risks faced by financial institutions and highlighting the urgent 

need for a robust cybersecurity framework to effectively address these  

threats [12]. 

Moreover, the relationship between operational efficiency and digital risk 

management in financial institutions reveals systemic vulnerabilities. Ikenna (2024) 

argues that interconnectedness in the financial system can exacerbate operational 

risks, as evidenced by historical failures such as the 2008 collapse of Lehman 

Brothers, which highlighted the systemic risks associated with financial 

interconnectedness. This interconnectedness underscores the need for 

comprehensive risk management strategies that address not only individual 

organizations but also the broader financial ecosystem. Understanding these 

systemic risks is critical for policymakers and regulators to protect economic stability 

[6]. 

Gaps in the regulation of the digital financial landscape further exacerbate 

these risks. Wu (2023) highlights the systemic risks arising from the rapid 

proliferation of digital finance instruments such as digital payments and virtual 

currencies. These innovations can increase the efficiency of transactions, but can 

also facilitate fraudulent activities that threaten economic stability [16]. This concern 

is reinforced by He (2023), who notes that the lack of uniform industry standards 

and effective supervision in digital currency systems can lead to significant risks, 

especially in terms of criminal exploitation [5]. 
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The main problem of the banking sector is its increased vulnerability to various 

cyber threats. Ndukwe and Baridam (2023) note that the financial services sector is 

exposed to a disproportionate amount of cyberattacks, resulting in significant 

business disruption. Banks must take comprehensive cybersecurity measures to 

protect sensitive financial data and maintain customer confidence [9]. Dawodu et al. 

(2023) categorize these threats, offering insight into traditional cyber threats, 

advanced persistent threats (APTs), insider threats, and social engineering tactics 

that pose significant risks to banking operations [2]. 

The complexity of cyber threats requires innovative security solutions. Oladejo 

& Waheed (2024) advocate for the adoption of advanced technologies that go 

beyond basic defenses, highlighting the urgent need for banks to comprehensively 

strengthen their cybersecurity infrastructure [10]. 

In addition, insider threats remain a significant risk that is often 

underestimated by management. Nakato et al. (2022) show that a significant 

proportion of cybersecurity breaches in banks originate from within the organization, 

primarily due to employee negligence. This highlights the need for ongoing staff 

training and a focus on cybersecurity practices to mitigate these risks [8]. 

Another dimension of the digital risk landscape is customer perceptions of 

cybersecurity threats. Cele & Kwenda (2024) discuss how these perceived threats 

are hindering the adoption of digital banking services. Their systematic review of the 

literature indicates a direct correlation between increased cybersecurity concerns 

and decreased participation in digital banking, highlighting the importance of 

transparency and robust security measures to build customer trust [1]. 

Implementing effective strategies to mitigate cybersecurity risks remains 

critical as banks introduce innovative digital services. Oyewole et al. (2024) highlight 

preventive strategies that should be employed, including strengthening current 

digital defenses and implementing comprehensive risk management systems. The 

authors' conclusions point to the urgent need for a proactive cybersecurity posture 

adapted to the challenges posed by digital banking [13]. 

To further deepen the understanding of these risks, Darem et al. (2023) 

propose a structured classification of cyber threats in the banking sector, 

differentiating them by severity and type. This classification helps financial 

institutions to develop compliance and risk mitigation strategies that are tailored to 

their unique threat landscapes [3]. 

The economic impact of these digital risks cannot be overestimated. A 

significant breach not only undermines customer confidence but can also have 

serious financial implications for banks, making it imperative to invest in modern 

cybersecurity systems to protect against current and emerging threats. Reis et al. 

(2024) emphasize the need to constantly update cybersecurity strategies  

to incorporate new technologies to counter the sophistication of  

cybercriminals [14]. 

As a result, the banking sector is undergoing digital transformation, which is 

accompanied by cybersecurity risks that could undermine operational stability and 

customer confidence. Protecting the integrity of banking operations requires a 

multifaceted approach that combines advanced security technologies, the 
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development of effective cyber defense strategies, employee training, risk 

perception management, and a clear understanding of threat classification. 

Methodology. The methodological and theoretical basis of the study was 

formed by the regulatory legal acts in the field of digitalization of the banking system 

of Ukraine, official reports of the National Bank of Ukraine, official statistics, research, 

and articles by leading domestic and foreign scholars in the field of digitalization and 

banking security. Analysis and synthesis were used to summarize and systematize 

digital risks to analyze and organize them according to the degree of their impact on 

the digital security of the state. The graphical method was used to visualize the 

results of the study, which made it possible to demonstrate models for analyzing the 

impact of digital risks on banks’ activities and to form a matrix of digital risks. The 

abstract and logical method provided a logical structuring and formation of 

reasonable conclusions based on the collected information on the digital risk 

management strategy, allowing for a qualitative interpretation of the data obtained. 

Purpose. The purpose of the study is to substantiate strategies for minimizing 

digital risks in the Ukrainian banking system. To this end, the study identified the risks 

associated with the digital transformation of the banking system, analyzed their 

impact on the digital security of the state, and developed strategic measures to 

minimize the impact of the risks of digitalization of the banking system. 

Results. An uncertain economic environment can have a range of adverse 

consequences for the banking system. The integration of digital technologies into 

banking operations brings both significant advantages and potential threats. These 

outcomes necessitate the development of contingency plans and effective risk 

management strategies to mitigate negative impacts. 

A variety of models and analytical tools are employed in the banking sector to 

support effective risk identification, assessment, and management. Some of the 

most widely used models are presented in Figure 1. 

 

 
Fig. 1. Models for analyzing the impact of digital risks on banks' activities 

Source: compiled by the author 

Stress testing:

•Used to identify a
bank's
vulnerabilities in
the face of
adverse changes
in markets or the
economy.

• It involves
modeling various
scenarios and
assessing the
impact of these
scenarios on the
bank's financial
position.

Valuation risk 
analysis:

•Aallows to 
estimate financial 
losses that may 
arise as a result 
of various types 
of risks.

• It helps banks 
make decisions 
about risk-taking 
and determine 
the necessary 
provisions and 
risk management 
measures. 

Internal audit 
method:

•Used to identify
risks and
deficiencies in a
bank's internal
processes and
control
mechanisms.

• It helps to identify
problematic
situations and
develop
recommendation
s for their
resolution.

Value at Risk (VaR)
method:

• Is used to
estimate the
bank's maximum
possible losses in
a certain period
of time with a
certain
probability.

• It allows the bank
to manage risks
and make
decisions to
minimize possible
losses. .
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Using these models in the risk management process enables the identification 

of the causes of risk occurrence and the development of strategies to minimize their 

impact on banking institutions. By detecting potential threats, banks can maintain 

financial stability and ensure successful operations in a dynamic environment. 

Economic instability poses a constant challenge to the banking system by increasing 

the likelihood of unforeseen events that may adversely affect an institution’s financial 

position. 

A crucial stage in risk management is the analysis and categorization of risks 

according to their degree of impact, which facilitates a more efficient management 

process. When assessing digital risks, it is advisable to evaluate them in terms of both 

the probability of occurrence and the potential impact on banking operations. 

Various approaches – such as expert assessments, scenario analysis, and the 

analogy method – are used for this purpose, resulting in the construction of a risk 

matrix (Figure 2). 

 

 
Fig. 2. The digital risk matrix 

Source: compiled by the author 

 

The process of managing the aggregate value of digital risks in banking involves 

several precautionary measures. These include risk avoidance, risk mitigation, the 

development of specific action plans for individual risks, and the acceptance of minor 

risks with the accumulation of reserves to offset potential losses [21]. 

A crucial component of effective management of digitalization threats is the 

development of strategies aimed at minimizing digital risks. Strategic planning plays 

a vital role in the context of economic shocks and political instability, as strategies 

are formulated with consideration of multiple potential scenarios. The 

implementation of risk mitigation strategies can significantly reduce the impact of 

risks on banking institutions and support their sustainable development. 

The main factors influencing the development of a digital risk management 

strategy include: 

1) scientific and technological progress; 

2) the liberalization of interbank foreign economic relations; 

- probability is 
high
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3) the development of transnational banking business strategies; 

4) the advancement of international concepts for information support; 

5) the institutionalization of international banking strategies [22]. 

The development of a risk minimization strategy should take into account the 

globalization processes affecting banking institutions, as well as the need to establish 

a foundation for financial and economic security. The formulation of strategies in the 

context of globalization can be seen as the integration of the domestic banking 

sector into the international environment. 

Key aspects that must be considered in the process of minimizing digital risks 

include: 

1) the development of a clear approach to the processing and utilization of 

information; 

2) the adoption of automated technological solutions; 

3) the application of smart visualization technologies; 

4) interbank cooperation through shared platforms; 

5) the promotion of a strong corporate culture [18]. 

When developing a risk mitigation strategy, banks should consider its long-

term implementation. Specific targets and risk response strategies must be clearly 

defined. Continuous monitoring, supported by innovative technologies, enables 

banking institutions to identify risks in real time and apply appropriate 

countermeasures. Given the increasing level of threats associated with the digital 

transformation of the banking system, it is crucial for banks to allocate resources 

towards the development of measures aimed at minimizing risks and ensuring a 

rapid response to adverse events. 

Strategies aimed at minimizing digital risks in the Ukrainian banking system 

should take into account the specific characteristics of IT technologies and 

cybersecurity threats. The main approaches to mitigating the impact of digital 

transformation risks on the Ukrainian banking sector are presented in Figure 3. 

Let us consider examples of implementing digital risk mitigation measures in 

the Ukrainian banking system. 

JSC “CB “PrivatBank” offers its customers enhanced protection against fraud 

and malicious activities. This service can be activated through the Privat24 mobile 

application and guarantees the reimbursement of funds in the event of theft. 

Additionally, the bank provides regular recommendations and raises customer 

awareness about the importance of using two-factor authentication and regularly 

updating passwords. 

JSC “Oschadbank” provides its clients with recommendations on how to 

respond to fraudulent activities. In addition, the bank performs daily backups of 

event audit logs to a backup server, thereby enhancing the security of its information 

systems. 

JSC “Ukrgasbank” became the first bank in Ukraine to confirm compliance with 

the requirements of the International Standard for Information Security 

Management (ISO/IEC 27001:2013). The strategic focus of Ukrgasbank’s digital 

technology development is the automation of business processes, which contributes 

to the improvement of customer service quality. 
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Fig. 3. Strategic measures to mitigate the risks of digitalization of the banking 

system 

Source: compiled by the author 

 

The National Bank of Ukraine (NBU), as the regulatory authority, develops 

requirements for the operation of cybersecurity systems within the Ukrainian 

banking sector and initiates updates to cybersecurity frameworks. In 2025, the NBU 

plans to inspect six Ukrainian banks – Credit Agricole Bank, Raiffeisen Bank, Pivdenny 

Bank, Credit Dnipro Bank, Cominbank, and Altbank – in terms of information security, 

cyber defense, and the provision of qualified electronic trust services. These 
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inspections aim to enhance the banks’ capabilities to respond to digital 

transformation threats and to strengthen their cyber resilience. 

The state is actively working to improve the security of the banking sector’s 

digital environment, and these measures demonstrate a strong commitment to 

minimizing digital threats. In addition, the NBU is implementing a range of initiatives 

to raise public awareness and protect individual financial assets. 

The National Bank of Ukraine plays an important role as a regulator, setting 

cybersecurity requirements, conducting inspections and initiating public awareness 

campaigns aimed at strengthening the cyber resilience of the banking sector. 

Together, these efforts contribute to the creation of a secure digital environment for 

financial services and underscore Ukraine's commitment to addressing the 

challenges of digital transformation. 

Conclusions. It is worth noting that strategic planning in the context of the 

digitalization of the banking system plays an important role in mitigating the impact 

of risks. Important elements of the strategy include developing backup plans, 

investing in innovative products, and using various technologies to prevent attacks. 

Managing digital risks requires a systematic approach that includes a 

combination of advanced technologies, an effective regulatory framework, and 

international cooperation. Particular attention should be paid to improving the 

employees’ skills and developing a strategy for responding to cyber incidents. 

A key aspect of successful cyber risk management is the integration of 

innovation into the strategic management of the banking sector. Solutions such as 

RegTech and SupTech not only ensure effective risk management but also 

strengthen confidence in banks. At the same time, special attention should be paid 

to international cooperation and the exchange of experience between banks. 

In Ukraine, managing digitalization risks remains an urgent task in the context 

of globalization, economic instability, and growing digital dependence. Government 

support, NBU initiatives, and active digital development of banks in the sphere of 

cybersecurity are important components of the development of the banking system 

and the economic security of Ukraine as a whole. 
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МІНІМІЗАЦІЯ ЦИФРОВИХ РИЗИКІВ В ЕКОНОМІЧНІЙ БЕЗПЕЦІ 

ДЕРЖАВИ 

 

Худолій Юлія Сергіївна 

канд. екон. наук, доцент, 

доцент кафедри фінансів, банківського бізнесу та оподаткування 

Національний університет «Полтавська політехніка імені Юрія Кондратюка», Україна 

 

Анотація. Метою дослідження є обґрунтування стратегій мінімізації цифрових ризиків у 

банківській системі України. Для цього в дослідженні було виявлено ризики, пов'язані з 

цифровою трансформацією банківської системи, проаналізовано їх вплив на цифрову 

безпеку держави та розроблено стратегічні заходи щодо мінімізації впливу ризиків 

цифровізації банківської системи. Це дозволило сформулювати рекомендації щодо 

мінімізації ризиків для забезпечення стабільності банківської системи зокрема та 

держави в цілому. У статті узагальнено моделі аналізу впливу цифрових ризиків на 

діяльність банків. Сформовано матрицю цифрових ризиків. Визначено основні фактори 

розробки стратегії управління цифровими ризиками. Визначено критичні аспекти в 

процесі мінімізації цифрових ризиків. Визначено основні підходи до зниження впливу 

ризиків цифрової трансформації на банківський сектор України. Новизна дослідження 

полягає в розробці стратегії мінімізації ризиків цифровізації банківської системи України 

та запропоновано механізми зниження кіберзагроз з урахуванням специфіки банківського 

сектору України. Практичне значення одержаних результатів полягає у впровадженні 

досліджених рішень у діяльність банківських установ для забезпечення стабільності та 

безпеки банківської системи України в умовах цифровізації. Результати дослідження 

можуть бути використані банківськими установами для підвищення рівня кібербезпеки 

та зниження ризиків, пов'язаних з цифровізацією економіки. 

Ключові слова: цифрові ризики; економічна безпека держави; банківська система; 

кібербезпека; стратегії мінімізації ризиків цифровізації; цифрова безпека; управління 

цифровими ризиками. 
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