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TRANSFORMATION OF DIGITAL THREAT MONITORING SYSTEMS IN THE
CONTEXT OF BUILDING A SECURITY-ORIENTED INFORMATION
ENVIRONMENT OF UKRAINE DURING THE WAR AND POST-WAR PERIODS

As of 2025, the development of a security-oriented information environment has become
a critical prerequisite for Ukraine’s economic resilience, as the digital sphere has transformed
into a central front of hybrid warfare. The increasing number of attacks on critical infrastructure,
energy facilities, and the financial sector necessitates the modernization of mechanisms for
detecting and neutralizing threats. Contemporary approaches focused on dynamic behavioural
analytics, Al-driven detection, and the development of national situational awareness systems
create opportunities for establishing a balanced model of economic security [1]. These factors
determine the relevance of studying the transformation of digital threat-monitoring systems
amid wartime operations and post-war recovery.

In the context of Russia’s military aggression against Ukraine, the key trend of 2024—
2025 has been a shift from classical DDoS attacks to targeted operations aimed at disrupting
and intercepting control over critical infrastructure [2, 3]. This necessitates transitioning from
traditional cybersecurity tools to proactive monitoring platforms capable of forecasting
behavioural anomalies based on large-scale datasets. As noted by contemporary scholars,
structural changes in the digital environment require a conceptual renewal of economic security
models through the integration of digital analytics, institutional regulatory tools, and
mechanisms of international cooperation [4, 5].

The modernized monitoring system includes the following key elements [6]: machine-
learning-based platforms for cyber-incident analytics, capable of self-improvement; a unified
information space for data exchange between state and private actors; indicator-metric
dashboards for evaluating digital risks, enabling strategic planning of economic security;
international cyber-cooperation instruments, which reduce the aggressor’s digital sovereignty
within global networks. To assess the tendencies in shaping a security-oriented digital
environment, the dynamics of incidents that affected state and economically critical systems
were analyzed (table 1).

The presented data demonstrate a positive trend toward reducing the number of critical
incidents as monitoring platforms are modernized and Al-based threat-assessment models are
introduced. The reduction of detection time by more than threefold indicates an increase in the
resilience of the information environment, which serves as a fundamental component of
economic security during wartime.

In the post-war period, the transformation of monitoring systems should be aimed at
preventing economic losses from cyber incidents, enhancing the digital capabilities of
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businesses, and integrating Ukraine into the unified European security space. According to
modern scientific approaches [7], systematic digital adaptation ensures a synergistic effect
between technological, institutional, and economic components of national security.

Table 1
Dynamics of digital incidents affecting Ukraine’s economic security (2022—2025)
. 2025 Change 2022—
Indicator 2022 | 2023 | 2024 (forecast) 2025, %

ll:l:ir:;ber of critical cyber incidents, 987 | 812 | 690 640 35,2
Share of attacks targeting the 28 34 37 a1 +13
energy sector, %
I_dentlfled attempts to compromise 412 | 381 | 345 330 19,9
financial data integrity, units
Incident detection time, hours 194 | 141 | 87 6.5 —66,4

Source: analytical summaries of the State Service for Special Communications and Information Protection
of Ukraine and CERT-UA, 2022-2025.

The transformation of digital threat-monitoring systems is a key factor in strengthening
Ukraine’s economic security during the war and throughout the post-war reconstruction period,
as the digital domain has become a decisive arena for both economic resilience and national
stability. In modern conditions, monitoring is no longer limited to the passive registration of
cyber incidents; instead, it relies on predictive analytics, continuous data correlation, and multi-
vector threat attribution, allowing for the early identification of hostile digital activities before
they cause damage to critical assets. The implementation of advanced data-analytics platforms,
Al-driven risk-assessment tools, and standardized security indicators contributes to the creation
of an integrated and adaptive information environment capable of resisting high-intensity
hybrid threats, including those aimed at disrupting supply chains, financial systems, and energy
infrastructure. These technologies strengthen institutional cooperation between state bodies and
private actors, improve economic decision-making processes, and ensure the transparency of
information flows essential for macroeconomic stability.

Furthermore, the introduction of automated anomaly-detection systems and unified cross-
sectoral data-exchange frameworks enable real-time situational awareness, significantly
enhancing the efficiency of national and corporate cybersecurity strategies. The obtained results
indicate not only a reduction in critical incidents and improved response efficiency but also
demonstrate the formation of long-term patterns of digital resilience, which reduce the
vulnerability of key sectors to repeated attacks and accelerate the recovery of damaged assets.
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Mukumiox Okcana Ilempiena,
OOKMOPAHMKA eKOHOMIYHO020 akynibmemy, KaHOUOam eKOHOMIYHUX HAYK, OOYeHm
Kuiscokuii nayionanvuuil ynisepcumem imeni Tapaca lllesuenka (Yxpaina)

®IHAHCOBA BE3IEKA SIK BA3OBA JJETEPMIHAHTA ®OPMYBAHHSI
EKOHOMIYHOI BE3INIEKHU YKPATHU B YMOBAX BOEHHOI TA
IMOCTBOEHHOI TPAHC®OPMAIII

B ymoBax moBHOMacmTabHOI arpecii p¢ MUTaHHS CTIMKOCTI HAI[IOHAIBHOI €KOHOMIKH
OTpUMAJIO 1HIIE, 3HaYHO TrIHOIIe 3MICTOBHE HamoBHEHHs. ExoHoMiyHa Oe3meka y Takux
00CTaBHHAX PO3TISAAAETHCS HE JIHUINE SK TEOPETHYHA KATEeropis, a sIK peaJbHUH 1HCTPYMEHT
MiTPMMaHHs KUTTE3AATHOCTI JepKaBu. li CyTHICTh MOJAra€ y 3[aTHOCTI €KOHOMiuHOi
CUCTEMHM MPOTUCTOSATH 3arpo3aM Pi3HOT0 XapakTepy Ta 3a0e3neuyBaTH YMOBH JIsl BIATBOPEHHS
1 pO3BUTKY HaBiTh 32 HAsBHOCTI KPUTUYHUX 30BHILIHIX (pakTOpiB BIUIUBY. OCOOIMBO BArOMOIO
y CTPyKTypli €KOHOMIUHOi Oe3neku € QiHaHcoBa Oe3neka, ska (QOpMye OCHOBY
Makpo(iHAHCOBO1 CTaOIMPHOCTI Ta BU3HAUYAE MEXI MOMIJIMBOTO JUIS JIEP:KaBHOI €KOHOMIUHOI
nomtuku [1; 2; 3].

Bropruenns pd cyrreBo TpaHcPOpMyBaJ0o CTPYKTYypy 3arpo3 1 MiACWIMIO Ti
BPA3JIMBOCTI, K1 paHille He Mald HACTUIbKM OYeBUIHOTO BILIMBY. DiHaHCOBa Oe3neka B IUX
YMOBax CTaJia HE JIUIIE CKJIAIOBOI0 €eKOHOMIYHOI 0€3MeKH, a i YNHHUKOM, 1110 BU3HAYAE MEXKI
JIep’KaBHOTO CYBEPEHITETY Ta 3[aTHICTh KpaiHW pearyBaTH Ha HACIIJKM BOEHHUX Iii [4; 5].
3pocTaHHsd (DICKAJIBHOTO THUCKY, MOPYUIEHHS JIOTICTUYHMX JIAHIIOTIB, 3MiHA CTPYKTYpH
€KOHOMIYHOI aKTUBHOCTI, 30UIBLIEHHS CEKTOPAJIbHUX PHU3MKIB — Yyce e aKTyali3yBajo
noTpedy y NepeoCMHUCIICHHI IHCTPYMEHTIB YIIPaBIiHHS (IHAHCOBOIO CUCTEMOIO.

Crtpykrypa ¢iHaHcoBoi Oe3meKd, BHU3HAUY€HA Y METOAMYHUX Miaxomax MiHicTepcTBa
€KOHOMIYHOTO PO3BHTKY 1 TOPriBii YKpaiHu [6], 3aMIIaeThCcsl PEJICBAaHTHOK W Yy BOECHHUU
nepioz. Ii cknanosi , 30kpema, GanKiBCchKa, OrOIKETHA, GOProBa, IPOLMIOBO-KPEIUTHA, BAIIOTHA
Ta Oe3reka HeOaHKIBCHKOTO CEKTOPY, NIEMOHCTPYIOTh PI3HUH CTYITIHb YYTJIMBOCTI O BOEHHUX
mokiB. CaMe iX HEMOCHiI0BHA JWHAMIiKa, sIK CBIAYUTH NMPOBEACHUN IHTETpaJbHUN aHai3, y
2022 pomi chopmyBarza BUCOKY BOJATHIIBHICTh TOKA3HHUKIB (DIHAHCOBOI OE3IMEKH: 3MIHU
BICPKOBMX BHJATKiB, YaCTKH HEMPAIIOI0YMX KPEIUTiB, KOJMBAaHb BAJIOTHOTO KYypCy,
30BHIIIHBOTO OOpry Ta pe3epBiB mosicHWIU 63,9% Bapianii iHTerpaipHoro iHaexcy. llei
pe3yibTaT MiATBEP/PKYE IIABMUIIEHY Bpa3iMBICTh (IHAHCOBOI CHCTEMH [0 3O0BHILIHIX
notpsiciib. KpiM TOro, HaBiTh JJ0 MOYATKy BIMHM HH3Ka MaKpOEKOHOMIUHHUX MapaMeTpiB yxke
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