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Pedepar

PoGota mictuth 50 cTOpiHOK, 23 imocTparllii, 7 BUKOPUCTAHUX JHKEPEIL.

KitouoBi cnosa: IIpoTokonu TpaHCIOPTHOTO piBHA, Mepexi HaCTyImHOTrO
nokoJiiHHs (NGN), TCP/IP, UDP, SCTP, Perpancnsiiisi, KoHTponbH1 O1TH.

AKTyanbHICTh POOOTH:

- 3'scyBaHHs €(DEKTUBHOCTI Ta HaJAIMHOCTI MPOTOKOJIIB TPAHCIIOPTHOTO PiBHS
NGN € BaXIMBUM 3aBJIaHHSAM Yy CyYaCHOMY CBITI, Ji€ IIBUJAKICTh NE€peiadl JaHuX,
Oe3reka Ta HaIHHICTh € BUPIIIAILHUMH (haKTOpaMHU.

- HocnimxeHHsa npoTokoiiB TpaHcnopTHOTO piBHS NGN Takox MOXKe CIIpUSITH
PO3BUTKY MEPEK 3 BEITUKOI MICTKICTIO Ta MOKPAIICHHIO SKOCTI OOCITyTOBYyBaHHS
JUTSI KOPUCTYBAYiB.

Merta pobotu:

- O3HaiioMJIeHHSI 3 OCHOBHUMH MPOTOKOIaMH TpaHcmopTHOTO piBHSI NGN, ix
(GYHKIISIMHA Ta 0COOTUBOCTSIMU.

- AnHani3 Ta NOPIBHAHHS NPOTOKOJIB 3 METOK BUSBIEHHS iX IepeBar Ta
HEJOJIKIB.

- BusnauenHs edexTUBHUX ~ CTparerii  BHUKOPHCTaHHS  IPOTOKOJIB
TpancropTHoro piBHS NGN s TOKpalieHHs MPOTYyKTUBHOCTI Ta HAIIAHOCTI
Mepexi.

- Bucynenns pexomeHaaliii mo0 BUKOPUCTAHHS Ta ONTUMI3AIlli TPOTOKOJIIB

TpancnoptHoro piBHs NGN.



Abstract

The work contains 50 pages, 23 illustrations, 7 used sources.

Keywords: Transport layer protocols, Next generation networks (NGN),
TCP/IP, UDP, SCTP, Relay, Control bits

Relevance of work:

- Finding out the effectiveness and reliability of NGN transport layer protocols
IS an important task in today's world, where data transfer speed, security and

reliability are crucial factors.

- Research on NGN transport layer protocols can also contribute to the

development of high-capacity networks and improve the quality of service for users.
Purpose of work:

- Familiarization with the main protocols of the NGN transport layer, their

functions and features.

- Analysis and comparison of protocols in order to identify their advantages

and disadvantages.

- Identify effective strategies to use NGN transport layer protocols to improve

network performance and reliability.

- Making recommendations for the use and optimization of NGN transport

layer protocols.
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Beryn

[IpoTsirom ocTaHHIX POKIB, Mepexi HacTynHoro mnokoiiHHS NGN (Next
Generation Networks) BUsSBHIIUCS TyKe MOMYJISPHUMU 1 BAXKJIMBUMHU JJIA Mepeaadi
1H(popMallli y CydyacHOMY CBITI. 3aBASKH IIMPOKOMY CIIEKTPY IOCIYT, SIKI BOHH
Ha/Ial0Th, BOHM CTAJIM HEBIJ'€MHOI0 YAaCTHHOIO HAIIOrO MOBCSKIACHHOIO >KUTTS.
Opnak, s 3a0e3nedeHHs €PEeKTUBHOIO Ta HAAIMHOTO MepelaBaHHS JaHUX B
Mepekax HaCTYIMHOIrO MOKOJIIHHS, BaXJIMBO MaTu €()eKTUBHI Ta Ha/I1i1H1 IPOTOKOJIN
TPAHCIIOPTHOTO PiBHSI.

s xBamidikamiiiHa poOoTa NpHUCBIYEHA JOCHIKEHHIO MPOTOKOJIB
TPAHCIIOPTHOTO PiBHS Mepe HacTymHoro mokomiHHsS NGN Ta iX BIacTUBOCTEH.
['0I0BHOIO METOI0 IIbOTO JOCHIDKEHHS € PO3YMIHHS PI3HUX IPOTOKOIIB
TpaHcrioptHoro piBHs, 30kpemMa TCP, SCTP ta DCCP, ix B3aemojii 3 1HIIUMU
MPOTOKOJIAaMH Ta BIIMIHHOCTEH B iXHROMY BUKOpHCTaHHI. JloJaTKoBO, OyIyTh
IIPOBENICHI JTOCHIJI)KEHHSI BUKOHAHHS JAESKUX MPOTOKOIB B PI3HUX YMOBAX, TaKUX
K 3MIHA PIBHS HABAaHTA)XCHHS Ta BTPAT MAKETIB HA KaHaJl 3B'SI3KY.

Pe3ynbTaty 1bOrO JOCTIIKEHHS MalOTh BEJIMKE 3HAUYEHHS ISl BU3HAYCHHS
e(eKTUBHOCTI Ta HAIIMHOCTI PI3HUX MPOTOKOIIB TPAHCHOPTHOTO PIBHS MEpEx
HACTymHOro TOKOMiHHA. L[i JaHi Takok AOMOMOXXYTh PO3pOOHTH pPEKOMEHMAITl
IIOZI0 BUKOPUCTAHHS WX TPOTOKOJIB B pi3HUX yMmoBax. lle moxe cnpusaru
MOAAJBIIIOMY PO3BUTKY MEPEX HACTYMHOTO TMOKOJIHHSA Ta MiJIBUIICHHIO SIKOCTI
HOCHYT, 1110 HAJAI0ThCS KOPUCTYBadaM.

JocnipkeHHsT HaJIIWHOCTI Mepefavl  JaHuX, KepyBaHHS TOTOKOM Ta
NEPEBAHTAXKEHHIM, MYJIbTUIUIEKCYBAHHSA, MIATPUMKH OE€3MEKH, IIBHIKOCTI
nepenaydl JIaHUX Ta CYMICHOCTI 3 ICHYIOYMMH TMPOTOKOJAMHU € KIOYOBUMHU
KpUTEpisIMU, SKI OyIyThb pO3IJISHYTI B LbOMY JAOCHKEHHI. [lopiBHIOIOUYM
xXapakTepucTuKu Ta 0co0auBocTi MpoTokoiaiB TCP, SCTP ta DCCP Ha ocHOBI mux
KpUTEPIiB, MU 3MOXXEMO OTPUMATH IITMOOKE PO3yMIHHS IXHIX IepeBar Ta 00MeKeHb

y KOHTEKCTI MepeX HacTynHoro nokoiHas NGN.



Ha ocHOBI pe3ynbTaTiB IBOIO TOCIIIKEHHS, PO3POOHUKHU MEPEX Ta IHKEHEPH
3MOXKYTh NpUIMaTH Kpallll pIIIeHHS LI0J0 BUOOPY MNPOTOKOIIB TPAHCIIOPTHOIO

PIBHSI B 3aJI€XKHOCTI B1JI KOHKPETHUX BUMOT 1 YMOB BUKOPUCTaHHS.



1. TeopeTuuHuii oryusia

[IpoTOKOAM TPAHCHOPTHOIO PIBHA — L€ HPOTOKOIM MEpexl, IIO0
3a0e3MeuyroTh Iepefavy AaHuX MIDK I[porpamMamMu, SiKi MpaliolTh Ha PI3HUX
KOMIT'IOTepax a0o mpuctposx. Y Mepexax HacTynHoro mnokomiHHS NGN,
MPOTOKOJIM TPAHCIIOPTHOTO PIBHS BIAITPAIOTh BAXIMBY pPOJb y 3a0e3leueHH1
e(heKTUBHOTO Ta HAAIWHOTO MepejaBaHHs JaHUX.

OCHOBHUMH TIPOTOKOJAMH TPAHCIIOPTHOTO PIiBHA MEpPEX HACTYITHOTO
nokomHHs NGN € TCP (Transmission Control Protocol), SCTP (Stream Control
Transmission Protocol) Ta DCCP (Datagram Congestion Control Protocol).

TCP (Transmission Control Protocol) - e mpoTokoa TpaHCIOPTHOTO PiBHS

Mepexi, 1110 3abe3meuye HallifHy JOCTaBKY JaHUX MIXK IIporpaMaMH, K1 IIPaIffor0Th
Ha pi3HUX Komm'torepax abo mnpuctposx. TCP BHKOpPHCTOBYETBCS B PI3HHUX
MEPEeKEBUX apXITEKTypax, BKIIIOUaroun Mepexi HacTynmHoro mokomiHHs NGN (Next
Generation Networks).

TCP 3abes3neuye nocni0oBHY Mepeaady J1aHuX, 110 J03BOJISE BIAHOBIIOBATH
JaHi, 1110 Oyu BTpadeHi mija yac nepenadi. s nmporo TCP BukopucToBy€E MexaHi3M
HyMepallli TOCIIJIOBHUX IaKeTIB, SKUW JI03BOJISIE BM3HAUWUTH, SKI JaHl Oyiu
nepeani yCmmHo, a sAKi Oymm BTpadeHi. Skmo mani Oymu BTpaueHi, TCP
BiJINTpaBJIsi€ 3alUT HA TIOBTOPHY Mepeaady UX JaHHX.

TCP TakoX BUKOPUCTOBYE MEXaHI3MH KOHTPOJIIO HABAaHTAXKCHHS HA MEPEKY,
Taki SK MEXaHi3M TNEeperjisily BiKHA Ta KOHTPOJIIO MOTOKY. MexaHi3M mepersiay
BiKHA JIO3BOJISIE KOHTPOJIOBATH KUIBKICTh TMAKETIB, sIKI MOKHA BIANPaBUTUH O
OTpUMyBada, HE OYIKYIOUM IMiJITBEP/PKCHHS JOCTAaBKU TomepenHix makeriB. lle
JI03BOJISIE TMIITPUMYBATH BHUCOKY IIBHJKICTh Tepenadl JaHuX Ta YHUKHYTH
NEepPEeBAHTAXKEHHS MEPEXI.

MexaHi3M KOHTPOJIIO TIOTOKY JO3BOJISIE PETYJIOBATH WIBUAKICTH Meperadi
JAHUX 3aJIKHO B1JT 3AaTHOCTI OTpUMYyBaya 00po0saTy 1aHi. [{e 1o3Bosisie yHUKHYTH

nepeBaHTaXKEHHsS! OTpUMYyBaya Ta 3a0e31euye HaJiiHy T0CTaBKY JaHUX.
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Takox TCP miarpumye mMexaHi3M KOHTPOJIIO NMPUIIMHEHHS 3'€IHAHHS, SIKUN
JI03BOJISI€ 3aKPUTH 3'€JTHAHHS MK JIBOMa IPUCTPOSIMU MICIIs 3aBEPLICHHS Iepeayl
nanux. [{e 3abe3neuye e)eKTUBHE BUKOPUCTAHHS PECYPCIB.

SCTP (Stream Control Transmission Protocol) - 1ie mpoToKoJ TpaHCIIOPTHOTO

PiBHSI, PO3pOOJICHUM ISl HaJIIMHOI TPAHCTIOPTHOL MOCIYTH 3 MiATPUMKOIO MOTOKIB
JaHUX Ta JIeKUIbKOX 3'eqHaHb. SCTP € mpoTOKOJI0OM HaCTyHOrO MOKOJIHHS, SIKAN
MO>Ke OYTH BUKOPUCTaHUH B PI3HUX MEPEKEBUX apXITEKTypax, BKIIOYAIOUU MEPExKi
HactymnHoro nokoyiiHHs NGN (Next Generation Networks).

Omna 3 ocHoBHux BimMiHHOcTer SCTP Bim TCP momsrae y miarpumiii
MYJIbTUILIEKCYBAHHS MOTOKIB JIaHUX Ta Jekuibkox 3'eqHanb. SCTP BukopucroBye
KOHIICTI[I}0 acolliailii, 0 J03BOJIsI€E BUKOPUCTOBYBATH OUIbIIE OJHOTO 3'€THAHHS
MDK JBOMa IPHUCTPOSIMU OJHOYacHO. KokHe 3'€qHAHHS MICTUTh HaOIp IMOTOKIB
JAaHUX, SIKI MOXKYTh OyTH MYJbTUILJIEKCOBAaHI Ha OJHOMY 3'enHaHHI. Lle mo3Bosie
e¢(peKTUBHO BUKOPUCTOBYBAaTH PECYpCH Mepexl Ta 3a0e3rnedye OUulblll BUCOKY
IIBUJIKICTH Tepeayl JaHuX.

SCTP Ttakox 3a0e3neuye HaailiHy AocTaBKy AaHux, nonaiono go TCP, 3
BUKOPUCTAHHSAM MEXaHI3My KOHTPOJIO MOTOKY Ta MEXaHi3My MEperyisiay BiKHA.
Opnnak, SCTP mae 1o1aTKoOBI MEXaH13MH KOHTPOJIIO HABaHTAKEHHS HA MEPEXKY, TaKi
K MEXaHI3M KOHTECTIMHOTO KEpyBaHHS Ta MEXaHI3M KEepyBaHHS pecypcaMu.
MexaHi3M KOHTECTIHHOTO KEpyBaHHS JO3BOJISIE KOHTPOJIIOBAaTH IIBHJIKICTh
nepenavi JaHUX Ha MEpeKi Ta YHUKHYTH TEpEeBaHTKEHHS Mepexi. MexaHizm
KepyBaHHS pECypcaMH JI03BOJISIE KOHTPOJIIOBATH BHUKOPHUCTAHHS pECypciB Ha
MEpPEXKEBUX MPUCTPOSX Ta YHUKHYTH MEPEBAHTAKEHHSI PECYPCiB.

SCTP Takox nmiaTpuMy€e MEXaHi3M KOHTPOJIIO IPUITMHEHHS 3'€JHAHHS, AKUN
N03BOJIsIE 3a0e3meunT Oe3nevyHe MPUMUHEHHS 3'€THaHHS MDK MPUCTPOSIMH Ta
YHUKHYTH BTpaTu JaHuX a0o niapuBy 6e3neku mepexi. SCTP takox Mae 101aTKOBI
GbyHKLI{, Takl SIK MATPUMKA OaraToJgOTUYHUX MEPEX, MEXAHI3M MEepPEeBIPKU
JIOCTAaBKHU Ta MATPUMKA MeXaH13MiB 3axucTy Bix DDoS-arak.

OnuuMm 3 ronoHux 3actrocyBanb SCTP e tpancnopryBanus SIP (Session

Initiation Protocol), siknii BUKOPUCTOBYETHCS JIJIsl YIIPABIIHHSA CEaHCAMHU 3B'SI3KY B
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Mepexax HacTynHoro mnokodiHHsA. SCTP 3abe3neuye HaailiHy TpaHCHIOPTHY
nocayry juig SIP, mo no3Bosisie 3a0€3M€eUnTH BUCOKY SIKICTh OOCITYTOBYBaHHS s
KJIIEHTIB Ta 3a0€3Ne4YnTH €PEeKTUBHICTh MEPEKI.

V3aranpatoroun, SCTP € mnpoTokosoM TpaHCHOPTHOTO pIBHS, SKHIA
3abe3reuye HaJiiHy TPaHCIOPTHY MOCIYry 3 MIATPUMKOIO TMOTOKIB JaHUX Ta
JNEKUIbKOX 3'€eqHaHb. BiH MiATpUMY€ MYJIbTUIUIEKCYBAHHS TIOTOKIB JaHUX,
MEXaHI3MH KOHTPOJIIO HAaBAHTAXXEHHS Ha MEPEXY Ta NPUIIMHEHHS 3'€IHaHHS, a
TaKOX Ma€ JOJATKOBI GYHKUIT IS MIATPUMKHN 0araToJOTUYHUX MEPEK Ta 3aXUCTY
BiT DDoS-atak. SCTP BHKOpHUCTOBYETHCS B PI3HUX MEPEKEBUX aAPXITEKTypax,
BKJIFOUAIOYM Mepexl HacTynHoro mnokosiHHA NGN, Ta € OIHHUM 3 TOJOBHMX
IPOTOKOMIIB AJi TpaHcnopTyBaHHs SIP.

DCCP (Datagram Congestion Control Protocol) - 1me mnporokoi

TPaHCIIOPTHOTO PiBHS, MPU3HAYCHHUHA IS Mepeaadi JaHUX Y MEpekax 3 BUCOKUM
piBHeM 3a0pynHeHHs (congestion), Takux gk Iatepuer. DCCP po3pobnenuit sik
anprepHatuBa TCP ta UDP, mo no3Bossie 3a0e3neuntu eeKTUBHINTY Nepeaavy
JTAHUX JJI JOJMATKIB, SKI BUMararoTh HAJIIHHOCTI Ta KOHTPOJIIO HaBaHTAXXCHHS Ha
MEPEKY.

Opna 3 ronmoBuux BiactuBocter DCCP - me miarpuMka pizHuX mpodiiiB
nepeHeceHHs qaHux (transport service profiles), 1o BiIMOBIAAIOTH PI3HUM TUIIAM
nonatkiB. Ili mpodini BU3HAYAIOTH pIBEHb HAMIWHOCTI, MAKCUMAIbHY MPOITYCKHY
3JIaTHICThH Ta IHII XapaKTePUCTUKU TpaHCIOPTHOI mociyru. Takum unaOM, DCCP
3a0e3mnedye MOKJIMBICTh HAJAIITYBaHHS MPOTOKOJY BIAMOBIAHO 1O BUMOT
KOHKPETHOTO JI0JIaTKY.

DCCP Takox Mae MeXaHi3MH KOHTPOJII HAaBAaHTAXCHHS HAa MEPEXKY Ta
MIATPUMKA MYJBTUIUICKCYBAaHHS TIOTOKIB JIaHMWX, IO J03BOJSE €()EKTUBHO
BUKOPUCTOBYBaTH pecypcu Mepexi. Kpim Toro, DCCP mMae mMexaHi3M KOHTPOJIO
3a0pyaHeHHs Mepexi (congestion control), mo 3abe3neuye CTaOUIBHICTH Ta
HAJIHHICT TIepeaadl JaHUX B YMOBaX 3MIHHOTO HaBaHTaKEHHS Ha MEPEKY.

Onniero 3 ocobmuBocteit DCCP € MOXIMBICTE BHKOPUCTOBYBAaTH Pi3HI

KOJICKH JIJI Nepeqayl ayaio- Ta Bijieoganux. Kojaeku BiNMOBIIal0Th 32 CTUCHEHHS
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Ta PO3KOAYBAaHHA JAHUX 1 TO3BOJIAIOTH €(DEeKTUBHO NepeaBaTH MeiaaHl B MEpexKi
3 0OMEXXEHOI0 MPOIYCKHOIO 3/IaTHICTIO.

DCCP moxe 0yTH BUKOPUCTAHUM JJIsl pI3HUX JOJATKIB, TAKMX SIK TOTOKOBE
B1JI€0, BiJICOKOH(EPEHIIIi.

Ho nepeBar DCCP Hajle)KUTh MOKJIUBICTb BUKOPUCTAHHS PI3HOMAaHITHUX
METO/I1B YNPABJIHHA MEPENOBHEHHAM Ta KOHTPOJIIO 332 MOTOKOM JTaHUX. 30KpeMa,
NPOTOKOJN HAJa€ MOMKJIUBICTh BHUKOPHUCTAHHS JIBOX METOJIB  YIIPaBIIHHS
NEPENOBHEHHSAM: PO3/UIbHE Ta IHTErpoBaHE ympaBiliHHS. Po3ainbHe yrpaBiaiHHSA
nependayae BUKOPUCTAHHSI OKPEMOT0 KaHaTy JUIsl epeadi MoBiIOMIIEHB TIPO CTaH
Mepexi, B TOH Yac SK MPH 1HTErPOBAHOMY YIIPaBIIiHHI MOBIJIOMJICHHS MPO CTaH
Mepex1 MepelaloThCsl B TOMY K cCaMOMY KaHalli, 110 ¥ JAaHi.

Jlo nmomatkoBux wmoxkiuBoctedt DCCP HanexuTh MiATpUMKa 3'€THaHb 3
OaraThbMa MOTOKAMH, III0 J1a€ MOXJIMBICTh OJIHOYACHO IEpe/laBaTh Ta OTPUMYBATH
pi3HI NOTOKU JaHuX. Kpim Toro, mpoTokoi 3ade3nedye MOXKIUBICTh BUKOPUCTAHHS
HE TUTbKH 3'€/IHaHb 3 HAA1IHUM MepeJaBaHHIM JaHUX, ajie i 3'€IHaHb 3 HEHAIHHUM
nepeaBaHHsIM JaHHX.

DCCP moxe OyTd BUKOPUCTaHHWI JUIsl TIepeaadi JaHWX Yy Pi3SHOMAaHITHUX
3aCTOCYHKaX, JIe€ BAKIIMBO 3a0€3MEUNTH BUCOKY €(DEeKTUBHICTD Mepeaadl JaHuX Mpu
BUKOPHCTaHHI MEPEX HACTYMHOTO IMOKOJIIHHA. 30KpeMma, MPOTOKOJI MOXKe OyTu
BUKOPHUCTAHUH JIJIS TIepeadi ayIio Ta BiJIeo MOTOKIB, OHJIANH 1rop, a TAKOX B 1HIIIUX
3aCTOCYHKaX, $Ki MOTPeOyrTh IIBUIAKOI Tepeaadi JaHUuX 3 BUCOKHM pPIBHEM
HAIHHOCTI.

JUiss  TOpIBHSHHS ~ XapakTEPUCTHK, OCOOJMBOCTEW Ta e(dEeKTHUBHOCTI
IPOTOKOJIB TPAHCIIOPTHOI'O PIBHA MEpeX HacTynHoro nokojainHsia NGN nposenemMo
aHami3 Tpbox Takux npotokoiis: TCP, SCTP ta DCCP.

TCP (Transmission Control Protocol) - me mpoTokon, sikuii 3a0e3mneuye
HAJIAHUN TPaHCIOPT JAaHUX Yy Mepekax. BiH BHUKOPUCTOBYETbCS ISl mepenadi
JAHUX, 110 BUMaralTh HAIIMHOCTI, TAKUX SK BEO-CTOPIHKH, €JIEKTPOHHI JIUCTH Ta

dbaiinu.
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OcHosHi xapakrepuctuku TCP:

e Hapmiitna nocraBka ganux: TCP 3a0esnedye mocraBKy maHuX Oe3 BTpar Ta
yOJIFOBaHb.

e Kourpons mnotoky: TCP KoOHTpoitO€ MOTIK MAaHMX, 100 YHUKHYTH
nepenoBHeHHs Oydepa Ha mpuitmayi.

e Koutponbs nepeipku nuticHocTi: TCP BUKOPUCTOBYE MeXaHi3M MEPEeBIPKU
IIJTICHOCTI, AKUW TapaHTye, 10 JaH1 He 3MIHIOBAJIUCH 1] Yac nepeaadi.

e 3'eqnanHs Ha piBHI nporokony: TCP BcTaHOBIIOE 3'€THaHHS MK
BIIMPAaBHUKOM Ta MpUMadYeM Ha PiBHI MPOTOKOJY.

o KepyBanua nepenaBaHTaxkeHHsM: TCP Mae MexaHI3MH, SIKI JO3BOJIAIOTH
HoMy 3MEHIIyBaTH IIBUAKICTh Iepefavi JaHuX, SKI0 Mepexa
nepeHaBaHTaXeHa.

SCTP (Stream Control Transmission Protocol) - me mnpotokoi, sKuii

3a0e3mnedye TmepeAady JaHUX B Mepekax. BiH OyB CTBOpEHHI 3 METOMO
3a0€3IMeUeHHS MIATPUMKH J0IAaTKIB 3 BACOKUM PiBHEM HaAIHMHOCTI, TakuX sk VoIP,
BIJICOKOH(EpEHIIT Ta TPAHCIALI MyJIbTUME1A.

Haumi nopiBasieEMO ocobnmBocTi Ta epextuBHICTh SCTP Ta DCCP npoTokoitiB.

SCTP ta DCCP 6ynu po3po06:aeHi i pi3HUX I1iJIeH, 1 BIIMOBIIHO MalOTh CBO1
0COOJIMBOCTI Ta 3aCTOCYBAHHS.

SCTP € GararokaHaJbHUM IMPOTOKOJIOM 3 MOXJIMBICTIO TIEpeaadi JIaHWX B
0araTb0X TMOTOKAaX, sIKI MOXYTh OyTH BHUKOPHUCTaH1 JUIsl PI3HUX IIUJIEH, TaKUX SIK
MiATPUMKA MYJbTUKACTY, 3a0€3MeUeHHS PE3ePBHOTO KaHATy Iepefadi JaHuX, Ta
nigTpumka GyHkiii 6e3nexku. SCTP Takox Mae MexaHi3MU I YHUKHEHHS 3aTOPiB
Ha MEPEKEBOMY PIBHI Ta MEXAaHI3MH BIJIHOBJICHHS MIC/s BTpaTH nakeTiB. OgHuUM 3
rosioBHUX HenodikiB SCTP € #ioro ckimagHICTh, sSika MO 30UThITYBaTH HAKJIATHI
BUTpATH Ha 0OPOOKY MaKETIB.

DCCP 3abe3meuye 3abesreueHy Tmepefady JaHUX 3  KOHTPOJIEM
MEePEBAHTAKCHHS, 110 POOWUTH HOTO iAcanbHUM ISl MYJbTUMEIIHHUX TOJATKIB,
TaKMX SIK TPAHCIIALII Biieo Ta ayAio. BiH Takoxk MiATpUMYE Pi3HI PeKUMHU Mepeaaul,

Taki SK MOTOKOBa Iepenaya Ta mepenada 0e3 3abesmeueHHs noctaBku. DCCP e
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meHt ckiaaaaum 3a SCTP, o 103Bossie 3MEHIITUTH HaKJIaAHI BUTPATH Ha 0OPOOKY
nakeTiB. OnHak, Ha BiaMiHy Bl SCTP, DCCP He nmiaTpuMye MyJIbTHKACT.

3araniom, SIKIIO MOTpiOHA 3a0e3neueHa nepeaaya JaHuX y 6araTbox MoTokax,
3 MATPUMKOIO O€3MeKH Ta MEXaHi3MaMU BIJTHOBJICHHsI IMICIIA BTpPaTH IMAaKETIB, TO
SCTP moxe OyTu Kpamum BHOOpOM. Y pasi, SKIIO0 BaXXJIMBIIIUM € 3a0€3MeUeHHS
KOHTPOJIIO MEPEBAHTAXKEHHS Ta MEHIIO1 ckiagHocTi, TO0 DCCP mMoxe OyTu kpaumm
BapiaHTOM.

Kpim Toro, SCTP mae miaTpuMKy MexaHI3My MYJbTUIUICKCYBAaHHS, SKHUM
JI03BOJIIE TIepeaaBaTH pi3HI motoku manux depe3 oaumH SCTP 3'ennannsa. Lle
3MEHIITyE€ HAaBAaHTAKECHHS HAa MEpexy 1 301bI1ye e(eKTUBHICTh TIepeaadl JaHuX.

Hapemri, DCCP € npoToK0i0M, SIKWW TIATPUMY€E HaOLIbITY KUIBKICTh THITIB
MOTOKIB JTAHUX, TaKWX SK HaJilHI, HCHaTiiHI Ta cTpiMiHTOBi. BiH Takox Mae
MEXaHI3M KOHTPOJII0O HABAaHTAXEHHS, SKUW JIO3BOJIIE PETYJIOBATH IIBHIKICTH
nepenayl JaHUX B 3aJIEKHOCTI BIJl CTAHY MEpEexI.

OCHOBHI BIIMIHHOCTI M1 ITPOTOKOJIAMH TOJISATAIOTh Y iX MIATPUMII (DYHKITIH,
MIBUJIKOCTI Tmepenaul gaHux Ta HaaidHocTi. TCP € HalOubll mOMIUpPEHUM
OPOTOKOJIOM 1 Ma€ BHUCOKY HaAIMHICTh, ajie IHOoro MIBHAKICTH MOXE OyTH
oomexenoto. SCTP € meHm momymsipHuM, ane BiH Mae BOyJOBaHY MIATPUMKY
MYJIbTUIJIEKCYBaHHSA Ta € OUIblll €(pEeKTUBHUM JUIs Tepefayl JaHuX B JIESIKUX
Bumnajikax. DCCP € gy»e rHydkum 1 MOKe ATPUMYBATH Pi3H1 TUIIN MOTOKIB TaHUX,
a TAaKO’K Ma€ MEXaHi3M KOHTPOJIFO HaBaHTAXCHHS.

O1xe, BUOIp MPOTOKOIY TPAHCTIOPTHOTO PIBHS 3aJICKHUTHh BiJ] KOHKPETHUX
BUMOT JI0 MEpEXi Ta MoTped KopucTyBadiB. [js toaaTkiB, ikl MOTPeOyIOTh BUCOKOT
HaJIiHOCTI mepenaul ganux, TCP Moxe OyTtu Haiikpamum BapiaHTom. Jls
JOJIaTKiB, AK1 OoTpeOytoTh O61biIol edextuBHOCTI, SCTP a6o DCCP moxyTh Oyt
KpaluMy BapiaHTaMH, 3aJle’KHO Big MOTpeOd KOPHUCTYBayiB Ta XapakTepy

nepcaaBaHnuXx JaHUX.



2. AHaqi3 npoTokoJiB TpaHcnopTHOro piBusag NGN 3a BuOpanumMu
KPUTEPisiMMu:
1. HanilinicTh nepenayi JaHUX
1.1. TCP
1.2. SCTP
1.3. DCCP
2. KepyBaHHS IOTOKOM Ta MEPEBAHTAKECHHIM
2.1. TCP
2.2. SCTP
2.3. DCCP
3. MynpTUILIEKCYBaHHS
3.1. TCP
3.2. SCTP
3.3. DCCP
4. TlinTpumka Ge3rexku
41.TCP
4.2. SCTP
4.3. DCCP
5. llIBuakicTh nepeaayi JaHUuX
5.1. TCP
5.2.SCTP
5.3. DCCP
6. CyMICHICTb 3 ICHYIOUUMHU TIPOTOKOJIAMHU
6.1. TCP
6.2. SCTP
6.3. DCCP
AHani3 npoTokoJiiB TpaHcnopTHOro piBHa NGN 3a BUOpaHUMU KPUTEPISIMU:
1. HamiitHicTh epenayi JaHuX:

1.1. TCP:

15
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TCP (Transmission Control Protocol)(Puc.1) € HamiiHUM HPOTOKOJIOM
nepeaydl JaHux, KU 3a0e3nedye BIOPSAKOBaHY Ta JOCTaBKY 0€3 BTpAT MAKETIB.
BiH BUKOpUCTOBYE MEXaHI3MU MIATBEP/KEHHS Ta MOBTOPHOI mepenayl s
rapaHTOBAaHOI JOCTaBKM JaHUX A0 oTpuMmyBauya. TCP Takox HiATpUMY€E KOHTPOJIb
IIJTICHOCTI JIaHUX Ta YIPaBIIHHS MOTOKOM, IO JI03BOJISIE PETYIIOBATH IIBUIKICTh
nepenayl BiAMOBIIHO 10 MoxiauBocTeil mepexi. [IpoTokon TCP € myxe HagliiHuM,
ajle MOXKE€ CTpaXkJaTu B1J 3aTPUMOK Ta BTpaT NAKETIB Yy MEPEXax 3 BEIUKUMHU

3aTpuMKamMu abo BTpaTamu.

TCP/IP

FTP-knueHT FTP-cepBep
FTP-npoTtokon

TCP TGP
TCP-npotokon
......... Mapwpytusatop
P P P AP- P

NPOTOKON  npoTokon
| /_ N\ irppi. I

[Opavisep Ethernet-f [paiieep || [Opaisep | : npoTokon [Opawnsep
Ethernet npotokon : | Ethernet FDDI FDDI

Ethernet FDDI

Pucynok 1.1 — TCP npotoxkou.

1.2. SCTP:

SCTP (Stream Control Transmission Protocol)(Puc. 2) Takox € HaaidHUM
MIPOTOKOJIOM TIepeiadi JaHuX, ajie BIH Ma€ T0AaTKOB1 MEXaHI3MH, 10 POOJISATh HOTO
OUTHIII THYYKUM JJIs J0AaTKIB 3 ocoOnuBuMmu Bumoramu. SCTP BukopucroBye
KOHIICTIIIF0 acOIiHOBaHUX TOTOKIB, SKa JO3BOJIAE TMEpeaaBaTh KijbKa TMOTOKIB
naHux 4depe3 onHe 3'eqHaHHs. lle 3abesmeuye kpare BUKOPUCTAHHSA PECypCiB
Mepexi Ta miaBUILy€e eheKTUBHICTh nepenadl nanux. SCTP takox Mae MexaH13MU

peakuii Ha BTpaTH MaKETIB Ta PEryJIOBaHHSA LIBUIAKOCTI IepeAadi JaHux. B



17

nopiBHsAHHI 3 TCP, SCTP mMoxe OyTH MEHII Bpa3iMBUM 0 3aTPUMOK Ta BTPAT y
MEpexi.
Prirmary IP Primary IF

Local Node

IPL 1) IF-R1

IP-L2y | | IP-R2

Pucynok 1.2 — SCTP nportoko:t.

1.3. DCCP:

DCCP (Datagram Congestion Control Protocol)(Puc. 3) 3a0e3neuye Haaiiiny
nepenavy JaHuXx, ajie 3 MEHIIO0 rapanTiero qoctaBku nopisHsHO 3 TCP a6o SCTP.
DCCP BUKOpPUCTOBYE MEXaHI3M KEpyBaHHsS NPHUIUIUBOM, SIKAHA JIO3BOJISIE
peryoBaTH IIBUAKICTH Iepefadl JaHuX, aje He 3a0e3neuye MOBHY TrapaHTIIo
JIOCTaBKU Ta BHOpsAKyBaHHS. lleil mpoTokoyn MAXOAUTH Uil JONATKIB, SKI

IPUITYCKAIOTh IICBHY BTPATY AAHUX a00 He BUMararoTh CTPOTOro0 NMOPAAKY JOCTABKH.

@b Client Web Serva

= DCCP DATA
R
DCCP DATA ACK .
P DCCP DATA
DCCP DATAACK
L= >

% Function of DCCP W,

Pucynok 1.3 — DCCP mpotoxoi.

2. KepyBaHHsI IOTOKOM Ta NEPEBAHTAKECHHSIM:

2.1. TCP:

TCP Mae noTy»HI MeXaHI3MH KEpyBaHHs ITOTOKOM, TaKl SIK BIKHO BJIACHE
MacIITa0yBaHHs, MEXaHI3M BHSBIIEHHS 3aTOpPIB Ta QJITOPUTMHU IPUTHIYEHHS

nepenaul nanux. e no3sosisie TCP pearyBaTu Ha NEepeBaHTAXKEHHS MEpExXi Ta
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peryJioBaTd MIBUJKICTh NepeAadl BIAMOBIAHO A0 1i MoxymBocTed. TCP Takox
BUKOPUCTOBYE MEXAHI3M KOHTPOJIIO BUTOKY, IO J03BOJSE OOMEXKUTU MIBUIKICTH
nepeaavi JaHuX 10 COPUHHATINBOTO PiBHA OTPUMYBaya.

2.2. SCTP:

SCTP Takoxx Mae MexaHI3MH KEpPyBaHHS MOTOKOM, aj€ BUKOPUCTOBYE 1HIII
anroput™u nopiBHsHO 3 TCP. SCTP BUKOpHUCTOBYE MEXaH13MH PO3AUIEHHS Tpadiky
Ha MOTOKU Ta OOMEXKEHHS IIBUAKOCTI Mepeadi Jyisl KOKHOTO MOTOKY okpemo. Lle
no3BoJise SCTP Oinblll THYYKO pearyBaTh Ha TEpeBaHTaKEHHS Ta 3a0€3MeUnTu
Kpallle po3I0Iii peCypCiB MEPExKi.

2.3. DCCP:

DCCP Takox Mae MexaHI3MH KEpyBaHHsS IOTOKOM, aj€ MEHII CKJaJHi
nopiBHsHO 3 TCP a6o SCTP. DCCP BUKOPUCTOBYE BIaCHHUI alrOPUTM KepyBaHHS
MIPUTLIUBOM, 110 JTI03BOJISIE 0OMEKYBaTH IMIBUAKICTH nepenayl ganux. [Ipore, DCCP
MOXe OyTHM MeHII €e(QEeKTUBHHM Yy PO3MOJAUII pecypciB Mepexi Mg yac
nepeBaHTaAKEHHS.

3. MynbTHIIEKCYBaHHS:

3.1. TCP:

TCP ne miarpumye mpsMe MYJIbTUIUIEKCYBAaHHS JIEKUIHKOX TMOTOKIB depes
onHe 3'enHanHsA. Koxne 3'ennannsa TCP npusHadueHe s OJHOIO NMOTOKY JAHUX.
[Tpote, TCP Moke BUKOPUCTOBYBATH MOPTHU [ 1IeHTU(DIKAIT pI3HUX T0AATKIB 200
CEPBICIB.

3.2. SCTP:

SCTP niaTpumye MynbTUIIIIEKCYBAaHHS JEKUTBKOX MMOTOKIB JAHUX YEPE3 OTHE
3'eqHaHHsA. KokeH MOTIK Mae CBIM 11eHTU(]IKATOp, IO J03BOJIAE€ BiAHOBIIOBATH
BIJIMOBIHICTh MK TMaKeTaMH 1 TMOTOKaMH Ha oTpumyBadi. lle mo3Bossie OuTbIn
e(pEKTUBHO BUKOPHUCTOBYBATH PECYypCH MEPEXi Ta MiABHUIILYE MPOITYCKHY 3/1aTHICTb.

3.3. DCCP:

DCCP Takox miaTpuMye MYJIbTHIUIEKCYBaHHS JEKUIBKOX IMOTOKIB 4Yepe3

onHe 3'eqHanHsA. KoxxeH moTik Mae cBiil i1eHTU(DIKATOP, 10 A03BOJISE PO3PIZHITH
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NAKEeTH 1 MOTOKU Ha oTpuMyBaui. Lle 1ae MOXIUBICTh NepenaBaTH Pi3HI MOTOKU
JAHUX Yepe3 OJIHE 3'€THAHHSL.
4. ITinTpumka Oe3MeKu:

4.1. TCP:

TCP He Hajmae BOyIOBaHHMX MeXaHI3MiB MHU@pyBaHHS a00 aBTEHTHU(IKAIIi
nanux. Jlns 3a0e3neueHHs Oe3neku 3'eqHaHHS, HEOOXITHO BHKOPHUCTOBYBATU
nonatkoBi nportokonu, Taki gk TLS (Transport Layer Security), mo 3abe3neuye
mupyBaHHs Ta 1I€HTU(PIKALIIO CTOPIH.

4.2. SCTP:

SCTP wmae BOynoBaHy HIATPUMKY O€3MEKH dYepe3 MEXaHI3MH, Takl SK
ayteHTudikaiis, mudpysanHs ta 3axuct Big atak. SCTP Moxke BUKOPUCTOBYBAaTH
TLS mist 3a0e3medeHHss Oe3leKu 3'€JHAHHS Ta 3aXHCTY BiJl IEPEXOIUICHHS abo
MoauGikamii JTaHuX.

4.3. DCCP:

DCCP ne mae BOymoBaHOI miATpUMKH Oe3neku. AHanoridyHo g0 TCP, mus
3abe3rneueHHsT Oe3neKku 3'€JHaHHS HEOOXITHO BHUKOPUCTOBYBATH JOJIaTKOBI
MexaHi3Mu, Taki ik TLS.

5. llIBuakicTh niepenayi JaHUX:

5.1. TCP:

TCP mae nobpe po3poOieHi aaropuTMHu KepyBaHHS MEPEBAHTAXKEHHAM, SIKI
JO3BOJISIIOTH PETYJIIOBATH IIBUJKICTh Mepeaadi JaHWX B 3aJICXKHOCTI BiJ CTaHy
mepexi. TCP Moxke mprcToCOBYBaTUCH /10 PI3HUX MIBUIKOCTEH MEPEXKI, SHIDKYIOUN
IIBUJIKICTh y pa3i MepeBaHTaKCHHS Ta 30UTBIITYIOYH 11 BIJIIOBITHO 10 MOXKJIMBOCTEN
Mepexi Ta OTpUMYyBaya.

5.2. SCTP:

SCTP takox Mae MEXaHi3MU IS PETYJIFOBAaHHS IBHIKOCTI Mepeaayvi JaHuX.
BiH Mok€e IpHUCTOCOBYBATUCH J10 IIBUAKOCTI MEepexki Ta 3a0e3nedyBaTi ONTUMAIIbHY
npornyckHy 3aaTHiCTh. SCTP moxke Oyt 0co01MBO €hEeKTUBHUM y Mepexkax 3

BHCOKOIO 3aTPUMKOIO Ta BTpaTaMHU.

5.3. DCCP:
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DCCP Mae MeHIII pO3BUHYTI MEXaHI3MH PErYJIFOBaHHS ILIBHIKOCTI TOPIBHSIHO
3 TCP a6o SCTP. Bin Moxe oOMeXyBaTH IIBUJIKICTh TIEpeaayl JaHUX, ajie HE Mae
Takoi getanizauli ta rayykocTi, sk y TCP a6o SCTP.

6. CyMICHICTb 3 ICHyIOUUMHU TTPOTOKOTAMHU:

6.1. TCP:

TCP € mupoko MIATPUMYBAaHUM 1 BHKOPHUCTOBYBAHHUM IPOTOKOJIOM Y
cydacHUX Mepexkax. BiH € cranmapToM st 0araThboX JOJATKIB Ta MPOTOKOJIIB,
takux sk HTTP, FTP, SMTP i t.n. TCP 3naTHuii croiBmpamoBaTi 3 pi3HUMU
MEPEKEBUMU MIPUCTPOSIMHU Ta OTIEPATUBHUMH CHCTEMaMHU.

6.2. SCTP:

SCTP, xoua men nomupenuit nopisusHo 3 TCP, Bce x € craHgapToM ist
JeSKUX TMPOTOKOJIB, 30KpeMa y cdepl TEeIeKOMYHIKAIIHHUX Mepex. Bin
HiITPUMYETHCS B ISIKUX ONEPATHBHUX CHCTEMAaX Ta MEPEIKEBUX MPUCTPOSIX.

6.3. DCCP:

DCCP € MeHII IOIMPEHUM TIPOTOKoIoM y nopisasaHi 3 TCP ta SCTP. Horo
BUKOPHUCTaHHS OOMEXKEHE, 1 BIH HE € CTaHJapTOM Jisi 0araThoX JOJATKIB 4d
MIPOTOKOJIB.

Lle 3aranpHUM aHai3 MPOTOKOIIB TpaHcrmopTHOro piBHA NGN 3a BUOpanumu
KpuTepisiMu. BapTo BpaxoByBaTH, 10 KOKEH MPOTOKOJ Ma€ CBOi OCOOJIMBOCTI Ta
BIJIMIHHOCTI, 1 BUOIp MPOTOKOJY 3aJIKUTh BiJl KOHKPETHUX BUMOT Ta CIICHApiiB
BUKOPHCTaHHSI.

3. Jlms mocmiKeHHsST BUKOHAHHS TPOTOKOJIIB TPAHCTIOPTHOTO PiBHS MEPEK
HactynHoro nokoiiiHHsg NGN, 3okpema TCP, SCTP ta DCCP, B ymoBax 3MiHH PiBHS
HABAaHTKEHHS Ta BTpAT MAKETIB Ha KaHajl 3B'S3Ky, MOXHAa BUKOHATH HACTYITHI
KPOKHU:

1. ITiaroTOBKa TECTOBOTO CEPEIOBHIIIA:

- BcraHoBiieHHST HEOOX1AHOTO MPOTrpaMHOrO 3a0e3MedYeHHs Ta HaJlallTyBaHHS
NOTPiIOHUX TPOTOKOITIB.
- CTBOpEHHS CUMYJIALIINHOT MEpEX1 I BIATBOPEHHS 3MiHU PiBHS HABAaHTAKCHHS

Ta BTpaT MAKETIB.
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Lleli mpouec OOCHIKEHHST BUKOHAHHS MPOTOKOJIB TPAaHCIOPTHOI'O PIBHS
NGN Moxe Oyt peasi3oBaHUM 3a JONOMOIOI0 MPOTPAMHOTO 3a0e3MeyYeHHs s
cuMyJsii Mepexi, Takoro sik NS-3(Puc.4), Ta iHIIUX 1IHCTPYMEHTIB JIJIs aHATI3Y
Mepexi. Jleramizaimiss Ta pe3ynbTaTd aHamizy OyayTh 3ajeXaTH BiJi KOHKPETHHX

YMOB I[OCJ'IiII)KCHHSI Ta HAJIAITYBaHb TECTOBOT'O CEPCAOBUIIIA.

Pucynok 1.4 — NS-3 cumymnsTop.

NS-3 (Network Simulator 3) - me BiIbHO MOMIUPIOBAHE MPOrPaMHE
3a0e3MeUeHHs 11l CUMYJIALIT MEpEXEBUX MTPOTOKOIIB Ta alnroputMmiB. BoHo Hanae
3pydHE Ta TOTY)XHE CEpPEAOBWINE JJII BUBYCHHS Ta aHANI3y pPI3HUX AacCIEKTiB
MEPEIKEBUX CHCTEM.

NS-3 moOymoBana Ha MOBi iporpamyBanHs C++ 1 3acCHOBaHA Ha TUCKPETHO-
MOJIEBIM MoOAETI, IO J03BOJSE TOYHO MOJIEIIOBATH IOBEAIHKY MEPEKEBUX
IPOTOKOJIB y BIANOBIAL Ha pi3HI oAil. BoHa npornonye mupokuit Habip MOIYIB 1
KOMITOHEHTIB, K1 JO3BOJISIOTH KOPUCTYBauyaM CTBOPIOBATH CKJIAIHI MOJEII MEPEeK
Ta MPOBOJAUTH PI3HOMAHITHI JOCIIIKCHHS.

OcHoBH1 0co6nHBoCTI NS-3 BKIIOYAIOTh:
o Peanictuuna wmopentoBaHHsi: NS-3 HamaraeTbCs MaKCHUMalbHO TOYHO

BIJITBOPUTH pealibHI YMOBU Mepexi. [le o3Hauae, 1m0 KOpUCTyBadl MOXKYTh
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BpPaxOBYBAaTH Pi3HI NapaMmeTpH, TaKl SIK MPOIYCKHA 3JaTHICTh, 3aTPHUMKH,

MOMWIKH TIepeiayil, IIyM, BTPATH MAKETIB TOIIIO.

e PozmuproBanicTs: NS-3 Haae THyYKUd MeXaHI3M ISl I0JJaBaHHS BJIACHUX
MOAYdIB 1 po3mupeHHs (¢yHKuioHansHOCTI. KopucryBaui  MOXyTh
CTBOPIOBATH BJIACHI MOJIEJIl MPOTOKOJIIB, AJITOPUTMHU MapIIpyTH3allii Ta 1HII1
KOMITOHEHTH JIJIT BUKOHAHHS CBOTX KOHKPETHHUX JOCIIIKCHb.

e baratomonynpHa apxiTektypa: NS-3 cKiIamaeTbcsi 3 PI3HUX MOIYIIB, SKi
BIJIMOBIAAIOTH 32 P13HI ACIIEKTH MEPEKEBOTO CTEKY Ta GyHKIIoHAIBHOCTI. [le
JI03BOJIIE KOPUCTYBayaM BHOMpATH JIMII€ HEOOXITHI MOyl ISl CBOIX
EKCIIEPUMEHTIB, IO CTIpHsie e(heKTUBHOCTI Ta ONTUMI3AIIl PeCypCiB.

e [linTpumka peanpHOTO Yacy: NS-3 Moke MmpalffoBaT y peaJbHOMY Yaci, 1110
JI03BOJISIE BUKOHYBAaTH CHMYJIAIII 3 BpaxXyBaHHSM pEaTbHUX IIBUIKOCTEH
nepenayl JaHUX Ta 3aTPUMOK, IO € BOKIWBUM JJISl JCSKUX JOCIIHKEHb Ta
JTIOJATKIB.

NS-3 BUKOPHUCTOBYETHCS B HAYKOBUX JOCIIKEHHSX, aKaJJEMIYHUX MMPOEKTaX
Ta po3po0Ili MEPEKEBUX MPOTOKOJIIB. BOHO 103BOJIIE KOpHUCTYyBayaM BUBYATH Ta
aHaNi3yBaTH Pi3HI AaCMEeKTH MEPEKEBHX CHCTEM, BiJl TPOCTHX JO CKJIaJIHUX
cueHapiiB. NS-3 € MOTyHUM 1THCTPYMEHTOM JIJIsi MOJICTIOBAHHS Ta JOCIIiI)KEHHS
MEpPEeX, 110 CIPHUSE PO3BUTKY Ta BIOCKOHAJIIEHHIO MEPEKEBUX TEXHOJIOTIH.

Kpim NS-3, me ogHuM MOMYyJISpHUM IHCTPYMEHTOM IS MOJIEITIOBAHHS
mepex € Cisco Packet Tracer. Cisco Packet Tracer - 11e mporpamue 3a0e3medeHHs,
po3pobieHe kommaniero Cisco Systems 3 METOIO HaBUYaHHS Ta BUBUCHHS MEPEKEBUX
TEXHOJIOTIH.

Cisco Packet Tracer Hamae iHTEpaKTHBHE CEPEIOBHINE JJIi CTBOPEHHS
BIpTyaJIbHHX MEPEXK, JIe KOPUCTYBadi MOXXYTh CTBOPIOBATH, HAJAIITOBYBATH Ta
TECTyBaTH MepekeBi cieHapii. BiH Mae rpadiunmii iHTepdeic, 1Mo T03BOJIsE
Bi3yalli3yBaTH MEPEKEBl KOMIIOHEHTH, TakKi SK MapuIpyTU3aTOpH, KOMYTaTOpPH,

CEpBEPH TOIIIO, 1 3'€IHYBATH 1X 3a JOMOMOTOIO PI3HUX THUIIIB 3'€THAHbD.
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Cisco Packet Tracer Mmae neBHi 0COOIMBOCTI, 110 POOISATH HOTO KOPUCHUM JIJISI
HABYAHHS MEPEKEBUX TEXHOJIOT1H.

Kpim NS-3 ta Cisco Packet Tracer, icHye Takoxx 0araTo iHIIMX Iporpam Ta
THCTPYMEHTIB JIJII MOJICITIOBAHHS Ta CUMYJISIIIT MEPEK.

Omun 3 aux - OMNeT++ (Objective Modular Network Testbed in C++).
OMNeT++ € BIOKpUTUM I1HCTPYMEHTOM [JJIsi MOJIEIIOBAHHS Ta CUMYJISLIT
MEPEXKEBUX CHUCTEM, IO J03BOJISIE CTBOPIOBATH CKIIAJIHI MOJIEIII MEPEX 3 PI3SHUMU
IPOTOKOJAMH Ta KOMIOHEHTaMH. BiH MiATpUMye pi3HI PiBHI MOJENIIOBaHHS,
BKJIFOYAIOYHM MOJICIIIOBAaHHS KaHATIB TMepefadl JaHUX, MEPEKEBOr0 pPOYTHHTY,
MIPOTOKOJIIB TPAHCIIOPTHOTO PiBHA Ta 0araTo 1HIIOTO.

Inmmum mpukiianom € OPNET (Optimized Network Engineering Tools), mio
HAJa€ MOXKJIMBOCTI MOJEIIOBAHHS, aHANI3y Ta CHUMYJISIII MEPEKEBUX CHUCTEM.
OPNET wmae mupokuit HaOip (GyHKIIN 71 TOCHIIKEHHS PI3HUX aCHEKTIB MEPEeX,
BKJTFOYAIOYH TIPOIYCKHY 3/IaTHICTh, 3aTPUMKH, PiBEHb OOCIIyTOBYBAaHHS, POYTHHT,
MIPOTOKOJIM TPAHCIIOPTHOT'O PIBHA Ta 1HIIIE.

[Hm1 Bimomi mporpamu JUisi MOJEIIOBaHHSA Mepexk BriatouaroTh QualNet,
NetSim, GNS3, MiniNet Tta 6araro inmux. KoxHa 3 mmx mporpam Mae CBOi
0COOJIMBOCTI Ta MepeBaru 1 Moke OyTH BUKOPUCTAHA /IS PI3HUX I[1JI€H, BKIIFOYAI0UH
HABYaHHS, JIOCIIJKEHHSI Ta pO3POOKY MEPEKEBUX MPOTOKOMIB.

2. 301p MOYAaTKOBUX JaHUX:

- BumiproBanHs 0a30BUX XapaKTEPUCTHUK IPOTOKOJIB, TaKUX SK IPOMYCKHA
3/IaTHICTh, 3aTPUMKa, BTpPATH IMaKETIB TOIIO B yMOBax 0Oe€3 HABAaHTAKCHHS Ta
CTaOUTbHOT MEpEexXi.

3. 3MiHa piBHS HAaBaHTAXKCHHS:

- HamamryBanHsS CUMYyISIIIAHOT Mepexi Il BIATBOPEHHS 3MIHH PIBHS
HAaBaHTAXXEHHS, HANPHUKJAJ], 30UIBIIEHHS KUIBKOCTI OJIHOYACHUX 3'e€qHaHb abo
pO3MIpy nepeaBaHuX JaHUX.

- 3amycK TECTOBHX CIIEHApiiB, SIKi BIATBOPIOIOThH Pi3HI PiBHI HaBaHTAXCHHS Ha
KOXEH 3 TPOTOKOMIB.

4. BuMmiproBaHHs Ta aHaJII3 pe3yJIbTaTIB:
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- 30lp JaHuUX MpPO XapaKTEPUCTUKHU MPOTOKOIIB IIJ Yac 3MIHM pIBHS
HaBaHTa)XKEHHS, TAKUX K MPOIYCKHA 3/1aTHICTh, 3aTPUMKa, BTPaTH MAaKETIB TOLLO.

- AHaJli3 OTpUMaHUX PE3yJIbTaTIB ISl KO)KHOI'O MPOTOKOJY Ta MOPIBHSAHHSA iX.

5. 3miHa YMOB KaHaIy 3B'SI3KY:

- HanamrryBanHsa cUMyJILIMHOT MepexK1 JIJ1sl BIATBOPEHHS BTPAT MMAKETIB HA KaHaJ1
3B'SI3KY, HAPUKIIAJ, 3MIHA PIBHS LIyMY, IMITal[lsl EpEIKO] a00 3HUKEHHS SIKOCTI
3'eTHAHHS.

- 3amycK TeCTOBUX CLIEHApIiB AJI KOXKHOTO MPOTOKOIY, MO0 AOCTIAUTH IXHIO
e(eKTUBHICTh Ta CTIMKICTh B YMOBaX BTpPAT MaKETIB.

6. BuMmiproBaHHs Ta aHai3 pe3yJIbTATIB:

- 30ip AaHUX MPO XapaKTEPUCTUKU MPOTOKOJIB IiJI 4Yac 3MIHM YMOB KaHAIy
3B'SI3KY, TAKHUX SIK [IPOITYCKHA 3[]aTHICTh, 3aTPUMKa, BTPATH MaKETIB TOLIO.

- AHaJli3 OTpUMaHUX Pe3yJbTaTIB ISl KO)KHOT'O MPOTOKOJY Ta MOPIBHSAHHSA iX.

7. BucHOBKU:

- ®opMyIIIOBaHHsI BUCHOBKIB Ha OCHOBI OTPHMAaHUX PE3YyJIbTATIB AOCIIIKEHHS
POTOKOJIB.

- BusnaueHHs, fKi IPOTOKONHM BUSBUIUCS Hale()EKTUBHINIMMU Ta CTIHKHUMH B

yMOBaxX 3MIHU PIBHS HABAHTAKEHHS Ta BTPAT MAKETIB HAa KaHA1 3B'SA3KY.
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2. locaigzxeHHsI MPOTOKOJIIB

o0 mepeBipUTH SK MPAIIOIOTh MPOTOKOIH, MOTPIOHO CIOYaTKy 3i0paTH

MEBHY MEpEeXy JUIsl MOAAIBIIOTO PO3MISAY IMX HPOTOKOMiB. 30ip Mepexi Ta

nojanpule ii HaNMaTyBaHHA M JOCITIIKEHHS OyJe MPOXOJWUTH B CIIELiali30BaHIN

nporpami mig HazBoro Cisco Pocket Traker.

Cisco Packet Tracer - 1e iHTepakTHBHA Mporpama, po3podiieHa KOMIIaHIEO

Cisco Systems, sika BHUKOPUCTOBYETHCSA JUIsi MOJICIIIOBAHHS, HAJIAIITYBaHHS Ta

TCCTYBAHHA MCPCIKCBUX CXCM. Bona € IMOTYKHUM iHCTpYMeHTOM JJI1 BUBYCHHI

MEpEeXKEBUX TEXHOJIOTIM 1 J03BOJISIE CTyAEHTaM, BHUKJIaJadyaM 1 MeEpEeKeBUM

1HKeHepaM e()EeKTUBHO BHBYATH Ta BIPOBAIKYBATHU Pi3HI ACIEKTH MEPEKEBOTO

IU3aiiHy Ta KoHpIryparti.

OcuosHi ocoommBocti Cisco Packet Tracer:

MopnentoBanHsl Mepexi: Bu MoxkeTe CTBOPIOBAaTHM BIACHI MEPEXKEBI CXEMU
IUIAXOM  HEpeTAryBaHHS W pPO3MILIEHHS  MPUCTPOIB, TaKUX  SIK
MapuIpyTHU3aTOPH, KOMyTaTOPH, KOMII'IOTEPH Ta 1HII1, HA BIPTyalbHY JOLIKY.
Kondirypaiiss npuctpoiB: Bu MoxkeTe HalalmTOBYBaTH pPi3HI MapameTpu
npuCTpOiB, Bkimouaroun [P-ampecu, mapmipyruzamito, VLAN, 6e3apoToBi
Mepexi Tomo. Lle mo3Bosisse BaM €KCIIEPUMEHTYBAaTH 3 HaJalTyBaHHSIM
PI3HHX MEPEKEBUX MPOTOKOJIIB T CEPBICIB.

Cumymnsis mepexi: Packet Tracer Hagae MOXIIMBICTB 3aITyCKaTH CUMYJISIIIIO
CTBOPEHHUX MEPEX ISl MEePEeBIPKU iX poOOTH Ta B3aeMOIi MpUCTpoiB. Bu
MOJKETE CIOCTEpiraTd 3a NEpeJavyero JaHWuX, BHSBISATH TOMIJIKH Ta
BIJIJIarOJKYBAaTH MPOOIEMHU B MEPEKI.

[IporpamyBanus mepexkeBux mnpuctpoiB: Cisco Packet Tracer miarpumye
MOBH IIpOrpaMyBaHHsI, Taki sk Python, st aBTomaTH3aniii Ta mporpaMmyBaHHS
MepexeBUX InpuctpoiB. lLle 103Bosisie  CTBOPHOBATH  CKPHUNTH  JUIS
aBTOMAaTU30BaHO1 HACTPOMKH Ta KEPYBAHHS MEPEKEBUMH MPUCTPOSIMHU.
Bipryanbnui maboparopii: Packet Tracer wmictute HaOlp mnomnepenHbO

CKOH(ITypOBaHUX BIpPTyaldbHUX JIA0OPATOPiH, MO JO3BOJISAIOTH CTYJACHTAM
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BUBYATH Ta BUPINIyBaTH peajbHI MeEpekeBl 3amadi 0e3 HEOOXiTHOCTI

Gbi3ugHOTO 00J1aTHAHHS.

Cisco Packet Tracer mimpoko BUKOPUCTOBYETHCSI B HABUAJILHUX 3aKjIafax Jjist
BUBUCHHS MEPEKEBUX TEXHOJOTIHA, a TaKoX B MEPEKEBUX KOMMAHIAX IS
MOJICJTFOBaHHS Ta TECTYBaHHS MepexkeBUX KOH(Irypalliii mepes iX peasizalli€ro.

2.1 CTBOpeHHsI Mepe:xi.

[Tepmium kpokoMm y 30ipIii Mepexi € BHU3HAUCHHS €JIEMEHTIB, SKi OyayTh
HasBHI B Hill. Taxkumu enementamu € 4 IIK, onun cepBep Ta oauH cBid. Bci BoHU

MOTPiOH1 JAJI MOJAIBIIOTO JOCHIKEHHS ITPOTOKOJTIB.

Server-PT
Multiserver

== £
g v’ PC-PT
- 2350-24 Email Client
—PC—PT Switch0

HTTP-Client

—
PC-PT
i [
FTP Client PCPT
DMS Client

Pucynok 2.1 — enemeHnTH MaltOyTHHOI MEpExKi.

HacTynHuM KpoKOM € MiAKIIIOUEHHS BCIX MPUCTPOIB B €1UHY Mepexy. Jis
OTO MOTPIOHO B Mporpami 3iiBa B HU3Yy 00paTy po3/ii MIJKIIOYEHHS, a TIOTIM

o0paTu TN NIAKIOYEHHS, siKe Oy/1€ 3aCTOCOBAHO.

wamFmel 7 EEEEC Y

FAR::

Automatically Choose Connection Type

Pucynok 2.2 — Bubip tumy miakiItoYeHHs.



27

B nmanomy Bumangky Oyae oOpaHO aBTOMATHYHHM THUI MiAKIOYEHHS. [

nporpama cama, aBTOMaTUYHO BUOepe HalKpaluid crocio.

Sernvdr-PT
Multiggrver

\
|

PC-PT “Switcho®
HTTP-Client \

ntaad
PC-PT
i) 9
FTP Chent PC.PT
DNS Client

Pucynok 2.3 — [ligkmoueHa Mepexa.

—J

pescom—_ |
PC-PT
Email Client

[Ticnst 3akiHYEHHS MIAKIIOYEHHS, MEpeKa BXKE Ma€ 3MOTy B JesKii Mipi

¢dbynkuionyBaTu. Ta it KOPEKTHOTO 1 MPaBUIILHOTO (DYHKIIIOHYBaHHS, il OTPIOHO

IC HaJIaITyBaTH.

2.2 HanamryBaHHs1 Mepe:ki

[TepurnM Ta HaAMBaXITUBIIINM €JIEMEHTOM, KU OyJie HAJIAIITOBAHO € CEPBEP.

HatucHyBmm Ha #Oro sApiaudoKk B MEpPEXi, BIIKPUIOTHCS PI3HOMAHITHI HOTO

HanamrtyBanHs. [ moyatky moTpioHO oOpaTtu po3ain desktop ne BiKpHIOTHCS

PI3HOMaHITHI JOCTYITHI IPOrpaMHu JUIsl BUKOpUCTaHHs. Jlami 3HalTH mporpamy mij

Ha3Boro Ip configuration, ta Bimkpurtu ii. B 11iit mporpami moTpiOGHO MPOBECTH awii

KOH(DIrypaitito AJis IpucTporo. A came:
IPv4 —192.168.0.2
Subnet Mask — 255.255.255.0
Default Gateway —192.168.0.1
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DNS Server — 192.168.0.2

r? Multiserver

Physical  Config

Senices  Desktop  Programming  Attributes

IP Configuration

IP Configuration
(O DHcP

IPvd Address
Subnet Mask
Default Gateway
DNS Server

IPvE Configuration
() Automatic
IPv6 Address
Link Local Address
Default Gateway

DMNS Server

o Static

192.168.0.2

255.255.255.0

192.168.0.1

192.168.0.2

0 Static

FEB0::2E0:8FFF-FE1C:BB4E

Pucynok 2.4 — Kondiryparis aimi.

Tenep mpouec xoHgIirypauii aimni 3aBepuIeHUI, 1 MOXXKHA MEPEXOAUTH O

HACTYIIHOTO €Tally HaJIallTyYBaHH:, a CaM€ 10 TI100aJILHOTO HaJIaloTyBaHHA CCPBEpaA.

[ToBepHyBIIHCH Ha3ad 10 po3aity desktop, moTpiOHOro MepeMKHYTH HOTo Ha

po3mim  Serwices.

B nmanomy poszaimi

BIIOYIETbCA TMOJANBIINNA  MPOILEC

HaIIaHITYB AHHH.
| (B Multiserver — x
Physical Config Semices Desktop  Programming  Attributes
N
SERVICES HTTP
HTTP
DHCP HTTP HTTPS
DHCPV& 0 On ) off O On ) off
TFTP
DNS File Manager
SYSLOG File Name Edit Delete
Lafat) 1 copyrights.html (edit) {delete)
NTP
EMAIL 2 cscoptloge177x111.jpg (delete)
FTP _
0T 3 helloworld_html (edit) (delete)
VM Management 4 image.html (edit) {delete)
Radius EAP
5 index.html (edit) (delete)

Pucynok 2.5 — Burisg MeHio Serwices.
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O6paBmn Briaaky HTTP Bigkpuerbcs cnucok HasBHUX (aiiniB. B HboMy
notpidHo oopatu index.html B skoMy npoBecTy moanbini 3MiHU. A came, HalTucaTu
HAaCTYIIHUU TEKCT:

<html|>

<body>

<h1> Interet technology</h1>

<hr/>

<h3> By Poltava 12345</h3>
</body>

</html>

B Multiserver — a X

Physical ~ Config  Services  Desktop  Programming  Attributes

SERVICES File Name: index_html
HTTP
DHCP <html>

<body=
DHCPVG <h1= Interet technology</h1=

TFTP <hrl>

== <h3> By Poltava 12345</h3>

</body>

SYSLOG </html=

AAA
NTP
EMAIL
FTP
IoT
VM Management
Radius EAP

Pucynok 2.6 — 3minenuit gaiin index.html.

HanucaBmu meit koj mnoTpiOHO 30epertv 3MiHM y ¢aiial Ta BHATH.
Hactynuum kpokom € HanamrtyBaHHs camoro DNS cepsepa. s 1iporo notpioHo
NEPEeNTH 10 HACTYMHOTO ofHOMMeHHOro po3airy — DNS. [lepmmm kpokoMm TyT €
BmukaHHs camoro DNS cepsepy. [aii B momi Resource Records: Name notpi6HO
Ha3Batu Ham DNS cepsep. OOpane iM’st uist HBOro — 1Ie pvg.edu.in. Came 1ie B
MOAAIBIIIOMY KOPHUCTYBaul MOBUHHI OYIyTh BBOJUTH, JJISI MOXKJIIMBOCTI BIJIIPABKH
MOB1IOMJICHHSI 1HIIIOMY KOPUCTYBauy. | 3aKJIFOUHUM €TaroM € BBEJICHHS aillll I[bOT0

DNS cepsepa, sike Bxke OyJ10 3a7aHO B TONIEPEITHBOMY €Talll HaJlaITyBaHHS, a caMe
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- 192.168.0.2. Ilicas woro moTpidHO momatu obpanuii DNS B omHoiiMeHHy 0azy
cepBepiB, HATHCHYBIIH KHONKY Add.

B Multiserver - O X

Physical ~ Config  Services  Desktop  Programming  Aftributes

SERVICES DNS
HTTP
OHoE DNS Senvice O on O of
IEICEVE Resource Records
TFTP Mame Type A Record e
DNS S —
SYSTOG6 Address
AMA
NTP Add Save Remove
EMAIL Mao. Name Type Detail
FTP
0T 0 pvg.edu.in A Record 192.168.0.2
VM Management
Radius EAP

Pucynok 2.7 — PesynpraT HanamryBanus DNS.

HactynHum etanom € peectpailisi eMeiIiB KOPUCTYBaydiB 32 UM TOMEHOM.
Jlns nporo cnouyatky notpioHo nepeiitu Ao posaury EMAIL. B mbomy, B nepury
yepry, notpiono BBiMkHyTH STM Service Ta POP3 Service, a1 KopekTHOT poOoTH
CHUCTEMH.

Haui B mosii Domain Name notpiOHO HarmrcaTy iM’ sl TOMEHY siKe 0yJ10 oOpaHe
y MOMEepeIHbOMY po3imi, 1e - pvg.edu.in. Ilicas goro moTpiOHO 3apeecTpyBaTh
KOPHUCTYBauiB, IKUM OyJie B TIOJAIBIIIOMY HaJaHUW JOCTYII BiAMPABKU Ta IPHUHAOMY
MOBIIOMJIEHb. J[JI1 MBOro MOTPiOHO B MOJISAX HIDKYE HAMMCATH iM’S 0OJIIKOBOTO

3aMmcy, Ta MapoJjb, 3aBJISIKU IKOMY JI0 IIbOTO 00JIIKOBOTO 3alMCy MOKHA Oy 1€ TOTIM

)
3aUTH.
B Multiserver - a X
Physical ~ Config  Senices  Desktop  Programming  Attributes
——
SERVICES EMAIL
HTTR SMTP Senice POP3 Senice
DHCP . .
DHCPVE O on O oFF O on ) OFF
TFTP
DNS Domain Name: pvg.edu.in Set
SYSLOG
User Setup

AAA

NTP User Password
EMAE Poltawa

FTP Kyiv

IoT

VM Management
Radius EAP

Pucynok 2.8 — Pesynbrar HanamryBanas EMAIL.
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OO01iKOBI 3arucH I KOPUCTYBaviB, siKi OyyM j07aHi MaioTh Ha3By Poltava
ta Kyiv. JIo KO)KHOT0 3 SIKUX MapoJjIeM € MOCIi0BHICTD HUGP BiJ OAHOTO A0 I’ SITH,
a came — 12345. Ha pucyHky 6, MOxHa OayuTH pe3yJbTaT OJABaHHS ITUX
00JIIKOBHX 3aMKCIB B CUCTEMY, JUJIS X MOJANIBIIOT MOKIMBOCTI BUKOPUCTAHHS.

Hactymaum kpokom € mpomec HanmamryBanus FTP. FTP (File Transfer
Protocol) - me mpoTokoia mepenadi (aiiaiB, SKH BUKOPHUCTOBYETHCS IS OOMIHY
daiinamu Mixk KOMIT'IoTepaMu y Mepexi [nTepaer. Bin € oHUM 3 HAUMOIMPEHIIUX
MIPOTOKOJMIB Il Tiepeaadl (aiiiniB 1 Hajlae MOKIIUBICTh KEPyBaTH, 3aBaHTAXKYBATH 1

BUBAHTaXXyBaTH (paiijiu 3 BIATAIICHUX CEPBEPIB.

| (¥ Multiserver — O X
Physical ~ Config  Senices Desktop  Programming  Attributes
I
SERVICES FTP
HTTP
DHCP Senice O on ) of
DHCPvE
e User Setup
TFTP
DNS Username Password
SYSLOG [ write [ Read [] Delete ("] Rename
AAA —
NTP Username Password Permission
EMAIL 1 Poltawa 12345 RWDML Add
FTP
IoT 2 cisco cisco RWDML
VM Management Save
Radius EAP
Remaove
File
1 asa842-k8.bin
2 asa’23-k8.bin
3 c1841-advipsericeskd-mz.124-15.T1.bin
4 c1841-ipbase-mz.123-14.T7.bin
5 c¢1841-ipbasekd-mz.124-12.bin
6 c1900-universalk9-mz.SPA.155-3.M4a_bin
7 c2600-advipserviceskd-mz.124-15.T1.bin
Remaove
() Top

Pucynok 2.9 — [Ipouec nanamryBanns FTP.
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[lepmuM KpOKOM € aKTUBYBAaHHS JAAHOTO MPOTOKOMY. st 1iporo B po3misi
Service motpibHo oOparu ¢yukmito ONn. Ilicngs voro FTP nportokon Oyme
akTuBoBaHO. [lani moTpi6HO 1o yep3i B moii User Name BBecTu naHi 00J1IKOBUX
3aIKCiB, sIKi OYJIM CTBOPEHI Ha TIOTIepeIHROMY eTaili. [Ticis 94oro Hux4e mocTaBuTH
BCl MOJKJIMBI TOJIOYKH JJI HUX, Ta JofaTu 3a gonomororo kHonku Add. Ile macts
NIEBHI ITpaBa JJisl KOPUCTYBAUIB BIIMOBIIHO JI0 TAJ0YOK, SIK1 OYyJIM MMOCTaBJIEH1 epe.t
JI0JIaBaHHAM KopHcTyBaua. Le € ¢piHanpHuM eTanoM HajlalTyBaHHS CEpBEpa.

HactynHum eranom € HanamTyBaHHs aimi koH$irypauiid s HasBHux [1K.
Jiis boro moTpibHo HaTHCcHYTH Ha oxuH 3 [1K, mepeiitu B po3nin desktop Ta ooparu
nporpamy ip configuration. Came B Hili ans nanoro ITK notpiOHo ¥ mpoBecTy aidri
KOH(DIrypamito 3a JaHUM IPUKIIAI0M:

IPv4 —192.168.0.3

Subnet Mask — 255.255.255.0
Default Gateway —192.168.0.1
DNS Server — 192.168.0.2

¥ HTTP-Client = m] X

Physical ~ Config  Deskiop  Programming  Attributes

=

IP Configuration

Interface FastEthernet0 W
IP Configuration

() DHCP O Static

IPv4 Address 192.168.0.3

Subnet Mask 2552552550

Default Gateway 192.168.0.1

DNS Server 192.168.0.2

IPv6 Configuration

() Automatic © Static
IPv6 Address !
Link Local Address FEBO::2D0:BCFF-FET1:85E5

Default Gateway

DMNS Server

an? 1y

Pucynok 2.10 — Hanamrysanns I1K.
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Jlane nanamtyBanus BigOysanocs s [1K mig vazsoro HTTP-Client. 3a ium
K€ TPUHIUIIOM TMOTpiOHO HamamTyBatu HactymnHi [IK. Jlani 3a skumu OynyTh
HanamToBaHi i [1K:
e [IK FTP Client
o IPv4—-192.168.0.4
o Subnet Mask — 255.255.255.0
o Default Gateway —192.168.0.1
o DNS Server — 192.168.0.2
e [IIK DNS Client
o IPv4—-192.168.0.5
o Subnet Mask — 255.255.255.0
o Default Gateway —192.168.0.1
o DNS Server — 192.168.0.2
e [IK Email Client
o IPv4—-192.168.0.6
o Subnet Mask — 255.255.255.0
o Default Gateway —192.168.0.1
o DNS Server — 192.168.0.2
[Ticns poro HanamtyBanHs [1K 3aBepieHo, 1 3anumiaerbes GpiHaTbHUMN eTamn
HaJIAINTYBaHHA MEpEeXi — HamamrtyBaHHsA emeinniB Ha camux [IK. Jlns mporo
notpiono HatucHyTH Ha [IK Email Client, B po3aim desktop 3Haiitu 3actocyHok
Email Ta ygiiiTu 10 0611ikOBOTO 3amuCy, KU OyB cTBOpeHUM. [1icist 3aX0/KCHHS B
3actocyHok Email BimOyzaerbcs HanamTyBaHHS O€3MOCEPEIHBO BXKE TMOILITH
KopucTyBada. TyT moTpiOHO BBecTH iH(}OpMaII0O TPO KOpUCTyBada - IM’d
KOPHUCTYBaua, eMEIII aJjpec 3a SKMM MOro 3MOXYTh 3HANTH 1HIIM KopucTyBayl. Jlami
noTpiOHO BBECTH 1H(POPMAIIiIO PO CepBep, KMt Oy1e BUKOpUCTaHO. | ocTaHHIM 11e

BBecTH 1H(hOpMaIlito mpo o0JI1KOBHI 3amuc KopuctyBaya. Jle Oy/e 3a3HagaTcs Horo
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jgorin Ta maponb. [licms woro ciim 30eperTd 3MiHM 1 HajmamITyBaHHS Oyne
3aBEPLICHO.

¥ Email Client = m] X

Physical ~ Config  Deskiop  Programming  Attributes

Configure Mail

User Information

Your Name: Paoltava 12345

Email Address Paoltava@pvg.edu.in

Semver Information

Incoming Mail Server pvg.edu.in

Outgoing Mail Server pwg.edu.in

Logon Information

User Name: Paoltava
Password: ssmee
Save Remaove Clear Reset

Pucynok 2.11 — HanamTyBaHHS epuoro 00IiKoBOTO 3aMucy.

Amnaroriyae HajamTyBaHHs MoTpioHo poBectw i ast [IK HTTP-Client. Ane

¢ oOpaTy BXKe 1HIIHMHN 0OJIKOBUH 3arucC.

B HTTP-Client = m] X

Physical  Config  Desktop  Programming  Attributes

Configure Mail

User Information

Your Name: Kyiv 12345

Email Address Kyiv@pvg.edu.in

Server Information

Incoming Mail Server pvg.edu.in

Outgoing Mail Server pvg.edu.in

Logon Information

User Mame: Kyiv
Password: sssee
Save Remove Clear Reset

Pucynok 2.12 — HanamryBanss Apyroro 06J1iKOBOTO 3aIucy.
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[Ticns Bcix miil, siki OyJnuM MPOBEIEHI, MPOIEC HANAMITYBAHHA MEPEKI €
3aBepieHuM. Ternep MU MaeEMO 3MOTY MPOBECTH ii MO1aJIbIIIe JOCTIHKEHHS, 8 TAKOXK
BIIEBHUTHCH B 1i (DYHKIIIOHYBaHHI.

2.3 JlocaiaskeHHs1 MPOTOKOJIIB.

[lepmum KpokOM € mepeBipKa 3’€JHAHHS Ta MOXJIMBICTh IMepeaadl MaKeTiB
JTaHUX MK TpucTposiMu. J{7s boro moTpiOHO HatucHyTH Ha MultiServer, B Hpomy
BigkpuTH po3ain desktop, B sskomy 3maiitu nporpamy Command Prompt. B naniii
nporpami BBecTH Komanmy Ping 192.168.1.255. Yepe3 nekinbka CeKyHI Oyje

pE3yNbTAT B KOKHOTO i1 €THAHOTO MPUCTPOIO.

¥ MultiServer

Physical Config  Semrices  Deskiop  Programming  Attributes
- — | —T— R

Command Prompt

Packet Tracer SERVER Command

1 a0

C:\>ping 192.168.1.255

Pinging 2.168.1.255 with 32 bytes of data:

y from
;7 from
7 from
y from
7 from
;7 from
;7 from
y from

: bytes=32 time=138ms
bytes=32 time=151ms

bytes=32 1

bytes=32

bytes=32

bytes=32

bytes=32

bytes=32

7 from bytes=32

7 from bytes=32

7 from - 1.3: bytes=32 time=1ms

; from .4: bytes=32 time<lms

y from 1 1 2: bytes=32 time<lms

from 1 - yte 2 time<lms

from = SO ytes=32 time<lms

from 32.168.1.1: 14 2 time<lims

[ S S S
N b W N Wb N

X x
m m
o T
(et e
o

w
m
o
ot

Ping statistics for 1 -

Packets: Sent = 4, 16, Lost = 0 (0% loss),
Approximate round trip times inTmilli-seconds:

Minimum = Oms, Maximum = 15ims, Average = 37ms

Pucynok 2.13 — Pe3ynpTaT BUKOHaHHSI KOMaH/IH.
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Received = 16 cBiguuTh, 10 BCi MAKETH NAHUX YCHIIIHO TOBEPTAIOTHCS
Hazaa. Sent = 4 cBiquuTh Npo Te, 110 OYJIO BIANPABICHO YOTUPH TakeTa. Tiibku 4
TOMY, 1110 B cxeMi HasiBHO juuie yotupu npuctpoi (I1K). Lle Bce cBiauuTh npo e,
10 Meperka MPaItoe HAJICKHUM YHHOM.

Jlani motpiOHO 3reHepyBatu Tpadiku, a came BeO-Tpadik(HTTP), FTP-
tpadik, DNS-tpadik Ta Tpadik enekTpoHHOI momTH. [yt boro moTpiOHO mepeTn
B pexxuM MozemoBanHs. [Torim Bigkputu HTTP Client ta B po3aim desktop 3uaiitu
nporpamy Web Browser. ¥ Biakpuromy Opay3epi moTpiOHO BBECTH alIli cepBepa Ta
3amyctutu oro. Temep BeO-Tpadik € 3reHepoBaHuM. B miaTBEpKEHHS 1IHOTO, HA

cXeMi 3 SIBUTBHCSI 3alleyaTaHril KOHBEPT, SKUH sBJIsIE cO00r0 makeT qanux HT TP,

Multi$erver

P

HTTP Client

o

E-Mail Client

S l—— ]

FTP Client DNS Client

Pucynox 2.14 — CtBopenuii HT TP-makeT nanux.

Hactymaum kpokom € renepanis FTP-tpadika. Jlng mporo moTpiOHO
Bigkputu FTP Client i B po3nini desktop Bigkputu mporpamy Command Promp. B
JaHii mporpaMmi MOTPIOHO BBeCTH KoMmaHay mist reHepaimii FTP-tpadika. Ls
komaHga — 1e ftp 192.168.1.254, micns BBeACHHS K01 BiOyIeThCS TeHEpyBaHHS

Tpadika.
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Multi§erver

—_—

HTTP Client E-Mail Client

P4 =,

FTP Client DNS Client

Pucynok 2.15 — CrBopenuit FTP-naket nanux.

[Ticns iporo motpi6HO 3renepyBat DNS-Tpadik. AHATIOTIYHO 3 TEHEPAIIi€lo
nonepeaHboro Tpadiky, MOTPIOHO BIAKPUTH OJHOMMEHHHH KIIIEHT B SKOMY B
nporpami Command Promp sukonatu komanmy nhslookup multiserver.pvg.edu.in.
Ak 1 3 monepeannoro renepariero, DNS-tpadik Oyae ctBopeno. Ilepekonarucs B

[IbOMY MOHa aHAJIOT14YHO 3 MOMepeIHIMU TpadiKaMu.

Multi$erver

s

HTTP Client E-Mail Client

FTP Client DNS Client

Pucynox 2.16 — CrBopenuiit DNS-tpadik ganux.

@diHanbHUM €TanoM reHepatii Tpadiky, € CTBOpEeHHs TpadiKy eIeKTPOHHOI
nomtH. st mboro 3 E-Mail Client motpiOHo BiampaBuTH JincTa Ha iHITY momry. B
JTAHOMY BHIIAJIKY Ha IOIITY, sika OyJia CTBOpEHA Ha eTarri CTBOpeHHs Mepexi. [licms

BiI[HpaBKI/I JINCTA 3’ SIBUTHCS HACTYIITHC!
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Sending mail to Poltava@pvg.edu.in | with subject : Tema .. Mail Server:
pvg-edu.in

DNS resolving. Resolving name: pvg.edu.in by guerying to DNS Server: 192.168.0.2
DNS resolved ip address: 192.1658.0.2

Send Success.

Cancel
Send/Receive

() Top

Pucynok 2.17 — Pe3ynbTaT BiipaBKu JUCTA.

PesynbraToM BUKOHaHHS IMX il Oyae cTBOpeHHS Tpadiky eIeKTPOHHOI
nomty. SIkuii € octaHHIM 3 TUMIB Tpadiky, ki OyayTh cTBOpeHi. Ilicus 1mporo
3’SIBUTHCS BiIMOBiIHUI cuMBouI sincta ipotu E-Mail Client Ha cxewi.

1106 BeBHUTHCS, 110 BCE MpaIlO€ TOTPIOHO CIIpoOyBaTH MEPeAaTH MaKEeTH
JAHUX 10 MyJbTHCEepBepa. Y BIKHI CUMYJISIIL, K€ 3’ SIBUJIOCS MICINA NMEpPeXoay B
pEeXKUM MOJICTIOBAHHS, SIK€ OYyJIO 3MIMCHEHO Mepe] MovYaTKoM reHepariii Tpadiky,
NOTPIOHO 3aITyCTUTH Mepeavy MaKkeTiB JaHUX.

[licns 3amycKy MO’KHa CIOCTEpiraTd sSK BCl MaKeTH OJHOYACHO
BIIMPABIISIIOTHCS 10 CBida (KOMyTaropa), a MOTIM IO 4ep3i JO0 MyJbTHCEpBepa.
diHanTpHUM €TanoM IMepefayi JaHWX € T0YeproBe OTPUMAHHS BIAMOBIII IS

KOXXHOT'O TIPUCTPOIO

Multi§ erver

PR

HTTP Client E-Mail Client

s -.._/a

FTP Client DNS Client

Pucynox 2.18 — I[poriec nepegayi makeTiB JaHUX.
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Bci kpoku mepenadi makeTiB JaHUX MOXKHA CIIOCTEpIraTH Ha HACTYITHOMY

PHUCYHKY:

Simulation Panel & X
‘EventList
Vis. Time(sec) Last Device At Device  Type N
0.004  Switch MultiServer  [JJJ DNS
0.004 MultiServer ~ Switch TCP
0.004 Switch HTTP Client | TCP
0.004 = Switch TCP
0.004 - HTTP Client [JJfj HTTP
0.005 Switch MultiServer TCP
0.005 MultiServer  Switch Il ons
0.005 Switch FTP Client TCP
0.005 HTTP Client ~ Switch TCP
0005 - HTTP Client [JJij HTTP
0.006 HTTP Client  Switch s
0.006 MultiServer  Switch TCP
0.006 Switch ons Client [ ons
0.006 FTPClient  Switch TCP
0.006 Switch MultiServer TCP
& 0.007 Switch MultiServer  [JJij HTTP
o 0.007 Switch E-Mail Client | TCP
& 0.007 = Switch TCP
" 0007 - E-Mail Client [ smTP o
Reset Simulation  [v/] Constant Delay Captiargg;os:

Pucynok 2.19 — Etanu nepenayi makeTiB 1aHUX.

Ile 3aranbHUil BUIISA Mepenadi BChbOro MacuBy JaHux. Jlis JOCHiIKEHHS

KOHKPETHOTO 3 MTPOTOKOJIIB MOTPIOHO CKOpUCTATUCA (DUTHTPOM Ta 00paTH MOTPiOHI.

B nanomy Bumnanky 6yae npoBoautuch nociimkenus TCP ta HTTP nportokosis.

BuxopuctaBimm ¢iabTpyu moTpiOHO HATUCHYTHM HAa OJIMH 3 MAaKETIB JaHUX, 1100

MOJAUBUTUCS JICTAIBHY 1H(GOPMAIIII0 TTPO HHOTO.



PDU Information at Device: Switch

0SI Model Inbound PDU Details Qutbound PDU Details
PDU Formats
OPT:0x00000000 PADDING:0x00
DATA (VARIABLE LENGTH)
A
ICP
3 A TR o e ) s WA e £ T SN TS JREL -~ T [ s [ ) - 5 ) e s ) Sl e 0, £
SOURCE PORT:1025 DESTINATION PORT:80
SEQUENCE NUMBER:1
ACKNOWLEDGEMENT IJIUMBER:1
OFFSET | RESERVED: J FLAGS:0b010 WINDOW:65535
-:0x0 0b000000 000
CHECKSUM:0x0000 URGENT POINTER:0x0000
OPTION
DATA (VARIABLE LENGTH) PADDING: 0b000...
000

BigkpuBmm oOIMH 3 TMaKeTIB JaHUX,

Pucynox 2.20— Hocmimxenus TCP.
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MOXHa IIOAUBUTHUCA ACTAJIBHY

iH(pOpMaIlito PO HHOTO Ta CTAH B SKOMY 3HAXOJHUTHCSA MPOIEC Mepeaadi JaHOTO

nakery. [lepernsHyBimiM naHi MOXKHa 3pOOMTH BHCHOBKH, 3BIIKM W KyIu

NepelalThCcsl JaHl, MNPOINISHYTH JAETalbHy 1H(GOpMAII0 MpO TMaKeT AaHUX,

NEPLCriIiHyTU CTaH Hepez[aqi.

3a TakuM K¢ MMPUHOUIIOM MOXHA IICPCTIIIHYTHU W MakeTu JaHHUX IHIIUX

npotokomiB. [Hdopmariisi, ska HasBHA CBITYUTH MPO TE, IO 3a JOTIOMOTOIO

nporokony TCP nmakeTu JaHUX NEPear0ThCs HOPMAIbHO i 0€3 IepemIKo/l, a caMuit

cTaH nepeaayi iHdopmallii Ma€ MeBHy CTIMKICTh 10 BTPATH YaCTUHU MAKETIB JJAHUX.
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2.4 BUCHOBOK 10 po3/iy.

[Ticns mpoBenenHst gociaipkeHds mpotokony TCP (Transmission Control

Protocol) B cepenoBuiii Cisco Packet Tracer MmoxHa 3p0OMTH HACTYITHI BUCHOBKHU:

Haniiinicts nepenaui nanux: [Ipotokon TCP 3a0e3neuye HagiliHy nepenauy
JAHUX [UISIXOM BIIPOBA/KCHHS MEXaHI3MIB TMIATBEP/IKEHHS JOCTAaBKH,
NEepeBIPpKM UITICHOCTI JaHMX Ta YNpaBiiHHA moTokoMm. lle mo3Bossie
rapaHTyBaT, 0 JaHl OyIyTh JOCTaBIeHI y MPaBHUIBHOMY TOPAIKY Ta 0e3
BTparT.

VYnpasainus norokoM: TCP BUKOpHCTOBYE MEXaHI3MU BIKOHHOT'O KEpyBaHHS
Ta aJTOPUTMHU KOHTPOJIO TEPENOBHEHHS, IMI00 pEryioBaTH IIBHJIKICTh
nepeadyi  JaHUX MDK BUIMPaBHUKOM 1 oTpumyBadeM. lle mo3Bosisie
IPUCTOCOBYBAaTU IIBUIKICTh Nepenaydl OO0 MNOTOYHUX YMOB MeEpexl Ta
3armo0irae nMepeBaHTaKEHHSM.

Po36uttss nmanux nHa mnakeru: TCP po3OuBae paHi Ha makeTd mepen
BIJIIIPABKOIO, a MOTIM 30Mpae iX y NpaBUIBHOMY MOPSAKY BIAIOBIAHO 10
HOMEpIB mochigoBHOCTI. Lle mo03Bosie mepengaBaTh BeIMKI 00'eMH TaHUX
gepe3 Mepey Ta 3a0e3neuye iX MpaBuiIbHY PEKOHCTPYKIIO Ha OTPUMYBaYi.
BinnpaBka migTBepkeHb: TCP  BHKOPUCTOBYE MiATBEP/KEHHS IS
MiTBEPKEHHS YCHINTHOI JOCTaBKU MaHuX. OTPUMYIOUH I ATBEPIKEHHS Bi
OTpUMYBaya, BIJIMPAaBHUK MOKe OyTH BIIEBHEHUH, 110 JaH1 OyJIM JOCTaBJIEHI
npaBuwiIbHO. Y pa3l HeBAaloi JocTaBku abo BTpatu mnakeriB, TCP
aBTOMATUYHO BiJIMIPABJIsi€ 3HOBY TUILKU BTPAUCHI MAKETH.

Kontpons mumicHocti nanux: TCP BHKOpHCTOBYE KOHTPOIBHY CyMy IS
NepeBIpKU LUTICHOCTI AaHuX. Lle no3Bossie BUSABIATU Oylb-SK1 3MIHU abo0

MOIIKO/HKCHHS JJAHUX IT1JT 9ac mepeaadi.

3aranoM, npochimxenHs mnpotokoiny TCP B cepemoBumii Cisco Packet Tracer

MITBEPIAIIO MOro e(peKTUBHICTh Ta HAIMHICTD B Mepeayl JaHUX 4epe3 MEPEeKy.

TCP € ogarM 3 HAUTIOMIMPEHINIUX MPOTOKOJIB Y [HTEpHETI 1 BAKOPUCTOBYETHCS JIJIS

nepenayl pi3HUX THUIIIB JIaHUX, BKIIIOYAIOUM BEO-CTOPIHKHU, €JIEKTPOHHY IMOIITY Ta

(aiinoBi nepenayi.
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BucHoBku

JlocnipKeHHsT MPOTOKOJIB TPAHCIOPTHOIO PIBHS MEpPEX HACTYIHOTO
nokosiHHs (Next Generation Networks, NGN) BigkpuBa€e MupoKi MOKIUBOCTI JIJIst
NOJANIBUIOT0 PO3BUTKY Ta BJAOCKOHAJIEHHS TeleKOMYHIKalliHUX cucteM. NGN e
MEPEXiTHAM €TaIrlOM B €BOJIIOIIIT MEpPEX, CIIPSIMOBAHUM Ha 3a0€3MeUeHHS IHTeTparlii
TPaJAMIIMHUX  TEIEKOMYHIKAUIMHUX CIyX’0 3 IHTEpHET-POTOKOJaMHU  Ta
PO3LIMPEHUMHU CEPBICAMH.

[Iporokomnu TpancroptHoro piBHa B NGN MarOTh BUPIIIYBaTH Psiji BUKIHUKIB,
MOB'SI3aHUX 3 BHCOKOIO IIBUIKICTIO Mepeaadl JAaHWX, HaJIIAHICTIO, O€3MeKo 1
SKICTIO 00CTyroByBaHHS. J|OCHIDKEHHS IMX IPOTOKOJIIB CIIPSMOBaHI Ha PO3POOKY
edeKTUBHUX PILIEHB, SIKI BpaxoBYyOTh oco0nuBocTi NGN-cepenosuia.

VY naniii poboTi OyJ10 MPOBEAEHO NOCIIIKEHHS IPOTOKOIIB TPAHCIIOPTHOTO
piBHs Mepex HacTymHoro nokodiiHHsa (Next Generation Networks, NGN), 30kpema
OyJ10 3MO/ICILOBAHO MEPEXKY 1 TOCTIKEHO Mepeiauy MaKeTiB JaHUX 3a JI0MOMOT0I0
nporokoiry TCP.

[Iporokon TCP (Transmission Control Protocol) € ogHuM 3 OCHOBHUX
MIPOTOKOJIB TPAHCIIOPTHOTO PiBHS, IO BHKOPUCTOBYEThCS B IHTepHETI. Bin
3a0e3nedye HaIiHy Ta TOCHIIOBHY TMepenavyy JaHuX MiX By3iIamMu Mepexi. B
pamKax gociipkeHHs Oyno BuBueHO nmpuHImnU podotr TCP Ta fioro B3aeMomiro 3
1HIIIUMU KomnoHeHTaMu Mepexi NGN.

ITix yac MoemoBaHHS MEPEXi Ta mepeaadl MakeTiB JaHUX OyJia MpHuIiIeHa
3HAaYHa yBara BUBYCHHIO OCHOBHHMX XapaKTEPUCTHUK Ta rmapameTpiB npoTokosry TCP,
TaKuX SK PO3MIp BiKHA, MEXaHI3MH KEPYBAaHHS TNEPEBAHTAKCHHSIM, AJITOPUTM
KOHTpOJIIO nepeTuHy yacoBux Mex (Congestion Control), Ta 1H1i.

PesynpraTtu nocmijikeHHs mokazanu, 1mo npotokosn TCP e edekTuBHUM 1
HAJIHUM pilmeHHsIM 11 nepefadi gaanx B Mepexkax NGN. Bin 3abesneuye
KEepyBaHHS MOTOKOM JIaHUX, KOPEKIIII0 MOMUJIOK, BITHOBJICHHS BTPAYEHUX MAKETIB
Ta yrpaBiiHHS TepeBaHTaxeHHAM. [Iporokon TCP Ttakox 103BOJIsI€ TOCATTH
BHCOKOI IIBUJIKOCTI Mepeadi JaHuX Ta 3a0e3neuye cTabiibHy poOOTy MEpexi mpu

3MIHHUX YMOBax Mepeaadi.
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Opnak, B XOII JOCIIDKEHHS TakKOoX OyJ0 BHSBJIEHO €Kl OOMEKEHHs
npotokosry TCP, 30kpeMa 1moB's3aHi 31 301IbIIIEHHSIM 3aTPUMOK Iepeiayul JaHuX Y
BEJIMKUX MEpEeKax Ta HE3JATHICTIO €(PEeKTUBHO MPALIOBATH 3 BUCOKUMHU PIBHSIMU
BTpaTH MakeTiB. Taki 0OMeXEHHSI MOKYTh BIUTMHYTH Ha SIKICTh OOCITYTOBYBaHHS Ta
IPOJYKTUBHICTH MEPEKI.

OTxe, BUCHOBOK 3 JTOCHIJI)KEHHS MPOTOKOJIIB TPAHCHOPTHOTO PIBHS MEPEX
NGN, 3 dokycom Ha npotokon TCP, nomsrae B tomy, mo TCP € notyxHum Ta
e(eKTUBHUM IMPOTOKOJIOM JJIsl HAJIAHOI MepeAadl JaHuX y MEpekax HaCcTyIHOro
nokomiaHsg. OmHak, mpu po3poditi Mepexk NGN HeoOXiTHO BpaxoBYyBaTH HOTO
OOMEXXEeHHSI Ta IIyKaTd pIIMICHHS I ONTHUMI3allii Ta TOKpaIlleHHS WOro
IPOIYKTUBHOCTI, 30KpEMa B YMOBAaX BEJIUKHX PO3MIPIB MEPEK Ta BUCOKUX PIBHIB
BTpaTH MakeTiB. Taki JOCIIIKEHHS JOMOMOXYTh PO3POOUTH €(EeKTHUBHIIII Ta
BJIOCKOHAJICHI MMPOTOKOJIM TPAHCIOPTHOTO PiBHSA Ajs MailoyTHix Mepex NGN, 1o

3a0e3meyatsh 11e OUTbITY NPOIYKTUBHICTD, HAIIMHICTh Ta AKICTh OOCIYyTrOBYBaHHSI.
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Homatox A
Theoretical review

Transport layer protocols are network protocols that enable data transfer
between programs running on different computers or devices. In next-generation
NGN networks, transport layer protocols play an important role in ensuring efficient
and reliable data transmission.

The main transport layer protocols of next-generation NGN networks are TCP
(Transmission Control Protocol), SCTP (Stream Control Transmission Protocol)
and DCCP (Datagram Congestion Control Protocol).

TCP (Transmission Control Protocol) is a network transport layer protocol
that ensures reliable data delivery between programs running on different computers
or devices. TCP is used in various network architectures, including NGN (Next
Generation Networks).

TCP provides serial data transmission, which allows recovery of data that was
lost during transmission. To do this, TCP uses a sequential packet numbering
mechanism that allows you to determine which data was transmitted successfully
and which was lost. If data has been lost, TCP sends a request to retransmit that data.

TCP also uses network load control mechanisms, such as window view and
flow control. The window view mechanism allows you to control the number of
packets that can be sent to the recipient without waiting for confirmation of the
delivery of previous packets. This allows you to maintain a high data transfer rate
and avoid network congestion.The flow control mechanism allows you to adjust the
data transfer rate depending on the ability of the recipient to process the data. This
avoids overloading the recipient and ensures reliable data delivery.

TCP also supports a connection termination control mechanism that allows
you to close the connection between two devices after the data transfer is complete.
This ensures efficient use of resources.

SCTP (Stream Control Transmission Protocol) is a transport layer protocol

designed for a reliable transport service with support for data streams and multiple
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connections. SCTP is a next-generation protocol that can be used in various network
architectures, including NGN (Next Generation Networks).

One of the main differences between SCTP and TCP is the support for
multiplexing data streams and multiple connections. SCTP uses the concept of
association, which allows more than one connection between two devices to be used
at the same time. Each connection contains a set of data streams that can be
multiplexed on a single connection. This allows efficient use of network resources
and provides a higher data transfer rate.

SCTP also provides reliable data delivery, similar to TCP, using a flow control
mechanism and a windowing mechanism. However, SCTP has additional network
load control mechanisms, such as congestion control mechanism and resource
control mechanism. The congestion control mechanism allows you to control the
speed of data transmission on the network and avoid network congestion.The
resource management mechanism allows you to control the use of resources on
network devices and avoid resource overload.

SCTP also supports a connection termination control mechanism that allows
for safe termination of connections between devices and avoids data loss or network
security compromise. SCTP also has additional features such as support for multi-
touch networks, a delivery verification mechanism, and support for DDoS protection
mechanisms.

One of the main applications of SCTP is the transport of SIP (Session
Initiation Protocol), which is used to manage communication sessions in next-
generation networks. SCTP provides a reliable transport service for SIP, enabling
high quality of service for customers and ensuring network efficiency.

In summary, SCTP is a transport layer protocol that provides a reliable
transport service with support for data streams and multiple connections. It supports
data flow multiplexing, network load control and connection termination
mechanisms, and has additional features to support multi-touch networks and protect
against DDoS attacks. SCTP is used in various network architectures, including

next-generation NGN networks, and is one of the main protocols for SIP transport.
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DCCP (Datagram Congestion Control Protocol) is a transport layer protocol
designed for data transmission in highly congested networks such as the Internet.

DCCP is designed as an alternative to TCP and UDP, allowing for more
efficient data transfer for applications that require reliability and network load
control.

One of the main properties of DCCP is the support of different data transfer
profiles (transport service profiles) corresponding to different types of applications.
These profiles define the level of reliability, maximum throughput and other
characteristics of the transport service. Thus, DCCP provides the ability to configure
the protocol according to the requirements of a specific application.

DCCP also has mechanisms to control network load and support multiplexing
of data flows, which allows efficient use of network resources. In addition, DCCP
has a mechanism for controlling network pollution (congestion control), which
ensures stability and reliability of data transmission in conditions of variable
network load.

One of the features of DCCP is the ability to use different codecs to transmit
audio and video data. Codecs are responsible for the compression and decoding of
data and allow efficient transmission of media data over networks with limited
bandwidth.

DCCP can be used for various applications such as video streaming, video
conferencing.

The advantages of DCCP include the ability to use various methods of
overflow control and data flow control.In particular, the protocol provides the
possibility of using two methods of overflow management: separate and integrated
management.

Separate control involves using a separate channel to transmit network status
messages, while integrated control uses network status messages on the same
channel as data.

Additional features of DCCP include support for multi-stream connections,

which enables simultaneous transmission and reception of different data streams. In
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addition, the protocol provides the ability to use not only connections with reliable
data transmission, but also connections with unreliable data transmission.

DCCP can be used for data transmission in a variety of applications where it
Is important to ensure high data transmission efficiency when using next-generation
networks. In particular, the protocol can be used to transmit audio and video streams,
online games, as well as in other applications that require fast data transmission with
a high level of reliability.

To compare the characteristics, features and efficiency of the transport layer
protocols of the next generation NGN networks, we will analyze three such
protocols: TCP, SCTP and DCCP.

TCP (Transmission Control Protocol) is a protocol that ensures reliable data
transport in networks. It is used to transfer data that requires reliability, such as web
pages, emails and files.

The main characteristics of TCP:

* Reliable data delivery: TCP ensures data delivery without loss or duplication.

* Flow control: TCP controls the flow of data to avoid buffer overflows at the
receiver.

* Integrity check control: TCP uses an integrity check mechanism to ensure that data
has not been altered during transmission.

* Protocol Layer Connection: TCP establishes a protocol layer connection between
sender and receiver.

 Congestion management: TCP has mechanisms that allow it to reduce data rates if
the network is congested.

SCTP (Stream Control Transmission Protocol) is a protocol that provides data
transmission in networks. It was designed to support high-reliability applications
such as VolP, video conferencing, and streaming media.

Next, we will compare the features and effectiveness of SCTP and DCCP
protocols.

SCTP and DCCP were developed for different purposes and have their own

characteristics and applications accordingly.
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SCTP is a multi-stream protocol that can be used for various purposes, such
as supporting multicast, providing a redundant data link, and supporting security
features. SCTP also has mechanisms to avoid congestion at the network layer and
mechanisms to recover from packet loss. One of the main disadvantages of SCTP is
its complexity, which can increase the overhead of packet processing.DCCP
provides secure data transfer with congestion control, making it ideal for multimedia
applications such as streaming video and audio. It also supports various transfer
modes such as streaming and delivery without delivery assurance. DCCP is less
complex than SCTP, allowing for reduced packet processing overhead. However,
unlike SCTP, DCCP does not support multicast.

In general, if secure multi-threaded data transfer is required, with support for
security and packet loss recovery mechanisms, then SCTP may be the better choice.
If providing congestion control and less complexity is more important, then DCCP
may be a better option.

In addition, SCTP supports a multiplexing mechanism that allows different
data streams to be transmitted over a single SCTP connection. This reduces the load
on the network and increases the efficiency of data transmission.

Finally, DCCP is the protocol that supports the largest number of data flow
types, such as reliable, unreliable, and streaming. It also has a load control
mechanism that allows you to adjust the data transfer rate depending on the state of
the network.

The main differences between the protocols are their support of functions, data
transfer speed and reliability. TCP is the most common protocol and has high
reliability, but its speed can be limited. SCTP is less popular, but it has built-in
support for multiplexing and is more efficient for data transfer in some cases.DCCP
is very flexible and can support different types of data flows and has a load control
mechanism.

Therefore, the choice of transport layer protocol depends on specific network
requirements and user needs. For applications that require high data transmission

reliability, TCP may be the best option. For applications that require higher
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performance, SCTP or DCCP may be better options, depending on user needs and

the nature of the data being transmitted.



