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BCTYII

AKTyanpHICTh POOOTH MOJsTaE B TOMy, mo [P-tenedonis mocTymnoBo BUTICHSE
TpaauIlliHy TeledOHII0 1 aKTUBHO BHUKOPHCTOBYETHCS B PI3HUX HianmpuemcrBax. Ha
BIJIMIHY BiJl aHaJIOrOBUX 1 MOOUTBHUX 3ac001B 3B 53Ky, [P-TenedoHis nepenae ronocoBuit
CUTHAJI 1O OE3IpOTOBUM IHTEpHET-KaHAJIaM , 3aBISKH I[bOMY CIIUIKYBaHHS dYepe3
BcecBiTHIO Mepexy He TOTpedye MpokiaganHs Tee@oHHux JiHii. Takox He moTpiOHO
kynyBatu obOnagHaHHs Ana odicHoi ATC. BipryansHa ATC nHa ocHoBi [P-tenedonii
HIATPUMYE PsIT KOPUCHUX (DYHKITIH, K1 HEJOCTYIHI 3BUYaiiHOMY TeleoHy, a I[iHK Ha
NOCIIYTH Ta Tapu(pu 3HAYHO JIELIEBII HIXK Y TPAAULIIIHUX CUCTEMAX.

MeToro 1aHoi poOOTH € TOCHTIIKEHHS Ta aHalli3 3araJIbHOT OYI0BU KOPIIOPATUBHOT
Mmepexi [P-tenedonii, ii mepeBar B MOPIBHSAHHI 13 TPAIULUIHHUMU CUCTEMAMU 3B S3KY,
o3HaloMJIeHHS 3 TOHATTAM Softswitch, iloro apxiTexkryporo Ta npukinagamu. CTBOpeHHS
Ta HaJalTyBaHHS BIPTyaJlbHUX MAaIIMH Ta 00’€IHaHHA iX B Mepexy. [loOymoma
kopriopatuBHOi Mepexi [P-tenmedonii Ha ocHoBi IP-ATC FreePBX. JlochimxenHs
poleyp KepyBaHHS BUKIMKAMH 3a JIOMIOMOTOI0 aHaizaTopa mpoTokoiiB Wireshark.
Po3paxyHok Tpadika nporyCcKHOI 3[aTHOCTI Ta MPOAYKTUBHOCTI 00IaIHAHHS.

OO0'exkToM JOCHIIKEHHS KBamidikaiiiiHoi pobotu € Mmepexa I[P-tenedonii Ta
MeToau ii moOyJ0BY 3a JOMIOMOTOI0 IPOrpaMHOro KoMmyTaTopa, HanamryBaHHs [P-ATC
FreePBX.

3anayl JOCIIKEHHS:

1. HocnimxeHHs ocoonmBocteii [P-renedonii.

2. JlocmikeHHsI MPOTPaMHOTO KOMyTaTopa, HOro apXiTeKTypa Ta MPHKIaIu

SoftSwitch.

3. CTBOpeHHS BIpTYyaJIbHUX MallIvH Ta moOyaoBa Mepexi B [13 VirtualBox.

4. Jocmimxenns nooynosu mepexi IP-renedonii Ha ocHoBi [P-ATC FreePBX.

5. JlochimpkeHHsT Mpoueayp KepyBaHHS BUKIMKAMHU 3a JIOMOMOTOIO0 aHaji3aTtopa

npotokoiiB Wireshark.

6. Po3paxyHok Tpadika mpoImyCKHO1 3JaTHOCTI Ta MPOAYKTUBHOCTI 001aTHAHHSI.



Posrnsinemo neranbhime nepearu BiptyanbHoi ATC Ha ocHOBI [P-TenedoHniii.

[To-mepmie, Mepexl aHamoroBoi TenedoHli BXKE [JAaBHO 3acTapuili 1 He
3aI0BUTBHAIOTh TOTpeOu kopropariii. Jlocutes rHyuka cucrema I[P-temedonii moxe
3aJIOBOJIBHUTH BC1 IOTPEOM Yy 3B'I3KY Ta IIBUJKOCTI Mepeaayl pi3HUX ii BUJIIB.

[To-npyre, nepeBara iHTEpHET Tele(OHIi B MOPIBHAHHI 3 aHAJIOTOBOIO MOJIATA€E B
TOMY, 1110 3 ii TOIOMOT'0I0 MOKHA J10Ope 3a011aPKyBaTu. SIK mpaBuio, IpH nepexoil Ha
[P TenedoHio BUTpaTH CUIIBHO CKOPOUYYIOTHCS BXKE 3 MEPUIOTO MICSI KOPUCTYBaHHS.

[To-Tpete, MokHa Jlerko ympaBiatu nanumu. [P tenedonis mo3Boise otpumaru
JOCTYM 10 OyIb-SIKUX CTATUCTUYHUX JAHUX, @ TAKOXK BCTAHOBJIIOBATH PAMKU BUTPAYaHHS
KOIITIB. TaKOK € MOKJIMBICTb BCTAHOBJIEHHS! 0OMEKEHb Ha BUX1/IHE 3'€THAHHS 3 PI3HUMU
aOOHEHTaMH.

I Ha octanok, nepeBara IP tenedonii nossrae B ToMy, 1110 BOHA J1a€ MOXJIUBICTh
omnepaTUBHO 3MiHIOBaTH 0a3y BipTyanbHoi ATC: BkioyaTtu ab0 BUKIIOYATH 3 HEi
a00HEHTIB. BibliicTh (yHKIIIOHATBPHUX MOMIMBOCTEH peai3yeThCcs 4epe3 «XMapHI»
TexHoJor1i. 3a Jonomororo BipTyasnbHoi ATC, MoxxHa noOyayBatu o(iCHY CTPYKTypy
HE3aJIeXKHO BiJ MacmiTabiB Oi3HECY.

Jany poOOTy NpHUCBSYEHO AOCTIHPKEHHIO MPUHIIMITIB MOO0YI0BU KOPHIOPATUBHOT
mepexi [P-Tenedonii Ha 0CHOBI THYYKOTro KomyTaropa. [nrepec 10 1i€i poOOTH BUKIHKAE
il aKTyalbHICTh, KA MOJsTae B TOMY, 110 [P-Tenedonis mocTynoBo BUTICHSE TPaIULIIHHY
TeneOHII0 1 AKTUBHO BUKOPUCTOBYETHCA B PI3HUX MIJANPUEMCTBaX. Tomy gaHa poboTa
€ aKTyaJbHOIO, Tependavae po3B’A3yBaHHA 3a/4ay 1HHOBAIIMHOIO, JOCTIAHHUIIBKOTO

XapakTepy.
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1. MOHSTTSA KOPIIOPATUBHOI MEPEXI IP-TEJIE®OHII. SOFTSWITCH
TA MOT'O APXITEKTYPA

1.1 KopniopaTuBHa Mepe:xa

KopnopatuBHa mepe:xka - 1€ MepeXa, OCHOBHMM TNPHU3HAYCHHSIM SKOI €
3a0e3MedeHHs] pOOOTH KOHKPETHOTO IMiANPHUEMCTBA, SKOMY IISI Mepexa HaJIekKHUTh.
KopuctyBauamu mMepeki KOMITaHil € TUIBKU CHIBpOOITHUKY 11i€i KoMmanii. Ha BigmiHy
BIJl ONEPATOPCHKUX MEpEeX, KOPHOpPAaTUBHI MEpEeXKl 3a3BHYail HE HAJAI0Th MOCIYT
oprasizamisiM a00 30BHIIIHIM KOpHCTyBayaM. 3ajeXHO BiJ MacIITady MiANPUEMCTBA, a
TaKOXX CKJIQJHOCTI Ta PI3HOMAHITTS PO3B'S3yBaHMX 3aBllaHb PO3PI3HIIOTH BIIOMUI,
KaMITyCHI Ta KOPIOpPAaTUBHI Mepexi (TepMiH «IIAIPUEMCTBO» B WLIA Kiacudikaiii
HaOyBa€ BY3bKOT'O 3HAUCHHS — BEJIMKA KOPIOpaTuBHA Mepexa) [1].

Koxna opranizaiis sBiase co00K0 CYKYIHICTh B3a€EMOJIIOYHMX €JICMEHTIB
(0mMHULB), KOKHA 3 SIKHX MOXE MAaTH BJAacHy CTPYKTypy. EinemeHTH (yHKI1OHaIBHO
MOB's13aH1 MK 00010, TOOTO BUKOHYIOTH TI€BHI BHUIU POOIT B paMKax OJHOTO Oi3Hec-
MpoIIeCy, a TaKOX IMepenaTh 1HGOopMaIlilo, OOMIHIOIOTECS JTOKYMEHTaMu, ¢dakcaMu,
NUCHbMOBHMH Ta YCHUMH pO3MOPSDKCHHAMHU Tomo. KpiM Toro, mi eneMeHTu
B3a€EMOJIIIOTH 13 30BHINIHIMH CHCTEMaMH, TPUUOMY iX B3a€EMOJISI MOXKE OyTH K
iHpopmarliiiHoo, Tak 1 (QyHKIIOHaNbHOIO. [IpuyoMy Taka cuTyalis CTOCY€ETbCS
MIPAKTUYIHO BCIX OpraHi3aiiii, He3aJeXHO BiJ BULY AISUTBHOCTI, SKOI0 BOHU 3aMalOThCS
— Iep>kKaBHA YCTaHOBA, OaHK, MPOMHUCIIOBE MiAMIPHEMCTBO, TOPTOBA KOMITaHis TOIIIO.

Take 3arajbHe YSBJICHHS NpPO OpPraHi3amilo [103Bojsie cHOpMYIIIOBATH AEsKi
3arajpH1 TpaBwia mooyoBu koproparuBHux IT-cuctem, To6to IT-cuctem B macmiradi
BCi€1 oprauizari.

KopnopatuBna mepeska - 11e Oy 1p-s1ka Mepeka, sika Mpalioe Ha OCHOBI MPOTOKOITY
TCP/IP 1 BukOpuCTOBYE cTaHIapTH I[HTEpHET-3B'A3Ky Ta CEpBICHI MpOrpamu, Kl
3a0e3MevyloTh JOCTaBKy JaHUX KOpHCTyBadam Mepexi. Hampuknaa, kommaHis Moxe

CTBOpHUTH BeO-cepBep Ui myOsiKaiii OroJIoNIeHb, BUPOOHWYHMX IUIAHIB Ta 1HIIAX
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odimiitHuX 10KyMeHTiB. CIiBpOOITHUKH OTPUMYIOTh IOCTYII 10 HEOOX1THUX IOKYMEHTIB
3a JOMOMOT0I0 3ac001B BeO-TIeperisy.

Be6-cepBepu KOoprnopaTuBHOT MEpEXi MOXKYTh Ha/laBaTh KOPUCTYBayaM IOCIIYTH,
noi10H1 10 mociyr [HTepHeTy, Taki K poOOoTa 3 FINEePTEKCTOBUMU CTOPIHKAMHU (MICTSTh
TEKCT, TIIepHoCHIanHs, TpadiuHi 300paxKeHHs Ta 3BYKO3aIlKUCH), HaIaHHS HEOOX1THUX
pecypciB 3a 3alUTOM KIIIEHTIB MEpEeXi, a TaAKOXK HaJaHHS JOCTYIy 10 0a3u JaHux. Y
bOMY KEpIBHUIITBI BCl BHUJABHUYI TOCIYIM Ha3uBaroThca «lHTEpHET-CITyxO0amm»
HE3aJIe)KHO BIJI TOTO, JIe BOHU BHUKOPUCTOBYIOTHCS (B IHTEpHETI 4M B KOPIIOpATUBHIMN
Mepexi).

Sk npaBuiio, KOPIOPATUBHA MEPEKA € TEPUTOPIAIBHO PO30CEPEIKEHOI0, TOOTO
o0'eqnye odicu, Gimii Ta 1HIIN CTPYKTYpH, PO3TAIIOBaHI HAa 3HAYHIN BiJICTaHI OJWH Bij
onHoro. [IpaBuna noGyn0BU KOPHOPATUBHOI MEPEXK1 ICTOTHO BIJIPI3HSIOTHCA Bl IPABUI

CTBOPEHHS JIOKaJIbHOI Mepexi. Lle oOMexxeHHs € pyHAaMEeHTAIbHUM IIPU MIPOEKTYBaHH1

[1].

1.2 llousitTsi KOpnopaTuBHOi Mepexi [P-Tenedonii

B nganuii yac npakTUYHO HEMae OopraHizailiil, SKUM He MOTPIOHI A3BIHKHU 32 MEXI
MiclieBoi TeneoHHOoT Mepexi. Ik MiHIMyM MOTPiOEH 3B’ A30K MIXK KiJTbKOMa reorpadiano
po3HeceHUMU (QiTissMH  OJIHIE] KOMIaHIi abo /3BIHKM Ha MOOUIBHI TenedoHH
CHiBpOOITHHKIB, IO € EKBIBAJEHTOM MIKXMICHKOTO/MIKHAPOIHOTO J3BiHKA. Tomy
3HIDKEHHSI BapTOCTI TENEPOHHOTO 3B'SI3KY € aKTyaJbHHM 3aBJaHHSM [IJISi KOXKHOI
KoMMaHii [2].

Jlist  BupimieHHsT TpoOsieMH 3HWKCHHS BUTpaT Ha 3B'SI30K  HEOOXIJIHO
BUKOPHCTOBYBAaTH MYJBTHCEPBICHI MepexeBi TexHouorii, 30kpema IP-tenedonito. IP-
TenedoHisi — 1€ TeXHOJIOTIs, sika 3a0e3Mneuye nepenady rojiocy 4epe3 Mepexi JaHuX,
BKJIIOYArO4H [HTEepHET. 3aBIAKHU I[bOMY 3HAYHO CKOPOUYIOTHCS BUTPATH Ha 3B'SI30K.

OcHoBHUMU enneMeHTaMu kopriopaTtuBHOi [P Tenedonnoi mepexi € IP ATC 1 VoIP
IIUTIO3U B 3aJIEKHOCTI Bl MOKJIMBOCTEN o0y n0BH Mepexi. [1mo3 VoIP — ue npuctpii,

saxuii 3’eanye TenedonHi diHii (odicHui kKomyTaTop, TesnedoH, ¢hakc) 3 0JHOro OOKY, Ta
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3 IP-mepexero (Hampukian, [HTepHeroM ab0 KOPIOPATUBHOIO MEPEXKEIO JaHMX) 3
iHmoro. Taki VoIP nutio3u BcTaHOBiEHI B KOXHIHM (il KOMIaHii, 3aBASKA 4YOMY BCi
¢iii, OkpiM 3BHYAHHUX TeNe(OHHUX KaHATIB, OTPUMYIOTh JOJATKOBI KaHAJIH
TenedoHHOro 3B’ 3Ky uepes [P-mepexy [2].
[lepeBaru 013uec IP-tenedonnoi mepexi:
— CYTTEBE 3HIDKCHHS BapTOCTI MIXKMICHKUX Ta MI>KHAPOIHUX PO3MOB;
—  MOJKJIUBICTb NMPAKTUIHO HEOOMEKEHOTO T1IKIIFOYCHHS 1HIINUX JIHIMH;
— €IMHA CHUCTeMa MapuIpyTH3alili BUKIWKIB Ta €JUHUN IUJIaH Hymepari y
BIJIJIUICHHI Ta MEPEXI1 BIIIJICHB;
— ayaiokoHGepeHIlii 3 y9aCHUKaMU BiITAICHUX (DT
— MOXJIMBICTh Oprafi3ailii CHCTEMHU €IMHO1 3BITHOCTI (YHI()IKOBAHOTO 3B'A3KY)
JUIsL BCIX CHIBPOOITHUKIB KOMIIaHii, B TOMY YMCII 1 IS THX, XTO Y
BIJIPSJKCHHSIX
— MOXJIMBICTh BUKOPHCTAHHS TEXHOJOTiH mmdpyBanns, Hanpukian VPN, mis
M1JBULIEHHS O€e3eKH TeJle(OHHUX PO3MOB;
— MOXJIMBICTh CKOPOYEHHS BHUTpAT Ha MOOYIOBY Mepexl Mepeaadl JaHuX 1
TenedOHHOT MepexXi MAMPUEMCTBA 3aBSKH IHTETPAIlll MEPEX Mepeaadl JaHUX
1 TesiepOHHOTO 3B'SI3KY;
— 3HWKCHHS 3arajJibHOi BapTOCTI YTpPUMaHHS MEpPEXi Iepeaadi JaHuX Ta
TenedOHHOT MEepexi TiTPUEMCTBA,;
— MOXJIMBICTh OpraHi3allii 0JHOTO KOPIOpaTUBHOTO abo po3mnoauieHoro call-
HEHTPY.
IcHye KisbKa MiAXOAIB 10 TOOY0BH KOPIIOpaTHBHUX Mepex [P-tenedonii, sxi mu

PO3TIEIHEMO )IOKJIa)IHiIIIG.

1.3 KopnopatuBna mepe:ka IP-tenedonii Ha 6a3i VolP-uwio3iB

[e#t BapiaHT HalnpocCTiMil 1 HaliMeHIl PyHKIIOHATIbHUIA. B 1lboMy BUMajaky B

KOXKHOMY 3 BIJIIJIEHb BCTAHOBIIOETHCS VOIP 1utio3, sikuil migKII04aeThesl 1O BUIBHUX
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noptiB odicHoi ATC, saxmio B odici ii Hemae, a6o B ATC Hemae BiIIbHUX MOPTIB, TO €
OKpeM1 IPUCTPOI, SKI MIAKIIYATECA 10 HUIo3y VoIP, Ta BUKOPUCTOBYBaTUMYThCS
JIUIIE I BHYTPIIIHIX A3BIHKIB KOMIIaHii. TakuM YHHOM KOMIIaHisl OTPUMYE JT0IaTKOBI
KaHaJIM 3B'A3Ky uepe3 [HTepHeT, sKi MOKyTh BUKOPUCTOBYBATHUCS JIsI O€3KOIITOBHOTO
Tene(pOHHOro 3B'SI3Ky MK (umisimu kommadii. [Ipuknaz qaHoro BapiaHTy MU MOYKEMO

po3riisiHyTH Ha Pucynky 1.1

eHTpaabHIII oic

@ Oq;jfua .i\TC @

.

& S & S >

]
Miui-ATC

N

Pucynox 1.1 — Koprioparusna mepesxa [P-tenedonii Ha 6a3i VolP-nito3iB

[TepeBaroro mpOro BapiaHTy € HU3bKa I[iHA IPUCTPOTO.

Henoniku 1ip0ro Bapianty - moTpiOHI BUibHI moptu B odicHii ATC, HeoOxigHO
nepenporpamyBatu opicHy ATC, nonaBanns HoBux BiaaaeHs (VOIP muto3iB) notpedye
nepenporpaMmyBanHs Bcix VOIP nuiro3iB, HeMae MOMKJIMBOCTI MiIKITIOUATH BiIUICHHS

a0o0 BiJITaNICHUX CIIBPOOITHUKIB, K1 HE MalOTh cTaTuyHy |P-anpecy no mepexi [2].
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1.4 KopnopatuBHa mepe:xa [P-tenedonii Ha 6a3i [IP-ATC

Omnucani BUIE MOXIJIMBOCTI MoOymoBu KopropaTuBHOi [P-Tenedonnoi mepexi
MOKJIMKaH1 BUPIIIUTH MPoOJIeMy 3HHKEHHs BapTOCTI TeIe(OHHUX PO3MOB MIXK odicamu
KoMmaHii. SIKio KoMmaHisi 3aiikaBjieHa B MOOyJ0Bl OaraTopyHKI[IOHAIBHOI CUCTEMHU
3B'3KY, sAKa 3'€IHAE BCl BIOAUICHHSA, HeoOximHo BcraHoButu I[P ATC. 3apmsku
BcTaHoByieHHIO [P ATC BraeThcs HE TUTBKHM 3HU3UTH BapTICTh TeIe()OHHUX PO3MOB, alie
i OpraHizyBaTH €JUHUN NOPOCTIP CHUIKYBAaHHSA JUIsl BCIX CHIBPOOITHHKIB KOMMaHIi
HE3aJIeKHO BiJI iX MICIE3HAXO/KEHHS (3 €JMHUM TUIAaHOM HyMepallii, € JMHOI0 CHCTEMOIO
pPO3MEXKyBaHHS MpaB a0OHEHTIB 1 €UHOIO0 CUCTEMOIO YIIPABIIIHHS).

[Ipm Takiii opranizamii 3B'I3Ky TOBHICTIO BUKIIOYAETHCA TPAJULIIHHHMI
MDKMICBKHI 3B'I30K 1 MDKHApOJIHUM 3B'S30K (MK odicaMH), 10 3HAYHO CKOPOUYE
BUTpATH KommaHii. 3 1HmOro OOKy, MpaliBHUKK BIJAUICHHS 30BCIM HE BIAYyBalOTh
TEPUTOPIATBHOT JUCTAHIT — CIUIKYBaHHS MK HUMH BIJOYBA€THCA IMPOCTO HMUISTXOM
Ha0Opy BHYTPIIIHBOTO HOMEpPa a0OHEHTA.

Kpim Toro, came [P ATC Hamae kopucTyBadeBi pi3HI BHAM MOCIYT - IMAPOKUHN
HaOlp cepBiCHUX (YHKIIM, 3aBASKA SKUM MIABUIIYETHCA €()EKTUBHICTH pPOOOTH
CHIBPOOITHUKIB KOMIIaHIi, EKOHOMHUTBCS poOOUMil Yac, MPOJYKTUBHICTh 1 €EKTUBHICTb
YOPABITIHCHKUX PIICHh 3HAYHO MIABUIIYIOTHCS. [Ipukitan qaHoro BapiaHTy MU MOKEMO

po3risiHyTH Ha Pucynky 1.2.
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HenTpanbuuii odic
Odicra ATC
My OV=ATC ay
| g -
@—- { -——‘@ IP-tenathoru
N
dy—— oy &
é\i—m\'oﬁ-’-ms-xox@‘rarop KOMITIOT2p i3
Quintum Tenor codrdoroM
Pixia 3
Bignansue A
pobous aicus

VolP-nmmos-KoMyTaTop
Quintum Tenor

Misi-ATC

Pucynok 1.2 — KopnopatusHa mepexa [P-tenedonii Ha 6a3i [IP-ATC

OcHoBHi napameTpu Ta ocobnusocti [P ATC:

— (QyHKUli MapmpyTu3alii BHUKIMKIB — PI3HI CIOCOOM PO3MOAUTY BXIJIHHX
BUKJIUKIB Mk aDOHEHTaMH, MPSMUHN BHYTpimHIN goctym 1o cuctemu (DISA),
npsiMuit HaO1p BXiaHUX BUKIUKIB (DID), rpynoBuii BUKINK, yepra BUKIUKIB;

— (QYHKIiS yNOpaBIiHHS BUKIUKOM - YTPUMaHHS BUKIHKY, TEPEXOIUICHHS
BUKJIMKY, TIepeapecairisi BUKIUKY;

— odicHi Qynkmii - ronocoBe meHi0 (IVR), KOHTpOJb BIJABITYBAaHOCTI, 3amuC
PO3MOB, KOH(EPEHII-3B'SI30K, MPOCITYXOBYBaHHS pPO3MOB, TOJOCOBA IIOIITA,
SJIEKTPOHHUH (haKc;

— cucteMHl (QyHKIII - BHU3HAYEHHS TMIpaB KOPHUCTyBaya, IICHTpai30BaHe
BU3HAYCHHS IIpaB YYacCHUKIB, aBTOpPHU3aIlisl KOpPUCTyBaya 3 IIpaBaMu
I IKITFOUEHHSI, BEJICHHS CTATUCTUKH BUKJIUKIB.

Kpim Toro, BCi 111 MOKITMBOCTI JOCTYIHI BCciM aboHeHTaM [P-ATC, He3anexxHo Bij

TOTrO, B siIkoMy O(ici BOHU 3HaxoAsAThcs. Takox ciij 3a3HauuTH, 1mo [P- ATC nanae

MO>KJIMBICTh HEOOMEKEHOTO 301IbIIEHHS KUTBKOCTI aDOHEHTIB, SIK B TOJOBHOMY Odici,
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Tak 1 y (uIsgX, a TaKok MOXKJIUBICTh MIAKIIOYEHHS CHIBPOOITHUKIB, SIKI MPaIIOIOTh
BIIOMa, 10 Tele()OHHOT MepesKi MiIpPUEMCTBA.

VY upomy BapiaHTi oprasizailii Mepexi koprnopaTuBHoi [P-Tenedonii B ro1oBHOMY
o(icl BCTaHOBIIOETbCS CepBEpHUI a00 mporpaMHo-anapatauil komiuiekce [P-ATC, axuit
3a0e3nedye ynpaBilIiHHS J3BIHKAMU MDK yCiMa yYaCHHKaMU KOPIIOPATUBHOI MEpEexi.
AOOHEHTH MOXYTh MIAKIIOUATHCS A0 MEPEXl PI3HUMH CIocobamu: BiajgayieHl odicu
NiIKII0YaThes yepe3 VolP-nuto3, BigganeHi poboui micus yepes [P-tenedonu ado
KOMIT'IOTepH 3 TporpamMHuM 3abe3nedeHHsM [P-tenedoniB (codrdoH), MOOiLIBHI
CHiBpOOITHUKK dYepe3 cMmapTdoHu 3 BOymoBanuMm SIP-kmientom. Takum 4uHOM, yCi
CHIBpOOITHUKM KOMIaHii, SIK1 MIAKIIOUEHI 10 [HTepHeTY, € ydYaCHUKaMU KOPIIOPATUBHOL
Mmepexi [P-tenedonii 1 MOKyTh OE3KOIMITOBHO I3BOHUTH OY/b-IKOMY IHIIIOMY YYaCHUKY

Mepexi [2].

1.5 SoftSwitch

CodreBiu  (amrm.  Softswitch —  mporpamHuii  KOMyTaTtop,  TaKOX
BUKOPUCTOBYEThCSI Ha3zBa «COQPTCBIU») — THYYKHHA MPOTrpaMHUN KOMyTaTop, IO
3abe3neuye QyHKIT TeTe(OHHOro 3B'13KY, OJIMH 3 OCHOBHUX €JIEMEHTIB MEPEXK1 3B'A3KY
HoBoro mokomHAS NGN. [IporpamMHuii KOMyTaTop BUKOPUCTOBYETHCS JJIsI KEPYBAHHS
mepexero NGN 1 npusHaueHuit s BIAIIIEHHS (PYHKIIM KepyBaHHS 3’ €THAaHHSIM BIJl
¢ynkuiid komyrauii. [IporpamMmHuil KOMyTaTOp MOE MPAIIOBATH 3 BEJIMKOI KUIBKICTIO
a0OHEHTIB 1 B3aEMOJIISITH 3 CEpPBEpPaMU J0JIaTKIB, TATPUMYIOUH BIIKPUTI CTaHAapTH. BiH
€ HOCIEM IHTENEKTyaJbHUX MOXJIMBOCcTeH [P-mMepexx, KOOpAMHYIOUM YIpaBIIiHHS
00poOKOI0 TeneOHHUX BUKIUKIB, CHUTHami3alil0 Ta (QyHKIIi, sKi 3a0e3MmedyroTh
MIJKITIOYEHHsT OfHIeT abo KIIbKOX Mepex. [IporpamMHuii komyTatop Moxke OyTH
nporpaMHUM 3a0e3MeYeHHsIM (3BiAcH cJIOBO «softy) Ha Oynb-aKoMy cepBepl 4u
BipTyasibHIM MamuHi, a6o APK — croemiankHUM TPHUCTPOEM 13 BCTAHOBJICHUM
pOrpaMHUM 3a0€3MeUeHHIM, 200 HaBITh MEPEKEBUM KJIACTEPOM CEPBEPIB UM MPUCTPOIB

13 BCTAHOBJICHUM IIPOTPaMHUM 3a0€3MEYCHHSIM, SK1 JIIIOTh K €auHe miie [3].
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Y xoai po3BUTKY TeiaeOHHMX MEpek 1 Mepex Mepenadi JaHuX CKiaiacs
xkoHuenuist NGN, sika 3a0e3neuye kouseprenuito [P-reneponnnx mepex 3 TOOII, ISDN,
IHTEJICKTyIbHIMH MEpeKaMu, Mepekamu MOO1UIbHOTO 3B's3ky Ta InrtepuHerom. [lns
poboTu 3 yciMa MepekaMHM Ta TUIIAaMHM CUTHami3auii O0yjlo po3poO0JIeHO MporpaMHUi
komyTaTop Softswitch, sikuii ctaB siIpoM MyJIBTUCEPBICHOT MEPEXI.

Mixunapoauuit koncopiiym Softswitch ISC (International Softswitch Consortium),
nizHime nepeiimeHoBanuii Ha [PCC (International Packet Commu), 6yB cTBOpeHMil y
1999 pomi gk mepina opraHizallis, ska 3aldMaeThcs 3a0e3MeUeHHSIM JOTPUMAHHS
cranaaptiB Softswitch 1 3a0e3medyeHHsIM CyMICHOCTI pi3HMX TexHousoriii Softswitch.
IPCC Bxitouana poboui rpyIu, siki 00roBOprOBajiu apXIiTEKTypY, HOCIYTH, MPOTOKOIH Ta
MapKETHHTOBI TUTaHHS Softswitch.

Kopmopariss  Lucent Technologies ©Oyma mnepmmM — BUPOOHHUKOM, — SIKHA
npoaeMoHcTpyBaB Softswitch sk komepuiitauii mpoaykr. Ile cramocs B 2001 pomi Ha
suctaBiii CeBIT. Leii Softswitch € 6araTodyHKIIIOHATBHOIO IPOIPAMOBAHOK CHCTEMOIO
KEpYBaHH4, sIKa I03BOJISIE ONlepaTopaM MIBUAKO CTBOPIOBATH Ta PO3TOPTATH HOBI CITYKOH
y cBoix mepexax IP ta ATM.

Worldcom i Level 3 Oynu nepiimMu, XTo peatizyBaB po3IIMPEHI MPOrpaMHi 30HH

KoMyTarii [3].

1.6 Apxitektypa SoftSwitch

BignosigHo 10 mogeni apxitektypu Softswitch, pospo6nenoi Koncopiiymom
IPCC, noctynHi yoTpu piBHI QyHKIIIOHATHHOCTI:
— TpaHCHOPTHA IUIOIIMHA - BIJIMOBIA€ 32 TPAHCTIOPTYBAHHS MOB1IOMJICHb Yepe3
Mepexy 3B's3Ky. Bxitouae Tpancnioptaumii nomen [P, momen B3aemoii Ta joMeH
JOCTyIy Biapi3HeHui Bix IP;
— piBEeHb YIOPABIIHHSA TOJIOCOBHMH Ta CHUTHAJIBHUMHU TMOCIyTaMH — Kepye
OCHOBHMMH  eneMeHTamu Mepexi [P-tenedonii. Bxmouae  mpaiiBep

MeIIallTI03y, areHT MiAKIIOUEHHS, TeUTKIIEep;
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— CEpBICHO-TIPOTpaMHUI PiBEHb — 3/IACHIOE YIIPABJIiHHS MOCIYraMu B MEPExKi.
Mictuth cepBepu noaatkis i cepepu ABO (1Hu1i Buau nocayr);

— pIBEHb ONEPALINHOrO YNpPABIIHHSI — 3alMAEThCS AKTUBALIEI0 AOOHEHTIB 1
MOCIIyT, OOCITyrOBYBaHHSIM, BHCTABJICHHSIM  paxyHKIB Ta  IHIIUMHU
oTepaliiHIMHK 3aBJaHHSIMH.

OcHoBHUM 3aBHaHHIM SOftSWitCh € koopauHaIis piI3HUX MPOTOKOIIB CUTHAII3AITIT
000X MEpEeX OJTHOTO TUITY, HAIIPHUKJIIA, Mpu oeaHaHH1 Mepex H.323 1 SIP, a Takox ko
Mepexl KOMyTallli KaHaJliB B3a€MOII0Th 3 Mepexamu |P.

OCHOBHUMHM THIIAMHM CHUTHami3aIlli, sIKi BUKOPUCTOBYIOTHCS TMPOTPAMHUMH
KOMYTaTOpaMH, € CUTHaII3aIlis 1Jisd KepyBaHHS 3’ €IHAHHSAM, CUTHATI3AISA JJIs PI3HUX
MpPOrpaMHUX KOMYTATOpiB, $IKI B3a€EMOJIIIOTH OJWH 3 OJHUM, 1 CHUTHami3alis s
KepyBaHHS TPAHCIOPTHUMHU BOpOTaMU. B maHWii 4Yac OCHOBHHMH MPOTOKOJIAMHU
curHamizamii ans ynpasiaiHHsa Bukiukamu € SIP-T, OKS-7 1 H.323. OnimioHaibHO
BUKOPUCTOBYEThCS  0a3oBuii  mpotokon jgoctymy ISDN, E-DSS1, mnpotokon
a0OHEHTCHKOTO JIOCTYyMy 4epe3 iHTepdeiic V5, a TakoK YMHHA CUTHAJI3aIlisl BUIIJICHUX
kaHajiB curnaizamii CAS [3].

OCHOBHUMU MPOTOKOJIAMH CUTHATI3aIlll 1)1 KEPyBaHHS TPAHCTIOPTHUM IILTIO30M
e MGCP i Megaco/H.248, a 0CHOBHMMHM MPOTOKOJAMH CHTHATI3aIli IS 3B 3Ky MiX
nporpamuumu komytatopamu € SIP-T 1 BICC.

3aBasgKM JOCTYIy J0 PI3HOMAaHITHUX Mepex 1 mporpam Ha 0asi Softswitch
HabaraTo MpoCTillle OPraHi3yBaTH Pi3HOMAaHITHI BUJIU MOCYT 1 TOAATKOB1 BUU TTOCITYT:

— TloBHuil HaOlp cyyacHUX Teae(OHHUX IMOCIYT, TaKUX SK IHTEJIEKTyajbHa
MapuipyTH3allis BUKIWKIB Ha OCHOBI JOCTYMHOCTI aOOHEHTa, O4YiKyBaHHS
BUKJINKY, TPUCTOPOHHS KOH(EpEeHIlis, YTpUMaHHS Ta TMepeKiaj] BUKIHUKY,
NapKyBaHHS Ta MPOCIyXOBYBaHHS, OaraTokaHajibHI Ipyny aOOHEHTIB TOLIO.

— Ilpu3HaveHHs TPSAMUX MICBKUX HOMEpIB A0 Oyab-sSKOi 3 JiHIN, M03BUT 200
0JIOKYBaHHSI OKPEMHX BHJIIB BX1JHOT'O/BUXITHOTO 3B'I3Ky Ha HUX, OTPUMAaHHS

CTATUCTUKHU J3BIHKIB.
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— IIupoki MOXJIMBOCTI IMAKIIOUCHHS Ta BIAKIIOYCHHS IIOCIYr Ha TIEBHIN
TenedOHHI JiHIi 32 JOMOMOT0I0 KO1B aKTUBAllli, HaOpaHuX 3 TenedoHny, yepes
BeO-1HTEpdeiic, uepes romocosuii moptan IVR, uepe3 meHto Tenedony.

— T'ojocoBi mOCIyru, Taki SK TOJIOCOBA TIOIITAa, 3 MOXKJIMBICTIO BiIIIpPaBKH
OTPUMAHOTO TTOBIJOMJICHHS Ha €JICKTPOHHY IOIITY TOIIIO.

Cooroani  mpuitHaTO  po3autsatu  Softswitch Ha  HasABHICTH/BIACYTHICTH

a0OHEHTCHKOI 0a3u Ta B3aEMOJIII0 3 KIHIIEBUMH IIPUCTPOSIMHU.

Codreiu IV knacy mnpu3HaueHUW s Opradizauii TPaH3UTHOTO LIEHTPY B
Mepekax JIeIKuX ornepaTopiB. BiH 3M1HCHIOE MapIIPyTH3AIIIO Ta PO3MOIL 3’ € JHaHb B [P-
Mepexax Ha TPAaHKIHTOBOMY PiBHI, 3a0€3MEUyIOYM TPAH3UT 1 Mepepo3noaur Tpadiky,
OTPUMAHOTO 3 PEriOHAJIbHUX CErMEHTIB [3].

[Tporpamuuii komytarop Class V - mporpamHi KoMmyTaTopu KJ1acy 5 BiAPi3HIIOTHCS
3MIaTHICTIO TIpaIfoBaTH O€3MOCepeHh0 3 KIHIICBUMH KOPHCTYBauaMH MEpPEXKi Ta
HA/IaBaTH iM K TPAHCIIOPTHI MOCIYTH, TaK 1 1oaaTtkoBi Buau nocayr (JIBO) [3].

IcHyOTh TakoXX YHiBepcajdbHI a00 KOMOIHOBaH1 pIIIEHHs, SKI Ha3WBAIOTHCS

KiacoM 4/5.

1.7 llpukaagu SoftSwitch

CTBOpeHHSIM MpOTpaMHUX KoMyTaropiB Softswitch ans wmepex 3B'SI3Ky
HactynHoro nokodiHHsa (NGN) 3aiimaroTecsi 6arato BilomMux komnasii: Avaya, Nokia
Siemens Networks, Alcatel-Lucent, Ericsson, Unify, Nortel, Cisco, Huawei, Samsung ta
1HIII.

PimmenHst 17151 KOpmOpaTUBHUX MEPEK 3B'SI3KY:

— 3CX - IP-ATC s BHYTpIIIHIX KOPIOPATUBHUX KOMYHIKALIIi,

— Avaya Aura — IP-ATC Tta po3BuHEHa €KOCHCTEMa IOB'SI3aHUX MPOIYKTIB

(uuTr031B, cepBepiB, TenedoHHUX NpucTpoiB). Bupoouumnrso: CIIIA.

— CommuniGate Pro - cepBep enekTpoHHOi ot Ta IP-Tenedomnii.
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— Cisco Call Manager Express (CME) Ta Unified Call Manager (CUCM) — IP-
ATC Ta 61111 ckinanne 6araronpodinbHe pimeHHs. Bupoouunrso: CLIA.
PinienHs aJist oneparopis 3B'SA3KY:
— Huawei SoftX 3000 — 6araTonpodinbHa matgopma it 00CITyTOByBaHHS Bif
KUIBKOX COTE€Hb THUCSY JO KUIbKOX MiIbHOHIB aOoHeHTiB. Bupoonuk KHP.
3acHOBaHa Ha BJIACHOMY YCTaTKyBaHHI.
— Iskratel SI-3000 — amapatHO-pOrpaMHHI KOMIUIEKC OIIEPATOPCHKOTO PiBHHI.
Bupo6uunrso: CioBeHis.
— BroadSoft UC-ONE (BroadWorks) - AIIK. Bupoonunrso: Kanamga. 3 2017
POKY € 9acTuHOIO MpoaAyKTiB Cisco i OLIbIIIe HE PO3BUBAETHCS.
CHuTbHOTH MPOTPAMICTIB 3 YChOT'O CBITY PO3BUBAIOTh TaKi MPOrpaMHi KOMILIEKCH,
SKi, 32 HAJIEKHOTO PIBHA 3HAHb, MOXYTh BHUKOPHCTOBYBATHCS SIK KOHCTPYKTOP JIst
CTBOPEHHSI BIJITIOBIAHOTO BY3JIa 3B'SI3KY.

OpmuuM 3 HaltmonyJisipHimKX 6e3komToBHUX Softswitch € Asterisk Ta Horo moxiaHi
(FreePBX, Elastix). Cepem cucreM 3 BIIKPHUTHM KOJIOM BIiJJOMI TaKoX yate i

FreeSWITCH, o nabupae nomnysipHocTi. Po3risiHemo neski 3 Hux.

Asterisk

Asterisk — incTpymeHT muist opranizanii kopriopatusaoi ATC (VIIATC).

Ile BinbHE pimieHHs KOMI'toTepHOT TenedoHii (3okpema VolP) 3 Bigkputum
BUXIJTHUM KOJIOM Bij kommanii Digium, crmodatky po3pobiene Mapkom Crercepom.
Honatok mpaioe Ha onepariiinux cucreMmax Linux, FreeBSD, OpenBSD Ta Solaris Ta
iH. IM's TpOEKTY MOXOIUTH BiJ Ha3BU cHMBOJY "*" (aHTII. asterisk - "3ipouka") [4].

Asterisk B KoMIIIEKC] 3 HEOOX1AHUM 00JIaTHAHHAM Ma€ BC1 MOYKJIMBOCTI KJIACHYHOIL
ATC, miarpumye O6e3nmiy VolP-mporokoniB 1 Hamae OaraTi (QyHKUIi yHOpaBiIiHHSA
J3BIHKaMU, cepel] HUX:

— T'osocosa nomira.

— Kondepenrr 3B's130k.

— IVR (iHTepakTHUBHE TOJIOCOBE MEHIO).
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— llentp 00poOku A3BiHKIB (IMOCTAHOBKA J3BIHKIB y 4YEpry Ta PO3MOILUT iX 3a
aOOHEHTaMHU, BUKOPUCTOBYIOUH Pi3H1 aITOPUTMH).
— Call Detail Record (moknaaHuii 3amuc mpo BUKIIUK).

— Inrerpauis i3 CRM-cuctemamu.

FreeSwitch

FreeSwitch — iHCTpyMEHT JUIsl CTBOPEHHS TEIICKOMYHIKAIIHHOTO By3J1a 3B'S3KY Ta
obciyropyBanHs ~ VolP-tpadiky. Ile Biakputa TenedonHa rmaatdopma, 110
PO3MOBCIOJIKY€ETHCS Y BUXITHUX KOAAX, CTBOPEHA /IS 33J0BOJICHHS IOTPeO Y KEPOBAHUX
rojlocoM ab0 TEKCTOM CHCTeMax, 10 MacITabyrThesa Big codTdoHy a0 codTcBiva.
FreeSWITCH moxe OyTtu Bukopuctanuii sk komyrarop, ATC, menia nuito3 abo mezia
cepBep s nmoxatkiB IVR, mo BukopuctoBytoTh mpocti abo XML ckpuntu s
YIPaBIIHHS aIrOpUTMOM 00poOKHM a3BiHKA. [linTpumye pizHi nmpoTokoinu, Taki sk SIP,
H.323, IAX2 1 Google Talk, mo no3Bonse B3aemoniatu 3 sipX, OpenPBX, Bayonne,
Yate, abo Asterisk [5].

FreeSWITCH mniarpumye Oarato cydacHux MosxiauBoctel SIP, Takux sk
npucyTHicT/BLF/SLA, TCP TLS 1 sRTP. Bin Moke BUKOPHCTOBYBATHUCS SIK TIPO3OPUI
MPOKCi-CepBep 3 MPOKCYBaHHSIM MeEAianoToKiB abo 0e3 Hboro, mpamtoBatd 3 T.38
(mpokcyBanHs Ta niepetBopenHs T.38 B T.30 1 Ha3ax) Ta 1HII HPOTOKOJIH.

Takoxx miATpUMY€ BY3bKO- Ta IIMPOKOCMYTOBI KOJEKH, IO POOHUTH HOro
17IealIbHUM MOCTOM CTapuX MPHUCTPOiB Yy MailOyTHe. ['010COBI KaHamu Ta KOH(epeHiii
MO>KYTb IpallOBaTH Ha yacToTax §, 16, 32 ta 48 kHz Ta 103B0ONAI0TH 00'€AHYBAaTH KaHATIU

3 pi3HUMH YacToTamu [5].

Yate

Yate (anrn. Yet Another Telephony Engine — 1ie ogna tenedonna cucrtema) —
BUIbHAa 1 Oe3komToBHa mporpamHa VOIP-cuctema, npusHaueHa [uisi CTBOPEHHS
tenepoHHUX [P-ATC 3 IIMPOKUMH MOXKIMUBOCTSMH.

Yate miagrpumye ocHoBHI npoTokosu IP-tenedonii, Taki sk SIP, H.323 ta IAX, a

TaKoX mepeaava mesia-nanux 3a nporokoiamu RTP/RTCP 3a gonomoroto G.711 a6o 3
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KoayBaHHsAM pizaumu kojaekamu - GSM 06.10, iLBC, Speex, AMR-NB. Ilpuiiom Ta
nepenaya (akciB merogamu G.711-inband (A-law a6o mu-law) Ta T.38. [{nst po6oTu 3
TEKCTOBHUMHU MOBiToMiIeHHs MHE icHye miaTpumka SIMPLE ta nporokony XMPP (Jabber),
a Takox Horo posmmmpenHs Jingle [6].

JuctpuOyTuBr Yate BKIIOYAIOTH CEPBEPHY Ta KIIEHTCHKY YAaCTHUHY, CaMe TOMY
MOHA TOBOPUTH PO MOBHOIIIHHY cuctemy VolP.

CepBepHa yacTuHa yate € cepBepom IP-tenedonii, 3 mMATPUMKOIO CTaHIAPTHUX
byHKIIA, TakuX SK pEecTpallis KIHIEBHX TEpPMIHAJIB, OOpoOKa 1 MapmipyTH3allis
BUKJIMKIB, B3aemoist 3 VolP-mmro3amu. Ha cepBepi MOXKyTh peanizoByBaTUCS J0IaTKOBI
nociyru, Taki sik IVR, call-uentp, kaptkoBa tenedoHnis.

Kiientceka mporpama YateClient ayis KiHIIEBUX KOPHUCTYBadiB Ma€ MPOCTHUM
rpadiuauii iHTEepdelic, 11e KIacCuYHUuM nporpaMHuuii Tene@on (coPpTdoH) 3 MATPUMKOIO
00OMIHY TEKCTOBHMH IOB1IOMJIEHHSIMU 3a MPOTOKoJI0oM XMPP.

CepBep Ta KIII€HT yate MOXKYTh MTPAIIOBATH M1 yIIPABIIHHIM ONEPallIfHIX CUCTEM
Windows, Linux (Mandriva, Ubuntu Ta in.), Mac OS. YateClient, kpiM 1HIIIOT0, TAKOX

nocrymauid st FreeBSD [6].

FreePBX

FreePBX sBnsge co6orwo BeG-opienTtoBanuit GUI (rpadiunmii iHTEpdeiic
KOPHUCTYBaya) 3 BIAKPUTUM BUXITHHM KOJIOM, IKUH BUKOPHCTOBYETHCS JIISI KOHTPOJIIO Ta
ynpasmiaas Asterisk (PBX), - open source cepsep 3B'si3ky. Ilpoctumu cnoBamu 1ie
oe3kormToBHUI moptan s kepyBanHa ATC Asterisk 3a momomororo BeO-iHTEepdeiicy.
FreePBX nomuproersces mia minensieto GNU General Public License (GPL), minensii 3
BIJIKpUTUM BUXiTHUM KostoM. L{eii mporpaMamii makeT Moke OyTH BCTAHOBJICHHUI BPYyUHY
a00 y CKJIaJl MonepeIHbO HaIamToBaHOro qucTpuOyTuBa FreePBX, no sxoro BXonsTh:
omepariiiina cucrema, Asterisk Ta FreePBX GUI 3 noTpuMaHHsM ycCix 3aiexHOCTeH [7].

FreePBX Distro — Ha#0iabI1 ONTHMAaIbHA CHCTEMA IS BIPOBAIKEHHS Teae(oHii
Ha 0Oa3l Asterisk y KoMmaHisX Majoro, CepeaHbOr0 Ta HaBiTh BEIHUKOTO OI3HECY.

Hanexuts komnanii Sangoma Technologies Corporation.
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B uinomy FreePBX nysxe cxoska Ha 3BnuaitHy anajgoroBy ATC 3 HaGopoM BXiTHUX
1 BuxigHux JiHid. Ile oauH 13 HAWJOCTYHHIMIUX 1 MEPEBIPEHUX TUCTPUOYTHUBIB ISt
Asterisk. Y 0a3oBiii Bepcii KoprcTyBadi MarOTh OE3KOIITOBHI BHYTPIIIHI J3BIHKH Ta
J3BIHKA Ha 30BHIMIHI JiHII. € MOXJIMBICTh 3alKMCYBaTH PO3MOBHU, HAJIAIITOBYBaTH
r0JIOCOBE MEHIO 1 MOIITY, a TAKOK BIAMPABIATH NOBIJOMIICHHS HA €JEKTPOHHY IOIITY.

VYei mi dyHKIIT MOXKHA BHUKOPHUCTOBYBATH, IMAKIOUMBINKM mporpamHy ATC
nmpoBaijiepa, ajie Takl pillICHHS MalTh psja oomexeHb mopiBHsSHO 3 FreePBX. Ilei
JTUCTPUOYTUB HAMKpaIe MiaXxoauTh i1 komnaHii 13 10-100 criBpobiTHHKaMHU.

FreePBX BapTOo BUKOPHCTOBYBATH 3 KiIbKOX mpuuuH. [lo-Tiepie, B HhOMy € BcCe
HeoOX1He /17151 CTBOpeHHs oBHOLIHHO1 oicHOi [P-ATC. [lo-npyre, FreePBX nocrtiiino
oHoBmoeThes. [lo-Tpete, FreePBX mae xopomry cucremy Oe3neku, OCKUIBKH HE Ma€
CTaHAAPTHUX MapoJIiB, OKPIM TOro, mporpama 6e3neku Fail2Ban BcTaHOBIIOETHCS pa3om
3 IUCTpUOYTUBOM, BOHA HE JIO3BOJIIE CTOPOHHIM KOPHUCTyBauaM MiA0MpaTH Mapoji Ta
OTPUMYBAaTH JOCTYN JIO0 CHUCTeMH. Takok, BcTaHoBlieHHS FreePBX He mnorpebye
0COOJIMBUX HABUYOK 3aBJIIKU IPOCTOTI IHTEPPEICy.

KopuctyBaui FreePBX wmaiore goctym m0 moBHOTO crekTpy GYyHKINNA, SKi
npornonye BipryansHa ATC:

— OE3KOIITOBHI I3BIHKUA BCEPEANHI CUCTEMH;

— 1HTerpauis 3 ycima HainonyJsipHimmumu CRM cucremamuy;

— BIJICOKOH(EPEHITIS;

— wMeHwo IVR;

— THYyYKa mepeajapecariist J3BiHKIB;

— T0JIOCOBA TOIITA;

— dakc;

— 3aIKcC pO3MOBHU;

— CTaTUCTHKA 3aBaHTAXKECHHSI.

ATC na 6a31 FreePBX 5ierko MacitaOyroThCs, 110 103BOJISE 301TBIITUTH KIJTBKICTh
a0OHEHTIB a00 30BHINIHIX JIiHIK. /|1 BOro TOCTaTHHO BCTAHOBUTH JIOAATKOBHH IILIIO3

a00 MiJKIFOYUTH MporpaMHe 3a0e3nedeHHs (TeaedoHn), MOKIMBA TAKOXK THTErpalis 3
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TeneOHHUMU JiHIAMHU. TakoK MOXKHA HAJIAIITYBAaTH NIepeapecaliito Ha CTallioOHapHI Ta

MOO1TBHI HOMepH [7].

B manomy po3aini po3risiaanocs: TOHSATTS KopropaTuBHOT Mepexi |P-tenedonii,
nepeBary rnepej aHaJoroBUMHU CUCTEMaMHu 3B’ SI3KY, ii oOyaoBu Ha 0a3i VOIP-nuio3iB Ta
Ha 0a3i IP-ATC, takox Oyyo po3rissHyTO 10 Take Softswitch, #oro apxitexrypa Ta
MPUKJIAJAH POTPAMHUX KOMYTATOPiB. BUX0AsiUM 3 IbOTO PO3/ALITY, MOXKHA 3pO3yMITH 1110
IP-Tenedonist mae psig nepesar, Takux SK:

Exonomis. Ilinkmouenns ta BukopuctaHHs [P-tenmedonii Habarato meresiie
BCTAHOBJICHHS 3BUYalHUX TenedoH1B. PI3HUIM 0cO0JIMBO MOMITHA, KOJIM BaM MOTPiOHO
J3BOHUTH B IHILI MiCTa a00 KpaiHH.

IHonermenHst po6oTH Ha BiAcTaHi. Y KOMMaHIAX 3 BEIMKOI KUIBKICTIO O(icCiB 1
¢buriii € HeoOX1AHICTh 3a0e3MeyeHHs] XOPOoILIoi KOMYHIKAIi MK CIHIBpOOiTHUKaMHU. [
BcTaHOBJeHHs [P-Tenedonii Bxke OaraTo poKiB BBAXKAETHCS HAWKpAIIUM BUPIMICHHIM
1i€i mpooemMu.

@dynkuionanbHicTb. BcTanoBuBmm [P-tenedonito, BU HE TUIBKM OTPUMAETE
JIEIIeBUH 1 3pyYHUH c110Cci0 TenedOHHOTO 3B'3KY, a ITIe ¥ pO3MTUPEH]I MOKIMBOCTI TAKOTO
3B'A3Ky. 3a JIOMOMOTOK0 JOJATKOBUX CEPBICIB BH MOXKETE€ HAIAIITYBaTH TOJOCOBY
NOIITOBY CKPUHBKY, aBTOBIJNOBI a4, 3al1C pO3MOB, KOH(epeHLIi Ta 6arato 1HIIoro.

IIpocre nigkawvenns. Ha BinmiHy BiJ 3BHUaiiHOi TenedoHii, mpy HaJalITyBaHHI
IP-3'ennannss He mNOTPIOHO mpokianatu OaraTo KaOediB 1 BCTAHOBJIIOBATH 0Oararto
nopororo obnagHaHHSA. Beck mpoliec MiAKITIOUEHHS 3aiiMae qyke Majo dacy, a BCl
IPUCTPOI 3aiMarOTh HEOAraTo MicIs.

O0'ennannsa B ATC. VYV BeauKuX KOMIIaHIM 4YacTO BUHUKAIOTH MPOOJeMHU 3i
3B'I3KOM 4epe3 Te, [0 BOHU MiAKIIOYCHI 10 KUTbKOX Tele(OHHHUX CTaHIIM OJHOYACHO.
Bcranosusmm IP-tenedoniro, MoxkHa 00'e1HATH 1X 1 3HAYHO CIIPOCTUTH MapPIIPyTU3AITI IO

JI3BIHKIB.
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2. TOCJIIKEHHS MPUHIUIIIB IHCTAJIALIL TA KOH®ITYPYBAHHS
I'HYYKOI'O KOMYTATOPA FREEPBX'Y BIPTYAJIBHOMY CEPEJTOBHIIII

2.1 IIporpamue 3ade3neuyennst Oracle VM VirtualBox

Oracle VM VirtualBox - maitnomysisipHimie y cBiTi kKpoc-tuiarGopMHe porpaMmHe
3a0e3IeueHHs U BipTyasizallii 3 BIIKPUTUM KOJIOM - JIO3BOJISIE PO3POOHHMKAM IIIBHU/IIIIC
MOCTavaTd KOJI 32 PaxyHOK MOJKJIMBOCTI 3allyCKaTH Ha OJHOMY TIPHUCTPOI KiTbKa
omepamniifanx cucteM. [T-genapraMeHTH Ta MOCTavYalbHUKHU PIlIEHh BUKOPHUCTOBYIOTH
VirtualBox asis 3HM>KEHHS onepaliiHuX BUTpAT Ta CKOPOUEHHS TEPMiHIB, HEOOX1THUX
JUTsl O€3MEeYHOT0 PO3TOPTaHHS TOMATKIB Yy JIOKAJBbHUX CEpeloBUIAX Ta y Xxmapi. Ha

Pucynky 2.1 moxHa mobauntu intepdeiic mporpamu [8].

¥ Oracle VM VirtualBox Manager - O X
®aiin Mawwna  [Josigka
’ — o
& A R & &
&/ il
HanawTysanHa  ImnopTyBaTw Ewcnoptysatk | CTEopuTH... [omatw
F. nK1 Welcome to VirtualBox!
7 W) Bumriero
& O The left part of application window contains global tools and lists all virtual
machines and virtual machine groups on your computer. You can import, add and
ﬂ'. K2 create new WMs using corresponding toolbar buttons. You can popup a tools of
@ 5 currently selected element using corresponding element button.
MMKHEHD
‘fou can press the F1 key to getinstant help, or visit www.virtualbox.org for more
information and latest news.
F. NK3
"7‘ @ BuMiHEHD
[E2["0 FreePBX

- @ BUMKHEHD

Pucynok 2.1 — Iarepdeiic I13 Oracle VM VirtualBox

B naniit po6oti ne I13 Oyae BUKOPUCTOBYBATHUCS JUIsI CTBOPEHHS JEKUIBKOX
BipTyajpbHuX MariuH Ha 0a3i Windows 7 Home Basic ta oaniei mammuau 3 IP-ATC
FreePBX.

Tenep po3ristHEMO sIKI MOKIUBOCTI HaM Hazgae VirtualBox:
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- Cxopouenns Butpar Ha I T. Kpoc-mmardopmue 13 g5 BipTyanizaitii 3 BITKpUTHM
KOZIOM Ta HU3bKMMU HAKJIQJHUMU BUTpaTaMu 3HWXKYeE onepaiiitHi Butparu [T-BiaaiuniB
3a paxyHOK 3MEHIICHHsSI KUIbKOCTI HEOOXIAHMX KOHIrypaliii poOdoYux CTaHIN Ta
CepBepiB.

- 3anyck Ha Oyab-SIKOMY HaCTUIbHOMY KoMm'toTepi. IT-komanaum MOXyTb
3ammycKaTH Ha X0cTi 3 Oyab-sKolo onepaiiiiinoto cucremoro (OC) apxitekTypu x86 oHe
pllIeHHs, 37aTHE MIATPUMYBATH IKPOKUi ciekTp Bepciit OC Ha BipTyalbHUX MalllMHAX
(BM) i TuM caMuM 3HAYHO CHIPOIIYBATH CBOi cepenoBuiia po3podku. Cepesr XOCTOBUX
omepalifHuX CUCTEM, 110 MATpUMYIOThCs, — Windows, Linux i macOS.

- lIBunke nDpuMHATTA. 3aBASKH 3pydyHOMY rpadiuHOMYy 1HTEpdeiicy Ta
HNOTY>KHOMY KOMaHJHOMY PSJIKY PO3pOOHUKH JIETKO MOXYTh MPAIIOBATU 3 KUIbKOMA
onepalifHUMH CUCTeMaMu 3 OJIHOTro KoMi'toTepa. KoHcomiaaiis podounx HaBaHTaKeHb
3a gonomororo VirtualBox no3Bossie 3amyckaty poO04i HABAHTAKEHHS TPAKTUYHO Oy 1b-
SAKUX MacITadiB: KIbKICTh BipTyanbHux L[I1 moxke cranoBuTH 10 32.

- [lIBuake Ta mpocTe po3ropTaHHsi. BukopuctoByroun 610k Vagrant y moeiHaHH1
3 VirtualBox, IT-komanau MOXyTh JIETKO HaJaTH BIPTyaJbHUM MallldHAM PO3POOKH
TIOTIEPE/IHBO HANIAIITOBaHE MporpaMue 3abe3nedeHHs Oracle i aBTOMaTH3yBaTH MpOIIEC
BUITYCKY KOJy JUIsi BAPOOHUIITBA.

- Hamimumte mo Oracle Cloud omgHuM HaTUCKAaHHSIM KHONKH. 3aBIAKH
BOy/0BaHOMY rpadiyHOMY 1HTEp(EHCy pPO3pOOHUKH MOXKYTh JErKo IMIOPTYBAaTH Ta
eKCIIOPTYBATH BipTyabHI MalMHY y cTaHAapTHOMY Gopmati OVF sk nokanbHO, Tak 1 B
xmapi. 3aBasku  Oracle Cloud Infrastructure BigmpaBmsiTh abo 3aBaHTaXKyBaTu
BIpTyaJbHY MAaIIMHY MOYKHA JIUIIIE OJHUM HATUCKAHHSIM KHOTIKH.

- Pamionamizaris tecty. @axiBIli 3 KOHTPOJIO SKOCTI MOXYTh BUKOPUCTOBYBATH
OJIMH (PI3UYHUYN TPUCTPIN JIsl TECTYBAHHS MPOAYKTIB HA KUIBKOX IIaTdOpMax 1 BepCisix
OC, 3MeHIIyI0UM CKIIAJHICTh CBOTO CEPEIOBHUILA Ta TOTPEOY B pecypcax.

- [lokpamena miaTpumMKa KiieHTIB. DaxiBIll cIy>XOU TIATPUMKH MOXYTh JIETKO
CTBOPIOBATH PIi3HI KJIEHTCHKI CEPEJOBHINA B OJHIN CHCTEMI, 110 O3HAYa€, IO BOHU

MO>KYTb HIBU/IIE BUPILIYBAaTH TPOOJIEMU KOPUCTYBAUIB.
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- 3amyck cTapux ImporpaM Ha HOBOMY oOnaaHanHi. VirtualBox mo3Bonsie
NPOJOBXKUTH KUTTS 3aCTapiUIMX MPOrpam, AO3BOJSIOUM IM MpAIfOBaTH HAa Cy4aCHOMY
oOnagHaHHI.

- CrBOproiiTe 6araTopiBHEBI AEMOHCTpallli HA OAHOMY MpucTpoi. Mapkerosoru
MOXYTh JIETKO MPOJEMOHCTPYBAaTH CKJIaJHI OaratopiBHEBI pIIIEHHS MOTEHLINHUM
KJII€EHTaM, BUKOPUCTOBYIOUM T'OTOBI CepEeOBHINA 3 KIJTbKOMa BIPTYaJbHUMU MallMHAMU
Ta MEPEKEBUMH TOMOJIOTISIMU MIPSIMO HA CBOIX HOYTOYKax.

- 3axuct mporpaM 3 oOMexeHHMM gocTymoM. VirtualBox mo3Bomsie merko
PO3MOBCIOIKYBATH 300paKEHHS KPUTUYHO BAXJIMBUX NpOrpaM Ha poOouMii CTil 3
00MEKEHUM JOCTYIIOM JUIsl BII/IaJIEHUX MPALIBHUKIB y CUTYallisX, Koo VPN-3’eqHaHHs
HeZocTaTHBO. lle mo3Bosisie opraHizamisiM TIABUIIUTH O€3MEKy NUIIXOM peaiizaiii
POJILOBOTO JOCTYITY IO HAOOPIB TaHUX Yy TAaKUX MpOrpamax.

- 3amudponani podoui obnacti. VirtualBox 3axuinae 3’€HaHHS 3 0OMEXEHUMU
nporpaMamMu 3a JIONOMOTrol 256-01THUX KIIIOYIB MIKU(pPYyBaHHS, TapaHTYIOUH, IO
KOPHUCTYBaul HE MOXYTh 3aBAHTAKyBaTU a00 30epiraTtu JaHi Ha BIJAJIECHUX IPUCTPOSX.
[le mae IT-mmepaM MOMXIHMBICTH 3a0IIAJWTH Yac 1 TPOIIl HA peau3aiiHi 0OMEKEHUX
nporpam, OJHOYACHO 33JOBOJIFHSIIOYN BUMOTH BiIIaJICHOTO JOCTYITY /IO X IIPOTpam.

VirtualBox mae Tpu makeT:

- bazosuii maker. basoBuii makert, nminen3zoBanui 3rigHo 3 GPL v2, no3Bonse
pO3pOOHMKAM JIETKO PO3POOJISITH Ta TECTyBaTh MDKIIATGOPMHI TpOrpaMu  3a
nomoMororo ocHoBHUX (yHkiit Oracle VM VirtualBox, 30kpema: kpocmiatdopmHi
TOCTHOBI T XOCT CUCTEMU; MITpAIlisl BIPTYaJbHUX MAIIIMH MK XOCTaMu 0€3 TIepepBH; 10
32 vCPU; miarpumka gopmaty OVF.

- Tlaker posmupenHs. [lakeT po3mmpeHHs, JTINEH30BaHUN 3TiHO 3 JIIECH3I€I0
VirtualBox Personal Use and Evaluation License (PUEL), 103Bosisie HaM KOHCOJIi1yBaTH
Oulbllle pOOOYMX HABAaHTAXXEHb 3a JOMOMOTOK JOJATKOBUX (QYHKIIHN, 30Kpema:
Biptyasibhi USB  mpuctpoi; miarpuMka MNpPOTOKONY BiJAIEHOTO POOOYOro CTOIY
VirtualBox (VRDP); nepenamnpasnenns Beb-kamep i PCl-npucTtpoiB Ha X0oCT-cucTeMy;
3aBantaxyBaibHa 13V Intel PXE; mmdpyBanns obpasy aucka; interpamis 3 Oracle

Cloud Infrastructure.
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- Oracle VM VirtualBox Enterprise. Opranizamii Moxxyts npugdatu Oracle VM
VirtualBox Enterprise, mo0 ontumizyBatu cBoio poOoty. lleil maker BkItouae
KOMEpIIiMHI JileH31i Ta TEXHIYHY MIATPUMKY, a came: MOCTIHHA MIATpUMKa (HaxiBISIMU
Oracle 6a30Boro makera Ta makera pO3LIMPEHHS; MOMXJIUBICTh BUKOPUCTAHHS KUIBKOX
HIIKIIYEHb 10 BigganeHoro pobouoro croiny (VRDP) Ha BipTyanbHHMX MalIuHax;
3pYYHHMI LEHTpaTi30BaHUN MOHITOPUHT 3aBaHTaXEHb MaKeTiB po3mupeHs VirtualBox 1
nepeBipKa JOTPUMaHHS BUMOT ITi/1 4ac X BCTAHOBJIEHHS; TIEPEBIPKaA, 10 BC1 €K3EMILISIPU

VirtualBox oHOBJICHI Ta MalOTh OCTaHHI naT4i Oe3neku [8].

2.2 CTBOpeHHS Ta HAJIAIITYBAHHS BipTyaJbHUX MAIINH

[Ticnst BcTaHOBIIEHHS MporpaMHoro 3ade3neueHns VirtualBox morpibHo cTBopuTH
BIpTyasibHy MaminHy. HaTuckaemo Ha kHONIKY «CTBOPUTH» B TOJIOBHOMY MEHIO 1 6a4uMO
BIKHO CTBOPEHHSI HOBOI BIpTyainbHOI MamuHu (PucyHok 2.2). 3amaeMo 1M’ MalluHi,
BKa3y€eMO IUISIX 3a AKUM Oy/ie BCTaHOBJIEHA MalIMHA, a TAKOK 00MpaeMo 11 THI 1 BEpCiio

1 HATUCKAEMO KHOTIKY «Jlami.

CTEOPWTH BIpTYaNeHY MaLLWHY

Hazea 1a OC

Please choose a descriptive name and destination folder for the new virtual machine
and select the type of operating system you intend to install on it, The name you
choose will be used throughout VirtualBox to identify this machine.

Mame: ||'|}{-1 |
Machine Falder: | E:WirtualBox VMs ~ |
Tun: | Microsoft Windows hd F'.
(72
Bepda: |Windows 7 (32-bit) i

Pexm excnepTa Hani CracyBaTH

Pucynok 2.2 — Ha3zBa ta OC cTBOprOBaHOI MalllMHU
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B nacrynuomy BikHI (PucyHok 2.3) moTpiOHO BUIIIUTH 00’€M OIEpPaTUBHOT
nam’ STl AJ1s Haoi BipTyanbHoi MamuHK. Tak sk Miid [IK mae 4 I'b onepaTtuBHOI am’siT1

Ha Iii MaIMHI Oyae BCTaHOBJIEHA HE ayske Bumoriausa Windows 7 Home Basic (32-bit),

a JUId II0CTaBJIEHUX 3a1a4d Buctayuth 512 Mb RAM.

€ CTeEOpWTH BipTyansHy MaLLWHY

Posmip nam'aTi

Bubepite 0b'em (v merabaiTax) onepatrenol nam'aTi (RAM), wo Gyae emaineHa
BIpTY&ENEHIA MELLIHI,
PekoMeHA0BaHWIA posMip nam'aTi — 1024 MB,

' 512

4035 Mb

4k

MB

4Mb

Pucynok 2.3 — Buninenns RAM

Hactymaum kpokom (PucyHok 2.4) moTpiOHO CTBOPHUTH BIPTyadbHUHN KOPCTKHMA

muck. Takox TyT € BapiaHTH HE J0JaBaTH >KOPCTKUM JUCK, a00 K BUKOPHUCTOBYBATH

ICHYI0UYMH (aiil BIpTYaJIbHOTO )KOPCTKOIO JUCKA.

€ CTEOPWTM BIPTyanbHY MaLLWHY

HKopcTewid Amck

If you wish you can add a virtual hard disk to the new machine. You can either create
a new hard disk file or select one from the list or from another location using the folder

ican.

If you need a more complex storage set-up you can skip this step and make the
changes to the machine settings once the machine is created.

The recommended size of the hard disk is 32,00 I'b.

O He nogasaTtH BipT yansHWA HOPCTHMIA QMO
(@) CTEOPMTH BIPTYANEHWIA HOPCTKIR AWK

() BUKOPMCTOBYBATH icHYOuMIA halin BipTYansHOro }OpCTKOrD Auaa

MK 3. wdi (3euuainmia, 32,00 MB)

Pucynok 2.4 — CTBOpeHHS BIpTYalIbHOT'O KOPCTKOTO TUCKA
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Ooupaemo THun sxopctkoro jgucka VDI (Pucynok 2.5), Tak sk morpebu

BUKOPUCTOBYBATH BIPTYaJIbHUN XKOPCTKUM nuck 3 iHmmM 113 Bipryanizauii Hemae.

CTEOpWUTY BIPTYANBHWA XKOPCTKWA JUCK

Tvn >xopcTroro ancky

Byak nacka, BMOEPITE TN dafna, AkKiA B XoueTe BUKOPUCTOBYEATH ANA HOBOrD
BIiPTYansHOro MOpPCTKOro Aucka. Akwo y Bac Hemas noTpeb BUKOpUCTOBYBETH MOro 3 iHLIMM
MpOrpaMHIM 380E3NEYEHHAM BIDT yanizawi, B MOMETE ZANMWNTH L HENAWTYEaHHA DEZ 3MiH,

(@) VDI (ofpas amaka VirtualBox)
() VHD (BipTyaneHMi ROpCTRIA HCK)

() ¥MDK (Quck BipTyansHo! MaLWHMHI)

PeskMM excnepTa Oani CracyBaTH

Pucynok 2.5 — Tumn >kopcTKOro aucka

Hactynaum eranom (PucyHok 2.6) 00MpaeMo TMHAMIYHO BU3HAaY€HE 30€piraHHs
Ha (PI3UYHOMY KOPCTKOMY JUCKY, 1€ JO3BOJIUTH 3aiiMaTH MiCIe Ha MOEMY KOPCTKOMHU

JUCKY TUIBKU TIPU MOr0 3alIOBHEHHI.

€ CTeEOpWTW BIpTyanbHWii XKopcTrWii guck

30epiraHHa Ha Qi3MUHOMY KOPCTKOMY AMCKY

Byab nacka, 3asHadqTe, 4i nosuHeH daiin HOBOro BIPT YansHoro HOpCTKOro Aucky
36iNbWYEETHCE NPM HOrD BMKOPMCTAHHI (AMHaMIMHE BMSHEYEHHA), Y4 BiH NOBMHEH ByTH
CTEOPEHWIA 3i CBOTM MAKCMMENEHMM Po3Mipom (hikcoBaHMIA posMip).

Dain AHHAMIMHOrO HKOPCTKOro AWcKy Dyae 3afMaTk Micue Ha Bawaomy disudHoMy
HOPCTKOMY WCKY NMWE NP AOro 38NoBHEHH (10 MaKouManeHoro dikcoBanoro posmipy),
MPOTE HE 3MOME AETOMATMYHO SMEHWMTKCE, NMPH 3BINBHEHHI MICLLA HA HEOMY,

Dain dHKCOBAHOND HOPCTKOMD AWCKY ModE NoTpelyeaTH Binble Yacy ANA CTEOPEHHA HE
MNEBHWX CUCTEMAX, NMPOTE, 333BUY3M, BiH LWBMALWE Y BUKOPUCT 3HHI,

@ [OWHaMiYHO BHM3HaYeHD

() dikcosarmi posmip

Pucynox 2.6 — 36epiranns Ha (pi3UIHOMY KOPCTKOMY JAUCKY
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B nactynuomy BikHi (PucyHnok 2.7) BkazyemMo IUISIX 3a SKUM OyJ10 CTBOPEHO Halll
BIPTYyaJIbHHI KOPCTKUHN IUCK Ta BKa3yeMO Horo po3mip. s poboTu Oyae noctatubo 32

I'b.

€ CTEOpWTK BIpTyanbHWIl XOpCTEWIl ANCK

PosTawyeanHa Ta po3mip daina

Byab Nacka, 3a3HaYTE HA3EY Dalina HOBOrD BIPTYaNEHOMD MOPCTKOrD AWCKY B Mo HtH4E
a00 HATHCHITE Ha MIKTOrpamMi TexkK, Wofh BMARaTH HWY TeKy ANA CTEOPeHHA dalina.

[E: WirtualBox VMs\IK-1\IK- L vl | &

BibepiTe po3Mip BipTYaNEHOMD HMOPCTKOD AMCKY B MerabaiTax, LIA BendurHa obMexye
pOsMip hEMNOBUX AEHHWX, AKI BIDTYaneHa MalWKWHE 3Moke 30epiraTH Ha HOPCTKOMY OMCKY,

v

4,00 MB 2,00 TB

e

Pucynok 2.7 — Po3ramryBanns ta po3mip daiina

Ha Pucynky 2.8 mMu 6auumo 110 Haiia MalidHa BXE CTBOpPEHa 1 TyT MOKaszaHi ii
HaJalITyBaHHs, aJie 1i¢ 1€ HE BCE, MAlllMHA III€ HE FOTOBA J0 3aIyCKy TaK fK J0 Hel 11e

HE JI0JIaHO 00pa3 JUCKY 3 OMEPaIiiHOI0 CUCTEMOIO.
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¥ -

CteopuTi... HanawTysaHHA... BigkuHyTH  3anycTuti

= General

@ Nepernag

Hazea: MNK-1

OnepaljiHa cicTema:  Windows 7 (32-bit)

|E| Cucrema

OCHOBHA NaM'ATE:
MNopALOK SAEEHTEHEHHRA:
MpwcxopeHHa:

|§] Exkpax

BineonaM'aTe:

Graphics Controller:
Remote Deskiop Server:
Recording:

&l mam'ate

KoHTponep: SATA

512 MB

OuckeTta, ONTHYHAR Aok, MopcTKMA Quck
VT-fAMD-V, BrnageHe SaMilEHHA CTOPIHOK,
NapasipTyanizauis Hyper-V

13 MB
VBoxSVIGA
Disabled
Disabled

MopT SATA O: MK-1.vdi (3erdainui, 32,00 MB)
MopT SATA 1: [OnTiuHMA npueia] MoposxHin

Pucynok 2.8 — BikHO BipTyanbHOT MallluHU Ta il OCHOBHI HaJaIlITyBaHHS
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Jst Toro mo06 nonatu 0oopasz OC notpiOHo Biakputu HanamryBanus > [1am’sThb 1

Ha MICIIi MyCTOro AUCKa o0paTu 3aBaHTaxeHuit oopas (Pucynok 2.9).

{:‘j:;' MK-1— HanawTyeanxa

E 3aransHe
|£| Cuecrema
|§| Expan

£ Mocnigosmi nopmm
£ use

[] Crinowitexn
=

|HTepdelic KopucTyEada

0 20201210W7326UKR.iso

IHdopmaLia

Tun: Obpas
Posmip: 3,2216

Mam'ato
Storage Devices OzHaKH
@ KoHTponep: SATA OnTHYHMIA NpUEia: |MopT SATA 1
Bl mi-tovdi ] Live co/DVD

[ 3 rapadoio saMiHoo

Agpeca: E:\gglwin711\20201210W7326UKR. iso
Honyqyedo go: MK, NK2, NMK3

CKacysaTH

Pucynox 2.9 — Iligknrouenns oopazy OC
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[Ticns Toro sk momanu 0Opa3 MOXKHA 3alyCKaTH BipTyalbHy MamuHy. [lami
nounHaeTbes iHcTaysmis Windows 7. Tlepium kpokom oOnpaemMo MOBY, (hopMar Jacy Ta

po3kianky kinasiarypu (Pucynok 2.10).
8 MK-1 [3anyweno] - Oracle VM VirtualBox — O

% Nporpama incranayi Windows o

.
Windows 7

Mosa, sy cnia iIHCTantoBaTH: [Ykpaitcbka (YkpaiHa) -
Qopmat yacy Ta rporuosoi ognHnL: BLGELIETERTELT)] v

Po3knagka knasiatypn abo meToa B604y: KR NN SEMTT I

3a3snauTe MOBY Ta iHLUI HACTPOWKK Ta HATMCHITL KHONKY “flani” ans npo

© Kopnopaujir MaitkpocodT, 2015 p. ¥ci npasa saxuueHi.

BOESS BRI @Rt

Pucynok 2.10 — I[Touatok incramsiii Windows

3aBaHTa)keHuit 0Opa3 mae pi3ni Bepcii OC, nmotpioHo obpat Windows 7 Home

Basic, Bona He BuMoruBa i Mae Bci motpioHi pynkuii (Pucynok 2.11).



BubepiTe onepauiifHy cucTemy, AKy cAig IHCTanKBaTH.

OnepauiiiHa cuctema ApxiTekTypa | [ata 3miHeHHa |
Windows 7 Starter x36 20.11.2010
20.11.2010
20.11.2010

Windows 7 Home Premium

Windows 7 Professicnal x36 20.11.2010
Windows 7 Ultimate x36 20.11.2010
Windows 7 Enterprise xB36 20.11.2010
£
I
Onuc:

Windows 7 Home Basic

1 36upaHHa BigoMOCTER 2 Incranayin Windows

Pucynok 2.11 — O6upaemo oneparniifHy cucTeMy

Tenep noTpiOHO MPUIHATH YMOBH JileH31iHO1 yroau (PucyHok 2.12)

YMOBK NileHsiT

YMOBH NILEH3TE HA NMPOrPAMHHII NPOAYKT MICROSOFT i’
MAKET OHOBAEHb 1 ANA OMEPALTHHOT CHCTEMH WINDOWS 7 HOME BASIC

LLi yMoBwM niueHsii - ue yroga mis Microsoft Corporation (gani «kopnopauis Malikpocodms)
@00, zanexHo Big Tore, Ae BH NPOXWEAETE, 04HIER 2 1i adinifoeanux ocid i eamu.
YBEMHO NpounTaiTe Ui yMoeu. LI yMOBW 33CTOCOBYHITEEA A0 BULLE3a3HAUSHOTD
nporpamHoro zalfesneqeqHn, A0 CKNady AKOro BX0AATb HOCH (3@ HAABHOCTI), HA AKKX B
npuaBany Lei npoaykT. YMoBW NiLEH3Ily ApYKOBEHOMY BUIRAZ], AK MOMYTe NOCTaYaTHCA
pazoM iz NporpaMHuM 2abe3nedeHHAM, MOXYTb 3MiHKOBATH abo 3amiHoBaT Byab-AKi
YMOBMW, HBAEHI B BNeKTPoHHIA dopmi. LLi yMOBK TAKOX NOWHPHIKTECA Ha 0yae-AKi

OHOBNEHHA,

[A0AATKOBI KOMIOHEHTH,

] [

¥ A npuiimaro yroen NiLeHziiHoT yrogu

Pucynox 2.12 — YMoBu minensii

33



34

B mactynHOMy BiKHI BUKOPHUCTOBYEMO HACTPOIOBAHHM THI 1HCTAJALII, TaK SIK

notpioHo iHcTamoBaru jume Windows (Pucynok 2.13).

AkWiA TMN iHCTanAUIT cnin BuKopwcTatiu?

Onoenenna: incranoeaty Windows i z6epertu dafinu, HacTpolKu Ta Nporpamm
Akwye enBpati Ued napametp, haiinum, HacTpolkn Ta nporpamn Byae NEPEMILLIEHT A0 CUCTEMK
Windows. Lleli napameTp AocTynHUA, TINBKK KOAW H3 KSMN'KOTER 3anNyLLEHT NIATRUMYBaHY
sepcito OC Windows.

Hacrporoeana: iHcranauia nuwe Windows (enbipkoea)

Ak enBpati uei napametp, Gaiawm, HacTPONKK Ta NPOrpamMn HE NEPEMILLYEATHMYTECA A0
cuctenu Windows. Ak noTpiBHO 3MIHUTKH Po3ALIK T2 AMCKMW, 33NYCTITh KOMN'HOTED 3
IHCTanAUiiHoro gucka. MNepes NpoACEXEHHAM PaauMo CTEOPUTH PESEPEHI KoNiT dadinis.

JonomMoxiTe MEHI EMZHAYMTHCA

Pucynox 2.13 — Tunu iHcTamnsiii

CTBOpIOEMO AUCKH 1 pO3NOAUISIEMO aM’siTh Mk HUMU. [HcTamoemo OC Ha oluH

i3 Hux (PucyHok 2.14).

Kyaw cnia inctantosaty Windows?

| Ira'm 3araneHui c.. | ,El,ocrynHo| Tun |
= Juck 0 Posginl: 3apesepeceadc cncTem 5000 Me 4630 Me  Cuctema
“ o duck0 Pozgin 2 190 TE 19.0T6 OcHoeHWiA ‘
(—-\-
S iy
(___i? Auek 0 Pozgin 3 125TE 125TE  OcHoeHKMA
4 OHoENTH MABINTH & DopmatyeanHa CTBOpUTH
40 B & Dopmary Creop
&4 JaeanTamuTy :zﬁEosLumpmm

Pucynok 2.14 — CTBOpeHHsI TUCKIB
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[Ticyst Toro sik 6yJs10 06paHO IWCK JJIsI CHCTEMH, TIOUYMHAETHCS i1 BCTAHOBJICHHS Ha

ITIK (Pucynok 2.15). YekaeMo Ha ii 3aBepIlICHHS.

IHcTanauia OC Windc%:s

CTaH

G Konitoeanna daiinie Windows
Nigrotoska dainie go incranawii (1%)
IHcTanauia sacobie
IHcTanaua oHoBNEHE

33EEpLUEHHRA

Pucynok 2.15 — Beranosnenns OC

[To 3aBepiIEHHIO BCTAHOBJICHHS MUIIEMO 1M’sl KOPUCTYBaya 1 BU3HAYAEMOCH SIK1
oHOBJIeHHs OTP10H1 1t Hamoro [1K. BipryansHa mMariHa NoBHICTIO TOTOBA 10 pOOOTH

(Pucynok 2.16).
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Kotk

12:54
1310.2022

ROkl EE G ®rontcyl

UK = mes i 0

Pucynox 2.16 — ['oToBa BipTyaibHa MalnHa

HOBTOpIOEMO BCC BHUIIC OIIMCAHC B IIbOMY HiILpOSI[iJ'Ii JJI1 CTBOPCHHA IIC JABOX

TaKMX BIPTyaJIbHUX MalIUH.

2.3 O6’ennanns Bipryaasuunx MmamuH B Mepe:ky B I13 VirtualBox

Cropusiu tpu BipTyanbhi [IK Ha 6a31 OC Windows 7, MmoxkemMo 00’eiHaTH X B
oJIHY JoKanbHy Mepexy B [13 VirtualBox.

Jl5ig 1boro mOTPiOHO HA KOXKHIM BIpTyasibHii MamuH BiAKpuTH «HanamryBanHus»
1 mepeiitu y Biagky «Mepexa» (Pucynok 2.17), craBUMO rajoyky HaBOPOTH IYHKTY
«BBIMKHYTH MEpEeXeBUU ajanTep», M €IHYEMO JO TMPOMDKHOIO ajanrtepa
(MepexxeBoro mocta). PexxuM MepeXHOro MocTa J03BOJISiE€ BIPTyasibHIM MalluHi
BUCTYTIaTU B POJII PEAIbHOTO MEPEKEBOrO MPUCTPOIO 3 OKpeMoro azapecoro IP. VYV momi
"Ha3Ba" HeoOxiqHO BUOpaTu MepexHui iHTepdeiic, IKuii BUKOPUCTOBYBATUMETHCS IS

3B'I3Ky 13 30BHINIHIM CBITOM. MiHyC Takoro crnocoOy MoJjisira€e B TOMY, IIIO 30BHIIIHI
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KOMIT'FOTEpU 3MOXKYTh OTPUMATH JIOCTYI JI0 BIpTyajabHOI MAaIlIMHU, a 1I€ HE dy>Ke A00pe 3

TOYKHU 30py OE3MEKHU.

PosropuyBmu Bkiaaky «JlomaTkoBo» 0oOMpaeMo THI ajganTepa, a HaBIPOTHU

«3MILIAHOTO PEXKUMY» CTaBUMO «Jl03BOJIUTH BCIM», 1I€ JO3BOJIUTH 3 JIFOOOI MaIIMHU

CIIOCTEpIraTH aHaIi3aTOPOM MPOTOKOIIIB [0 POOUTHCA B MEPEKI.

£ nK1— HanawryeaHHa

3araneHe Mepexa

Cucrema Anantep 1 AnanTep 2 ApanTep 3 AnanTep 4

Eu:paH BEIMKHYTW MEDEXKEBWIA 3aanTep

, Mig'eaHannin go: | MpoMizRHKWA aganTep -

Mam'ate

Hasea:  Qualcomm Atheros ARS485WE-EG Wireless Network Adapter

Ayaic
YA W Nopatkoso

Mepexa Tun agantepa: | Intel PRO/1000 MT Desktop (82540EM)

MecnigoeHi nopTy 3MiwaHui pesxim: | [lo3B0NMTI BGM

Anpeca MAC: |080027D46B14
USB P |

| &

Kabenks nia'eaHaHo

CninkeHi Tekn
MepeaapecyBaHHA NOPTY

W NRSR AL R of( LRI |

InTepdeiic kopucTyeaqa

Pucynox 2.17 — HanamryBanast Mmepexi

CkacysaTt

Hanamrrysasiu Bei IIK, moTpiOHO iX 3anyCTUTH 1 IEPEBIPUTH CTAH MIIKIIOUYEHHS

70 Mepexi. 3amyckaeMO KOMaHJHY CTPOKY, AJisf Iboro Ha koxkHomy IIK Hatuckaemo

xomOiHarito kraBim Win+R 1y BikHi sike 3’ siButThes (Pucynok 2.18) Bimcyemo cmd.

BeEediTE in'a nporpamu, Nankw, ackyredTa abo pecypoy

InTepHeTy, | Windows sigkpue i

=]

Bigkputi:  cmd

= BukoHatw [2= |

’ O ]’ CracyeaTtu l ’ Jrnag...

Pucynok 2.18 — 3amyck KOMaHIHO1 CTPOKHU
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Biakpuim koMaHIHUM psiiok AizHaemocs |P anpecy Ha KokHIM MalliiHI BBIBIITH

xomany ipconfig (Pucynok 2.19).

&

- S A
B C\Windows'system32cmid exe = [=]
¥

Microsoft Windows [Verszion 6.1.76011
(c» Kopnopau?a Mavikpocodr (Microsoft Corporation?, 2009. Yc? npasa saxMUEHOD .

C:~Users[uutpol >ipconfig

Windows IP Configuration

Ethernet adapter [?pkAawyYyeHHA 4Yepes AOKAABHY MEpemy:

Connection—specific DHNE Suffix H
Link—Tnral TPufh fiddwneecc = FeRl-=RCaM-a494:d17:fF0b6x11

IPuv4 fAddress. . . - . . . . . . . = 192_168.1.8
Subnet FMask . . . - - - - - - - - = £995.25959.Z595.0
Default Gateway . . . . . . . . . = 192.168.1.1
Tunnel adapter isatap.{FEBDB8492-4EBE—-413B-87FD-4?AEB368D4B8>:

Media State . . . . . . . . . . . = Media disconnected
Connection—specific DNE Suffix

C:UserssJ[uurpol>

Bods EilRgl@ ®rghtcr

Pucynox 2.19 — Komannuuii psaox

JizHaBmmch |P-anpecy K0KHOI MAallIMHUA MOXEMO MEPEBIPUTH X MIJKIIOUYECHHS 32
JoroMoror komanau ping. s npukinany Ha Pucynky 2.20 mu 6a4umo sK 3 Tepiioi
marmuau 3 IP-agapecoro 192.168.1.8 Bianpasnsiemo ping wa apyruii 1K 3 IP-agpecoro
192.168.1.4 1 Ha Tpetiit 192.168.1.6. Bci noBigomiieHHs: OyJid YCHIIIHO BiJMPaBIICHI, a

OTKE Mepeka MPalItoe.
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il

BN OO Windowshsystem32\emd.exe === E
C:sUseps s AuuTpol>ping 1922.168.1.4

Pinging 192.168.1.4 with 32 bytes of data:

Reply from 192 _.168.1_4: bytes=32 time=1ims TTL=128
Reply from 1922.168.1.4: bytes=32 time=1ims TTL=128
Reply from 192.168.1.4: hytes=32 time{ims TTL=128
Reply from 1922.168.1.4: bytes=32 time<ims TTL=128

Ping statistics for 192.168.1.4:
Packetsz: Sent = 4, Received = 4. Lost = 0 <0x
Approximate round trip times in milli-—seconds:
Minimum = 0Oms, Maximum = 1ms,. Average = 0Oms

C:wUserssuuTpol>ping 192.168.1.6

Pinging 192_.168.1.6 with 32 bytes of data:

Reply from 192 _168.1.6: bhytes=32 time=3ms TTL=128
Reply from 1922.168.1.6: bytes=32 time<ims TTL=128
Reply from 192.168.1.6: hytes=32 time=1ms TTL=128
Reply from 1922.168.1.6: bytes=32 time=1ims TTL=128

Ping statistics for 192.168.1.6:

Packets: Sent = 4. Received = 4, Lost = 0 (0 loss).
Approximate round trip times in milli-—seconds:

Hinimum = Oms,. Maximum = 3ms

BoEF o 1 EiR e @ruont
Pucynok 2.20 — Komanma ping

Ha HactynHomy erami Ham noTpiOHO miakmtouutu IP-tenedoniro no nammux [MK
BCTAHOBUBINH MTporpamHi [P-Tenedonu 1 npoaHanizyBaTH iX 3a J0MOMOTrOI0 aHaji3aropa
MPOTOKOJTIB.

B skocti codprdona BcranoBumo YateClient. Ile OeskomToBHa mporpama Jjist
KIHIIEBUX KOPUCTYBauiB, CTAHJAPTHUN MNPOrpaMHUNA TeNePOH, IO Ma€ MPOCTUI
rpadgiuyHuil 1HTepdeiic, 3 MATPUMKOW OOMIHY TEKCTOBUMH IOBIJIOMIICHHSIMU 32
nporokosoM XMPP.

3anyCTUBIIU TPOrpaMy CTBOPIOEMO aKKayHT 1 MiJ’€IHAEMO MOTr0 O 0COOMCTOTO
kabinetry Ha Sipnet.net (Pucynok 2.21). Ilomepeanbo MOTpiOHO 3apeecTpyBaTHCS Ha
sipnet.net, ne mam Bumanyte SIP ID. Jlanuii mam SIP ID me jorin Bix ocoOHCTOro
KaOiHeTy Sipnet, mpu cTBOpeHHI akkayHTa B cOPTHOHI OyeMO HOro BUKOPHCTOBYBATH B
noJti «Usernamey, a HaBnpotu «Passwordy BiAmoBigHO BBOIUMO MAPOJIb BiJl 0COOUCTOTO

kabineTy. OOupaemMo poToKoJ Sip, a cepsep Sipnet.net.
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Ej Accounts

Enabled Account Status

sip:0042606197... @ online

f_‘l“j Edit account: sip:0042608197 @sipnet.net EIE
Use provider: |—n|:|ne— | v |

Protocol: |5ip | - |

zermname: | 0042600197 | N

Password: ||||||-|-||-| | B

Save password:

Server: |5ipnet.net |

Advanced ==
|v’[}k||x[33ncel|

Pucynok 2.21 — CtBopennst akkaynta B YateClient.

AKKayHT CTBOPEHO 1 oro craTyc 3apa3 oHiaiiH. [lepeBipumo TenepoH BUKIHMKOM

Ha Echo-cepsep SIPNET 3 Homepom 00000 (PrucyHok 2.22). BUkIHK 3p00JI€HO YCIIIIHO.
L5 Yate Client EIE

Yate Settings Friends  Status

@ Chat ‘. Telephony

N D

Calls  History Contacts

| MEN=TN

[ 1eme 2Joer 3]
[Grll 4I[JKL 5][MND 6]
[mns?l[mv 8][wwzgl
E

1 ooooo

® Answered 0:10

[ [] d

El Call answered: client/3
Pucynok 2.22 — Buxnuk na Cepsep SIPNET
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2.4 CTtBopenHns Mmepe:xki Tesiedomnii 3a nonomororw IP-ATC FreePBX.

B nmaniit po6oTi 5 BUpimuB BUKOpUCTOBYBaTH came FreePBX 3 kimbkox mpuyuH:
BIH Ma€ Bce HEoOXigHe Mg CTBOpeHHs MoBHOLIHHOI o¢icHoi [P-ATC, mocriiiHO
OHOBIIIOETHCS, MA€ XOpPOUIy CHUCTEMYy O€3IleKH, a ii BCTAHOBJIECHHS HE MOTpedye
0COOJIMBUX HABUYOK 3aBISKH IIPOCTOTI IHTEpPEHCy.

JInst moyaTky pO3IJISIHEMO CTPYKTYpPHY CXeMy Halioi MailOyTHbOI Mepexi Ha

Pucynky 2.23.

Komn'totep 1
i3 codbrdoHom

Komn'woTep 2
i3 codprdoHom

Pucynok 2.23 — CtpyKkTypHa cxema Mepexi

Ha nepmomy kpori juist ctBopeHHs: Mepexi |P-tenedonii morpiOHO CTBOpUTH
BipryansHy MamuHy B VirtualBox 3 IP-ATC FreePBX. [Iponec ctBopenHs maniwau 3 |P-
ATC maifike HIYUM HE BiAPI3HAETHCS Bix cTBOpeHHs Ha 6a3i Windows. I'o10BHa Ta €1uHa
BiaMiHHICTh noJisirae B TunoBi OC. B oMy Bumaaky ooupaemo tur OC Linux, a Bepcito

Red Hat 64-bit (Pucynoxk 2.24).
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CTEOpWTW BIpTyaNBHY MaLLIWHY

Hazea 1a OC

Please choose a descriptive name and destination folder for the new virtual machine
and select the type of operating system you intend to install on it. The name you
choose will be used throughout VirtualBox to identify this machine.

Name: |FreePBX |

Machine Folder: | E:\WirtualBox VMs A |
Twn: | Linux 7 m’
-
Bepcia: | Red Hat (54-bit) b

Pesum excnepTa CracysaTH

Pucynok 2.24 — Bubip OC

[TpoiimoBIIM BCl €Tany CTBOPEHHS BIPTyaJlbHOI MAIIMHHU, 3aXOAMMO B il
HAJIAIITYBaHHS 1 HATHCKaeMo Ha BKIaaKy «llam’ste» (Pucynok 2.25). Ha micrie mycroro
JMCKY HaM NoTpiOHO oOpatu obpa3 FreePBX, sikuii nonepeqnbo 0ysio 3aBaHTaXEHO Ha

odiriitHomy caiiti https://www.freepbx.org.

{5_‘:} FreePBX — HanawTyeaHHa ? *
E 3arancHe Mam'atb
IE‘ Cucrema Storage Devices OzHaKK
|§| £ @ KoHnTponep: IDE OnTHYHAA NpUEig: | BTopuHHWIA rocnogap IDE i @
KpaH
© 5NGT-PBX16-64bit-2208-2.is0 [] Live cojovo
Mam'ats @ KoHTponep: SATA Inchopmania
= Tun:  Obpas
(D:l Ayaioc FreePBX.vdi
YA = Posmip: 2,32T5
@ Mepexa Appeca: C:\Users\dgorz\CneDrive\Pabouii cron..

fonydeHo ao:  —

@ MocnigoeHi nopTu
ﬁ Use
lj CnineHi Tekn

El IHTepdrelic KopucTyBaYa

2@

CracyeaT

Pucynox 2.25 — I[ligkmtouenns o6pazy FreePBX
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3anyCTUBIIM MAIllMHY TTOYMHAETHCS BCTAHOBJICHHS CHCTEMHU. B camMoMy moyarky
Oyae mnpencraBieHo Tpu KomOiHarii Bepcii FreePBX 3 Asterisk. S o0Opas
pekoMenoBany cucremoro FreePBX 16 (Asterisk 18). B HactynHomy BikHi (PucyHnox
2.26) obupaemo «Graphical Installation — Output to VGA», 11e cranaapTHa iHCTaISIIIS.
- - .

FreePBX 16 Installation (Asterisk 18) Recomesended

Graphical Installation via UNC Output to Serial
Graphical Installation via UNC Output to Serial and UGA

Fully Automatic Installation Output to VGA
Fully Automatic Installation Output to Serial

Pucynox 2.26 — BuOip incTamsmii

Ha nactynmHomy etami (PucyHok 2.27) MOXeMO TpOXH HaJlaIlITyBaTH CEpBEp, B

0COOJIMBOCTI JIOKAJTi3allito Ta CUCTEMY, Micys 4oro HaTuckaeMo Ha «Begin Installationy.

-— k
LOCALIZATION

DATE & TIME KEYBOARD
Europe/Kiev timezone English (US)

LANGUAGE SUPPORT
English (United Stat...kpaiHceka (Vipaiqa)

O

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Custom software selected
SYSTEM
o INSTALLATION DESTINATION KDUMP
N Custom partitioning selected Kdump is enabled

NETWORK & HOST NAME SECURITY POLICY
Wired (eth0) connected No content found

Quit Begin Installation |

Pucynox 2.27 — HanamryBanHas MaitOyTHBOTO cepBepa
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Jlaini cucrema notpeOye BiJl HAC CTBOPUTH MApOJb, SIKM BUKOPUCTOBYBAaTUMEMO
st 3anycky FreePBX (Pucynok 2.28). Ilicnss CTBOpEHHS MAapOJIF0 MOYMHAETHCS

BCTAHOBJIEHHS BCIX HEOOX1THUX KOMIIOHEHTIB.

E FreePBX [3amyweHo] - Oracle VM VirtualBox — O *x

CONFIGURATION SANGOMAQS 7.8 2208-2 INSTALLATION

Help!
Bus If

USER SETTINGS

& &

) Starting package installation process

Pucynoxk 2.28 — CTBOpeHHs napoJiro

Bce mpoiinuio ycminHo 1 Hala cucteMa rotosa a0 podotu (PucyHnok 2.29).
=
[Sangoma Linux 7 (Corel) (xB6_64)
Kernel version 3.18.8-1127.19.1.el17.xB6_64
freepbx login: root

Last login: Fri Oct Z1 B8:36:5Z on ttyl

192.168.1.22
fedB: :aBB:27ff :fecl:423d

+ +
] [l
i 1
+ +
] 1
i 1
] [l
i 1
+ +

Pleaze note most tasks should be handled through the GUI.
ou can access the GUI by typing one of the above IF= in to your web browser.
For support please visit:

http: -/ wa. freepbx.org/support-and-professional -services

Pucynox 2.29 — 3anyck FreePBX
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Posrnsnysimm Pucynok 2.29 moxkemo nmo6auutu [P aapecy, BBiBIIU 5Ky B Opay3ep
mu nieperinemo Ha Web intepderic FreePBX, me came i 3MOXkeMO HaIamTOBYBaTH
Biptyasibhy ATC. Jlani mounHaeThcs peecTparlisi KOPUCTyBadya 1 aKTHUBAIliSl CUCTEMH,
MICIIsL YOTO BIAKPUBAETHCS AOCTYII 10 BcUx Oe3komToBHUX ¢GyHkii IP-ATC.

s mouatky mepeiaemo 3a numixom Admin>System Admin i BigkpuBaemo
nHanamryBanag DNS (Pucynok 2.30). Cuctema Hac nornepeaxkae mo 0yJie HopMoro, o0
Ha nepiromy Miciii DNS cepsepis 0y 127.0.0.1. I{e o3Havae 110 cepep Oyjae 3BepTaTUCs
cam J1o cebe 1 OTpUMyBaTUME BIIKJIMK. BBOIMMO peKOMEHI0BaHUM CEpBEP 1 HATUCKAEMO

«Submity.
System Admin

Intrusion Detection

Normally, your first DNS server should be 127.2.2.1. Add any additional servers after that.

Network Settings

DNS Server list Hostname
192.168.1.1

Notifications Settings

4 Power Options

Pucynok 2.30 — HamamryBanas DNS

[Mepexoaumo 3a nuisixom Hanamrysanus>Asterisk SIP Settings (Pucynoxk 2.31).
Tyt moxkemo mobGauutu ocHoBHI SIP HamamTyBaHHsA. 3BepHEMO yBary Ha (YyHKIIIIO
«Allow Anonymous Inbound SIP Callsy, 11 omiis 103BoJjsie a00 3a00pOHSIE A3IHKHU 3
HEB1JIOMUX HOMEPIB. 3a/ijis1 0€3MeKr peKOMEHJ0OBAHO HE BKIIIOUYATH 110 (QYHKITIIO.

V Bruiazki «Local Networks» HeoOXiTHO BBECTH JIOKAIbHI MEPEXKi B TKUX MOKYTh
3HaxoAuTHCS coPThOHU, TenePOoHH, IITI03U Ta 1HINE aKTHUBHE 0OnanHaHHsA. Bee iHime

3aJIUIIIa€EMO K €.



< General SIP Settings ” SIP Settings [chan_pjsip] |

=Security Settings

Allow Anonymous Inbound 5IP Calls @
Allow SIP Guests @

Default TLS Port Assignment @

| Tar lI.
| Tar lI.

Chan SIP PJSip

=MAT Settings

External Address @

Local Networks @

Detect Network Settings

192.168.1.8

/| 255.255.255.0

192.168.1.4 /| 255

Add Local Network Field

=RTP Settings

RTP Port Ranges @

RTP Checksums &
Strict RTP @

RTP Timeout &

RTP Hold Timeout @

RTP Keep Alive @

Start:

Pucynox 2.31 — HanamryBanus SIP
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3amis nepeBipku KopekTHoi pobotu IP-ATC crtBopuMoO BipTyanbHI HOMEpH Ta

HIIKIIYUMO 1X B Hammx codrdonax Ha BipTyanbHux mammumHax [IK1 1 ITK2. [dns

CTBOPEHHS BIPTYaJIbHUX HOMEPIB MEPEeX0oauMo 3a nuisixom Jlogatku>/logaTkoBi HoMepu

Ta HATUCKA€EMO Ha ITYHKT «]_HBI/II[Ky CTBOPCHHA JOJATKOBOI'O HOMCPY». TYT 0aunMo JBa

kpoku (Pucynok 2.32). O6upaemo tum kanany SIP, BBoguMo aiis cebe 3pydHuil HoMep,

IM’s1 Ta aZpecy eNeKTPOHHOT nomTH. Bee iHIe 3anumaemMo 3a 3aMOBYYBAHHSM.

LBKMAKE CTBOPEHHA AOAATKOBOIO HOMEPY

1 Step 1

’ 2 Step 2

Step 1
Type @

Extension
Number

(7]
Display Name ©

‘Outbound Caller
1D

7]
Appeca

ENeRTpoMHOT
nowTH

SIP [chan_pjsip]

110

1 Step 1

WengKe cCTEOPEHHA A0AATKOBOTO HOMEDY

2 Step 2

- Enable Find
Me/Follow Me

> ParkinglLot Default Lot

Create User
Manager User

L7}

demgorl1609 @gmail .com

Previous Next

User Manager
Groups All Users X

L7

Enable Voicemail

Voicemail PIN ©

z

Previous

Pucynok 2.32 — CTBOpeHHS BipTyalbHOTO HOMEpA

Finish
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CTBOpHBILIK HOMEP, MOKEMO IepeiiTh B Horo penaryBanus (Pucynok 2.33), me
MOXKHa T00aunTH Tojie «Secrety 3 mapojeM, SKUW BUKOPUCTAEMO JJISI CTBOPCHHS

akkayHTta B codrdoni. [lanuit mapoab MOKHA 3MIHUTH.

Extension: 110

J 3araneHi ” Voicemail H Find Me/Follow Me ” PosWwMpeHWiA ” Pin Sets H 3aranbHi ” IHWe |

= PeparyeaTun 08aTKOBUIA HOMep

This device uses PJSIP technology listening on Mopt 5060 (UDP)

Display Name @ PC1

Outbound CID ©

Emergency CID @

Secret @ 2e721bcf98a4020553e345d3ae9d816h

Pucynok 2.33 — PegaryBaHHs BipTyaJbHOT'O HOMEPY

[Ticns uporo 3amyckaemo Yate Client na BipryaasHomy I1K i 1omaeMo akkayHT 31
CTBOPEHUM BIpTyaJIbHUM HOMepoM. BBOouMO TOW HOMep 1 aposib, a B KOCTI cepBepa

[P-anpecy namoi IP-ATC. Ha pucynky 2.34 6a4umMo 1110 HOMEP MiAKII0YEHO.

B MK [3anywena] - Oracle VM VirtualBox

[Z] Accounts

Enabled Account Status
| sip:0042606197... offline
sipl10@19216... @ online

=1 . -
'_w_"q Edit account: sip:110@192.168.1.22

Use provider: |-nnne- | - |
Protocol: |5i|:| | - |
Username: |110 |
Password: |.ii.ii.ii.ii'ii'i |

Save password:

Server: [192.168.1.22 |

‘v" Ok H b4 Cancel|

Pucynox 2.34 — IligkntodeHHs BIpTyajabHOTO HOMEPY
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[ToBTOprOEMO momepeaHi ii s CTBOPEHHS JAPYTroro BIpTyalbHOTO HOMEpY

(Pucynok 2.35) 1 migkmogaemo ioro 1o codprdona apyroi BipTyanbHOI MAIIAHU.

|. | Aaminicrpatop || Aopatkn || 3e'sok || Mawens npunagis || 3sitw || Hanawtysawma || uce | | & ]|Ql|
J Bci goaaTioBi HoMepn ” Custom Extensions || DAHDi Extensions H 1AX2 Extensions H SIP [chan_pjsip] Extensions || virtual Extensions ‘
|' + jopati AopaTKoBNR Homep - | | ¥ LLIBWAKe CTROPEHH A0AATKOBOTO HOMEpY \ Mowy | -
0 Extension IM'a ow DND FM/FM CF | cFB CFU Type Aii
0 10 PC1 ~ u] = u] 0 @] pisip (41
] 220 PC2 ~ u] o4 u] 0 o pisip (1

MokasaHo 3 1 no 2. Beeoro: 2

Pucynox 2.35 — BipryansHi HoMepu

BrieBHUTHCH B TOMY IO PEECTPYBaHHS HOMEPIB MPOUIILIO YCIHIIIHO MOXHA 3a
usixom 3Bitu>Asterisk Info. B nynkti «Channels» (Pucynok 2.36) GaumMo Hari

HOMEpH 1 IXHI{ CTaTyC OHJIAiH, a OTXKE BCE MPAITIOE.

Channels
Tech Resource Status Channel Count
PJ5IP 220 ONLINE 0
PJsIP 110 ONLINE 0

Pucynok 2.36 — Cratyc HOMepiB

[lepeBipriMO 4u MpaltoTh Halll BipTyanbHl HomepH. 3arenedonyemo 3 1K1 Ha

[IK2. SIx 6aunmo Ha Pucynky 2.37, 3'eilHaHHSI BCTAHOBJICHO YCITIIIIHO.
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& " - & k2 Ranyu
= | ﬁﬂ, Vate Client EI\EI .| A Yate Client E@
Yate Settings Friends  Status — Yate Settings Friends  Status
[ ]
@I ¢ Telephony‘ - @‘ L TE"—'F'hUHY‘ (erfe
lal lal
C N QD C N LD
Calls  Hstory Contacts Calls  Hstory Contacts
B [v]lt c ] El [v]lt ca ]
(e (=3
Lo # ] )

t 220
® Answerad

0:10

mEIE

4110
® Answered

0:08

(0]l

Pucynoxk 2.37 — JI3Binok 3 [1K1 na T1K2

B manomy posmini 6yio posrisayTo [13 VirtualBoX, ctTBopeHO B HhOMY BipTyallbHi
MalIMHU Ta 00’€HaHO iX B ogHy Mepexy. [linkmounnu no Hux |IP-tenedoniro 3a
noromororo coprdoniB YateClient i BukoHam TecToBuii A3BiHOK Ha Sipnet.net.

Takox po3risnanocs BCTaHOBIIEHHs BipTyanbHoi mammuan 3 IP-ATC FreePBX,
sgKa Ma€ BC€ HEOOXIJHE I CTBOpeHHs MOBHOWLIHHOI odicHoi IP-ATC, mocriitHO
OHOBJIIOETHCS, @ BCTAHOBJICHHS HE Ma€ OCOOJMBUX TPYIHOIIIB 3aBIASKHA IPOCTOTI

iHTepdeiicy. Hanamrosano nany cucremy, CTBOPEHO BipTyalibHI HOMEPH, Ta BUKOHAHO

YCHIIIHI A3BIHKH 3 OJIHI€] BIpTyalbHOI MAIlIMHU HA IHIIY.
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3. AHAJII3 ITOTOKIB ITPOTOKOJIY SIP 3A 1OIIOMOTI'OIO 113
WIRESHARK

3.1 I13 Wireshark.

CucreMHI aIMIHICTPaTOPH BUKOPUCTOBYIOTh Psiji IPOrpaMm it aHami3y Tpadiky Ta
NOIIYKY HOpUYMH 300iB. OJHUM 3 HaWNOMYJSIPHIIIMX I1HCTPYMEHTIB [UISl aHali3y
MepexeBoro tpadiky € Wireshark. MoxxiauBocTi mporpamu 6€3MeKHi - Bij 3aXOIJICHHS
NAKEeTIB, L0 MEePEAAIOTHCA M0 MEPEXKI, 10 BUIIYyYeHHS OKpeMuX (aiiiB A JOCIKEHHS
Ta nepeBipku. [loroBopumo mpo 1110 mporpamy TOKIaHIIIe.

Wireshark onuH 13 HaliKpaIux y CBiTi Ta IIMPOKO BUKOPUCTOBYBAHUI aHAIi3aTOP
Mepex)eBUX MPOTOKOIB. BiH 103BoJIsIE MOOAUUTH, 1110 BiIOYBAETHCS Y Ballliii MEepexi Ha
MIKPOCKOIIIYHOMY piBHI, 1 € cTaHmgapTtoM jae-pakto (i 9acto Ae-rope) g O0ararbox
KOMEPIINHUX 1 HEKOMEPLIMHUX IIJNPUEMCTB, IEPKaBHUX YCTAaHOB 1 HaBYaJbHUX
3aknaniB. Po3pooka Wireshark mpoiiBiTae 3aBasK1 BOJOHTEPCHKUM BHECKAM MEPEKEBUX
EKCIIePTIB Y BChOMY CBITI Ta € MPOJOBXKEHHSM MPOEKTY, po3nodatoro Jlkepambaom
Kom6com y 1998 pori [9].

Wireshark d¢ikcye Bxigui Ta BuxigHi TCP-maketu. A 3aBIskud BOYJIOBaHUM
GyHKIISIM BIJICTEXKY€E BMICT 1 mIykae nmoMuikd. Cuctema QUIBTPIB 3HAYHO CIPOIIYE
BUKOPHUCTAHHS MPOrpamMu, a TAKOXK MPOCTHM 1 JIOT1UHUN rpadiuHuil iHTepdeiic Ha 0asi
dbperimBopky GTK + 3 migrpumkoro BimkpuToro API (BikHa 30BHI BUTIIISJIAIOTH SIK
Windows).

Oco0auBOCTI IPOrpPaAMH:

1. Kpocmnardopmuicts — noctynHi Bepeii aist Linux, Windows, macOS.
2. beskomToBHO nommproeThes 3a dinensiero GNU GPL v2.
3. IIpocrota - ycTaHOBKa BiIOYyBA€ETHCS B KIIbKA HATUCKAHb HAa KHOMKY «Jlaimi».

Cnouatky po3pooHukH HaszuBam mpoekT Ethereal 1 mpu3HavaBcs BiH BUKIFOYHO
st mepex Ethernet. ¥V 2006 pori yepes mpobiieMu 3 TOProBOXO MapKow BOHA Oylia

nepeiiMmeHoBaHa. 3a (QYHKIIOHATBHICTIO MporpamMa cxoka Ha tcpdump, amne HabOyma



51

BEJIMKOI TOMYJSIPHOCTI 3aBASKU CBOEMY 1HTepdeilicy Ta OaraTUM MOMXJIHBOCTIM
COpTyBaHHS Ta (LIbTpALii.

MepesxeBuit Tpadik KOHBEPTYEThCsl OYKBaIbHO Ha JHOTY. [Iporpama 3akianeHa
CTPYKTYpPOIO Pi3HOMaHITHUX MPOTOKOJIB, TOMY KOPHUCTYBad MpAIIO€ 13 3aXOIUJICHUM
NOTOKOM 1H(opMaii. ETMHUM 0OMEXEHHSIM € CHUCOK MIATPUMYBAHUX CTAaHAAPTIB - BIH
oOMexxeHul MoOXIMBOCTsAMU Oi6mioTeku pcap. IlpaBnma, ¢yHkmioHan Oyne JIeTKo
PO3IIKUPIOBATUCS CKpUNTaMK Ha MOBi Lua.

HeoOximgui ¢hyHKIii mepexxeBoro anamizaropa Wireshark:

1. 3axoruieHHs MakeTiB B peajJbHOMY 4aci abo il Yac YuTaHHs 3 (ailry.
2. Ilintpumka aporoBoro Ethernet, 6e3mporoBoro 3B’s3ky IEEE 802.11, PPP i

JIOKAbHUX BIpTyanbHUX 1HTEp(DEHCIB.

3. Bigbip MepexxeBUX TMAKETIB BEJIMKOK KUIBKICTIO BCTAHOBIEHUX (DUIBTPIB,

BKJIFOUar04M po3mnppoBky Tuibku VolP-n3BinkiB, HTTPS-Tpadiky.

4. BupaineHHs pi3HHMX MPOTOKOJIB JJig 3Mimanoro tpadiky, Buaiiens TCP, HTTP,

FTP, DNS, ICMP Tomo.

5. Hemmdpysanas WEP-, WPA-Tpadiky 6e31p0TOBUX MEpEX 3a HAIBHOCTI KITIOUa
oe3nexku Ta Handshake.

[TapanensHo mporpama (ikcye HaBaHTaXKEHHS Ha MEPEXY, 30epirae CTaTHCTHUKY,
BiJI0Oparkae BIAMPABKY 1 MPUIOM MMAKETIB B peabHOMY Yaci, aje e ApyropsaHi QyHKIii.
OcHoOBHa 3 HUX — nepexorieHHs Tpadiky. TyT HEOOX1AHO YTOUHUTH, IO BUKOPUCTAHHS
POrpaMu MOBUHHO OYTH y3TOJKEHE 3 BIACHUKOM TMiAMEPEXKi, 1HAKIIIE BOHO MOBHICTIO
MEPETBOPUTHCA HA «XAKEPCHhKY aTaKy» 3 MOJANbIIUMH HACTIIKaMH JJ1s haxiBIIA.

IIle oxniero mepearoro Wireshark € inTepdetic ykpaincpkow mooro. [IpaBna,
BOy/IOBaHA JIOBiJKa TUTHKM AHTIJIIMCHKOIO, TOMY pO30MpaTHCs B mporpami 0e3 3HaHHS
MOBHU JIOBEACTHCA 3a JIOTIOMOIOI0 Mepekiagadya, abo OpieHTYBaTHUCS HA HA3BU IyHKTIB
MEHI0, SIK1 T€X NMEepeKIaZeHl YKPaiHChKOIO MOBOIO. ['0J10BHE pO3yMITH MPUHLUIT pOOOTH
porpaMu i He 0OSATHUCS BEIMYE3HOI KIJIBKOCTI JIAaHWX, OTPUMAHUX IIiJ] 9Yac BU3HAYCHHS
Tpadiky.

[Tporpamue 3a0e3ne4eHHs Ma€e Taki MyHKTH MEHIO:



52

1. ®aiin — MICTUTh KOMaH]IU U1 BIIKPUTTS, 30€pEKEeHHS, IMIIOPTY/EKCIIOPTY BUPa3iB

TAHUX.

2. PenaryBanHs - 3MiHa 3arajJbHUX MapaMeTPiB MPOTPaMU, BKIIIOUAOUH 1HTEpdeiic.
3. Ilepernsin - HamamTyBaHHA BIJOOpaXK€HHS OKpeMHX OJOKiB, MacmTao,

M1JICBIYYBaHHS KOJIbOPOM.

4. 3amyck - 101oMora o yrpasJiiHHIO poOOTOI0 MPOrpaMu 3a JI0MOMOTOI0 KJIABIIIL.

5. 3axBaT - 3amyCTUTH, 3yNHHUTH, MEPE3aMyCTUTU 3aXOIUICHHS Tpadiky BKa3zaHO1
MEpexi.

6. Amnanis - cucrema ¢GiuIbTpalii MPOTOKOJIB, IEKOIyBaHHS, TIepeBipKa KOHTCHTY.

7. CraTuCTHKa — OTpUMaHI1 3BITH PO Tpadik, AeTani30BaH1 A1 KO)KHOTO TPOTOKOIY.

8. Temedonis - e okpeMuid 070K (PYHKITIOHATLHUX MOJYJIB ISl IeKoAyBaHHs [P-

TenedoHii.

Takoxx BualIeH! mapamerpu poodotu 3 mepexamu Wi-Fi 1 Bluetooth (mynkr
«be3apoToBe MAKIIOYCHH»). K0 BaM HEOOXIIHO IMJAKIIOUUTHA JOJATKOBI CKPUIITH
JUIsL aHAJII3y MepekeBoro Tpadiky, miarpuMmka Lua BkiroueHa B po3iuii « [HCTpyMeHTH.
[TpoOHuii 3amycK MepeXxoIToBadya He BUKIIUKAE TPYIHOIIIB, IPOCTO BUOEPITH MOTPIOHY
Mepexy 1 HaTucHITh «Ilyck». [Ipomec TpuBatumMe 6e3nepepBHO, IOKH Mporpama He Oyie
3aKpHTa BPYYHY a00 IMOKHM BH HE HATHCHETE KHOMKY «CTOI».

VY OUIBIIOCTI BUMAIKIB aHATI3 OTPUMAHOTO TpadiKy BiOyBaeThCI B aBBTOHOMHOMY
pexumi. Criouatky BiH 30epiraetbcs y Qaitn (mamm) 1 Juie MOTIM BHKOHYETHCA
nocmimkeHHss. Takudl MAXix AO03BOJISE 3HU3UTH PU3UK BUHUKHEHHS TMOMMIOK, SIK1
NPU3BOJATh O BTpaTH BaXKIMBOI iH(opMallii (Hampukiaa, KOau OyJld HEMpaBUILHO
HaJalToBaHl BOy1oBaH1 QpiabTpu B nmporpami Wireshark abo HenmpaBMIIbHO MOCTABJIEHO
3aBIaHHS MEPEXOIUICHHS). 30epekeHnit (paitsm JOCTymHUH JIJIsi MTOBTOPHOTO aHamizy 0e3
00MEKEHB.

OcCHOBHI TpUIOMH:

1. Tomyxk 3a nakeramu. [Tanens moNIyKy BiIKPUBAETHCA CTAHAAPTHOIO KOMOIHAIIIEIO
knapim Ctrl+F. Ilicas akTuBarii pexxuMy TOCTYMHHI KiJbKa BapiaHTIB IOIIYKY.

HaitnonynspHimum pexxuMom € «DinbTp BiioOpakeHHsD, BIH MPU3HAYCHUN TS
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BUSIBJICHHS TIAKETIB, SIK1 BIIMOBIAAIOTH 3aIaHOMY BUpasy. Jlpyruil 1ikaBuil BapiaHT

- «Psaok».

2. MapkyBanHs nakeTiB. Bci makeTu, sKi Hac MIKaBIATh, BUAUISIOTHCS KOJIBOPOM 32
nornoMoror komOiHamii kinagim Ctrl + M (abo depe3 MyHKT BUIIAJal0u0ro MEHIO
paBoi KHONKK MUl «BukoHaty / 3HATH rajgouky 3 nmakera»). [lepemimenHs mix
HuMu mpairoe 3a gomoMororo  Shift+Ctrl+N  (mactymnamit) 1 Shift+Ctrl+B
(momepeaHii).

3. ®ineTpu. BusHauae kpuTepii BUKIIOYEHHS Ta BKIIOYEHHS B aHaJi30BaHY
KOJIEKI[If0 TakeTiB. UuM Ounblle aHaMi30BaHE TBEP/KCHHS, THM JICTAIbHIIIE
¢b1pTpyeThes 1HGOopMaris. Lle cnponrye NoTik JaHUX 1 3HUKYE PU3UK MEXaHIYHUX
NOMMJIOK KOPUCTYyBauya.

Haiinpocrinie BUBUUTH (DYHKIIIOHAT IPOTPAMHU B «P1AHIIN» Mepexi, KOpucHo Oyze
NONPAKTUKYBAaTUCA B IMEPEMUKAHHI pEXUMIB MepexeBUx anganrtepi. IIporpama
niarpuMye 4 pi3Hi popMatu: KepoBaHHM, psIME TTIIKITFOYEHHS, TOJIOBHUH 1 MOHITOPHUN
pexuM. Ix mindip mo3BONSE 3MIHIOBATH CIOCIO IiIKIIOUYEHHS B 3al€KHOCTI Bif THITy
ajiarTepa i MoCTaBJICHOTO 3aBIAHHS.

VY Oynp-aKoMy BHUNAJKy ONTHUMAJIbHO CIIOYATKy BUIPOOYBaTH BCl BapiaHTH 1

TIIBKH MOTIM MPOOYBaTH BUKOPUCTOBYBATH YTUJIITY 3a IPU3HAUCHHSIM.

3.2 AHaJti3 MOTOKIB TECTOBOIO A3BiHKA Ha cepBep Sipnet.

[lapanensHo 10 1M, BUKOHAHWUX B po3aun 2.3, HaM MNOTpiIOHO Ha Apyrii
BIpTyaJIbHIM MAalllMHI 3allyCTUTU aHali3aTop MNpOTOKoJdiB. B Moemy Bumaaky ue I13
Wireshark.

BanyctuBmm Wireshark oOupaeMo MigKIIOUEHHS Yepe3 JIOKaJIbHY MEPEeKy i
poOMMO 3axBaT MakeTiB. 3axBaT MOTPIOHO BUKOHATH B TOM 4ac, koau 3 iHmoro IIK
pobumo Bukiuk Ha cepBep SIPNET. 3akiHuuBIIM BUKIHK 3yTUHAEMO 3aXBaT 1 y BKIIAIKI

«Tenedonis» BigkpuBaemo «SIP Flowsy (Pucynox 3.1).



‘ *TigkARIYEHHA YERES NOKANEHY MEDERY

=N HCR (x5

®ain [Npaeka Buwrnag [epexiy  3axonnedna  Ananiz Cratwctmea | Tenedonin | Wireless »

4d = ® @ Q‘EB’%EEQQ‘ Bucnmin VolP

[. |Ap|:u|*r' a display filter ... <Ctrl-/= ANSI s
Mao. Time Source Destination G3M y
9239 45.486124 212.53.35.248 192.168.1.4 [AK2 Stream Analysis

9248 45.583941 192.168.1.4 212.53.35.240 Mosigomnenns SUP
9241 45.585136 212.53.35.248 192.168.1.4 LTE "
9242 45.513979 192.168.1.4 212.53.35.248
9243 45.524117 192.168.1.4 212.53.35.248 MTP3 4
I 9244 45.525326 212.53.35.248 ]|.92.158.1.4 Osmux 3
] m
RTP L
* Frame 1: 86 bytes on wire (638 bits), 86 bytes captured ( TSP -
» Ethernet II, Src: Tp-LinkT ff:bl1:81 (f4:f2:6d:ff:bl:81),
- Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.1 SCTP y

» User Datagram Protocol, Src Port: 528, Dst Port: 528
* Routing Information Protocol

1| 1] [

SMPP Qperations
UCP Messages
H.225

SIP Flows

ff ff ff ff ff ff f4 f2 &d ff bl 81 88 @@ 45 ee
@8 48 b Se @@ 88 81 11 a9 f6 c@ a8 V1 81 c@ aB
@l ff 82 858 82 B8 89 34 c3 eb B2 B2 B0 B8 BB B2
aa ee 98 o8 99 B8 90 B2 GO0 09 B8 B0 Be a8 o8 B8
@8 8l 8@ 82 e B8 25 35 98 8@ ff ff fc @@ ee ee
aa o0 ge ap o8 Bl

SIP Statistics I}
‘H WAP-WSP Packet Counter

Pucynok 3.1 — 3axBaT nmakeTiB B JJOKAJIbHIN Mepexi

VY BikHi «SIP Flows» mu 6aunmo Harn Bukiauk Ha cepep SIPNET, skuii Oyio

BUKOHAHO 3 1HIIOI BipTyaJIbHOT MaliMHU B Hamnii mepexi (PucyHok 3.2).



M Wireshark - SIP Flows - NMigeatoyena Yepes NokankHy Mepesky E@

Start Time Stop Time  Initial Speaker  From To MpoTokon
1057496 49776820 19216814 (cipe0042606197 @sipnet.net> ! <sip:00000@sipnet.net> SIP

[] Time of Day

0K ] [ CKacyBaTH ] [P'repare Filter] IFIaw SEquenr_eI [h Play Streams] [Cmnimsamv] [ LoBinka

Pucynoxk 3.2 — SIP Flows

Hatuckaemo Ha «Flow Sequencey i 6aunmo giarpamy JI3BiHKA.

VY mporoko:ni SIP icHyI0Th Taki OCHOBHI THUIIH 3alUTIB (THUIl 3alUTY 3a/1a€THCA B

CTapTOBOMY PSJIKY):

INVITE — Buknmukae aapecara i BCTAHOBIICHHS 3B'S13Ky. 3a JOTIOMOTOO IIbOTO
MOBIJJOMJICHHS aJlpecary TMepefaloThCcsd BUIU MIATPUMYBAHUX CEPBICIB (SIKi
MOXYTh OyTH BHUKOPUCTAHI I1HIIIATOPOM CEAHCY), a TaKOX BHUJIM CEPBICIB, 5Kl
Oaxae mepemaBaTH HIIIATOP 3B'SI3KY;

ACK — mnoBiIoMJIeHHS MATBEPIKYE 3ro/ly ajpecaTa BCTAHOBUTH 3'€THAHHS. Y
IbOMY IOBIIOMJIEHHI MOXYTh OYTH MepedaHl OCTAaTOYHI MapaMeTpu CEaHCy
3B'I3Ky (OCTATOYHO BUOMPAIOTHCA BHUJAM CEPBICIB 1 iX mapameTpu ki OyIyTh
BUKOPHUCTAaH1);

Cancel — BigMina paninre neperaHuxX 3anuTiB (BUKOPUCTOBYETHCS Y BHITAIKY
SKIIO HEOOX1THOCT1 B HUX O1IbIIIE HEMAE);

BYE — 3anur 3aBepuieHHs 3'€ JHAHHS,
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- Register — paHuM 3amUTOM KOPHCTYBay 1eHTH(IKYE CBOE IOTOYHE MICIE
pO3TalTyBaHHS;
- OPTIONS — 3amur indopmarnii npo ¢GyHKIIOHATHHI MOKIUBOCTI TEpMIHATY

(3aCTOCOBYETHCA y pasi, SIKIIO Il JIaHl MOTPIOHO OTPUMATH 1O BCTAHOBJICHHS
3'eHaHHA, TOOTO 0 (PAKTUYHOro OOMIHY JIaHOIO 1H(OpPMALIE 32 JOMOMOIOO
sanutiB INVITE 1 ACK).

Ha ko’keH 3anuT, BIAMPaBHUKOBI IPSIMY€E BIANOBIAb, 110 MICTUTh KOJ PE3yJIbTaTy
BUKOHAHHS 3anuTy. DopMar IuxX BIAMOBiAEH ycmaakoBaHui Bin mportokomy HTTP.
BianoBiai konaytoTbes 3-X3HAUHMM YHUCIIOM, Tiepia Iudpa sSKOro BKa3zye Ha Kiac
BIJIMOBIJIEH, a I1HII /1Bl — 1AEHTH(IKYIOTh KOHKPETHY BIJIOBIIb B KOXHOMY KJjacl.
[Tpuctpiii MOKe HE 3HATH, [0 O3HAYAE KO BIAMOBIII, ajlc TOBUHEH 000B'I3KOBO 3HATH
KJ1ac BiAMoBil. Bchoro icHye 6 Ki1aciB BiIOBIICH:

- 17?7 — IadopmariitHi BiAIOBIII;

- 27?7 — VYcniuHe 3aKiHYCHHS 3aIUTY;

- 37?7 — Iudopwmartis mpo 3MiHH MICII PO3TAITYBaHHS A00OHEHTA, 0 BUKIIUKAETHCS;

- 47?7 — Iadopmariist mpo MTOMUIIKY;

- 57?7 — Indopmaiiis mpo NOMUIIKY cepBepa;

- 6?7 — [HdopmMmaris Mpo HEMOXKIIMBICTh BUKJIMKY a00OHEHTa (KOPUCTyBava 3 TAKOIO
aJIpecolo He ICHy€e, a00 KOPUCTYBAY BIIMOBIISIETHCS IPUIUHATH BUKIIUK).

Tenep po3risiHeMo JiarpaMmy A3BiHKA 1 K1 B HiM 3anuTu Ha Pucynky 3.3.

M wireshark - Call Flow - MigknhYeHHA YERES NOKEAEHY MEREIy E@
Uac 192.168.1.4 12 554040 212.53.40.83 Komerrap

1.057496  spep INVITE SDP (griiU g7i1A GSM 16-bit .| gpep SIP INVITE From: <sip:0042606197@sipnet.net>...
1.125080 5060 SN RNy 5050 SIP Status 100 Trying
1.131275 5060 e 0L Authenticstion reguired | ey, SIP Status 401 Authenticstion required
1177640 5060 BEL 506D SIP ACK From: <sip: (042606197 @sipnat.net= To..
1178745  cpep [IMVITE SDP (g711U g711A GSM 1651t .| coen SIP TNVITE From: <ipi0042606157 @sipnat.nate
1.251350 5060 100 Tryfing 5080 SIP Status 100 Trying
1.301311 5060 180 Ringing SDP (SPEEX) 506D SIP Status 180 Ringing
1.303728 5060 BT ERES) =060 SIP Status 200 OK
1.321185 5060 b= 5060 SIP Request INVITE ACK 200 CSeq:8
1.601682 18134 GBI 60124 RTP, 12 packets, Duration: 0.200s SSRC: (xESFOF..
1.806045 18134 EEMEI B RTP, 2392 packets, Duration: 47,8185 SSRC: OxE...
1.831674 18134 EEME ) RTP, 2392 packets, Duration: 47,8475 SSRC: 0xE5...

40,653326 5080 HilE 5050 SIP Request BYE CSeq:l

49,704395 5080 SN RNy 5050 SIP Status 100 Trying

49,776820 5080 NI 5050 SIP Status 200 OK

Pucynoxk 3.3 — Jliarpama /13BiHKa
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3Bepxy 3imiBa MoxHa nobaunt IP aapecy 192.168.1.4, 3 sk0i Oyn0 BHKOHAHO

m3BiHOK. [Topy4 IP ampecu 212.53.40.40 Ta 212.53.40.83, sixi HasIeKaTh MIPOKCi-CEPBEPY

«Sipnety.

[IpoBenemo aHami3 MOCITIAOBHOCTI OOMIHY TOBIAOMIIEHh MDK TEpPMIHAJIOM

Ta CEPBEPOM:

1.

8.
9.

3anuT Ha BCTAHOBJICHHS 3'€IHAHHS 10 By3Ja Bl TEpMiHAILY 10 CEpPBEpA.

. Indopmariitna BiAMoBiAk BiJl cepBepa, MPo cpoly 3’ €THAHHS.
. BiamoBinb Bix cepBepa, mpo HEOOX1THICTh aBTOPH3AITIi.

2
3
4.
3)
6
7

TepmiHa miaATBEPKYE 3ro1y Ha aBTOPU3AITIIO.

. 3amuT Ha BCTAHOBJICHHS 3'€JHAHHS JI0 By3Jia BiJ TEpMiHAY J10 cCEpBepa.
. Indopmarriitna BiIOBIAL BiJ cepBepa, po crpoly 3’ € qHaAHHS.

. Indopmariiiina BiAmoBiAb BI cepBepa, MNPO HAAXOHKEHHS BHUKIUKY [0

B1JIJIaJIEHOTO BY3Ja.
BianoBiae Bix cepBepy, 110 BiH MPUHHSAB 3’ € THAHHS.

[linTBepasKeHHS TIepeaayi Bl TEpMIHAJIA IO CEPBEPY.

10.ITepemaua Tpadiky mo mpotokosy RTP Bix Tepminamy 10 BimaneHOTo By3Ja.

11.Tlepenaua Tpadiky o nmpotokosy RTP Binx BimmaneHoro By3ia 10 TEpMiHATY.

12.T1lepenaua Tpadixy mo mpotokorxy RTP Bix BigmaneHoro By3na 10 TepMiHaTy.

13.3anwuT 3aBepuieHHs 3’ €THAHHS Bij] cepBepa.

14. BianoBiae B TepMiHaiIa PO CpoOy 3’ € THAHHS.

15.BianoBiap BiA TepMiHaia A0 cepBepa Mpo 3aBEPIICHHS 3’ €THAHHS.

3.3 Anaui3 SIP norokiB Tesnedonnoi mepexi FreePBX.

3M1MCHUBIIM J3BIHOK 3 OJTHOTO BIPTyaJIbHOTO HOMEpa Ha 1HIIUH B po3iti 2.4, Ham

NOTPIOHO TapaieibHO 0 IOTO MPOBECTH aHAI3 MPOTOKOJIB. 3aKIHYMBIIN BUKIHK

3ynuHsAeMO 3axBat iy Bkianmi «Tenedonis» BinkpuBaemo «SIP Flowsy (Pucynox 3.4).

Otpumano 5 SIP noTokiB, siki 3apa3 po3rissHEMO JIeTaJIbHIIIIE.
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.! Wireshark - SIP Flows - TiagnroqedHA YEpES NOKANEHY MEREKY E\@
i Startfl'ime Stop Time  Initial Speaker From To MpoTokon
2043103 2078990  1921681.22 <sip220@1921681.22> <sip220@192.168.1.5> SIP
13112131 60877111 19216816 <sip110@192.168.1.22> <sip220@192.168.1.22> SIP
26777550  26.806791 192.168.1.22 <sip110@192.168.1.22> <sip110@192.168.1.6> SIP
35820059 061533491 192.1681.22 "PCL" <sip110@192,168.1.22> <sip:220@192,1681.5> SIP
61932828 ©1.962345 1921681.22 <5ip220@192168.1.22= <sip220@192.168.1.5> SIP

{1}

Pucynoxk 3.4 — SIP Flows

Ha Pucynky 3.5 6aunmo nepmmii SIP notik. 3Bepxy 3miBa 3HaxoauThes IP agpeca

192.168.1.22, sxa nanexuth IP-ATC, a IP agpeca 192.168.1.5 Hanexutb ApyTiid

BIpTYyaJIbHIM MalllvH1, IKa IpUiiMae BUKIUK B1J1 MEPIIOI.

2.043103
2.078081
2.078990

192.168.1.22
192,168.1.5
1 1
5 i OPTIONS _1l i
1 - 1
5060 o TNy I EDED
5060 1 e ! 5DED
1
1
1
1
1

B neprmomy noTtorii Mu 6a4numo:

SIP OPTIONS From: <sip:i220@152.168.1.22= T..
SIP Status 100 Trying
SIP Status 200 OK

Pucynox 3.5 — Ilepuuit SIP notik

1. 3anut iHpopMalii Mpo PyHKIIOHATBHI MOKIMBOCTI TEPMIHAITY.

2. Tadopwmarriiina BimoBiae Mpo crpoOy 3’ € qHAHHS.

3. Bianosiab npo NpuMHATTS 3’ €IHAHHSL.

Ha Pucynky 3.6 6aunmo apyruii SIP notik. 3Bepxy 3miBa 3HaxoauTbes IP agpeca

192.168.1.6, sika HaNMEKUTH NEPIIiNA BIpTyaTbHIN MaIIHHI 1 3 IKOi BAKOHAHO J3BIHOK, &

IP anpeca 192.168.1.22 nanexuts Hamriit IP-ATC.



M ireshark - Call Flow - Tligkntouena Yepes nokansHy Mepesky EI@
Yac 132.166.1.6 KoMeHTap 2
192.168.1.22

13.657522 5060 !‘"""“E SCP (g711U g711A v.=,: 506D SIP INVITE From: =sip:1108192.168.1.22> To...

13.724083 5%_'& 401 Unsuthorized | g SIP Status 401 Unauthorized

13.724504 5060 e 01 Unsuthorzed | ey SIP Status 401 Unauthorizad

13.751118 S060 | L ! 5060 SIP ACK From: <sip:110@8152,168.1.22= Toi<sip...

13.751343 5060 !‘"""“E SCP (g711U g711A v.=,: 506D SIP INVITE From: =sip:1108192.168.1.22> To...

14297865 spep [INVITE SDP (711U gT11A o 5 SIP INVITE From: <sip:1108192,168.1,22= Toi.

15,298505 5060 !‘"""“E SCP (g711U g711A v.=,: 506D SIP INVITE From: =sip:1108192.168.1.22> To...

17.314395 spep [INVITE SDP (711U gT11A o 5 SIP INVITE From: <sip:1108192,168.1,22= Toi.

18.029118 5060 e Lho ' cpen SIP Status 100 Trying

20.417300 5060 Ig 100 Trying ! 505D SIP Starus 100 Trying )

20.417526 5060 e NIy ' cpen SIP Status 100 Trying 3

20.417655 5060 Ig 100 Trying ! 505D SIP Starus 100 Trying

35.346926 5060 e Ry ! 560 SIP Status 180 Ringing

35.904915 5060 Ig LED Ringing ! 505D SIP Starus 180 Ringing

44,101254 spgp 300 OK SDP (711U a711A .| oy SIP Status 200 0K

44,118723 30875 | RTP (o711l ol 12460 RTP, 835 packets, Duration: 16,7425 SSRC: (:S70...

44,119010 506D : LEs .,: o0ED SIP Reguest INVITE ACK 200 CSegi16

45,497964 30876 e RTP (o711l | 12450 RTP, 749 packets, Duration: 15,4045 SSRC: (280,

60.863488 s060 | HEE . 5060 SIP Reguest BYE CSem17

60.877111 5060 e Sl | 580 SIP Status 200 OK

Pucynox 3.6 — [Ipyruit SIP notik

B npyromy notoii mu 6a4umo:

3anuT Ha BCTAHOBJICHHS 3'€IHAHHS J0 By3Ja BiJl TEPMiHAY IO CEpBEpA.
Binmosine Bix cepBepa, mpo HECAHKIIIOHOBAHE 3’ € THAHHSI.

Binnosinp Bix cepBepa, Mpo HECAHKIIIOHOBAHE 3’ € THAHHSI.

TepmiHan miATBEpKY€ 3roay Ha 3’ €HAHHS.

3anuT Ha BCTAHOBIICHHS 3'€THAHHS JI0 By3J1a BiJ] TEpMiHAITY 10 CEPBEpA.
3anuT Ha BCTAHOBJICHHS 3'€IHAHHS J0 By3Ja BiJl TEPMiHAIY IO CEpBEpA.
3anuT Ha BCTAHOBJICHHS 3'€IHAHHS JI0 By3Jia B1Jl TEpMIHAITY JI0 CEpBEpA.

3anuT Ha BCTAHOBJICHHS 3'€IHAHHS JI0 By3J1a BIJ TEpMiHAIY J0 CEpBepa.

© ©o N o 00~ WD PE

[ndopmarriitHa BiMIOB1Ib Bl cEpBEpa, PO CpoOy 3’ € THAHHS.
10.IadopmarriitHa BiAMOBIAB Bi cepBepa, PO Crpoly 3’ €THAHHS.
11.TadopmariitHa BIAMOBIAB Bl cepBepa, PO Crpoly 3’ €THAHHSL.

12.TndopmariiitHa BiIMOBiAb BiJ cepBepa, Mpo cipoly 3’ € AHAHHS.
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13.[nopMmariiiina BIAMIOBIAB BiJg cepBepa, IPO HAIXOKCHHS BHUKIHMKY 10

B1JIJIaJICHOTO BY3Ja.

14.TadopmariiiiHa BIAMOBIb BIJ cepBepa, MPO HAAXOHKCHHS BHUKIUKY [0

B1JIJIaJIEHOTO BY3JIa.

15.B1amoBib Bij cepBepy, U0 BiH NPUIHSB 3’ € JHAHHS.

16.ITepenaua Tpadiky no nporokony RTP Big repminany o cepsepa.

17.1linTBepaKeHHS TIepeaadl BiJl TEpMiHAJIa 10 CEPBEPY.

18.I1epenaua Tpadiky mo mpotokosy RTP Bix cepBepa mo TepmiHay.

19.3anuT 3aBepIiieHH 3’ € THAHHS.

20.BiamoBiap Big cepBepa A0 TepMiHATY PO 3aBEPIICHHS 3’ € THAHHSI.

Ha Pucynky 3.7 O6auumo Ttpertiii SIP mortik. Tyt mnpoBomuTecs 0OMiH

noBiomieHHssMu Mix IP-ATC 3 aapecoro 192.168.1.22, ta mepiior BipTyaJbHOIO

marmmHoto 3 [P anpecoro 192.168.1.6.

26.777550
26.8062491
26.806791

192.168.1.22
192.168.1.6

T 1
i I

e | OPTICNS = SOSD SIP OPTIONS From: <sip:1108192.168,1.225 T...
| - 1

5060 L 100 Trying | 5060 SIP Status 106 Trying
1 1

5DED e 200 OK ! 5060 SIP Status 200 K
i
1

Pucynoxk 3.7 — Tperiii SIP motik

B tpeTbomy noToii Mu 6a4uMo:

1. 3anwut inpopmariii mpo GyHKITIOHATHHI MOKIUBOCTI TEPMIHAITY.

2. Indopwmarriiina BiIoBias Mpo cripoOy 3’ € AHAHHS.

3. BinmoBiap mpo npuiHATTS 3’ € THAHHS.

Ha Pucynky 3.8 6aunmo uerBeptuii SIP motik. TyT mpoBoauThCs: 0OMiH

noBigomsieHHsME Mk [P-ATC 3 agpecoro 192.168.1.22, Ta aApyroro BipTyaabHOIO

mamuHoto 3 [P anpecoro 192.168.1.5.
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9

,! Wireshark . Call Flow . MigkntouenHa Yepes nokaneHy Mepesy "3 EI@
Yac 192.188.1.22 KomeHTap )
192.168.1.5
; ;
35.820659 spen SMVITE SDP (711U g7114 GSM GT.) cocy SIP INVITE From: "PCL” <sip:1 108152,168.1,22...
35.859173 506D e 100 Trying ISpep  SIP Ststus 100 Trying
35.899661 5080 !— 180 Ringing ! 5060 SIP Stts 180 Ringing
43.881250 5060 1300 OK SDP (g7110) g711A GSM tel..| goep 1P Semns 200 OK
44,065452 5060 | HEK » 5060 SIP Reguest INVITE ACK 200 CSeq:26273
44, 696490 15552 | RTP (g711L) o 18224 RTP, 835 packets, Duration: 16,1655 SSRC: B:3E..
45.497492 19552 ' RINE T aH) |18224  RTP, 780 packets. Duration: 16.014s SSRC: (x639...
61.505892 5060 | HYE » 5060 SIP Request EYE CSeq:26274
61.531430 S060 e 100 Trying 'spep  SIP Ststus 100 Trying
61.533491 5060 e A& ! 5060 SIP Status 200 OK

Pucynox 3.8 — UerBeptuit SIP notik

B ueTBepTOMy moTOIII MH 0aYNMO!

3anuT Ha BCTAHOBJICHHS 3'€IHAHHS JI0 By3Jia B1Jl CEpBepa JI0 TepMiHaa.
[HdopmarriitHa BiANIOBIAL MPO CIPOOY 3’ €THAHHS.

IndopmarniitHa BiAMOBIAR BiJ TEepMiHANA, MPO HAIXOIKCHHS BHUKIUKY
B1JIJTaJICHOTO BY3JIa.

BiamoBine Bix TepMiHaia, M0 BiH NPHHHSB 3’ € THAHHS.

CepBep mATBEPIKYE 3T0y Ha aBTOPHU3AIIIIO.

[Tepenaua Tpadiky no npotokosry RTP Bix cepBepa 1o TepmiHaiy.

[Tepemaua Tpadiky mo mpotokosry RTP Bix Tepminamy o cepBepa.

3anuT 3aBepIICHHS 3’ €THAHHS.

Indopmariitna BiIMOBi AL OPO CPOOY 3’ € THAHHS.

10.BiamoBias Big TEpMIHAIA, IO BIH OIPUNAHAB 3’ ¢ JHAHHS.
9

Ha Pucynky 3.9 6auumo i’ situit SIP notik. TyT npoBoauThcs 0OMiH

noBigomsieHHsME Mk [P-ATC 3 agpecoro 192.168.1.22, Ta apyroro BipTyaIbHOIO

MaiurHoo 3 [P agpecoro 192.168.1.5.
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Y 192,168.1.22 K
aC 192.168.1.5 OMEHTap
i i
61932828 5060 | OPTIONS » 5060 SIP OPTIONS From: <sip2208192.168.1.22 T..
| —_ 1
£1.951908 S0 e LD '5psp  SIP Staws 100 Trying
| |
200 OK I 5060 SIP Status 200 OK

61.962345 SDED

Pucynoxk 3.9 — II’stuit SIP notik

B m’stomy moroiti Mu 6a4nuMo:

1. 3anwut iHpopMalii po PyHKIIOHATBHI MOKIMBOCTI TEPMIHAILY.

2. Tadopwmarriiina BiMoBias Mpo cripoOy 3’ € AHAHHS.

3. Bianosiab npo NpuMHATTS 3’ €THAHHSL.
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Takum ynHOM, B JaHOMY PO3/1Ji OyJ10 po3risHyTo aHamizaTop makeriB Wireshark,

Horo ¢pyHKIIii Ta 0COOJIMBOCTI, OCHOBHI TUTIU 3anuTiB mpoTokoiay SIP. Wireshark mie qysxe

MOMYJISIPHUY 1 HAJ3BUYAHO BIIPABHUHN aHAIII3aTOP MEPEKEBHUX MPOTOKOIIB. OKpIiM TOTO,

10 BiH OE3KOIITOBHUM, TOJOBHOIO TIEPEBArol0 € Te, 1o I1ie rpadiuna nporpama. 30ip

JaHUX 1 TepeBipKka MepexeBoro Tpagiky B 1HTep(elcl KOpUcTyBaya € JyKe 3pYyUHOIO

CIIPABOIO, OCKUIBKY 11€ JO3BOJISIE 0OPOOIIATH CKIIaTHI MEPEXKEBI JaHi.

Takox mpoBesieHo aHami3 SIP moTokiB 3axorsieHux TpadikiB i yac A3BIHKA Ha

TECTOBHI cepBep Sipnet, Tta A3BiHKa 3 OJHOTO BIPTYaJbHOTO HOMEpAa HA IHIIWH,

ctBopeHux Ha IP-ATC.
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4. PO3PAXYHOK TPA®IKA ITIPOIIYCKHOI 3JIATHOCTI TA
IHNPOAYKTUBHOCTI OBJIAIHAHHA

Jlo moyatky po3paxyHKIB BI3bMEMO 1O yBaru Te, II0 KOMyTaTop MakeTiB Oyje
BUKOHYBAaTH (PYHKIi KOHIIEHTPATOPa, TOOTO 3’€IHYBaTUME NOTOKH MaKeTiB 1H(opmalii
JBOX THUIIIB — q0aatkiB IP-Tenedonii Ta qomarkiB 1aHux, 1m0 GOpMYIOTh TOTOKH ITAKETIB
kiacy «MoBay Ta kiacy «JlaHi» y ouH CIJIbHUM MOTIK MAKETiB.

l'onmoBHOIO 3amayero po3paxyHKIB € BU3HAYCHHS HEOOXIMHOI MPOITYCKHOI

3IaTHOCT1 BUXIJIHOTO TPaKTy MepefaBaHHs R saka 0 3abe3neuyBasia KoeilieHT

HEOOX .’

BMKOPUCTAaHHSA TPAKTY HE BUIIE HDK 33/IaHE 3HAYEHHA O .., = 0,8 . Ilpu po3paxyHkax,

3HEXTYEMO TIEI0 CIIYKOOBOIO 1H(POPMAITIE€IO, 110 MICTUTHCS Y 3ar0JIOBKAX MaKETiB.

Posrnsaemo B HaBeneHit Huxde Tabnuini 4.1 BXiHI JaHi 7151 pO3paxyHKY:

Taomung 4.1 — Bxiaai gaxi

Hns nonatkis IP tenedonii:

Cepenns TPUBAJICTh tenegoHHoi |t =90 ¢

po3m.

pPO3MOBU

CepenHsi IHTEHCUBHICTh BUKIHKIB B | A =3
TOJIMHY  HAWOIIBIIIOTO  HABaHTAKCHHS
(HaBe[icHE 3HAYCHHS BPaXOBYE BUKIWKH
IIPH BCTAHOBJICHHI SK BHXIJHHX, TaK 1

BXI1JIHMX 3’€JIHAHb)

Kinbkicts abonentis IP tenedonii N =250

Hopma BTpat BUKIUKIB P, =0,001

[ToTik KaapiB 3 MOCTIHHOK MBHIAKICTIO | ™' = 64 x6ir/c
(10151 KOJLyBaHHSI MOBH BUKOPUCTOBYETBCS

konek G.711)

Jl1st mofaTKIB TaHUX:




[Tponosxxenns Ta6mui 4.1 — BxijgHi naxi
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Po3paxyHkoBa 10BXHHA OJIOKY JTJAaHUX

""" =1024 OaWTIB

MAKETIB 3 JaHUMU

Po3paxyHkoBa 1HTEHCUBHICTh

OTOKY

A7 = 7200 makeriB/c

[IpoBeaemo po3paxyHOK HEOOX1JHOT MPOMYCKHOT 3JaTHOCTI.

Ha nepmomy kpoiii HaM nOTpiOHO BU3HAYUTH IHTEHCUBHICTh HABAHTAXKCHHS IS

oaHoro abonenta IP Tenedonii:

t

po3m.

90

y =

~ 3600 3600

-3=0,075 Epj],

Jlami po3paxyemMo IHTCHCUBHICTh HABAaHTXKECHHS 171 yciX aboHeHTiB [P TenedoHnii:

Y =y-N =0,075-250=18,75 Epu.

3HailieMo KUIbKICTh V YMOBHUX (HE (PI3UYHUX) BUXIAHUX MOPTIB, €KBIBAJICHTHUX

3a TPOIYCKHOIO CIPOMOKHICTIO BXIMHUM. SIKIIO KUTBKICTH JKEPEN HaBaHTAXCHHS

nopiBioe mpuHaiimMHi 250 — 3a TaOynpoBaHoro B Tabmumi 4.2 meprior (HopmyIioro

Epnanra, 1mo B JaHOMY BUIQJIKy BCTAHOBIIIOE 3aJI€XKHICTh Mk BTpaTaMu BUKJIUKIB P,

IHTEHCUBHICTIO HaBaHTaXCHHS Y, CTBOPIOBAHOTO 7 JHKEpEJIaMH, 1 YUCIOM V YMOBHHUX

BuxigHux moprtiB [10]. Tenep MoxkeMO BU3HAYUTH MOTPIOHY KUTBKICTh MOTOKIB MMAKETIB

kjacy «Moa» V y BHXITHOMY TPakKTl MepeAaBaHHsS KOMYTaTopa MakKeTiB, IPH SKId

BTpaTH BUKIMKIiB He OymnyTh mepesuityBatu P =0,001. 3 Tabmuui 4.2 BuxomuTh, 1m0

v=34.

Tabnuis 4.2 — TabynwoBana nepiina Gopmysia Epianra [10]

Yucuao kanajiis N HaBaunra:kenuns Y, Epa, npu iimoBipnocri BTpar P
0.00001 | 0.0001 | 0.001 | 0.002 0.003 0.004 0.005 0.006
1 .00001 | .00010 | .00100 | .00200 | .00301 | .00402 | .00503 | .00604
2 .00448 | .01425 | .04576 | .06534 | .08064 | .09373 | .10540 | .11608
3 .03980 | .08683 | .19384 | .24872 | .28851 | .32099 | .34900 | .37395
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4 12855 | .23471 | 43927 | 53503 | .60209 | .65568 | .70120 | .74124
5 27584 | 45195 | 76212 | .89986 | .99446 | 1.0692 | 1.1320 | 1.1870
6 A7596 | 72826 | 1.1459 | 1.3252 | 1.4468 | 15421 | 1.6218 | 1.6912
7 72378 | 1.0541 | 1.5786 | 1.7984 | 1.9463 | 2.0614 | 2.157/5 | 2.2408
8 1.0133 | 1.4219 | 2.0513 | 2.3106 | 2.4837 | 2.6181 | 2.7299 | 2.8266
9 1.3391 | 1.8256 | 2.5575 | 2.8549 | 3.0526 | 3.2057 | 3.3326 | 3.4422
10 1.6970 | 2.2601 | 3.0920 | 3.4265 | 3.6480 | 3.8190 | 3.9607 | 4.0829
12 24958 | 3.2072 | 4.2314 | 46368 | 4.9038 | 5.1092 | 5.2789 | 5.4250
14 3.3834 | 4.2388 | 5.4464 | 59190 | 6.2291 | 6.4670 | 6.6632 | 6.8320
16 43453 | 5.3390 | 6.7215 | 7.2582 | 7.6091 | 7.8780 | 8.0995 | 8.2898
18 5.3693 | 6.4959 | 8.0459 | 8.6437 | 9.0339 | 9.3324 | 9.5780 | 9.7889
20 6.4460 | 7.7005 | 9.4115 | 10.068 | 10.496 | 10.823 | 11.092 | 11.322
22 7.5680 | 8.9462 | 10.812 | 11.525 | 11.989 | 12.344 | 12.635 | 12.885
24 8.7298 | 10.227 | 12.243 | 13.011 | 13.510 | 13.891 | 14.204 | 14.472
26 9.9265 | 11.540 | 13.701 | 14522 | 15.054 | 15.461 | 15.795 | 16.081
28 11.154 | 12.880 | 15.182 | 16.054 | 16.620 | 17.051 | 17.406 | 17.709
30 12417 | 14.246 | 16.684 | 17.606 | 18.204 | 18.660 | 19.034 | 19.355
32 13.697 | 15.633 | 18.205 | 19.176 | 19.805 | 20.284 | 20.678 | 21.015
34 15.001 | 17.041 | 19.743 | 20.761 | 21.421 | 21.923 | 22.336 | 22.689
36 16.325 | 18.468 | 21.296 | 22.361 | 23.050 | 23.575 | 24.006 | 24.376
38 17.669 | 19.911 | 22.864 | 23.974 | 24.692 | 25240 | 25.689 | 26.074
40 19.031 | 21.372 | 24.444 | 25599 | 26.346 | 26.915 | 27.382 | 27.782

Jlami moTpiOHO po3paxyBaTH IMIBUJKICTh IMepelaBaHHs JIs 3arajlbHOi KiJIbKOCTI

IIOTOKIB MOBH.

I =

v-r'™ =34.64.10° = 2176-10° Giv/c.

Po3paxyBaBiim mBUAKICTh MEpeIaBaHHA JJIsl 3arajbHOI KUIBKOCTI MOTOKIB MOBH,

MEPEXOAMMO JI0 PO3PaXyYHKY MIBUIKOCTI MEepeAaBaHHs Uil IOTOKY JTaHUX:

[ = J* .81 =7200-8-1024 =58,982-10° 6ir/c.
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Tenep, KooKW HaM BiJIOMI MIBUIKICTh MEepeaBaHHs MOTOKIB MOBH, Ta IIBUJKICTh
nepenaBaHHs MOTOKY JaHWX, MH MOXKEMO 3HAWTH CyMapHy MIBUIKICTh NEpeIaBaHHS

1HpopManii:
r=r" + % =2176-10° +58982-10° = 61,158-10° Gir/c.

HeoOxigny mponycKHy 3JaTHICTh PO3PaxyeEMO TaKUM YHHOM, 1100 MaKCHMAaJIbHO

JOITy CTUMHIA KOE(IIEHT BUKOPUCTAHHS TPAKTY IIEPEAABAHHA . J0piBHIOBaB 0,8:

6
X ..t g 6115810

HeoBx. — ’ HEOOX. O
p > max !

=76,4475-10° 6ir/c.

Ha pucynky 4.1 MoXeMO pO3IJISHYTH Bi3yaIbHHM TPHKIAN 3HAXOJDKEHHS

MPOITYCKHOI 3/IaTHOCTI TPAKTIB NEepeIaBaHHs MEPEXKi.

TToTik MOBH ToTik maHHx
Py ™ rt =i
r2f =34.64.10° =2,176-10°6iT/c. r¥ =7200-8-1024 = 58,982-10%ir/c.
KomyTarop

HeobxigHa mpomyckHA

3IATHICTE
. ; re
CroipHHH NOTIE R 5=
= J";}L[, J";I P._n'la.x
) T 61,158 -10°
2.176-10° + 58.982-10 Roa =08

= 76,4475 -10° Givic.

Pucynox 4.1 — 3Haxo/KEHHS TPOITYCKHOI 3IaTHOCTI TPAKTIB MepeaaBaHHsI MEPEKi.

Buxonsuu 3 po3paxyHkiB, HE00X1IHa MPONyCKHA 3aTHICTh R = 76,4475Mbit/c,

HEoOX.
a OTXe, ONTUMaIbHO Oyne BUKOpHCTOBYBaTH TexHosorito Fast Ethernet, sxa mae

mBuakicts 100 Moit/c.
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BUCHOBKHA

B xoxi pobotu posrisganocs MOHATTS KOpHopatuBHOI Mepexi [P-tenedonii,
nepeBary rnepej aHaJloroBUMHU CUCTEMaMHU 3B’ sI3KY, ii oOya0BH Ha 0a31 VolP-nuiro3iB Ta
Ha 0a3i [P-ATC, Takox Oyno po3rasHyTO 10 Take Softswitch, #oro apxitektypa Ta
NPUKJIATU TPOTpaMHUX KOMyTaTtopiB. Bce 1ie Oyino po3ristHyToO B MEpHIOMY pPO3.Lfi,
BUXOJSIYU 3 SKOTO MOKHa 3po3yMitH, 1o IP-tenedonis mae psin mepesar, a came:
CKOHOMIs, TIOJIETIIEHHs poOOTH Ha BiACTaHI, (YHKIIOHAIBHICTh, MPOCTOTA
M IKITIOYCHHS, a TAaKOK MOXKIUBICTE 00’ eqHanHsI B ATC.

B npyromy po3maini npooaunucs nocmimkenns [13 VirtualBox, Ta 6yio ctBopeHo
B HhOMY BIpTyaJIbHI MaIlIMHHU, SIK1 3T0JI0M 00’ €THAHO B OJIHY Mepexy. [T1KIIF0unB 10 HUX
IP-tenedoniro 3a nonomororw coprdoniB YateClient 1 BUKOHAB T€CTOBUW JA3BIHOK Ha
«Echo-cepBep» sipnet.net. B mHacTynHiii dYacTWHI JaHOTO PO3JAUTY BimOyBajocs
BCTaHOBJIEHHS BipTyanbHo1 Mamnuau 3 [P-ATC FreePBX Ta HaylamutoBaHo JaHy CUCTEMY
Uil i MOAaNbIIOro (PYHKIIOHYBaHHS, CTBOPUB BIPTyallbHI HOMEpH, fKI J0AaB 10
copThoHIB Ha BIPTyaJIbHUX MAIlIMHAX 1 BAKOHAB YCIIIIHI A3BIHKY 3 OJIHI€1 BIPTYalbHOT
MAaIllMHU HA 1HIITY.

B Tperhomy poszminmi Oyno po3rasHyTO aHamizatop makeriB Wireshark, iioro
¢byHK1Ii Ta 0cCOOTUBOCTI, OCHOBHI TUIH 3anuTiB poTokoay SIP. IIpoBeneno 3axonineHHs
tpadikiB n3BiHKa Ha «ECho-cepBep» sipnet.net, Ta I3BiHKa 3 OJHOTO BipTYaJIBHOTO
HOMepa Ha iHmuH, cTBopeHux Ha [P-ATC, Ta npoananizoBano ixxi SIP moroku.

B octannboMy po3auii OyJ0 po3paxoBaHO HEOOXIJAHY MPOIMYCKHY 3aTHICTh, SKa
cTaHOBUTH 76 MOit/c, TOX onTuManbHO OyJe BHKOPHCTOBYBaTH TexHOoJjorito Fast
Ethernet, sixa mae mBuakicts 100 Mo6it/c.

B nmaniii poOotri OynM BHKOHaHI BCl TOCTABJICHI 3aJadl 1HHOBALINWHOTO,

JOCITITHUIIEKOTO XapaKTepy.
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JTOJATOK A

THE CONCEPT OF A CORPORATE NETWORK OF IP-TELEPHONE.
SOFTSWITCH AND ITS ARCHITECTURE

A.1 Corporate network

A corporate network is a network whose main purpose is to support the work of a
specific enterprise that owns this network. Only employees of this enterprise are users of
the corporate network. Unlike carrier networks, corporate networks generally do not
provide services to third-party organizations or users. Depending on the scale of the
enterprise, as well as on the complexity and diversity of the tasks to be solved, department
networks, campus networks and corporate networks are distinguished (the term
"corporate™ in this classification acquires a narrow meaning - the network of a large
enterprise) [1].

Any organization is a set of interacting elements (units), each of which can have
its own structure. The elements are functionally interconnected, that is, they perform
certain types of work within the framework of a single business process, as well as
information, exchanging documents, faxes, written and verbal orders, etc. In addition,
these elements interact with external systems, and their interaction also can be both
informative and functional. And this situation is true for almost all organizations, no
matter what type of activity they are engaged in - for a government institution, a bank, an
industrial enterprise, a commercial firm, and so on.

Such a general view of the organization allows us to formulate some general
principles of building corporate information systems, that is, information systems on the
scale of the entire organization.

A corporate network is any network that operates on the TCP/IP protocol and uses
Internet communication standards, as well as service applications that provide data

delivery to network users. For example, an enterprise can create a Web server for
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publishing announcements, production schedules, and other official documents.
Employees access the necessary documents using Web browsing tools (funds).

Web servers of a corporate network can provide users with services similar to
Internet services, such as working with hypertext pages (containing text, hyperlinks,
graphic images and sound recordings), providing the necessary resources at the request
of Web clients, as well as providing access to databases. In this guide, all publishing
services are referred to as "Internet Services", regardless of where they are used (on the
Internet or on a corporate network).

The corporate network, as a rule, is territorially distributed, that is, it unites offices,
divisions and other structures located at a considerable distance from each other. The
principles by which a corporate network is built are quite different from those used when

creating a local network. This limitation is fundamental, and in design [1].

A.2 The concept of a corporate IP telephony network

Currently, there are practically no such organizations that do not need calls outside
the local telephone network. At a minimum, communication between several
geographically distributed offices of the same company or calls to employees' mobile
phones, which is equivalent to a long-distance/international call, is required. Therefore,
reducing costs for telephone communication is an urgent task for any enterprise [2].

To solve the problem of reducing communication costs, it is necessary to use the
technologies of multiservice networks, in particular, IP telephony. IP telephony is a
technology that allows voice to be transmitted over data networks, including the Internet.
Due to this, communication costs are significantly reduced.

The main elements of a corporate IP telephony network are IP PBX and VolP
gateways, depending on the network construction option. A VVolP gateway is a device that
connects telephone lines (office PBX, telephone, fax) on one side, and an IP network (for
example, the Internet or a corporate data network) on the other. Such VolP gateways are

installed in each of the company's branches, so all branches, in addition to regular
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telephone channels, receive additional telephone communication channels via the IP
network [2].

Advantages of a corporate IP telephony network:

— significant reduction of costs for long-distance and international calls;

- the possibility of practically unlimited connection of additional lines;

- a single call routing system and a single numbering plan throughout the network
of branches and divisions;

—audio conferences and conference calls with the participation of subscribers from
remote divisions;

- the possibility of organizing a system of unified messages (unified
communications) for all employees of the enterprise, including on business trips;

- the possibility of using encryption technology, for example, VPN, to increase the
security of telephone conversations;

- the possibility to reduce costs for the construction of the company's data
transmission network and telephone network due to the integration of data transmission
and telephony networks;

- reduction of the total cost of maintenance of the data transmission network and
the corporate telephone network;

- the possibility of organizing a single corporate or distributed call center.

There are several approaches to building corporate IP telephony networks, which

we will consider in more detail.

A.3 Corporate IP telephony network based on VolP gateways

This option is the simplest and least functional. In this case, a VolIP gateway is
installed in each of the branches, which is connected to the free ports of the office PBX,
if there is no PBX in the office or there are no free ports on the PBX, then separate
telephone sets are connected to the VVolP gateway, which will be used only for intra-

corporate calls. Thus, the company receives additional communication channels via the
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Internet, which can be used for free telephone communication between the company's

divisions. We can see an example of this option in Figure 1.1

eHTpaabHiII odic
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Figure A.1 — Corporate IP telephony network based on VVolP gateways

The advantage of this option is the low cost of the equipment.

Disadvantages of this option - free ports are required on the office PBX,
reprogramming of office PBXs is required, adding new branches (VVolP gateways) will
require reprogramming of all VVoIP gateways, it is impossible to connect branches or

remote employees who do not have a static IP address to the network [2].

A.4 Corporate IP telephony network based on IP PBX

The options for building a corporate IP telephony network described above are
intended to solve the problem of reducing costs for telephone conversations between
company offices. If the company is interested in building a multi-functional
communication system that connects all branches, it is necessary to install an IP PBX. It
Is due to the installation of an IP PBX that it becomes possible not only to reduce the

costs of telephone conversations, but also to organize a single communication space for
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all company employees, regardless of their location (with a single numbering plan, a
single system of distinguishing subscriber rights and a single administration system).

With this organization of communication, traditional long-distance and
international communication (between offices) is completely excluded, which
significantly reduces the company's costs. Employees of the branches, in turn, do not feel
territorial distance at all - communication between them is carried out by simply dialing
the subscriber's internal number.

In addition, it is the IP PBX that provides the user with additional types of service
- an expanded set of service functions, due to which the efficiency of the company's
employees increases, work time is saved, productivity and efficiency of management

decision-making increases. We can see an example of this option in Figure 1.2.
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Figure A.2 — Corporate IP telephony network based on IP PBX

Main capabilities and functions of IP PBX:
— call routing functions — various ways of distributing incoming calls between
subscribers, direct internal access to the system (DISA), direct inbound dialing (DID),

group call, call queue;
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— call management function — call hold, call interception, call forwarding;

— office functions — voice menu (IVR), subscriber presence control, conversation
recording, conference call, conversation listening, voice mail, electronic fax;

— system functions — delineation of user rights, centralized definition of subscriber
rights, user authorization with establishment of connection rights, keeping statistics of
conversations.

Moreover, all these functions are available to all IP PBX subscribers, regardless of
which office they are in. It should also be noted that the IP-PBX provides the possibility
of unlimited expansion of the number of subscribers, both in the central office and in
branches, as well as the possibility of connecting employees who work at home to the
company's telephone network.

With this version of the organization of the corporate network of IP telephony, a
server or software-hardware complex IP PBX is installed in the central office, which
provides call management between all subscribers of the corporate network. Subscribers
can connect to the network in different ways: remote offices connect using a VolP
gateway, remote workplaces using IP phones or computers with a software IP phone
(softphone), mobile employees using smartphones with a built-in SIP client. Thus, all
employees of the company who are connected to the Internet are subscribers to the
corporate IP-telephony network and can make free calls to any other subscriber of the
network [2].

A.5 SoftSwitch

Softswitch (English Softswitch - software switch, the tracing paper "softswitch™ is
also used) is a flexible software switch for providing telephone communication functions,
one of the main elements of the next generation NGN communication network. The
softswitch serves to manage the NGN network and is designed to separate connection
management functions from switching functions. The software switch is able to serve a

large number of subscribers and interact with application servers, supporting open
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standards. It is the carrier of the intelligent capabilities of the IP network, it coordinates
the control of the service of telephone calls, signaling and functions that ensure the
establishment of a connection over one or more networks. A softswitch can be software
(hence the word "soft" in the term) on any server or virtual machine or APK — a
specialized device with installed software or even a network cluster of servers or devices
with installed software that works as a single entity [3].

In the course of the development of telephony and data transmission networks, the
NGN concept was developed, which provides for the convergence of IP-telephony
networks with PSTN, ISDN, Intelligent networks, mobile communication networks and
the Internet. In order to interact with all networks and types of alarms, the Softswitch
device was developed, a software switch that became the core of a multi-service network.

The International Softswitch Consortium ISC (International Softswitch
Consortium), later renamed IPCC (International Packet Commu), was founded in 1999
as the first organization engaged in promoting Softswitch standards and ensuring the
interoperability of various Softswitch technologies. The IPCC included working groups
that discussed Softswitch architecture, services, protocols, and marketing issues.

Lucent Technologies Corporation was the first manufacturer to demonstrate
Softswitch as a commercial product. It happened in 2001 at the CeBIT exhibition. This
Softswitch is a multifunctional programmable control system that allows operators to
quickly create and implement new services in their IP and ATM networks.

Worldcom and Level 3 were the first operator companies to deploy advanced

software switch zones [3].

A.6 SoftSwitch architecture

According to the Softswitch architecture model developed within the framework
of the IPCC Consortium, four functional planes are provided:

— transport plane - responsible for transporting messages through the
communication network. Includes IP Transport Domain, Interaction Domain, and Non-

IP Access Domain;
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— call and signaling service management plane — manages the main elements of the
IP telephony network. Includes media gateway controller, Call Agent, Gatekeeper;

— plane of services and programs — implements management of services in the
network. Contains application servers and DVO servers (additional types of services);

— operational management plane — supports functions of activation of subscribers
and services, maintenance, billing and other operational tasks.

The main task of Softswitch is to coordinate different signaling protocols of both
networks of the same type, for example, when combining H.323 and SIP networks, and
when channel switching networks interact with IP networks.

The main types of signaling used by a Softswitch are signaling for connection
management, signaling for the interaction of different Softswitches with each other, and
signaling for managing transport gateways. The main connection management signaling
protocols today are SIP-T, OKS-7 and H.323. As options, the E-DSS1 protocol of primary
ISDN access, the subscriber access protocol via the V5 interface, as well as the still
relevant signaling of dedicated CAS signaling channels are used as options [3].

The main signaling protocols for transport gateway control are MGCP and
Megaco/H.248, and the main signaling protocols for communication between
SoftSwitches are SIP-T and BICC.

Due to access to various networks and programs, it is much easier to organize
various types of services and additional types of services on the basis of Softswitch:

— A complete set of modern telephony services, such as intelligent call routing,
depending on the subscriber's availability, call waiting, call holding and translation, three-
way conferences, call parking and interception, multi-line subscriber groups, etc.

— Assignment of direct city numbers to any of the lines, permission or prohibition
of certain types of incoming/outgoing communication on them, obtaining connection
statistics.

— Wide possibilities of activation and deactivation of services on a certain
telephone line using activation codes dialed from the phone, using the web interface,

using the IVR voice portal, using the phone menu.
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— Voice services, such as voice mail, with the possibility of sending the received
message to email, etc.

Today, it is customary to divide Softswitch into the presence/absence of a
subscriber base and interaction with end-user devices.

Softswitch class IV is intended for the organization of a transit center in some
operator networks. It performs routing and distribution of calls in IP networks at the trunk
level, providing transit and redistribution of traffic received from regional segments [3].

Softswitch class V - software switches of class 5 differ in the ability to work
directly with end subscribers of the network and provide them with both transport services
and additional types of services (DVO) [3].

There are also combined or universal solutions, which are called class 4/5.

A.7 Examples of SoftSwitch

Many well-known companies are engaged in the creation of Softswitch software
switches for next-generation communication networks (NGN): Avaya, Nokia Siemens
Networks, Alcatel-Lucent, Ericsson, Unify, Nortel, Cisco, Huawei, Samsung and others.

Solutions for corporate communication networks:

— 3CX - IP PBX for internal corporate communications.

— Avaya Aura — IP PBX and a developed ecosystem of related products (gateways,
servers, telephone devices). Production: USA.

— CommuniGate Pro - e-mail and IP-telephony server.

— Cisco Call Manager Express (CME) and Unified Call Manager (CUCM) — IP
PBX and a more complex multidisciplinary solution. Production: USA.

Solutions for telecommunications operators:

— Huawei SoftX 3000 is a multi-purpose platform for servicing from several
hundred thousand to several million subscribers. Manufacturer of China. Based on own

equipment.
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— Iskratel SI-3000 — operator-level hardware and software complex. Production:
Slovenia.

— BroadSoft UC-ONE (BroadWorks) - APK. Production: Canada. Has been part
of Cisco products since 2017 and is no longer developed.

Communities of programmers from all over the world are developing such software
complexes, which, with the appropriate level of knowledge, can be used as a constructor
to create a suitable communication node.

One of the most popular free Softswitches is Asterisk and its derivatives (FreePBX,
Elastix). Yate and FreeSWITCH, which is gaining popularity, are also known among

open source systems. Let's consider some of them.

Asterisk

Asterisk is a tool for organizing a corporate PBX (PBX).

It is a free and open source computer telephony (specifically VolIP) solution from
Digium, originally developed by Mark Spencer. The application works on Linux,
FreeBSD, OpenBSD and Solaris operating systems, etc. The name of the project comes
from the name of the symbol "*" (English asterisk - "star") [4].

Asterisk in a complex with the necessary equipment has all the capabilities of a
classic PBX, supports many VolP protocols and provides rich call management functions,
including:

— Voice mail.

— Conference communications.

— IVR (interactive voice menu).

— Call processing center (queuing calls and distributing them to subscribers using
different algorithms).

— Call Detail Record (detailed call record).

— Integration with CRM systems.
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FreeSwitch

FreeSwitch is a tool for creating a telecommunications hub and serving VolP
traffic. It is an open-source telephony platform designed to meet the needs of voice- or
text-controlled systems that scale from softphone to softswitch. FreeSWITCH can be used
as a switch, PBX, media gateway or media server for I\VVR applications that use simple or
XML scripts to control the call processing algorithm. Supports various protocols such as
SIP, H.323, IAX2, and Google Talk, allowing interaction with sipX, OpenPBX, Bayonne,
Yate, or Asterisk [5].

FreeSWITCH supports many modern SIP features such as presence/BLF/SLA,
TCP TLS and sRTP. It can be used as a transparent proxy server with or without proxying
media streams, work with T.38 (proxy and convert T.38 to T.30 and back) and other
protocols.

It also supports narrowband and wideband codecs, making it the perfect bridge
from legacy devices to the future. Voice channels and conferences can work at
frequencies of 8, 16, 32 and 48 kHz and allow combining channels with different

frequencies [5].

Yate

Yate (Yet Another Telephony Engine - another telephone system) is a free and free
software VolP system designed to create IP PBXs with wide capabilities.

Yate supports the main IP telephony protocols such as SIP, H.323 and 1AX, as well
as RTP/RTCP media transmission using G.711 or encoded with various codecs - GSM
06.10, iLBC, Speex, AMR-NB . Receive and transmit faxes using G.711-inband (A-law
or mu-law) and T.38 methods. For working with text messages, there is support for
SIMPLE and the XMPP protocol (Jabber), as well as its Jingle extension [6].

Yate distributions include a server and a client part, which is why we can talk about

a full-fledged VolIP system.
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The server part of yate is an IP-telephony server, with support for standard
functions, such as registration of end terminals, processing and routing of calls,
interaction with VolP gateways. Additional services such as IVR, call center, card
telephony can be implemented on the server.

The YateClient client program for end users has a simple graphical interface, it is
a classic softphone with support for exchanging text messages using the XMPP protocol.

The yate server and client can run Windows, Linux (Mandriva, Ubuntu, etc.), Mac

OS. YateClient, among others, is also available for FreeBSD [6].

FreePBX

FreePBX is an open source web-based GUI (graphical user interface) used to
control and manage Asterisk (PBX), an open source communication server. In simple
words, it is a free portal for managing Asterisk PBX using a web interface. FreePBX is
distributed under the GNU General Public License (GPL), an open source license. This
software package can be installed manually or as part of a preconfigured FreePBX
distribution, which includes: operating system, Asterisk and FreePBX GUI with all
dependencies [7].

FreePBX Distro is the most optimal system for implementing Asterisk-based
telephony in small, medium and even large businesses. Owned by Sangoma Technologies
Corporation.

In general, FreePBX is very similar to an ordinary analog PBX with a set of
incoming and outgoing lines. This is one of the most affordable and proven distributions
for Asterisk. In the basic version, users have free internal calls and calls to external lines.
It is possible to record conversations, configure the voice menu and mail, as well as send
messages to e-mail.

All these functions can be used by connecting the provider's software PBX, but
such solutions have a number of limitations compared to FreePBX. This distribution is

best suited for companies with 10-100 employees.
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FreePBX is worth using for several reasons. First, it has everything you need to
create a full-fledged office IP PBX. Second, FreePBX is constantly updated. Thirdly,
FreePBX has a good security system because it does not have default passwords, in
addition, the Fail2Ban security program is installed together with the distribution, it does
not allow third-party users to pick passwords and gain access to the system. Also,
installing FreePBX does not require special skills due to the simplicity of the interface.

FreePBX users have access to the full range of functions offered by the virtual
PBX:

— free calls within the system;

— integration with all the most popular CRM systems;

— video conference;

— IVR menu;

— flexible call forwarding;

— voice mail;

— fax;

— conversation recording;

— download statistics.

PBXs based on FreePBX are easily scalable, which allows you to increase the
number of subscribers or external lines. For this, it is enough to install an additional
gateway or connect software (telephones), integration with telephone lines is also

possible. You can also configure forwarding to landline and mobile numbers [7].

In this section, the concept of a corporate IP-telephony network, its advantages
over analog communication systems, its construction based on VVoIP gateways and on the
basis of IP PBX was considered, as well as what Softswitch is, its architecture and
examples of software switches were considered. Based on this section, you can

understand that IP telephony has a number of advantages, such as:
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Saving. Connecting and using IP telephony is much cheaper than installing
conventional telephones. The difference is especially noticeable when you need to call
other cities or countries.

Facilitating remote work. In companies with a large number of offices and
branches, there is a need to ensure good communication between employees. And the
installation of IP telephony has been considered the best solution to this problem for many
years.

Functionality. By installing IP-telephony, you will not only get a cheap and
convenient way of telephone communication, but also extended possibilities of such
communication. With the help of additional services, you can set up a voice mailbox, an
answering machine, recording conversations, conferences and much more.

Simple connection. Unlike conventional telephony, setting up an IP connection
does not require laying a lot of cables and installing a lot of expensive equipment. The
entire connection process takes very little time, and all devices take up little space.

Association in PBX. Large companies often have communication problems due to
the fact that they are connected to several telephone exchanges at the same time. By

installing IP telephony, you can combine them and significantly simplify call routing.
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Failure to comply with the established regulations in the
execution of documents and train maintenance leads to
non-compliance with the terms of delivery of goods in
international traffic.

Analysis of the main causes of delays in international
freight traffic indicates the need to pay considerable
attention to the correctness of the design of transport
documents. This is possible when using the CIM/SMGS
railway consignment note, unified according to the
requirements of Eastern and Western transport law, as a
basic transportation document. It does not need to be
reissued when crossing the border and is an electronic copy
of the transit declaration. Its use greatly simplifies the
procedure of customs clearance of goods.

In order to speed up the processing of international
freight flows during transportation by rail, the technology
of checkpoints should be improved. It is necessary to unify
the common European standards of work technology, to
introduce the use of electronic information and document
management for international cargo flows.

One of the possible directions for Ukraine may be the
introduction of a risk analysis and management system in
improving the technology of customs clearance of goods.

Different rating systems can be used to assess risk and
determine the magnitude of its impact. Since 2003 The
World Customs Organization has developed a standardized
risk assessment.

The introduction of a risk management system for
servicing international freight flows at border railway
stations reduces operating costs for transportation by:

- reducing the duration of operations related to the
expectation of processing a set of transport documents and
the implementation of customs procedures at checkpoints;

- improving the use of vehicles;

- reducing the number of cases of loss of cargo,
separation of goods and documents.

On the other hand, additional income can be obtained
from:

- expansion of the complex of transport services and
application of modern transport technologies, improvement
of information support;

- provision of additional information services to cargo
owners, exporters and importers to control the
transportation process.

Improving the organizational and legal framework for
customs clearance of goods during transportation by rail
requires the development and implementation of
information and management systems. This will make it
possible to streamline the existing technology for
processing international cargo flows by reducing the time
to perform the full range of operations at border stations. In
turn, consistency in the work of adjacent units will reduce
the number of detained cars.
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KOPIIOPATHBHI MEPEXKI IP-TEJIE®OHIT
HA OCHOBITHYUYKOI'O KOMYTATOPA

Ha croropHinmHiil neHh HPaKTHIHO He ICHYE TaKuX
opraHizamiii a6o KOMIaHi#, sfKi 6 He KOPHCTYBalIHCS
cuctemamu [P-renedonii. Ha BinMiHYy Bif aHANTOTOBUX 1
MOGITBHHX 3aco0iB 3B smKy, I[P-temedonis mepenae
TONOCOBHI CHTHAT TIO Ge3IPOTOBMM IHTEPHET-KaHATAM,
3aBISIKH [[OMY CIIIKYBAaHHA depes BeecBITHIO Mepexy He
notpedye TNpokiagaHHsI TenegoHHMX MiHIH. Takox He
noTpibHO KymyBaTu obmamHauHA st odicHoi ATC.
Bipryansua ATC na ocuHoBi [P-Tenedonii marpuMye psig
KOPHCHMX  (YHKINH, $KI HEJOCTYIHI  3BHUAHOMY
TenedoHy, a MIHA Ha TOCTYTH Ta Tapu¥ 3HAYHO AEIIEBII
HDK Y TpPamuIiiHMX cucTeMaX. PO3TISTHEMO OCHOBHL
niepeBaru [P-TeneoHii B MOPIBHIHHI 3 aHAIOTOBOO:

- IP-tenedoHist MOXKe 3aJOBONBHHTH BCl TOTPeOH Yy
3B'SI3KY Ta MIBHAKOCTI Tepenaul pi3HUX ii BUIIB, B TOH dac
SIK Mepekl aHaloroBoi TenmedoHil Bie AABHO 3acTapili i
HE 33/]OBUILHSIOTE MOTPeOH KOPIOpAIlii;

- mepexin Ha [P-TenedoHIIO CHIBHO CKOPOUYE BUTPATH
BIK€E 3 TIEPIIOTO MICSITI KOPHCTYBaHHS,

- IETKICTh YIPABIiHHS JAHUMH IO3BONSE OTPHMATH
DocTyn o OyOb-AKMX  CTaTHCTHYHMX  JQHUX,
BCTaHOBJFOBATH PAMKH BHTpAdaHHS KOIITIB, & TaKOX
BCTAQHOBIOBATH OOMEKEHHS HA BHXIIHe 3'e¢IHAHHS 3
PI3HHMH aGOHEHTaMH,

-3a  pomomororo  BipryamsHoi ATC  Moxna
oGy ayBaTi oiCHY CTPYKTYPY He3alekHO Bifl MacuITaGiB
Oi3HeCy Ta OIepaTHBHO HANAINTOBYBAaTH ii. Binbmmicts
(YHKIIOHATBHIX ~ MOXKIHBOCTEH  pealisyeThcs — uepes
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«XMAPHI» TEXHOJOTI.

Jany poGoTy TPUCBSYEHO AOCTIIKEHHIO MPHHIIAITIE
o6y OBH KopriopaTiBHOI Mepe:xi IP-Tenedonii #Ha ocHOBL
THY49KOTO KoMyTaTopa. IHTepec [0 Hei BHKIHKae ii
aKTyalbHICTh, SKa TMOJsirae B Tomy, mo IP-temedomis
TIOCTYTIOBO BHTICHSAE TPaJWINHY Telne(OHIO 1 aKTHBHO
BHKOPHCTOBYEThCSA B PI3HMX IMANPHEMCTBaX. ToMy JaHa
poboTa € aKkTyalbHOIO, Mepenbadac po3B’ I3yBaHHS 3a1ad
IHHOBAIHHOTO, OCTIHIIIBKOTO XapaKTepy.

B poGOTi pO3IISIHYTO TIOHATTSI KOPIOPATHBHOI Mepeki
IP-tenedonii, cxemu ii mobynoBu Ha 6a3i VolP-numosie ta
Ha Gaszi IP-ATC, npoanamizoBaHo ToHSTTS Softswitch,
HOro apXiTeKTypy, MPUKIaAH MPOrPaMHIX KOMYTaTOpPIB.

Ha nactynmHmx ertamax 3a monomoroo I13 VirtualBox
OyJI0 CTBOPEHO BIPTyalbHI MAIIMHH Ta OO0 €HAHO X B
omHy Mepexy. IlimwmodueHo no HUX [P-TemedoHio 3a
nomomororo codptdoniB YateClient 1 BUKOHAHO TECTOBHIT
I3BIHOK Ha sipnet.net.

Taxox posriamanocs BCTAHOBIEHHSA —BIPTYalbHOI
vanman 3 IP-ATC FreePBX, sxa Mae Bce HeOOXIAHE ISt
CTBOpEHHs TOBHOINHHOI odicHoi I[P-ATC, mocrtifiHo
OHOBIIOETECS, @ BCTAHOBIEHHS He Mae OCOOIHMBHX
TPYOHOIB 3aBASIKKM NPOCTOTI iHTepdeticy. Hamanrropano
JaHy CHCTeMY, CTBOPEHO BIPTyalbHI HOMEPH, T4 BUKOHAHO
YCIIIIHI A3BIHKY 3 OZHI€E] BIPTYanbHOI MalTMHK Ha 1HIILY.

HampsmoM TOmambIMX JOCHUIAEHb € BH3HAUEHHS
BUMOI' O TPOIyCKHOI 3HATHOCTI Ta IIPOAYKTHBHOCTL
oOIagHaHHA.
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IMOBYJOBA MATEMATHYHOI MOJIEJII
PYXY HA JLJIAHIII 3AJIIBHAL Y
KOMIT'FOTEPHUX IHOOPMAIIIITHO-
KEPYIOUHNX CUCTEMAX

Beryn. B indopmamiHiX cucTeMax Gesleku icHye
HaJMIpHA HEBM3HAYEHICTh, TOMY IHMTaHHS 1HeHTH(IKAIi,
MOJICIIOBAHHS PYXY Ta KePYBAHHS BHMATAIOTh HAYKOBOTO
MIAXOAY PO3PAXYHKY 3 OOMEKEHHMH CTATHCTHIHHMA
naanmi [1, ¢. 185]. B poGorti [2, ¢. 36] Gyno nposeneHe
MOZEIIOBAHHS IIPOLECY PEIYIIOBAHHSA IIBHAKOCTL PYXY
SAMBHUYHAX ~ TPAHCTIOPTHMX — 3acoBiB 33 YMOB
HeBH3HaUeHOCTL. OTHHM 3 BaXJIMBHX YMOB Ge3MeKH pyxy
€ BHUKIIOYEHHS  MOXIMBOCTI  3ITKHEHHS  PI3HHX

TPAHCTIOPTHUX 3ac00IB.

PezynbTaTu gociimkens. J[1s 1s0oro B poGoti [2,
¢. 36] BCTAHOBIIOETLCSA KPUTHUHE 3HAYEHHS BIACTAHI MIXK
TPAHCTIOPTHIMIL 3aC00aMIT Ly, , TIPH SIKOMY TapaHTYeThCS

Oe3IeUHICTh MPOIeCY IlepeBe3eHb HAa BCTAHOBIEHOMY
piBHI.  Jlng 3ami3HHYHOTO  TPaHCIOPTY, [J&  pPyxX
BiZIOYBAETHCS O KOMISIM (PAKTHUHO MAEMO TUIBKH OIHY
3MIHHY, IO  XapakTepusye IHTepBal  IOMYTHOTO
CITITYBaHHsL.

Hexait opanmsaTa pyXy i — ro notary AopieHioe Xj, To
st 1+1 gomycTuMa OpAOHHATA JOPIBHIOE X4 TO Mae
OyTn Ginbie X; + chp- Bispmemo 1=1. ITepmuii motsr Xy,
cigye 3a apyrum X, JIsS BU3HAYEHHS UM BHKOHAHA ITA
yMOBa BBOJIMMO Taki napameTpu pyxy Vj, Vo— BillloBinHO
OBHAKOCTI pyxy morsry 1 Ta morsary 2. Ilpm
CHIiBBiiHOMIEHH] kKonH V; < Vo, BiicTaHb L Mix NoTATaMu
1 Ta 2 3pocrae, mpu ¥; = ¥V, — € HesminHoO. Came ToMy
posIisAfaeMo BapiaHT, komu VW > V,, To6To 06’€KT
(TpaHcTIOpTHUIA 3aci6) 1 «moransaey o6 eKT (TpaHCIOPTHIMH
3aci®) 2, mo pyxaeThcs Tonepeny. MopemoBaHHS
IOHUCKPETHEe TOMY BBOAMMO TIO3HAYEHHS AJISI MIHIMANBEHOTO
iHTepBany dYacy T. J{Is BM3HAueHHS KPWUTHYHOI BLICTaHL
MK Toi3mamMm  mosHaumMo U SIK  MaKCHMAIbHE
ransMyBaHHS (B eMHe ipuckopeHHs U<0).

Ha ocHOBI IMX TI03Ha4eHb TTOOYIOBaHa MOIENb PYXY
morsirie (1), B sKoCcTI BXIZHMX HaHUX MOTPIGHO MaTH
BU3HAYEH] TapaMeTpH Ta AaHl JUid TPOMIKKY dacy T
BEIHINHA ranbMyBaHHA U. Byno BHBeZICHE
CIIBBIZHOIIEHHS IO TTOB’SI3y€ MK COBOIO MPOMIKKH Yacy
T BEeNMYMHH TanbMyBaHHA U, TanbMiBHHI misx D, 1
MaKCHMANbHY IBHAKICTH ¥ o

v 1
—uz-rz+<%“"— ,,)U+(E—1)V,§ax=0

3a  JOMOMOrOI0  I[hbOTO  CIIIBBIAHONIEHHS  Gyno
NpOBeieHe  KOMITIOTEPHE — MOJENIOBAaHHA.  AHAmi3
OTPMMAHMX NaHMX AaB MOMIIMBICTH BH3HAUNTH JOIYCTHUMI
3HAUSHHS YIIPABIIHHA ralbMyBaHusIM U B 3aIeKHOCTI BT
MaKCHMATBHOI MBUAKOCTL ¥ . IO, B CBOIO Uepry Haalo
MOITMBICTD 3aMOGITTH BHHUKHEHHIO 3aTPO3H 3ITKHEHHS, 1
B TOH e dYac, MIHIMI3yBaTH KPHUTHYHY BIACTAHb MIK
noTAraMi. Pes3ynbTaTi MOAEMIOBaHHS 3BeieH] y Tabl. 1 Ta
OyIyTh HABEJIEHI Y JOTIOBLIL.
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