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MEPEJIK YMOBHHX NO3HAYEHDb TA CKOPOYEHb

VHS — Video Home System
IP — Internet Protocol

13 — nporpamie 3abe3nedeHHs

[TK — nepconansuuii Komn otep

FTP — File Transfer protocol

OC — onepatiiiHa cHcTeMa

NVR — network video recorder

Y — iHdpayeproHuii

PoE — Power over Ethernet

TIA — Telecommunications Industry Association
EIA — Electronic Industries Association

ISO —International Organization for Standardization

CCTV — Closed-circuit television



BCTYII

3 KOKHHMM pPOKOM 3pOCTa€ KUIBKICTh Kifep BHIAIKIB Ha [POMHCIOBHX
MIAHPUEMCTRBAX Ta KPUTHYHO BaxMBuX 00’exTiB iHdpacTpyktypu. [Ipn usomy
HAacMiKH MpH peamsalii TakHMX arak MOXKYTb OYTH BHpakeHi AK Yy dopmi
(hiHAHCOBHUX BTPAT TAK 1 BTPATH BasJINBOI iHQopmMauii. B TenepituHiil yac akTHBHO
BelyTbesl JOCIHIJZKeHHs PI3HOMAHITHHX CHCTeM KoMIulekcHoi Kibepbesneku,
MOJleJicH PI3HUX aTak Ha KOMITOHGHTH CHCTEM 1 BHHHKAOUYMX Bl X pealizauii
HacaiakiB. Cucrema sBiasie coboro 3acobM no  3axucTy 1HdopMmalii Bij
HEeaRTOPH30BAHOTO OCTYITY. PYHHYBaHHA, MOIH(IKALII Ta 3aTPUMOK AOCTYTTY.

[Tin cuctemor kibepOe3nmekn po3yMIETCA BHKOPHCTAHHA CreEllialbHHX
3acobiB Ta 3aXo0/liB, 3 METO B MOMepe/UKeHHs BTpaT iH(opMallii Ta BJACHOCTI
mianpuemcTsa. [lnpokoro mowMpeHHA Ta PO3NOBCHKEHHA 00YMCIHOBANIBHOI
TEXHIKH PI3K0 TiABHIIMIH Bpa3znuBicTh iHdopmauii, mo 30epiraeTbes Ha
mianpuemcTsi. Jlna HopmanbHOrO 1 Oe3nmedHOro QyHKIIOHYBaHHA TaKHX CHCTEM
HeoOX11HO NiATpUMYBaTH iX De3neKky Ta 1iIICHICTE. B cydacHHX muinmpHeMcTBax
CHCTeMH KOMIUIEKCHOT KibepOesrnekn 3aiMaroTh KINIOYOBY MO3HIIK 3a0e3nedyryu
B34€MO3B 430K BChOI0 IHKEHEPHOTO 001aHaHHSA Ta IHIIMX CHCTEM NANPHEMCTRA.

Croroani npobiemMa iHhopMalliitHOro 3aXHCTy pealizyeThCa 3a JONOMOT0I0
po3pobkn Ta BRejleHHA cHcTeM KowmruekcHoi KibepOesnekw, Aki BpaxoOBYIOTh
0coDIMMBICTL MOBEJIIHKH MOTEHIIHHWX 3N0BMHCHHMKIB Ta crenudiky poboTu
MiANPHEMCTBA.

M BupimierHs npoGiieMd po3poOMMO  IHHOBAUIWHMH Ta aKTyallbHHH
KOMTIeKC KibepOe3nekH, 1110 BioOpaxkeHii B MeTi aHoi KBamidikalliiiHoi poboTH
MaricTpa.

AKTYAIILHICTL CTBOPEHHS CHCTEMH KOMILIEKCHOI KidepOesnexn. Perynapha
MosBa HOBUX 3arPO3 BUMArae NMocTIHHOIO BAOCKOHATIEHH 3aXMLIEHOCTI Oy 1b-AKOr0
MIATPUEMCTBA, a/7Ke B IHIIOMY BHMAAKY MIATPHEMCTBY MOsKe OyTH 3aBIaHO LIKOIH.

He 3aBkaM € MOKIHBICTL OpTraHi3yBaTH po0OTY creliani3oBaHMX CAyxO, 1o



zabe3neuyioTh  kibepOe3nexky MIZMPHEMCTB Ta  3/1iHCHIOWOTh  BHABIIEHHS,
rornepeKeHHA Ta YCYHEeHHS BHHHKAOYNX 3arpo3.

00’ exT MOCTiKeHHA: cHcTeMa KoMIUIeKcHol KibepOesnekn iHpOKOMYyHiKaliiftHoT
Mepeki HIANpHEMCTBA.

Ipeamer pocmimkenns: TexHonorii Ta cradaaptn €C s po3poOKH CHCTEMH
KOMMIeKcHOI KibepOe3nekn iHQOKOMYHIKallliHHOT Mepexi MminpHeMCTRA.

Metow wkBagigikaumiiinoi podoTH maricTpa € Ha OCHOBI aHadi3y METO/IB Ta
TexHonoriii kpaiH €C po3pobHMTH Ta CHPOEKTYBaTH CHCTEMY KOMITJIEKCHOT
KibepOe3nekn, Aka Oyze 3axXvINaTH IHPOKOMYHIKALIHHY MepeKy MMANPHEMCTBA.
IMocranoBka 3amadvi. 3afaqero NOCHIDKEHHS € aHali3 CYYacHMX TEeXHOMOrid Ta
craHaaptie €C T1a po3poOlieHHA CHCTEMH KOMIUTEKCHOI  KibepOesnekn
1H(POKOMYHIKaLIIHHOT MepesKi NiANPHEMCTBA.

IIpusnavennss cHcreMH KoMILIeKcHOi KibepOesnekH. ABTOMATH3YE IMpOLEC
300py Ta 00poOKH 1H(OpMaiii Byl cHcTeM Ta o0JagHAHHA TEXHIYHHX 3acoOiB
OXOpPOHW MiANPUEMCTBA, B3a€MOY3TOKEHOTO (PYHKIIOHYBaHHS LHMX 3acobiB Ta

CHCTCM.



1. TEOPETHYHI TA METOJ1IOJIOTTYHI OCHOBH PO3POBJTEHHSA
CHCTEMH KOMILVIEKCHOI KIBEPBE3SIIEKH HA OCHOBI
CTAHJIAPTIB CC.

3nilicHennsl 3axofiB, 10 [0 MPEBEHTHBHOTNO 3aXMCTy 1 ajekBaTHoi Oe3meku
MPOMHUCIOBUX 00 €KTIB, NpeAcTap/se coDOW CKIANHMI HeNepepBHUIA npoliec, a He
OJIHOPA30BI YH BUMAAKOBI Hif, AKi BHKOHYIOTHCS BiJl BUNAAKY 10 BUMAAKY Mo Mipi
BHHHKHECHHS HEOOXIAHOCTI Ta BHOCATh HEY3TOMKEHICTL B pobOTY PI3HHUX ¢yikD.
BelnepepsHe Ta cTabinbHe PYHKIIOHYBAHHA Oy/Ib-KOT0O 00’ €KTY HeMO#UIHBeE Oe3
oprasizauii HaaliHOro 3axucTy, AKWH BKIoYae B cede KOMIUIEKC 3aXxoliB
HallpaB/leHHX Ha BHABJICHHA 3arpo3 Ta CTBOPEHHA CHUCTEMH KOMILICKCHOI
Kibepbesnekn 00 €KTY NpH BU3HAYEHUX ODMEIKEHHS!.

M  opranizamii  eQeKTHBHOIO 3aXUCTy HEOOXIIHO PoO3pOOHMTH CHCTEMHY
KOHLIeNUilo Oe3nekH, fKa B KOKHOMY KOHKPETHOMY BHIAQJKY IOBHMHHa OyTH
aJlanToRaHa /10 KOHKpeTHOro ob’eKra, BHXOS4H 3 YMOB HOro (hyHKUIOHYBaHHs,
posTallyBaHHs, BHIY AIAILHOCTI, reorpadiqHoro MoJOKeHHs, ocobIMBoCTeH
HaBKOJIMIIHLOIO cepelloBuila Ta IHWKMX dakropiB. KoHuenuis 0Oesnexu
pefcTaBise cobOlo 3araibHUI 3aayM OpraHisalii TEXHIYHHX Ta OpraHizalllifHuX

3aXO0/iB, L0 /10 3aXHCTY Bijl [IPOrHO30BaHHUX 3arpos [1].

1.1. Teopermuni acnexTH NodYI0BH CHCTEM BLICOCHOCTEPEAKEHHA

[‘onoBHa mnpUYMHA BHMKOPHCTAHHS CHCTEM BIIEOCHOCTEPEKEHHA — 1
[parHeHHs NiJIBHIUTH piBeHb Oe3M1eKH i 3aXHILeHOCT 1tojel 1 00°€KTIB NPHBATHOT
BJIACHOCTI.

BineocrnocTepekeHHs MOXKe BHYTPIIIHIM | BYJTHYHHM, KiJIbKICTh BijJleokaMep Ta ix
THT HaivacTime oOMekeHHH TIMbKH (PIHAHCOBHMH MOMKIHBOCTAMH. [lo ckmamy
cHCTEMH 00O0B'3KOBO BXOJATH MNPUCTPOI, [0 IO3BONAKOTH MMepejaBaTH Ta
OTPHMYBATH RiJICOCHTHAl. 3a JOTMOMOTONK WX TPHUCTPOIB MOXKHA B PEXKHUMI

peasibHOTO Yacy crocTepiraTH Bifieo 3 Kamep.
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CyuyacHi cHcTeMHM 3/1aTHI BHKOHYBAaTH 3ajaui  BiIeoaHaliTHKH  Bij,
HalTpOCTIIINX PO3MI3HATH PYXH B TOOl 30pY KaMepH, 10 aBTOMaTH30BaHOI
uieHTH(iKalii ocobucTocTi, a00 BUABIEHH] 3aIMIIEHNX npeameTis [1].

CucremMH BijleocrocTepexeHHs [IpH3HAYeH] Ul opraHizauii Uijlo1060Boro
BiJle0 Ta aylloKoHTpono Oy/ik-akoro 0b’exty. B 3aneikHocTi Bij Ty obnaaHanHs
CHCTEMH TIO/IINAOTEL Ha aHANOTOBI Ta N POoBi.

MinimManbHa KOHQIrypaiis aHalnoroBoi cucTeMH 3o0pamena na puc. 1.1. [2]
BKTIOUaE B cebe:

- BIICOKaMepH;

- IpHcTpoi 00poOKH BieocHTHATY (KBaIpaTopH, MYJIbTHILIEKCOPH);

- 3AMMUCYIOMI TPHIIAAH (BiIeOMarHiTOQOHHM, BileOpeECTpaTOPH, BiJICOKOAEPH);

- MpUIaaM BiATBOpeHHs iH(opMaLii (BIICOMOHITOPH).

AHanorosi BigeokamepM

\\//

BinpeopeecTpatop

Prucynok 1.1 — CTpykTypHa cxema aHanoroBoi CHCTEMH BIIEOCTIOCTEPeKEHHA

B aHamoroBux cucTeMax BUKOPHCTOBYETRCS HEBENMKA KUTBKICTh BileOKaMep,
a BcA H(pOpMAILA 3aMMCY€EThCA Ha BiAeoMarHiTooHH, AKI MOKYTh 3allMCyBaTH 10
960 roauH Bifeo Ha oaHy Kacery cranmapty VHS. Curuan 3 marnitodony
00po0NAETLCA MYJIBTHIIIEKCOPOM, 200 KBaAPaTOPOM, II0 A03BOJISE PODUTH 3aITHC 3
NeKITbKOX Kamep ofHo4acHO. [IpH BMKOpHCTaHHI KBaJpaTopa WBHIKICTH 3allHCy
30ITBINYETRCA, ane AKICTE 3amucy 3HAa4YHO 3HWKYEThCS. BHKOpHCTaBIImM
MYJbTHILIEKCOP AKICTH OyZe Kpallla, Tak AK 3aMMCYEThCS TMOBHHI Kaap, a He
3MEHIIEHHH B JieKimbka pasiB. [lpoTe BTpadaeThcA MBHAKICTH TOMY IO KaapH

MOCHJIAIOTBCA 110 Yep3i 3 KOKHOI BiaeokamepH [3].
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B zanemHOCTI BiJl KITBKOCTI KaMep MIBWIKICTE 3anucy 301UTbINYeThCs (MeHIe
Kamep) abo ameHmHThCA (Oinbile kKamep). HakonmuuypadeMm mpH BHKOpPHCTaHHI
a”anorosoro criocoby 3anmcy € npocta ado cneuianbHa Bijgeokacera. Baprto
Ja3HAYMTH, LI0 Ha CbOrOJHI BHPOOHHKH BHIIYCKalOTh KaMmepH i3 BOYIOBaHUM
DJIOKOM nepeTBOpeHHs AaHaNoroBoro cHrHamy B uHgposui. Tobro ananorosi
KaMepH MOXITHBO IHTErpyBaTH B LIH(POBI CHCTEMH.

[llo cTocyeThea caMux Kamep BOHH MOKYTh OyTH De3koprnycHi, MaleHbKOTO
po3Mipy, MOXIHMBO BMOHTOBaHI B mnpeaMeTH iHTep'epy. Bineokamepu 1o
BHTOTOBJIAIOTLCA B KOPITYCl, MAJIEHBKHI PO3MIP 1103B0OJIA€ BCTAHOBHUTH 1X MOBOPOTHI
npucTpoi. [TpuxosaHi kamMepH, TaKO# HEBETHKOTO PO3MIPY, BUKOPHCTOBYIOTBCS I
TaeMHOTo Hariaay. HIBHIKICHI KyImoJbHI KaMepH (3a3BH4ail BCTAHOBIIOKOTH Mijl
cTellel0) MaloTh IIBHIKHH TMOBOPOTHHMI MPHCTPIH., 38 HOMOMOTrOH SIKOTO KaMepH
MOJKYTh PO3BHBaTH MBHAKICTE A0 400 rpaayciB ropu3oHTAmbLHOT TUIONMHH i
MOBEPTATHCS B TOPU30HTaAbHIH mioumHi 1o 160 rpaaycis.

Jlns nepeadi BileOCHTHAMY aHAIOTOBI KaMepH BHKOPHCTOBYIOTh KTacHYHMH
KoakcialbHHi Kabenb. Takl kadelni nmpokiageHi Ha GaraTboX MIAMPHEMCTBAX, IO €
MIIKOCOM MPH MOJEPHIZalll Mepekl |3 ].

AHAIOTOBI CHCTEMH BiJICOCTIOCTEPeAKEHHS BOIOMIIOTE PALOM NepeBar.

OcHoBHa Ta Baroma fepeBara iX HEBHCOKa BapTICTh, aHAIOroBa Kamepa
BOJIOZIi€ MEHIIUM KYTOM OFJIAIY, i AKICTH OTPHMYBaHOTro 300paxeHHs Oyae ripiie,
aJte 3a BapTICTh OHIET H(POBOT KaMepH, MOJKHA MPHAOATH ABI-TPH aHAIoToBi [3].

[To-apyre ue mpocToTa BCTaHOBJAEHHA Ta HanmawrysaHudA. [liakmoueHHs
aHaJIOrOBHX KOMIIOHEHTIB Hadararo mpoctime. HeobxiaHicTe po3paxoByBaTH
[IPOIYCKHY 31aTHICTL Mepeki, MIKIIOYaTH POYTepU, KOMYTaTOpH Ta BUKOHYBATH
MEpeKeB1 HAJIAIITYBaHHs He noTpidHo. Benukolo nepesaroio aHanoroBoi cHcTeMH
€ MOKJIMBICTD MLIKIIIOYEHHS [10 ViKe ICHYIOYHX KabelbHHX Tpac. MoiInBo oHOBHTH
cucTeMy 6e3 BUTpAT Ha MOHTAK KabesliB CUIHAITY Ta JKHBJICHHSL.

[lo-Tpere, BiACYTHICTHL 3aTPHMKH [P Iepeladl CHIHAIY Ta 3aBHCAHHA
300paxenns. OKPIM TOro TPaHCIALIS BIICO C aHAJIOrOBOI KaMEPH 3aBKIM Hie B

peKHMI pearnbHOro yacy 31 mBHAKicTs 30 KaapiB Ha ceKyHmy [2].
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B wderBepre BHCOKa JanbHICTE Tepenadi curHamy ©Oe3 mepelkon Ta
BHKOPHCTaHHA nifcktoBaydis. [1pH HeoOX1IHOCTI BUKOPHCTAHHA MPHIMAYIB 3MOKeE
30UIBIIMTH AaNbHICTh Mepenadl curHamy. BiacyTHicts npoliem 3 CyMICHICTHO,
0bl1aiHaHHA PI3HHX BUPOOHUKIE Oe3 rpobiieM npaloe Mik cobolo.

Lndppori cuctemn 3a3Buuail ABIAOTE coboto [P-BiseocnocTepesenHs oauH 3
HalHMOUIMPEHINIMX METO/IB B CYYacHMX CHCTeMax BifeocnoctepekeHHs . Bonmu
BIIPI3HAKTHCA DIILLIMMH MOKIHBOCTAMH, KPAlIOH SKICTHO 300paeHH: 1 OLIbIIUM
thyHKILIOHAIOM, ane i 3Ha4yHOoK BapTicTH. BUPOOHNKH eTeKTPOHIKH HaMaratThes
3po0MTH CBOI TEXHIKY cyMicHOK 3 IP-mpoTokonoM BiH 103BOMA€ MpHIagaM
MiJKAIOYaTHCA 10 Mepeski Ta B3aeEMOAIATH 3a Jonomororo [13.
Lindpora cucTeMa CKIaJaeTLCA 3 HACTYNHHX KOMIOHEeHTiB puc. 1.2. [2]:

- IP BiaeokamepH:

- BiJle0 cepBepH

- MpUJIAaW BIATBOPEHHA 300paKeHHs

- JI0[1aTKOBi MPHUCTPOT

IP Bineoxamepa

JdoRAThHA
SepeRa

IP sipeokamepa

IP sBigeoramepa

Pucynok 1.2 — CTpyKTypHa cxeMa LH(ppOBOT CHCTEMH BIIEOCIIOCTEPEKEHHS
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Came [P BijleocriocTepeskeHHs BHMKOPHMCTOBYIOTh B CYYacHMX CHCTeMax
Kibepbe3nexkn, cucTeMax BWABICHHS Ta aHali3y MPEIMETIB, 1A aBTOMaTHHHOTO
pO3Mi3HABaHHA HOMEPHHMX 3HaKiB aBToM00LIIB. MOHTaK BiaecrocTepeKeHHs Ha
ocHoBi IP kamep 311HCHIOCTLCH pa3oM 2 OPraHizali€ro JIOKAllbHOT Mepexl, 1o
JI03BOJISIE IIBHAKO 0D’¢iHAaTH BCl KOMIIOHEHTH, 3BEPHYTHCS 10 KaMepH MOJKHa
Heznocepennno 3 MK, nocntk nmpocto BeecTn [P agpecy kamepn [4].

[P BigeocriocTepeskeHHs e cHcTeMa T00YI0BaHA Ha MEPEKEBHX
Bileokamepax i BijeocepBepax, siki He Tinbku (ikcylOTh 300paxkeHHs, ame o
BIICHNAIOTE ioro mo Oe3apoTOBI 1 IJOKadbHIH Mepekax, a 3adikcoBaHy
iH(opMaILlil0 MOKHA MeperAHYTH Ha OyIb-AKUX NpHIaax, 1o MaloTh JOCTYI 10
MepeKi iHTepHeT [4].

[onoBHa nepepara [P TexHONOrT MoOJISTae y MOMIIMBOCTI MOOYI0BH CUCTEMH
BileOCNIOCTEPEIKEHHS He NPHB A3yI0YHCh 10 BigcTani. Mepexka maciutaboBaHa i
rHY4Ka, 110 Ja€ MOMIMBICTD IHTENEKTYaIbHOTO aHall3y Ta HeraiHoro J0CTymny A0
BileofaHux. B mofanbmioMy CcHCTeMHM HafaloTh Oe3MexHI MOKIHBOCTI MO
mogaepHizauii [13, mo BukopHucTOoBYeThes B 1P crcTemax. SIKiCTh 300pakeHHs 3
TaKMX KaMep Jy/Ke BHCOKa a CUTHaJl TIEPENAEThCS Maiike MUTTEBO.

Kamepa migkiarouaeTses 10 Mepexki iHTepHeT, abo NoKanbHOi Mepeski uepes
noptu Ethernet, nani kamepi npHcBOETLCA ip-anpeca. 3a nonomororo I13 gs FTP-
cepesepy, web-cepsepy, abo E-mail xopuctyBawa kamepa Oyzae npaioBaT
camocTiiiHo [2].

HJo npunaais IP BiieocnoctepekeHHs TaKOK BIAHOCATh BileOCEpBEPH, KOTpI
npu3HayeHi Ang podoTH B ckaai LH(PoBOi cUcTeMH BiJeoCHocTepekeH s, BOHH
[EepeTBOPIOIOThL aHANOroBHIl curnan B uudposuii dopmar noTiM nepeaoTs Horo
no Mepexi abo Ha 1HpopMaLIiHHIA HOCIH.

['onoBHI nepesaru HGPOBOI CHCTEMH BiIeOCIOCTEPEKEHHS.

- IP-gkamepa Mae uudpoy MarpHllo, BlacHUN BOyIOBaHMIl npouecop
ollepaTHBHY aM'ATh, [IpoLiecop, 1A CTHCHEeHHs Ta 00po0KH 300paKeHb;
- Bijgeodani WUGPYIOTLES 1 MepeaaloThes B JIHLIC B TAKOMY BHUITISAL, JOCTYITHI

JIHIIE Yepe3 BBCIACHHA [MapOJid;
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- MakcHMallbHa TIpOCTOTa IHTerpallii 3 KOMM'IOTEPHOI Mepekel uepes
apToMaTH¥HO mnpHcBoeHy [P-agpecy Ta ©e3 HeoOXIAHOCTI  pyHHOTO
HaJamTyBaHHS;

- MOMUIMBICTB JMCTAHUIHHOIO KepyBaHHSA Ta J0CTYIlY J0 BljleoMaTeplallip Yepes

IHTEpHET.

1.2. Teoperu4Hi acneKTH NOOYI0BH CHCTEMH 0X0POHHO-II0ZKEKHOT
curaaaizanii

CHcTeMa OXOpPOHHO-TIOJKEKHOT CHTHAMI3ALMN MMPH3HAYeHl /Ul BH3Ha4YeHHS daKkTy
HECAHKIIOHOBAHOI'O MPOHHKHEHHA 10 Ha 00’ekT, abo BHUSB/ICHHS O3HAK OIKEKI,
BBIMKHEHHS CUIHATY TPMBOI'M Ta CHpallloBaHHS J10JaTKOBHX 3acoD1B (CBITIOBHX Ta
3BYKOBHX BUKOHABYMX [PHCTPOIB) [5].

Cucrema sBinsie cobolw CKIAIHHH KOMILIEKC TeXHIMHHMX 3aco01iB, M0
CIYTYKOTL U8 CBOEYAcHOr0 BHABICHHS HecaHKIIOHOBAHOTO JOCTYNY B
npumitieHHs. CucreMa MoOJKe IHTEIPyBaTHCA B KOMILIEKC, AKHH 00’eaHye B cobl
CHcTeMH Ge3rekH 3 IHKeHepHHUMH cHeTeMaMu Oy 1iB/11, 3a0e3reyy Ut nepeBipeHoro
aJpecHolo 1HGOPMALIEID CHCTEMY CHOBILICHHS, MOKEKOTIacIHH, AUMOBHIAICHHS,
KOHTPOJIIO JOCTYITY Ta 1HIIL.

B sanexuocTi Biad MacmTalby 3agad, KOTpI BHKOHYE chcTeMa B i1 CKiaj
BXOIHTb 00/1aiHAHHA TPLOX OCHOBHHX KaTeropii puc. 1.3:

- o0magHaHHA  1IEHTPAMi30BaHOTO  KEPYBaHHA  OXOPOHHO-MOKEKHOIO

CHIHA/MI3allel0 (HallpHKIa/l, UCHTPAIbHUNE KOMII'IOTEp 3 BCTAHOBJICHUM
[13 jnst KepyBaHHS OXOPOHHO-TIOMKEKHOK CHUIHANIZALICIO — (VBT
LIEHTPATi30BAHOr0  Harmsdy; B HEBEJIHKHX  CHCTeMax  3ajadi
LIEHTPali30BaHOTO YTIPABIIHHA BUKOHYE OXOPOHHO-TIOKEAKHA TIaHeNb);
- obnagHaHHA 300py Ta 00pobkH IHGOpMallii 3 AATYHKIB;
- CEHCOpHI NpHaAau:
e TeXHIYHi 3acO0ON BUABICHHA,
e TEXHIYHI 3aco0W crOBIIEHHA (3BYKOBI Ta CBITJIOBI CHOBIILYBaYi,

MOJIEMH, CHCTEMH MOBHOTO CITOBIIIIEHHS );



Cucrema 0XOPOHHO-MOKEKHOT CUrHami3a1il

CucreMa 0XOpPOHHOT CucTema nomerHoO1
CHrHai3auii CHIHas 3T

| T

O6nanHaHHA Texuiuui 3acobu
[eHTPAII30BaHOr O 300py Ta 00poOKU CeHCOpHI npHIaIn
yIpasIiHHs iHpopManlii

! .

Texniuni zacobn
CIIOBIIEHHS

}

TexH1uH1 3acobun
BHABIICHHA

A ushieHns

Pucynok 1.3 — CTpyKTypa 0XOPOHHO [TOMKEKHOT CUrHATI3aLil

KowkHa cHcTeMa BHKOPHCTOBYE JaTHMKH, HI0 KOHTPOIIOKOThL Pi3HOMaHITHI
(hiznyHi napameTpy cepenoBHa. B 3anexHocTi B cnocoOiB BUABISHHSA 3arpos Ta
thopMyBaHHS CUTHAJIIB cUCTeMa MOJLIACTECH Ha HeaJlpecHi, aJlpecHl Ta a/ipecHo-
a”anorosi. B HeanpecHux cucTeMax 1aTYMKH MatoTh (DIKCOBaAHMH MOPIT 4y TIHBOCTI.
ITpy upoMy rpymna JaTHMKIB BKIFOUAETHCS 3araibHUi nuieid cucTeMu, B SKOMY Y
BHMAAKY CHPAIlOBAHHA OIHOTO 3 HUX, (POPMYETHCA y3aralbHEHHH CUTHA TPHBOTH.
AJIpecHi CHCTEMH BIIPi3HAIOTHCS HasgBHICTIO iH(opMalii npo agpecy AaTUHKY, 110
N03BOJNISAE BH3HAYHTH 30HY TOPYIIEHHA 3 TOYHICTIO 710 MICILA PO3TallyBaHHA
nartudka [5].

AnpecHo-aHasoroBa cucteMa € Oinbll iH(OPMATHBHOIO Ta po3BHHEHOW. B
TakKii CHUCTEMI 3aCTOCOBYIOTLCS IHTENEKTYalbH1 JaTYHKH, AKI MepelaTh MOTO4HI
3HAYeHHS KOHTPOJLOBAHOIO MapaMeTpy pa3zoM 3 ajgpecoro mneidy. Takuii crocid

MOHITOPHUHTY 3aCTOCOBYETHCSA [N 3aBYACHOrO BHABICHHA TPHUBOXKHOI CHTYaIlii,
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OTPUMaHH JIJaHWX PO HeoOXIJHICTh TEXHIYHOTO OOCIYTOBYBAHHSA JaTUHKIB
BHacI0K 3abpyaHeHHA 4 IHIIWX (akTopiB. KpiM 1pOT0, aapecHO-aHamorosi
CHCTEMH JIO3BOJIAIOTh, HE MIPUITMHUBINN pobOTY, HA TIPOrPaMHOMY PiBHI 3MiHIOBATH
(pikcoBaHHIl Mopir 4YYTIAMBOCTI JATYMKIB [pH HeobXigHocTi IX ajanTauii Ao
MOTro/IHMX YMOB eKcriyaTailii Ha 00 ekTl.

KoskeH THN IaTUHKIB Ma€ CBIii Mepenik OCHOBHUX TEXHIYHHX XapaKTepHCTHK,
[110 BIZIMOBI1al0Th HANeKHUM cTaHaapTaM. B Toi Jke 4ac HaBiTh OJIHOTHITHI JaTHHKH
MarTh BIIMIHHOCTI B KOHCTPYKTHBHHMX OCOOIMBOCTSX CKIaq0BMX HacTHH,
3pYUHOCTI eKCTUTyaTallii, HaAliHOCTI, PIBHIO IH3AiHY, 1110 BpaXoBYeThCA MPH BHOOPI
TOTO 4H IHLIOTO MPHCTpoio abo BHpodHHKa [6].

[HTerpailisi OXOpPOHHOI 1 MOKENKHOI CHrHAMIZALIH B CKJIall €IHHOI CHCTEMH
BiAOYBA€ThCA HA PIBHI LEHTPaAIi30BAHOIO MOHITOPHHIY 1 KepyBaHHs. [TpH 1boMmy
CHrHamizanii  agMiHICTPYIOTBCS He3aleKHMMH OJHH Bil OJHOTO MOCTAMH
KepyBaHHs, AK1 30epiraloTh ABTOHOMHICTh Y CKJIaIl CHCTEMH OXOPOHHO-TIOKEKHOT
CHrHamizanii. ¥ HeBeMMKMX MPUMINIEHHSIX CHCTEMOI MOKHAa KepyBaTH 3a
JOTIOMOTOI MPHHMAIBHO-KOHTPOJIBHHMH NPHIAIaMH.

CuctemMa  BHKOHYE  3aBJaHHA  CBOEYACHOTO  CMOBIIEHHA  MApo
HECAHKLIOHOBAHMI NOCTYI 3 (pIKCalli€l0 AaTH, Micls Ta 4acy MpPOHHKHEHHS.
TexHiuHl 3aco0H BHABIEHHA — 1l¢ AATYHKM MOOYA0BaHI Ha PI3HUX MPHHLIANAX 1.
JaTuuk e npucTpiil, dopMyroduii MeBHWH CHIHAN MpPH 3MiHI TOro Y iHLIOTO
KOHTPOJILOBAHOTO MapamMeTpy HaBKOJMHIIHBOTO cepeloBHIia 6],

BuxkopucTtanHa AonatkoBux crnenn@iuHUX OaTYMKIB J03BOAAE Ha OJIHIN
KOHTPOJIBHIN MaHeal OpraHi3yBaTH KOMIUIEKCHY CHCTeMy KibepOesnekn. Bei
[PAIAIH 3" €AHYIOTHC PISHOMAHITHUMHU KaHallaMH 3B’ 13Ky, K 0e31poToBUMHM TaK 1
APOTOBHMH.

[lepenada cHrHamiB Ha MYJIbT KepyBaHHA € HalBaIHBIMIOW CKITaJ0BOIO
cucremMu curdanizadii.  Ockilbku  3abesniedye  MOMKIMBICTH  CBOE€YACHOIO
pearyBaHHs, Ha BHSIBIEHY 3arposy, OTKe BUacHO MomepeiuTH BTpaTh. Curuamu

[ePeaaloTLes PI3HUMH criocobaMH 110 PI3HHUM KaHallaM 3B S3KY.



JIo OCHOBHMX KaHaJliB 3B’ A3KY MOKHA BIIHECTH:

- chemiankHi IPOoTOoBRI JiHIT 3B A3KY;

- crenianizoBaHi pajio KaHalbHI JIHII;

- JporoBi TesedoHHI JIHIT;

- Ge3npoToBi TenedoHHi JiHIT MOOUTEHOTO 3B’ 53KY:

- KaHaoM nepeadvi JaHHX MODITbHIX Mepek;

- KOMI'IOTepHI Mepexi.

Jina 3axucTy KaHamy 3B'A3Ky BiJI BHIAAKOBOTO ab0 HaBMMCHOTO BHXOIY 3
nagy IOUiINbHO BHKOPHCTOBYBATH JBa KaHAIH 3B’A3KY 3 PI3HOMaHITHHMH
¢i3MIHIMH NPUHLMTAMA Aii AyOnroBaHHA MoBigoMmIeHb. [ MiAKIIOYeHHA Ha
MyJLT KepyBaHHA 3a3BHYail MOTPiOHI MOIYIIb 3B°A3KY abo iHTepdeiich. B meaxnx
CHCTEMaX BOHH BiKe BOYI0BaHI B KOHTPOJbHY MaHelb MyJibTa KepyBaHHs, B iniux
BHMAJKaxX NMOTPiOHO BHKOPHCTOBYBATH OKpeMi MOIyni, abo crelianbHi KiHIEBI
00’€KTOB1 NPUAAM CHCTEM LIEHTPAJII30BAHOIO HATIAAY, 1O MIAKIYAIOTHC A0
KOHTpOIbHOT naneni [7].

Jartyvke curHanizauii po3TalmoByOTh Ha Oy/IIBENbHHX KOHCTPYKLISX, LIO
MatoTh HallGiIbLIy BPa3MUBICT:

- BIKHA, BITpaxi;

- IBepi, JTHOKH;

- HeKaniTalbHi CTiHH, MEPEKPHTTH.

['0NMoBHOIO XapaKTepHCTHKOI CHCTEMH OXOPOHHO-TIOWKeKHOI CHTHami3amii € 1i
edexTnBHICTE. BapTo BiAMITUTH HaCTYTIHI MeTOAM Ti 3a0e3neueHHs:

. Hamiiinicts — MOXIMBICTE Oe3BIAMOBHOI poOOTH, fAKka 3abesnedyeTbes
BUPOOHHKOM 0DJ1aIHaHHs Ta SKICTIO MOHTaXKY CHCTEMU.

2. JlocToBIpHICTL BUSABAEHHS TPOHHKHEHHS, JOCATACTHCA MIHIMI3ALLIE0 XHOHHX
CTIpalOBaib (BH3HAYAETHCA AKICTIO MOHTAKY, Ta 3aCTOCYBAHHAM TPAMOTHHUX
NPOEKTHHX PillIeHb).

3. BiporigmicTe  BHSBICHHA — HOPYIUHHKIB. BH3Ha4daeTbcsi  MOBHOTOIO

DioKkyBaHHA 3ac00aMM OXOPOHHO-MOKEHKHOT CUIHAN3alll BPa3IUuBHX MICLb.



1.3. Jlocmikenns Ta ananis cranaaprie €C

€BporneHcbKi cTaHAapTH, Juid 3abesneveHHs MiABHLIeHOT Oesrexku 1 i
Oe3pOTOBMX CHCTEM, IO BHKOPHCTOBYIOTLCA B CHCTeMax Kibepsaxucry OyJm
nofadl go €sponedcbkoro crangapry cepii EN 50131, Bin mictute Habip
CTaHAPTIB, 32 AKMM KOMMaHIi [0 3aiiMaloThcl BCTAHOBICHHAM OXOPOHHHX CHCTEM
MOXKYTh OOCTEKMTH, BCTAHOBIIOBATH 1 0bciyroByBatH 00°€kTH. €BponeicbKi
CTaHJapTH B JaHWil yac MawTh AokyMmeHT PD 6662, sikMil 1oKasye 4acTHUHY
OpHTaHCBKUX CTAHIapTIB, [Ie €BPOICHCHLKI HE 3aCTOCOBYIOThCA [8].

Hacnpagai EN 50131 — ne nina cepis cTaHaapTiB 715 CHCTeM KiDep3axucTy,
a CIOIM BiKE BXOJATE OKpEMI CTaHapTH 1A PI3HOMaHITHHX €JEMEHTIB | CKIaTI0BHX

cucTem KibepsaxucTy. Po3rnguemo Bel 110U cTaHgapT B Tabmmi 1.1,

Tabmuus 1.1 — Cranaapti cucteM Kibepbesneku kpain €C
Cranmapr OnwMc cTaHaapry
T 3aranbHi BAMOTH [0 CHCTEM
Kibep3axmcTy
EN50131-2-2 [lacueHi iHppageproni (1Y) maTumku
EN50131-2-3 Pagioxeunbosi (CBY) paruuku
EN50131-2-4 Kom6inosani [H/CBY patunku
SR E Kombinorani [Y yibsTpa3zpykosi
JaTYHKA
EN50131-2-6 MarHiTOKOHTaKTHI JIaTYHKH
EN50131-3 KouTponbHi maxen
EN50131-4 [Ipucrpoi cnoeitieHHs
EN50131-5-3 besnpoToei npucTpoi
EN50131-6 Jxepena muBneHHA

Ak MokHa MOOAYMTH KOKEH CTaHIapT MOKe ONUcaTH TUIbKM BH3HAYEHWH
THI TpHcTpoto. OxpemMo Bapro 3a3HauyuTH, OO OTpUMATH cepTH(IKAT
BIANOBIAHOCTI kpaiH €C HedocTaTHLO, CTBOPHTH MpWAal, 1o Oyie BIAMOBIAATH

oaHOMY 3 cTaHaapTis. Bupobuuk 3000B’sa3auuii HagaTH BIacHy po3polky B
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He3zanexXHy nabopartopito, e Oy/1e MPOBOAMTHCSH TECTYBAHHS MPHCTPOIO B MPOIOBK
AEKITbKOX MICALIIB, TIO 3aBepIISHHIO IIbOTO BHPOOHHUK 3MOKe OTPHMaTH cepTH(IKaT
BiINOBiiHOCTI Ha cBii BuUpiO. OKpiM 1bOro B ceprudikari Oy/e BKa3aHO SKOMY
Kiacy GesnexH BiUANoBidae obnaaHaHHs | 8].

Ak Oyno HanucaHo BAUIlE BUMOTH JI0 3aXWCTY PI3HUX 00’ €KTIB MOBHHHI OyIH
iHakmii. Tomy B cranaapti EN 50131 icHye moHsTTs «rpeiian» (anrm. grade) —
NepexkaaiacThes  AK, «KIacw, «paHr», <<CT'yniHb>>. b% BHIAJKY K CHCTEMH
KibepOe3mekn, MaeThcsl Ha yBazi knac abo cTymiHe 3axuineHocTi. Beworo icHye
YOTHPH KJIacH 3aXHIIEHOCTI.

['peiin 1. Halinpoctia curnamisauisa. Jlemese obgagHaHHA, ane BHKOHY€
ceoi ¢yukuii. JatuumkamMu TOBMHHI OyTH 3a0/l0KOBaHI OYEBMAHI LLIAXH
IPOHHKHEHHA, TaKl AK ABepi Ta BikHa. CHcTeMa MOBHHHA 3aXHCTHTH NPHMILIEHHA
BiJl HENOCBIMUEHMX, BHMAJKOBHX TPOHHKHEHL 3M0BMHCHHKIB. [limxoauTts ana
00’ €KTIB 3 MIHIMAJILHHM PH3HKOM HECAHKIIIOHOBAHOTO JAOCTYIY.

[peiin 2. Binem ckaaaHe obnajHaHHsA, PiI3HOMAHITHI THMNN JaTUHKIB, KOTPI
MOXKYTb AyO/roBaTH OJMH oAHoro, abo nonoeHioBatH. CHrHamizaiis NOBHMHHA
BHKOHYBATH (PYHKILIi 3aXMCTY BIA BHKOPHCTaHHA crellianbHoro odnannauss. I'peiin
2 — caMuil po3NOBCIOKEeHHI Ki1ac [9].

[peiin 3. Curnanizanis MOBMHHA TPOTHCTOATH MpodecionalaM, AKI MaloTh
crielianizoBaHe obnanHaHHg 11 00X0dy cHcTeM KiDep3axWcTy, MOBHHHA OyTH
3axyleHa Bia caboTaxky. JJaTUMKKM MOBHHHI MaTH 3MOTry 3a0NOKyBaTH He TUILKH
OYEBH/IHI IUIAXH JOCTYMY 0 MPHMIILLIEHHS, a il HIBETHOBATH TIMOTETHYHI, TaKl AK
rrcoBl MEpeKpUTTsl, TMPOXOAH 4Yepe3 LOKOJAbHMH TOoBepX, TeXHi4Hl Ta
KOMyHiKkalifini mokd. Taka cHcreMa npusHadyeHa [Uls OXOPOHH —BeJIHKHX
MANPHEMCTR, HATIPHKIA] (PIHAHCOBHX YCTAHOB.

['peiin 4. CHcTema NMoBHHHA MaTH 3MOTY NPOTHIIATH NpodecioHanaM, ado
HABITL TepopHcTHYHUM Kibepatakam. [lo kareropil TakuxX NIIANPHEMCTE MOMHA
BiJIHECTH BeJIMKI KpeIuTHI Ta (iHAHCOBI YCTAHOBH, ACPKAaBHI YCTAHOBY 3B°A3aHi 3
Oesnekoro. [peiin 4 HIKONM He BUKOPUCTOBYETHCS — JUISA 3aXHCTY 3BHYalHHX

MIANPHEMCTB, TAK AK BUMOTH Jy7Ke JKOPCTKI Ta cretu{piuHi.



20

Bapro 3azHauMTH, 10 Trpeij Oe3mekn yciel CHCTEMH TPHCBOIETHCA
IPYHTYIOUHCh Ha erleMeHTax HaiiHmwkvoro Kmacy. Hampuwknmam, komm cuctema
BHKOHAHA BUKOPHCTOBYHOUM 00/1a/IHAHHS 10 HOpMaM Ta BuMoram I'peiia 4, a oaun
13 jaTyMKiB Buanopiaae I'peiia 2, To Takiil cHcTeMI MOBUHEH [pH3HAYaTHCH JApYIUii
Kkiaac besnexy [9].

AHamizyroun cHcTeMHn KowmmiaekcHoi kibepbesmexku nporigHHX kpain €C
MOMHa 3poOMTH BHCHOBOK, [0 HA CBOFOJHIWIHIA [eHb HE ICHYE €IHHOI
vHidikoraHoi Moeni noGyI0BH KOMIUIeKcHOI cucTemu Kibepbesnexkn. Hanpuknan
BIAMOBIAHO A0 NpHiiHAToro 25 nuctonaga 2002 poKy KOMIISKCHOTO HOPMAaTHRHO-
npaBoBoro akTa y cepi G6esnekn — 3akony CLIA «IIpo BHyTpimiHiO Oesmexy»
(Homeland Security Act of 2002) — opranizanii, BUpOOHHKN KOTpi 3aiMalHCh
cMcTeMaMH  KiDep3axucty, NIAISTATh [ KOHTPOJIb LbLOrO HOBOCTBOPEHOIO
BiIOMCTBA. 3aKOH Takmk 30iMbIIMB BiAMNOBIIaNLHICTE 3a 3MOYAHM BYMHEHI Ha
IHPOKOMYHIKALIHHY Mepexy (BKIIOUaloYd [OBIYHE VB S3HEeHHA), 3000B’A3aB
IHTepHeT-NpoBaiiiepiB HanaBaTH Oe3nepelkoIHMI AOCTyn A0 yciel MocTymHOT
IH(pOpPMALIIT PO KAIEHTIB 38 MEpLUIOod BHMOTO MPAaBOOXOPOHHHX OPraHiB, [0 AaJio
3MOTY pO3LIMPHTH X MpaBa LIOA0 MOMKIHBOCTI TepexorieHHs iHpopMarlii
(mpocnyxoByBaHHs TeneGOHHHX MeperoBopiB) Oe3 pillleHHS Ccy1y, BH3HAYWB
OCHOBHI BHOM MiABHOCTI MPaBOOXOPOHHUX OPraHiB 3 MiABHIICHHS e(eKTHBHOCTI
3axucTy KpuTHaHOI iH(ppacTpykTypn CIIIA Bia kibepaTak, y ToMy 4ucai 00’ €KTiB
CTpATerivYHOT0 3HAYEHHS, 0 MepeOyBaloTh Y MPHBaTHIH BIacHoOCTI [9].

Crpareria kibepbesnexkn Kanann BusHae kibeprepopusMm Ta Boposki Oif B
KibepripocTopl 3 OOKY 1HIIHX KpaiH (KIOEpIUMUIYHCTBO 1 KiDepBIiHHY) roJoBHHMH
qUHHUKaMH  KIOepHEeTHYHOT 3arpo3d JepikaBd, a KIIOYOBHM OpraHom, 110
KOOPAMHYE Ta KOHTPOIIOE peanizaililo i€l cTparerii, peamsauis IepiKaBHOT
MOMITHKA Ta KOOPAHHYBaHHA 3axo[iB Yy cdepl KibepOesmexkn Ta MpoTHAIL
Kibepsarposam Bu3HaveHe Minicreperso rpomaickkoi 6esnexkn Kanaau (Public
Safety Canada).

®PH Bugana sakon «llpo nocuienns Oesnexn iHGopMalliiHUX cHCTEM»

3dBIAHHAM HKOro € nNonepeiikeHH#, pearypaHns Ha il{uﬁ,ﬂellﬂl, BHKIMKAHI
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KIDepHETHYHHMH 3arpo3aMM, KepyBaHHs il KoopiMHallif METO/iB Ta 3acodiB 1o
3axXUCTY KPHTHYHOT 1H(pOpMallliiHOT CTPYKTYPH, 30KpemMa y B3aeMOIii 3 MPHBATHHM
ceKTopoM, noknaaeHe Ha Menepanbhe BiIOMCTBO Oe3nexn IHGOpPMaILIHHKUX cUCTEM
(BSI) ®PH [9].

OCHOBHOIO JIep#KaBHOI CTPYKTYPOlO, #AKIH HaJaHO MpaBa Ha 3axMCT
KpUTHYHOI  iHQpacTpyKTYpH., MiHIMizamii 3arpo3z 1i  Oe3nepemkoHOMY
(YHKIIOHYBaHHIO, B OCHOBHOMY Bl 3arpo3 Tepopusmy, x lLlentpa saxucty
HanionamsHoi indpacTtpykTypr (Centre for the Protection of National Infrastructure,
CPNI). Okpim uporo HanpHkiam Oepe3na 2013 poky BenHkoOpHTaHIA CTBOpHIa
LenTp 3 npoTuaii Kidep 3arpos 3 MeTOl0O NoMepeKeHHs Ta HelTpamizaii kibep aTak
Ha 00’ €KTH KpUTHYHO! iH(PPACTPYKTYPH, a TAKOK IBHIKOIO pearyBaHHA Ha CKOEHI
3M04HHH Y LIl cepi.

ABcTpia pospobuna cTpaTerito KiDep3axucTy KepiBHHKOM 1 LEHTPaTbHHUM
opraHom fAkoi ©Oyno npusHadeHo Llentp Ooporhbu 3 K10ep3NOUHMHHICTIO
DenepanbHOro MiHicTepcTBa BHYTpilHIX cnpaB ABeTpii (Cyber Crime Competence
Center (C4) of the Federal Ministry of the Interior).Takoxk, BiH BianoBijgae 3a
BUKOHAHHA TOMOBHUX (DYHKIIH MO0A0 3A1HCHEHHA NPaBOOXOPOHHOT AIANBHOCTI Y
cpepi KibepOesnexku Ta DopoTeda 3 Kibep3noYHHHICTIO [8].

[onoBHHM YHMHHHKOM Yy 3abesneveHHi kibepHeTnuHoi Oesnexu [lonbiii
BiMOBiAae  AreHTCTBO  BHYTpiliHbOi  Oesneku (ABB) -  nonbebkuii
KOHTppo3BigyBansHWii opran. Y 2013 pomi ABB ctBopuio Crpareriio
kibepOesnexu Ilombimti Ta iHiniroBano creopeHHs lentpy kpuntonorii npu
MinicTepeTBl HatioHanbHOT 0boponu [lonbil, KOTpHH BHKOHYE 3aBAaHHA 3aXHCTY
iHopmatlii, KidepodopoHH Ta [pOBElCHHS HAcTyNalbHUX Kibeponepalii
(akTHBHMI K1Dep3axucT).

KmouoBa ponb y 3abesnedenni kibepOesnexn PymyHii BinBoguThes i
Crielia/lbHOMY KOHTPPO3BLLYBallbHOMY oprany — PyMyHebkiil ciyakd1 iHdopmaryii
(PCI) [8].

AHalll3  HOPMATHBHO-NIPABOBAX Ta OpraHisalifiHUX OCHOB  CHCTEMH

Kibepbesnekn nposigHux kpain €C CBIAYUTL MMPO AOMIHAHTHY POJIb CHELICTYXKD Y
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3a0e3nevyeHH] KibepHeTHUHO! Oe3mekHn AepikKapH, IO MOB A3aHO i3 XapaKTepoM
KIDEpHETHHIHHMX 3arpo3 ChOTOJACHHA, MPOTHAIA AKMUM TOTpeOYE IHCTpyMEHTapiio
(moBHOBaKeHb, (POPM | METOIB), MPHUTAMAHHOTO BHKJIIOYHO Clellia/lbHMM, a came,

KOHTPPO3BIYBAJBHHM OpraHaM JIepsKaBH.

1.4. Ananiz ocHOBHHX BH/IIB 3arpo3 Ta pu3HKiB Kibepoenexu s
HiANPHEMCTBA

Jns noOyI0BH CHCTEMH $KICHOI CHCTEMH KOMIUIeKCHOT KiDepOesmnekH,
3aXHIIEHOT BIJ peallbHHX 3arpo3, HeoOXiIHO SCHO PO3YMITH L0 1 AK 3arpoikye
1H(opMaLliftHUM Ta (PI3UYHHM pecypcaM. AHaN3 3arpo3 HeoOXITHHK [1J15 AKICHOT Ta
KIJIBKICHOT OLIHKH, AK 30BHILIHIX TaK 1 BHYTPIIHIX 3arpo3 Oes3Mnexd, akTyalbHHX
AN KOHKpeTHOro nuanpHeMcrsa. B pesyabrari oTpumaHol OLIHKM MOMKHa
chopMyIIOBaTH IMOBHUI HabIp BUMOI [0 CHCTeMH, 1o 3abesnedyec HeODXIIHHIH
3aXHCT BIACHOCTI MiAMPHEMCTBA.

AHa3 3arpo3 103B0JIA€ BUAUIMTH OCHOBHI CKJ1a/I0B1 3arpo3 — IX JKepena Ta
pYIIHHI CHIH, crnocobH Ui peaiizauii. AHali3 BHKIIOYHO BaXJIMBHH 1A
OTpUMAHHA Belel HeoOXiAHOT 1HdopMaLll po 3arpo3d, BH3HAYECHHSA [OTEHLIHHOT
BelIHYMHH [MKOOH, 5K Ma’l‘epi'dﬂhl—l(ﬂ TaK 1 HEMH’I‘Bpi'dJ!hHD.l., Td Hﬂilpﬁl_l,PDBaHH}l
3acobiB nporuaii [10].

[Tin zarpozoro Gesnekd 3a3BHYail PO3YMIKOTH MOTEHLUIHHY MO0 (BILIMB,
MPOLEC YH ABHIIE), IKE MOXE MPHIBECTH 0 3aM0IFHHA MKW YHIMOCH IHTEpecaM.
B nozansuiomy iz 3arpozoro 6esneku OyaeMo po3yMiTH MOXIIMBICTE BIUIMBY Ha
00’ eKT, sIKIIl MOXKe MPAMO YH OrlocepeIKoBaHo HaHecT! wkofy [10].

B Tenepimniii 9ac BiIOMO BEIMKHH Tepellik 3arpos KidbepOesneku, Mo
MICTHTB COTHI To3uILii. CIMCOK 3arpo3, OIliIHKH MOJKITHBOCTI 1X peaiizarii, a Takok
MOJiellb TIOPYIIHHKA CAYTYIOTh OCHOBOIO JUIA aHallzy pPH3MKYy peanisailli 3arpos i
(hopMyITHOBaHHI BUMOT 10 cucTeMn Kibepzaxucty [11].

3arpo3u Oesmeni Ha PIAKICTH Pi3HOMaHITHI. 30pIEHTYBATHCA B [BLOMY
PI3HOMAHITTI JIOTIOMararTh Nepeiky 3arpo3, HaBeaeH1 B A0aTKax [0 CTaHAapTiB

ISO 27005. OnHMM 3 HaWHDOINBIN JETATBHIIIHX OMHUCIB THCAY 3arpo3 Kidepbesnekn
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MOJKHA 3YCTPITH V BifikpuTOoMY HiMenskomy ctanaapti BSI IT Baseline Protection
Manual.

OkpiM BHSBIEHHS MOTEHIIHHNX Kibep3arpo3 J0LIJIBHO BUKOHATH aHATi3 Ha
OCHOBI iX Kiacudikauil no psjy 4YMHHUKIB. KoKHMH 3 YMHHHKIB Kiracugikalil
BIIoOpakae OIHY 3 y3arajJbHEHMX BHMOI JIO cHCTeMH KibepsaxucTy. 3arposu
BIJIMOBIZIHI KOKHOMY YHHHHKY Knacudikailii, 7103BONAIOTE JeTaXi3yBaTH BHMOTH,
1o BiodpazkeHi uum auHHAKoM [11].

[TpHYHHE BUMAJKOBHX BIUIMBIB M1 ¥ac eKCIuTyaTarlii cueTeMi MOKYTE Oy TH:

aBapiiiHi CHTyauii 13-3a CTHXIfIHMX JMX, aBapiiHOTO BHMKHCHHA

eeKTPOeHeprii;
- BiAMOBH Ta 3001 anapaTHOi YacTHHM;
- noMuikd B I13;
- TMOMHJIKH B po0OTi Kepyr4oro nepcoHany Ta KOpHCTYBayiB;
- NEPEeLIKOJH B JIIHISX 3B°A3KY Yepes BIUIMB HABKOJIHIIHBOIO CEPelOBHILA;
HeoOxinnicTs xknacnudikyBaTn 3arposn KibepOesnekd 3yMOBJIEHa THM, IO
iH(pOPMaLLIsA Ta BIACHICTH IO 30epiraeThbci HApaKaeThCsl Ha BIUIMB HAA3BHYAHHO
BEJIMKOT KUTbKOCTI (hakTOpiB, B CHIY HOTO CTa€ HEMOAKINBO copMyBaTH 3aBIaHHA
OITUCY MOBHOTO Meperiky 3arpos. Tomy 1jd cHeTeMH Kibep3aXHCTy BH3HAYaloTh He
MOBHHI TIEpeIiK 3arpo3, a nepenik kiacis 3arpos [12].
Knacudikauia MoKIHBHX 3arpo3 Moxe OyTH MpoBeleHa 3a HacTYIHUMH
Da30BUMHM O3HAKAM.
1. 3a npuponot0 BUHUKHEHHS:
- MPUPOJHI 3arpo3u, O BiAOYAMCS T1i/ 4ac BIVIMBY Ha cHCTeMY (Di3H4HUX
npolecis, ad0 CTUXIHHUX MPHPOIHUX ABHILL,
- WITY4YHI 3arpo3H, BUKITHKaH] JI€10 MO JHHH.
2. 3a piBHEeM HaBMHCHOCTI TIPOSIBH:
- 3arpo3f, 1o BHKIHKaHI IOMHIKaAMI Yi HeAOAIICTIO [epcoHaly;
- 3arpo3u HABMHCHOI Jii, HAOpHKIa] AMH 370BMHCHHKIB.
3. 3a GesnocepenHiM IHKEPEIOM 3arpos:

- NPUPOJHE cepeloBHILe, HAIPUKIAA CTHXIHHI TMXa, MarHiTHi Oypi Ta iHii;
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AO[MHA, HanpHKnajg BepOyBaHHA TNpalliBHMKA [UIAXOM  MAKYMY,
PO3roNoNIeHHA KOH(DIICHIIHHUX AaHNX;

CAHKI[IOHOBaHI TNporpaMHO-anapaTHi 3acoOW, HanpHKIal BHAAJICHHA
JlaHHX, BlIMoBa B poboti OC;

HecaHKI[IOHOBaHa MporpaMHo-anapaTHi 3acodH, Hanpukiaj 3apakeHHs

KOMIT H0Tepa BipycaMu 3 JIeCTPYKTHBHUMH (QYHKIISMH.

4. 3a posramryBaHHAM [UKEpena 3arpos;

Mo3a KOHTPOJILOBAHOH 30HOK CHCTeMHM KiDep3axucTy, HanpHkiaa
MepexXonieHHA NaHWX MO KaHamaM 3B’A3KYy, MepexBaT APYTOpAIHMX
eAeKTPOMArHITHUX, aKyCTHYHUX Ta HIIAX CHTHA/IIB NPHCTPOIB;

B MeKax  KOHTPOIBLOBAHOI  30HM, HANpUKNIaa  3acTOCYBaHHA
MPOCIYXOBYHOUUX NPUCTPOIB, BUKPAIEHHS 3allCIB, HOCITB iH(opMaLlii;
OesnocepelHk0 B cucTeMi Ki0ep3axwcTy, HamlpHKIal HEKOPeKTHe

BUKOPHCTAHHA PecypciB.

5. 3a cTymeHeM 3aleHOCTI Bl AKTHBHOCTI CHCTEMH:

HE3aJe/KHO BiJ AKTHMBHOCTI CHCTEMH, HAMpHKIAA PO3KPHTTA WWH(PIB
KPUMTO3aXUCTY iHpOpMAaIii;
TUILKH B mpoleci oOpoOKH NaHMX, HAaNpHKIaZ 3arpo3d BHKOHAHHS Ta

PO3MOBCIOKEHHA MPOrpaMHHX BIpYCIB.

6. 3a cTyneHeM BIUIMBY Ha CHCTEMY KiGep3axucry:

MacHBHI 3arpo3y, AKI NpH peati3ailii HiY0oro He 3MIHIOIOTH B CTPYKTYPI
CUCTEMH, HAaTIPHKIIa]] 3arpo3a KOMFoBaHHA AaHHX;
aKTHBHI 3arpo3H, AKi MIPH BIUIMBI HA CHCTEMY BHOCSTb 3MIHH B CTPYKTYpY

Ta BMICT, HAIPUKI14/1 BUKOPUCTAHHS TPOAHCHKUX KOHEH Ta BIPYCIB.

7. 3a crocodoM JOCTYIY 10 PeCcypeiB CHCTEMM:

3arposu, Mo 3UHCHIOTECS 3 BHKOPUCTAHHS 3BHYAHHOTO JOCTYITY JI0
pecypciB, HalpHKIA] HE3aKOHHWI J10CTYIl 10 [apoiiB Ta 1HLIMX
PeKBI3UTIB PO3MEKYBAHHA JOCTYNY 3 HACTYMHHM MAacKyBaHHAM Mif

ABTOPH30BAHOTO KOPHCTYBa4a;
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- 3arpo3M, 1O  3AIHCHIOITHCS € BAKOPHCTaHHAM  MPHXOBAHOIO
HECTAHAAPTHOTO IIIAXY OCTYIY JO PecypciB CHCTEMH, HANpHKIA
HeCaHKIIOHOBaHMI IOCTYI /10 PECYPCiB CHCTEMH [ILIAXOM BHKOPHCTaHHA
HeJIoKyMeHToBaHUX MoxnBocTei OC.

8. 3a eranom AocTyny KOpUcTyBa4is ado nporpam 10 pecypciB CHCTEMH:

- 3arpo3u, 10 TNPOABIAKOTHECA HA eTani JOCTYMY JI0 pecypci, HanmpHKmaj,
3arpasn HECﬂHKIIiDHOBﬂHGFﬂ JOCTYITY M0 CHCTCMM,

- 3arpo3u, MO 3 ABIAOTHCA TICHA JO3BONY JOCTYNY O CHCTEMH,
HampHKIad 3arpo3H HECAHKIIIOHOBAHOTO Y1 HEKOPEKTHOTO BUKOPHCTAHHA
pecypciB cHCTEMH.

9. 3a MOTOYHMM  poO3TallyBaHHAM iHdopmaiiii, mo 30epiraeTbcs Ta
00pobasieTbesl B CHCTEMI:

- 3arpo3u J0CTYMy N0 iHdopmaltii, 1110 3HaXOAUTECA HA 30BHIIIHIX HOCIAX,
HaTpHKIal, KOMBaHHA 1H(OPMALIIT 3 JKOPCTKOIO AHCKY;

- 3arpo3u JOCTYMY /10 iH(opMallii, 10 3HaX0AUTHLCS B ONepaTHBHIN nam’aTi,
HaTpHKIa] YATAHHA 3aIHIIKOBOI iHGOpMalli 3 onepaTHBHOI maM siTi,
AOCTYT 10 cHCTeMHOT 001acTi 31 CTOPOHM NPUKIAIHUX MPOTpamM;

- 3arposd JOCTymy 10 1H(popMalii, U0 LHPKYIOE B JIHIAX 3B A3KY,
HaTlpHK/Ia] He3akoHHe MiAKIIOYEHHA 10 NiHIHA 3B A3KY 3 METOI0 MpAMOi
MiAMIHM ~ 3aKOHHOTO  KOPHCTYBaua 3  HAacTYIHMMH  BBEJCHHSIM

nesindopMallii Ta HaB A3YBAHHA XHOHHX MOBITOM/ICHE;

3arpo3d  JgocTyny Ao iHdopmauii, mo sizoOpakeHa Ha TepMiHani,
HaTpUK/Ia] 3anuce BitoOpakeHol inpopmMallii Ha NPUXOBAHY Kamepy.
[TpoananizyBaBIy BUX1/HI JJaH] 110 OpraHizalliifHii cTpyKTYp1 NNPHEMCTBA,
il 1HpopMaLiiHol cHcTeMH, a TakoxK 1H(popmauiidny Oesnexky, OyiM 3HaHIeHI
HeJONMKH B opraHizauii Oesnekd. Bymu BcTaHoBIeHI moTeHuiiiHo HebGesnedni
3arpozd. 3 Haillinbw Hebe3rneyHUX MOMKHA BHIAUIMTH BIACYTHICTH BiJeoKaMep Ta
KOHTpOIIO poOOTH MoMKekHol CHIHamsaull. BHacninoxk 4doro MoiHa BHIUIMTH
HalOUIb1 Hebe3neyHi 3arposu Oesneku: Kpaaikka HocliB iHdopmarii, noxexa Ta

BILIMB BiABiayBadis [12].



BHCHOBKH 10 NepIoro pos3aiay

B xoal nposefieHOro aHajizy TeopeTHUHHX Ta MeTO[OJIONYHUX OCHOB
CTBOpPEHHS CHCTeM KibepsaxueTy Ha ocHoBl crannapTie €C. Posrngnyto npuHuunm
noOyJ0BH CHCTEM BINEOCHOCTEpeXEeHHs] Ta CHrHam3auii 1 norepepKeHHs
HEeCAHKILIOHOBAHOTO OCTYNY Ta BHTOKY iHGopManii 3 MeTow iX moaanbiioi
peanizauii. Bynu BusBieHi Taki npobiieMH, K HeoOXiIHICTh CYBOPOIo KOHTPOJIO Ta
yIpaBsiHHs cepeepamu. HazpaHi npoGiieMi MOCHIIIOTLEA e THM (hakTopoM, 110
posmillylo4d 1H(OpMaLIIO Ha CEpBepl, KOPUCTYyBadl HE 3aBiIAH MOKYTb
KOHTPOJIIOBATH piBeHb Oe3nekd. Takok po3TNAHYTI MOMKIMBI aTakH Ha pecypcH
CHCTEMH Ta BHABICHI €NeMEHTH, KOTpl Ha#Oumbin Bpaznmei. J[lo HHX Mo#Ha
BiJIHECTH KaHan 3B'A3Ky. Web-cepBep, Komm toTepn KOpHCTYBauiB, cepBepH 0az
JNaHHMX, KOPIOPaTHBHI cepBepH.

CTpyKTYypHO IHTerpoBaHa chcrema KibepzaxucTy MoKe BKIoHaTH B cebe
CMiIbHO (DYHKLIOHYIOHI CHCTEMH BiJIEOCNIOCTEPeMKEHHS, CHUCTEMH CHIrHasizanii,
KOHTPOITIO Ta YTIPaBIiHHAM 10CTYTOM, OXOPOHHY Ta TOKEKHY CHCTEM, a TAKOXK Pl
JOJATKOBHX CHCTEM, 1110 3a0e3neuyioTh 3aXICT BiJl PI3HOTO PIBHS 3arpos3.

Jlng pocarHeHHA HeoOXIZHOrO pIBHA CHCTEMH KiOep3axHcTy HeoOXiaHo
3abe3neynTH NMPOTHAID PI3HOMAHITHHUM TEXHIYHMM 3arpo3aM Ta MiHIMi3yBaTH
MOKJIMBHH BIUIMB «IIOJICBKOTO hakTopy». B nanomy BHnNagky IOLIIBHO
nepeaAdaYHTH MOKINBICTE NOAATBIIONO PO3BATKY CHCTEMH, IIIAXOM PO3UIHPEHHA
Ta B/IOCKOHAJIEHHS OKPEMHX €JIeMEHTIB 11 4aCTHH, a TaKO# /I0JIaBaHHs JI0 ICHYFOUHX
CHCTEM Y BHIJIAI MIICHCTEMH.

Takum YHHOM MOXKHA 3pOOUTH BUCHOBOK MPO JOCSATHEHHS METH | BUPIlLICHHS
3aBl1aHb, TEOPETHYHOI Ta METONONOTIYHOI TIOOYIOBH CHCTEMH KiDep3aXxMcTy Ta

NPACTYIIMTH JI0 MPOEKTYBaHHA.



27

2. OBGTPYHTYBAHHS BUBOPY MPOI'PAMHOTI O TA ATIAPATHOI'O
JABE3IIEYEHHSA

AnlekBaTHUiT Ha edekTHBHUIT piBeHb KibepOesiiekn Moxe Oy 3abesneveHuii
TUILKH 3a JOMOMOrOK KOMIUIEKCHOTO MiaxXoay, Akl nepeabadae cripaMoBaHe
3aCTOCYBaHHS TPAAHLIAHUX OpraHi3aliiiHO-TeXHIYHUX TIpaBUII Ha/laHHA Oe3MeKu Ha
€IMHIH KOHLIeNTyallbHl OCHOBI 3 OJHOYACHHM [1OIIYKOM Ta IIIMOOKHM BHBYSHHIM
HOBHX [PHHOMIB Ta 3ac001B 3aXHCTY.

JaHH1 n0J103KeHHs TICH YU 1HILIO0 MIPOKO aKTyallbHI Uil KOJKHOT PO3BHHEHOT
KpaiHW, KoTpa nparHe a0 30epemeHHA BHYTPIIHLOI Ta 30BHINIHBOT Oe3nexu.
PiznaThCA nuie MeTOAM Ta 3aco0M, 1110 3aCTOCOBYIOTHCA B PI3HUX Jepikapax, I
NOCATHEHHS  ONTHManbHOro piBHA  Kibep3axucTy.Bubip BapiaHTy cHcTeMH
KOoMMAeKCHOI KibepOesnekn Oyab-AKOTO MPUMIIIEHHS BapTO PO3MOYMHHATH 3 HOTO
oOcTexeHHs. Bu3snaumBoiM  3aranbHy  XapakTepUCTHKY  OD’€KTy, BapTo
MpoaHani3yBaTH OCHOBHI BPasziuBl MIclA Mo nepumeTpy o0’ekta, On0OKyBaHHA
SIKOTO, SK MPaBUII0 ABJIsSE coboro nepiunii pydix 3axucty [13].

Bubip TexHIYHMX 3acobiB peasizallii CHCTeMH MNpOBEJEHWIl Ha MijAcTaBl
aHani3y KOHCTPYKTHBHO-0Y/1iBeIbHUX XapaKTepHCTHK | NpH3HavYeHHA PHMillleHHS
3 ypaxyBaHHs 3aBJaHHsA, HOPMAaTHBHHX JOKYMEHTIB Ta cTaHAapTiB €C, TaKTHKO-
TEXHIYHHX XapakTepHCTHK Ta BapTocTi obnannawua. [lpu Bubopi TexHIMHMX
3acoDiB peanizallii cHCTeMH BPaXOBYEThCS YCTaTKYBaHHS i METOAM YCTAHOBKM, SKi
AKHAHKpaLIe MAX0ATE 14 BAPIIICHHA 3aB/laHb CHCTEMH.

Posrnsa r3aemonil obnagHaHHs, cepeoBHIla Ta MOTEHIIHHUX MOPYIIHHKIR
BRXJIMBO 1A MPaBUALHOTO BUOOPY TEXHIYHHMX 3ac00iB HEOOXITHHUX 1S peanmizartii
cuctemu. Ha poGoTy naTunKiB BILITMBAOTh KOHCTPYKIS DYIIB/I Ta MPUMIILIEHHSA, a
TaKOXK iHUIe obnaHaHHA 1o Oyae BcTaHOBNeHe B npuMilieHH: [ 13].

3a3BHyai MOMKHA BU3HAYHATH Ta MiZiOpaTH MpHIaaM, sSKi OVIyTh NpalioBaTH
B 3aJaHMX YMOBax, OCKINIBKM III YMOBH [Jsi MpHUMIllleHb BH3HA4YeHi Ta

KOHTPOIHMOTECH.
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Barato mnpucTpoiB cucteMm Kibepbesmekn MaloTh BIAcHi TMporpamH, 3a
JOTIOMOTOI0 AKHX BH MOJKETe KEpPYBaTH iX OCHOBHHUMH (PYHKILAMH. [HIII mpHCTpoOi
HOCATH Oibllle 3aralbHHK XapakTep Ta BUKOPHCTOBYHOThH MOMYIAPHI CTaHAApTH,
Taki Ak Zigbee ta Z-Wave(deaaporosi nporokonu Bluetooth st 38 a3ky 3 xabamu),
JJ151 TOTO 11100 KepyBaTH [MPHCTPOSMH Yepe3 3aCTOCYHOK B TesehoH1 41 KOMIT oTepi.
Jlesiki TIpHCTpOl noTpaniaioTh B 0OW/BI KaTeropii: MoMHa BUKOPUCTOBYBATH i
3aCTOCYHKH 1 Oltbmy naardopmy cuctemu Kibepbesnexu. Onnak nesxi nuatgopmu
00MeXKYyI0Th KOPHCTYBaua B TOMY, fKI MPHAaAH MOKHA MPHETHATH /10 HUX. TIpw
Takii BeNMHKIi KIIbKOCTI MPHIANiB Pi3HUX BHPOOHHKIB CTBOPSHHA CHCTEMH MOMKE
37aBaTHCA CKITAaJHUM 3aBIaHHAM, ane sK 1 OyIb-AKe iHIIe 3aBJaHHS HOro MOJKHA
CIIPOCTHTH, PO30MBIIM Ha Oidbll mpocTimn 3aBaaHHd. MojkHa posmovaTH 3
AeKUIbKOX NPHCTPOIB 1 Jalli MacluiTadyBaTH CHCTeMY Ta J0aBaTH HOBI FaKeTH.

Cporofni icHye OaraTo Kommadiii BUPOOHHMKIB oOnanHaHHs, I CHCTEM
KiDep3zaxucty. Ajax Systems 3 2011 poky Bupodnse y Kuesi npodieciiini cucreMu
Oesnekn 115 o(picHUX NpUMIIIEHb Ta A0oMY. YCMiXH KOMMaHil 3aKIo4aroThes y
rapMOHIMHOMY MO€AHAHHI IHHOBAIIHHMX pillieHb Ta TEXHOIOTIYHOTO AnH3aiiny [14].

V ixHiil gopobkax MOEAHYIOThCA 1HKEHEPHI 1HHOBallll, BJIACHI HOy-Xay Ta
TEXHOJOMYHUI AH3aiiH. TBOPII BUCOKOTEXHOJIOTIYHHX CHCTEM BII3HA4aloTh, IIO
BIpATh B IHTEPHET pedeil Ta po3yMHy Oesneky Ak ioro ocHoBy. OdicH kKoMnaxii €
He Jnie B Ykpaini, a it y CLIA Tta BenuxoOpuranii. [14]

KommaHig migkopHia He MHIle HaHBIAOAIEHINI KYTOYKH TUIAHETH, a W
Halikpamux npodecionanis. Komanga Ajax Systems yixe Hamiuye maitxe 2000
mojen. Cepesl HUX — TAJTAHOBHT] 1HKEHEPH Ta PO3POOHHUKH, CHIBHI MEHEIDKEPH 3
NOCBLIOM Y riobanbHux kopropauisix. Komnanis copMyBaia JoKalbHl KOMaHIH
y Besmkii bpuranii, Itami, ®panuii, 16epii, [IAP 1 rotopa miakopioBard HOBI
BEpPLIHHH.

OCHOBHHI HanpsiM CBOIX po3pobOK, HAIPABIAKTE OE3APOTOBY OXOPOHY B
Ykpaiuni.. Booma moau 36epiraioTs 1 HAKONHYYIOTE DaraTo HIHHHX Ta KOLITOBHHX
peded. B mawii kpaini icHye Oarato OXOpPOHHHX NPUBATHUX KOMIaHii, ciyxba

aepx-0oesnexku. fAxmo B 2019 pom Ajax Systems mana jume 20 OXOPOHHHX
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KOMTNaHiH, K MapTHepiB, TO Ha CLOTOJIHI MO Bciii KpaiHi € nonaa 50-60 npuBaTHMX
KOMTaH1#, a TaKoK MoMiliA AepAaBHoi Oe3MeKkH, AKI € mapTHepaMu Ajax.

Ajax Systems — piaxiCHMH NpuKIaj] ykpaiHchkoi hardware-xkomnasii, mio
CTPIMKO po3BHBacThes. BoHa po3pobiisie KOMIIOHEHTH [UISl CHCTeMH KiDep3axucTy,
1110 BU3HAHI eKcriepTaMi B OXOPOHHIH 1HAYCTpIT Kpammmu B €Bpori. Burotornenns
TEXHIKW 3HaxoauThes B KHEBI — TPOAYKTHBHICTE BHpOOHWMIITBA BiKEe J0CATIIA
100 000 npuctpois B Micans [14].

CucrtemH Ajax MOBHICTIO He3aneXHi, Tak AK TMpPaIloloTh Ha 3aXHIIEHOMY
panio mpoTokoani Jeweller BnacHoi po3poOku. [likoBa NanbHICTE 3B’ A3KY CTAHOBHTH
200 MeTpiB, IO TapaHTye HOpMalbHY poOOTY CHCTEMH HaBiTh B BETHKHX
MPUMIILIEHHAX. SAKIIO ILOTO HE BHCTAYHTH B apceHalll BAPOOHHKA € peTPaHCIATOPH,
K1 3aBAIH MOJKHA J10JaTH. 3 PeTPaHCIATOPOM JaIbHICTh [PH NPSIMIA BUAHMOCTI
30insmyeThed A0 3800 metpie. BupoOuuk 3agsise npo 35 KBaapaTHUX KITOMETPIiB
MOZJIMBOIO MOKPHTTA — 1le MAKCHMAaJlbHa MJI0111A, 1110 J0CTYHA /115 3aXHCTY OJHIN

CHCTEMI.

2.1. Anaji3 roroBHX NPOEKTHHX pilleHb

Ocobucta Oesneka nromei Ta iX MOMEIIKAHHS € OIHIEKD 3 CAMHUX AKTyalbHHX
npobiem Ha choroini. Bee Ginbie i Ginbine Miofel BCTaHOBIOWTL Ha poboOTI Ta
BIIOMa PI3HOMAaHITHI OXOPOHHI Ta MPOTHITOKEKHI CHCTEMH, [UIi TOro 1ob
3aXUCTUTH cede Ta cBoe MaiHo [13].
Ilonarrs Oe3nexu Oy:e o0’eMHe Ta OaraTorpaHHe, OJHHM 3 fOro NPIOPHTETHHX
ACIeKTIB € BCTaHOBICHHS KOMIUIEKCHMX cHcTeM Kibepbesneku. [linposzainm
OeanekH MIANPHEMCTB Ta Oprafizalliii  BUPIWYIOTE LIMPOKEe KOIO 3ajad,
BHKOPHCTOBYIOYH IIPH LbOMY pI3HOMaHITHI 1HpopMauiiini texHonorii. [o
HalOIbIL PO3MOBCIOKEHUX BITHOCATD:

- CHCTEMH KOHTPOJIS 1 KepyBaHH: J0CTYIIOM;

- CHCTEMH BIJICOCTIOCTEPEHEHHS TA BlICOAHANI THKH;

- CHCTeMM OXOPOHHOT Ta MOXKEKHOI CHIHAI3aLlll.
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OcTaHHIM 9acoM JlaHi CHCTEMH YacTo 00’€IHYIOThH B € IMHUI KOMIIJIEKC, 1110
Ha3WBa€ThCA KOMIUIEKCHOW  cHcTeMoi  KibepOesnexku. [lopan 3 Bume
nepepaxoBaHHM TAKOK YaCTO BUKOPHUCTOBYHOTh POTpaMHO-iH(OpMalLiiHI CHCTEMH
300py, aHalli3y Ta obpodkK iHdopMaLlll, HeOOXIHOT /U1 BUpPILIEHHS 3aB/laHb, 110
CTOSTH Mepe/l Mipo3/1iaoM Oe3rexH.

3 KOKHHM pPOKOM Bce Oinbilie 00’€KTIB CTBOPIOETECA B i/1€0morii
IHTeNIeKTYalbHOTrO OyAnHKY. B akoMy Bei c1abKOCTpyMOBI CHCTEMHM 3B’ A3aH1 O/Ha
3 OJIHOKO | OTepaTrop Mae MOKITHBICTE Ha TOBEPXOBHMX TulaHax OayuTH cTaH
OXOPOHHOI Ta TIOMKEKHOT CHUTHAMI3aIlll, KOHTPOIW OOCTYMY, TEMIO0 Ta BOJIO
MocTavaHHs, BEHTHIALIT, OCBIT/IEHHS, Ta iH [13].

B €ppomi Ta Awmepuui 30% OyIWHKIE KOPHCTYIOTBCA CHCTEMaMH
Kibepbesnexkd. HalOuiblly A010 MOCTABOK HA AHATI30BAHOMY PHHKY 3aHMalOTh
komnanii Philips Lighting, Honeywell, Belkin, Nest, Ecobee, MyFox, Sonos,
Canary, Netatmo ta D-Link.

[TpencraBumo paj cUCTeM, SKI po3pobieHi €BpONeichbKUMI KOMMAaHiIMH:

- KOMIUIEKCHa cHcTema Kidepoesnexkn Dahua Technology;

- KOMIZIEKcHa cucTeMa Kibepbesnexn Axis Communications;
- KOMILJIeKcHa cHeTeMa Kibepbesneku Motorola Solutions;

- KoMIUIeKcHa cucTema Kidepbesnexkn Tiandy Technologies.

[TpoBeneMO KOPOTKY XapakTEpHCTHKY CHCTEM, 1110 0a3yl0ThCA Ha MaTepiaiax,
HaJaHHuX BHpPOOHHMKAMH Ta po3pobHHKamu. KoxkHa 3 NpencTaBleHHX CHCTEMH
KOMIJIEKCHOT  KibepOesnekn Max cBoi 0coOIMBOCTI, TAKOCH 1 MIHYCH B
3aCTOCYBAHHI.,

Cucrema Dahua Technology npusnauena s 36opy, 0dpodku, nepenadqi,
B110OpasKeHHs Ta peecTpauli CroBILIEHE PO CTaH LUTCH(IB OXOPOHHOT, IOKEKHOT,
TPHBOKHOT CHTHAI3ALIiT, KOHTPOJIA | KepyBaHHA JOCTYIIOM, YIIPaBIIHHSA TOKEKHOIO
ABTOMAaTHKOK [TANPHEMCTBA, BIACOKOHTPOILHUMH IPUCTPOAMH, IHKEHEPHUMH
CHCTeMaMH ImpHMileHHs [13].

Hust  opradizauii  noBHO(QYHKUIOHAIBHOIO — MOHITOPHHIY — BElIMKHX

TEPHTOPIAILHO PO3NOJIIEHHX CHCTeM 1 peanizauii po3uMpeHoro (yHkiuioHanty
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KepyBaHHsS cHcTeMami moOyaoBanux Ha 0a3i Dahua Technology, miakmogatoTscs
KOMIT'IOTepH, A AKMX KoMmadii po3pobumn monaa 20 BHIOIE MporpaMHOTO
zabesneyvenns. [Tpy nboMy 3°€lHaHHsA BHYTPIIIHBOI NOTKH KEPYBaHHA KOHTPOJIEPIB
Ta MEPEXKEeBOro YIpaB/iHHA 3 €JHHOI'O LIEHTPY I03BO/ISLE CTBOPUTH TOH HEOOX1IHHH
DanaHc HeHTpasizallii Ta JeneHTpati3ailii cuicTeMn Kibepbesnexu, Akuii 3adesnevye
ONTHMAITLHWI  CTIIBBIJIHOIIEHHA 3a/JaHoi  (PYHKIIOHATBHOCTI 3  MOMKIIHBICTIO
Oesnepebitinoi poboTH cHCTeMH y pasi BUXOIY 3 Ja/y IIEHTPalIbHOIO KEpPYHHOro
MPUCTPOID.

KomniaekcHa cucTeMa kibepbesmekn Dahua Technology mosBomde THYUKO
mporpaMyBaTH MIJCHCTEMH OXOPOHHO-TOKeKHOT cuTHamizauii. BigminHoo
MepeBarold KOMIUIEKCY € BHKOPHCTAHHA IIHPOKOI HOMEHKIATYPH BIIACHOTO
obaaHanHs 1 AaTuMKiB. OQHAK KOpCTKa NPUB’A3Ka 10 o0/laiHAHHA HE 103BOJISE
BHKOPUCTOBYBATH MPHCTPOT IHIIMX BUPOOHUKIB. 3aKpUTHIl NPOTOKOI HE J103BOJISAE
NIAKIH0YeHHA THIIHX npHeTpois [ 13].

Komnnekcna cucrema kidepbesnekn Axis Communications npencrasnse
coboro HabIp 3 LIEHTPanbHOIO KOHTPOJEpa, JaTHHKa pyxXy, JAUMY, NPOTIKaHHS,
BIIKPMTTA BIKOH Ta IBepei | MOIYIb B PO3ETKY /U1A KepyBaHHA npuctposamu. Januii
KOMIIJIEKT € CTAPTOBUM HAaDOPOM 3 MOMIIHBICTIO PO3IUMPEHHS. 3B SI30K MOAYIIB
30IHCHIOETHCA 3a JI0TIOMOrOl0 pafiokanaty. JlomaTKoBo MojHa BKJIOUATH B
CHCTEMY [aTYMKHM TeMNepaTypH, OCBITIEHOCTI, a TaKo}K IHUIY MOIYNi s
KepyBaHHS €NeKTPOTNPHIIaTaMH.

Komnaekc Bin BupoOunka Motorola Solutions nobynosanuii no npuHuMmy
aJpecHoi po3NoAUIeHOT MIKPOINPOLECOPHOT CHCTEMH 3 arnaparHoO-IPOrpaMHUM
criocobom 1urerpauii. Komruleke posomsie o0’€lHaTH [MJICHCTEMY OXOPOHHO-
MOMKEKHOT CcHrHamisauli, BlIeocrnocTepekeHHs 1 KOHTpomwo gocryny. Poib
LEHTPANLHOTO  MIKpOTIpollecopHOTO  OJI0KY BHKOHYE KoHTpoidep. CHcrema
Bi/IPIZHAETHCS BEIMKOK HaAlHHICTIO, alle TaKiil CHCTeMi NPUCYTHS HPUB'43Ka /10
00/ManHAHHA, 3aKPHTHH MPOTOKO] YHEMOMKIUBIIOE MMIJKIIOYEHHS MNPHCTPOIB Bl

IHIIUX BUPOOHUKIB.
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Bupobnuk  Tiandy  Technologies npencrasue  cBoio  cydacHy
OaratoyHKLIOHATBEHY CHCTEMY /1A KOMIJIEKCHOI KibepOeiamekH mMiJNMPHEMCTE.
Bona Mae onTHManbHMIT CKNajl Ta CTPYKTYpPY, BOJOJIE HMIMPOKHM MpOrpamMHo-
anaparHUMH MOMKIIHBOCTAMU. MojyibHa nodynaopa CHCTEMH, IHYYKL [porpaMHi
HaJalITYBaHHA, HEBEJMKMH cKkia]  oOjaaHaHHis Ta HOTO  yHIBEPCAILHICTh
3a0e3neuyoTh 4y/10BI YMOBH I CTBOPEHHS CHCTEMH PI3HHX BH/IIB CKAaJHOCTI |

BHMOT MIZINPHEMCTB 3 ypaxyBaHHAM BciX ocobnupocTted [13].

2.2. Oxoponna curuagizauis

Hatunk pyxy Combi Protect puc. 2.1 [14] Ge3gporoBuii KoMOIHOBaHUI
AaT4HK pyxy 1 po3duTTd. Baano BUKOHYe 3aBAaHHA 3aXUCTY NPHUMILLEHHS Bil
BTOpPrHeHHs depes ABepi Ta BikHa, J0aTKOBO KOHTPOMIOE HilicHicTE ckia. [Toeamnye
B co01 (PYHKLIT IBOX JAaTYHKIB — pyXy 1 po30uTTa. BusBage pyx y NpHUMIILICHHI Ha

BincTaHi 1o 12 M i ikcye po3dUTTA ckia Ha BiALami 1o 9 M Bij BikHa.

Pucynok 2.1 — natumk pyxy Combi protect

Busasnge pyx HaBiTh Yy jKapKOMY KIiMaTi 3aBAAKH METOIY TeMIepaTypHOI
KoMIneHcauli. PUILTPY€e MOMWIKOBI CHIHAAH TPHBOIM NP0 Po30MTTA BHACIIIOK
3BYKY TPO3H, INYMY BaHTakIBKHM, fKa mnpoibkmkae Henoganmik. [lsuaxo
MIAKIOYAETbe 0 Xa0y J0CTaTHBO JIEKIJIbKa KIIKIB Y MOOUIBHOMY J0AaTKY.

MoHTYETBCA 3a KibKa XBHIIMH 3aBIAKH KpinneHHo| 14].
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3a A0MOMOTOI0 CHEeMmiaTbHOr0 MiKpohOHY JaTuMK BHABIAE | 3amucye
crierQivdHi HN3BKOYACTOTHI | BUCOKOYACTOTHI 3BYKH, SKi BHHMKIH MIPH PO30UTTI
ckna. SIKio B MpHMillleHHI, B SKOMY BCTaHOBIIEHHWH NaTuMK po30HMBaKTh CKIO,
VJIOB/IOE LI 3BYKH 1 BIANpaBise 1o 6e3poToBOMY palloKaHally Ha LEeHTpaJbHHUI
Onok kepyBaHHsi, 3a J0MOMOTOK  YHIK&JIbHOTO DaraTocTyNniHYacToro aHams3y,
NaTYHK BHKIHOYAE XUOHI pearyBaHHs YMOBIIOIOYH IHINE 3BYK po3buTOro ckna,
ICHOPYFOHM 1HILI IY4HI 3BYKH.

[MpucTpiii 37aTHHI BU3HAYMTH TepecyBaHHA IIOIWHH dYepe3 MacHBHHUH
iH(padepBOHHII CEHCOP — BiH BAMIPIOE piBeHb THPpPaUEpPBOHOTO BHITPOMIHIOBAHHA
Bl 00'eKTa. 3 METOIO BUKJIFOUEHHS MOMIWIKOBHX CIIPallbOBYBaHb aHi BUMIPIOBaHb
MiA1ar0Te WH(ppoBiii 0Opodui [16].

JaTuMK Mo)Ke BHMKOPDHCTOBYBATHCA /s BHABIEHHS Ppo30MTTA CKia B
KBapTupax, OyIWHKax, marasuHax, oQicHHX OyIiBIAX, roTensx, pecTopaHax,
DaHKax, 1IKOIaX, CTYIISX, Ha CKIatax, Touo,

Tabnuug 2.1 — Texniuni mapameTpn gatdanka pyxy Combi protect

CMOBILLYBa4 OXOPOHHHIT ONTHKO-
Knacudikaris €/1eKTPOHHMIT KOMOIHOBaHMI

pajioKaHaJIbHHi

Tun paTuuxy OesnpoToBUi
Uy TiusHii eaeMeHT PIR-cencop, eseKTpeTuHii MikpogoH
CyMICHICTB npaioe ¢ Xxabamu Ajax,

peTpaHcnaTopamH, ocBridge,

uartBridge
Yac nocTaBKH CHTHAITY TPHBOTH 0.15¢
JlanbHICTE BUABNEHHA pPyXY no 12 metpin
PexkomMeH10BaHa BUCOTA BCTAHORBI/ICHHS 2.4 metpa
JlanibHICTh BU3HAYEHHA po30HMTTA BIKOH 10 9 MeTpiB

KyT ornaay 180 °
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[Mpoporxkerns Tabumui 2.1 — TexHivuni napamerpu natanka pyxy Combi protect
ianasoH 4actoTr 866.0 - 866,5 MI'u

868,0 — 868,6 MI'u

868,7 — 869.2 MI'u

905.0 - 926.,5 MI'u

015,85 -926,5 MI1t

921,0-922.0 MI'u

[IpoTu guBepciiHKi 3aXHCT 3aXUCT BiJl MIZAMIHM; ORI 1OMICHHS
PO LUIYLIIHHS] TaMIlep Ha

BIJIKPHUBaHHS Ta BIJIPUBAHHS

Kunac 3axucry 2
BianoeianicTs cTangapTam oxopoHHux | EN 50131-1:2006 / A1:2009 / A2:2017
crcteM €C EN 50131-2-2:2008

EN 50131-2-7-1:2012
EN 50131-2-6:2008
EN 50131-5-3:2017

Jarunk Bigunnenns DoorProtect puc.2.2 [14] GespporoBuii JaTuHk
BITYMHEHHA HaJICHIIAE TTOBIIOMICHHA MPO BUABNACHHA MEPLUIHX 03HAK BTOPTHEHHA ¥
NpUMIlLleHHs BHACTIIOK 310MY JBepeii abo BikHa. Moxe OyTH BcTaHOBNeHMi Ha

OYAb-AKHI THIT JIBepeil, BKIOYHO 3 METAIEBOK OCHOBOIO.
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Pucynok 2.2 — Ge3apotoBuil gaT4uk BladMHenns DoorProtect
bBesnpoToBuit  gaTuMK  BIOKpHUTTS  gBepei/BikoH  Ajax  DoorProtect
3aCTOCOBYETbCA Il BHABJIEGHHA BIAKPUTTSA [ABepeid, BiKOH, Towlo. JlaTumk
obNagHaluuii KIeMHOI0 KOMOAKOW Uit MiJKIIOUeHHA [JO0AAaTKOBHX MpOBiAHHX
NaTYMKIB, B TOMY HYHMCI MPOBIAHMX [JAaTYMKIB BIAKPUTTA MpPHU3HAYEHUX 1714
YCTaHOBKH HAa MeTaseBi BOpoTa il moku [14].

[LIBrako BUABNAE BIIYMHEHHA BIKOH UM IBEPEH 3a IONOMOTo OpHTaHCHKOTO
repkoHa hi-end, na sKuii i€ MardiTHe mone. Moke mpaliloBaTH Y pekHMi
nepeJaBaya, BiANPaBIflOUM Ha LIEHTPallb CHIHAN Bil 3BHYAHHOTO [POTOBOTO
natyvka. CKaazaeTbes 3 ABOX MOJYJIB — AaTYMKA Ta MArHiTy. ¥ KOMIUIEKTI € JBa
MArHiTH: OJIHH BETHKHI, 1110 BCTAHOBIETHLCS Ha BIAM 0 2 ¢M, THIIHN Mamui —
10 | cM BCTAHOBITKETHCH K OCHOBHHH.

Buue sraganuii 6e31poToBril 1aTUHK BIAKPUTTS 3aCTOCOBYIOTH /U1l OXOPOHHM OY/1b-
AKHX 007€KTIB. ['0/IOBHOIO MepeBaroly AaTdyHKa € JIerke 1 3pydHe caMocTiiHHe
BCTAHOBJICHHS, 3a JOIOMOIOI KpiIUICHHs WO e KOMIUIeKTI, [UId MOHTaKY

KOpHCTYBaueBi He MoTpidHO po3dupatu cam natuuk [16].
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Tabmmus 2.2 — TexHiuHl napaMeTpH gaTauka BiakpuTTsa DoorProtect

Knacudikauis

OIOBILYBAaY OXOPOHHUIN TOYKOBHH,

MAarHITOKOHTAKTHHIL, pajioKaHallbHUi

Tun matunka

De3poToBHI

npatoe 3 Xxabamu Ajax,

CYMICHICTB petpaHcasTopamu, ocBridge Plus,
uartBridge
YUy TiHBHil elleMEHT repKoH

[Mopir cnpauboByBaHHs

MaJIMi Mardit — 1 cMm;

BeJIHKWH MarHiT — 2 cM

Pecypc natunka

2 MIIH. BIIKPHUTTIB

JlianazoH yactoT

866.0 - 866,5 MI'
868.0 - 868.6 MI'u
868.7 - 869.2 Ml
905.0-926,5 MI'u
015,85 -926,5MI'y
921,0-922,0 MI'u

[IpoTn gMBepciitHUi 3aXHCT

Posmip

3aXHCT BiJT MIJIMIHK; TOBIZIOMITEHHS
MpO TAYILIHHA; TaMOep Ha
BIJIKPHBaHHA Ta BIAPHBAHHA
Hiametp: 20 MM

Bucota: 90 mm

Knac 3axucry

3

BianoBiaHicTh cTaHAapTaM OXOPOHHHX

cuctem €C

EN 50131-1:2006 / A1:2009 / A2:2017
EN 50131-2-6:2008
EN 50131-5-3:2017
PD 6662:2017
BS EN 50131




37

KeyPad puc. 2.3. [14] — Ge3apoToBa CEHCOPHA KNaBiaTypa BUKOPHCTORYETLCS JITIA
CaMOCTIHHOT 3MIHH PeXHMY OXOPOHH JNA KOMIIIEKCHMX CHCTeM KibepOesmeku
Ajax. Beranormoersest Ge3nocepeiHbo y nipumiinenHi O6ins BXIAHMX aBepei a1

OTPUMAHHSI LIBH/IKOIO JOCTYILY [0 KlaBsiaTypu.

Pucynox 2.3 — besgporosa ceHcopHa Knaslatypa KeyPad
Moske kepyBaTH yCiMa peKMMaMH OXOPOHM fKIIO BBEAEHO HU(POBHI koA Ha
KnaBlarypl. Mae IHAMKaLIO KOTpa MOBLIOMIISAE [P0 CTAaTyC OXOPOHH, MpoOJIeMH 3
AaTyHKaMH 4d oOpuBaHHA 3B’A3KY 3 Xabom. TIpHCYTHS KHOMKa TPUBOTH AKa,
MOBLAOMIISE MPO KOMKHY crpody migidpatH KoJ 1 aBToMaTHyHO O0Kye, y pasi
[IepeBULLIEHHS JOITYCTHMOI KLILKOCTI cripod BBeJeHHs koxy [16].

Tabmuus 2.3 — Texuniuni napameTpu 6e3apoToBoi ceHcopHoi knasiatypu KeyPad

Knacudikauis KJlaBlaTypa CeHCOpHa pajloKaHalibHa
Twun knaeiatypu Oe3apoToBa, CeHCOpHA
Cmnoci® BcTaHOBIIEHHA BCEpEIHHI MPHUMITIIEHHA

. Mpauioe TUILKK 3 Xabamu,
CyMICHICTD .
peTpaHciaTOpaMH Ajax




[ponoskenns Tabmuui 2.3 — TexHiuwi

knasiatypu KeyPad
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napaMeTpH Oe3poTOBOI CEeHCOpPHOI

[Mepconanbhmii Koji KOpUCTyBaya €
3axucT BijJi NiAGHpaHHs KoLy €
InauKaiis €

Tepmin poboru 8ia barapei 110 2 poK1B

JliamazoH 4acToT

866,0 - 866,5 Ml
868.0 - 868.6 MI'n
868.7 — 869,2 M1
905,0 - 926,5 MI'u
915,85 -926,5 MI'y
921,0-922,0 Ml

Temnepatypuuii cencop

AHTHCA0OTAK

3AXMCT B [T1MIHH,
CHOBILIEHHS PO [IIYLIIHHS,

TamIep MpoTH 3J10MY

2.3, lloxexua curuaaizauin

Hoxexnnii paTunk FireProtect puc.2.4 [14] Oe3npoToBuil NoKeKHUH JaTHHK 13

BOY/I0BAaHUM CEHCOPOM TeMIepaTypH, Lo LLI01000B0 BiicTexKye Oesneky y

[OPUMILIEHH] Ta CBO€YACHO MOBIIOMIIAE IPO BHSIBICHHHA OHMY 1 Pi3KI CTpHOKH

TEMIIEPATypH.
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AJAX

Pucynok 2.4 — 6esgporosuil noxkexuuii naryuk FireProtect

BusiBise MM 3a J0NOMOrOI0 CHEiaibHOro (POTOEIEMEHTY 3 CEHCOPOM.
JAxmo ropinns BAOYBaeThes Oe3 SBHOrO BHAUICHHS JUMY, J0JaTKOBHH CeHCODP
(hikcye pi3Ky 3MIHY TeMIlepaTypH y npuMilleHH]. Moike nmpauroBaTH aBTOHOMHO Bijl
xaby, iHGOpMYyOUYH Npo MOKEKHY TPHBOTY 3a A0MNOMOTOK BOYI0BAHOT CHPEHH.
Kinbka naTuvkis cHrHamsyioTh [po TPUBOIY CHHXpoHHO. ['0TOBHMH a0 poboru 3
KopoOKH: DaTapes Bike BCTAHOBJIEHa, TOMY po30HpaTH JaTuvK He noTpidHo. [14].

besaporosuii naTuuk BusslieHdsa auMy Ajax FireProtect sacrocoByeThes s
BHSIBJICHHsl [TOXKeXkKl B NPHUMILIEHHL, 1O OXOpoHsieThes. JaTyuk BUsIBISE JUM 3a
nonomorow iHgpadeponoro BHNpomiHioBada 1 dortonpuiimada. Enementn
3MOHTOBaHI B crieuialibHlid aumoBid Kamepl. [lpu nomajaHHi 4acTHMHOK Qumy B
Kamepy, (oTonpuiiMay BHABISE CMOTBOPEHHA 1H(padyepBOHOro MpoMeHto. AKIo
AMMY cTae ©arato, CMOTBOPEHHA MPOMEHIO CTa€ CHIBHHM, JlaTYMK BIINpaBlidc
Oe3/poTOBMH CUIHA ITPO M0KEeIKHY TPUBOI'Y Ha PO3YMHY LIeHTPalb Ta BKIOUYACTLCS
cupena [16]. 3apaaku ToMy, IO NPHCTPii hikcye HABITh HAWAPIOHIII aepo30bHI
HACTHHKH, 10 BHAUIIOTECA Npy ropindi. Jlo3Boisie MOMEHTANbHO pearyBaTH Ha

BHHHKHEHHA BOTHIO Ta CIMOBILATH Mpo Hebe3neky.
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Tabmuug 2.4 — TexHI4HI napaMeTpy MojkexHoTo gatunka FireProtect

Knacudikauis

OMOBILLYBaY NOKEKHUIL; AUMO-
TENJIOBMIA; patioKaHaNbHUH 13

BOY/10BaHOK CHPEHOIO

Tun matunka

GesnpoToBHid

CyMICHICTE

Mpaioe aBTOHOMHO ado 3 XxabaMu
Ajax, petpancasropamu, ocBridge

Plus, vartBridge

YyTiueuil eemeHT

(oToRTeKTPHYHHKH | TeMIIepaTypHHH

CEHCOpH

[lopir cnipaiiboByBaHHS

+59°C £2°C

Tun cnosimnysaya

CBITJIO3BYKOBHH

['yunicTb BOy1OBaHOT CHpeHH 85 nb

Yac gocTaBiasHHA CHTHAJY TPHBOTH 0,15¢
DuILTp XMOHHUX TPUBOT €
CHHXpOHHA TPUBOIa KUILKOX 1aTYHKIB €

Jliama3oH 4acToT

860,00 - 866,5 MI'u
868.0 - 868,6 MI'1t
868,7 — 869,2 MI'ny
905.0 - 926,5 MT'u
015,85 -926,5 MI'u
921,0-922,0 MI'u

IMpoTummBepciiiHmii 3aXHUCT

3aXHCT BT MAMIHH, TTOBITOMICHH
PO IJYLLIHHSA; TaMIep Ha

BIJIKPHBAHHA Ta BiJiPHBAHHA

BianoBiiHICTE NOKEKHUM CTaH1apTam

Kpain €C

EN 14604:2005/AC:2008




4]

2.4. Mixcncrema BigeocnocTepeRKeHHs
Wi-Fi Bizeoxamepa Dahua [PC-D42P IMOU puc.2.5 [16] — Besuporosa
kynonsHa [P-ieokamepa 3 posnubHoto saarnictio 4 Mpx. [Ipusnadena nos

BCTAHOBJICHHS BCCPEIMHI IIPHMILLEHB.

yom! =

Pucynok 2.5 — Wi-Fi Bizieokamepa

BuyTtpins kynonsHa Bigeokamepa 4 IMOU Dome Lite (Dahua [PC-D42P)
3aBAAKH CBOIM KOMIIAKTHHM po3MmipaM Ta NpuBabiuBoMy au3aiiny Oynie 1opedHa
MPakTHYHO CKPi3b, Je MOTPIOeH KOHTpO/IbL De3srekH: y KBAPTHpax Ta MPUBATHUX
OyaHHKax, odicax Ta cajloHax, OaHKax Ta MarasMnax. Buaminnui ¢yHkuionan ta
SIKICTh 3HOMKM poOisiTh 10 mMojens kamep IMOU ojHi€o 3 HalnonyspHitmx
cepejl crozkHBavis [16].

MOXIMBICTE ~ BHKOPHCTaHHsS  IHAMBIIyaqbHMX  BHJIB  CXOBHIIA.
Bigeomarepian, 3uatuil 3a gonomoroto Dahua IPC-D42P, moxua 36epirati (i
BHKOPHCTOBYBATH JIIA MOAANBIIOrO NMeperisy) Ha kapTi mam'sti microSD ob'emom
no 128 ['6, mepexkeBux (NVR) ta riopuanux (XVR) undposux Bifleopeectpatopax
Dahua, a Takox y cxopuuie xmap. ['onosHoro ocobmusicTio miei moxen IMOU
MOJKHA BBa/KaTH MOMKJIMBICTh OJIHOYACHOTO 3anUCy AAaHWX Biapa3zy B TPH THIH

CXOBHIIA, WIO 03BOJIAE OTPUMATH OJApasy [eKiIbKa KOMii B PI3HHX MiCLAX
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30epiranns. OcobnaupocTi migkmoueHHs. Kpim 38'13ky 3 Wi-Fi-3'eiHanHAM, MOJKHa
snificanTH miakmodenHs Dahua IPC-D42P no mepconaneHOro Komm'ioTepa 3a
J0MOMOTOR KpydeHoi napu yepes iHntepdeiic Ethermet RJ-45. TMepernan Bigeo B
PEKHMI PealbHOro HYacy MOMIIHBHH 3a JOIIOMOI00 CrieliallbHoT [porpaMu. €

Jlns BUKOpWCTaHHS J0AaTKOBOTO ()YHKILIOHATY BiJleOKAMepH MOKIHBE
3acTOCyBaHHA MoOITBHOTO Ta JecKTomHOro 3actocynky IMOU, 3a aonomororo
SIKOTO MOJKHa JIeTKO KepyBaTH KaMeporo, JMBHTHCA MOTOKOBE BiJI€0, a TaKoK
nepernAaaTH apxie, AKMH MoikHa 30epiraTv Ha KapTi mam’dTi, abo B XMapHOMY
CXOBHIIIL.

[Tpusabauel au3aiin. KommakThHii posMmip 1 KymonbHa (opma Kopmycy
Hagatote 4 Mn IMOU Dome Lite BizyanbHOI JIErKOCTI Ta MOMKIMBOCTI JyiKe
rapMOHIHHO BNHCYBaTHEs B Oyab-akuii iHTep'ep. [lo Toro # Taka (popMa NpakTHYHO
HeBpa3MBa /14 IIBWIKOTO JEMOHTaxy BifeokamepH, mo 30inemye i
NPakTHYHICTb.

Tabnung 2.5 — TexHidHi MapamMeTpH noxkexkHoro gaTanka FireProtect

Marpuus 1/3" Progressive CMOS
Po3jiiiibHa 31aTHICTE 4 Mpx (2560=1440)
MoKkycHa BIACTaHb 2.8 MM
Tun o0’ekTUBY dikcoBanmii
Ethernet mopr 1100 MGit/c

Kytu ornsay B9V 27D 1HI5F
Wi-Fi IEEE802.11b/g/n
YacTtoTa Kaapis 30 kan/c
Komnpecia Bigeo H.265 / H.264
IY-nigceivyBaHHS 1o 20 meTpis
Ausnenus 12BDC, 1A
CrnoKMBHA NOTYXXKHICTD 5 Br
Pesxum neHb/Hid c

Mero/ 36epiraHHs

Micro SD, Cloud, NVR
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[Tponoskenns tadbmuul 2.5 — Texuiuni napameTpH noxexuoro garduka FireProtect
Bara 1951
Mepeskesi iHTepdeiicu 1 RJ45 100M
EN 50131-1:2006 / A1:2009 / A2:2017
EN 50131-3:2009
EN 50131-6:2017
EN 50131-5-3:2017
EN 50131-10:2014
EN 50136-2:2013
EN 50136-1:2016
PD 6662:2017
BS EN 50131

BianosiaHicTh cTan apTaM OXOpOHHHX

cHerem €C

baok xnaenns Full Energy BGW-1215 puc.2.6 [16] — Miniatiopumii 6710k
KUBIIEHHA 11 MOHTAKY B THAPO3ETHHK.

PucyHnok 2.6 — 6mok xuenends Full Energy
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MiHiaTIOpHHI  IMITYJILCHHH — OJIHOKaHANbHMIE  O70K  JKMBIEHHS Y
MAaCTHKOBOMY BONMOTO3aXHMIIEHOMY KOpPIycl U MOHT&KY B MiJPO3ETHHK.
[Tpuctpiii Bupobnse 12 BonsT cTabinizoBaHoro cTpyMy i3 BxigHoi Hanpyru 220 B.
BuxinHuii crpym — 1.5 A,

Bukonye ponb pkepena crabiLli30BaHOTO JKHBJIEHHA IJIA PI3HOMaHITHHX
MaJIONOTY’KHHX ~ MPHUCTPoOiB  cHcTeM  Oe3nekH: KOMIMOHEHTIB  CHrHamizali,
B1/Ie0CMOCTEPE/KeHHA, KOHTPOIO AocTymny Ta iH. IlinknodeHHa BXoay — BUIKa B

03ETKY, MIIKITIOUYEHHS BHXOIY — PO3'EM AKHBJIEHHS.
p

2.5. Mepexese odaaananng

HUB Ajax puc.2.7 [14] — iHTe/leKTyalbHa [PUCTPIi, KINOYOBHIl €IeMEHT
CHCTEMH KOMIUIEKCHOTO KiOep3axHcTy, po3po0leHo [Uis BHKOPHCTaHHS B
npumitieHHsx. [IpucTpiii KoHpoItoe podOTY BCIX JaTYMKIB | MUTTEBO BIINpAaBIIfe
CHTHal MOyJbT KepyBaHHA. 30upae iHdopMmalilo Tpo podOTY AATYHKIB ¥
salUgpoBaHoMy BHIJIAMI, aHATI3YE JIaHl y pa3l TPHBOIH MHTTEBO CIOBILIAE PO

Hﬁ"ﬁ&ﬂ'lﬁl(}-’ BAACHUKA CHCTEMH | 663]’!0(36]3'6,11]-]])0 Ha MYJIbT KepyBaHHA.

AJAX

Pucynox 2.7 — kontponep HUB Ajax
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Bukopuctopye texnonorito Jeweller ans BinctexxeHHa poGoTH AATUHKIR i
MHTTEBOIO pearypaHHa Ha HeOe3neky. 3abe3nedye mepexim yciei CHCTEMH Ha
«YUCTI» YaCTOTH TMi/1 Hac IIVIIIHHA, 3aXHILIeHHH Bijl BIPYCIB Ha MpOrpaMHOMY PiBHI.
HanawrroByeThes 3a J0MOMOroK MODLUIBHOIO 3aCTOCYHKY, JAATYUKH [10Ja0ThCH B
oant kmik. HUB notpebye poctyny a0 Mmepewki iHTepHET, JIs Mix €AHAHHA 10
XMapHoOro cepmepa — A HanalUTYBaHHA, YNpaBliHHSA Oyab-AKOT TOYKH CBITY,
nepeaaBaHHA MMOBIIOMICHHb PO MO/IiT Ta OHOBJIEHHA MPOrPaMHOTD 3ade3nevyeHHs.
OcoOHcTi JaHl KOPWUCTYBA4diB Ta JI€TaNbHI JIOTH CHCTeMH 30epiraioThes mijg
OaraTopiBHEBHM 3aXHCTOM, 00OMIH iH(OpMallieto 3 XaboM BiIOYBaeThCA 1IT0A000BO
yepes samndpoBanmii Kanan [14].

Hdo xaba wmoxHa nig’egnatn go 100  nppucTtpoi. s 3B'A3KY
BHKOPHCTOBY€ThCH 3axullleHnid nporokon Jeweller 3 paziycom aii a0 2 km 3a
BificyTHOCTI nepeinko. Mae cBiTIoBY iHAMKAaLil0 cTaHy Ta (Bi3ndHi po3’eMu Juis

niakarodeHHs puc 2.8 [14].

PucyHok 2.8 — po3’emu 1a iHaMKauisn koHTposepa HUB Ajax

1. JloroTun 3i CBITIOBHM IHIHKaTOPOM

I

Kpinunbsa nanens SmartBracket. IlepdopoBana vactiHa HeoOXiaHa a0

CTIPallbOBYBAHHS TaMIiepa MmpH crpodi BigipBaTH Xad Bill MOBEPXHI.

3. Po3’em nigxmoveHHs kabeato HKHUBICHHS

4. Po3’em nmigkinoueHns kadenio Ethernet

5. Cnot 118 BCTAHOBIEHHA KapTH CTITbHUKOBOTO oniepaTopa ((popmaty Micro-
SIM)

6. QR kon



7. Knomnxka tamnepa

8. Kuomka yBIMKHEHHA / BHMKHEHHA
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Tabnuusg 2.6 — Texniuni napametpn HUB Ajax

LeHTpallb paaioxaﬁan bHa 3 MOLY/IAMH

Knacudgikaiis
GSM 1 Ethernet
KinekicTs npueTpois o 100
KinbKicTh KOpHCTYBa4iB no 50

BijaeocnocrepekeHHs

J0 10 kamep abo BijleopeecTpaTopiB

Kusnenua 110-240 B AC, 50/60 I'y
Li-lon 2 A-r (110 15 roj My aBTOHOMHOT
AKyMyIsITOp poboti npu HeakTHBHOMY Ethernet
M KTFOYEHH1 )
[TpoTokon panio3s’sa3ky Jeweller

HianazoH pagiodacToT

866.0 - 866,5 MI'u
868.0 - 868.6 MI'u
868,7 —869.2 MI'u
905,0—926.5 MI'n
915,85 —-926,5 MI'uy
921,0-922,0 MI'n

MaxcumalbHa MoTyKHICTh

pafiocHrHany

o 25 MBT

JlanbHICTh pagiocurHany

no 2000 M (3a BIACYTHOCTI MepemIKo)

Kananu 38 A3Ky

GSM 850/900/1800/1900 MI' GPRS,

Ethernet
Po3mip 163 x 163 x 36 MM
Bara 350r
[Ipowuecop ARM
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[Mpoporxkerns Tabmmii 2.6 — Texuivuni napamerpn HUB Ajax

[Tarpumka SIM-kapt Micro SIM 2G
OnepamiiiHa cucTemMa OS Malevich
BinnosianicTs ctangaptam oxopoHHux | EN 50131-1:2006 / A1:2009 / A2:2017
cuctem €C EN 50131-3:2009

EN 50131-6:2017
EN 50131-5-3:2017
EN 50131-10:2014
EN 50136-2:2013
EN 50136-1:2016
PD 6662:2017
BS EN 50131

2.6. [Iporpamue 3a0e3nedenns s NPOEKTYBAHHA

SecurityProject Zone — ounaifH-iHCTpYMeHT, NpH3HauYeHHi 114 ONTHMIzaLii
poOOTH MOHTaKHUX OpTaHi3alliid B IpoLect MATOTOBKHN MPOMO3HLIH ¥ cepl cucTeM
De3neKH Ta eNeKTPHKH:

= BiﬂﬁﬂCHOCTﬂpﬁ)ﬁéHHﬂ ;

CHCTEMH KOHTPOIIIO Ta YIPaBIiHH J0CTYIIOM:
- OXOpOHHA CHTHAMi3allig;

- KaDeJbH1 MepeKl;

- eJIeKTpHKA;

-  CBITJIOTEXHIKA.

3pyuHHH 1HCTPYMEHT [/ CTBOPEHHA MO[Jell [JIaHy [OpHMILICHHS Ta
posTaulyBaHHs Ha HboMYy oOJajHaHHH, CUCTEMH KOHTPO/IO Ta YIpaBliHHSA
JAOCTYNOM, OXOPOHHA CHTHAali3allid, eNeKTpHKa, CBIT/IOTeXHiKa, kabelnbHi TpacH

[17].
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HocTtynunii 3 Oyab-fikoi TOYKM Ha TUIaHeTi, Hemae HeoOXiaHOCTI
BCTaHOBIIIOBATH TpOrpamMy-NpoeKkTyBalkHUK codi Ha komn toTep — SecurityProject
Zone npaioe oHIaiH B Oyab-akomy Opayzepi (Windows | Mac OS X | Linux). Bcei
CTBOPEHI [POEKTH Ta JOKYMEHTH HaliHHO 36epiraloThes Y XMapHOMY cepeici.

O0nagHaHHs Bl NPOBLIHKX NOCTA4alIbHHKIB B KaTanosl SecurityProject Zone
3aBHAM  aKTyanbHa iH(opMaris 11070 HagBHOCTI Ta IiHH, BiZoMi OpeHw,
nepeBipeHa AkicTb. Crnenudikamia oOnagHaHHA Ta creuM$ikamia 3’ ¢HaHb
ABTOMaTHYHO chOPMOBAHA JJOKYMEHTAIlif CTIPOCTHTH MPOIEC MOHTAKY.

CepBic MpoeKTYBaHHA ABIAE co00K0 (hYHKIIOHATLHUN rpadivHil penakTop,

AKHI CKIaJaeThed 3 MO 118 MpoeKTYBaHHA pyc. 2.9 Ta naneni iHCTpyMeHTis 2.10

= _ﬁ:;.-h_,m_iulﬁﬁ T e .

a-"-'"i:'ﬁ"i-l _ﬂ“ “--"“'I' _3-_ =

Pucynok 2.9 — nosne juis npoektyBaHus cepiicy SecurityProject Zone

B =il T o
.
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Pucynok 2.10 — nauens iHcTpyMeHTiB cepricy SecurityProject Zone
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Jns 3pyuHoro macitabyBaHHS B BEpXHIW Ta JiBiM CTOpoHI mons s
NMpoeKTyBaHHA po3TallloBaHa JiHIHKA, a came ToJe Po3/IeHO CITKOW, fAKa
MpHB’si3aHa 10 JiHIHKH.

BukopucroByiouH naHenb IHCTPYMEHTIB Ta BOy/AoBaHI rpacidHi elleMeHTH
MOKHa CaMOCTIHHO CIIPOeKTYBaTH CHCTEMY KOMILIeKcHOI kKibepOesnexu B MaciuTabl
[17].

IP Video System Design Tool — nporpamue 3abesneqdeHHs s
MPOEKTYBAHHA MIJCHCTEM CYYacHOrO BifleocrnocTepekeHHA. 3 HOro J0MoMoro
MOKHA HalalITyBaTH CXEMY PO3TallyBaHHS BileOKaMep.

[Iporpama no3BoJsie MOIENIOBATH 30HHU OIVISIY KamMep, po3paxoByBaTH KyTH
orasaay Ta GOKYyCHY BiJcTaHb 00'€KTHRIB Ta BM3HAYMTH, HACKIIBEKH J00pe OYIyTh
NnoMITHI 00'€KTH crniocTepeskerHs. Ha miaHi npuMilleHb/MICLIEBOCTI NIACBIYYIOThCA
30HA MOHITOPHHTY, JeTeKIii, po3Mmi3HaBaHHA Ta ifeHTHU(IKalLil moaei, 3
ypaxyBaHHAM OO'€KTHBIB, 110 BHUKOPUCTOBYIOTHCH, MaKCHMAIbHOT PO3A1ALHOT
3AATHOCTI Kamep i 1X po3TamyBaHHS B mnpoctopi. Kpim Tpamuumiiinux kamep
B/I€OCIIOCTEPEKEHHA, NporpaMa MNITPUMYe cydacHi wmepexesl [P kamepw,
BKJIHOYAKYH MErarniKkcelbHl KaMepH.

[Iporpama 103BO/SE WIBHIKO OL[IHUTH BUMOTH 0 MPOMYCKHOT CIPOMOKHOCTI
Mepeski Ta po3paxyBaTi 00car BiJIeoapXiBy.

IMepesarn Bukopuctanns IP Video System Design Tool:

- TMiABHIIEHHA e(eKTHBHOCTI CHCTEMH BIJEOCTOCTEpeKEHHS  IIIIXOM
ONTHMATBHOTO PO3MILIIEHHA KaMep.

- 3HHIKEHHS PU3MKY MNOMHJIOK 338 PAXYHOK LIBHKOIO Ta HAOYHOTO PO3PaXyHKY
obnacreil BHAMMOCTI, KYTIB orisay Ta ¢okycHux siacranedl ob'exTHBIB
KaMep BiIeOCIOCTepe/KeHHs.

- MOJKIJMBICTE MHUTTEBO OLIHATH PI3HI BaplaHTH MiAOOpPY Ta BCTAHOBICHHS
Kamep 3 BijoOpaxKeHHsIM Ha [U1aHl NPUMILLEHE 30H JeTeKLii, po3riiHaBaHH
Ta ineHTHdIKaLii To1eH.

- MOMJIMBICTH 3aBAHTAKCHHS IUIAHIB NpUMilleHb abo KapTh MICLEBOCTI Y

topmarax JPEG, PDF, PNG, TIFF.
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CTBOpeHHs1 Bpaxcatrouoi MPOeKTHOI [JOKYMeHTallii - mporpaMa JO3BOJISE
ApPYKYBaTH MpoekTH, ekcrnoptyBath iX y PDF. Otpumani tabnuiu, kpecnenHs ta
pe3ylibTaTH TPUBMMIPHOTO MOJIENOBAHHSA MOKYTh OyTH nerko nepexneceri B Word,
Excel, OpenOffice, Visio Ta iHu1 odicH] porpamMu.

BOynosana 0a3za JaHMX, 110 OHOBMIOETLCH, 3@ MONYJIAPHUMH MOJEIAMH
Bigeokamep (moHaza 3000 mozeneii).

[Iporpama crienjianibHO po3pobieHa /Ui JH0jIeH 1110, BCTAHOBIIOTH CHCTEMH
BIJIEOCTIOCTEPEIKEHHA, SKMM 4acTo He BHCTauae uvacy, mod BHUPIIIYBATH
po3paxyHKOBI 3aBIaHHA, BHTKKATH HA 00'€KT 1 CTABUTH JOCTION HA MICII.

[Iporpama nmpocTa B KOPUCTYBAHHI 1 IPH LIEOMY Ma€ BCi OCHOBHI (yHKUIT s
MIaHYBaHHA Ta IIPOEKTYBaHHA BijleocnocTepeskeHHsA. KiHIEBHM 3aMOBHHKaM
nporpama Oy/1e KOpHCHOIO 5K /151 CTBOPEHHS MPAMOTHOTO TEXHIMHOTO 3aBIaHH Ha
MPOEKTYBAHHA CHCTEMM BileoCrocTepekeHHs Ta ecKi3HOTO MpPOeKTy, Tak i Juid
CAMOCTIHHOTO MpoekTyBaHHA. [l BKazaHMX NapamerpiB YCTaHOBKM Nporpama
nokasye MojenboBaHe 300pakeHHA 3 TeleBi3iiHOT Kamepu, i BigoOpaxkae Ha
KPEecJeHHI 3a [0MOMOIOK PI3HHX KOJBOPIB 30HH OIVIALY, B SKHX MOM/IUBE
NeTeKTYBaHHA, OTJIs], po3ni3HaBaHHA abo 11eHTH]IKALliA TFOINHH.

Ha mepuii Bknangm nporpamu «KpecneHHs YCTAHOBKH KamepH» pHc.2.11

pO3TalIOBAHO BHIIAA KaMepH 300Ky Ta 3ropu.

Pucynok 2.11 — Bknaaka «KpecneHHs yCTAHOBKH KaMeph»
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KopucTyBad Moie 3MIHIOBATH BHCOTY BCTAHOBJIEHHS KaMepH, BiJICTaHb Bijl
KaMepH 10 00’€KTa 1 IHPHHY 30HH OTIIALY KaMepH.

[Tin mapameTpom 30HM OISy Kamepu posTanioBaHe BikHO «3D murasg
KaMepu» pHc. 2.12. Lle BIkHO noka3sye, 1o 0y/ie ba4uuTH KaMmepa. 3a 3aMOBYYBaHHAM
y BiKHI posramoBadi jasa o0’ekti 4ososik 1 xinka. LI 3D mogeni nokasyors

IpaHuLii 30HH OISy BieoKaMepH.

d pasDNiEaLlEa"EHE -«

PucyHok 2.12 — BikHO «3D) BHTIAI 3 KAMepH»
TecToBMiI HONOBIK pO3TallIOBAHKI B KiHIll 30HHW OTJIAAY KaMepH Ha BKa3aHIi
BijcTaHl. Ha Burmsi 300Ky, OpaMo HaJl KaMeporo BHIAHO «MEpPTBY 30HY» KaMepH

puc. 2.13.
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Pucynok 2.13 — 3004 ornsny KaMepH Ta «MepTBa 30Ha»



BucnoBku 10 Apyroro posaiay

Haunii HaGlp NpUCTPOiB NpH3HAYEHHH TUIBKH JUIA OJHOI'O KOHKpeTHOro
npuMinleHHs, mob cuereMa KibepsaxucTy Moriia 3adesrnednTy NosHy Desneky.

Cucrema KibepOesrekn JOCHTL CKIaJHa B 00Ja/{HaHHI, aji)ke B HIH € Maca
AaTHHKIB, KOHTPONEPIB Ta CEHCOpPIB, AKI 3aBiIM MepenarTh iHdopmaliio Ha
KepyO4YHil IPUCTPIH, KOTPHU B nojaibliomy micis oOpobku iHdopMauli nepenae
KiHlleBI KoMmaHau Ha npucrpoi. CHcTeMa MOXKe [palloBATH B aBTOMATHYHOMY
pemuMI, ajle 3aBi/H € 1HdopMallis, AKYy NOTPIOHO MOBIJOMHTH KOpHUcTYBavesl. [lis
[bOr0  BUKOPHUCTOBYIOTH TMaHedb KepyBaHHs, abo KOHTPONBHY  MaHelb,
BHKOPHCTAHHA HAKOI [103BOMHTH KOPHCTYBadeBi BPYHHY KepyBaTH PI3HHMH
MPHCTPOSIMH.

byab-fika cHcTeMa KOMIUIEKCHOro KibepOesrnekH ckialacTbCd 3 PIZHUX
KOMIMOHEHTIB, KO/KEH 3 AKHX BMKOHYE BiacTHBI oMy (pyHKkuii. B TemepimHiii Hac
PHHOK mocayr Kidep3axHMCTy Hagae MIHPOKHI CHEKTp, SK 1 CaMHX TeXHIMHHX
3acoDiB, Tak 1 iX MoOJeneH, 10 MarThk Pi3HI TEXHIYHI XapakTepHCTHKH. B Takmx
YMOBax BUOIp ONMTHMaNbHHUX 3aXMCHHMX MPUCTPOIB € HEMPOCTHM 3aBlaHHAM. JLus
BHPIIICHHA  AKOI TNPOMOHYEThCA BHKOPHCTOBYBATH  KOMMICKCHHH — METOJ
BH3HAYeHHs PIBHA SKOCTI, AKWH J03BOJAE 3a YMCENBHHM 3HAYEHHAM TEXHIUHHX
XapaKTepPUCTHK Pi3HHX MOJIeNeil 0THOTO if TOro 3 BUILY TEXHIYHOrO 3ac0o0y 3aXHCTY,
BH3HAYaTH y BIAHOCHWX OJMHHMIMAX 1X PIBEHb AKOCTI Ta MOPIBHIOBATH MOl MIXK
coboto. OTpHMaHi pe3y/JbTaTH M03BOMAKTE PEKOMEHIYBATH BHIIE 3a3HayvyeHi

MPACTPOI U1 MPOEKTYBaHHA KOMIIJIEKCHOT CHCTEMH KiDep3axucry.



33

3. MPOEKTYBAHHS CHCTEMH KOMILTEKCHOI KIBEPBE3IEKH
MNUIIMPHEMCTBA HA OCHOBI CTAHJIAPTIB €C

[Tpu nody108i cHucTEMH KOMILIEKCHOT KiDepOesnekn HeoOXIIHO KepyBaTucs
HACTYMHHUMH TMPHHIMIAMH  aJeKBAaTHOCTI, 30HANLHOCTI, PIBHOMIIHOCTI Ta

AaANTUBHOCTI.

n

a/IeKBaTHICTh 03Ha4ac BIJNOBLAHICTD [IPHITHATHM MOJIEISM 3arpo3, B TOMY
HHCTI MOJLEIIAM [TOPYLLIHHKIB!

- 30HAIBHICTb 03HAYAC OPraHi3alllio i CTBOPeHHs 30H o0MeKeHoro JocTymy;

- PIBHOMILIHICTE 03Havac 3abe3neveHHs HeoOXIAHOTO piBHA ed)eKTHBHOCTI
BIJIMORBI/IHO JI0 NPHHIMIIE aJIeKBaTHOCTI;

- QJanTHBHICTL 1le He IO iHIle, AK aJanToBaHICThb [0 TeXHOJOMYHHX
ocobnuBoCTel pobOTH NIANPHEMCTBA, B TOMY YHCII B HaA3BHYaliHMX
CHTYALIisIX.

[TpuHIMTH NMOOYI0BH cHCTEM KOMIUIEKCHOI KiDepDesmekw cayryloTh And
3a0e3nevyeHHs epeKTHBHOCTI 3aXHCTY MIAMPHEMCTB, TOOTO 3AATHICTE TeXHIYHHMX
MiACHCTEM NPOTHUCTOATH HELITATHHM CHTYALLiAM.

MyHKIIOHYBaHHA cHCTeMH KiDepOeznekn 3alekWTh Bl  CTPYKTYpH

ninnpncmcma, 30HOH 11O OXOPOHAETBCH:

]

OJTHMM TITeH(OM OXOPOHHOI CHTHAIZaNiT;

OJTHHUM HUTeH(pOM TToJKekHOT CHrHATI3aLii;

Ll

OJIHHM ILTEH(OM OXOPOHHO-TIOMEKHOT CUTHAMI3ALlI;

- CYKYTIHICTIO nuieliiB OXOPOHHOT i MOKEKHOT CHrHami3aitii.

[Ineitp curnanizamii ue — naHOr (eNeKTPHYHMH, Oe31pOTOBMH,
ONTOBOJIOKOHHHI) SKHH 3'€dHY€ BHXIIHI BY3JIM [JaTYMKIB, BKJIHOYAIOYH
NOTIOMIZKHI(BHHOCHI) eeMeHTH Ta 3'€HYBaTLHI NMiHIi | Npu3HaveHi 114 nepeaadi
Ha MPHIMaIbHO-KOHTPOIbHUI MIPUCTPIH BiJI JATYMKIB MPO KOHTPOJbOBAHI HUMH
napameTpy, a B IeSKHX BUMAIKaX 1S Moayi elekTpoKUBIeHHA Ha JaTUUKH.

Kopnon oxopoHHOI cHTHami3aii 11e — maek}, abo cyKynHicTh maek}iB, mo

KOHTPOTIOIOTE OXOPOHHI 30HH mianpHemcTBa. [lin  KOpIOHOM OXOpPOHHOT
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CHTHani3anii po3yMiloTh CYKYMHICTh 30H, 1110 OXOPOHSIOTHCA, KOTPI KOHTPOIIIOE
KOPJIOH OXOPOHH.

[Tpyn oprauizailii 30HyBaHHs 00’ €KTY NOBHHHO 3a0e3reyuyBaThCs NiICHIEHHS
3axXHeTy BiJ nepudepii 10 LEHTPY, TOOTO 10 KPUTHYHHX eJIeMeHTIB, 1110 BU3HAYA0Th
kateropito nianpuemctsa. [Ipu Henocratnii edexTHBHOCTI cHeTemMu Kibepbesneku
OpPraHi3oBYIOTHCS JOATKORI KOPJOHHM 3aXHCTY B CepeiHHI ICHYHUYMX 30H.
BnactugicTk aganTHBHOCTI cHcTeM KiDepOe3neku /103BoNs€ CBOCHACHO Ta HYYKO
BpaxoBYBaTH AMHAMIKy MOTEHUIHHHX Ta peanbHUX 3arpo3 Ta HeOesnek nd

MIATPHEMCTBA.

3.1. O0panus ciocody nody10BH CHCTEMH

BpaxoByloun XapakTepHCTHKH Ta [UIONLY [PHMIIUEHHA, a TaKoxk
NpoaHaIi3yBaBIly HOpMH Ta cTaHgapTH €C noTpidHO CTBOPHTH CHCTEMY, AKa Oye
criocTepiraTi, IWIBKIKO TMOMEpelKYBaTH Ta pearyBaTH Ha Pi3HI 3arposd Oesmer.
CHcTema po3Mi3HABATH KOHKPETHI CHTYaIlil, 110 BiAOYBAlOTLCA B MPHMIIICHHI Ta
BiIMOBIIHUM YHHOM Ha HUX pearysaTu [18].

[Tpumilenns 3HaxoaUTBCS B OYAIBAI Ha apyromy nosepei «JI» kopnycy
HamionaneHoro  yHiBepcuTeTy  «[lonTaBchbka — nojiTexHika imeni  FOpis
Kongpatioka». Cucrema noputHa OyTH MOCTiiHOIO Ta HaziiiHOIO, TaK sIK BiJ Hel
3aIeKHTE Desrneka Mo1el Ta MailHOB1 BTPaTH.

CHcTeMa MOBMHHA 3aJ0BOMBHATH HACTYIHI BUMOTH:
- LIHOBA JOCTYIHICTD;
- MOAYJILHICTD;
- HApOUIyBaHHS (MOX/IMBICTE JOJAaBaHHS OOJIA[IHAHHA Ul PO3LIMPEHHS
(hYHKI[IOHAIY CHCTEMH);

- IHTYITUBHO 3po3yMmilnii inTepdeiic, 110 ananTyerses nij KopucryBaya;

- aJanToBaHICTh CHCTEMH (MOMK/IMBICTL MMIACTPOIOBAHHA HE TLIBKH
iHTepdeicy, ane W QyHKUIOHANY CHCTEMH 1] BUMOIH 1 0CODIMBOCTI
KOHKPETHHX KOPHCTYBa4iB);

- niarpuMKa ofulaiHaH s PI3HUX BUPOOGHUKIB;
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- BUKOPHCTaHHA BIJIKPMTOTO MPOrpamMHOTo 3abe3neveHHs;
- MIATPHMKA PI3HHX MPOTOKOIIIB B3aEMOJIIi KOMIMOHEHTIB CHCTEMH;

- pO3BHHEHa TeXHiYHa IiJITPHMKa.

CucTema KOMILIEKCHOro KidepzaxHeTy 0y/ie MaTH HacTYIHY KiacudiKallio:

1. besnpotoBuii cnocid nepenavl curHanis 3abes3neunTh BHCOKY HaIIMHICTh
BCIET CHCTeMH Ta IBHAKY peakiito Ha noail. Lle 103BOINTE CKOPOTHTH
KIJILKICTB JIPOTIB, @ TAKO Yac Ta BapTICTh Ha IHCTAIALI cucTeMH. Takuh
crocid 103BONSE MOHTYBATH CHCTEMY B MPHMIIIEHHAX 3 TOTOBHM PEMOHTOM
1 KJITACHYHOIO MPOBOAKOTO | 18].

. 3MillaHa cHcTeMa KepyBaHHs HaiiOLnbIl 3acTOCOBYBaHa HAa ChOTOHIILIHIN
aeHb. Ponb HeHTpaabHOTO KepyBaHHA BHKOHYE KoHTpoaep (HUB), ane iHi
NpHCTPOT MaloTh BOY10BaHI MOJIYJi KepYBaHHA, TAKMM YHHOM MPH BHXOI 3
naay UEHTPATbHOTO KOHTpOZIepa BCi KOMMOHEHTH CHCTEMM Mepexoiarh Ha
pyuHe KepyBaHHs. BoHa Biiitovae B cebe Bel nepeBar JelleH Tpani3oBaHol Ta
IEHTPani30BaHol CHCTEMH, MPH BITHOCHO HE BUCOKIi BapTOCTI.

. Ilporokon 3B’s3xy Jeweller — e po3pobnenmii KommaHierw Ajax System
MPOTOKOJ pafiio3B’M3Ky, 110 rapaHTye OesnepebiiiHy B3aemonilo xaby Ta
IHIIMX TpHCTPoiB cHeTeMu. [lpailloe B ONTUMalbHOMY IS OXOPOHHOTO
obnanHaHag manazonl 868,0-868,6 M1 abo 868,7-869,2 M.

KomnnekcHa cucteMa Eiﬁepﬁemexu BKJIIOYaE B cede HﬂCT}’I’lHi OCHOBHI €JIEMEHTH

|. IligcueTeMy  BiJeocmoCTepe/keHHs B paMKaXx KOMIUIEKCHOT —CHCTEMH
Kibepbesneku, 3abesneuye MOCTIHHMH BIICO KOHTPOIb 3a TEPHTOPIEHD
MpuMillleHHs, peanizoBana Ha 0a3i  uudpoBux Texnosorii. Micug
BCTAHOBJICHHA Bljcokamep BUOpaHl 3rilHO 3aBlaHHA Ta 3 ypaxyBaHHs
HACTYIHUX BUMoOT [19]:

ONTHMAIIBHICTE KYTIB OTJIATY MAKOHTPOIBHHX 30H;

HEJIOCSIKHICTD KaMep JU1sl 30BHIILHLOIO BTPYYaHHs CTOPOHHIMH 0coDaMU;
MOK/IHBICTD 311HCHIOBATH Bi3yalbHHH KOHTPOIbL NPHMILICHHS.

[Tigcucrema npauioe 110100080 Ta ABTOMATHYHO MPOBOAMTHL BIJICO3HOMKY

KOHTPOJILOBAHOT 30HM. 3anuc 3 4acTorolw B mamasonl 8-25  K/c.
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IlenTpanizoBana Ta Mae po3nofiineny 6a3y 1aHNX HANAMITYBaHb KOPHCTYBaYiB,
Mojiil Ta TpHBOTH. € MOKITHBICTh MOLIYKY MaTepialii B apXiri 3a KpUTEPIAMMU:
yac, jlata, rnojlisf, eCKi3HNi MOoUIyK Ta MouyK mo noMitkam onepatopa. [pu
po3poldLl  MIACHMCTEMH  BljeocnocTepexkeHHs BHKOPHCTANN MOMIIMBICTh
MIKTIOYeH] 0 Meperki IHTepHeT, 10 [a€ MOMJIHBICTb INEeperislaTi BiJeo 3
pizanx npunanie. KoxeH kaap, skuii 3anmucyeTsest Mae vac i gaty. JocTyrnHa
MOKJIMBICTE TIEperyisiay Bieo B peajbHOMY Hacl Ta eKCnopry Ha
BiZeoMaTepianie obpaHoro nepioay Yacy Ha 30BHILIHI HOCIT, 8 TAKOXK nepeaayvy

no Mepexi [19].

2. OKO]‘JUHHEI CHUTHAJTI3aIli 0 BHKOHYE 3aBIaHHA CBOEYacHOI'O CHOBiH.L&HHH npo

(haxT HeCaHKIIIOHORAHOTO JOCTYIY J0 NpUMilleHHa ado cnpodi NpOHMKHEHHS,
3 (pikcauiero aatu, micud Ta yacy., OIHHM 13 OCHOBHHMX ACIHEKTIB CHCTEMH €
ABTOHOMHICTh, BAKITHBO 3a0€3MeYuTH 3aXUCT B YMOBAX BiICYTHOCTI OCHOBHOTO
Ipkepena KHBJeHHA. 3aXWCT Bl 3aryILeHHA Ta MepexBary € Ile OJHWUM
BAXKIIMBUM KpuTepieM Gesnednoi poboTH curHamizaiii. 3pyqHicTh poGOTH Ha
3po3yMITHIE 1HTepdelic aId BCIX KOPHUCTYBayiB, cHcTeMy Tpeba BMHKATH 1
BUMHKATH KOJKeH [AeHb. MaciiTaboBaHicTh Ta (JYHKIIOHATBHICTh BaAKIHBO

POIIAHYTH Ll BapiaHTH Y BUNAAKY HEOOX1HOCTI.

. [oxeskna curaanizauis, HeoOXiIHO BHOpATH Taky cHcTeMy, 1o Oyie MBHIKO

CMOBIMIATH MPO MOKEKY, a00 3aTUMICHHS NPUMIILEHHS MPH MEPIIHX O3HAKaX
saiiManHda. [IpoaHani3yBaBLIM TIOCTaBleHe 3aBJaHHA, BH3HA4YeHO, M0 Oyie
BHKOPHCTAHO aIpecHO-aHaIoroBI CHCTEMH MOKexkHOT Oesnek. AapecHo-
aHAJIOr0B1 CHCTEMH MOCTIHHO KOHTPOJIIOIOYH CTaH CepeIOBHILA B TPHUMILIEHHI,
HeraiiHo BMSIBIBIIOTL 3MIHY TemmeparTypu abo 3aJMMIIEHOCTI 1 NOJAlOThH
oneperKyBanbHHI curHa.

TakuM 9uHOM, 3acTOCYBaHHA AIPeCHO-aHAIOTOBHX CHCTEM CHTHAJI3allll TIpH
MEHLIMX BHMTPaTaX Ha MOHTAXK Ta EKCIUIyaTalliio [JO3BONAIOTE 3011bLIMTH
HAIIHHICTL KOHTPOJIIO 32 MOMKEXKHOW CHTYALI€l0 B MPUMILICHHI, a TaKoXK
3MEHIIHTH (PAKTHYHUN Yac BUSBICHHS IOMKEHK] Ta NPHIIBHALMTH NOYATOK i

nikBigawii. Lle no3sonse cyTTeBO 3HU3ATH LIKOLY Bijl MOKEIKI Ta ii racinHs.
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[lIneiid curmamzauii — 1e JgaHmor(enexkTpHuUHWL, Oe3npoToBMiA,
ONTOROIOKOHHHH) 3 €IHY€ BHXI/IHI BY3IH JaTYHKIB, BKJIIOHAIOYH B ceDe JToToMIAHI
(BMHOCHI) enemeHTH Ta 3 €IHYBaIbHI MiHII | TNpH3Ha4YeHa 14 mepenadi Ha
[PHIMAalIbHO-KOHTPOJILHI NpHiajH abo o0 €KTOBMH NpHCTPIH cHeTeMH nepejadi
MOBIIOMIIEHb BIJl JATYMKIB PO KOHTPOJLOBaHI HHMH MapaMeTpH, a B JISAKHX
BUMAJIKAX, /U4 NMOJayl JKUBIEHHA Ha gaTunku [19].

PyOi oxoponHoi curramizaiii — e meidd abo cykynHIcTs mimeidiB, o
KOHTPOIIOIOTE 30HH, 110 OXOPOHAKTHCA cucTeMoro. Ilig pybexkom po3yMioTh
CYKYTIHICTB 30H, 110 KOHTPOIIIOE cHcTeMa Kibepbesnek.

Pospobka kommnekcHol cHcTeMH KiDepOesnekn mnependadae peTelbHE
BiNpalloBaHHA KOKHOTO €NneMeHTa.

VY npoekTi Oyj1e BHKOPHCTaHe HACTYyIHe 00/aHaHHA:
1. HUB.

2. [lyabeT KepyBaHHa.

3. JlaTumkn gumy.

4. JlaTuuKn TeMrepaTypH.

5. JlaTuuK BIIKPUTTA BIKOH Ta JIBEpEii.

6. JlaTuHKH Pyxy.

7. BineokamepH.

3.2. llpuuoun podoTH T4 PYHKUIOHAIBHA CXEMA CHCTEMH KOMILIEKCHOT
kibepoesnexn

3a pesynbTaTaMi JOC/HIKEeHb BA3HAYEHO, 1[0 cUCTeMa NoBUHHA BYTH nody1oBaHa
Ha HACTYMHHX TPHHIIWTIAX:
|. HasBHiCTH [IEHTPaIbHOTO KOHTpONEpa 3 YaCTKOBOK aBTOHOMHICTHO
neprpepiiHUX TPHCTPOIB.
2. besapotosuii iHTepdelic nepenavi JaHUX 3 MOKIMBICTIO NiJKIHOYEHHS
IPOTOBHX MepHGepiiiHUX TPHCTPOIB.

3. IlpocTa posmmproBaHicTh 1 MATPHMKa OaratboX BHPOOHHKIB.
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DYHKIIOHATHHA CXeMa CHCTEMH KOMIUIEKCHOT KibepOe3neku iHGOKOMYHIKalliiHOT

MepeiKi TpHBeieHa Ha pHc. 3.1.

Kepyoiii Hapronnmne
I - | lammmn e .
ROHTPOIIED COPCLOBHILC

Y
A
h

HKopncrysan

Haramen =

A
1

[Mepide piitai
= pprerpol [
KEPYBAHHA

Buronasuai
MEXAHIIME

A

1
Y

[Mepidepiitni
- | npucTpol -
besnporosmi KCPyBaHHA

3B HHOK

Buronanui
MEXAHLIME

Pucynok 3.1 — MyHKIioHATBEHA cXeMa CHCTeMH KOoMIIeKkcHoi kibepbesnexn

Cucrema NOBHHHA CKIAQatucs 13 LEHTPAJILHONO  KOHTpoJepa Ta
nepudepiifHuX MPUCTPOIB, BKMIOYAIOYM JaTYMKM Ta BHUKOHABYI MeXaHi3MH.
OO0’enHaHHA BCiX MPHIAiB B MEPE/KY MOBHHHO BHKOHYBATHCA 3a JONOMOTOKO
MPOMUCTIOBOTO iHTepdeiicy, Tak fK Le Aae cTabinbHICTh PoOOTH Ta XOpolry
3aBaJOCTIMKICTD.

[leHTpanbHHH MpHIal CHCTEeMH KOMIUIEKCHOI KiOepOesnekn mnpHiimae
TPHUBOXKHI Ta cayxkOOBi CHIHamIW 3 JaTUMKIB, MyJbTa KepyBaHHA, BHKOHaBYMX
OnokiB. Bonomie MOMmIHMBICTIO MepenaBaTd 1H(OpMaLi0 Ha MYJbT OXOPOHHOIO
nianpuemcTra, abo GesnocepeHbO BAACHUKY MpuMileHHs. KoHTponbHa maHe b
11 €AHYETBC 10 €IEKTPHYHOT Mepeki, AOLaTKOBO Mae JUKEpelo pe3epBHOrO
JKHUBJICHHS — aKYMYJIATOP, SIKOro BUCcTavae Ha 4-8 rojinH podoTH.

CamoTecTyBaHHs JaT4YHKiB CHCTEMH, I8 ULOrO JaT4UMKH MaioTe 10
pajlogacTOTHUX KaHallB Mepeladl, aBTOMaTHYHO BHOIp pesepBHOrO KaHaiy
nepefadi (BuUlkHOro BiA 3aBajd). Bucoka 3apajocrtiiikicts cuctemu. Bei wi
MOKa3HHKH 30LUIBIIYIOTH HaMIHHICTL CHCTEMH K1DepOesneKH.

[MpuiimManeHi  npucTpoi  3AIHCHIOThE  ABTOMATHYHWI  KOHTPONbL CTaHy

obnaaHaHHA, JOMYCKAaTE BCTAHOBJIEHHA J0JATKOBHX [porpaM A/1a pOsLIHPEHHA
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ICHYIOUMX MOMKIMBOCTEH. Y BHNAJKy BHABIEHHA HECTPABHOCTI OKPEMHX BY3IIB
CHCTEMH, TIPHCTPOl TIOJAIOTH CMOBIUIEHHSA, [0 O3BONAEC MIATPUMYBATH
BCTaHOBJIeHe 00na/HaHHA B pobovoMy CTaHI.

B cravpaprHiii apoToBii cucTemi kibepOesllekH 10 KOMKHOIO MPUCTPORO
HeoOXIIHO NpoKNacTH CHTHAILHUI Kalesb, siKMH 3abe3rnevye mnepegady cHrHamy
TPHBOTH | OMUTYyBaHHA jJaTunka. OKpiM IBOTO, JaTYWKaM | MOJYNAM TMOTpIOHO
3a0e3neyHTH JKUBJICHHS, AK NpaBuao e 12 poneT. OTkKe Ha OAMH AATYHK 3a/1iAHO
Bis1 3 10 4 1301b0BAHMX KK NpoRiIHHKa [20].

B Oe3npoToBHX cHCTEMax CHTHAIM MDK JaT9HKaMH, Pi3HOMAHITHHMH
OnokamMM mepenalThes MO padioOKaHaly, a JKUBICHHS 3a0e3NevyeThesl uepes
OaTapeiikn 4M akymyastop. [lepen BCTaHOBIEHHAM CIiJi 3BEPHYTH YBary Ha
YACTOTHMH Jiana3oH MepekeBoro oOJaJHAHHSA, BiJ LLOIO MOKE 3a1eKaTH
cTabinbHICTE poOOTH Ta JATLHICTE 3B A3KY.

[IpoHHKHEHHS CHTHAIIB Pa/ll03B 43Ky B 3HAUHIH MIpPI 3a/1ekKaTh Bl MepernoH,
[0 TPanAAOThCA Ha iX mnaxy. PisHuil THN MatepianiB No pisHOMY 3HUKYE PiBeHb
curdany. B tabmmn 3.1 npuBeleHO 3aleXKHICTh BHAY MEPENoH Ha piBeHb AKOCTI
3B SA3KY.

Tabmuusg 3.1 — 3aneskHicTh BUIY NEperoH Ha AKICTh paJioCHTHATY

Bua matepiany 3HHKEHHA JaTbHOCTI pajloCHIHATY
HepeBo, ckilo, BaltHO 0-10%
erna 5-35%
3anizobeToH 10-90%
Mertan B110MBaE pagloXBHIII

Tomy He BapTy cHpHiMaTH BKasaHy BHPOOHHKOM JaJbHICTh 3B’A3KY, SIK
abcomoTHy BenuyMHY. BoHa Oyne cHIBHO 3anexarTH B apXiTeKTYPHHX
ocobiMBOCTEl 00 €KTY, THITIB MaTepiaiB, TOBIIMHH CTIH.

beanpotoea cuctema xibepbeanexn € olHUM 3 3aTpeDyBaHUX BHIIE CHCTEM
Oesnekn. Takl cucTeMn He0OXIIHI B THX MICILAX, Je HEMA€ MOKIHBOCTI MPOKIACTH

kabellb, NPOTATHYTH JAPOTH HaJl 3emiero. be3poToBa cHcTeMa MoXKe caMOCTIHHO
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CJTIJIKYBAaTH 3a CBOIM CTAHOM Ta CBOEYACHO MOBIIOMIISITH PO HASBHICTD 3aMMIIEHHS,

abo iHIMX prudHH 30018 B poboTi [20].

3.3. llnan posminienns odaaaHaANHA CHCTEMH

Po3paxyHOK napameTpiB i Miclid po3TalllyBaHHA Bifeokamep MpoBeaeHHi y
nporpami «IP Video System Design Tool», aka no3somnse 3HaHTH ONTHMATbHE MICIE
po3TallyBaHHSA KaMep BileocrnocTepeiKeHHs, BMKOHATH pPO3paxyHOK CHCTEMH,
BH3HAYMTH 30HH OTJIALY, PO3TAIYBAaTH KaMeEPH Ha MIaHl NPHMILISHHA,

[Ticns cTBOpeHHSs 1aHy npuMitlenss B nporpami «IP Video System Design
Tool» B noTpiduux Mmicugx Oyau posTaioBaHi BigeokamepH. Ha ocHOBI nuX BUMOT
Oy/l0 NpoBENeHO aHall3 [0 MOIIYKY ONTHMAIbHOIO BIAHOILIEHHS MapaMeTpiB
KamMepH 110 30HH MOKPHTTA Ta SKOCTI curHaiy [19].

PeanbHe MpoOEKTYBAHHA CHCTEMH KOMILIEKCHOT K1IDepOesnekH ¢l moYHHaTH
3 BUOOpPY KUIBKOCTI BifleoKaMep i Micllb iX po3TallyBaHHs. BapiaHTiB po3B's3aHHs
NBOTO 3aBJaHHA Moxe OYTH HOCHTH 0arato, BOHH BIAPIZHAIOTHECHA 1 00CATOM
VCTATKYBaHHA, 1110 BHKOPHCTOBYEThCH, 1 [liHOW. 3a3BHYail y LBOMY BHMAIKY
rOBOPAThL TIPO HEOOXIAHY [JOCTaTHICTh, OCKIABKH 3 OAHOTO OOKY KIIBKICTh
BileoOKamMep OIHO3HAYHO BIUIMBA€ HAa BAPTICThb CHCTEMH, a 3 IHUIIOrO DOKY, 1XHA
KiIbKICThL MOBMHHA OYTM He MEHUION 3a Ty, AKa HeoOXijaHa ang 3adesrnedyeHHs
3aJ1aHoro piBHA Oesreku ob'ekTa.

V BIAMOBIAHOCTI 10 BUMOT, 110 BHCYBAlOThCs cucTeMaM kibepOesnexu OyB
po3po0ieHHI I1aH posMilleHHA obnaaHaHHs. [IpH HLOMY BpaXOBYBalIHCh TEXHIYHI

XapakTepHCTHKH oDJlaiHaHHsA, KOHCTPYKTHBHI 0codiuBocTl OYA1BIIL.



61

Tabnung 3.2 — VMoBRHI NMo3HavyeHds obnagHaHag

= JlaTuHK BiAYHHEHH
Hatauk pyxy
$ [oxkexHHN TaTIHK
Kunasiatypa
[Ta Bijgeokamepa
-] LleHTpans pagioKaHanbHa
= G = S =

a0 P [l

Pucynok 3.3, — [lnan postamysasus o0naJHaHHA KOMIUIEKCHOT CHCTEMH
kibepbesrekn
Ha ocHOBI BUMOT TOTO, 1O NTOTPIOHO GaunTH BUOMPAIOTHCS BIINOBIAHI 30HH
BifleocrniocTepeskeHHA. baxano 11100 B moje 30py Kamep NOTpauiano Haidinbiia
KIJIBKICTB JIBEpeii, KOPUIOPIB, CXOUIB, LI00 BiACTEHKUTH Oy Ib-5KY TPAEKTOPIIO PYXY.
1 MOHITOPHHTY 0OCTAHOBKH B KOHTPOJILOBaH1H 30H1 pO3MIp 300paKeH s JIIOIHHH

[0 BEpTHKAJIl HE MOBHHEH MEpeBH ™ 5% BIJl BUCOTH CK JUISE YITKOTO
P B
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pO3Mi3HABAHHS JIOAMHK po3Mip moBuHeH Oytn 10%, Ans BMI3HABAHHS JIOMHM
posMip nosuHeH 0yt 50% . Jlani BuOupatoThea HaHOIIBIN 3pYHHI MICIIA KPITUIeHHA
BiJleOKaMep [ie¢ BW3Hada€ pakypcH BijeocrioctepeskenHs. [Ipw BubGopi Micupb
pO3MillleHHd BijleOKaMep BapTO CHPOrHO3YBATH BIIMB MOXIIMBUX NepenoH. Bapro
BHKJIFOYHTH MOTPAIIAHHA B 00’€KTHB KaMepH NpAMHX JKepell CBIT/IA, a TaKoxK
BifloDpakeHb BiJl yTROPIOKOUMX BIIOIHCKHY MOBepXoHb [ 19].

Touka posTamyBaHHA BieOKaMEpW | MNAAATaK4i B1IEOCIIOCTEPE/KEHH
00 €KTH YTBOPIOIOTE CEKTOP Harmaay. BU3HaueHHS onTHMATLHOT KiTbKOCTI TaKMX
CeKTOpiB € DaraTo BapiaTHBHHM 3aBJaHHAM. HelocTaTHA KINBKICTh BigeoKamep
MPUBOANTL 0 TaK 3BaHUX «MepTBHX 30H». Yepes MipHa KiIbKiCTh Bigeoxamep
MPUBOHTE J10 HEBHIIPABAAHOI0 MOBTOPEHHA CX0KHUX 300pakeHsb. OTxe Ue Bele 10
3pocTaHHsAs  BapTocTi  oOnanHaHHA, ycKiTaaHeHHA  oOnagHaHHs — 0OpoOKM
Bi/ICOCHTHAIY, 4 3HAYUTH 710 MOJIOPOKYAHHS CHCTEMH.

TexHiuHumMHu 3aco0aMH OXOPOHHO-TIOMEKHOT CHIHAM3alll MOBUHHI OYTH
obnaqHaHi Bei MPUMIMIEHHS 3 NOCTIHHMMM YW THMYacoBUM 30epiraHHaM
MaTepiaibHUX LIIHHOCTEH, a TaKO BCl Bpa3iMBI MICI, 4Yepe3 AKI MOMKJIHBHIH
HECAHKI[IOHOBAHMI1 JOCTYM /10 TIPHMILLIEHb MiANPHEMCTBA.

B kokKHOMY TMpHMILLEHHI TOBHHHO BCTAHOBHTH He MeEHIIE OJHOTO
Mo/Ke/KHOro JaTuika, Tak fK BHCOTAa MPUMILIEHHA HE MepeBHIlye O MeTpiB
MakcHMallbHa BiICTaHb Mik AaTdyMKaMu He Oinblie 9 MeTpiB, BIICTaHb Mik
NaTYAKOM 1 CTiHOIO He Oulplme 5 MeTpiB. [lokekHI JaTUHKH pPeKOMEHIYEThCA
3aCTOCOBYBATH, /UM OTIEPATUBHOTO JOKAJIBHOTO OMOBILIEHHS MPO Micle MoKeKl B
npumitennsx [20].

KinpkicTh nokekHHX JaTYUKIB B OJHOMY MPUMILIEHH] Moike OyTH Oyib-
AKOI Ta He oOMe)keHa HISKUMM npaBuwiamu. OfHak SKIO NI0LLd NPUMILIeHHS
niepeBHILye 10 KB.M., peKOMEHIYIOTh BCTAHOBITIOBATH /IBa 1 OLIbIIe JaT9HKIB, MI00
BOHM MOTJIM OXOIMHTH 9K MOXKHa OibLy 10 1oili Teputopito. Micus posmitieHHs
HOKEKHUX JaTYHKIB BHOMPalOTLCA TAKHM YHHOM, 1100 MOBITPAHI MOTOKH, IO
[IPOXOJAATE B MpUMILIEHH] 000B'A3KOBO MOTparvisiii B 3oHy X ail. Ocbk 4omy

3a3BUYai IX MOHTYIOTH 0111 BeHTHISLITHHUX BUXOIIB.
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3.4. Po3paxyHOK CMOKHBAHOI MOTYKHOCTI TA BAPTOCTI CHCTEMH

Po3pobuukH  yeraTKyBaHHSL U1t cHcTeM  KibepDesneku — 1ocTiiiHO
BOCKOHAIIOIOTH MOMKIIMBOCTI 1 MOTEHLIA! NPHCTPOIB Ta cHeTeM. ToMy B SKOCTI
mkepelia OesnepedlitHOro KHUBICHHSI MOKHA BUKOPUCTOBYBATH He JIMILE 3HAHOMI
faratbom JIBA, a ¥ Oinbln cyvacHi MOPTaTHBHI [UKepena »KHMBJISHHS 3 MITIEBHM
AKyMYJIITOPOM 44 CHCTEMH HAKOIIMYEHHS €HEePrii, 3aTH] NIATPUMAaTH YCI0 CHCTEMY
B poboyomy craHi Gararo JHIB nocnins [21].

Jlnst noyarky noTpibHO MiApaxyBaTH MAKCUMAIBHY KiJILKICTh IIPHCTPOIB, SIKI
OyayTh MIZKTIOYEH] 10 MepeXkKi, a TAKOK MakCHMAaIbLHY CyMapHY iX moTykHicTh. Ha
MIACTABl IMX MiIPaxXyHKIB MOKHA BH3HAYHTH HEOOXiIHY MOTYHHICTH MPHCTPOIO
pe3epByBaHHS JKHBJIEHHS — BOHa Mae OyTH BHIIOIO fK MiHiMym, Ha 10% Bia
MiipaxoBaHoi.

CymapHa CHOOKHMBHa MOTYKHICTE  CKJIQJA€Thed 3 MOTYAKHOCTI  fKa
CMOKHBAETBCA KONKHHMM OKPEMHM MPHCTPOEM, 1[0 BXOAHTh [0 CHCTEMH
kibepbesnexu. [lpu HOMy MOTYKHICT, 1110 CHIOKHBACTHCA BCIEK CHCTEMOIO, MOJKHA
po3IIMTH Ha JIBI KaTeropii MOTYXKHICTh B pPekuMi OUIKYBaHHS | TIOTYKHICTh B
aKTHBHOMY peskumi [21].

HOT'}f}KHiC'Tb, 10 cloXKHBae 0JJHH JaTUHK P‘- BH3HAYaeThLCA 3a Ei)O]JM}'J'[{}fGI

P = Uys " Lius (3.1)

ne, s — CTPYM, CIOKHBAHHIA JaTUMKOM, A.
U ys— BETHYHHA HATIPYTH KHBICHHA, B.
Maewmo ans natumka pyxy CombiProtect
P, = 0,010-3 = 0,030 BT B pemuMi 041KyBaHHS;
P, =0,012-3 = 0,036 BT B akTHBHOMY peKUMI.
Maewmo nna natanka BigunHeHHs DoorProtect
P, = 0,008 -3 = 0,024 BT B pexumi oUiKyBaHHSI;
P,=0,010-3 = 0,030 Bt B akTHBHOMY peXuMI.



Maemo juist Kinagiatypa Gezaporora Keypad
P, = 0,008 -3 = 0,024 BT B peixuMi O4IKYBaHHA;
P, =0,010- 3 = 0,030 BT B akTHBHOMY PE&KNMI.
Maewmo na noxenxHoro aatanka FireProtect
P, = 0,010-3 = 0,030 Bt B pexumi OHIKYBAHHS;
P, =0,012-3 = 0,036 BT B akTHBHOMY peKHMI.
Maewmo st WiFi Bineokamepu Dahua
. =15 =05 BT B akTHBHOMY p&KHMI.
Maemo s kontponiepa HUB Ajax
w = 1+12 = 12 BT B peskuMi O4IKYBaAHHS;
P, =212 = 24 BT B akTHBHOMY peKHUMI.
Pe3yabTaTi po3paxyHKiB 3Be[IeH] B Tabmmio 3.3.

Tadmmus 3.3 — [NoTysHICTE cokHBaHa 0DnaTHAHHAM

Pexum AKTHBHHI
OUYiKYBaHHA pPEKUM
[los. O6nagHaHHA
CnoxkuBaHa CnoknBaHa
NOTY3KHICTB, BT | moTyxkHicTh, BT
1 AaTHUK PYXY 0,030 0,036
IaTYHK
2 ‘ 0,024 0,030
BIIIUHHEHHS
KIasiaTypa
3 L 0,024 0,030
Oe3IpoToBa
MOKEKHHI
4 0,030 0,036
MATUMK
WiFi1
5 _ 5
BlJeoKamepa

kontposiep HUB

Ajax

64



635

3aranbHa CMOKMBaHa MOTY/KHICTh PO3PaXOBYEThCA 3a (hOpMyIIOH0:

ne Py —3aransHa criokHBaHa MOTYKHICTh, BT;
P; — noTy:KHICTb Crio/KHBaHa 1-THM NpHcTpoeM, BT.
CrnoskKBaHa MOTYAKHICTh B peKKMMi oYiKyBaHHA AopisHioe 17,108,
CnoHBaHa MOTYKHICTh B aKTHBHOMY pekHMI mopisHIoe 20,132.

BusHauMBIIM MakcHMMallbHY NOTYKHICTh, MOMKHA [O[IEepeHBO PO3paxyBaTH
BHTpaTH eHeprii. 3a mo0y MakcMMaldbHi BHTPATH B HABEIEHOMY TPHKJIaIl
NOPIBHIOBATHMYTh:

24-+17,108 = 410,592 Bat/ro/iHH s pesxuMy OdiKyBaHHS
24 -20,132 = 483,168 Bat/roauH 11t akTUBHOTO PEKUMY

V 1pOMYy BHNAJKY BapTO B3SITH /IO VBaru Te, U0 pealbHI BHTPATH 3a 106y
3a3BHYail MeHIl, ake MIACBITKA KaMmep BMHKA€TbCH JIMIUIE [pPH 3HHKEHHI
OCBITIIeHHS (Bedip-paHok). Yac poboTu nifcRITKH Takoxk Oy/e 3anexaTtn Bil mopu
POKY, YHM JOBIIHI COHAYHHH JIeHb — THM MEHIII BHTpPaTH €Heprii.

Omxe, oOuparodH MOPTATHBHE KEpelo SKWBICHHA [IA M€l cUcTeMu
BiJleocriocTepeskeHHsA, HaM CT1iJ1 3BEPHYTH yBary Ha Taki MOKa3HHKH!

E€MHICTh aKyMyJaTOpa Mae OyTH Ouiblie 3a 365 BT (3 neskum 3anacoM Ha
BTpaTH B iHBepTOpi mMpuiany). 3anaemMoca eMHicTi0O He mMeHule Hix 500 Bat/rom.
Howminansna moTyxHicTs yeix [TDK snavno 6inbima vHisk 91 BT, ToOTO, 0cHOBHUM
kpuTepieM Bubopy Oyne emHicte AKD Ta uina npuctpoto.

Pospaxynok BapTtocTi oOnagHanHs OyaeMO MPOBOAMTH pPO3PaXyHKOBO-
aHaTITHIYHHM METO/IOM KalbKy/IIOBaHHA, AKHH OTpHUMaB HalOlIblIEe MOITHPEHHA.
Moro cyrHicTh 3BOJMTECS A0 TOTO, WO NPAMi BHTPATH BH3HAYAIOTLCH LLIXOM
HOPMaTHBHOTO PO3PaXxyHKY. @ HermpAMi MPOTOPIIHHO 10 MPHITHATOT 03HAKNA.

[lina npuadaHHsa oOnanHaHHA BM3HAYAE€TLCH 3a MOTOYHHMH JI0BiIKOBHMH

MaTeplajlaMH Ha MOMEHT BHKOHaHHS KBali(ikaliiHol poDOTH MaricTpa: JaHHMH
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OTOBOPIB, HiHaMK odiliifHOTO caiiTy BHpoOHHKa, Ta iH. Pe3ynbTaT po3paxyHKiB

npuBeaeHi B Tabamin 3.4.

Tabauug 3.4 — Bapricte 00najHanHs Ta KOMIUIEKTYIOUI CHCTeMM KibDepOesnekn

Bapticrs 3a

. KinbKicTh, BapricTs,
[Tos. Hasga OTHHHILIO,
uim I'pH
IpH
1 KonTponep 1 6 599 6 599
2 Jarauk pyxy 2 2299 4 598
JlaTunk
3 4 1 099 4 396
BiTYHHEHHS
Knagiatypa
4 e 1 2299 2299
OesnpoToBa
[TosxxexcHui
5 2 1 999 2 998
JATUYHK
6 WiF1 kamepa 2 3936 7872
3aranbHa BapTiCTh: 28 762

Ho nepeniky BHTpaT TaKoK BXOAATL IPOBEIEHHA MOHTaKHUX podIT Ta

JOoCTaBKa

obnagnaHHs.

Bapricts

MOHTaMY

BpPAXOBY€

BCTAHOBJICHHA

1

Ha/lAITYBAHHS CHCTEMM Ta cKiaae Bif 5 1o |5 BIACOTKIB BiJl BAPTOCTI NPHCTPOIB,

Tobro npubdmusno 3000 rph.

BHCHOBKH 10 TPETHOTO PO3iaY

KoxkHe niinpHeMcTBO, Ha SKOMY [POEKTYEThC cHcTeMa KibepOesreku €

VHIKQIBHAM, TOMY KOXHAa [pOeKTOBaHa CHCTeMa € TMPOAYKIICH OJHHHYHOTO

BHPDGHMLI,TBH., 0 CTBOPHETHECH HAHOBO [ KOMKHOT'0 KOHKPETHOIO ni,unpuem::‘ma.

[Iporiec mpoexkTyBaHHA TIPH PO3pOOIEHHI CHCTEMH BIJIITPac HalBaKIHBILIY POib,

camMe Ha [IbOMY eTarli 3aKaa1aiThcs yoi HeoOXIIHI AKICHI XapaKTEPHCTHKN CHCTEMH.
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[pn npoekTyBaHHI BAKIHBUM MATAHHAM 3aTHINAETHCSH BUOIp TEXHIMHHAX 3ac00iB, 3
AKMX CTBOPIOETLCA CHCTEMA.

[TpuiiHaTe TexHiYHe pillleHHA TPYHTYEThCH HA KOMILIEKCHOMY MiJIXOi j10
JaxXMCTy nianpuemMctsa. byio pospobiieHo cTpYKTYPHY cXeMy Ta 3allpolloHOBAHO Ta
o0rpyHTOBaHO 00aHAHHA 115 11 peanizali.

CnpoekToBaHa OXOpOHHAa cHCTema 3abesnevye 3aXHCT BiJL
HEeCaHKILIOHOBAHOTO NPOHHKHeHHA o0'ekT. CHcTema BKJIROMAE JaTYHKH PYyXY,
NATYHKH BUIKPHBAHHS JBEpeii | JaTUMKH po30HTTA CKNa, NOKEAKHHIH AaTunK. Byno
NpoBeleHO pPO3paxyHOK CHTHATBHUX PIBHIB Ta CHOKHBAHOI TMOTY:KHOCTI.
PosrasiHyTo cHcTeMy Mepeladvi CHOBILIEHb, PO3PaxXOBaHO OCHOBHI TMapaMeTpH
CHrHaTy. 3amponoHOBAHO 3aXO0AM MIOAO 30UIBLIEHHA MEPEIKOI03aXHIIeHOCTI
cUCcTeMH. Y ¢l MiJACHCTEMH B3a€MO/II0Th OJIMH 3 OHUM 1 MOIKYTb BUKOPHUCTOBYBATH
3aranbHi JaTYHKH.

B Oyab-koMy BHIOAAKY CHCTeMa € CKIaJHHM TeXHIYHHM MPOEKTOM 1 MpH ii
CTBOpEHHI ~ MOTPiOHO  BMKOPHCTOBYBATH  pi3He  obnanHaHHf, SK M0

(hyHKLIOHAILHOMY MPH3HAYEHHIO, TaK 1 00JaHaHHA Bl Pi3HHX BUPOOHHKIB.
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BHCHOBOK

B pamkax ksamdikamiinol pobotu Mmarictpa Oyio pospobiieHO cHcTemy
KOMILIeKCHOT KibepOesnexku 1HHOOKOMYHIKALiiHOT Mepexi MiANpUeEMCTBa, IO
BKJIIOYAE B cede MiJCHCTEMY BiJICOCNOCTEPEIKEHHS, OXOPOHHY Ta MOKEKHY
curhanizanli. BuknaneHo TeoperdH4Hl Ta [PaBOBI OCHOBH PO3pobKH cHCTEM
kibepbe3nexu. IlpoBeseHo ornsii cyyacHHMX apXiTeKTyp cHcTeM KibepOe3smneku.
Posrnsuyro nporpaMHe Ta TexHI4He 3ade3nedeHHs THIIOBOT'O MIANPHEMCTRA.

OcHoBHOIW MeTol OyJI0O CTBOpPeHHs CHMCTeMH, sika 3[aTHa BIJANOBIIATH
JMOCTATHROMY PIBHIO 3aXMIIEHOCTI MaTepianbHHUX Ta iH(GOpMaliiHUX IHIHHOCTEN.
CucTeMa MOBHHHA PO3poONATHCA JUTA KOKHOTO MiJNPHEMCTBA IHIMRBIIYAIbHO Ha
OCHOBI NpaBuI, K nepeadadeHi 3aK0HOaBCTBOM Ta HOPMATHBHUMM JOKYMEHTaMH
1 BpaxoByBaTH BIANOBIAHI npaBuia MoHTaxy Ta JCTY.

B pesyneTati aHanily anapatHoOro Ta MnporpamMHoro 3abesrnedeHHs, 10
npeacTaBieHe Ha PUHKY HQOpMaIIMHUX TEXHOMOrIH, po3pobaeHnil onTHMATbHHH
BapiaHT CUCTEMH KOMILIEKCHOT KiDepOesneku. Byim po3risHyTo rotoei nporpaMHo-
ariapaTHi pillleHHs, ajle Hi OJlHe 3 HUX He 3a/10BoJIbHAC BHMOrH. Yacrile Bckoro
MoAiOHI CHCTEMH OPIEHTOBaHI Ha BUPIMICHHS OIHOT 3a1a4i, a00 MarTh 10CTATHRO
BHCOKY BapTicTh. Ymop OyB 3pobnenuil Ha (yHKII] 1110 J03BOJIAIOTH KepyBaTH
CHCTEMOIO JINCTaHIIIITHO.

[lpm BuOGopi BapianTie TexHiuHoro 3abesneveHHs ocoOnauMBa yBara
npuaingnacs iX (YHKUIOHATBHHM XapakTepPHCTHKAM 1 TeXHIYHOK CYMICHICTIO
MPUCTPOIB OJIMH 3 OJIHHM.

B pesynwsTaTi npoekTyBaHHA Oyna po3pobieHa cHCTeMa KOMIUIEKCHOT
kibepDOesnexu, 1Ka 103BOJIAE:

- crocTepiraTy 3a poboYHM MPOIECOM B IPHMieHH;
- nornepeKyBaTH MPo HECAHKINOHOBAHMIL TOCTYI 10 OYMIBII;
- CHTHANI3YBAaTH MPO BHHHKHEHHs TMOXKeXi 9M 3aIUMIEHHS B

MPHUMILICHHI.
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Cuctema Moxke OyTH Jnerko BcTaHoBineHa 3a 30-60 xBumuH. BeszapoTosi
AATYHKH NIETKO MepeHecTH 3 OJHOTO MICIIA B iHIIe, TaK AK HeMac 3’ ¢IHYBaTbHHX
MiHIA MK gatynkamu. OTiKe eKOHOMIA B MOHTaXi L€l CHCTeMM Y MOPIBHAHHI 3
Apotosoto ckitagae 30% Bia BapTocTl Bekoro obnajHanus. Koxen aarduk ado
KOHTPOJIEP EHEProHe3aneKHHH BIJL IHLIMX NPUIIa/IB 1 He 38" A3aHHH B OJJHY 3arajibHy
MEpeKy eleKTpPOKHBIeHHA. JIpoTH HikoIH He oDipBYThCA, He MOTPIOHO MIYKaTH
micie obpuBy uuieHpa.

BukonaHo aHani3 3arpo3s Ge3nexw, chopMOBaHi BUMOTH /10 po3pobiroBaHol
CHCTEMH, MPOBEICHO TOPIBHAHHA 0COOINBOCTEH, MepeBar Ta HEAOMIKIB ICHYOUHX
cHCTeM KibepOesmnexH.

B MaiidyTHEOMY MOMIMBHII NOJABLIIMI POIBHTOK CHCTEMH, 3 MeTow il
BIOCKOHA/IEHHA Ta MacwrtabyBanus. Takuii miaxia J03BOJHTL BHPILIMTH, 3K
3araibHi 3aB/IaHHA, TaK i 33/1a4i NOCTABIEH] Bi/l KOHKPETHOrO KOPHCTYBaYa.

[liaBoasAuM MIACYMOK [pOBENeHOi pO3pOOKH MOMKHA CTBEpPIKYBATH, WO
3aCTOCYBaHHs 3aMpONOHOBAHUX TEXHIUHMX 3ac00IR 103BOIUTH MIBUIIHTH Ge3neKy

IH(POKOMYHIKaLIHHOT MepesKi MAMPHEMCTBA Ta 3HH3UTh PH3MK HECAHKIIIOHOBAHOTO

JOCTYMY.
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HaitmenyBauns Kon
Tun, mapka
Ta TEXHIYHI oOnaaHaHHs, 3apon | Opummwos |
[lo3. Mo3HaYeHHs . KinbkicTh
XapaKkTePUCTHK BHPOOY, BHPOOHHK | BHMIpY
s JOKYMEHTY
u marepiany
1. | InTenexTyanbHa .
HUB Konrpomnep |  Ajax wim 1
LEHTPaJIb
2. Jatunk pyxy Combi Kixtesuii Ajax wim 2
protect NpUCTPIi
3. Hatumk Door protect | Kinuesui Ajax wim 4
BlJMHHEHHS NpUCTPIH
4 Knasiarypa KeyPad Kinuesui Ajax wint 1
BespoToBa [pUCTPIii
5. [MoxkenHuit Fire protect | KiHuesuii Ajax i 2
JaTYuK NpHCTPIii
6. Bineokamepa [PC-D42P KiHuerii Dahua win 2
IMOU npHCTpiii
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JTOJIATOK b

2. JUSTIFICATION OF THE CHOICE OF SOFTWARE AND
HARDWARE

An adequate and effective level of cyber security can be provided only with
the help of a comprehensive approach, which involves the targeted application of
traditional organizational and technical rules for providing security on a single
conceptual basis with the simultaneous search and in-depth study of new methods
and means of protection.

These provisions are relevant to one degree or another for every developed
country that strives to maintain internal and external security. Only the methods and
means used in different states to achieve the optimal level of cyber protection differ.

Choosing an option for a complex cyber security system for any room should
begin with its examination. Having determined the general characteristics of the
object, 1t is worth analyzing the main vulnerable places along the perimeter of the
object, the blocking of which, as a rule, is the first line of defense.

The selection of technical means of implementing the system was carried out
on the basis of the analysis of structural and building characteristics and the purpose
of the premises, taking into account the task, normative documents and EU
standards, tactical and technical characteristics and the cost of equipment.

When choosing the technical means of implementing the system, the
equipment and installation methods that are best suited to solving the system's tasks
are taken into account,

Consideration of the interaction of equipment, the environment and potential
violators is important for the correct selection of technical means necessary for the
implementation of the system. The operation of the sensors is affected by the
structure of the building and the premises, as well as other equipment that will be
installed in the premises.

It is usually possible to identify and select appliances that will operate in given

conditions, as these room conditions are defined and controlled.
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Many cybersecurity devices have their own apps that allow you to control
their basic functions. Other devices are more general in nature and use popular
standards such as Zigbee and Z-Wave (Bluetooth wireless protocols for
communicating with hubs) to control devices through an app on your phone or
computer, Some devices fall into both categories: you can use both apps and a larger
cybersecurity platform. However, some platforms limit the user in what devices can
be connected to them. With such a large number of devices from different
manufacturers, creating a system can seem like a difficult task, but like any other
task, it can be simplified by breaking it down into simpler tasks. You can start with
a few devices and then scale the system and add new gadgets.

Today there are many companies that manufacture equipment for cyber
defense systems. Ajax Systems has been producing professional security systems for
office premises and homes in Kyiv since 2011. The company's success lies in the
harmonious combination of innovative solutions and technological design [A].

Their products combine engineering innovations, their own know-how and
technological design. The creators of high-tech systems note that they believe in the
Internet of Things and intelligent security as its basis. The company has offices not
only in Ukraine, but also in the USA and Great Britain. [A]

The Ajax logo can now be found on a multi-million dollar yacht in Great
Britain, on a cell tower in Bangladesh, on a railway in Switzerland, on a mushroom
farm in Turkey, in museums in Denmark and South Africa, in a 19th century castle
in Germany, in a hospital in the UAE and even on research station in Antarctica.

The company conquered not only the most remote corners of the planet, but
also the best professionals. The Ajax Systems team already has almost 2,000 people.
Among them are talented engineers and developers, strong managers with
experience in global corporations. The company has formed local teams in Great
Britain, Italy, France, Iberia, South Africa and is ready to conquer new heights.

They direct the main vector of their developments to remote security in
Ukraine. The mentality formed in the 90s is characteristic of all post-Soviet

countries, including Ukraimians — in the event of an emergency, people want
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someone to come to them urgently. There is a certain element of mistrust. At home,
people store and accumulate many valuable and valuable things. In our country,
there are many private security companies, the state security service. [fin 2019, Ajax
Systems had only 20 security companies as partners, today there are more than 50-
60 private companies, as well as state security police, who are Ajax partners across
the country.

Ajax Systems is a rare example of a rapidly developing Ukrainian hardware
company. It develops components for the cyber protection system, recognized by
experts in the security industry as the best in Europe. The production of the
equipment is located in Kyiv - production productivity has already reached 100,000
devices per month.

Ajax systems are completely independent, as they work on Jeweler's
proprietary radio protocol. The peak communication range is 200 meters, which
guarantees the normal operation of the system even in large rooms. If this is not
enough, the manufacturer's arsenal includes repeaters that can always be added. With
a repeater, the line-of-sight range increases to 3,800 meters. The manufacturer
claims about 35 square kilometers of possible coverage - this is the maximum area
that can be protected by one system.

2.1. Analysis of finished project solutions

Personal safety of people and their homes is one of the most urgent problems
today. More and more people are installing various security and fire protection
systems at work and at home in order to protect themselves and their property.

The concept of security is very voluminous and multifaceted, one of its
priority aspects is the establishment of complex cyber security systems. Security
departments of enterprises and organizations solve a wide range of problems, using
various information technologies. The most common include:

- access control and management systems;

- video surveillance and video analytics systems;

- security and fire alarm systems.
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Recently, these systems are often combined into a single complex, which is
called a comprehensive cyber security system. In addition to the above, software and
information systems are also often used to collect, analyze and process information
necessary to solve the tasks facing the security unit.

Every year, more and more objects are created in the ideology of the
intellectual house. In which all low-current systems are connected to each other and
the operator has the opportunity to see the status of security and fire alarms, access
control, heat and water supply, ventilation, lighting, etc. on the floor plans.

In Europe and America, 30% of homes use cyber security systems. Philips
Lighting, Honeywell, Belkin, Nest, Ecobee, MyFox, Sonos, Canary, Netatmo and
D-Link occupy the largest share of supplies in the analyzed market.

We present a number of systems developed by European companies:

- Dahua Technology comprehensive cyber security system;

- Axis Communications comprehensive cyber security system;

- Motorola Solutions comprehensive cyber security system;

- Tiandy Technologies comprehensive cyber security system.

We will conduct a brief description of systems based on materials provided
by manufacturers and developers. Each of the presented comprehensive cyber
security systems has its own features, pros and cons in application.

The Dahua Technology system is designed for the collection, processing,
transmission, display and registration of notifications about the status of security,
fire, and alarm loops, access control and management, control of the enterprise's fire
automation, video monitoring devices, and engineering systems of the premises.

Computers for which the company has developed more than 20 types of
software are connected to organize fully functional monitoring of large territorially
distributed systems and to implement advanced control functionality of systems built
on the basis of Dahua Technology. At the same time, the connection of the internal
control logic of controllers and network control from a single center allows to create
the necessary balance of centralization and decentralization of the cyber security

system, which ensures the optimal ratio of the given functionality with the possibility
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of uninterrupted operation of the system in case of failure of the central control
device.

Dahua Technology's comprehensive cyber security system allows for flexible
programming of security and fire alarm subsystems. A distinct advantage of the
complex 1s the use of a wide range of proprietary equipment and sensors. However,
hard hardware binding does not allow the use of devices from other manufacturers.
The closed protocol does not allow the connection of other devices.

The Axis Communications comprehensive cyber security system is a set of a
central controller, a motion, smoke, leak, window and door opening sensor and a
plug-in module for controlling devices. This kit is a starter kit with the possibility of
expansion. Modules communicate using a radio channel. In addition, it is possible
to include in the system sensors of temperature, illumination, as well as other
modules for controlling electrical appliances.

The complex from the manufacturer Motorola Solutions is built on the
principle of an addressable distributed microprocessor system with hardware and
software integration. The complex allows you to combine the security and fire alarm
subsystem, video surveillance and access control. The role of the central
microprocessor unit is performed by the controller. The system is very reliable, but
such a system is tied to the equipment, a closed protocol makes it impossible to
connect devices from other manufacturers.

The manufacturer Tiandy Technologies presented its modern multifunctional
system for comprehensive cyber security of enterprises. It has an optimal
composition and structure, has a wide range of software and hardware capabilities.
The modular construction of the system, flexible software settings, a small inventory
of equipment and its versatility provide excellent conditions for creating a system of
various types of complexity and requirements of enterprises, taking into account all

the features.
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2.2. Security alarm
Combi Protect motion sensor fig. 2.1 [A] wireless combined motion and break
sensor. Helps to protect the premises from intrusion through doors and windows,
additionally controls the integrity of the glass. It combines the functions of two
sensors - movement and breakdown. Detects movement in the room at a distance of

up to 12 m and detects glass breakage at a distance of up to 9 m from the window.

Figure 2.1 — Combi protect motion sensor

Detects motion even 1n hot climates thanks to the temperature compensation
method. Filters out false alarms about crashes caused by the sound of a
thunderstorm, a dog barking, or the sound of a truck passing nearby. Connects to the
hub in one click in the mobile application. Installs in a few minutes thanks to the
SmartBracket [A].

Thanks to a special microphone, the sensor detects and registers specific low-
frequency and high-frequency sounds that occur when glass is broken. If the glass is
broken in the protected room, the sensor detects these sounds and sends an alarm
signal via radio to the central alarm unit. Using a unique multi-stage analysis, the
sensor reacts exclusively to the sound of broken glass, ignoring other loud sounds.
The sensor can be used to detect broken glass in apartments, houses, shops, office

buildings, hotels, restaurants, banks, schools, studios, warehouses, etc.
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Table 2.1 — Technical parameters of the Combi protect motion sensor

Electro-optical combined radio channel

Classification )
security detector
Type of detector Wireless
Installation method Indoors

Compatibility

Operates with all Ajax hubs, range

extenders, ocBridge Plus, vartBridge

Sensing element

PIR sensor, electret microphone

Alarm signal delivery time

0.15s

Motion detection distance

Upto 12 m

Detection angles

Honizontal — 88.5°
Vertical — 80°

Time for motion detection

From 0.3 to 2 m/s

Recommended installation height 24m
Break detection distance Upto9m
Detection angle 180°

Sensitivity

Adjustable, 3 levels

Frequency range

Radio frequency bands:
866.0 — 866.5 MHz
868.0 — 868.6 MHz
868.7 — 869.2 MHz
905.0 - 926.5 MHz

915.85-926.5 MHz
921.0 - 922.0 MHz

Protection class

2

Compliance with fire standards of EU

countries

EN 50131-1:2006 / A1:2009 / A2:2017
EN 50131-2-6:2008
EN 50131-5-3:2017
PD 6662:2017
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DoorProtect opening sensor Fig. 2.2 [A] wireless opening sensor reports the
first signs of intrusion into the premises due to a broken door or window. It 1s

installed on all types of doors, including those with a metal base.

bl -
Bais

Figure 2.2 — DoorProtect wireless opening sensor

The Ajax DoorProtect wireless door/window opening sensor is designed to
detect the opening of doors, windows, etc. The sensor is equipped with a terminal
block for connecting additional conductive sensors, including conductive opening
sensors intended for installation on metal gates and hatches [A].

Detects the opening of a window or door with the help of'a British hi-end reed
switch, which is affected by a magnetic field. Can work in transmitter mode, sending
a signal from a wired sensor to the hub. It consists of two modules - a sensor and a
magnet. There are two magnets in the set: the large one is installed at a distance of
up to 2 cm, the small one - up to 1 cm.

This wireless opening sensor can be used to protect any objects: apartments,
private houses, cottages, offices, shops, warehouses, industrial premises, etc. The
advantage of the sensor is its convenient and extremely easy independent installation
with the help of a smart mount, for installation the user does not need to disassemble

the sensor itself [A].
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Table 2.2 - Technical parameters of the DoorProtect opening sensor

Point magnetic and contact radio

Classification )
channel security detector
Type of detector Wireless
Installation method Indoors

Operates with all Ajax hubs, range

Compatibility , .
extenders, ocBridge Plus, vartBridge
Sensing element Reed switch
Alarm signal delivery time 0.15s

Activation threshold

Small magnet — 1 cm

Big magnet — 2 cm

Sensor resource

2.000,000 openings

Frequency range

Radio frequency bands:
866.0 — 866.5 MHz
868.0 — 868.6 MHz
868.7 — 869.2 MHz
905.0 —926.5 MHz

915.85-926.5 MHz
921.0-922.0 MHz

TEITI]JEI’H(LH‘ © Sensor

Available

Anti-sabotage

Protection against fraud
Jamming detection

Tamper-resistant

Dimensions

Diameter; 20 mm

Height: 90 mm

Protection class

2

Compliance with fire standards of EU

countries

EN 50131-1:2006 / A1:2009 / A2:2017
EN 50131-2-6:2008
EN 50131-5-3:2017
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KeyPad fig. 2.3. [A] — wireless touchpad is used to change the protection
mode of the Ajax security system. Installed indoors near the front door for quick

access to the keyboard.

Figure 2.3 - wireless touch keyboard KeyPad

Controls security modes when entering a numeric code on the keypad. The
indication informs about the status of protection, problems with sensors or loss of
communication with the hub. There is an alarm button. Notifies of each attempt to
pick up a code and automatically blocks if the permissible number of entries is
exceeded.

Continuation of table 2.3 - Technical parameters of the KeyPad wireless
touch keyboard

Table 2.3 — Technical parameters of the wireless touch keyboard

Classification Radio channel touch keypad
Type of detector Wireless, touch
Installation method | Indoors

¢ ibili Operates with all Ajax hubs, range
ompatibilit
4 4 extenders, ocBridge Plus, vartBridge

Duress code Yes

User Passcode Yes

Protection against code guessing Yes
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Arming/disarming indication Yes

Radio frequency bands:
866.0 — 866.5 MHz
868.0 — 868.6 MHz

Frequency range 868.7 — 869.2 MHz

905.0 - 926.5 MHz
915.85-926.5 MHz
921.0 -922.0 MHz

Temperature sensor Yes

Protection against fraud
Anti-sabotage Jamming detection

Tamper-resistant

‘ _ Diameter: 20 mm
Dimensions )
Height: 90 mm

Protection class Remote setting and
L Yes
testing

EN 50131-1:2006 / A1:2009 / A2:2017
EN 50131-2-6:2008
EN 50131-5-3:2017
PD 6662:2017
BS EN 50131

Compliance with fire standards of EU

countries

2.3. Fire alarm
FireProtect fire detector Fig. 2.4 |A] wireless fire detector with a temperature
sensor monitors indoor safety 24 hours a day and instantly reports the appearance of

smoke and sudden temperature spikes.
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AJAX

Figure 2.4 — FireProtect wireless fire sensor

Detects smoke using a camera with a photoelectric sensor. If the combustion
occurs without the release of smoke, an additional sensor detects the increase n
temperature in the room. Can work autonomously from the hub, notifying of a fire
alarm with the help of a built-in siren. Several sensors signal an alarm
synchronously. Ready to work out of the box: the battery is already installed, so
there is no need to disassemble the sensor. Connects to the hub in one click in the
mobile application. Installs in a few minutes thanks to the SmartBracket [A].

Ajax FireProtect wireless smoke detection sensor is designed to detect fire in
a protected room. The sensor detects smoke using an infrared emitter and a
photoreceptor. The elements are mounted in a special smoke chamber. When smoke
particles enter the camera, the photo receiver detects the distortion of the infrared
beam. If there is a lot of smoke, the beam distortion becomes strong, the sensor sends
a wireless fire alarm signal to the smart center and the siren [A] is activated.

The sensor 1s used to detect smoke in a house, shop, hotel, restaurant, office
building, school, bank, library, warehouse, etc.

Table 2.4 - Technical parameters of the FireProtect fire sensor

_ _ Radio channel smoke detector with
Classification o
temperature sensor and built-in siren

Type of detector Wireless

Installation method Indoors
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Compatibility

Operates with all Ajax hubs, range
extenders, ocBridge Plus, vartBridge

Sensing element

Photoelectric and temperature sensors

Activation threshold +59°C £2°C
Type of notification Sound/light
Volume of built-in siren 85dB

Alarm signal delivery time

+

False alarm filter

Frequency range

+
Radio frequency bands:
866.0 — 866.5 MHz
868.0 — 868.6 MHz
868.7 — 869.2 MHz
905.0 —926.5 MHz
915.85-926.5 MHz
921.0-922.0 MHz

Anti-sabotage

Protection against fraud
Jamming detection

Tamper-resistant

Compliance with fire standards of EU

countries

EN 14604:2005/AC:2008

2.4. Video surveillance subsystem
Indoor dome video camera 4 IMOU Dome Lite (Dahua [PC-D42P) thanks to

its compact size and attractive design will be appropriate almost everywhere where

security control is needed: in apartments and private houses, offices and salons,

banks and shops. Excellent functionality and shooting quality make this IMOU

camera model one of the most popular among consumers [A].
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Figure 2.5 — Wi-Fi video camera

The possibility of using individual types of storage. Video footage captured
with the Dahua IPC-D42P can be stored (and used for later viewing) on a microSD
memory card up to 128 GB, Dahua network (NVR) and hybrid (XVR) digital video
recorders, as well as cloud storage. The feature of this IMOU model can be
considered the possibility of simultaneously recording data in three types of storage
at once. Connection features. In addition to Wi-Fi connection, you can connect the
Dahua IPC-D42P to a personal computer using a twisted pair via an Ethemet RJ-45
interface. Video viewing in real time is possible using a special program. Attractive
design. The compact size and dome shape of the case give the 4 MP IMOU Dome
Lite visual lightness and the ability to fit very harmoniously into any interior. In
addition, this form is practically invulnerable to quick dismantling of the video

camera, which increases its practicality.
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Table 2.5 — Technical parameters of the Dahua WiFi video camera

Matrix

1/3" Progressive CMOS

Resolution

4 Mpx (2560%1440)

The focal length

2.8 mm

Ethermnet port

1100 Mbit/c

Viewing angles

BE975VE 2% D 115 °

Wi-Fi

IEEE802.11b/g/n

The frame rate

25 fps
"H.265/ H.264

IR illumination

up to 20 meters

Power supply 12 BDC, 1A
Power consumption SW
Weight 195 ¢

Compliance with the standards of EU

security systems

EN 50131-1:2006 / A1:2009 / A2:2017
EN 50131-3:2009
EN 50131-6:2017
EN 50131-5-3:2017
EN 50131-10:2014
EN 50136-2:2013
EN 50136-1:2016
PD 6662:2017
BS EN 50131

2.5. Network equipment

HUB Ajax Fig. 2.7 [A] 1s an intelligent device, a key element of a complex

cyber protection system, designed for indoor use. The device monitors the operation

of all sensors and instantly sends a signal to the control panel. Collects information

about the operation of sensors in an encrypted form, analyzes the data in the event
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of an alarm, instantly notifies the system owner of the danger and directly to the

control panel.

Figure 2.7 — HUB Ajax controller

Uses Jeweler technology to monitor the operation of sensors and quickly react
to danger. Transfers the entire system to clean frequencies during jamming is
protected from viruses at the software level. Configured using a mobile application,
sensors are added in one click. HUB requires access to the Internet, to connect to a
cloud server - for configuration, management from anywhere in the world,
transmission of event notifications and software updates. Personal data and detailed
logs of system operation are stored under multi-level protection, information
exchange with the hub takes place around the clock through an encrypted channel
[A].

Up to 100 Ajax devices can be connected to the hub. The secure Jeweler
protocol is used for communication between devices with a range of up to 2 km in
the absence of interference. It has a light indication of the status and physical

connectors for connecting Fig. 2.8 [A].
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Figure 2 8 - connectors and indication of the HUB Ajax controller

1. Logo with a light indicator

2. SmartBracket mounting panel. The perforated part is necessary for

triggering the tamper when trying to tear the hub from the surface.

3. Power cable connection connector

4. Ethernet cable connection connector

5. Slot for installing a cellular operator card (Micro-SIM format)

6. QR code
7. Tamper button
8. On / off button

Table 2.6 — Technical parameters of HUB Ajax

Classification

The radio channel central unit with
GSM and Ethernet modules

Installation Indoors
Connected device 100
Users 50
‘ Ethernet, GSM (850/900/1800/1900
Communication channels
MHz)
Processor ARM
110-250 V from mains or 12V
Power supply

Built-in back-up battery: Li-lon 2 A-h

Frequency range

Radio frequency bands:
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806.0 — 866.5 MHz
868.0 — 868.6 MHz
868.7 — 869.2 MHz
905.0-926.5 MHz
915.85 -926.5 MHz
021.0—-922.0 MHz

Anti-sabotage

Protection against fraud
Jamming detection

Tamper-resistant

Video surveillance

Up to 10 cameras or DVRs

Compliance with the standards of EU

security systems

EN 50131-1:2006 / A1:2009 / A2:2017
EN 50131-3:2009
EN 50131-6:2017
EN 50131-5-3:2017
EN 50131-10:2014
EN 50136-2:2013
EN 50136-1:2016
PD 6662:2017
BS EN 50131

2.6. Design software

SecurityProject Zone is a unique online solution designed to optimize the

work of trade and installation organizations in the process of preparing commercial

offers in the field of security and electrical systems:

- video surveillance;

- access control and management systems;

- security alarm system;
- cable networks;

- electricity;
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- lighting equipment.

A convenient tool for creating an object plan and placing on 1t video
surveillance equipment, access control and management systems, security alarms,
electricity, lighting, cable routes [Z].

Online access from anywhere on the planet where the Internet 1s available,
there is no need to install a designer program on your computer - SecurityProject
Zone works online in any browser (Windows | Mac OS X | Linux). And all created
projects and documents are securely stored in the cloud server.

Equipment from leading suppliers in the SecurityProject Zone catalog always
has up-to-date information on availability and prices, well-known brands, proven
quality. A presentable commercial offer of the project (including an estimate, your
contact details and a logo) is generated by the system automatically in Excel-
document format according to the equipment placement plan, it remains only to print
it and hand it to the Customer or send it by e-mail. Equipment specification and
connection specification automatically generated documentation will simplify the
installation process.

The design service is a functional graphic editor, which consists of a design

field in Fig. 2.9 and a toolbar in Fig. 2.10.
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Figure 2.9 — field for designing the SecurityProject Zone service
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Figure 2.10 — SecurityProject Zone service toolbar

For convenient scaling, there is a ruler on the upper and left side of the design
field, and the field itself is divided by a grid that is attached to the ruler.

Using the toolbar and built-in graphic elements, you can independently design
a comprehensive cyber security system at scale.

IP Video System Design Tool — software for designing subsystems of modern
video surveillance. With its help, you can adjust the layout of video cameras.

The program allows you to model the viewing areas of the cameras, calculate
the viewing angles and focal length of the lenses, and determine how well the
surveillance objects will be visible. On the premises/location plan, the zones of
monitoring, detection, recognition and identification of people are highlighted,
taking into account the lenses used, the maximum resolution of the cameras and their
location in space. In addition to traditional video surveillance cameras, the program
supports modern network IP cameras, including megapixel cameras.

The program allows you to quickly assess the network bandwidth
requirements and calculate the volume of the video archive.

Advantages of using I[P Video System Design Tool:

- increasing the effectiveness of the video surveillance system through optimal

placement of cameras.
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- reducing the risk of errors due to quick and visual calculation of visibility
areas, viewing angles and focal lengths of surveillance camera lenses.

- the ability to instantly evaluate various options for selecting and installing
cameras with the display on the floor plan of the areas of detection, recognition and
identification of people.

- the ability to download room plans or area maps in JPEG, PDF, PNG, TIFF
formats.

Creating impressive project documentation - the program allows you to print
projects, export them to PDF. The obtained tables, drawings and results of three-
dimensional modeling can be easily transferred to Word, Excel, OpenOffice, Visio
and other office programs.

Built-in, updated database of popular video camera models (over 3000
models).

The program is specially designed for people who install video surveillance
systems, who often do not have enough time to solve calculation tasks, go to the
object and conduct experiments on site.

The program is easy to use and at the same time has all the basic functions for
planning and designing video surveillance. The program will be useful to end
customers both for creating a competent technical task for the design of a video
surveillance system and a sketch project, as well as for independent design. For the
specified installation parameters, the program shows a simulated image from a
television camera, and displays on the drawing with the help of different colors the
viewing area, in which detection, inspection, recognition or identification of a person
is possible.

On the first tab of the "Camera Installation Drawing" program, Fig. 2.11

shows the side and top view of the camera.



Figure 2.11 — "Camera installation drawing" tab
The user can change the height of the camera installation, the distance from
the camera to the object, and the width of the camera's field of view.
Under the parameter of the camera viewing area, there 1s a window "3D view
of the camera"” Fig. 2.12. This window shows what the camera will see. By default,
the window contains two objects, a man and a woman. These 3D models show the

boundaries of the video camera's field of view.
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Figure 2.12 — "3D view from the camera" window
The test man is located at the end of the viewing area of the camera at the
indicated distance. On the side view, directly above the camera, you can see the
"dead zone" of the camera, Fig. 2.13. The female test model 1s located at the end of

the "dead zone" and at the very beginning of the camera's visibility zone.



95

Jatta chaope samepo
Peccrontme of catieps )
B - fam b
= b -~
- - 2
= 7 &b
e s
== Ml
—
e ———— Buitora (m.
| 10 -1 4
Wpmwa {u.)
| a2 * = o8

15
M Bl T oo, TEBtidLi {4}
I o -

30 wag ¢ aasstpin

Figure 2.13 — camera viewing areas and "dead zone"
Conclusions to the second chapter

This set of devices is intended only for one specific room, so that the cyber
protection system can provide complete security.

The cyber security system is quite complex in terms of equipment, because it
has a lot of sensors, controllers and sensors that always transmit information to the
control device, which, after processing the information, transmits the final
commands to the device. The system can work in automatic mode, but there is
always information that needs to be communicated to the user. For this, a control
panel or control panel is used, the use of which will allow the user to manually
control various devices.

Any system of comprehensive cyber security consists of various components,
each of which performs its own functions. Currently, the market of cyber protection
services provides a wide range of both the technical means themselves and their
models with different technical characteristics. In such conditions, the choice of
optimal protective devices is a difficult task. To solve it, it is proposed to use a

complex method of determining the level of quality, which allows, based on the
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numerical value of the technical characteristics of different models of the same type
of technical means of protection, to determine their quality level in relative units and
to compare the models with each other. The obtained results allow us to recommend
the above-mentioned devices for the design of a comprehensive cyber protection

system.
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AHAJII HOPMATHBHO-TIPABOBHX TA OPTAHIBAINIITHIX OCHOB
CHCTEM KIBEPBE3IEKH KPAIH €C

Npoananizysaswm cucremy kiDepOesnexs IpoBIAHNX KpalH CBITY MOmHA
3polNTH EHCHOBOK, L0 HE CROIOJHIMHIN Jlews He icuye yHihikosanol mojeni
HoOVADEM  HAIGOHANRHOT cucremu  xiDepbesnesn. Hanpueiay, sianosuiso o
npuitproro 235 ancronaa 2002 poky KOMILICKCHOIO HOPMATHEHO-IPABOBOIO AKTY Y
cihepr Deznexn — zaxony «llpo suyrpuumo Gesnexy» (Homeland Secunty Act of
2002) — ypanoBi cTpyKIVpH, 2Ki 3aimanice 3abeaneyexnsy koMl wrepHol Gesnex,
Oepeiiilii NI KOHIPOUs LLOI0 HOBOCTROPEHOID BLioMeTEa. Jlanuil 3akoH, Takox
NOCHIHE BUIOBIANRHICTE 38 KOMITROTEPH] 2M04HHEN (BEIKISAKYMH KPHMIHATLHY
BUANOBLAANEHICTE ), 3000B"s%a8 iHTepHer-NpoBaiidepls HatasatTH indopManio npo
KICHTIB 33 BIMOIOIO (PAaBoOXOPOHHHX OpraHis, pollUHpPHE (paBa OCTAHHIX LUOJ0
MOHUIHBOCT] EPEXCILICHHA 1HpopMalil (IPocayXOBYEaHHA TeleOHHHX [IEPErOBOpIs
1| NEpUocTPaliio eAeKTPOHHNY NoBLAOMICHE) Oes J03B00Y CYAY, BHIHAYHE OCHORH
HANPEMU AIRILHOCT] (efepaisHHX OPIaHIB 3 MUIBHINCHHS SeKTHBHOCTI 3aXHCTY
wpirianol  wdpactpykrypi CHIA sy wibepatak, v ToMmy uuct ob'ckris
CTpaTeri*HOr0 IHAMEHHS, 1o nepebyBaloTh ¥ MpUBaTHIH Baacwocn [1].

OHMM 3 NEepliMX CYHacHHUX TIPABOBHX aKTIB, 1O PEriaMeHTYIOTh JSIbHICTh
CRpONSHCKENX KPAiH Mo mATpHUMILE Ta RKRIeHAI0 piRHs kiDepbeanekn ¢ [lupextina
npo Geinmexy MepemeBMx Ta iHopMalliinux cucrem npeilnara EsponeiickkuM
napaasmentom 6 gepeus 2016 poxy [2].

JnpexTisa sBucysac sumMory Ao peix 28 qnenis Capocomody. Ypan koxnol Kpaiin
Oyae 3o0oB'S3aunil LOTPHMYBATHCE INIHAMCHUX Y Hil BHMOr 1 CTROPHTH RnacHMi
HEHTP pearyBanid Ha iHIMIeHTH, non'ssan 3 koMniorepuote beanexoso (CERT), a
TAKOR LEHTP AOTPHMBHHE IUPEKTHEN B KoXHII nepakani,

Jlanwit  nopMaTHRHO-NpaBoBMIE  IOKYMEHT BHIHAMAC CTPETEII0  POIBMTKY
kibepbesnes, 3000B’s3ye Kpainn 4ieHn €Bpocolsy NpHiMatH  3axoaH no
indopMAiiHG TexHivHoMY 3a0eine eHii0 HALIOHANEHUY opradie kibepbeanexs, ix
CROCYACHOMY pearyBaHiio 1a Kibepiarpos Ta KbepisilHeH Tl

Buaja Ceponeiickkoro coroay NpuALISC 3HAMHY YBAl'y KOOPAMHANIT NIANLHOCT] B
PIHOMAHITHHX HANpsMKax Kibepheanexn. JIns BHBMCHEA, AHANIY T OIHKK J0CBILY
npoTHAll Kibeprarpozas, BHpilieHHA KIGEPIHIMASHTIBE CTBOPEHA CheliatiloBaHa
EoMInexkcHa maadropsa [3].

Cranpapt TS 103645 dve anoncosanmil Texuiunnm xomiterom 3 kabepbeanein
Erponelickkoro IHCTHTYTY TeleKoMyHIkaliHUX cradtapTis. CTaHAapT BCTAHORNION
Batoruil piBcHL 3JXHCTY ANA NPHCTPOTB, MIAKTIONCHIX IO IHTEPHETY, Y1 To NpHeTpol
cHcremH KibepOeanexs, 4 MoOLIbHI ramseTn. Kpim toro, #a ocuoel TS 103645
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PO3pOOHUKY IUIAHYIOTE BIPOBAANTH cXeMu cepridikaull, K1 JONOMOKYTh 3aXHCTHIH
nealimeri nani kopueryaadin [4)

Takia YHHOM, HPHXOANMO 10 BHCHOBKY 1o, po3po0ka craHaapTis kidepbeinekn
— BARTHRNI KPOK HA LUIXY 110 HPAROBOT HOPMATI BT pe et chepn inTepueTy peveii,
Ha croroanimiil jeds nepconantyi nasn kopucrysayis loT-npuctpois zamumatorses
HCHIXHILCHIMA, TOl 3K cama cfiepa JACTOCYBAHHA NOAIOHMX NPHCTPOIB 3pocTac.
Inma npolmemMa — 1OYMATKOBA HENPHCTOCOBAHICTL NPOAYKTIE 10 "posymuoro”
BHKOPHCTAHHA, KOJH IIPHCTPO-I- MalOTh HUHC‘I"F}'HTHHHi ocobiMBOCTI, WO He
LO3BOIAIOTE BUKOPHCTOBYBATI CTAHIAPTH 3AXHCTY.
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JTOJATOK T

HALIOHATEHI YHIBEPCHTET «NOJTABCHEA MOMNTEXHIKA IMEH]
HOPIH KOHIPATHOKAR
HABYAITLHO HAYKOBHIA IHCTHTYT IHBOPMALIHHHX TEXHOMOITA
TA POROTOTEXHIKH
KADEIPA ENEKTPOHIKH TA TENEKOMYHIKALLIN

KBAJIDIKAIUHHA POBOTA MAIICTPA
172 TenekomyHikanii Ta paiioTexHika
HA TEMY: Poapobaenna cuctemn sosviuiekcHol kibepbeaneskn indoromynikauiiinol
MEPeKi MNPHEMETE, B ocHoBl craniapris €C

Bugowan: erynent 6 xypey, ipyunn 601-TT
Mimensny Apres Cepriiomm
Kepinmme: K10, A00eHT

Coroa NKaniia Bistopisia

[Madrana 2022

Pucynoxk I'.1 — crakig No |

Beryn
06" KT A0CALEReNIR; CHOTEMD KOMIIIEKCHDT KiDepOeinekn mdoroMyinikaiiitHol Mepei NYInpHesCcTaL.

Tpeamer gocaimacenna: TexHonori Ta crapuapm €C 1M pospobin cHeTemi kosmnexciol Kibepbemen
inpoxsrymiEaiiiioi Mepewi nimprowcTsa

Metomw knaaidixaiinel pooru maricTpa ¢ 1 ocwori amutiy Metoin T Texnanoril kpain €O pospotnmi T
CTPOEKTYRATH CHCTEMY EOMTIICECHD) Kibepheanes, axa (yne taxmmami inhoroMyHikailiny Mepesy mmmpHescTEL.

THpIHasein CHCTEMIE KoM ILreRenol Kibephewekn. Anrosamiye npoiec 160py Ta obpobin mdopyaii s
CHCTEM Ta GOARIHANNA TEXHTTHING 3ac00m oXOPOHN TLITPHCMETED, FICMOYTTODESHOID (VKON YRANHEA 11X
aacofin Th CHETeM.

Pucynok I'.2 — cnaiig Ne 2
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CTPYKTYPA KBATIDIKAIIAHOI POBOTH MATICTPA

|.TEQOPETH4HI TA METOQONOMNYHI OCHOBKM PO3PORNEHHA
CHMCTEM KOMNNEKCHO! KIBEPBEINERH

i

2 OBIPYHTYBAHHA BUEOPY MPOrPAMHOID TA
AMNNAPATHOMO JABEINEYEHHA

|

3. MPOEKTYBAHHA KOMNEKCHOT CUCTEMM HIBEPEEINERM
IHPOKOMYHIKALLIAHO! MEPEHI NIANPHMEMCTBA HA
OCHOBI CTAHAAPTIB €C

Pucynok I'.3 — cnaiia Ne 3

4
Hopmarusna noxymentanin kpain €C

EN 50131 — ue ubin cepis cramsapriv ans cocrest Kibepiaxnery, 8 il BKe BXOLNTE OKPEM CTRILLEPTI A0A PIsMoMaE e

EEEMENTIN | CRAMICBAX CHETEM KiDepIaxieTy.
Crapaspr Chume cramaapry
Faramem mMoTT 40 cncTes
EN30131.1 )
Depiaxme Ty
-
EN-50131 = ENS0131-2-2 Tlacmem wppaepnom (14) aromm
Grad 2 *" ENS0131.2.3 Pamioxsnsos: (CH) s
* '. ENZ013]-24 RosmGumonam 'Y CBY taramsn
Komii | T yampacmy womi
ENS0131-2-5 A -
AT
ENSD131-2-6 M st TOROMEERTIN ST
ENS0131 Standard: EN50131-3 Kowpoin maen
Security Alarm Grades EN50131-4 Hpnctpoi coosinnem
and C|-E|5'i Exp!ainer:t ENS013]-5-3 T LI ORI IpE TR
ENSOI31-6 JlwepeTa samneiing

Pucynok .4 — cnaiing Ne 4
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Hopmarusua noxymenranin kpain €C

EN S0131 - tie uinn cepin crmgaprin 11 cHcTen KIDepiaticty, B Chunl Bse BXOANTE DEPEMi CTRIUAPTH 403 prsmosai v

CACMENTIN | CRInaomIX cicten Kibepiaxuery,

Cramapy Chatine cramaapry
lﬂl AT BEMOTI 0 CHCTes
ENS0131-1 ]
Rl
EN-50131 = ENS0131.2.2 Macumm mdypasepaom (M) aarama
Grad 2 *¥ EN3013]1-2-3 Pagioxnssoni (CHY) anmonm
L g EN50131-2-4 Kossbuomas TUCH v

ENSO]31-2:5 Ko ' yasrpasmywoni

JARTHHEN
ENAO131-2-6 MnrmrokomrnETm AsTTman
EN50131 Standard: ENSD131-3 Ko MO R T
Security Alarm Grades ENS0131-4 [TpucTpo cronimenm

and Class Explained ENED131-53 TR A

ENSO131-6 Jlmepesn wimnenm

Pucynok I'.5 —cnaiig Ne 5

O6rpyntysanus subopy nmporpaMuoro Ta anaparuore sabeinedeHuns

Ipn pospolfineni cHCTeMH KOMILIERCHO! KIDEpDeznexn IpOKOMYVHIKIINOT Mepek! NUINpROMCTRA (YN BREDPICTRHI
llﬂCI}'lllli WOAT O

Anaparse aheIne ennn:

= lwrenexryansia tenrpans Ajax Hub
= [arauk pyxy Combi protect

# [arimk surmienns Door protect

w Tomewni pomankFire protect

= Biaeokavepa Dahua IPC-D42P IMOU

Mporpasipe sabeineenna:

= 1P Video System Design Tool
& SecurtyProject Zone

Pucynok .6 — craiin Ne 6
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Obpannn cnocoly nobVIOBH CHCTEMH !

Bpaxosyioun XapakTepHCTIKN TR MO0 IPIMEICHIN, & TAKI TPOAHATEVBABIH HopMa Ta crasapri €0 noTpifio craopimi
oHCTEnY, ’KA GIC CHOCTCPINETH, HININO NOGCPCTAYRIN T2 PCarysari ia prvi sarposi Genemt. Tipisinc IuaxonTece n
Gy na apyromy nosepet </ wopnvey Hamonansioro ynsepenrery «Tloarscesa nosmexama et Kpis Konapeookm
CHeTeMa TORHHID JUIORONLHATI HACTYIHI RHMOTH
- UIHOBA JOCTYNHICTS:
= MOYITRHICTE,
= HUPOUTYBAHHN (MORIRBICTE JOAAREHEAE ORTLIHINNHS U1K POILMPCHIN fyHKLIONATY CHCTEMM )

MTYTIHEHD IPOTyMUTHI Tepdeic, mo MEnTYETLCA NU ROPHCTYRANI;
< DEMTTOBAWICTH CHCTCMI (MONAWBICTE WEACTPOIODINAR He TULKN inrepdeiicy, ae il Gyikuionmry cHCTeMi TIUL BHMOTH |

ocofAROCT] RONKPCTHIIR KOPHCTYREID ),
- POIRITHEHA TEXHTNN MUITPHMES.,

Pucynok I'.7 — cnaiig Ne 7

8
Hpununn podorn ra pynkuionajbna cxema cHecTeMu
Ccresa MORAIIE CEAATXMCE [ LEHTRRIEHOTO ROHTPOTEDE Ta HepimheplilHu. npHCcTPpOin, BIOTIONEI0NH FaTKn 7o
WHEOHIRYL MEXARTIMIL,
Erocicresa Ajrx Fa penynETATEMIT A0CAUINEN L RICTHATENO, 10
CHETCAIR TIOBHINM DYTH modyiomn
XuapHe cXOBHIE FHRETISTANE. i :
TiH = HasmuicTs NerTpatkion KoHTponep: 3
" YACTEDROK AETOHOMHEICTIO nepibepifinmny
- ! i . NPHCTPOIH;
: '\. # Beynporonnfl invepdeic nepene A 3
* X X —-4') ! MO ARBICT IO DK HCHIE APOTORIK
"l E
nepidepiiiting npreTpois.

= TpocTa poTmmpIORINICTS 1 NUTTPIMED
GaraTHOX. BUPODHITRIS.

Pucynok ['.8 — craiig Ne 8
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9
Iaan posmimenusn obiainanna cHCTeMu
V nlmonimMocTi 20 BHMOG 0 BHCYBATLER cHeTesas Kifeplenexn Gyn pospofreniii n1an possimenin ofmummnss,
Pucynok I'.9 — cnaiin Ne 9
it

Bucnosok

B pavax knanidixamiiino! poform sarictpa Gyvao poapofneno cHeTeMy KoMImexcinol kidepieinexn
EpOROMYHIRALTTHOT Mepesi IPHesMeTRa, 150 BrioMae B cebe NUICHCTEMY BUIBOCHOCTEPEHKCHHA, ONOPOHITY Th
nookeay onrmasial Buidueno Teoperiii ta npasosi ochonn poapolrn cnerem kibepSennexn, Mponeacno
O CYHACHHY MPXITEKTYP cneTem kidepieinesn. POImsuymo nporpamae tH TeXHEHe 3a0eIede iy THIIDBOTO
NINPHEMCTR,

OenorHoin MeTom Mo STROPCIIA CHCTEMIN, AKA JTATHA BUMOEETI ADCTATHROMY PIBHK SAXHIEHOCT]
stvepiiknx 1o Egopmaciiin mimoctei, Cucrema mommm pospofrnes A Kosore nGpHesMeTs
HUTHILVILHO i 0CHOBE Tpasi, Sil nepeabaten i JIR0HOIMNETEOM T HOPMETIHEITMIE 0Ky MElTami 1
BRIXOBYBATIH BUIORLI npassua monTracy Ta JJ0TY.

Pucynox I'.10 — cnaiig Ne 10



