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Information asset protection technologies

The dirscnon thar 15 experisacing rapid devslopoent i wtificial misllgence (AI). So
xtficial intelligence m security. uuﬁ:nlm&:ommandpomamxn&nl
mrelizgence will coms » the fora. Security "y" i the begmmmz of 3 2ev era of cybersecumity
tcok. the need Sor whick ic akeady urgeat. shchnmakudymgmm
mtalligence today. The secwrzy of Al iself is the zeed 10 formal=s the cybersecumty
approack m the developmem: and wee of artificial mtelligence modules and took. Axd
protection from "%" the need for remulatery work to create rules of conduc and atitudes %
xuficial meslligonce. T2is & already mecestxy n ordse 0 protect umamty Som ethical or
tacknical problems m the Sarure[1].

Aruficial meelligence is ons of the nomest scxsnces that appeared m the second half of
te 2th ceurwcy o= the bosis of compmer wisnce, mathematical bogic, programummg
psychologists, Enguxtics, nsurophyuiology and other Gelds of kmowisdge. Tie tmk of
scisxnists was to butld a conyputer that mocks m sach 2 way that the resalis of his work moald
be mmposshle to distmguick Es actranies from the activities of the human pu=md Artificial
Imslhigence is zow consideced 26 2= 2ppled fisld of ressarck relmed to the stxmalation of
cartain functions of umor mreligence. Patters mcognrion macks mamslation. melligese
apsats. TODONCE - thete e just some of the arsas mn which arufical mrelligonce systems 2o
dmvbmhmdmﬁzmmomkmurbnmhwﬂof.hhmnqu
uead to undarstand bom balbions of its Iercommected meurons mock. Toe comcepe of “arnficial
mtellgence”™ hac a different meeximg - from the recogmiticn of mmelligence m computer
tecznology. sohmz Jogical or evez any compurtatiozal problsms. to the classification of
meelligenr only thowe systems that solre the whols et of tmls performed by man, or emen
more a wide range of tham{2].

Hamoanoud robots, bebcopesrs, whick act mdspendsntly. analyzmg micrmation abow
o sovronmext with the belp of sensors (metion. souxd. hght, pressure. etc.) and meks
decisaons based on the obtained data. Ons of the capeddlinies of robors is comspurer vision - an
xzuficial imtellgence techuology for collectmg. processmg and anahyzing video mnSorxmtion in
real tome. ALl this requzoes the developmen: of algorithm: Soo amtomanc visual percepGon.
COTTeCt MIOTRISTS In sPAce. Jeaming from mistakes. parformung actoms aimad 2t achis g
2o goal. Ax exaxpls it an ummaxned vedicle that is programamsd to reach its destmation. can
pxk, mome n the flow of cars. comrectly determins the thortest rors. Writng bots, chatbors.
STMSEY Zames. There the compurar can calculsts & large mamber of possible cpooxs for the
gams a=d choose the best. Hewrnne algorithms of ganw aruficis! meslbasncs ao weed n a
wids Tariscy & many areas Ntk the gams.

The most cbvious use of game Al &t in cozzolhng zoo-game cheraciers. akbough
scrypeing 15 alto 3 vwy common method of comrol Finding a may i azother commmen
application of gams Al - & % especally oviden: m real-tims strategiss. Fmding 2 may it a2
oethod for determxming how a mo-game character caz mote from one point on the map to
xzothec: you need ro take into accowns the Jandscape. obstacles and. parkaps, the "Sog of waz™.
Game Al % alse associated mith dynaneic gams balancing.
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Vob analysis of data of social netork weers 2o decarming the needs and meerests, which
can thex be used to promote advertising intendsd Sor 2 nazrow spechlized growp of wers =
targeted products. Genaradoz on the bask of the collected data of selectons of films,
products. stc. accordmg to merests of the user. Dovslopment of algomthen: for aualy=mg
texts, posts on social zsrworks and determymimg whathar the informstion provided m the
profile 3 mue: developmect of woffmare for photo amalysic, mideo of the usar a=d
determnanion of his snaotions. Suck daza can be used m the £z agamst terroncm. the search
for crimmals axd more.

Note an important pomt concernizg the fact that. the use of amificial meelhgsace for
parten recogneion will allow to create pracncal systems for demifymg graphic objecs cathe
basis of simuler feanures. Any characteristics of the objects to D6 recopmized can be considered
a Setures. Signs showld be mrariazt to the cnemtation. sise axd chaps of objects. One ofthe
tacks of SSI & to sagmexe objects In images and idemify psople from the tream. Ax example
of artificial meslligemce is ako sound typing a=d handvwring in mobide phonss. as well 2t
deternuning the locanox of the houte captured on a mobide phoze camars (cnlme guids) and
draving s mmerual structere m 3D [3, 41

Tro doectioms of Al developmsnt are viemed: the first % ro swobwe the problamx
asocated with the approcmancs of specialzed Al systems to kuman capabilities 2ad their
mtegraton. wiach i realized by baman zsture: the second x the creationm of an Artificial
Mind, which reprecents ths meegration of akeady established Al systezns info a szgle system
capabls of solving the prodblems of mexkemd [1. 2. 4.

It should b emphacized that, artifichal mmelligonce on 26 Jookow: for data securmy:
mnorae technologes and clowd services balp snsure cybersecuricy. Dospite all the obrous
Sazs about cyberanacks and the ever-groming mpemury of hackses 10 undsenung the mregity
of coxpamiss’ databases, maxy of them wxply cammot afford the izregrated mplomemation of
Al sechoologies 0 combat such cases. Ar the sams tms. according to Capgeanmi, almost rro-
tards of thote organizations that have aleady mpleansnrad such teckzologies e comvmced
that AJ has not only sohved therr problems = thx regard. but oven redaced the tocal cost and
tescurce cost of detectmg axd respondmng to violatiom: secumiy. At the same tume. three
quactars of respondexss stressed that Al has reduced the responss time 0 any rik sTuaton
xd therefors i am swwsmely profrable and zecessasy ool Toe developars of meelligenz
secunty systems themxselves claxm thar mweligewr algorithms will not omly merease the
acxacy ofdr.xmgwwhmmudspudtpdnsgocus.buxakodrud} datact e
violators thexmeh-es. According to expects. because cybsrsecurity azalysts ao overmhelmed
x=d do zot alvays have a quick respomis to mformation about the incoxung problem. i will
socn e ¢vea more difficak o saccessfally counter the threat dae to the scale of teckmology.
a=d tharefors the inroduction and use of aruficial intalligence havy o thmk rodyy.
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