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— llenTpanbHuUi HAYKOBO-/IOCIITHUN 1HCTUTYT 030pO€EHHS Ta BIHCbKOBOI TexHiku 30poinux Cun Ykpainu, Kuis;
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— BilicbKOBHIf IHCTUTYT TeIEKOMYHiKalii Ta iHpopmaru3zanii imeHi I'epoiB Kpyr, Kuis

3axucrt iHdopmaniiiHUX CHCTEM 32 JONMOMOI 00 BUKOPUCTAHHS METOAIB
aBTeHTHQiKALIT

Pe3tome. Y crarTi mpoaHani3oBaHO iCHYKOWI MeToAM aBTeHTH(iKalii KopHucTyBauiB iH(OpMaIiitHUX
CHCTEM, BU3HAUYEHO HaWOUIbII e(heKTUBHUI METOJI Ta 3alPOIIOHOBAHO MEPCIIEKTHBHUI HAINPSIM PO3BUTKY METO/IIB

aBTeHTHIKallii, BUKOpUCTOBYIOUH TecT Jltomepa.

KuriouoBi ciioBa: aBTeHTHdiKalis, iHpopmaiiiHi ciuctemu, Tect Jlromepa.

IHocTanoBka npodsemu. Koxna ycranoa
Ta TIONPUEMCTBO Y CBOEMY PO3NOPSHKEHHI
MarlTh KOMYHIKaIliiHI Ta TEXHOJOrIYHI CUCTEMH,
3aXHCT SIKUX € OJHWUM 3 BaXKJIMBHX 3aBJaHb JJIs
miATpUMaHHs  iX B eQeKTUBHOMY  Ta
mpare3gaTHoMy craHi. KokHa Taka cucrema mae
cBoe (hYHKITIOHATbHE TPHU3HAYCHHS, SIKE POOUTH
KOM(MOPTHUM Ta OE3MMEUYHUM JKUTTS CYCIIHCTBA.
BuBeneHnss 3 namy ofmHiEl i3 CHCTEM MOXeE
MPU3BECTH JIO0 KOJAmcCy: BTpara HaBiramii
aBiaIiifHUX CIIOTydeHb a00 BTpaTa KOHTPOIIO HA
0aHKIBCHKOIO CHCTEMOI0. TaKuX pU3HUKIB MOXYTh
3a3HaBaTH 1 00’€KTH KpHUTHYHOI iH(opmariiinoi
iHbpacTpyKTypH MiHicTepcTBa 00opoHHN
Ykpaiam, 3Baxaroud I¢ W HAa POCIHCHKO-
YKpalHChKHMI KOHQIIKT Ha CXOAi YKpaiHu, SIKUH
BeZe 3a CO00I0 MOXJIMBICTh 3aBIATH MIKOAY
000poHO31aTHOCTI YKpaiHu dYepe3 BUBCICHHS 3
nmagy abo OTPHMaHHSA TOBHOTO YH YaCTKOBOTO
KOHTPOITIO HaJ 00’eKkTaMu KPUTHYHOL
iHbopMariiitHoi iHQpacTpykTypr MiHicTepcTBa
0o0opoHH YKpaiHM Uil JEMOHCTpalii mepen
CBITOBOIO CHITFHOTOIO CBO€i TiepeBard HaJ
36poitnumu Cunamu YKpaiHu Ta iX He3JaTHICTh
MPOTUCTOSATH  POCIMCBKMM  KibepaTakam  Ha
KOMYHIKAIIii{Hi Ta TEXHOJIOT19HI CUCTEMHU.

Jis  HemomylieHHs HeNpaBOMIpHUX il
Haj iHdopMmauiiHuMu cucreMamu 30poiiHux Cui
VYkpainu, 3aBonofiHHSA  iH(opMami€o,  1I0
MICTUTBhCI Ha cepBepax abo KoOMIT'loTepax Ta
B3araji HeJOIMyIIeHHS J0 MPUMIIIEHh CTOPOHHIX
ocio, B TaKuX yCTaHOBax MaloTh
BUKOPUCTOBYBAaTHCS CHCTEMH 3 TMpPOLEeaypaMu
aBTeHTH(}iKawii Ta igeHTHdiKauii KOpUCTyBayiB.

AHaJi3 OCTAHHIX  JOCHiUKeHb i
nyOJikaniii. JlocipkeHHo MMUTaHHSA
aBTeHTH(}IKalii TpUCBATHIM cBOi mpaui Oarato
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HayKOBIIB y cdepi iHopMariiftHoi Oe3rekn Ta
3axucry inpopmaiiii, a came: f. Kice, B. Teciok,
H. Komepa, H. Ma3andeHko Ta iH.

binpmricte  aBTOpiB  y  CBOiX  Tparisx
BHUBYAIOTh MTUTaHHS 3aCTOCYBaHHS
01HO(aKTOPHOT Ta OaratodakTOpHOI

aBTeHTH(]IKAIlil, IX IepeBard Ta HEOONIKH, a
TAKOX HANAIOTh TMOPaTd IOAO0 00 €KTHBHOI
OIIHKU IIHHOCTI iH(OpMAaIlii, IO 3aXUIAETHCS,
Ta BapTOCTI MPOrpaMHO-anapaTHOro
3a0e3meueHHs ineHTrdikalii/aBreHTHdIKALil, sSKE
00upaeThCs IS 3aXUCTY 3a3HAYCHOI 1H(OpMaIlii
[1]. [ami aBTOpHM neTanbHINIE 3yMUHAIOTHCS Ha
KOHKPETHOMY METOIi aBTeHTH(DIKAITIT
KOpHCTYyBadiB, Haigactime me € OioMeTpuaHuN
METOJ, JOCHIIHUKHA SIKOTO BUBYAIOTH HOTO
HAJIAHICT, BUKOPHCTAHHS Ta TIPIOPUTETHICTH
3aCTOCYBaHb B iH(GOpMAIliHUX cucTeMax [2].

AKTyalpHICTP Ta BaXXJIHMBICTH BHOOpY
HalleQeKTHBHIMIOT0 MeTOony aBTeHTHU(IKamii €
CYTTEBOIO 3 OISy Ha Te, IO BCE YACTIIIE METOIO
3MIOYUHIIB Ta KiOep3/louMHIIB € 00’€KTH
KpUTHYHOI  iHQOpMamiiHOI  iH(GPACTPYKTYpH,
BTPYyYaHHs y poOOOTY SKHX MOXKE 3aBJaTH
HEMOMPABHUX HETaTHMBHUX HACHIAKIB SIK JIJIs
30poitnux Cun YkpaiHu, Tak 1 Juid JepikaBd
3arajioM.

Mera cTaTTi - aHaNi3 iICHYIOUHX METOHIB
aBTeHTH]IKAIil KOpPHUCTyBadiB iHpOpPMAIITHIX
CHCTEM Ta BU3HAUCHHS MEPCIIEKTUBHOTO HAMPSIMY

PO3BUTKY METOJIiB aBTeHTU(DIKALIT,
BUKOPUCTOBYIOUH TecT Jlromepa.
Buxknag ocHoBHoro marepiany. 3a

OCTaHHI JBa JECATHIITTS B CBIiTI SK cepen
MPUBATHUX Ta JACPKABHHUX IMiJIPUEMCTB, TaK i
cepen JIONEH B3araji CTamu TONIMPIOBATHCS
iHpopMamiiiHi  TexHoNOrii 3a  JIOMOMOTOIO



BHUKOPUCTaHHS KOMIIT IOT€EPiB, IUIAHILETIB,
cMapTQoniB Tomo. JKUTTS mrofeld CpocTUIIOCh
YHaCliZIOK  BUKOpPHCTaHHS  IHTepHeTy: Ha
CbOTOZIHI HE 00OB’SI3KOBO BUXOAUTH 3 JOMY JUIS
KyMiBJli TOBapy, OIUIaTH TMOCIYT, OTPUMAaHHS
Oyap-skoi iHdopMmarii a0 3aMOBJICHHS KBHTKIB
4n 1oBifoK. Hapasi MoxxHa OTpUMaTH “pO3yMHUI
OyIMHOK”, MO0 JacTh 3MOry KepyBaTh 3
MEPCOHANBHOIO TaJPKETy CHUCTeMaMH OIMaJieHHS,
OCBITJICHHSI Ta CUTHaTI3aIlil, TEII0 IiII0rolo,
po3eTKaMH Ta IHIIMMU KOMYHiKamismMu. Takoxk
KEepyBaTH 3a JONOMOIOI0 OCOOHMCTOrO TajKeTy
Jaf0Th 3MOT'Y HENIOAaBHO HAOyTi TOMIMpPEHHS
JIBEPHI 3aMKH JIJISI KBAPTHUD, SIKI MICTATH JEKUIbKa
METO/IiB aBTEHTH]iKalii KOpUCTYBayiB: Mapoib,
IC-kaprty (mifare), enekrponnuii kirou (eKey) ta
BIIOMTOK Talblsd. 3a3HaueHi METOIU MOXKYTh
BUKOPUCTOBYBATHCS SIK JIUIsl 3aXHCTY MPUMIIICHB,
TaK 1 JJs 3aXucTy iHpopMalii, mo 30epiracTbes
Ha KOMIT'IoTepax dYu cepBepax. He mapma
BU3HAUHUH OpUTaHCHKUN JIep>KaBHUM Ta
nojiTiuHui misy benmkamin [izpaeni 3a uyac
CBOTO JKUTTSA PO3MNIANAB iHGOPMAILIO, SK ILIIX
0 yemixy: “SIk mpaBWiio, HaWOUIBIIOrO YCHIXy
JocsATae TOH, XTO Ma€ B CBOEMY PO3IOPSHKEHHI
kpamy iHdopmarito” [3]. Omxke, MoxHa 3
BIIEBHEHICTIO CKAa3aTH, IO 3aBOJIOMIHHS TIEIO0 YU
iHII0I0 1H(pOpMaIi€o, a THM made iH(OPMAIIED
KOHKYPEHTa, MOYKE 3aIOisITH IITKOIA KOMITaHIsIM,
JepKaBHIUM YCTaHOBaM Ta Jiep)KaBaM.

Pozymitoun BaKIIUBICTh 3aXUCTy
iHbopMallil B TenepiniHboMy Iu(POBOMY CBiTi, B
VYkpaini B 2019 pomi  Oymo  cTBOpeHO
MiHicTepCcTBO udpoBoi Tpanchopmarii
VYkpainu. BinmosimHo no myskry 4 “TlomoxeHHs
npo MinicteperBo 1udpoBoi  TpaHchopmartii
Ykpaian”, 3aTBEPHKCHOTO ITOCTaHOBOIO
Kabinery MinictpiB Ykpaiam Bim 18 BepecHs
2019 pokxy Ne 856, MinicrepctBo nmdpoBoi
Tpancopmanii YkpalHm “‘3milicHIOE  3axomu
0710 CTBOpEHHS Ta 3a0e3medeHHs
(hyHKITIOHYBaHHS: IHTErpoBaHOI CUCTEMHU
enekTpoHHOi  imeHTHdikamii” [4]. Cucrema
eNeKTPOHHOI imeHTu(IKamii — Ie eIeKTPOHHUHN
MalJaHduK, SKAW 00’emMHye BCiX HaJaBadiB
MOCTYT eNeKTPOHHOI imeHTHdiKamii, a came: 3a
enekTpoHHMM miamucom, Bank ID, Mobile ID,
TAM CaMHM TapaHTYylO4UW 1i KOpHUCTyBadaM
0e3meky Ta 3aXHCT I[IEPCOHAIBHUX JIaHUX.
OyHKITIOHATEHI MOYKIIHBOCTI 3a3HAYEHOT CHCTEMHU
3a0€3MeuyIoTh “‘CJIeKTPOHHY imeHTH(diKaIio Ta
aBTeHTH(DIKAIlII0 KOPHCTYBadiB Ta CyO’€KTIB
B3a€MOJII, CTBOPEHHS Ta nepeBipKy
KBaTi(hiKOBAHOTO eNEeKTPOHHOro Tiamucy” [5].

Bigmosimno mo HJ T3I 1.1-003-99
“TepmiHororia B ramy3i 3axucry iHpopmauii B
KOMIT TOTEPHHUX cucTeMax Bix
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HECaHKIIOHOBAHOTO JIOCTYMY”, 3aTBEPPKEHOrO

HaKa3oM Henapramenty crenianbHuX
TENEKOMYHIKAllInHUX  CHUCTeM Ta  3aXUCTy
iHpopmanii CiyxOu Oe3nekn YKpaiHM BifJ

28 kBiTHs 1999 poky Ne 22: mig ineHTHdikamiero

(identification) pO3yMi€ThCS “mpornenypa
MPUCBOEHHS inenTudikaTopa 00’exTa
KOMIT'FOTEPHOI ~ CUCTeMU a00  BCTaHOBJICHHS
BIAIIOBITHOCTI MIDXK 00’ €EKTOM 1 Horo
ineHTHdiKaTOpOM; BIIi3HAHHS [6]; min
aemenmudgbikayicio (authentication) po3ymieTscst
“mpouenypa MepeBipKU BIAIIOBIIHOCTI
peJ1’ IBJICHOTO inenTudikaropa 00’€ekTa
KOMIT FOTEPHOT CUCTEMH Ha MPEIMET HaJIeKHOCTI
Horo 1BOMYy 00’€KTy;, BCTaHOBJEHHS a0o

MiATBEPKEHHST aBTeHTUYHOCTI” [6]. O0’exTamu
imeHTHdikanii MoXyTb OyTH IMIOJMHA, HOCIT
iHpopMarlii, TexHiuHi 3aco0M Ta JOKYMEHTH.
Omxke, Mg Yac CAHKI[IOHOBAHOTO JOCTYIY JO
iHpopMaIiitHOT CUCTEMHU KOpHCTyBad
inenTudikye cebe, a cucrema 31 CBOro OOKY
nepeBipsie MIPHHAICKHICTb 3a3HaYEHOTO
KOpHCTyBada JI0 ineHTu(ikatopa — MPOBOAUTH
aBTEHTU(}IKAII0, 32 pPe3yJIbTaTOM IMEPEeBIpKH
SKOrO BiOyBa€ThCS JIOMYCK JIO MOTPiOHOT
iH(dopMaIliitHOi cucTeMu abo BiIMOBa.

Ha croromni, 3ajeXHO BIiJ KIIBKOCTI

BHKOPHUCTOBYEMHUX  METOMIB  aBTEHTHIKaIii

KOPHCTYBadiB, ICHYIOTh OmHOGAKTOpHAa Ta

baratodakTopHa aBTeHTHDIKALIII.
Oonogpaxmopna  asmenmugpixayis €

HaUTIPOCTIIIO (OPMOI0 METOTY aBTEHTH(IKAIIII,
AKa BKJIIOYae y cebe JHIle OIUH 3 IEpeniueHnx
HIDKYE METOIB aBTEHTU(IKAIIIT:

MapobHUK  (JIOTIYHMMA), TIiJ Yac SKOTO
MOXKYTh BUKOPHCTOBYBATHCS Mapoli a00 KIIF0U0Bi
¢pasmy;

imeHTH(IKamiiHUA - 3aCHOBYETHCS Ha
BUKOPHCTaHHI YHIKaJhHOTO MPEAIMETa, TAKOTO SIK
MarHiTHa KapTa, TapT-KapTa, WITPUX-KOAOBA
KapTa, TOKEHHW, KpumnrorpadidHuii cepTudikat
TOLIO;

OloMeTpu4yHHMIA -  3aCHOBYEThCS  Ha
VHIKaJIbHUX XapaKTEPUCTHKAX JIIOAWHH, TAKUX SIK
rojoc, OONWY4s, BiNOWTKHM TNAaNbIliB, TeOMETpil
PYKH, MAJIOHOK palIyXHOI OOOJIOHKH OKa abo
CITUATKH OKa;

3a reorpadiYHAM  PO3TAlIyBaHHSAM
3aCHOBAaHHUI Ha PO3TAIlyBaHHI BUXOIY 10 MEPExXi
[aTepHer Ta 3a gonomorow GPS.

bacamoghaxmopna aemenmuixayis
koMOiHye 1Ba abo Ourbmie OJHO(PAKTOPHHUX
MeToAM aBTeHTU(IKalil KOPHCTYBayiB, IO JAa€
3MOTY YCKJIaJHUTH HECAHKLIIOHOBAaHUH JOCTYI 10
iHpopmaniitHoi cuctemu: MarHitHa kapra ta PIN-
KO/, TapoJib Ta KJaBiaTypHHUN TOYEPK.



1. HaposnsHa (joriyHa) aBTeHTUIKALLA.
HonenaBHa maponsHa aBTeHTUQiKalis Oyna uu
He €IMHAM METOZIOM aBTeHTH]IKaIi1
KOpHUCTYBaviB. [Taponbna aBTEHTHU KIS
3aCHOBaHa Ha MOPIBHAHHI MapoJisl, IO BBOJUTHCS
KOpUCTYBaueM 3 €TaJlOHHUM TapoieM, SKui
30epiraeTbes B 6a3i JaHUX y BIIKPUTOMY BUTJISIII,
BUTIISIAI  3rOpTOK  (xemyBaHHs) abo B
3amu(poBaHOMY 32 JACSKUM KIIOYEM BUTJIISII.

[lepeBaramu maponbHOI imeHTHU(IKALIT €
MpOCTOTa  BHKOPUCTaHHS Ta  JIOCTYIHICTB,
OCKUTBKHM 3a3HaueHWd MeTon BOYIOBaHWHA Yy
OUIBIIICTH CEPBICIB Ta MPOTPAMHUX IPOJYKTIB.

HenonikoM 3a3HayeHOro MeTOAy € HOro
HEHaIIMHICTh, KA 3aJIOKUTh BiJl BUOOPY Hapois
abo kmo4oBoi (pasM caMHUM KOPHCTYBadeM.
Hacammiepen He peKkOMEHAYEThCS MpHU3HAYATH
Mapoib, SIKAH aCOLIIOEThCS 3 OYIb-uUM: JIATOIO
HAPOJDKEHHS, JIBOYMM IIPI3BUIIEM MaTepi, iM’sIM
nitell uM JpyKuHH (J40JIoBiKa) Tomo. Takox,
Mapolib He TIOBUHEH CKJIaJIATHCS JIWIIE 3 JIITEp UM
udp. ONTUMaTBEHUM BapiaHTOM € BHKOPUCTAHHS
OJIHOYACHO JIiTep (BENUKUX Ta Malux), 1udp ta
CHUMBOJIIB. Baxnueumu KputepismMu BHOOpY
napoisi € #oro JOBXHHA, TEPMiH BHKOPUCTAHHS
Ta OOMEXKEHHS KUTBKOCTI HEBIAIUX CIIPOO BXOMY
B cucremy. Tak, xopmoparis Microsoft
pEKOMEHly€e CBOIM KOpHUCTyBadaM
BUKOPHCTOBYBaTH HE MEHIIE & CHMBONIB ¥
IapoJii Ta 3MIHIOBATH HOro HE piAmie HK depes
kokHi 42 no6u [7]. Illo € ronoBHe, Tak Le He
BUKOPHCTOBYBATH OAWH 1 TOW CaMU{ Hapoib 0
pi3HEX  cucTeM, 00  MJi3HABIINCH  HOTO,
3MIOBMHUCHHKY OyJle TyXK€ JIErKO IOCTaBUTH IIiJl
3arposy yci cdepu Bamoro KuTTs.

Hapas3i icHye Bennka KiTbKICTh IIKIJUIMBHX
MPOrpaMHUX 3a0e3MedeHb, 3a JOMOMOIOK SKHX
3JI0BMHUCHHK MOXe€ Ii3HaTHCA apoib
KOpUCTyBadya Ta OTPUMATH HECAaHKLIOHOBAaHUI
JOCTyT 10 KoH(DimeHiitHOI iHdopMartii [8]:

Keylogger — pisHoBuz Bipycy, sikuit dikcye
Iii KopucTyBada: OyIb-TO HATUCKAHHS KIIABIlI Ha

KIaBiaTypi, pyX 1 KIIK MUIIN, Jarta 1 4dac
HaTUCKaHHA (3a3HaueHa iHoOpMAIl MOXe
nepeaaBaTHCs hi () 3JI0BMHCHHKA B

aBTOMAaTHYHOMY DPEXKHMI Ha MEPEKEBHH JHCK,
FTP-cepBep abo enexTpoHHOIO MOIITOO);

Clickjacking — cmocib, skuii 3MyIiye
KOpHCTyBadiB  Be0-CalTiB  HATUCKAaTH  Ha
HeBUAMMI a00 3aMackKoBaHI €JIEMEHTH JUIS

3aIyCKy 1 BUKOHaHHSI HCHABMUCHHUX JIIiA;

Fishing — crmoci6, y sIKOMy 3JI0BMHCHHUKH
HiAPOOISIOTh OPUTiHAJIBHI €IeKTPOHHI JTUCTU a00
BEO-CTOPIHKM 3 METOI0 KpaJibKKh 0coOucToi
iH(popMaii KOpUCTyBadiB, Y TOMY YHCIi JOTiHU
Ta Mapoi.
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2. Ioenmudbixayinna asmenmugpixayis.
Inentudikaniiina aBTeHTU}IKALIS BiIOyBa€THCS
3a JIONOMOrOK) BUKOPUCTAHHS  YHIKQJIBHOTO
mpeaMera, SKUi Jae 3Mory 3a0e3nmeduTd OuIbIn
HAJIHUAN 3aXKCT, HDK MAapOJIbHA aBTCHTU(DIKAIIIS.

LT VHIKaJIbH1 MIpeMETH, i
BUKOPHUCTOBYIOTHCS JUISE aBTeHTHU (KA1l
MOALIAIOTECS Ha [9]:

MacHBHI MIpEIMETH, AKi MICTATh
aBTeHTU(iKalilHy iH(opMalioo, 1m0 HepenarTh
B MOAynb aBTeHTH(ikalii 3a  BHMOIOIO.

3a3HaueHa iHQopMalis Moxe 30epiraTHCS B
IpeIMET] Y BIIKPUTOMY BUIIISA/I (MarHiTHI KapTy,
enexktponHi Tabmerkn Touch Memory) Ta B
3axuinenomy Burisii (USB-tokenn);

aKTHUBHI IPEIMETH, SKi MaroTh JOCTATHI
OOYHUCITIOBAJIBHI pecypcH Ta OepyTh aKTHBHY
y4acTh i qac aBTeHTH(IKAIT
(mikpormporecopHi cMapt-kapti i USB-TokeHn).

lonoBHOIO TmepeBaroro ijeHTH}IKAMIHHOT

aBTeHTHUdIKAITIT € MaJIeHbKAN po3Mip
VHIKaJIbHOTO TpeAMeTa, KW MOXXHa HOCHTH 3
coboro. Takoxk, OUIBIIICTE 13 3a3HAYEHHX

MpEe/JIMETIB, TAKUX SIK MarHITHI KapTH, €JICKTPOHHI
tabnerkn (Touch Memory) He mnoTpeOyOTH
BBOJy JIOTiHA Ta Mapoiis, IO Ja€ 3MOry He
3amaM’ ITOBYBATH 3aiBy iH(pOpPMAITito.

Jlo HemoMiKiB 3a3HAYEHOT'0 METOAY MOXHA
BITHECTH MOXUIMBICTH BTPAaTH YW KPaJDKKH
VHIKQIBpHOTO TIpeaMeTa, a TaKOoXK MOXIIHBICTh
HECaHKITIOHOBAHOTO OTPUMAaHHS Horo myoiikara.
IIpote Ha BiIMiHY BiJl TAapOIBLHOTO METOMY, YV pa3i

BTpaTH  3a3HAYCHOI'0  TIpeaMeTa,  MOIKIHBO
MBUAKO 3pearyBaTH Ha [0 TOJII0 Ta
3a0JI0KyBaTH Horo JUTSE HE/IOMYIIeHHS

BHKOPUCTAHHS IHIIOIO 0co00r0. Jlo HemomikiB
3a3HAYEHOT'0 METOMy TaKOX MOXKHA BiTHECTH
HAsSBHICTh  CHEMialbHOT'O  3YMTyBa4ya  JJIs
yHiKanpHOTr0 peamMera (kpiMm USB-TokeHiB).

Takuii yHikanpHHHA npeamer, sk USB-
TOKEH  BITHOCHTBCS N0  OararodakTopHOI
apTeHTu(ikamii. Hapas3i B Ykpaini po3po0iieHo
cBiii uaToken, skuil Mae BUrIIsLn USh-Openoka ta €
VHIBEpCAIIBHUM 3acO00M ISl  aBTCHTH(IKAIi
KOPHUCTYBadiB, 3aXUCTy €NMEeKTPOHHOTO
JTUCTYBaHHS, s O€3MeYHOro JOCTymy J0
pecypciB 1 JonmaTkiB, I 30epiraHHs MapoiiB i
ceprudikariB, EILIl, BiH TakoX € €IHHAM
MIPUCTPOEM JIOCTYITY, SIK Y TPUMIIIEHHS, TaK 1 JI0
KOMIIT TOTEpiB. Hns  #oro  BUKOpPUCTaHHSA
HEOOXIAHO JIUIE MiAKIIOYNTH 1IeHTH(IKATOp 110
usb-tiopty, a motiM HabpaTu Ha KiaBiaTypi PIN-
xox. [10]

3. Biomempuuna asmenmuixkauis.
biomerpuuna aBTeHTH]IKaLis HIMPOKO
MOLIMPIOETHCSL Y BCiX cdepax KUTTERISUIBHOCTI
JMOAel, OCKUIbKM  OioMeTpwuHi  JaHi  Ta




napaMeTpy KOXKHOI JIFOJTUHH € YHIKaJIbHUMH 1 HE
MAaIOTh CXOXKOCTI HaBiTh cepell OM3HIOKIB.

Tak, BianoBigHo 1o 3akoHy Ykpainu “IIpo
€auHui nepkaBHUM AeMorpadiuHuii peectp Ta
JOKYMEHTH, L0 MiITBEPAXKYIOTh TPOMAaIsSHCTBO
Ykpainu, mocBiq4y0Th 0c00y 4H 11 crieriabHul
cratyc” [11]:

“OiOMeTpUYHI JlaHi - CYKYIHICTh JaHUX
npo oco0y, 3i0paHMX Ha OCHOBI (ikcamii il

XapaKTePHUCTHUK, 110 MaroTh JIOCTaTHIO
CTaOUIBHICTh Ta ICTOTHO BIIPI3HAIOTHCSA Bij
aHaJIOTTYHIX napamerpis THIINX ocib

(GiomeTpuyHi JaHi, MapameTpy - BiauudpoBaHHui

mianuce ocodu, BimuudpoBaHuil 00pa3 oOIUYUS

ocobw, BinuudpoBaHi BITOUTKHU MaJbIIiB PYK)”;
“OiOMETpUYHI TapaMeTpu - BUMIPIOBAIBHI

Gi3M4HI  XapakTepUCTHKH a00  OCOOMCTICHI
MOBE/IIHKOBI PUCH, IO BUKOPHCTOBYIOTHCS JUIS
imenTrdikamii (BIIi3HAHHS) ocooun abo
Bepudikarrii HaJaHOI ineHTUdiKaiiHOT
iHopMaliii mpo ocody”.

Icaye BEJHKA PI3HOMAaHITHICTh

OiomMeTprYHOT aBTeHTU(QIKAIlsl, alle He KOKHA
OpraHizarlist MOK€ JJO3BOJIMTH COO1 BUKOPUCTAHHS
Oiomerpii, ska TATHE 3a COOOI 3aNy4eHH:
3HAYHMX KOIIITIB JIO i1 peaizairii.

Hwxde waBemeHi Ha#Bimomimi MeToau
CTaTHYHOI OlOMEeTpUYHOI aBTeHTH(IKALIl, sKi
TPYHTYIOTHCS Ha YHIKATBLHOCTI JIFOUHU:

3a BIZOWTKAMU TMAJBIIB (TIOPIBHIOIOTHCS
Oe3mocepeIHbO0 3 300paKEHHSM  BiIOMTKIB
MaNbIiB, OTPUMAHHUX 32 JIOIIOMOTOI ONTHYHHX
MIPUCTPOIB, 3 BIAOMTKAMHU 3 apXiBy ab0 MUIIXOM
TIOPIBHSHHS XapaKTEepHHUX JeTalieil BimOMTKA B
undpoBOMy BHUII, SKi OTPHUMYIOTh B TIPOIIECi
CKaHyBaHHS 300pakeHb BiOWTKA);

3a Qopmoro KHCTI pykH (BimOyBaeThCs
NUISIXOM HaBEJIEHHS Ha PYKY SCKPaBOro CBITIIA, 32
JOTIOMOTOI0  SIKOTO  aHAJI3ye€ThCS  OCBITJIEHICTh
YYTIUBUX CIIEMCHTIB, SIKa 3aJICKUTH BiJl JJOBKUHU
TMaJIBINB, 3aKPYTIIEHOCTI X KIHYMKIB 1 TTPO30POCTi
mKIpYA, 3a TMIiICYMKOM 4YOro indopmamis Bif
KOXKHOTO  (DOTOPE3UCTOpa TEPETBOPIOETHCS Y
nudposuit kon) [12];

3a pO3TAallyBaHHSIM BEH Ha THIbHIN
CTOpOHi JIONIOHI (peati3yeThcsi 3a JONOMOTOFO
iH(ppaYepBOHOT KaMepH, SKa 3YUTYE MATIOHOK
BEH Ha THJIBHIN CTOPOHI J0NIOHI ab0 KHUCTi PYKH,
3a pe3yJIbTATOM YOr'0 OTPUMYEThCS KAPTHHKA, 110
00pOOTISEThCA, 1 32 CXEMOIO PO3TallyBaHHS BEH
(hopmyeThCs EQpoBa 3ropTKa);

3a CITKIBKOIO oOKa (3acHOBaHWH Ha
MiJICBIYyBaHHI OYHOrO JIHA, SKE& CKaHYETbCS
CHELiaJIbHOI0 KaMepol il Yac HampaBJIeHHS
30py JIOMHH HA BiJalieHy CBITJIOBY TOUKY);

32 paigyXHOIO 000JIOHKOI0 OKa
(peamizyeThcs 32 HASBHICTIO CIIEIIaIbHOT KaMepu
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1 BIAMOBIAHOTO MPOrpaMHOro 3a0e3MedeHHsl, SKe
BUJISE 3 OTPUMAHOTO 300pa)KCHHS MAalIFOHOK
paiimyxHoi OOONOHKM OKa, 32 SKOI OYAyeThCs
IUGPOBHI KOT);

3a Qopmoro oOnuyus (peamizyeThcs 3a
JIOTIOMOTOI0 ~ KaMepu 1 CIemiali3oBaHOro
OpOrpaMHOr0  3a0e3Me4eHHs, 10 BHIUISIOTH
KOHTYpH oueii, OpiB, HOca, Try0 Ta OOYMCIIOIOThH
BiIcTaHb MDK HHUMH, 3a PE3yJbTaToOM YOro
OyayeTscst 0o0pa3, IO TIEPETBOPIOETHCS B
upoBy GopMy ISl TOPIBHSHHS);

32 TEpMOrpaMoI0 0coOW (3aCHOBaHW Ha
BUKOpHCTaHHI creriaibHOl KaMmepH
iH(ppadepBOHOTO Jiana3oHy, sKa pO3Mi3Hae Ha
004yl apTepii, Mo MOCTavaroTh KPOB 10 IIKIPY 1
BUIUISAIOTH Terio) [13];

Cepenl AMHAMIYHUX METOJIB OIOMETPUYHOL
aBTEHTHU(QIKAIIISL, SKi TPYHTYIOTHCS Ha MOBEMIHII
JIFOIMHY, HAHBITOMIIINMH €:

32 JIOMOMOI'OK0 aBTOMATUYHOIO aHali3y
nignucy (Bi3yajJbHe CKaHYBaHHS 1 JOCIIKEHHS
JUHAMIYHAX ~ XapaKTEPUCTHK PyXy pPYyKH Y
npolieci BUKOHaHHA mianucy). Jpyruii cnocid €
OUTBII TOYHHUM, OCKIIGKH IIAOUC JIOOWHHA HE

MOXKe OyTH 1ICHTHYHUM, TaKUM YHUHOM,
MTOPIBHSIHHS MIITACY BiIOYBa€ThHCS 3a
JTIOTIOMOT 010 3aCTOCYBaHHS CITeIiaTbHIX
BUMIPIOBAJIPHUX  aBTOPYYOK 3  JaTYHKaMH,

YYTIUBUMHU JI0 TIPUCKOPEHHS, IIBUJIKOCTI, THCKY,
TPHUBAJIOCTI TIay3 i Yac MiIIUCy;

3a XapaKTepoM ToJIoCy (peami3yloThCs 3a
TpHOMA HaINpPSMKaMH: aHATI3yI0Ud KOPOTKOYACHI
CerMEHTH  MOBHW, TpuBamicTio 10 20 mc
(BuOMparoThCss  KOPOTKI  (pparMeHTH, IO
00pOOISAIOTECS, CKIAMAIOThCS B CTATHCTHIHHMA
o0pa3, sKUH 1 TIOPIBHIOETBCS 3 ETAIOHOM);
KOHTYpDHHI aHali3 MOBH (3 (¢parMeHTa MOBHU
BUJIUISIETHCS JIeSKa XapaKTePUCTUKA ToJ0Cy, IS
HUX BH3HAYAETHCSA XapaKTEPUCTHYHA (PYHKIIIA,
SKa TIOPIBHIOEThCS 3 CTAJIOHHON; CTaTHCTHYHA
OIlIHKA TOJIOCY, TPHBAIICTIO NpUOIM3HO 12 C
(mpotarom  3By4aHHS ~ AKOro  30mpaeTbcs
iHpopMaIis Mmpo AedKi mapaMerpu ToJjocy, Ha
OCHOBiI SIKO1 CTBOPIOETBhCA IU(POBUN 00pa3 i
HOPIBHIOETHCS 3 eTasioHoM) [12];

3a KJIABIAaTYpPHUM MOYEPKOM (3aCHOBAHHH

Ha BHBYCHHI OCHOBHHMX MapaMerpiB: dacy
yrpumanHs  kiasimi  (UYK) Tta wacy wmix
HATHUCHYTHMH KJIaBiIIaMH (UMK), 111(0)

BU3HAYAIOTBCS TMiJ] 4Yac BBEICHHS 3 KiaBiaTypH
KOHTPOJNBHOI (pasu (craTuuHa), a0 TOCTIHHOTO
MOHITOPUHTY CHUCTEMOIO ]l Yac Habopy
(mocriiina)) [14].

[lepeBaramu GiomeTpuuHOi aBTeHTH(IKALIT
€ Te, [0 CAaMHUM iIEHTU(IKATOPOM € JIOAMHA, IO
YCKJIQAHIOE TPOLEC MAOCTYNYy JO0 CHCTEMH Ta
BUJIy4a€ HEOOXiTHICTE HOCUTH 3 COOOI0 MPHUCTPOL



JUTS aBTEHTHUQIKaIlii Ta 3amam’siITOBYBaTH MapoJIi.
Ho mepeBar OUIBIIOCTI MeTOAIB OioMeTpUYHOI
aBTeHTH(]IKAI[il MOXHA  BIHECTH  BUCOKY
IIBUAKOAII0 Ta TOYHICTh, & TAaKOX BiJICYTHICTh
0e3rocepeJTHOr0 KOHTAaKTy 3 O0JaJHaHHAMH
(okpiM aBTeHTH(IKAIlIl 32 BiIOMTKAMH MabIIiB),
IO JIa€ 3MOTY MTPOBOJMTHU MPOIIeC aBTeHTUDIKAIiT
Ha BIJACTaHI BiJ JEKUIBKOX CaHTUMETPIB JO
JEKITbKOX METPIB.

Ho HEOIKIB OloMeTpUYHOI
aBTeHTH(]IKalii BiTHOCATHCS ii BUCOKa BapTICTh,
y 3B 513Ky 31 CKJIQIHICTIO MOOYZOBU aJrOPUTMIB,
3aJIeKHICTh OUIBIIOCTI TPUCTPOIB CKaHyBaHHS
BiJl TPUPONHOrO Ta MITyYHOTO OCBITJIICHHS
(aBrentudikamis 3a (OPMOIO KHCTI PYKH, 3a
paiy’>kHOIO O0OJOHKOIO OKa), 3aJISKHICTh BIJ
3MiH y 30BHIIIHOCTI (aBTeHTH}IKAIIiA 32 (OPMOFO
o0muuusi) a0 TMOMIKO/PKEHHSI  MaNiIsIPHOTrO
BizepyHka  manbiiB  (aBTeHTH(ikamis  3a
BIIOMTKAMH TaJIbIIIB).

4. Asmenmucpikayis  3a _ ceoepagpiynum
pozmawyeannsm. 3a3HAYEHWH METOJ] € HOBUM
HaATpsSMOM  aBTEHTU(}IKAIi, [0 BCTAHOBIIOE
CTIPaBXHICTh KOPUCTyBaua Ha OCHOBI HOro
MICII€3HAXODKEHHS. BiH oauIsieThes Ha:

po3TalryBaHHI ~ BHXOAYy 10  MEpexi
IaTepHer, MmO 3acHOBaHWM Ha BUKOPHCTAHHI
iH(dopmarii mpo MICIIE3HAXOMKEHHS CEepPBEPIB,
TOYOK JOCTYIy 0€3apOTOBOro 3B’s3KY, Yepe3 SKi
3MIACHIOEThCST  MIAKITIOUEHHS 10  MEpexKi
IaTepHer. HemomikoMm 3a3Ha4eHOrO METOIY € Te,
mo iHdopMaIilo PO pO3TanTyBaHHS MOXKHA
3MIHUTH, BHKOPHCTOBYIOYH, TaK 3BaHi, IPOKCi-
cepBepu a00 CHCTEMH aHOHIMHOTO JIOCTYITY;

3a gomomMororo GPS, mo 3acHoBanuii Ha
BUKOPHCTAaHHI CHCTEMH KOCMIYHOI HaBirarii,
turty  GPS  (Global Positioning  System).
3a3HavyeHU METOJ € JOCHTh HAJIMHUM 3aBISKA
HECTaOLIBHOCTI opOitu CYITyTHHKIB,
nependavyuTH  SAKi  JOCHUTh BaXXKO. TaKox,
MepeBarol0 € Te, MO0 KOOPAMHATH TMOCTIIHO
3MIHIOIOTBCA, 10 HE Ja€ 3MOTH iX IEPEXOMHUTH
[15].

baratodakropHa aBTreHTH(]iKaIlisT HAOyBae
Bce OUTBIIOl TOMYNMSPHOCTI cepel METOMIB
aBTeHTH(]IKAIl KOPHCTYBaYiB, OCKUIBKH BOHA
HabaraTo /i€Billla TIPOTH HECAHKI[IOHOBAHOTO
orpuMaHHs iH(opMmanii. Cepen HHMX MOXKIUBE
KOMOiHyBaHHsS  OIOMETpUYHHMX,  MNapONIbHUX,
imeHTU(IKAIHHAX ~METO[IB, M0 Ja€ 3MOry
30UTBPIIUTH  HMOBIPHICTH TOTO, MO IIiJ 4Yac
3aXOIUJICHHS 3JI0BMHCHHKOM Iapoio, Homy Oyne
notpiOHi Bami OiomerpuuHi JnaHi abo Bam
inenTH(dikaTop. 3aBOJOAITH OJHOYACHO MAPOJIEM
Ta ineHTudikaTopoM Oyzae 3HAUYHO BaKye, HA LM
BTpaTy ineHTugikaTopa BH 3MOXETE OApazy
MOMITHTH Ta 3a0JIOKyBaTH HOTrO.
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Hapasi  peamizoBani  Taki  mpuCTpoOi
OaratodaxTopHoi aBTeHTH]iKawii [16]:

1. Tepminan JUTST OaratodaxropHoi
ineHTudikarii ZK Software IFace202:
MYJIbTUMENidHUA  OloOMEeTpUYHMKA  TepMiHam

KOHTPOJIIO JIOCTYIy Ta OOJIKY po00Yoro wyacy,
KWW 3aCHOBAaHWI Ha PO3Mi3HaBaHHI 10 00JIMYYIO,
BIIOUTKY TaJbllsl, MpPOKCIMiTi-KapTu (ommist) i
komoMm. Jlae 3mory 3amam’statu 400 ociO,
3000 BinOuUTKIB, 100 000 momii, yac
ineHTugikamii mexire 1,5 c.

2. baratodakropHuit OioMeTpuvHUH
tepminan  IFace302 kommanii ZKSoftware:
3aCHOBaHWN Ha Merolnax igeHTUdiKamil 1Mo
00IMYYI0 1 3a BIZOMTKAMM TANbI[iB, BBEICHHS
KOy 1 34MTyBaHHs KapT jgoctyny. [lae 3mory
3amam’sitatd 700 oci6 1 3000 BimOMTKIB MajbIliB,
a TakoK 34YUTYyBaueM KapToK JjocTymy Em
Marine. Jlo KOMIUIEKTy BXOIATH 2 KaMeEpH:
KONbOpOBa 1 4YOpHO-Oina 3 iH(pauepBOHUM
migcBiyyBaHHsAM, a Takok TFT xompopoBuit
CEHCOpHUM JucIuien 3 MeHto. {5 3aBaHTaXeHHS
1 34NTYBaHHS JAHWX TEPMIHAIM JAIOTh 3MOTY
BukopucroByBatu USB-miopT.

3. Mpuctpiii Fujitsu PalmSecure ID Match:
Jla€ 3MOTy TIPOBOAWTH aBTCHTH(IKAII0 3a
JIOTIOMOTOI0 CKaHYBaHHSI MaJllOHKa KPOBOHOCHUX
cynuH noioHi 1 mepeBipku PIN-kogy mo cmapr-
kaptd. Jlo KOMIUIEKTYy TPHCTPOIO BXOJUThH
nmatank PalmSecure, cencopuuii ekpaH, mrara Ha
6a3i mporiecopa ARM 1 mpucTpiit il YUTaHHS
KapT pizHOro dopmara.

3a3HaueHl TPHUCTPOI aBTEHTH(dIKAImii €
TEBUMH IIPOTH HECAHKI[IOHOBAHOTO AOCTYIY IO
iHOpMAIITHUX CHCTEM, aje MalTh JIOCHTH
BEJIMKY BapTiCTh.

VYHIKampHICTP KOXKHOI JIIOMUHU — MOXE
po3rismaTucs Ak il OlomerpuuyHHE  abo
TICUXOJIOT TYHHH aBTeHTH(]IKATOPH, K1

HEMOXIINBO TIOBTOPUTH Oymb-KoMmy iHmomy. Ha
(hoHI THOrO MOXKHA PO3TIISIIATH PO3Mi3HABAHHS
JMIOAWHOI KONBOpiB abo iX TIICHUXOJOTidHE
CHOPUUHATTS JUII MOXKIUBOCTI aBTEeHTH]IKAIil
KOpHUCTYBadiB iH(OpMAIIITHIX CHCTEM.

Taxum TIPHKITAIOM aBTeHTH]IKaIi1
KOpUCTYBadiB iHPOPMAIIHHUX CHUCTEM MOXKHA
Bu3HauuTH TecT Jlomepa, mo ocoba ska
MPOXOAUTh CiIyxk0y abo mpaitoe B TEBHIN
YCTaHOBi, MNPOXOAWTH JIUIIE OAWH pa3 MpU
MepIioMy BXOAi 70 iH(OPMAIIHHOT CHUCTEMHU.
Tect Jlromepa 3acHOBaHWI Ha TPUITYIIEHHI TIPO
Te, 110 BUOIp KOJNbOPY  BimoOpaxae
CIPSIMOBAHICTh KOXKHOI JIIOAMHHM Ha TIEBHY
JOiSUTBHICTB, HACTpid, (QYHKLIOHANBHUHA CTaH i
HaOUIBII CTIHKI Ti pucH.

3akopmoHHI
BUKOPHCTOBYIOTb

MICUXO0JIOTHA 1HOI1
3a3HAYEHUN TeCcT IIijJ 4ac



nigdopy KaapiB Ha poOOTy y Ty uM iHIY chepy
JISUIBHOCTI.

XapakTepucTuka KOJbOpiB (32 Makcom
JIromepoM) MicTuTh y co0i 4 ocHOBHUX Ta 4
JNOAATKOBHX KOJMBOpU. OCHOBHI KOJBOPHU: CHHIN —
CIIOKIH; CHHE-3EICHMIA BIIEBHEHICTb, IHOI
YIIEPTICTh; MOMOPAHYEBO-KPACHUI — HACTYTAbHI
TEHJCHIIII, arpeCHBHICTb, CBITJIO-)KOBTUH
AKTUBHICTh, MMPAarHEHHS J0 CHiIKyBaHHs. [1in dac
BiJICYTHOCTI KOH(JIKTY B ONTUMAalbHOMY CTaHi
OCHOBHI KOJIbOpH MAIOTh 3aliMaTu MepI I1’ATh

no3uilii. JlomatkoBi kombopu:  (iOJICTOBHIA,
KOpUYHEBUI, YOpHUIA, HYJIHLOBUH CHMBOII3YIOTh
HEraTMBHI  TEHJCHIII: TPUBOXKHICTh, CTpEC,

BIIUYTTSl CTpaxy, 3acMydeHHsS. 3HAYeHHs IUX
KOIIbOPIB  OUIBIIOI0 MipOI0 BH3HAYAIOTHCS IX
B3a€EMHHM  PO3MIIIEHHSIM,  pO3MONLIOM  3a
ro3utismu [17].

Pe3ynbTaToM TpPOXOPKEHHS 3a3HAYEHOTO
TecTy Oyze mochioBHICTh 3 8 KonmbopiB. [1ig yac
HACTYITHHX BXOJIiB JI0 CUCTEMHU
3alUTYBAaTHMEThCSl JIMIIEC TEBHA ITOCIIIOBHICTb
4-x xombopiB. IX ToCHmiZOBHICTH Mae OyTm
PaHJIOMHOIO JIJIsl YCKIIATHEHHS 3JI0MY aJTOPHTMY.
Tak cucrema reHepye KOMip, KU € HalOLIbII
CIIPUSTIIMBUM, 2 HEUTpaidbHI Ta HEraTMBHUHA. B
IHIIMX BUIIAIKaX IS MOCITITOBHICTE MOXE OyTH
3MiHEHa, npore 3araJbHUH pe3ynbTat
3aJIUIINTBCS CTAIIMM.

Jlo mepeBar MeTORy MOXJIHMBO BiJHECTH
WOro TMpOCTOTY peajizamii Ta 3pO3yMUIICTB
BXOIDKEHHS I KOopucTyBadiB. Kpim Toro, Bifg
KOpHCTyBada CHCTEMHM BHMMAra€eTbcsl BifTOBiIb,
0 HE € JIOTIYHOI s JIOAEH, SKI MOXYTh
OaunTH #oro mapoih, a IOBEIIHKOBOIO
3pO3yMIJIOI0 TUTBKH JJIsi HBOTO. SIK pe3ymbrar
HOro BIANOBIAI MaTUMyTh HHU3BKHHA YacOBUH
MOKa3HUK, IO MOXE CTaTH JIOAATKOBUM
(hakTopom aBTEHTH IKAITII.

Henomixom meromy € Te, mo BiH HE na€
3Moru igeHTu(ikyBatu KopucryBada Ha 100 %,
OT’Ke HWOro BUKOPUCTAHHS MOXKJIHMBE JIHIIE SIK
eneMeHT OaratodakTopHOI aBTeHTH]IKAIi].

BuCHOBKH Ta nmepcneKTHBH MOAAIBIINX
pociaimxens. llincymoByroun, 3a3HaduMMoO, IO
OaratoakTopHa aBTeHTH(iKaIis Bce Oubie
BHTICHSIE OJHO(MAKTOPHY aBTeHTHU(IKaIi0, 0
OOTPYHTOBYETBCS CKJIQ/IHICTIO OTPUMAaHHS
3JIOBMHCHHKOM OJIpa3y JIBOX YH TPHOX KIIIOYiB
(mapomiB, mpucTpoiB) Bim  iHpoOpMaIiifHOT
CHCTEeMH, a Iie CKiIajHie Oyne migpodurn e i
OlomerpuuHMiA aBTeHTH(]iKaTop. BuxopucraHHs
OyAb-5IKOrO MapoJTo qu MPUCTPOIO
aBTeHTH(}iKalii pa3oM 3 YHIKaJIBHICTIO pHUC
XapakTepy Ta 30BHIIIHOCTI KOXKHOI JIIOIUHH Oa€
MOXJIUBICTb ~ CTBOPUTH  HAaMKpamuid  3axHcT
iH(pOpPMALITHUX CHUCTEM.
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OTxe, METO. aBTeHTH]IKaIiT
KOpHUCTYBauiB 3a jgomomMoroto Tecty Jlromepa
TAKOX € TIePCIEeKTUBHUM JUII  MOMKJIMBOCTI
BUKOPHUCTaHHS MOTO il Yac BXOAY IO CHUCTEMH
Ta OTPUMaHHS MaKCUMaJIbHOTO 3aXUCTY CHCTEMH,
BHKOPHCTOBYIOUU JIATIE MTOBEIIHKOBI
ocobmmBocti JronuHu. [loganmpma poborta Oyne
HampaBJieHa  Ha CTBOpPEHHS AITOPUTMY
BXO/DKEHHSI JI0 CHCTEMH 32 JIOIIOMOTOI0 TEeCTy
Jlromepa Ta MOXKIUBOCTI BUKOPHCTaHHS Ha
MPaKTHUII 3a3HAYCHOTO METOY.

Oxkpemo cItip BUIUIUTHA HATAHHS
30epiranHs KITFOYOBOT iHpopMarii B
iHpopManiiinux cucremax. PosmoaineHictp 6a3
JlaHUX, 110 30epiraroTh ineHTU(IKATOPH, a TAKOK
CHOCOOM OJJHOYACHOTO OE3MEeYHOro JOCTYIY JIO
KOXKHOI 0a3H ieHTU(IKATOPIB y PEKUMi OHIIAH
MOTPeOYIOTh OKPEMOT'O BUBYCHHS.
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Crarrs Hagiliunia 1o penakuiinoi komnerii 03.06.2020
Protection of information systems through the use of authentication methods

Annotation

Each institution and enterprise has communication and technological systems, the protection of which is
one of the important tasks to keep them in an efficient and functional condition. Failure of one of the systems can
lead to collapse, namely: loss of air communications or loss of control over the banking system. So, critical
information infrastructure facilities of the Ministry of Defense of Ukraine may be exposed to the same risks,
considering the Ukrainian conflict in eastern Ukraine with Russia.

In order to prevent illegal actions over the Information Systems of the Armed Forces of Ukraine, the seizure
of information contained on servers or computers and to prevent unauthorized access, systems with authentication
and user identification procedures should be used.

Currently, depending on the number of user authentication methods, there is single-factor and multi-factor
authentication is used. Multifactor authentication is increasingly displacing one-factor authentication, which is
justified by the difficulty of an attacker obtaining two or three keys from the Information System at once but
biometric authenticator will be more difficult to counterfeit. The use of any password or authentication devices
along with the uniqueness of each person's appearance makes it possible to create the best protection for
information systems.

The method of user authentication using the Luscher test is promising for use when logging in and
maximizing its protection, using only human’s characteristics. Further work will be focused to the creation an
algorithm for entering the system using the Luscher test and the possibility use to use this method in practice.

Keywords: authentication, information systems, Luscher test.
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