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INTERNET BANKING AS BANKING DEVELOPMENT BASIS

Abstract. The paper deals with the urgent issue of informing financial institutions, as the main
resource for development of all subjects of financial services market, and interaction of modern
technologies with Internet. The NBU Resolution No. 22 «On Approval of the Instruction on Non-
Cash Payments in Ukraine in National Currency» has been investigated and, in accordance with it,
the concept of Internet banking has been analyzed. A set of measures has been formed to increase
the level for protection Internet banking system by institution and its clients. The basic concepts,
features of functioning and advantages in activity of Internet banking are investigated.
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Hayionanonuu ynisepcumem «llonmascvka nonimexuika imeni IOpis Konopamiokay

IHTEPHET-BAHKIHI' IK OCHOBA PO3BUTKY BAHKIBHUIITBA

Anomauia. Y pooomi pozensdaemvcs akmyaivbHe NUMAaHHA IHGopmamusayii inancosux
VCMAHO08, SIK OCHOBHO20 Pecypcy PO3GUMKY 8CIX CYO €KMI6 pUHKY (DIHAHCOBUX NOCTY2, MA 83AEMOOIT
Cy4acHux mexuonoeit 3 inmeprnem mepedicero. [locnioxceno Ilocmanogy HBY 6io 21.01.2004 p. Ne
22 «Ilpo 3ameepodicenns Incmpykyii npo 6e320mieKo8i po3paxyHku 6 YKpaini 6 HayioHanvHill
sanomi» ma, GiONOBIOHO 00 Hei, NPOAHANI308aHO nouamms iHmepuem-oankiney. Cgopmosano
KOMNIIEKC 3ax00i8 0Nl NIOBUWEHHS PIBHS 3aXUCTY CUCMeMU IHmepHem-0anKiney 3 60Ky YCmaHosu
ma ii knienmis. J[oCcnioxiceHo OCHOBHI NOHAMMI, 0COOIUBOCMI (YHKYIOHYBAHHSA mMa nepesazu y
dislibHocmi iHmepHem-0aHKIHS).

Knrwowuoei cnoea: inmepnem-oaukine, Oidxcumanizayis, iHgopmamusayis, eKOHOMIYHe
cepeodosuwye, (hinancosa ycmauosa.

Introduction. In the terms of economics digitalization, effective banking institutions activity
depends not only from variety of services and operations provided, but, foremost, from level of
implementation modern innovative systems and working technologies with clients. Modern
technologies are actively cooperating with Internet network, taking at bank working an increasing share.

Features of methodology and practice Internet banking world development and its application in
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Ukrainian realities were investigated by V. Bauer, B. Adamik, K. Basadze, G. Bortnikov, I. Boyarko, I.
Karcheva, D. Demyanovskaya O. Yesina, M. Engstler, B. King, L. Liamin, O. Unknown to A. Nikitin,
O. Ruda, V. Ogienko, A. Fedorchenko, O. Chub and other scholars and practitioners.

In spite of considerable number of scientist’s works, some aspects of this problem remain
specialist’s attention. A considerable part of the works speaks about expediency and effectiveness
of using Internet banking. The protection of institution’s Internet technologies and information
resources has not been sufficiently analyzed.

The purpose is to study Internet banking system, its possibilities for improvement, given the
rapid introduction of information technology in the field of finance, threats analysis and formulation
set measures to ensure system.

Digital banking is the introduction of new and emerging technologies in financial services
industry, combined with corresponding changes in internal and external corporate and staffing
relationships to provide effective customer service [1]. One of these innovative technologies is
Internet banking.

Online Banking (Web Banking) is a type of remote banking service. It provides access to
accounts and account operations at any time from any Internet device. Operations use standard
browsers such as Google Chrome, Internet Explorer, Opera, Mozilla and more. Therefore, there is
no necessity to install additional software. [2]

The idea of creating Internet banking as a system was originate in the United States (October
18, 1995, Security First Network Bank). The restriction in opening bank branches in other states
and finding options for providing services to another state or country clients were reasons for it. [3]

In Ukraine it’s legally stipulated that Internet banking (the system «client — Internet — bank»)
is an element of remote banking service. The concept of remote banking is discussing in item 10.1.
NBU Resolution Ne22 since 21 January 2004 «On Approval of Instruction on Non-Cash
Settlements in Ukraine in National Currency». The client can conduct his bank accounts promptly
and exchange technological information specified in contract between bank and client, client can
carry out using remote service systems. The client’s accounts can be remotely services by systems
«client — bank», «client — Internet — bank», «telephone banking» and others. [4]

Ability to providing online banking services gives customers possibilities to use bank’s
services quickly and without unnecessary costs. Accordingly, bank is more competitive when it
offers more opportunities in Internet banking. There are more banks that introducing programs
through the Internet.

Internet banking is gaining in popularity every year, due to the increasing quantity of Internet
users (Figure 1).
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Fig. 1. Internet users (% of the total population of Ukraine)
* compiled by the author according to data [5]
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Undoubtedly, creation of Internet banking has significantly simplified relations between bank
and client, while not losing market position but increasing them. But it should be noted, new types
of services lead to emergence new threat types of institution activities.

Internet banking has a relatively lower level of information protection than client-bank
system. It's related with imperfect bank system implemented and negligent attitude system users.

To make an effective data protection, institutions and clients must comply with relevant rules,
which are listed in Table 1.

Table 1
Measures for increasing level protection Internet banking system
For clients For banks

o before every usage of the Internet resource, check the e installation of
correctness of the bank’s Internet address; licensed antivirus software;
o do not use the «save entered» function; o use electronic keys
. forming passwords for login using numbers and letters ina to access databases and
random order; store them in secure
o don’t write the password on paper or on a bank card; locations;
. install SMS notification system on telephone and e-mail installation of
address; licensed software only;
o do not provide personal information to unknown persons or ® use services own IT
in entering to suspicious sites; specialists to upgrade and
. change access codes periodically; technically improve the
. clarifying at the institution’s hotline all telephone calls Systems.

from a bank operator.

Conclusions. At the stage of modern development digital environment, Internet technology is
the basic link of development at all branches of country economy, and especially banking sector.
Internet banking is the main service that banks have introduced to increase their competitiveness
and meet their customers’ needs. Thanks to this system, a large amount of services is providing
every day without need physical presence in bank.

Each year, Internet users number increases and this is good system forecast, because then
number of bank Internet services users increases. But do not forget about losses that can be paid by
banks and clients, unless a proper and effective system of protection and behavior of Internet
banking users’ system is formed.
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