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Prior to the advent of personal computers and computer networks, books, 

phones, telegraphs, and more were the primary means of messaging. But now, in-
formation technology plays an important role in the lives of each of us. With the 
advent of computer systems and global information and telecommunications net-
works, there are also issues such as protecting information from intentional unau-
thorized access [1]. The problem of information security is a particular concern for 
military or government agencies, as they may have secret information. The disclo-
sure of such information could have resulted in enormous casualties, including 
human casualties [2]. Development of computer technologies allows to build net-
works with the distributed architecture. Therefore, a large number of network seg-
ments may be combined, which may be at a considerable distance from each other. 
Increasing the number of segments in a network also causes an increase in the 
number of network nodes and the number of lines of communication, which in turn 
increases the risk of unauthorized access. The specifics of information security in 
computer systems is due to the fact that the information is not rigidly connected 
with the carrier. Modern information can be easily and quickly copied and trans-
mitted via communication channels [3]. There is no single technical means or 
method to solve these and other similar problems. But common in many of them is 
the use of cryptography. 

The purpose of the paper is to study protocols and mechanisms for protecting 
information in computer systems and networks. The analysis of perspective direc-
tions of development of cryptographic encryption for ensuring confidentiality, au-
thentication and integrity of information. The basic mechanisms that ensure the 
integrity and confidentiality of information are considered. Interception protection 
requires the use of additional protocols that support data encryption and authentica-
tion of data subjects. SSL/TLS (Secure Socket Layer/Transport Layer Security) 
protocol, which implements encryption and authentication between the transport 
levels of the receiver and the transmitter, is used to solve this problem [4]. 
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