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Abstract
The method of correcting of single errors in the system of residual classes (SRC) were
presented in this chapter. The results of the analysis of corrective capability of arithmetic
code shown the high efficiency of using of nonpositional code structures in the SRC. The
examples of correction of single data error witch provided by code of the SRC are given in
the chapter.
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Introduction

In general, for the control, diagnosis and error correction data is needed to possess
a specific structure of the code correction capacity. To do this, you need to enter
some information redundancy, that is, to apply the method of information
redundancy. This applies to nopositional code structure (NCS) of the residual

n+k
classes (SRC) [1-3]. In the SRC value of redundancy R=M,/M (M, = ﬁ m;;

i=1
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n
M =]]m,.) uniquely determines the corrective possibilities of error-correcting
i=1

code nonpositional. Correcting codes in SRC can have any value of the minimum

code distance (MCD) ¢S*) . This depends on the values of redundancy R . In
SRC established between redundancy correcting code R , the value dSRO - of
MCD and the number k of check bases. Correcting code has a value ¢Sk of

MCD, ifthe degree R ofredundancy is not less than the product of any & (SRCY _q

bases SRC. On the one hand we have that
4 (SRO)

min

R2> H my
i=1

on the other hand, on the other hand —

n+k n

k
R=My/M=]]m/]]m =]]m..: -
i=1 i=1 i=1
In this case, legitimately argue that 7% _1 =, or
dBRD =41 (1)

min

There are two approaches to the problem of ensuring NCS in SRC necessary
corrective properties.

The first approach. Knowing the requirements for correcting the NCS

properties, for example, the number of errors witch detected ¢, or corrected ¢

cor.>

to introduce, by controlling the amount k or magnitude {m,,,} of bases necessary

n+k

redundancy information R . Information redundancy R determines the
minimum code distance #$*<) NCS in SRC.

Then, in accordance with the theory of error-correcting coding (TECC) for the

orderly (m; < m;,;) SRC have that

i+1

faer. S iy =1 2
tdetA <k ) (3)
45 1
leor. = |:% > 4)
k

tcor NPk 5

o 0
The second  approach. For a given  type of NCS
Asge = (@l ay ||l gl a; [l @y Nl Nl @, |||l @) (for a given value of k)
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correction capabilities (defined value @S*©) code in SRC determined in
accordance with the expressions (3) and (5).

Note that if ordered SRC expanded by adding & control bases to » information
module, that MCD (SR of the error-correcting code increased on the value of k
(see the expression (1)). Zoom values ¢(S*) can also be due to the reduction of
the number » of information bases, that is due to the transition to computing with
less precision. It is clear that between the correction capability R of error
correcting codes and precision calculations W in SRC exists an inverse
relationship. The same computer can perform data processing with high precision
W, but a small correction capability R . Or with less precision W | but with a
higher possibility of the correction control , diagnosis and correction of data errors,
as well as higher speed data (the run-time of basic operations in CSR inversely to
the number 7 of information bases) [1,2].

Draw analysis of the possible correction of single data errors in SRC with a
minimum of information redundancy by introducing only one (k =1) the control
base. In this case, in accordance with a TECC in SRC [4-7], MCD equal magnitude
dSRO — k1. When k=1 we have MCD z® _ > that, in accordance with the

min

general theory of error-correcting coding will guarantee only detect any single error
(error in one of the residues a; (i =1, n+1)) in the NCS. In general, the process

of correcting data errors in SRC as a positional numbering system (PNS), is
composed of three stages. The first stage — control data (the definition of the
rightness or wrongness of the original number A, ). The second stage. Diagnosis

wrong number 4, . (defining a distorted residual &, of the base m; of SRC of
number 4, ). And finally, the third stage, the correction of an incorrect residual

a,; of the true number «; , that is correct a wrong number 4. (getting the right

number 4. =4, ). The degree of information redundancy R (correcting

cor.

capacity of code) is estimated by a size of MCD ¢*¥$). In the SRC, as noted

above, the value of MCD determined by the ratio 7S*) — k4.1, where k — the
base control quantity in ordered SRC.
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1 Scientific findings

In this chapter we consider the NCS

Agpe = (@ [ ay [ Mlay [l a; a1l |-l @yir)
in SRC with minimal (k =1) additional information redundancy. In this case, it is
determined that d‘(nb;ﬁc) =2.

In accordance with the general TECC, in the PNS with minimum code distance
d®N$) = 2 in the code structure uniquely (reliably) is determined by a one-time
mistake. In the PNS a single data error meant the distortion of one bit of
information, the type of 0 —1 or 1 > 0. To correct this single error in the PNS
is necessary to satisfy the condition that z("¥) = 3.

In SRC, unlike PNS, a single error is the distortion of one residual @; with

base m; . Since the residual a; of the number

Asge = (@ llay ||l aiy [l a; Nl @i ][l @, [ @yi)
with base m; contains > = {[log, (m, —D]+1} — binary digits, it is formally possible
to assume that in SRC (at ¢Sk — > (k =1) ) within one residual «, , can be found

a stack of errors of no more than - bits. However, in the literature [4,5,8] shows
that in some cases when g8 =2 the value in the SRC is possible to correct

single errors.
Taking into account the specificity properties and features representation NCS
in SRC opportunity to correct errors when ¢Sk =7, you can try to explain as

follows:
—a single error in the PNS and in the SRC refers to different concepts. This was
shown above. In this regard, the MCD ¢V for PNS and 4(S* for SRC has

different meaning and quantitative assessment;
—existing (implicitly) in NCS natural (primary) information redundancy, which
is available in the residual {a;} of the procedure due to the formation of these

residual, positive (in terms of improved noise immunity and reliability of data
transmission and processing) begins to appear only at presence of the artificial
(secondary) information redundancy. Artificial information redundancy is
introduced into the NCS due to the use (in addition to , the information base) k
control bases SRC. A distinctive feature of SRC is a significant manifestation of
primary information redundancy only if secondary, due to the introduction of
control bases;

— in the literature [2] was shown, the correction code in the SRC with a simple

ASC Academic Publishing, Minden, Nevada, USA
175




ISCI’ 2017 : INFORMATION SECURITY IN CRITICAL INFRASTRUCTURES

pairs base is to the value MCD equal of value ¢$* only if the degree of
information redundancy is not less than a product any (88> _1 base of SRC.

The presence and interaction of primary and secondary information redundant,
additional time during the procedure (use of temporal redundancy) in the error
correction process, provides in some cases, able to correct single errors in SRC

dSRO —2 (at k=1).

Really, if given the expression (3) and (5), for the orderly SRC, it can be draw
a conclusion. When one (k =1) control based m, ,, of the SRC, the NCS

A=(allay |l a1 g Il )

may have different meanings ¢(S*< . In this case, it depends on the magnitude of
the control base m,,_ ;.

If, for each individual module of SRC condition m, <m,,, (i=1,n), then, in
accordance with the expression (1), we can conclude that ¢(S*© =2, i. e., in
accordance with equation (2) we obtain that ¢,, =1. If the totality of information

bases {m;} for an arbitrary pair of modules condition ,, . m; <m,,, (i, j=Ln;

i # j),inthis case ¢k —3 u ¢4, =2 . Thus, for the NCS in the SRC with k =1
, MCD RS can be different depending on the magnitude of the control base
m,_, of the SRC.

Consider the ratio by which the error can be corrected in the residual &, [1].

Let the wrong number (4> M )
A=(a|lay ||l @y 18 || @y -1 @, || @yir)
including error G = (a; + Aq;) modm; reliably contained in the residue @; modulo
m.
It is obvious
A=(A+A4)mod M- (6)
Given that the amount of error may be represented as
AA=(0]|0]...]|0|| Ag; || O]| ...|| O] 0) , when the correct (A<M ) number 4 can be
determined as follows:
A=(A—Ad)mod M, =
=[(a@ llay -l @y 11d; @y -l @y ) -
—(0110]l...110 | Ag; | O ... OHO)]modM0 =
=la [lay |I...Il @iy 1 (@; — Ag;)modm; || @y ||| @, || @, Jmod M, .

Obtain a quantitative estimate of the value of A. Since the number 4 is correct,
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i.e. stored in the numerical range [0, M), then the following inequality must be
fulfilled

A=(A-A)mod My <M . (7)

Given that the value A4 of the error value is equal A4 = Aq, - B, , then the

inequality (7) will have the following form:
A—Aa;-B,—r-My <M OF
A—Aa; B, —r-Mo<My/m, (r=1,2,3,.),
A— (G —a)-B,—r-My <My /m,,, »
A—(a;—a) B, —r-My<My/m,,» 8)
(a;— @) B, <My /m,, . —A+r-My>
a,—a, <My /m,, )/ B, —A/ B, +r-My/B;>
a, <da,+My/m,, )/ B —A/ B, +r-M,/B;.
Given that the orthogonal basis for the module m, of the SRC is represented
as B; =m; -M, / m,, the expression (8) becomes:
a, < a;, +(m; +r-m;-m,, )/ (m, -m,,)— A/ B, or
a; <@ +m; (1+r-m,, )/ (m; -m,,)—A/B,- 9)
Since the value of the residual a@; is a natural number, then the value of
m,(1+r-m,. )/ (@, -m,,)—A/B, in the expression (9) must be an integer.
Therefore, taking the whole of the last relation, we obtain a formula for the
correction of an error in the residual G, of A as
a; = (@; +[m; -(L+r-m,, )/ (m; -m,,)— A/ B;)modm,]- (10)
To confirm the results of theoretical studies, we consider examples of
monitoring and correction of the data in the SRC.

Example 1. Implement control and, if necessary, to carry out a correction of the
number 4gp- =(01]/ 0] 0]/ 0| 5) whichis set in the SRC with the information base

m =3, mys=4> my=5, ms =7 and with the reference base ;, =ms=11.
n 4

However M =]]m; =]]m, =420 and M,=M -m,, =420-11=4620.
i=1 i=1

Orthogonal bases B; (i=1, n+1) of SRC arein [6].
I. Data control Ag- =(0]0]/0]/0||5). In accordance with the control

procedure [1], we define the value of
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n+l 5
Apng :[Zai ~BijmodM0 =(Zai -BijmodM0 =

i=l1 i=l1
=(a,-B,+a,-B,+ay-B;+a,-B,+as-Bs)mod M, =
=(0-1540+0-3465+0-3696+0-2640+5-2520) mod 4620 =
=(5-2520)mod 4620 =12600(mod 4620) = 3360 > 420.

Thus, the process control is determined that Ag,. =3360 > M =420. In this
case, the possible occurrence of only once errors, it is concluded that the number
of considered 4,;,, =(0]/0]/0] 0] 5) is incorrect (3360 > M =420). To correct
the number 4,,., =(0]0]0]/0]|5), you must first make a diagnosis data, i.c.
identify distorted residual @, . Then it is necessary to determine the true value of
the residual ¢, to modular m; and then spend correcting distorted residual &, .

II. Diagnostics data Ay360 =(0]|0]|0]]0]|5) - In accordance with the method

of projections [1,2], we construct possible projections Aj of the number
Az360 = (0110005

4 =(]0]0]5),

A =(]0]0]5),

Ay =(]0f0]5),

A, =(0][0][0]|5)
and

A;=(0]10]10]/0) -

The formula for calculating of the projections of values 1:1‘]- pys in the PNS has

the form [1]

~ n
A;pys = ;a,-Bl-j mode =(a-B;+a, - B,; +...+a, ~B"j)m0de (11)
i=1;

J=1,n+l.

In accordance with the formula (11) we can calculate all the values ;1]- PNS -

Next, we perform (n+1) a comparison of numbers Aj pys Wwith the number
M =M, /m,,, . If among the projections 4, have number no inside information
[0, M) numerical range (i.e. 4, > As ), which contains & of the correct numbers,

than it is concluded that these k residual of the number A are not distorted.
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Erroneous may be only the remains which are among the remaining [(n+1)-k]
residual number 4, .. Set of the partial working base for a given SRC and set of
partial orthogonal bases are presented in [6-9]. So, we have that
4
i=l1
=(0-385+0-616+0-1100+5-980) mod 1540 = 280 < 420 .
We conclude that the residual @, of umcma 3, — it is possibly @, distorted
residual;
. 4
Apys =| 2,0+ By |mod M, = (4 By +a, - Byy + a5 - Byy +ay - By ) mod M, =
i=1
=(0-385+0-231+0-330+5-210)mod1155=1050 > 420 .

Thus, we find that a, accurate not distorted residual;

5 4
4pys =[Zai -B1.3JmodM3 =(aBjy+ay- By +ay-Bys +a, - B )mod M =
i=1

=(0-616+0-693+0-792+5-672)mod 924 = 588 > 420.

We find that a, accurate not distorted residual;

3 4
Agpys = [Zai 'Bi4jm0dM4 =(a- By +ay-Byy +ay-Byy +ay-By)mod M, =
i=1

(0-220+0-165+0-369+5-540) mod 660 = 60 < 420 .
Conclusion: the residual @, to modular m, of number 4, — perhaps distorted

residual @,

i=1

N 4
Aspys = {Z a; Bjs ijdMs .

Since M5 =M =420, that the residual @ of the control module m, = mg will

be always a range of possible &, distorted residual of number in the SRC.

The general conclusion. In the process of data diagnostics introduced in NCS
A=(0]|0]|0]|0]5), decided not exactly distorted residual: a, =0 and a; =0.

Erroneous may be the residual of the bases m,, m, and m, i. e. residual @, =0,
a, =0 and @ = 5. Inthis case it is necessary to carry out the correction of residual
a,, a, and a.

II. It is correction of data error 4,,.,, =(0]/0]0]0]5) . As known [1]
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formula

M.y m; B;

_ (47 A
. :[ai {M__Dm(’dm“ -
spend correcting @, , a, and a5 of possible distorted residuals a, , a, and as
,where r=1,2,3,....

So we have that

a :[;,1 J{M—iﬂmodm, :(O+[3'(l+r'11) —3360Dm0d3 =0+

m, .| -y B, 111 1540
+[3,27-2,18])mod 3 = (0+[1,09]) mod3 = (0+1)mod3 =1;

[ (7 1 )
as =|ay+ Lr_m”“)—i modm, = 0_{2_@} mod7 = (0+[1,9-
M,y -, B, 11-4 2640

~1,27])mod 7 = (0+[0,63])mod 7 = (0+0)mod 7 =0 ;

I (+r- 1 .
a5 =| @+ P UET M) A = 5+[11 (”“)—3360} mod11=
m . B 116 2520

=(5+[2-13])mod11=(5+[0,7])mod11=(5+0)mod5=0.
According to the resulting residuals o, =1, a, =0 and a5 =0, rebuilding
(correcting) the number of distorted 4,,., =(0]/0]0]0]5), ie. the correct

number, will have the following form: 4

cor.

=(1]10]0]0]5) - To verify the data
correction, by the known formula [1], we define the value of the number
A, =(1]0]0]/0]5) as follows [4]

" 5
i=1

=(1-1540+0-3465+0-3696+0-2640+5-2520) mod 4620 = 14140(mod 4620) =
=280.
Since 280 <M =420, so the number 4,,, =(1]]0]|0]|0|/5) is correct. In
order to clarify the correct procedures of correction of number 4., we spend

calculation and comparison of the values and the right residuals @, =0 and a; = 0.

In this case we have q, :(0+[w_mDmod4:0 and

11-3 3465
ay = 0+[—5'(1+“)——3360} mod5=0-.
11-4 3696
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The obtained results a, =0 and a; = 0 of calculations of residuals by modular
m, and m,; of SRC, wvalidate the correction of wrong number
Ay360 =(01]0[| 00| 5) - Thus, the original number g, = (0[l0]|0]|0]|5) is
wrong A, » where the single error Ag; =1 has occurred on the base ;. This
error is transferred the correct number A,q, to not correct 4., . In order to
determine whether the correct number A,q, is true we will carry out additional
research of processes of distortion and correction of number A4,,, by the base

m; =3. The number N, of possible wrong (distorted) 4. code words (only

n+l
a single error) for each correct number Ag. equals N, =" m,—(n+1).
i=1

The results showed that the distortion of the residuals «, by modular m, =3
of the correct number A4,q, can lead to only two wrong numbers
Az360 =(01]0110]]0]]5) and 4,4, = (2100 0] 5). This fact indicates that the
corrected number 4, = 4,5, =(1]/0]]0]/0]|5) is not only correct (which lying

in the range [0, 420)) but also true. The truth of the resulting number
Aygo =(1]]0]|0]]0]|5) bythe fact that only a single error Aq; =2 on the

base m; =3 transfer the number
(4= (A+Ad)ymod My = (1]|0] 001 5)+(2[|0] 0/0]|0) =
=[(1+2)mod3 [0/ 0|0 5]=(0[[0[[0[ 0]/ 5))
to the only wrong number
Aszg0 =(0110[[0]]0]5) -
Example 2. Assume that the correct number 4,q, =(1]/0]/0]/0]|5) and let
Aa; =1.Then
A=(4+Ad)ymod My = (1]|0]|0][0]|5)+(1[ 0] 0] 0] 0) =
=[(1+1)mod30(|0[|0[|5]=(2[|0]|0]| 0] 5)

This number in SRC is corresponded to the number 1820 in the PNS, i.e.
number 4, is wrong. Carry out fix number 4, . Before correction of number

Ay, Spend data diagnosis. For this we first form the projection A ’ (j=L35) of
number 4., = (20|00} 5) - It will have the following code structure in SRC:
4 =(0]10]10[|5), 4, =[0]|0]|5), 4;=(2[0]|0]|5), 4, =(2]0]0]5) and

A5 =(21]0]/0]/0) -
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Next, we will define all the projections values 4;pys :

Aipys = (5-980)mod 1540 =280 < 420 = M ;

yps = (2+385+5-231)mod 1155 =1925(mod 1155) =770 > 420 = M ;
Aipys = (2-616+5-672)mod 924 = 4592(mod924) = 896 > 420 = M ;
Ayps = (2+220+5-540) mod 660 = 3140(mod 660) = 500 > 420 = M ;

s pys =2-280(mod 420) = 560(mod 420) =140 < 420 = M .

Soas Apce, Apce and Aypec > 420 then it is concluded that the residuals
a,=0, a;=0 and aq, =0 of number 4, =(2|0| 00| 5) is not distorted.
Distortions @, =2 and @; =5 can be only residuals @, and a. At first spend

correcting of residual @, =2 . We have that

a =|a+ —ml'(Hr.T"H)—i modm = 2+[—3'(1+H)——1820} mod3 =
m,.,, - m B, 11-1 1540

=(2+[3,27 -1,18])mod 3 = (2+[2,09])mod 3 = (2 + 2)mod 3 = 4(mod3) =1 -
Thus the corrected residual by modular m, is equal a, =1.
The similar way we obtain the value a5 = 5. According to the resulting residual
a, , as we correct the wrong number 4,o,, = (21010 0] 5) - Eventually, in the
process correcting we obtain the correct number 4,q, =(1]/01]/0]/0]|5) .
Example 3. Implement number control Ag,~ =(0]0]/0|/2]/1) . In the case
of distortion diagnose and correct the data.
L. Data check Agp~ =(0(]0]/0]|2]|1) . In accordance with a known procedure

of control determine Apyg by the formula

n+l
Apyg = [Zai -Bi]modMo =(0-1540+0-3465+0-3696+2-2640 +
i=1

+1-2520) mod 4620 = 7800(mod 4620) = 3180 > 420 .

This number is wrong 4,4, -

II. Data diagnostic A4,,., =(0]0]]0]/2]/1). We construct all possible

projections  A; of number A1 4 =(0[0]2]D, A =([0[2]D,
A;=(0]|0|2][1), A, =(0[0][0/1) and 45 =(0[|0[/0]/2)-
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We define the values of all five projections 4 ;i in the PNS:
Aispe = (O [0 2]] 1) =Aipys = (al By +ay By +ayBy +a4-B41)modM1 =
=(0385+0:616+21100+1980)mod 1540 =100 < M =420,

‘ZIZSRC = (0 o121 1) = ‘ZIZPNS =(a;'B +ay By, +az By, +ay By)mod M, =
=(0385+0231+2330+1210)mod 1155 =870 > M =420,

Ayspe = ojoy2q1)= Az pys = (@' By3 + ay By + a3 Bsy + ay Byy) mod My =
=(0616+0693+2792+1:672)mod 924 =418 < M =420 ;

‘ZI4SRC‘ =(lofo|ln= ;14PNS =(a;'By4 +ay By, + a3 By, +a, By )mod M, =
=(0-220+ 0165 +2:396 +1-540) mod 660 = 540 > M =420,

‘ZISSRC =(0]0]0][2)= ‘ZISPNS =(a;'Bjs + ay Bys + a3 Bys + a, Bys)mod M s =

=(0280+0105+2336+1120)mod 420 = 240 < M =420.

As aresult of calculations of values A jpys and comparing them with the value

M =420 of the interval length [0,420) of processing of correct numbers A, in

SRC we obtain the following.
Set of residuals a, =0, a, =0 is correct (residuals are not distorted), and the

residuals @ =0, @ =0 and &, =1 of the wrong number
Ay150 = (0| 0| 0] 2] 1) may be distorted (may be wrong).
III. Correction is possible distorted residuals @,, @; u a5 of the number

A3180 :

It is necessary to be corrected, possibly distorted residuals @, =0, a; =0 and

s (L7 A
as =1 by the formula g; =| g; + ml(—rT””)—— modm; . Then we have
Mgy B

that

a =|a+ —ml.(Hr.in"H)—i modm, = O+{3I(l+r.ll)—3180} mod3 =
m.m B 111 1540

=(0+[3,27-2,06])mod3 = (0+[1,21])mod3 =(0+1)mod3=1.

In this way @, =1. For value @; we have
(47 A : .
ay=|a;+ my (trm,.) +r_m”+1)—i modm; = O+{5 (dtr 11)—3180} mod5 =
m,. - iy B, 11-4 3696
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=(0+[1,36-0,86])mod 5 = (0+[0,5])mod5 = (0+0)mod5=0.

In this way a; = 0. To obtain the value of the residual @

(A+7- 1 . .
as =| ds + T 7T Paet) (+r_mn+1)_i mod ms = 1+‘:11 s 11)—3180} mod11=
m,,, - s B; 11-6 2520

=(1+[2-1,26])mod 11=(1+[0,74])mod11=(1+0)mod 11=1.
We have that a; =1. According to the obtained values @, =1, a; =0 and

as =1 of the recovered residuals we correct the distorted number translit.ru to the

correct number Ag,~ = (1]/0]| 0| 2]/1). It is the check 100 <420.

2 Conclusions

In contrast to the code of PNS, the arithmetic codes in the SRC has additional
corrective opportunities was shows in the paper.

Thus, it is available to the NCS both primary and secondary information
redundancy, in some cases, may allow the correction of single errors in SRC with
MCL of ‘%5 — 5. However, for correction of single error require carrying out

of additional time procedures data processing i.e. use of addition to the information
redundancy use of time redundancy. These examples of realization of the specific
implementation of correction procedures of single error show practical feasibility
of this method the error correction of error data witch present in the SRC.
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