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The article discusses the structure of a redundant technical system in the form of a graph. It is indicated that the structure of a 
technical system is modeled by an undirected graph. The most important and least important elements of this structure from 
the point of view of topology have been identified and substantiated. The distribution of the number of spanning trees and 
cyclic subgraphs passing through each element of the structure of the technical system is shown. The relative distribution of 
linked subgraphs by structure sections is given. This representation, together with the representation of the total number of 
related subgraphs, conveys the participation of elements in the connectivity of the technical system. The topological signifi-
cance of the structure sections of the technical system is shown, taking into account the restrictions that this structure is multi-
polar 
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Розглянуто структуру резервованої технічної системи як граф, ребрами якого прийнято ділянки структури, а верши-
нами – вузли структури. Основні завдання дослідження надійності полягають у встановленні і обґрунтуванні вимог 
по надійності до системи і її складових частин, у виборі принципових напрямів проектного забезпечення надійності 
на етапах створення системи. Зазначено, що структура технічної системи моделюється неорієнтованим графом.  
Надійність структури мережі залежить від числа її резервованих та нерезервованих працездатних станів. Зі збільшен-
ням останніх надійність структури збільшується і, відповідно, навпаки. Виявлено, що врахування ймовірності існу-
вання всіх працездатних станів дасть більш точну порівняльну оцінку надійності структури технічної системи.  
Для визначення числа циклічних зв’язних підграфів, що проходять через кожний елемент системи використовується 
алгоритм пошуку в глибину. Показано обчислення числа циклічних підграфів що проходять через дану ділянку.  
Визначено та проілюстровано  циклічні підграфи структури  технічної системи, що моделюють працездатні стани з 
резервом. Виявлено найважливіші ділянки для заданої системи за топологією‚ бо вони найбільш вразливі для струк-
тури. При виході останніх з ладу рівень працездатності структури буде значно меншим. І навпаки, з вилученням най-
менш важливих ділянок надійність структури знизиться в меншій мірі завдяки структурній надлишковості, що реалі-
зована іншими ділянками. Приведено відносний розподіл зв’язних підграфів по ділянкам структури. Це представлення 
разом з поданням загального числа зв’язних підграфів передає участь  ділянок у зв’язності структури  технічної сис-
теми. Зазначено, що чим більшим є відносне число підграфів ділянки, тим важливішою є ділянка для зв’язності стру-
ктури і навпаки. Показано топологічну важливість ділянок структури  технічної системи за обмежень, що дана струк-
тура є багатополюсником, тобто кожний вузол має бути зв’язаним  з кожним іншим вузлом структури. 
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Introduction 
To design and maintain complex systems, it is neces-

sary to study the impact of their components on relia-
bility [7-10]. Determination of the system structure 
components influence helps to solve the problems of 
optimal redundancy and reliability distribution among 
the elements [8]. This is necessary for monitoring, ana-
lyzing failures, restoring systems, and obtaining a gen-
eralized picture of the effect on the structural reliability 
of the failures process system of elements or their 
groups (components). 

 
Review of the research sources and publications 
In the studies carried out on the reliability of various 

technical systems [1-5], attention is focused on identi-
fying the basic requirements for their reliability, relia-
bility indicators were given, and methods for determin-
ing the number of spanning trees that can be associated 
with the limiting operational states of the topological 
structure were given. The number of spanning trees 
passing through each section of the structure is taken as 
an indirect indicator for comparing different structures 
in terms of reliability [2]. The literature provides a cal-
culation of the number of spanning trees in graphs [1] 
and shows how to determine the number of spanning 
trees passing through individual sections of the struc-
ture [2]. However, for a more accurate assessment of 
each element's importance in the system structure, one 
should take into account all possible working condi-
tions structure, including cyclic connected subgraphs of 
the structure [3]. 

 
Definition of unsolved aspects of the problem 
To date, an assessment of the topological importance 

of the elements of the structure of a technical system as 
a characteristic of the elements' reliability distribution 
in the system structural reliability has not been derived. 

 
Problem statement 
The main tasks of the reliability study are to establish 

and substantiate the reliability requirements for the sys-
tem and its components, in the choice of the principal 
directions and rational strategies for the design reliabil-
ity assurance, in the elaboration of the reliability assur-
ance issues at the subsequent system creation stages [4, 
16, 17]. 

 
Basic material and results 
The publication [8] reflects the ways of establishing the 

structural system elements' significance. There are limi-
tations: there is no initial possibility of the parts reliabil-
ity. A matrix of paths is used to find the significance of a 
system element as a value of its rank (Ri). Rank is the 
number of a particular element ties with others 
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where Ai, A2
i are the sums of the direct matrix paths 

rows with ones in the main diagonal and of the same 
matrix squared, respectively.  

After studying the principle of system operation, a 
graph is drawn up that simulates the dominance of ele-
ments and a matrix of dominance. The value of the 
functional and structural rank of the element is 

 







m

i
ii

ii
i

BB

BB
R

1

2

2

 
(2) 

where Вi, Вi
2 are the sums of the adjacency matrix rows 

and the same matrix squared.  
The disadvantage of this method is that it does not set 

items with zero ranks. There is also no definition of the 
degree of mutual elements' influence. 

In [13], the concept of the elements' weight in the sys-
tem reliability was formulated. It does not depend on 
probability based on the concept of Boolean difference 
and the use of a logical-probabilistic method for study-
ing the reliability of systems [10]. In [7], the reliability 
impact magnitude constituent components of the struc-
ture on the reliability of the system are described. 
This value is determined statistically. 

Accordingly [11], the transition from the reliability 
parameters of individual elements to the reliability of 
their groups is insufficient without studying the im-
portance of the component formed by the two elements. 
The influence of two elements on the system reliability 
is shown: temporary (conjunctive), total disjunctive, or 
separately (strictly disjunctive). The study describes 
finding the importance of two elements in the system 
reliability analysis. There is a prospect of generaliza-
tion for a huge number of the system parts by the in-
duction method. 

Scientific sources [11, 14] highlight the property of 
weight for two elements. The weight of any logical 
function is determined by a probabilistic function with 
the condition of equal probability of truth and falsity of 
all arguments of the algebraic function of logic. 

Most of the known methods for determining the mag-
nitude of the impact of individual elements on the reli-
ability of a system use the probability of initiating 
events. In [12], the structural significance of the ele-
ment in a system with a monotonic structure in the form 
of a partial derivative is presented 

 
i

c

R

R
RiB




\  (3) 

where Rc=f(R1,...,Rm) is the system reliability depends 
on Ri.  

If the value of Ri is unknown, the significance of the 
element xi is expressed with a value of 0.5 for the reli-
ability of all elements: 
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In publications [9, 13], the partial derivative is the sig-
nificance of the element: 
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where Ri is element reliability, Rс is system reliability. 
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Replacement in expression (4) of the variables xi and 
х′m by the value 0.5 for all i=1,...,m gives the depend-
ence of the element's action: 
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In expressions (5) and (6), the influence of an element 
quantitatively coincides with the concept of signifi-
cance.  

But there is a difference: the weight gxi is included in 
the logical model and the structural significance to the 
probabilistic one [10]. The reliability is 
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Formula (8) is the basis of methods for calculating the 
significance of systems. Element significance is inter-
preted as the speed of the system's reliability changing. 
It detects elements, an increase in the reliability of 
which by an amount Ri increases the reliability of the 
system by an amount 

iin RR  ~  (9) 

The significance i of an element depends not only on 
its place in the structure of the system but also on the 
reliability Ri of all other elements, except for itself. 
The probabilistic representation of significance helps to 
interpret the significance of an item as the system reli-
ability if the item is in working order. The concept of 
an element's contribution was described in the study 
[10]. The contribution of an element to the system reli-
ability is equal to: 
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Formula (6) can be represented as 
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The contribution of the element Bxi is the probabilistic 
part of the reliability of the system Rс, which it receives 
with the restoration of the operability of the element Ri. 
Taking into account (9), the value of the contribution is 
presented as an increase in the reliability of the system 
by attracting an element to its structure, or by restoring 
its operability. Damage to an element of the structure 
of the system is the product of the probability of failure 
Qi of the element by its significance 
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The relationship between the contribution and loss of 
an element coincides with the ratio of its probabilities 
to reliability and failure [10]: 
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Consider the structure of the redundant technical sys-
tem (TS) as a graph А, edges of which we take parts of 
the structure xi, i=1,…,n, and the vertices are the nodes 
of the structure vj, j=1,…,m. The structure of TS is mod-
eled by an undirected graph, the connections between 
nodes exist in two directions. The subgraph Ti of this 
graph, which has no cycles but has edges that connect 
all vertices of graph A, is a trunk tree. For the structure 
of the TS, such a tree simulates the operating state, 
which is the limit because it has no structural redun-
dancy. 

When the structure is inoperable, at least one node of 
the structure has no connection with other nodes and 
this corresponds to the removal of one or more edges of 
graph A that connect this vertex with others. 

The reliability of the network structure depends on 
the number of its unreserved operational states. 
The number of remaining trees in graph A determines 
the number of these states [3]. As the number of trunks 
increases, the reliability of the structure increases, and, 
accordingly, as the number of trunks decreases, the re-
liability of the structure decreases, Pi>Pj , if Ti>Tj. 

The number of carcass trees of a given graph is cal-
culated from a symmetric binary matrix of adjacency of 
vertices, in which the elements of the main diagonal are 
numerical values of the degrees of the corresponding 
vertices [1]. Ever, in the structure of the TS, not only 
non-reserved but also redundant operational states are 
possible, which are modeled by connected cyclic sub-
graphs Bi of graph A of the structure of the TS. The sum 
probability of any related events number is reflected by 
the known formula [3]: 
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where Bi is a random event of the existence of a struc-
ture working state, which is modeled by the subgraph 
Qi of graph A, n is the possible number of states, i = 
1,…,n. The number of all possible subgraphs of graph 
A is 2x, where x is the number of edges of graph A. If 
we take into account that always one of them is trivial, 
then the number of all possible subgraphs having edges 
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For the structure shown in Fig. 1 such subgraphs are 
H8=28-1=255. 

It is obvious that taking into account the probability 
of the existence of all working conditions will give a 
more accurate comparative assessment of the TS struc-
ture reliability. If the number of cyclic subgraphs in the 
TS structure increases with the change of its internal 
connections, the TS reliability will increase, ie Pi>Pj, if 
Bi>Bj and Qi>Qj. 
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Thus, the working states of the TS structure correspond 
to the cover trees and cyclic subgraphs of the structure 
graph. All vertices of graph A are connected by edges, 
and when one edge that is part of a loop is removed, the 
subgraph remains connected. When one edge is removed 
outside the cycle, the connection with one or more verti-
ces of the graph is lost (the graph splits into two parts, 
which are components of connectivity) and this corre-
sponds to the inoperable state of the TS structure. 

It is possible to determine the number of cyclic con-
nected subgraphs Qi passing through each element of 
the system using the depth search algorithm [6]. The 
algorithm is based on a systematic search of the graph 
vertices in such an order that each edge xi and each ver-
tex of the graph vi is considered only once. 

The transition from the vertex vj to vj+1 is the edge xi 
that connects them. Using the depth search algorithm, 
you can view all possible subgraphs of the structure 
graph. The connected cyclic subgraph Qi of graph A 
should contain a tree [1]. Therefore, the selection of a 
connected subgraph is performed by checking for the 
presence of a Ti tree. 

The number of cyclic subgraphs Qi passing through 
this section xi is calculated by the formula 

'
1 nni SSQ  (16) 

where Sn is the total number of connected subgraphs in 
the graph of structure A with a given section xi; S’n-1 is 
the number of connected subgraphs without plot xi. 

Take the structure of the technical system (Fig. 1). 
T8=32 different carcass trees pass through the whole 
structure; it has 32 different limit working states (Fig. 
2) and Q8=34 cyclic subgraphs (Fig. 3). If you remove 
segment x1 from the structure (denote the segment x1 
through its ends, which are nodes 1-4). Graph A be-
comes subgraph A'. The number of remaining trees will 
be T’8 = det A’= 24. Using the depth search algorithm, 
determine the number of cyclic subgraphs Q’8=26.  
The number T and the number Q decreased by the num-
ber of subgraphs passing through section x1, respec-
tively. 

2

56

3

4 1  
 

Figure 1 −The structure of the technical system 
 
T1-4=Ti−Tj=24 different carcass trees and  

Q1-4=Qi−Qj=28 different cyclic subgraphs of the struc-
ture pass through sections x1-4‚ x4-6‚ x5-6. These seg-
ments are the most important for this structure in terms 
of topology because they are the most vulnerable to  
the structure. The least important for this structure  
is the area x2-3 because the smallest number of trees  
T2-3 = 16 and Q2-3 = 26 cyclic subgraphs pass through 
it. In the event of its failure (removal), the network 
structure will be more workable than in the removal of 
the above areas because it has a structural surplus, 
which is implemented in other segments. 

 
Figure 2 − All 32 carcass trees illustrate  

the ultimate operating state  
of a structure without reserve 

 
In Fig. 4 shows the distribution of the trunk tree num-

ber passing through each section xi of the TS structure. 
In fig. 5 – distribution of the number of cyclic sub-
graphs Qi by structure sections. If the number of span-
ning trees for sections x4-6 and x2-3 is equal to  
T4-6=24 and T2-3=16, then taking into account the distri-
bution of the numbers of cyclic subgraphs (Fig. 5), 
these values will change slightly: respectively, for sec-
tion x4-6 we have Q4-6 = 52, and for section x2-3 we ob-
tain Q3-5 = 42 (Fig. 6). 

To study the distribution of reliability between ele-
ments of the system structure, we use the number of all 
connected subgraphs (carcass trees and cyclic sub-
graphs): 
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iii QTF   (17) 

where Fi is the number of all connected subgraphs, Ti is 
the number of truncated trees, Qi is the number of con-
nected cyclic subgraphs. 

 
Figure 3 − All 34 cyclic subgraphs  

of the structure of the TS, simulating  
working conditions with a reserve 

 
We will accept the distribution of connected sub-

graphs numbers on the TS structure sites is 

F

F
C i

i   
(18) 

where Fi – the number of connected subgraphs pass-
ing through the section xi; F - the number of connected 
subgraphs passing through the whole structure modeled 
by graph A. 
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Figure 4 − Distribution of the number  

of carcass trees passing through sections  
of the structure 
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Figure 5 − Distribution of the number  

of cyclic subgraphs passing through sections  
of the structure 
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Figure 6 − Distribution of the numbers  
of all connected subgraphs by sections  

of the structure 
 

In fig. 7 shows the relative distribution of connected 
subgraphs by sections of the structure. 
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Figure 7 − Topological importance of TS structure 

 
This representation, together with the representation 

of the total number of connected subgraphs, for exam-
ple, for a given structure F = 32 + 34 = 66, indirectly 
conveys the sites' participation in the connectedness of 
the TS structure. It should be noted that the relative 
number of subgraphs Ci in segment xi is a greater sub-
graph for the coherence of the structure and vice versa. 
Ci> Ci+1, where Ci is the topological importance of the 
site, Ci+1 is the topological importance of the site xi+1. 
In fig. 7 shows the topological importance of parts of 
the TS structure for the limited fact that this structure is 
multipolar, each university must be connected to each 
other node structure. 
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Conclusion 
The participation of the structure segments in the dis-

tribution of the technical system reliability by elements 
can be estimated by the number of subgraphs: carcass 
trees and connected cyclic subgraphs of the technical 
system structure graph. 

Assessment of the topological significance of a tech-
nical system structural element is a characteristic of the 
distribution of the elements' reliability in structural re-
liability of the system. Coverage trees and cyclic sub-
graphs of the structure graph correspond to the operat-
ing state of a technical system. 

 
When less important segments fail, the network struc-

ture will be more efficient than removing critical seg-
ments, since it has structural redundancy implemented 
in other segments and vice versa. 

More subgraphs of a segment than other segments in-
dicate a higher level of structure importance and vice 
versa. The topological importance of the system struc-
ture elements is limited by the fact that this structure 
has many poles: input and output nodes. In this case, 
each node of the structure must be connected to each 
other. 
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