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IHCTUTYUIHHE 3ABE3NEYEHHS IH®OPMAIINMHOI BE3NEKA
YKPAIHHA

CranicaaB Biabko™, 3100yBa4 TpeThoro (HayKoBOro) piBHsi BUIIOi OCBiTH
Haunionaabnuii yHiBepeurer «IlosaraBcska nogitexnika imeni Opiss Konapartoka»

© Binvro C., 2021
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IMocTtanoBka mpodsaemu. Ilornmubnenns mudposux TpanchopMmalii HaAIOHATBHOI €KOHOMIKH SIK
HaCIioK 1H(pOPMaLifHO-TEXHOIOTTYHOTO PO3BUTKY CIPUYMHSIE BUIbHE W HEKOHTPOJIBOBAHE MEPEMiLICHHS
iHpOpMaIIfHIX IIOTOKIB B TIJI00ajdbHOMY IH()OPMAIIHHOMY MPOCTOPI Ta MPU3BOAMTH 10 BUHUKHEHHS
TIOTEHITIHHUX 1 peanbHUX 3arpo3 iHdopmartiiiHid 6e3neri Ykpaiawm. [IpoTUCTOSITH pU3WKaM Ta 3arpo3aM B
inpopmauiliHiii cdepi y cydacHHMX yMoBax 374aTHa €(QEKTHBHO OpraHi3oBaHa cHcTeMa 3a0e3NedeHHs
iH(hopMaIiiHOT Oe3IeKH, 110 Ma€ IPYHTYBATUCS Ha B3a€MO/IIT JepKaBHUX OPraHiB, HEJACPKABHUX CTPYKTYP 1
rpomajsH. B mpoMy acmekTi muTaHHS (GOPMYBAaHHS CHPHUSTIMBOTO PETryISTOPHOTO CEpeloBHINA SIK Oasucy
po3pobiieHHsI eeKTUBHUX (PopM pearizalii Aep:kaBHOI MOMITHKH y cdepi iHpopMmaLiiiHOi Oe3nekn HaOyBae
0c00JIMBOT aKTyaJIbHOCTI.

Orasa ocTaHHIX TOCHIIKeHb Ta MyOJikamii. TeopeTHKO-METONOOrIYHI Ta HPUKIIAAHI aCIeKTH
IHCTHTYLIOHAI3MY SIK HAalpsIMy €KOHOMIYHOI JyMKH BHCBITJIEHI B Mpausix Takux HaykoBuLiB sik T. BeOieH,
JIx. Kommonc, [. Hopr, JIx. Xomxcon, E. Octpom Ta iH. Pi3Hi acniekTu iHCTUTYIIOHATI3aIli] eKOHOMIYHUX
MpoIieciB akTyani3ytoThes y npaisix J. bypkaneuesoi, 3. Bapramis, T. aiigaii, M. Ctynens, C. OHHIICHKO,
b. HIymiIstHCHKOTO Ta 1HIINX YICHUX.

TeopeTHuHUM Ta MPaKTHYHUM acrekTaM 3abesnedeHHs iHQopMariiiHoi Oe3nekr MpPUCBSYCHO Hpari
Takux HaykoBIiB sAk: H. I'pabap, b. Kopmuu, B. Iletpuxk, I'. SIpoBenko Ta iHmuX.

[IpoTe, He3BakalOuM Ha 3HAYHI HAYKOBI 3700YTKHM Yy 3a3HadyeHild cdepi, MATaHHS IHCTHTYLIHHOTO
3abe3neyeHHsl iHpopMauiiiHOi B YKpaiHi 3aJMIIaeThcs aKTyaJbHUM. BUKOPHCTAHHS 1HCTHUTYLIOHAJIBHOTO
MiaXoAy y IOCHipkeHHI iHdopmariiiHoi Oe3rmeku 03BOJUTh TOSCHUTH 1i CyTHICTh, CGOpMYBaTH
THCTUTYIIHY apXiTEeKTOHIKY 3a0€3IIeYeHHSI.

Merta pocainkennsi. MeToro JTOCHiKEHHS € OOIPYHTYBaHHS KOHIENTYAIbHUX 3acajl Ta MPUKIaIHUX
aCIeKTiB IHCTUTYLIIIHOTO 3a0e3neueHHs iHpopmMariiiHoi Oe3neku B YKpaiHi.

3aBIaHHA TOJNSATa€ y BUCBITICHHI CYTHOCTI IHCTHTYUIHHOTO 3a0e3neueHHS 3 TOTJSAY PI3HHX
KOHIIENTYaJIbHUX TIiXOMIB Ta aBTOPCHKOTO IMiAXOAY MO0 BU3HAYCHHS IHCTUTYLIMHOTO 3a0e3MCYCHHS
iH(opMaIiitHOi Oe3MeKH, a TAaKOXK y BU3HAUEHH] IHCTUTYIHHO-TIPaBOBOTO Ta iHCTUTYIITHO-OPTaHI3aIiTHOTO
i 3a0e3neyeHHsI.

OcHOBHi  pe3yJbTaTH [J0CHiIxKeHHs. TEOpEeTHKO-METOJONOTIYHOI0 OCHOBOIO  JTOCHIJKEHHS
IHCTUTYIITHOTO 3a0e3nedeHHss iH(GOpMaIiitHOi Oe3nmeKkn TPaBOMIpHO BU3HAYMTH (yHIAMEHTAIbHI
TMTOJIO’KEHHS IHCTUTYIIOHATI3MY Ta HEOIHCTUTYIIOHANI3MY. JlOMITBHICTh BUKOPUCTAHHS IHCTUTYIIIOHATIEHOTO
MiAX0Qy apryMEHTOBaHO €(EeKTHBHICTIO HOT0 1HCTpyMEHTapilo y mpoiecax (OpMyBaHHS IHCTUTYIIHHOI
apXITEKTOHIKM Ta MeXaHi3My 3a0e3nedeHHs iHpopManiiHOi Oe3meKu.

HocnimkeHHss 1HCTUTYIIHOTO 3a0e3nedeHHs iH(opMamiiHOi Oe3nmeKy IOIIIFHO pPO3IMOYaTH 3
JeTanizamii Ta cuUcTeMaTH3alii KaTeropiajJbHOTO amapaTy, 30KpeMa MOHSTh <« IHCTHTYT», «IHCTHUTYLIi»,
«IHCTHTYLIHHE 3a0€3MCUSHHSD).

AHaIi3 HayKOBUX MiIXO/IB O BU3HAYEHHS KaTeTOpiil (I HCTUTYT» Ta «IHCTUTYLIsD» A€ 3MOTY 3pOOUTH
BHCHOBOK TIPO OJHOPIAHICTD iX €KOHOMIYHOTO 3MICTy Ta BIIMIHHICTH CTYIIEHS CHCTEMHOCTI. [HCTHTYIIitO
MPaBOMIPHO PO3TIISAATH K CUCTEMY, TOMI K IHCTUTYT — 0a30BUi HEIUTUMU €leMEHT iHCTUTYLIT [1].

OmmH 13 OCHOBOMOJOXHUKIB iHCTHTymioHam3My, [Dk. KommoHc, xapakTtepusye iHCTHTYmii Yy
BY3bKOMY 3HaU€HHI, SIK «CHCTEMY 3aKOHIB YW MPUPOJHIX MPaB, B MEXaxX SKUX 1HAWBIIN JIIOTH 5K B’S3HI» Ta
y LHPOKOMY — SIK «KOJEKTHBHY IiI0 IO KOHTpOJIO, Jibepamizamii Ta pO3MMUPEHHIO i1HIMBIIyaIbHOI
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TismeHOCTI» [2]. 3rigHO 3 MAX0A0M IpencTaBHUKA HeolHCTUTYIioHAmI3MyY JI. HopTa mOHSTTS «IHCTUTYIIIT»
OXOIUTIOE Oyb-sIKi BUIUM OOMEXEHb, CTBOPEHI I CHPSMYBaHHS JIOJCHKOI B3a€MOJIii B TIEBHOMY HAMPsMI.
[lpusHaueHHsT IHCTUTYLIH y CYCHIBCTBI IIOJSrae B TOMY, MO0 3MEHIIUTH HEBU3HAYEHICTh dYepe3
BCTAHOBJICHHS TOCTIMHOI CTPYKTYpH JIOMACHKOI B3aemoii [3]. 3a3Havenmii miaxix miarpumaB E. Octpowm,
KU BU3HAYAE IHCTUTYLIT SIK CYKYITHICTh MPaBUJI NPUHHATTS pillieHb Yy MeBHUX cdepax AisibHOCTI [4].

dopMyBaHHS KaTeropiaJbHOi CHCTEMH I1HCTUTYLIOHANi3My MpPOAOBXKYE IOCTIIKYBaTHCA Ta
YIOCKOHATIOBATHCS BITYM3HSAHUMH BuYeHMMH. 3o0kpema, T. Tlaiigail posrisgae TOHSTTS 1HCTUTYHIl 3a
(YHKLIOHAJIBHUM IPHU3HAYEHHSIM — SK CHCTEMY HOpPM 1 NpaBWi, SIKi YIOPSAKOBYIOTH, CTPYKTYPYIOTbH
COLiaJIbHO-€KOHOMIYHY B3a€MOJIi10 EKOHOMIYHUX CY0’€KTIB 1 coliaabHUX Ipyt [5].

VY3araJibHIOIOUM TOMNISIAM NPEACTABHHUKIB «HOBOTO» IHCTUTYI[IOHAJII3MY I1HCTHTYIII JOLIBHO
BU3HAYUTH SIK CHUCTEMY HOPM 1 TIpaBWI, SIKi OXOIUTIOIOTH (opMaibHi Ta HedopMalbHI HOPMH, IO
pPETIIaMEeHTYIOTh BiJHOCHHH MiXK EKOHOMIYHUMH Cy0 €KTaMu 1 TiependavyaroTh HAsBHICTH BiJIITOBITHUX
OpraHi3alifHuX CTPYKTYP 3 METOKO TOCSATHEHHS IMEBHUX IIIICH.

dopmoro TposiBY iHCTUTYLIH € iHCTUTYTH. CYTHICHUMH XapaKTepPHCTHKaMH IIi€i KaTeropii MOXKyTh
BUCTYNATHU AK IOPUANYHI HOPMH, TaK i IOPAJOK BCTAHOBJICHHS 3B’S3KiB MiXX HHUMH, «II0 HAJa€ MOXXJIUBICTh
YIOPAOKYBaTH (perJaMeHTyBaTH) CTOCYHKH MiX Cy0 €KTaMHM IpaBa 3 METOI0 HAAaHHS iM CTiMKoro
XapaxkTepy, /U YOro 1 CTBOPIOIOTHCS BIJMOBITHI OpraHi3alliifHi CTPYKTYpH Ta OpraHH KOHTpOIO» [6, 7].
[onsTTss «iHCTHTYT» € 0a30BMM Ui Teopii IHCTUTYI[IOHANI3MYy 1 TO3HA4YaEe MEBHUN 3BUYAH, MOPSIOK,
MIPUHHATHH Y CYCIIIBCTBI, 8 TAKOXK 3aKPITUICHHS 1X y BHIJISIII 3aKOHY 200 OpraHi3aiii.

T. BeOuieH, Ik OCHOBOIOJIOKHUK THCTUTYI[IOHANII3MY, BU3HAYAE IHCTUTYTH SIK 3aKPIMJICHHS 3BUYAIB 1
MOPSIKIB y BUJAAL 3akoHy [8]. 3a JI. KoMMOHCOM NpOBIAHMMHU IHCTUTYTaMHU B JEpiKaBi € KOpropaiiii,
Mpo(CITiIKK, TOMTHYHI MapTii, a QyHIAMEHTATPHHMH IHCTUTYHIHHUMH KATETOPISIMH: — («TIFOUHAN
KOJIGKTUBHUH 1HCTUTYT», «PHHKOBa CHJIa», «PUHKOBI yroam». Came BOHM BHM3HA4YalOTh EKOHOMiYHY
MOBE/IiHKY B CYCIIJICTBI [2].

J. HopT BW3Hauae iHCTUTYTH Cy0’€KTOM IHCTHUTYIiIiHOTO MexaHi3My. Sk 3a3Haudae [I. Hopt «...He
iCHye IHIIMX pillleHb, KPiM BUKOPUCTAHHS IHCTUTYIIIHMX MeXaHi3MiB, MO0 yCTAaHOBUTH IpaBWIIA TPH, 1
BUKOPUCTaHHS Oprasizamii — mo0 3abe3neunT JoTpuMaHHA 1uX npaBwn» [3]. k. X0MHKCOH BH3HAYaEe
IHCTUTYTH SIK CHCTEMH COI[aJbHUX MPaBWII, a CaMe: «IOBrOTPHBAJi CHUCTEMH YKIAJEHUX 1 BKOPIHEHHX
MpaBHII, MO CTPYKTYPYIOTh COIialIbHI B3aeMomii» [9].

CrpaBennuBo 3a3Havae J[. bBypkaibliesa, 1110 aHasi3 iHCTUTYTIB MOBUHEH 3]IIHCHIOBATUCS 3aJICKHO BiJI
MiKpo- abo MakpopiBHIB JociiykeHHs. Ha MikpopiBHI mignmpuemii, BUpOOHHUKHU i (hiHAHCOBI TOCEpEIHUKU
OpraHi3oBYIOTH po0OTYy ¢ipM, BHKOHYIOTh (YHKII 31 CTBOpPEHHS W OOCIYyroBYBaHHS PHHKOBOI
iHppacTpyktypu. Ha ™akpopiBHI nepikaBa, IOMOTOCIIOAApCTBA, a TAaKOXX MDKHAPOIHI 1HCTUTYIIHHI
opraHi3allii BUCTYNarOTh K OCHOBHi Cy0’ €KTH, 1110 BUKOHYIOTh (DyHKIIT KoopauHauii cuctemu [10].

Y KOHTEKCTI MPOBENEHOTO MOCIiKEHHS IHCTHTYIiHE 3a0e3MedYeHHs MPaBOMIPHO BH3HAYUTH SIK
mporiec  popmyBaHHS iHCTUTYIIH (dhopMansHi Ta HedopMaidbHI HOPMH, SKI BIUIMBAIOTh HAa ITOBEHIHKY
Cy0’€KTiB) Ta IHCTUTYTiB (FOpPUAWYHI HOPMH), AKi KOHCOJiZOBaHO y (opmi oprasizauiii (miampueMcTBa,
iHppacTpyKTypa, IepKaBHiI OpraHu), 3aKOHIB (HOPMAaTHBHO-NIPABOBI aKTH) Ta MpaBHJ (€KOHOMIYHI 3aKOHHU
PUHKOBOI €KOHOMIKH) y TIPOIIEC] €BOJIOIIT pHHKOBOTO MEXaHi3MYy.

[nctutyniiine 3abe3nedeHHs iHGopManiiHOiI Oe3MeKu — 1e CYKYNHICTh ACP)KaBHUX 1 HEAEp:KaBHHX
IHCTUTYLIH, AKi 320€3Meuyr0Th CTBOPEHHS! HOPMATHBHO-NIPABOBHX, OPraHi3aliiHUX Ta €KOHOMIYHUX yMOB,
HeoOXimHUX s (OpMYyBaHHsS Ta peanizamii epeKTHBHOI Jep)KaBHOI MOMITHKH y cdepi iHGopMmartiiHol
Oe3neKu.

VY cknaai iHCTUTYLIHOTO 3a0e3neueHHs iHpopMaLiiiHoi 6e3neKku MpaBoOMipHO BUIUIUTH JIBi CKJIAIO0BI:

- IHCTUTYIIHO-TIPaBOBE 3a0€3IICUCHHS;
- IHCTUTYIIHO-OpTraHi3aiiiiHe 3a0e3nedcHHS.

BpaxoByroun 00’ €KT iIHCTUTYIIHHO-TIPABOBOTO 3a0€3MeYeHHS, JOIIILHO TaTH aBTOPChKE TPaKTyBaHHS
TIOHSATTIO «IHCTUTYIIITHO-TIpaBOBe 3a0e3nedcHHs iHDopMarlliiinoi 6e3mekm» — HopMaTHBHA (hopma pearizartii
GyHKUIH Jep)kaBHUX Ta HEASpKaBHUX IHCTUTYLUIH y HampsAMKy 3a0e3ledeHHS] CTaHy 3aXHUILEHOCTI
iH(pOpPMaLIIHHOTO CepeAOoBHUILA Ta MPOTHIIT PU3UKaM 1 3arpo3aM, COPUYMHEHHX MOLIMPEHHSM HEraTUBHHX
iH(hOpMaIiHHUX BILUIMBIB.

CucreMa HOPMATHBHO-IIPABOBHX aKTIB, IO PEryJIIOITh MUTAHHS iHGOpPMAIiiHOT Oe3MeKH BKIIIOYAE:
Koncrutynito Ykpainu, 3axkon Ykpainu «lIpo HamioHanbHy Oesneky Ykpainm», 3akoH Ykpainum «lIpo
Konnenmiro HamionansHoi mporpamu iHopmaruzaiii», 3akon Ykpaiau «[Ipo OCHOBHI 3acaau pO3BUTKY
iHpopMaliiiHoro cycminbetBa B Ykpaini Ha 2007-2015 pokwm», Crparerito iHpopmariiiHOT Oe3nexu
(3HaxXoAMTHCA Ha eTarli cxBajeHHs Paoro HamioHanbHOT Oe3nekn i 000poHH YKpaiHu Ta Mae OyTH BBEACHOIO
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B mito Ykazom Ilpesunment Ykpainn), Crparerito kibepOesnekun Ykpainu, Konmemnmiro po3BuUTKy mudpoBoi
eKOHOMIKM Ta cycminbeTBa Ykpainm Ha 2018-2020 poxu, KoHuenmiro po3BHTKY HUPPOBHX
KoMIeTeHTHocTe, Mixnapoani cranmaptu cepii ISO/IEC 27000, HopMaTHBHI JOKYMEHTH B Traiysi
texHigHoro 3axucty iHdopmarii (HJI T3I) Ta nepkaBHI cTaHmapTH YKpaiHH CTOCOBHO CTBOPEHHS 1
¢yukiionyBanas KC3I, iHII HOpMAaTHBHO-TIPAaBOBI aKTH, IO PEryJOKTh BigHOCHHU Y cdepi
iH(popMaLiliHOI Oe3neKu.

Hdo 2021 poky iHCTHTYIiHO-TIpaBOBe 3ale3reueHHss iHGOpMAIIHHOI Oe3MeK: 3BOJIIOCS IO
OIOCEPEIKOBAHOTO PO3IIISTY OKPEMHX 1i aCTIEKTIB 200 CTOCYBAIOCS] CUCTEMH TEXHIYHOTO 3aXHCTY iH(popMarii.

Tak, Koncruryuiero Ykpainu cr. 17, mopsin i3 3aXUCTOM CyBEpEHITETY 1 AepiKaBHOI LiTICHOCTI
VYkpainu, nepenbaueHo «3abe3nedeHHs ii eKOHOMi4HOI Ta iH(pOpPMaLiiiHOT Oe3MeKH € HaNBaXJIMBIIMMHU
(GYHKILISIMU JIepKaBH, CIIPABOIO BCHOT'O YKpaiHCchkoro Haponay» [11]. B 3akoni Ykpainu «[Ipo HamioHanbHy
Oe3reky YkpaiHu» BU3HAUCHI HANPSIMU Jep>KaBHOI TONITHKU MIOA0 3a0e3rneueHHs iHdopMaiiiHoi Oe3nexH,
kiOepOesneku. Bonnouac, sk momoBHeHHs, y 3akoni Ykpainn «[Ipo Konuenuiro Hamionansaoi mporpamu
iHpopMmaTu3alii» iHpopMaliiina Oe3neka BH3HAETHCS HEBiJ €MHOIO YAaCTHHONO IMOJITHYHOI, €KOHOMIYHOI,
00OPOHHOT Ta 1HIUX CKJIAJI0BUX HalliOHATIBHOI Oe3mneku [12].

VYxBaneny Ypsnom y BepecHi 2021 poky Crparerito iHdpopMmaniiiHoi Oe3nexkn npaBOMipHO BBaXKaTH
KOHIIETITYaJIbHOIO OCHOBOIO 3a0e3rneueHHA iHopmaniiiHoi Oe3neku B Ykpaini. CrpaTeriero BHU3HAueHi
METOJIOJIOTIYHI acTeKkTH 3abesnedeHHs iHGopMaimiiHOI Oe3mekn YKpaiHW, YIepe/KEeHHs IOSBH Ta
MiHiMi3amii 3arpo3 HallioHaIbHIN Oe3nemni B iHQopMaiiiHii chepi, 3aXucTy paB rpoMajsH Ha iHGOpMAIlio
Ta 3aXUCT NEPCOHAIBHUX JAHUX.

Takum umHOM, mpuiHATTA Crpaterii iHpoOpMamiiiHOT Oe3leKu € CBigUYEHHSM YCBiJOMIICHHS
HeoOXiAHOCTI 3abe3nedeHHs iHpopMaIiiiHoT Oe3nekn YKpaiHH SIK OCHOBH 3aXHCTY HAI[lOHAILHUX 1HTEpECiB
B yMoBax JIimkutanizamii. Llefi HOKyMEHT OKpecinuB BEKTOPH HEpKaBHOI PEryasTOPHOI MONITHKU Yy
3a3HaueHil cdepi Ta craHe 6a3ucoM it GOpPMyBaHHS IPYHTOBHOTO 1HCTUTYIIMHO-ITPABOBOTO 3a0€3MICYCHHS
iHpopMalLiitHOT Oe3neKu.

[HCcTHTYMIHO-OpraHi3aliiiHe 3a0e3leYeHHs NPOTIOHYETHCS PO3TISIIATH SK CHUCTEMY OpraHizariit
(opraniB Bmamgu), ski 3a0e3meuyroTh (OpPMyBaHHA Ta peajizallifo JepKaBHOI TMONITHKA Yy cdepi
iHpOopMalLiitHOT Oe3neKu.

Opranamu nepkaBHOI BIaiw, Ha sKi MOKiIaneHo (yHKIIi GopMmyBaHHS Ta peamizamii Iep:kaBHOI
MIOJIITUKA Y cdepi iHpopmariitHoi Oe3nekn npaBoMmipHO Bu3HaunTH: [Ipesnnenta Ykpainu, Bepxosrny Pany
Vkpainu, Kabiner Minictpie Ykpainu, MinicrepctBo 000opoHM YKpaiHu, MiHICTEPCTBO KyNbTYpH Ta
iHpopmauiitHoi mnodiTuku Ykpainu, MinictepcTBo 1H@poBoi TpaHcdopmanii, J[epxkaBHy cinyxOy
CHETaTbHOTO 3B’SI3Ky Ta 3axucTy iHpopmarii, lepkaBHuil KOMITET TeneOa4eHHs 1 paJiOMOBJICHHS YKpaiHu,
Pany wnamionaneHOi Oe3neku i oboponu Ykpainu, JlemaprameHt kiGepnosmimii HarioHanbHOT mosmimii
VYkpainu, iHIII LEHTpaibHI OpraHd BUKOHABYOI BJIAAM Ta OPTaHU CEKTOpYy Oe3meku i 0o0OopoHM YKpaiHu,
MICIIEBI OpPraHd BUKOHABYOI BT T4 OPTaHU MICIIEBOTO CAMOBPSTyBaHHS.

3okpema, y [lomoxkenni «Ilpo MiHicTepcTBO KynbTypH Ta iH(GOPMAIIITHOI TOJITHKI BH3HAYEHO, 110
MinicrepcTBo 3a0e3nedye GopMyBaHHS Ta peaji3ye OepKaBHY MONITUKY y cdepax KylbTypH, IepKaBHOI
MOBHOI TOJIITHKH, NOMyJspu3anii YkpaiHM y CBITi, Aep)KaBHOrO i1HOMOBJEHHS, iH(poOpMauiiHOTO
cyBepeHiTeTy YKpainu Ta iHdopmaiiifHoi 6e3neKy.

MinicrepctBo 1mdpoBoi TpaHcdopmarii, 3abezneuyroun (GopMyBaHHS Ta peanizamilo Aep:KaBHOI
noJiTuky y cepi undposizanii, tndppoBoi eKOHOMIKH, HTUPPOBUX iHHOBALIIH, EIEKTPOHHOTO YPSAYyBaHHS Ta
€JeKTPOHHOI  JIEMOKpaTii, PO3BUTKY 1H(POPMAIIHHOTO CYCIIJILCTBA, € HEBIA €EMHUM CIIEMEHTOM
IHCTUTYIITHO-OpTraHi3amiiHoro 3abe3nedeHns iHpopMaIitHol 6e3meKy.

OcHOBHMMHM 3aBOaHHAMHU JlepikaBHOI ciyOM CHemianbHOro 3B’S3Ky Ta 3axuCTy iHpopmamii sk
LEHTPAJbHOI0 OpraHy BUKOHABYOI BJIAJH 31 ClELiaJbHUM CTaTycoOM, 3TiHO 3 YHHHUM 3aKOHOIABCTBOM, €
peaizaris aepKaBHOT MOJIITUKY Y chepi 3aXUCTy JAepKaBHUX 1HHOPMAIIHHIX PECypCiB y Mepekax mepenadi
JaHux, 3a0e3nedeHHs QyHKuioHyBaHHS [lepkaBHOI cucTeMu ypsaoBOro 3B’s3Ky, HamionambHoi cuctemu
KOH(1AESHIIHHOTO 3B’S3KY, KpUNTOrpadiqHOro Ta TEXHIYHOTO 3aXHUCTY iHPOpMAaIii.

Pana namionanmpHOT Oe3mexu 1 000poHM YKpaiHM SK KOOpAWHAIIWHUE opraH npu [lpe3umeHToBi
VYkpaiHu ynoBHOBa)keHa NMpUHAMATH PIICHHS MIOAO0 BH3HAYEHHS KOHLENTYAJIbHHX MiAXOAIB Ta HamlpsMiB
3a0e3MeUeHHs] HallioHaJIbHOI Oe3leKy B LIJIOMY Ta, B TOMY 4YuMCIi, B iHQOpMaiiiHii cdepi 3 ypaxyBaHHIM
MaciTady NOTeHIIHHUX Ta pealbHUX 3arpo3 HalliOHAJIBHUM 1HTepecaMm YKpaiHu.

Peamnizanito nepkaBHOT MOJITHKK B cdepl MPOTHIIT KiOEpP3IIOUMHHOCTI SIK HEBiJ €MHOI CKIIaJI0BOT
JIepKaBHOI TOJNITUKHK Y cdepi iHdopMalifiHoi 6e3nexu 3aiiicHioe JlemapramenT kibepnominii HamionansHoi
noJiii Ykpainu.
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IHcmumyuiliHe cepedosuwie

Konctutynis Ykpaian

Incmumyuiiino-npaeose 3ab6e3neuennsn ingpopmayinunoi 6e3nexu

3akonu Ykpainu: «[Ipo HamioHanbHy Oe3neky Ykpainu», «[Ipo Konuenmiro HamionansHoi
mporpamu iHpopmaTu3aiii», «I[Ipo OcHOBHI 3acaju pO3BUTKY 1H()OPMAIIIHOTO CYCIIILCTBA
B Ykpaini Ha 2007-2015 poxm»

Crparerii Ta Konmeniii: Ctpareris iHpopmartiitaoi 6e3neku (mpoekt), Ctpareris
kiOepOesneku Ykpainu, KoHnenmis po3BUTKy H(pPOBOT EKOHOMIKHM Ta CYCIILCTBA YKpaiHH
Ha 2018-2020 poxu, Konueniist po3BUTKY HU(GPOBUX KOMIETEHTHOCTEH

Mixnapoani cranaaptu cepii ISO/IEC 27000, HopMaTHBHI JOKYMEHTH B rally3i TEXHIYHOTO

3axucty iHpopmariii (H/I T3I) ta gepxaBHi cTaHAapTH YKpaiHU CTOCOBHO CTBOPEHHS 1

dvakmonveagaa KC3I

1HIII HOPMATUBHO-TIPABOBI aKTH, 1[0 PETYIIOIOTH BITHOCHHH Y cepi iHpopMaIiiHoT Oe3nexn
‘ OdepxasHa peaynimopHa nom‘!’epi iHpopmauyitiHoi 663[161{0‘

Incmumyuiiino-opzanizauiitne 3a6e3neuenns inghopmauiitnoi 6e3nexu

@®opMyBaHHS /Iep:KaBHOI NOJITHKH y c(epi iHpopManiiiHol
0e3nmeKu
[Ipesunent Ykpainu, BepxosHa Paga Ykpainu, Kadiner MinicTpiB
VYkpaiau, MiHicTepcTBo 000poHN YKpainu, MiHICTEpPCTBO KyJIbTYpH Ta
iH(popMaLiiHOI TOMITUKY Y Kpainu, MiHicTepcTBO HUPPOBOT
TpaHcopmailii, Pana HarioHamsHOT Oe3meku 1 000poHu YKpaiau

Peanizanis nep;xaBHoi moJiiTukM y cdepi iHpopmaniiiHoi 6e3nexkn
[pesunent Ykpainu, BepxoBaa Paga Ykpainu, Kabiner MiHicTpiB
Yxpaiau, MiHicrepctBo 000poHH YKpainu, MiHICTepPCTBO KyJIbTYpH Ta

iH(hOpMaIiHHOT TOMITHKY Y Kpainu, MiHicTepcTBO IU(pOBOT
Tparchopmarii, JlepkaBHa ciry:k0y CHEIiaIbHOTO 3B’ SI3KY Ta 3aXUCTY
iH(hopmariii, JlepkaBHUI KOMITET TeJeOaueHHS 1 PalOMOBJICHHS
VYkpainu, [enaprament kideproninii HarrionanpHoi mosmiiii Ykpainu,
1HIII TIEHTPAaJIbHI OPraHK BUKOHABYOI BTN Ta OPIaHU CEKTOPY
Oe3mnexu 1 000poHU YKpaiHU, MiCIIeBi OpraHA BUKOHABYOI BIIAH Ta
OpraHd MiCIIEBOTO CAMOBPSITYBaHHS

KonTpoJsn 3a peasizaniero gepaxaBHol NoJaiTHKH y cdepi
iHdopMmaniiiHoi 0e3mexku
Pana HamionanpHOT Oe3neku i 000poHH YKpaiHu

cyb6’ekmu inJOpMaLiiﬁHOT be3neKku

TpOMaJISTHH
VYkpainuy, ix
00’ €THaHHS,
TPOMAJICHKI

oprasizarfii Ta iHmi

IHCTHTYTH
TPOMaJISTHCEKOTO

AYTATTITIT AmTA

MiANPUEMCTBA,
YCTaHOBH Ta
oprasizarii

HAYKOB1 YCTaHOBHU
Ta 3aKJIaJ1 OCBITH
VYxpainu, siki
301MCHIOIOTH
HAYKOBI
JOCHIDKEHHS Ta
MiATOTOBKY
(axiBuiB y cdepi
iH(popMaLiiHOT

~-

‘ 06’ekmu @Hoi‘ besnexu

&

3ABE3IIEYEHHA 3AXUCTY IHTEPECIB I'POMA/IAIH, CYB’€EKTIB

TI'OoClIOAAPIOBAHHA IEP’KABH

Puc. 1. IncTutyuiiine 3a0e3nedyeHns iHgopmaniiiHoi 6e3nexn YKpainu™

*[lobyoosano asmopom
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Bomnodac, y YMHHOMY 3aKOHOJABCTBI HE BH3HAUYCHHM CITCIIaJbHO YIOBHOBOKCHHH IIEHTPATLHUN
opraH BHKOHaBYOi Biagu y cepi iHpopmauiitHoi Oe3nekn Ykpainu. LleHTpanbHUM OpraHoM BHKOHABYOI
BJIaJU 31 CIeLiaIbHUM CTaTycoM y cdepi 3axucty indopmauii BusHadeHo JlepkaBHy cinyxOy crenialibHOro
3B 3Ky Ta 3axHCTy iH(popmariii. BogHoyac ocobnuBuii cTtaryc mae Paja HallioHaabHOI Oe3rneku i 000poHU
VKpalHH, OCKIIBKM € €IMHHM OpraHOM, SKHH Ma€ ITOBHOBaXGHHS KOOPAMHYBAaTH Ta KOHTPOJIOBATH
JisUTBHICTD OpraHiB BUKOHABYOI BaJu 3 peaizauii momiTuku iHopMmaniiiHoi 6e3nekn YKpaiHu Ta BHOCUTH
[pesunenty YkpaiHu mpomnosuiii mo/o ii YTOYHEHHS Ta pecypcHoro 3adesmedeHHs. BincyTHicTh diTKOT
KOOpJAWHAIi, po3nojiry (YHKIIOHATBHUX OOOB’S3KIB cepei MepeliueHuX OpraHiB Jep)KaBHOI BIaId
3HUKYE PiBEHb €PEeKTUBHOCTI IepKaBHOT MOJIITHKH y cepi iHpopmariiiHoi Oe3nexu.

Bazyrounce Ha cucTeMHOMY MiAXO[i, SIKUM nependadae po3riisia Ta JOCTIKEHHS OyAb-sIKHX CUCTEM
3 MO3WIIi MeTH 1X (YHKIIOHYBaHHS, Cy0’€KTiB, sIKi MPUIMAIOTh ydacTh y ii 3a0e3nedeHHi, 00’ €KTiB, SKi
(YHKIIOHYIOTH Y TIEBHIH cepi AisTIBHOCTI, Ta Ha SIKMX HAMpaBlieHO iIHCTPYMEHTH BILTHBY [13], mpaBoMipHO
MPEICTaBUTH apXiTEKTOHIKY IHCTUTYLiHHOTO 3abe3nedyeHHs iHdhopManiiHoi 6e3neku (puc. 1).

TakuM  YMHOM,  IHCTHTYILIHHO-TIpaBOBE Ta  IHCTUTYHiWHO-OpraHizaiiiiHe  3a0e3redeHHs
iHpopMalliiiHOT Oe3neKd 3 ypaxyBaHHSM B3a€MO3B’S3KiB MiK cy0’ektamu (cucTremMa JepiKaBHHX 1
HEICP)KaBHUX IHCTUTYLIM, a TakoX TpoMaigsH YKpaiHH) CTaHOBJIATH I1HCTUTYLilHE CcepemoBHILE
iHopmariiiHoi Oe3mexu, BiJ eheKTUBHOCTI (YHKIIIOHYBaHHS SIKOTO OyJe 3ajeKaTH PiBeHb 3a0e3MeYeHHS
3aXUCTY IHTEPECIB rPOMajisiH, Cy0’ €KTIiB TOCHOJApIOBaHHS Ta JCPXKABH B IIOMY SIK COIlIAbHUX 00’€KTIB
iH(opMaIiiiHOi Oe3neKu.

BucnoBku. IlincymoByroun BuIIe3a3HauYe€HE MPABOMIPHO BiIMITUTH JOUITBHICTh 3aCTOCYBaHHS
IHCTUTYI[IOHAJIBHOTO MAX0AY. AJIKE 1€ a0 MOXKJIMBICTh BUBYMTH KOHIICNTYaJbHI 3acaau iHGOpMaIliitHOT
OC3MeKN Ta OKPECIUTH IHCTUTYLIWHY apXiTeKTOHIKY Ii 3a0e3rneucHHs. BCTaHOBIEHO, MO IHCTUTYIIHHE
3abe3redeHHs iHQoOpMaIifHOi Oe3rnekn sABise o000 CKIaHy 0araTOKOMIIOHEHTHY CHCTEMY, SIKa BKIIOYAE
IHCTUTYIITHO-TIPaBOBE Ta IHCTUTYIIHHO-OpTaHi3aliiine 3a0e3nevyeHHs.

Ha crorognimHiii aeHp mpobiieMa iHCTHTYLIHHO-OpraHi3aliiHoro 3abesnedeHHs iHpOpMaIiiHOl
0e3nexy B YKpaiHi MOATae y BiACYTHOCTI CIIEiaTbHO YIIOBHOBAYKEHOTO OPraHy, IO CYNEePEeYHTh Cy9acHUM
TEHJCHISIM OpTaHi3amii pPeryJasSTOPHUX TMPOLECiB. AJpKe BIACYTHICTh YITKOI KOOPAWHAI, PO3MOALTY
(yHKLIOHATBHUX OOOB’SI3KIB CEpel OpraHiB JIEpXKaBHOI BN 3HIDKYE PiBeHb €(EKTHBHOCTI JEpKaBHOI
moJTiTUKA y cepi indhopmartiiHoi Oe3neKy.

Bigmiuatoun BaxxnmuBiCTH Ta 3Ha4YeHHS yxBajeHoi Ypsgom Crparerii iHQoOpMamiiiHOT Oe3rekw,
npobjemMa HEIOCTaTHLOI PO3POOIIEHOCTI HOPMATHUBHO-TIPaBoBOi 0a3u y cdepi iHdopmaniliHOI Oesnexu
3aJIMIIAETHCS aKTyaJbHOIO Ta TOTPeOy€e PO3B’ I3aHHS.

TakuM YUHOM, YAOCKOHAJIEHHS IHCTHUTYIIHHOTO 3a0e3nedeHHs iHQOpMaIiifHOT Oe3lekn BUMarae
KOMIUIEKCHOTO MigX0My i mepeadauae BIPOBAKCHHS SKICHUX 3MiH B IHCTHTYLIHHO-OpraHi3aliiHOMy Ta
IHCTUTYLITHO-TIPaBOBOMY 3a0€3ICUCHHI.
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V]IK 338.242(477)

JEL 0032

Binbko Craniciap CepriiioBuu, 3100yBady TpeThoro (HAyKOBOI'O) pIBHS BHUIINOI OCBITH.
Hanionanenuii  yHiBepcurer «llontaBcbka mnomitexHika imeHi IOpis Kowgpatioka». IHcTuTymiiine
3a0e3nevyeHHs indopMmauiiiHoi Oe3nmexku YKpaiHM. AKTyami30BaHO MNpoOIeMaTuKy 3abe3nedeHHs
iHpopMaliiiHoi Oe3nekr YKpaiHM B yMOBax MOMNMONEHHS HHGPOBUX TpaHcdopMarliidi HaiioHaIbHOT
CeKOHOMIKH $IK HAacliloK iH(pOpMauifHO-TEXHOJOTIYHOro PO3BUTKY. OOIPYHTOBAaHO HEOOXiAHICTH
(GopMyBaHHA CHPUSTIMBOIO PErYJISATOPHOTO CEpeloBHINA SIK 0a3ucy po3poOieHHs ePEeKTHBHUX (opM
peanizamii aepkaBHOI MOJITHKU Yy cdepi iHGopMalliiiHoi Oe3neku. TeopeTHKO-METO 00T YHOK OCHOBOIO
JIOCHIDKEHHS. 1HCTUTYIIHHOTO 3a0e3rnedyeHHs iHQopMariiiHoi Oe3lekd BH3HAYCHO (yHIaMEHTANbHI
TMTOJIO’KEHHS IHCTUTYIIOHATI3MY Ta HEOIHCTUTYIIOHATI3MY. JlOMITBHICTh BUKOPUCTAHHS IHCTUTYIIIOHATBHOTO
MiJXOy apryMEeHTOBaHO e()eKTHUBHICTIO HOTro iHCTpYMEHTapiro y mporecax (OpMyBaHHA IHCTUTYIIHOI
apxiTeKTOHIKM ¥ MeXaHi3My 3a0e3neueHHs iH(opmamiiiHoi Oe3neku. BukoHano peramizamiio Ta
CHUCTEMAaTH3AaIlII0 KaTeropiaJbHOro arnapaTy iHCTUTYIIOHANI3MY, 30KpeMa MOHATh «IHCTUTYT», «IHCTHTYIII»,
«IHCTUTYILIiHE 3a0e3revell Ta BHOKPEMIIEHO B HOTO CTPYKTypi IHCTHUTYIIHHO-TIPaBOBE Ta IHCTUTYIIIHHO-
oprasizaifiiine 3a0e3nedyeHHs. [IpoaHalli30BaHO IHCTUTYIIHHO-TIPABOBE 3a0E3ICUYCHHS 3 TOYKH 30Dy
c(hOpMOBAHOCTI 3aKOHOJABYOi 0a3W y HampsMi 3a0e3MEUCHHs CTaHy 3aXHIICHOCTI iH(hOpMAaIiitHOTO
cepeloBHUINA Ta MPOTHAII PU3UKaM 1 3arpo3aM, CIPUYMHEHHM ITOIIMPEHHSM HETaTUBHHX iH(pOpMamiiHUX
BIUIMBIB. 3MIMCHEHO JACTalbHE JOCHIHKCHHS IHCTUTYLIHHO-OpraHi3aIlifHOro 3a0e3lmeueHHs SK CHUCTeMHU
opranizaniii (oprasiB Binaam), siki 3a0e3neqyroTh (OpMyBaHHS Ta peaii3aliio Jep>KaBHOI MOJITHKH Y cdepi
iHdopmariiiHoi Oe3rmekn. Ha OCHOBI BHKOPHCTaHHS CHCTEMHOTO MiAXOMY MPEACTAaBICHO apXiTEKTOHIKY
IHCTUTYIIiHOTO 3abe3medueHHss iHopmMmariiiHoi Oe3neku. JloBeneHo, MO IHCTHUTYIHHO-TIpaBOBE U
IHCTHTYLIIHHO-Oprafi3aniiHe 3a0e3nedeHHs iHGopMamiiHOI Oe3MeKH 3 ypaxyBaHHAM B3a€MO3B’SI3KIB MiX
cy0’€KTaMH CTaHOBJATH IHCTUTYIIiHHE cepefoBUINe I1HPOpMAIHOT Oe3neKku, BiJ ePEeKTUBHOCTI
(YHKITIOHYBaHHS SKOTO Oy/e 3alekaTH piBeHb 3a0e3leUeHHsI 3aXWCTy IHTEpEeCciB TpOMajsH, CyO’eKTiB
TOCHOAAPIOBAHHS Ta AEPXKABH B LIIOMY SIK COLialbHUX 00’ €KTIB iHPOpMaLiiiHOT Oe3MeKH.

Knrouosi crosa: indopmariiiina 6e3neka, iHCTUTYIIIITHE 3a0€3NCUCHHS, apXITEKTOHIKA, IHCTUTYIIIHHO-
MpaBOBe 3a0e3MeYeHHs, IHCTUTYIIHHO-OpraHi3alliiiHe 3a0e3MeYeHHs.

UDC 338.242(477)

JEL 0032

Bilko Stanislav, PhD student. National University «Yuri Kondratyuk Poltava Polytechnic».
Institutional Support of Information Security of Ukraine. The article actualizes the issue of ensuring
information security of Ukraine in the conditions of deepening digital transformations of the national economy. The
necessity of forming a favorable regulatory environment as a basis for developing effective forms of implementing
state policy in the field of information security is substantiated. The theoretical and methodological basis for the
study of institutional support for information security identified the fundamental provisions of institutionalism and
neo-institutionalism. The article details and systematizes the categorical apparatus of institutionalism. The author's
definition of institutional support of information security is presented and institutional-legal and institutional-
organizational support is singled out in its structure. Based on the use of a systematic approach, the architecture of
institutional support of information security is presented.

Key words: information security, institutional support, architectonics, institutional and legal support,
institutional and organizational support.
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